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SECURI TY ANALYSI S SYSTEM TECHNI CAL FI ELD OF THE | NVENTION T

rel ates tovemodosb®r mat i on security analysis systemfor mti @IS/ 1667
Internet security issues and conputer source and executabl e code -
visualization 5 problens. In particular, the invention relates to an
information security analysis systemfor passive display of the-physical
and vir wmmrrlstics of intranets and snmall conputer source and
execut ammmmm BACKGROUND OF THE | NTI ON Wor | dwi de | nternet usage
continues to grow at a phenomenal rate. Users include governnents,
|nst|tut|ons u5|nessesI fﬁﬁkﬂfﬁbﬁﬁfﬁéﬁﬁ& Y&kﬁﬁﬂ& Gy digme connected to
the Internet for the purpose of conducting daily 15 activities.
Unfortunately, the devel opnment and inplenentation of security neasures
designed to nmgeHNmtgLngiggpnmecmnpnuggﬁepune nmeans of comruni cation have

not kept pace with_ihe technal,ogical_ advances in the_ e nsi on of netmork
devel opment and in?é?Eorﬁfecetr}t\ho?'y ralabys ; Tasapt W‘ft%?ﬁae LR er ¥ I

net wor ks ri skahatyeis tdwesten rifcor m'an:u@atoomipb(fmlmtérlmytheemmt@ndmrmleg:| ous
users who con ue 0 | o vert, ne at a.
Used approprlgbglyC5¥Pu%€glﬁg%%€%noggglé%k%éﬁg%ﬁ#g) Jb éﬁ%ﬁ%@J%%E]' 't ont
door" of cor pbrabéemat r afet Larsdculipase tb@hnoﬁogﬂbsohaveal¢©ﬁﬁletheplng
pace with the;apglhgeld PN ecu3gtyl ﬁﬁélﬁ% %%Féﬁén{ )fotzh% USRS demmy

Al t hough nanyﬁgroducts have heen dev edthat facilitate netmork topology
di scovery, 8f PRHEdEa4r énab}fér%%ahc? 3D2pREEEGELGS RAt FATERIESAUARY and
noni toring negRslar eckplteAUEOErdd dIaasutdbhwtdbgoyver nment and private
industry. This is substantiated alnost daily in trade publications and

WO 00105651 2 0 7 JA N ZOOS PCT/U899/16467 | nternet news groups. Mre
concrett@ proo Dim i E creased requirenents for secur|ty

) i
related skills out hbgﬁﬁwagugowm LEGUESt Bohe LRERROBA! S5t e

governnment and private_industry are spendi ' .
phenomenal rate. Users 1nclude governments, institutions,

businesses, and individuals, all of which have connected to
the Internet for the purpose of conducting daily
15 activities. Unfortunately, the development and
implementation of security measures designed to make
Internet connection a secure means of communication have
not Kkept pace with the technological advances in the
expansion of network development and interconnectivity. As
20 a result Internet users and networks risk having their
information compromised by hackers and malicious users who
continue to find ways to exploit and subvert networks and
data.
Used appropriately, firewall technologies can help to
25 secure the "front door" of corporate intranets, but these
technologies  have trouble keeping pace with the
applications, services and security that users demand.
Although many products have been developed that facilitate
network topology discovery, few of these are able to act
30 passively.
Intranet security and monitoring needs are continuing
to increase in both government and private industry. This

is substantiated almost daily in trade publications and

A
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.5 arfounts of tine and noney to address intranet napping, rmniﬂ BrUM 2003
i'ntrusion detection and conputer security. This has lead to a prolific
anount of organi zations, offering to provide intranet conputer security
servi ces, a‘?‘n‘gW%ﬁ(’%‘ tool's, and associated products. 10 SUMVARY TGP Y[§67

| NVENTI ON The system of the present invention acts passively and prowides a
met hodol ogy for performing a detailed anal ¥sis of data observed during a
nonitoring session. 15 Wthout introducing additional traffic of a network,
the system of the present invention produces a virtual picture of network
usage and net umtkrveltnerealy |ditdwgss . Byooe gadhérege theod Apof sthi snubsipde
collection togls,intqQ _vjs ematics) Security Adm nistrators bec
prpactive 20 ?h gégegsnléﬁéa%%leeﬁs\m &HV\i/le% ‘Flge%%sesggﬁdg?%ufﬂ%%tF?;anagoﬁ frﬁﬁ%

| ocati ons forobtpliesdnt iimg gmveinemeasveasesVét hfohe pnépesalson Bevkal ed
by the syste ke i 1O %ggq; jt 1 O t Qt §+€

identify pot glr%tgit’g:fhﬁre%ftf %{Hbo%?lygﬁée%ksqn ch{)}e %%%%%?%é\%eggéngggi%%%r S,
25 reduce band@WPaflksus@fetifevetdp PIogEY ek oRddsers, HHPIFHpoMAPPLRg| ci t

activity. Themsaitsrigysysieridfon aiuaseM dndveshpebeknsbudestournis
i nt er connect ega%m?%l passi ve, networ k di scovery, network da recordi ng,
s

S:
networ k dat B ERCE AT I SOIRHIE Al gPE P obR SRS NePhORR: BRL 50

vi sual i zati onpeapaliel i tnesaaee coptmputed wskltiurithe passivesnet mnakysis

di scovery and r a Lysi S, The software system enabl es
conput er codetgﬁgpgs??gaégstgﬁgaéggsﬁ%%&zsati on and ani mati on of network
traffi d%and 35 structure. Optional plug-ins further expand and enhance the
0 7 J AN ~t ~z3mMMARYOBKFORGR] 1RVERTTURPO! 16467 sof tware capabilities, thus -
allow ng the software systemto remairn current regardl ess of network

evol uti on. The sysEBf S¥SERB Pf eSentPTERRM | B dtapredchsspaseively and

adm ni st rat or pt-eviER st he mehvid.oflet 8571 Per PO HBhg a0 dd St ADNEA MRha USA0E
manage network .allocati.on, and display the

patterns, Iocatfe v'hrus atta(éﬁs],

network _ Mor 8%t 88hRi ORPEY VePh & ERRS & SR FHN%s 52583 Pect i on,

configwsati on and Watéguat iiort mfdwsoirgves @d ptr Dgualrst tdlaf i ¢ esn d@ vatwotk ) pl e
| nt er connect edhEOMPUL ELPIGH [ RIS o Ihert0 SALLNRIS, be8S.EaaPY efs pREIALing
systens, are a co nation of sensor, analysis, data conversion, and

vi sual i zat i onPpF&F§rEmMet MRetWariwiFadpl aibraetvaisi silegraeibitiesi fBer ent
types of inteceornaclied CoRPUtabscsShaf i Rd1thp180lbiake thbRgr i) s doheo
files, and 15 vi sual |zgt| on,(?rog%r)ams via a Local Area t wor k LAI\%. At s
this collecti SASHAY PAPEYREITHN BT HoF TN IHF TRECHF gPEEPBR PEOACSH VGl e
conput ex0 pl at fiar asbbasingsukteork araappseachand LANLWAN: 6 Hhor 6pgi miim

ei ther a passi r (R or _ex l.e..ro fif. | ]
sof tware can é%ggq%% tg&éd ﬁ"rfgﬂriegg?mlf:%é ts%%rt (’):ydel#%'a%%%lﬁggif V{I%\S{ac%la% has
been functi ondhifpraledriged regjsafieds by sdaderi tsygwpescanri onshe LANEgR@hHat a

contai ned in tiR¢epkalRColgeduomy Neadah fstifkot® FXESEALALi PP bayehsiin the

OSl nodel are aval |.abl e for analysi ZﬂW‘th associ ated displays in two and 25
t hr ee- di nensi SFAFEdGacROL FheRarkhi t JQGRYE aF RS &FABFERCE fitt aP2A%EICT Rput
from exdser nal reense sbandwadahysisagal] sgleay lapd mxsfidled | 06 widdr<at anand

di spl ays deri fr.om f.qur. maj qr tware groups. These are: Virus Conputer
Code Detecti oﬁ;ﬁqgr?al ;Fsilg‘lio q%o%&t):frig{ﬁté'r' Source and Execut abl e Code; Dynam c

Moni tori ng of Dat aTbemsofitwareoayRsemools thg- Prgsensl ipdenopoandnphndasi on

of Data. The plsenipadplyihdceyd! GBS Al 83sal0e iRl is: Vi UsGappUt er
code in a graphical functional npde. Current 35 techniques rely on bi

stream or realefwREkmsiRtriegPEding, network data parsing, and network
30 data analysis tools. Network data visualization

capabilities are contained within the passive network
discovery and network data analysis modules. The software
system enables computer code analysis and the 3-D
visualization and animation of network traffic and

35 structure. Optional plug-ins further expand and enhance the



,detect a conputer virus in the host conputer. The approach 0/1)\&)%3&934
0 7 JAN 2D03 PCT/ US99/ 16467 of the anal ysis system of the present invention
exanm nes twe obusesii onal ity of suspect code to determ ne if BCT/USIOHBAT er
virus is present prior to its execution in the host conputer. The appfoach
can be viewed as deriving a 5 genetic strygcture and then determning if the
genetic structure is resident, for exanple, in a conputer program file, or
e-mai | attachnments. Further, the analysis systemof the present invention

graphically displays and_petforns conpari . be en Il 0 s of
conput er soursgggﬁ'ﬁ‘ ee%gﬁgé%f‘ l%“édet]il%srﬁlj J{[)clp"?ld]lgrrt\%\rf:%i %ﬁgk%gﬁécg%ggﬂeggr m ne
i f° the codereas imdengyemg siggprdlgsmet ipdtevdnincviongliicil t erati ons. The

anal ysi s system engll as, graphb£at nanghugisc §A9EnE89HEBALBIes2RdsGOPRAT | SON
of two or nore simlar 'source 15 and/ or executable conputer prograns to

det erm ne t h@WEgHeE HEFUNECT IPRP  &lNCer BEFOPY K ThiAS AR B6c MRTa L gRAadh,
ani ma: &, dynaPrcitdal emlta@ﬁa 9&@t@%%r,m;rm@cﬁb!8§t\i'9ﬂ$éiTa}ttia‘l:k%,siﬁ\_ﬂh@get_
conput er source or executabl.e progr . The systemao e present invention
is also capaﬁe&“ﬁrl%ﬁgﬁi%tﬂfﬁcég’?g%ﬁph@%c@i%me& * by | anguage and
di spl ayi ng t he resdres tephaignaphi cahef analyoimlsy<arematis Bocodianplien, a
router's filter table file can he nonitored riogicall eternne if
the file has ct?enef'tnl uurnactt]ioonna?fl?/ C natneg(%‘er trle%rérgfessso%lotfw %gl??/ ré:% g’é‘:tmésngyrq%t
security pregmgidmson 281 Thip dpalpsescopseehrdf compupeespARtifaveat i Bhe
passi vel y di seOoMBISrd N RRYS! Caboapdr¥ir t Udle ChanRft eslstbms, Of figit 3l

data communi cation networks and sinul taneously displays.different digital
communi cat i oF FRIRANECT nofn BERSCXct | FB2ANAREr . ATF uACTHISK SRy fRA

gefi ned az L ReL 3 ebid d 1oh t;@r@@f@rgm;l\ﬂeh_eowﬂcheaﬁlégbuatfdaha aeh¥REK b8
eing used by its participants an 0 is_connecting to, whomat a oi nt
P e CThi B G R e REES: he e onPECUFATRER E EHanG BPLALED.
di gi tal dat a stenmimg catilen netofrvkarver medecirehl e tdave i ntféleal,s. Fhé
physi cal 35 pr.e . LS ste t r LNy hony_in
t he p;lg_’si ve %lﬁ%ﬁzgiﬁv%ﬁﬁ%%@%e\r’n§g¥sgu%g%&c ggﬁeﬁagggfk\],&%? C03° w0
00/ 651 5 PEF Ushdslexsllemeirusipng convesnatoiren eécthefduwese rardi £be no

user privil egegra4aRsUKRS aNQ iRR1WPIdorAdW Hihe reh dogs RelsuiRkerherg W th
conmmruni cations on LAN WAN s ?tems. The anal ysi s Y tem can qui cklxgll Zalra
SubNet s and BUREEPEORLY @1 kA% WANWBPRALSE 18 Afn&R LRET! 0 £5 SPnvFeaBelot Each

active term raltiver geidel.n Fore edaimilie, IrouERpethdaid rdivelllayed calaergcuht h
aPpe“dﬁF | nf %en%ciqn%r}'orggeigl fxg'a%y%ga “I:.%QHEA L N5, eP QLN '-_%Léy 2oqal pand
virtudl rel ationsnhips, as welT as"network represent ati ons. e “anal yST's
system can albseme 1Duredrisinedlwi t chanoed k prageesdless or mfr ensegurity

moni toring, eoldahor aldon ang/fARCAYLRY cBhrhANedyshemhe bRJcbi-e18C€RaRI 0. 2

termnal acts as a nmaster. unit wth input fromthe renpte probes. In this
nmode of oper &Pt pakEM et RoBESSENEREASN dAYRET P fB§ RoL feded are
dependi ng on aweille for analysis with associated displays in two and

25 three-dimensional space.

The architecture also enables digital data input from
external sensors for analysis, display and correlation with
data and displays derived from four major software groups.
These are: Virus Computer Code Detection; Analysis of

30 Computer Source and Executable Code; Dynamic Monitoring of
Data Communication Networks; 3-D Visualization and
Animation of Data.

The present analysis system templates and displays

virus computer code in a graphical functional mode. Current
35 techniques rely on bit stream or real-time monitoring to

detect a computer virus in the host computer. The approach



.15 collaboration is in-band and/or out-of-band. The analysis (} p008e
present invention dynam cally displays, rotates, and ani mat es any ta it
receives fromthe three najor software groups in three or i ons.
Si mul t aneo¥C ¥ 8Wng of different types of 20 digital data #‘ﬂefggégﬁg 657
physical and/or virtual realnms is available. In accordance wth the pJesent
i nvention, the connectivity and functi onafi ty for each type of digital data
is displ ayed The data fromeach of the three major 25 softwaré&™groups can
be displayed and rotated on any axis on . two or nbre separate but

connect ed vi sodl thleaiamlyHies prosess afsohedippéagst canmeatiwnt }exwtmm
different typ of e r 9;1‘%1? I ng

data i nput frg%eex?g?{:l@ &réggié%f éé?’hgs%w sual i %%‘%’ﬁé‘go vva{rrg can append
user defi nabl ECBPHEBY s Vil Sedst ePT @pelet sPBHAT N§ObY tén SPREAE PN oRNakdley st .

The software haker @@&ngm%trh arH@dQ? M¥iGadh " aRYSBeChij@ive@Ndls dyBari,cakl ¥y
retrieves, decodes ornmati on rel at| n to.the node that 1s

S

r epr eseft ed b9ef1ﬁ51?hr%ter'1‘fg'i‘%#/ € sGfnatBeB5 dGLEdpY: the eveht ST ithe
3-D nodal di ageaostbeeoie wdsideted, fdheamplyst igoBt rcmfpm’da&v ehlgraedes
into single \A{LO 00/05651. 9 Q 7 ‘]h I\t;i QOM PCT/ US99/ 16467 _, ..

i nt er connect i ng conon® noae Thits @35 %I lity provides an uncluttered

representation of Fhetbeergltrm atialgy sis fs(yrsttelneo,f ahel ypstesent] e nventtizimi ng
functionality.pf fhe 'ir}gld/iw REE RESGRAT!

THE DRAW NGS. & RBrecabiy) dieptoy rsta?fgﬁt ?E"é‘ %rxgsgnt |n§%ero%%y be
had bylPef erefit®efo tPle f SCPBWLRY deqcamcead d@%@n BRESH LRlaie t aredei n in
conj unction w&nhht&halaea@maaw NgpdLe dred Rgsevhehei NifFIERERE dods ady ock

di agram of an information security a aI Sis_system for passive netvvork dat a
i scovery, viSBAFEIRAPOR L Sarf VB LC T B iR i RhCEREgPESentine

i nvention; 15anh&B§dREsZ i syaneappl eﬁalblm f lopsphiagilam (afnatlhesﬂsn,f or rideon
security anal ysis_system qf & El 3is a c

illustrating %% 5?% P?écl%ure ?gi&%rldgosflcgﬁg&y S g0l ?‘ngugé %%ﬁ‘ e ce

i nf or mébi on sepdy ot yexeritaile Sprparest PFOBURE Lo Z@tRrtiRe 4 herliegatdecal |y

represents a Lypi ¢abJaboRTA! iR 3buehur exhet  Bendi SERURIA, 00lgrapn,
illustrated in GURE 3; FIGURE 5 is_a block diagram of the

vi sual i zat i onaﬁ%E}GF% O@erﬂ’équﬁléfr @é@iléﬁes%%%rqectfréﬁalleysfﬂ@%r@#&fy il
FIGURE 1; Fl GdREifiglé @otib@tkr dia@redn &f dxteutRibQenplriorasecurtd Byanralwysi s

system of t he @r gls]ent invention utilized as an in ru5| det ect or;
o e present amvention 1s also capa sortlng source
20 and executable code by language and displaying the results

in a graphical functional format. For example, a router's
filter table file can be monitored periodically to
determine if the £file has been functionally changed
regardless of current standard security precautions.

25 The analysis system of the present invention passively
discovers the physical and virtual characteristics of
digital data communication networks and simultaneously
displays different digital communication networks in an
interactive manner. Virtual discovery is defined as the

30 ability to determine how the digital data network is being
used by its participants and who is connecting to whom at
any point in time. This process also determines the
configuration changes in a digital data communication
network over selectable time intervals. The physical

35 presence of the analysis system of the present invention,
in the passive mode, on a LAN/WAN system is undetectable



FIGURE 7 is a block diagramof the information 30 security angll/sﬂlé&%mgn
of the present invention as an offensive tool for testing for a node attack
or i nfor mat WNOOWs§sAcki ng; and FIGURE 8 is a typical display FGT/USPAG ng an
obj ectoriented network visualization in accordance with the 35 present-

i nvention. 0 7 JAN 2003 WO 00/05651 7 PGT/ U S99116467 DETAI LED

DESCRI PTION OF THE | NVENTI ON Referring to FIGURE 1, there is iltustrated an
information security analysis system 10 including a discovery tool 12 for

actively or paggiVyel ylsmagiteahogneiénépca&e@%@ﬁ?@e@,et wekdu {+&N) By neags of
a data channel 14. Functionally, the di scoveré ool 12 tﬁgnp” S. sensor

: e
managenent, paB&ive 1§8EFor KU r§° ( REEWBEE Radtdwid t\/\B‘P% BA5S FRY ;
packet anal yzenntkrdsredgeibaseonmaningriand ajrer LARgWAN gwposhis Ng. The
addition, the discovery 10 tool_ 12 collects traffic and a ata and_maps
the networ k CoRRBEYTIPTSYTRT 2 ¥b Tt DR HethCeovily Toote 1 Berbhbs
part of & knowhedgerbaseat6 stomedaln aenbDvity Daircrsasegani Bach byacm]j o
categories as : , s L i i B ,
B Addr eas, Wi T G, M 25 NG M TR N R T o 4t ept el
Net war eSt at i ona21angr vitinezmber®ed vir Eopgpat 1 gxppl Theatd bR 1 a0 d WY B emsen
WAV Server, HTERoQ@r With MWEVZiSenVeing Rheieeal reistiiortRPdseras Rldx Usgs
SMTP- Sender, SMIP- Recei ver, "POPS- Password, FTP-Password, Router, and
Vendor. 20 Dat ZSF# e %ﬂ%@%&?@-m% REGS YIS ISYRTET Fap dtse be
par si ng 1cool 18ocdnhecOnvertt SnebeoeRpbubbe shatanof &xrdatrarotem mdel th sty er y
tool 12 to a faqr eahl e b Stk eam pr.ogr t he- em t .
accessed by thgopTéLlré:Hoﬁgattlgéﬁl %gl\g?sdtlﬁgﬁvgggi I%greﬂé‘% a%%%%%‘%al fe)%g?% 50
25 for anal yzi sgenhridata tephinal &yts s di stwiey uodl W2t anthsuppbros
the merging of tﬁ%vgéﬂgtg#‘@ogéé eslr?‘?%ﬂs“ﬁoﬁ@@k 0&5@1‘5%?&9 £°§E’§§i§é’ﬂg§<§e

network usage patterns. The anal yti engl ne 20 man% e 1L nplenent ed
software from P |PRETIHECHAFREt &F UMRMEr NPhe A83ffendfReNARATy §IN swhether

Not ebook’s. 30 Ac3ee@ReagidnytilsCah-saghingndPotronttbe-bepart nent of Defense
call ed PROPELLER is _al so avajl aple. The present invention is al so cat];oabl e

t
of utilizing additidngl aM&FyYTtal ENGFAls & suth® en§FRES hecohvention
avai | abl e. The damainitidddly edispesy20 aveatesdynanidc setmafegr aphi dadteol st 35

for capturing [ ' var.et f. I el atd inﬁset- iy g or pat
referred to asqjaé%'elqlv;e% %ﬁ&%yﬂu%gﬁjgﬁg&%?&% ? %‘A %)(153?&
PCT/ US99/ 16467 Moxe gaBEpeiens - ehgiHdeapgousurhewsng /pf| 955 Lar et ebioks , ofat a

col l ected) can hagxphouked LA 6DARASLLTHEPs ARMh AR ®Atv Rt VRT krealms is
characteristics an /%ral | ocate possible network intruders. After collecting

and organi zi ng ¥&*a2%5 % he anal yti cal engine 20 can be used to nake
associ ati ons betweernrmra nupbderdaicdi fEerient tdat apehaehs t drdefrsridme the

correlation or differentiati i i we n Lr of, .
sources are t hec(n%naveaclg':llgt)lltey t%&?e?ﬁb@%%%?%gii ?%trt oeegcl%r?r g@?e%%lfel a%ggégﬁi ps
anong nmul ti pl e dddtea 19 desslayedt oTheleddtd yfrangeactard wilhithze¢ anggodat a

set. Netywr k, dal g cRReds gE:BuP?. aaRlyzed d a9ééeén&0r6€$@é<§ Kﬂo%ﬁdﬂﬁ_igaéﬁ
data to session data, packet data, and aleft data. These rel ationshi ps

assi st in deterfiSi R VRO haSePEEREal g CPBNRRGRA asisWAt R ARS -cohPent

of the traffic process also displays connectivity between different types
of data from the three major software groups to include

data input from external sensors. The visualization

30 software can append user definable symbols for easier
understanding by an operator or analyst. The software

interacts with a node via a "mouse click" and dynamically

retrieves, decodes and displays information relating to the

node that 1is represented by the three major software

35 groups. In the event that the 3-D nodal diagrams become
cluttered, the analyst contracts several nodes into single



15 for specific protocols (HTP, HTTP, NNTP, pop3, swrp, TELNGTT JAN 2003 .
I'n the process of analyzing network data, a determnation is nade as to
what | P and/ C addresses are conmon to nore than one datg@.Sglo

Char acteri z‘i‘/ﬁﬁ(’/ﬁ@ network in this way, requires taking a Zdibperl (9)/31?437
snapshot of captured data over a time period. The average of what | P-and
MAC addresses exists are used to create a fink chart representing traffic
bet ween each address set. This sanme process characterizes eithéf a portion
of a network or the entire network. 25 By operation of the analytical’

engi nes 20, cdmmicpnnetsecthg esou@e Shadsy/s beThlesecapabdllbyyupeoaﬁdas an
" oo 8 &L ReBELLAA AL LAY BEShd S 13! Lol cBk] b
reveal common ‘usage £ captured durin h erio or__exanp Fe

to deternine tam@lmtuwéuolfe Enaraama:g@mg amn@tb@méeﬁymfoeha ﬁffld&ﬁéld!%aéo

p. m, sanplingimeydreecWogeach day for several weeks until simlarities in
traffic source and destinations are apparent. After conpletion of the

sanpl i ng5 t he anal ytical engines 20 can create a chart that inventories all
of the I P and/pR1pVAGEIsRaQrITe gen identified |n t he

sanpl i ng. W O 001 05651 AN 2 3 PCT/ LS99/ Sev r t| Qns are
avail abl e for di spfayPi§ Fﬁ@piﬁﬁ?ﬁ% HRAPTHY & #6%816 PIEE® sp 4y 22%nd a
3-D di spl ay 24nayEadie ofhadie bpol sefi@rande 18tot hehenalfpililoalingngidesa2@ednd
the displays 22 <20dpedofl SnbHNELKANA Yed MARIAAUICCHRE 210 20 ABALAL AL
software interface tor recelving rnstructi-ons froman operator o

i nfor netd on seligvingsandiersiigisyst em 10. The system of FI GURE 1 accepts

external sensor datrgureea, 1@1 arrstusa:}@ M SF IRt O MmN mdﬂdrﬂgcci@hasessz,ltE}BX
10 paglnglnfor%yg |nd formats, Wen the grnal ?%t? is
conbi ned wi t h &t di B ‘ﬁ’a APFEVE  BEFYOFRer 8218 pPIFFRNGTY
cl ear pi cture afsudig A0tiain mmmmmrs;m secaecbydpnoeegsithThie, pireeesyst em
of the present, |nve{\:nt| on conbi nes physical security needs with 15
el ectronic corﬁﬁ]’encaltl dn systens and |S/1 T/Cl O departments into a conpl ete
survei l1@nce packaddGURE a(?corl@anee whphlbpatavor fhewr udtdwran tdfe et em
records and play, Ib&&kl B9 R LN g}h&éﬁq._gfaq;f@j;@éoalse for after

vVl sua

t he-fact anal ysis an Izati'on 1n 20 t or three dinensions. This is
adapt abl e for exterfdfURensdr afid/ & |1’-hlt9<ﬂ§| oﬁla§¥%‘6t| 8 1HSEA2EFR9addhE on)

the system of ﬂ&iﬂ%étuﬂ@y ﬂ&ﬁo@ R cddRy antbdELNE; RS, WSMEP, tNNTP,
and | MAP sessions in near real tine arhéfo.r after the f}_gaf nodul ar 25

architecture of YHEPredbieTH/nY i T Pr Ut i P nod%(l’%% 0 be added to
furtherz@enhance and"EX{REd p¥ ot codlenvdtionelsl ¥ 0 ireRpuaiEEessi en typical
reconstruction; f%tl%@lt lért%ugg{l%t §o£hﬁ1<§r@i§/§6\§exs}y%tcﬁﬂ? 10 1tQcrated in
automatically determ ne the context of information-“traveling on an

I ntranet. Thi sFE&PRMformation is then put into nodal diagranms for Network

Security personnel grcgmetes rrigea\/\mbcknii@a@&tahp@fnw@s 3f4nr thigrugrictaaGidron.
It also can be used to estfions like: are i aI bu5|ness§§
| ace

u
bei ng conduct €8P t5i ¥ h@wfgntlr% %ﬂ“a%%& i A Har 888 ﬁ S sSYAKThg G
35 fromean enpFDYERE t; anot her i ndividual; where are enpl oyees spendi ng

their time on tWe\@EéﬁhﬂVQg Wﬁp'a EiSEQO/8§§5}a&0 of the information

security analysis system of the present invention utilized

as an intrusion detector;
FIGURE 7 1is a block diagram of the information
30 security analysis system of the present invention as an
offensive tool for testing for a node attack or information
hijacking; and
FIGURE 8 is a typical display illustrating an object-
oriented network visualization in accordance with the

35 present invention.



0 ?°JAN 2aa3 PCT/ US99/ 16467 In one inplenentation of the inf ryatJAN 2003
security analysis system 10, a Pentium based PC was utilized With 'a mninmum
of 166 MHzwgRblokdsnni ng t he W ndowsNT 4.0 operating system PFor/ub®mripast he
anal ysis system 10 included 64 5 nmegabyte of real RAM a 1-gigabyte hard
drive and a 17-inch nonitor. |nproved operqation of the information security
anal ysis system 10 is achieved by utilization of a Pentium|I/308 or better
with 128 negabyte of real RAM a 4 gigabyte hard drive and a 21 inch
nmonitor.d 3 1Q_Referring to GURE er e | 0 a flow di agram of one

i PELfd RESCRISFION OF: (1 .“.‘~v“"i‘ 10 of FIGURE 1. A
passi ve dat a di scoRerfyrerigigne tiodi FIGUREY tiQol th2)ei siati ilzedttratgat hert
data regardin rk a igﬁgy t iSnyin .1nto, the
know edge 15 %8?8%@%55’%%%‘3%%9? t he 1éysgfésover gfa%ngl };OZ g%? 1e’rgf'ﬁslnlclgt ato

grab smal | cofparevesouria®lantk eketurablie edyd@rndpa s idiedgt aRPRHt e WA

three disnensi 9Bah1SRe@ sOHRGIrN alaNhisy dd s £nedl £ $£041 BHaRREN 14 .
di spl ayi ng | arge cqnputer code nodal diagrans herebgﬂgepmttl ng an

anal ysi s the Z8PFEEENRY Iy tReviBFEPIOhsEPPe thie FRTBFLBRRAECt | BRRSHW t hi n
a | arge body eknegdechar, cpapuiee eqgetpoert dihmdowppor(inetdiogikt alidwdn,
comuni cati on_nget wor Ks. t hering comnput er, source_and_execut abl e. code by
Che di scover y B8P Tk St aPSE B RAHAIE AUV & ror FPRE et SPrushts B Lo
25 synt heti cabhy silmrtaireg sanfll repoputierg .souilne agdd texeac uttdid edtedeverygr am
whil e wigewi g pehal el nosfale i ATEaRien 3 DngPafibie NS ENAES ke che
determ nation of where a mflgc_l oUS “code night Testde Wt hin a program

i dentify nenmoPftretht FORBEAREYECY he Ridian ché-ie@é§dabve?h9 B BEPHATHaEOBD
fini shed execubi coiits Userir 8PhhC KRRl @idyed balrMl At fsokd f A RdmeReEy f i C
types of code _nodul es gt hat @, Vi ruses, encr;{:ptl on al ggilthms). l.n

addi tion the GPSBovEr §rERDIZ9%, LY NI LAHAIPTIRSI ABr ARLLSYEL hafdftess,

LAN WAN) for sbeul t aMeHustdi Bphayni, nLMADodbiBNSEabNet heIphxddeaksandwd)b

vi rtual, .net wogk diagr ans. .S I t stem ySj .
i nst ant'aneous ycdlp‘?p ray°’ Sﬁh}g?tcwaﬁe{]egg%ﬁ)’neﬁgtﬁé éﬁe@%%hﬁ%ﬁggﬁﬁsﬁﬂfﬁ%m
PCT/1JS99/ 164&Lert, ddemeztéerofr aTopea dambidiadattoronsOhet WEWkBreysemy of

exanpl e, by i qRiCERRLLRY ATSHIBARGk A fheFRNGR-/eQUl bBBroBoY SHEBY-ANBLYSL 1S
able to determ ne when new term nals and/or configurations _are_added or

removed from UF8TnefWSr K5 t oSMAEr 588966 ssSHTE -REERLVEF cabPBA ~BRSPHRPFdnet
"backdoors". Gap-ecidgswnref, Ryuxedat aarph vaidImet s enabl es virtual intranet
di agrang, thereby perm tting.real ti anal ysi s. of . how the_net i s _being
used, %o i's commﬁ)lacrgftilr{bg?/\lﬁ ﬂ“\’ﬁ% d%%?té%?nen i B %?é%o?‘é‘_ﬁ ?%%E%ho(ﬁealo
points and vuldaemalpatsieg, thoii tldd thatceonvetres rdeonsapiucteédnnandotypes
of worldw de ygh segyige éﬁ@ua%%@ve&?{ aégb}(' Q% the i sepperys&idideny
gathers structure information on the network, the nmethod of operation of
the 15 net wor IECXHE HeRaBr RTeSERES ALt Fhiec AY Fiescov HC 2 M FRSEer BY nhhes
idnf or mlat i ogdf rpa?ﬁs%mﬂgh i tpda@l SENSDE Sth@ppéouﬁgﬁbaa i:g- dapthcpeat ueagehengbwor k
at a. addi tjon)_t i scovery engi ne collects ta on_an operating

sessi orfof a r#&%?’ﬁafﬁzéaﬁi k‘{'F‘Sndta(?i%paccf-’lPe':t"‘sre(ﬂ‘C %t%‘%a‘?hscéﬁ\ie Yeg?gg 29

al ong wit h t herkhoshpggetbasheasméfgangf idfesdéevdrnladdataorfitlesgyaah@r thg and
anal yzing Eth t ratfy ISCO Lne a onf Lgur ed
to gat her and%%lf.e é]tzti:t g\%gn%& gfqts?gle\é%g%eﬁg%vr\gr l‘(ll;[;t@l gf F?gtllé%g%udl lrI{ig;j;lgATM
VAN pr ot ocol s, aneddtdealueasisendfinnest bentme menteddbyc 60éyagegifamem 12

(di scovery to0indl2)senRikeddaukion edger Pasdnak dahaiherneticrledbyka.
network_and this data js stored in an appropriately named file in a staqred
dat a di?®ct or ® oSRIRNY| SRGHEEY CRdol €RIINFhe2 G ofFEl oFPEnPIRIRERDG Pl e

fromthe di scoyefeneageatled PROPELOERS S Slkd civdirdbbs . ut Thiez gireeanby
the information security anal ysjas systenkjlo. T%‘s tgx%.lzgngwl e\%%%& ase _fl at
file is procest®EBy The data PatRi n§2P8E 18 Uti | PEng* i Rey d88RCh of
t he know edge dmskyfitelt engénesate dach iemoiaesobescoateguridablds F@he
exanpl e, data ] Lzed. i risQU t egQLL £5: AS I : i QU r
e i
35 for capturing and displaying a variety of relational data

DESCRIPTION _OF.

sets in a format referred to as a "link chart". By use of



-0 7 JAN 2L03 WD 001 05651 PCT/ US99/ 16467 12 LM donmai n, SubNet, ZPJaﬂN QQQS
WAV MAC- addr ess, Net\Ware host, NetWare network, NetWare statYodn and

various oth abl e categories. In addition to organizi edge
base 16 intgr%‘%&gﬁlous categories, the parsing tool may al sggjcﬁfﬁé%tg}ép Zlmshed

output files. ' _ Follow ng parsing of the_know edge base 16 the analyti cal
engi ne 20 responds to the data for prepar afion and convert i ng into
vect or - based nodal diagrans. Typically 10 the analytical engine 20 creates
associ ati ons between a nunber of different charts to determne if "“such
data charts cothel anelytigdaff enarimieat 20, Rehahi asshiAssa Jys tweenNat ekepky |, of
data sources igailigeteteyerddy MEPOtdNgNIsEtel0 EB”@hﬁﬁrS{:E_@r@Ltz'eonéRBps

anong nultiple data sets, and to 15 identify target data wthin a |arge
data set. BasedPERHQM; s NELHPFEI ChatRe e bnets orndéetir itSFafal §°§F§l§3§tem

enabl es the deyetwpreninOfud&sOUr CEStELr cBBNSGEIRNtad BrdghWeikg #hea,
anal yti c5al engil[fe 20 Znal %z S networg dat a %o 20 ci'el at e_know edge ase data
to session data®pABREYCHGEH, 3R Al P t CAHt RS a8SthesR TR Gt RERSKHPS 1PE
utilized to debetwear whonlrasebeef tdlfidewprito ddam abawekl tas. tkeecodnhent

of the traffic QE ?_s‘?ﬁ'fi I g he . apa I n rk
data recei ved %%/ ?ndios%c%&gﬁf%%%glglla%go%‘di sgégg\?;gggéigg) L:éﬂq@gn ghte
det er mi nati on auseYal 886 bdatmdes@srass wrate céhenni edpildabdgi stoi nvewiéyt han
one data set. (RSALLId iR e edakd iHa16RiSnWRYpY! hhbA§SmhakiBdeldata
peri odi c snapshot of captured data over a tinme period. Averages are then
made oftQhat 39eFelI AR oRShiPRNEXF ¥t LR BIRT edR B VI chat RTFEpFasentrhg

traffic betweemetwddk selata Reéedsi i t beFl AR z2d hehe dBdshowb t Belate

architecture o%na %/Vgi cg)l di sc \a{eg tool. 12 ft FI GURge% as iIIustdrateledti n

the application TTowai agram or*F SOINGEEr RBrEe3598ERs0PE%aPST

control |l ed by deaas ofThesepewilaltiioadhdess arsaictprioyidiE: st uping owhechien,

and transm t ogai ala) Fofe (ReunoWO 00105PPLA%)R zonabh2ocr BRI/ US39116467
t NDI S [ayer to

| ocal Et hernet sensor an Ethernet driver sSits above the
provi del¥ aw paEREt ssSpECchet ik IRce®lsPadkEPs TRt a MY .quéaPEd by SHTEensor

manager 32 andrgheirpr anhdeshatry .allrh henkoredeBsa JFO0ANSIN: End4 neork
i nternal packet s processin ,enﬁl.ne 36 decqdes data ip,%\ckets and_converts

the raw data t9*Faf oPnets 1falagfe 3R sTBRE 6 af P RE MBSl s

in a tool suitadddestasaddirki omoramaescrifd emngree BBahi | teres pdataculsatl.y
interesting in | .and e r edge,.{nL o e L e 16.
Thi s dat abase :&gg%&;ggéégggegégb %gﬂ§w§11%gt ﬁgg% o“é%g’ [ %egﬁggtggqltggalgge%A
In addi29 on t oparspeks snapsdiosensorartweedi ity ovgrt ok ing BeFdochcl Thes

control of renp{ers§8sek 4hat/NE I £AD! AAFERAGELs40:s0¥KiseS tdee r 88BLC to
sensor, for exanple, a weh based nonitor and query to % tqQ be provided to

all 15 the toof¥ephSti tiddk soPRE" 34 ePALIMtIer At B+ F &t gach
di scovery t ool addressorgani zedhds asdmghplrpcesspletd raeneari/zarsocesshert hat

I'S bas.ed on a [.S)glri:$0191f o%ngexl:le&g?ztlgbcl)]? tlr?glgntj:rrhee Y: twg)qlks. provi de
vi sual i zati on, *rmapprng, and anal'ysi S of "T nconng atad and processed

know edg®ed. The senBor cpemagérnt ofl 8¢ proyleicadorgngiines i 3R, avemoonilyol
of the sensors, u5blN AR udicacoRlyY BOO0hellrhifia abloWgedaf hO difpling

collected (local or renote sensors) wthout being transmtted tq the
di scovery t ool EePRPEAYE -asfedt o PE P eRs ot PRI RRfer 1Fodfentified that

will reveal common usage and data is captured during that

period. For example, to determine the volume of E-mail
30 traffic between 11:00 a.m. and 1:00 p.m., sampling would

occur each day for several weeks until similarities in

traffic source and destinations are apparent. After

completion of the sampling, the analytical engines 20 can

create a chart that inventories all of the IP and/or MAC
35 addresses that have been identified in the sampling.



25 80 include providing a view of sensors sorted at a top Ie\&q MN@OBB
to the host, collection of all sensor data wthin a category, enables
transni ssi ovp of0sdstt a from sensors to the discovery tool, ageEHUBRY/1e47ect ed
cat egory, enabl es conmunication froma renote sensor to the discovery 30
tool, adds a new (renote) host and associ aed sensors to the sensor
managenent tool control. The network viewer tool 82 provides --= :
aut o-di scovery, auto-layout, and automatic visualization of network nodes

and links. Nodes alg %‘,%k(}lglcegpgfloggrrp &r LA (i,e a@8r35d%g§ ?Fnéer %smay

hosts and clients. S ‘are‘representations o end to en
transfer to apaty3af data Wl):@)Oﬁ@BﬁSfi 24D RETRISHO/ 2% 457 ha ghe? dibselay

network el enenys (gHeh as EHHt e68ls THCaRGtIWr ke vd eVl yODka Blengnds packet
i nformati on and prow des a physical picture of one or. ore | ogi cal

net wor ks. The 36y Esl dbﬁeéayﬁ a7 spPaye? ndbest Rk 190 % ’r’h‘?%??r%’ﬁ‘i’%‘ﬁt%ﬁd

provi des a physi calanpl cbpeeadbbronesafft waree | Qgtealfaaet wof&s. Thecd D@isal
pi cture displa

S. %e and |nk|nformatt|on reeg fortnultl le .
packets. | nasmich &S we Tt & i1 Lo FEs Ogg% eﬁore@afs 3§ at ‘Fr%lﬁ%/ty
i nstances of tam@l(%llsn@ty\amdm mddel (data |ink, etc ), 10 effective

lizati
e 2o o eI AR 1 0s B 0 BECBEL KOGk B Al it

| ayers. In one enbo wor Circles on a gr aph
wi ndow r epr esdrit-€ -nod®d caBE riicnetnfepralien, cdmhliingat B8kali nR§7 . AsPBRe

di scovary t 00lpald rRUtiQIFdintAl iloh )di i$€ QMEY 1% TR REES, Wild %&Meéﬁéleach
net wor k appeaﬁisai on the g‘gégg ndow along with a networ% | abel t he node

represent ati ofate iFeER dy Wétboﬂﬁf'w‘?’ék o SRR EAL fa%"‘llly?lb%e"so%%F ow
the reference tﬂmife | DEor mtdvaniddnata i sclehevamtidtaire node f o t heotal

know edge bas e dis n_ the w ndow 20 th bj ecle vVi.ewer
tool 84. The o jec vc’llaetv%eornt +@%§ty sp]f%?%sgsi ‘at ergh%mthg[“ﬁe S’est%el K w%}ﬂ}\%r

tool 82, the tmsAayy dngpnayonomon@oneandarara}w@rly sorienityt osedsd. wiihi
obj ect 4 ewer etmtr%ﬂle%wnﬁaﬂcaﬁlghs derga did Ofévaﬁ;oé&dse@@;sgmgeﬁtg 25

transitive relations (that are not ad sed) that can be mad
regardi ng an o#jt&ce WP%@L@VeilflléﬁC?PPaﬂhﬁéés i s associ at ed vmth t he

user, tanlgl ?huser lszramlada?cl:e?ﬂn%mal&p@éaﬁﬁdrﬁfs&,;ddteﬁbﬁ@eS@ewé s@dah be
a part o e object vi r tool dis ver, i 0 ress.is
30pfurther assrc?c ‘%% W‘E%%e’f’a?g E&&F&%? r§lﬁn§‘ns?P &é‘easitb%?%‘fll on
is not displ aydtdiecsusieoofafter cond uSsian atmadrysrmy ares Wisuwalimdteirqr eihng
relations. Wt&&oglfstn%ggd%ﬁg&g] gnd o ks sRelpaJehald ofgy Lhee phlect

Vi ewer tooI 84 creates I'splaye n a sort by class.
Anal ysi s of daisnssuc ety o dinfatup igac idetestigst BRBai s provi ded by

activation of the packeddytavweS m@lsﬁ&er{iuﬁ deimla JIAN oy O3e Y68 OH0FPHH51
15 PCT/ US99/ 1 pr o [driﬁ-tj tructu E within netvvork
packets and a%@%e@b‘g % N ce%’r?é h@%uasfesaﬁfd?rb?
proprietary prmstamcol:seal/\hannteheapaldbet atfeez\er ttlmol f&@:tl S acTheatmeddudar
packet 55', I ter a(:ngﬁléggty@e “of the present invention allows plug-in
modules to be added to further enhance and expand protocol
decodes to include session reconstruction. This feature
permits the analysis system 10 to automatically determine
the context of information traveling on an Intranet. This
30 information is then put into nodal diagrams for Network
Security personnel to determine what information needs
further protection. It also can be used to answer the
guestions 1like: are illegal businesses being conducted
within the Intranet; what if any harassment is taking place
35 from an employee to another individual; where are employees
spending their time on the World Wide web.



Sinitially set to allow all updated packets to be captured. e IS
irnterested in certain packet types, then the packet viewer tg\(ﬁr ‘géﬂm

the user to select certain subsets of packets via a packet filter setup

di al og. Al tMOQY#sthe packet viewer tool 86 is useful for prdCIE5P16967
debuggi ng and devel opnent, the functionality of this tool also is useful .to
browse for new packet types. Turning next 1% the know edge browser tool 88,
this tool is a visual interface for the know edge base 16 and provi des a
tree-based approach to browsing objects in 15 classes within the know edge
base, and in additilon pneviiggsldmarkageiomf oifmathen infotmaiciony stensiand

i nformation pagsi : | ered gn .net b di r . . The
know edge bromsler%\&?(%l gggggﬁa%ﬁ’esgagéﬂ?%?{ai %%,%5& é)actnila’%gt :u%%fﬂ%relé %’Egh 2

cat egori zat i ormigfimaet abr k6 20Miaf GPHarhoninef thasKsndeasNTeduior epbsehing
automation forgalugl i ci ty, A CUSHYE Za0LEARFQr USBkeRCCESSI Bididdea 64
Loosely, a class browsed by the know edge browser tool 88 is an itemin the
know edge basdBRP¥ERt af nFeR eyt i & FaYEenBeien drdNe @rd eohtathrch
subcl asses, 25nahjtent.s, Diphotdd Eparptesnoiofc! wissesndbemh PidRDBe cVACEADDR,
and SMIP-sender_An object. as, considered in.the cqntext. of the present
i nvention, is aanar%‘é’ &r s%?t%m?[cgslssf aacﬁl eivsedgrl]m 'tuér#ilr%%ttﬁggkr?ngaegaggb}ig‘é 16
havi ng net wor kEp/8®i0f | ori rHegrteat | ei.tB3017he nkgabyeey dboled? i REYudes the
script engine 38 (i i a epalete shhread) s fy0G8essi ng i nformation
el ements wt hi%%raee}él‘l%\r/]é1 %Sr ?{22{5 %%tdgtagéztlhér |'ntnfecﬁ'lidégeng%L about objects
within ¥ network. Sededaiagobp RICYREHS thataides e ahddoy ddegupnsof

applications aiut agdngsseson 35 NAVNEVEBIForaRE 1O AeRy i$RRaINGI1GAL 0By aLLAWS
new obj ects to be added. Using one way or two way bindings to rel ay 07
JAN Q003 W O 0o ®565HCGYBE pET| %Ss}%ﬁsl dateo ST RIS SCRYSE Yand
user), associ atdaddng2ar ¢smadel isedigtd "farheEat idant ae hredeidd nat oS cbl-ki pha
prot ocol / obj ect, tynes. Fosent i ghLy . dd} aggordance W th the fungtion gf the
present invention, a network béconmes a 57 i nk&d graph"cont arned mn ge
mul ti - dk¥rensi ovee dpacesSpandfecadluti bhehdpscaverst toed 42 lbatkerbetiacen
vectors withindhis.5Parg11 Netnp 8IS 46610 Lhe tanalaow, seligat hgam%,

this tool provideS a conpact, automatically generated view of ,
el enents of a HEAGHK WM fad Byremedipeesierylt §6RCE2. CRildBFELIBNSREWS a

tB ypi gal W ngomdiis_eldaw éﬁ@lﬂl@ﬁééa_\/ﬂihﬂ@rhrﬁf ii@ltaq»geﬂgo%m@ieiémo@pﬁtaal cBde
ased on information gontai ned within the know edge base e, topol ogy
di spl ay t ool Q%Oi%mgﬁaﬁfﬁwi, SHFRERY a?l%lr‘ﬂ&?’l%g nc?d'és.altfﬁh’?fe? m)Fg,e a
subset 2% cl asSkexiwitliicy thevikewovhmid gebdrase Thec damtise congelcdiidnen wiiopiaf
this view For_e sd s NAYE: i Lty n S e
sessi on record%_ri(?%g(;% %%Agn% | es %agﬁgt ¥§é§§é§%blta§!hl %(S%I%Pt?%és%gﬁgorzg
managenent, antl&Hoit edded 2008MYROFREFONTHES WIS i s G2RBEKARDs FOMBHLter

observi ng nul t phecsessl oBxey¥RESbMAI ebdeamiott asil ¥cbeehpndbed ab theo
packet |evel, for, exanpl E: HTTP, . POPS, fSMTP SNVP TELQET,. NNTP,, and | VAP.
By reassenbli ng it s tRfid | DORFRY f S keyPEspeRFESEPTI nf P W TS acBss

t he reagsSenbl edgymqdehtaical 1yheidbl ses ssmal I esmarert aour@? ol iecesuthble
capability fox eLVj nd,.l:ear nj. u Cat. I tiLigson
t he network. |%8§%eﬁ’§??g%‘? 9 Réggersusll%lﬁ%gc%?gggg?oyd%g r%ié%é%%ﬂl E(Laltsl .% b
connect i on-or i 8PARt f [TOAS, eprbses stlamsdetRiasinataysy of 30ere 3y malicRpugnd
above sessionsc6gasipigf mMEdidd e wiaakiet S.a t RyFaRsSamyad ANd Rakigd to
expose application-|evel information, Packet and cell reconstruction

techni ques provPBRETPRS u¥BeTH t hh&t a83EF NS DN AGHEGT eRang¥ETIY| has
progressoand sessishedaxetQeliog) , and weed | grsplainp |l veaaidan a35 demypAlates to

Lot auea ¢ BERST APES R Bped 100050  mSibhed MRS ShE) (8L,
encryption algorithms). 1In addition the discovery tool 12,
collects data on intranets (that is, LAN/WAN) for
simultaneous display in two-dimensions the physical and

35 virtual network diagrams. This enables the system analysis

to instantaneously display physical equipment net



VIO 001 05651 17 0 7 JAN 2003 PCT/ 13599/ 16467 recorder tool 920 JocdANed0UD: n
al ert processing, capabilities (such as seeing when a certain user gets
e-mai | ) camwmendsbsaxi bly constructed. In one inplenentation 8ETAS8RE4470N
recorder tool 92 there is provided viewing of 5 the foll ow ng sessions:
HTTP, POP3, TELNET, FTP, SMIP, NNTP, and RMAP. During operation of the
sessi on recorder tooI 92 data can be added to the know edge base- 16 as the
tool detects, processes and scans sessions for various pieces of
information. k3nhketqear )bﬁ:OﬂSdb.'tat QUmidh Vi les Aet @tk based, |wa§er&ﬁce
to the knovaedebse 6 t|||zat|on of the consult_tool 94, a
user is able %3 E N %rgerl‘(tf‘ujo’i}\?eagguﬁ‘asaé"gg%%% T a’ﬁo%%f%%t f‘for
exanpl e, i ndi \sydam Iﬁhatlylstasa)s oxblet ¢om det ¢heiset wchfenob}@ct Seﬁ:ﬁlnals

bel onging to S baeg%g% ARDR),
one |?rpl grrent gdtnlgég% FBL%QIEE%QP%%%t qlgéﬁlfr%ﬁ ré\dlzgebase ?L)é was
queried ¥or td&g | éuéﬂudﬁasﬁoﬁamke obil@ttsfb@éﬁ'éh@ﬁl nngt olaltga\m@ﬁ cl'baekand

specific clasgfYpcts. ZDildeaddi tben £0: & hedQo! oﬁU'J'Erﬁ:e'i‘l‘retté"eeHbl'éﬁéyery
tool 12 includes a know edge base parsing tool set 96 as shown in Figure 3

Fol | owi ng di s¢dvéMlof 1RhE2REFa F1aMaATNR ARSI uﬂaﬁw%ms.rsealt heimata
Ik S IM heg apErorarnaatyeIm f@rfrr:ahbe:d i:ﬁéf usetkyprihe 1anaE¢tmgal ueadi, newge ibe 23
nowl edge base_ parsi t.00 t unctions t ake the ¢ a an

M L D T e et i i R H R GRS St bt
| ndi vi dual t oglosinitis thanﬁnovWIebhgeraiaisblpaeSL ng louitedt 9E8race avaobable to
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log files and reassenb session fi The know e ase parsing tool
set 96 conpri F&SUEs§Rd -t ool s: KB parsing, E-mail extraction, session

joining, web ext raqtd Q{Hdﬂi?&h' Ceh&Xhaedvety KBgiran § Qtahété €structure
mani pul ati on, col um s btl n AN 20?13 W Q 00/ 0565 18

PCT/ US99/ 164671 ﬁ’é‘“ﬁ&l%r? EongVOFgol tHenBrEPES Phe ORASAFLAFeChatBe 16
of dat aamssenhieasvaatioutnd nﬁﬂmﬁﬂk ﬂhwsdatam Typliaaad disaofdmt erxinéil e

and saved for Jeyse iy cLheeflSROVELY 1081 A3 00 iablay ol canpetugLk,, The

format of 5 the te Bwever: T s Totusef ul ow on “pr Bcessi ng. The
KB parsi ng t odin-demtdes ptilsgudat aofo hetwarjutdeba. d| splray aiddigicol unmhhe

file, to be"H¥§56¥Ef§)éhé%ﬁ@hﬁﬁﬂeé%st@aEQeoﬁnﬁhYBb€§Et?H§'Q§§sggn &P

addition, the KB parsing tool is utilized as a key word seafch_to generate
10 data in vard GIRFYAegdl i AL WCRP PRERSCBhel sBESRoARFBCBI deFTEBEFA92

i's a neghani sl RSEr vhagknthledde 1assin tolpes fandsgenemt eddithes
cont ai ni ng reassenbl g}?ses& on ata. .The nun%g:r of fi % dur}:Hg a

single data cold et YT Fay* ™ o ARG HITE &eeé‘d"e'fo
extraction todlsﬁoweelkmowhgdgxe beze dsio i het heontfigurst 06 pgajxha:tesahdr
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20. The E- mai IA% é‘l&l‘fétrtqtd?‘ixt]cﬁ)l %t%#@%&@www ‘mechani sm as
wel | aszot her typesrraé‘ digd o RaFyp i uPé (@pttevedy tbeldisgoyenyrhees 42

generates = kngnletde baseeo b T dalzacolog o0 ShRoe Ded VRl The
data is stored in an approprlately named file in a stored
data directory of the discovery tool 12. The format of the
flat text file from the discovery engine is now processed
30 for further wutilization by the information security
analysis system 10.

This text knowledge base flat file is processed by the
data parsing tool 18 utilizing a keyword search of the
knowledge base file to generate data in various categories.

35 For example, data is organized in various categories as

follows: unique user identification, host, LM-host, domain,
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extraction tool contains a tag (simlar to a key word) search nechani sm as
wel | as ot H¥P 0903965 of data processing al gorithns. 30 The gP&ptise¥16467
extraction tool of the know edge base tool set 96 provides for reassenbling
image files froma recorded format. The dfgplay of the session recorder
tool 92 provides for the recording of HTTP sessions. These session files
contain a header describing the session and 35 the data associated with the
sessi on. WienLH-dBfsadn, G%bm&ge IB- dddnésadedpwwt haxtatagidre siccasaied i n
t he W O 00/ J A P S99/ 16467 sessi.on. _However,,, this
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transacti ons. So Thcllided’ i n the base Ki't split
data col urm t 68RPLFS stft%oqievglwtt ocf eeveubARantey seragegest @t a from
log files. Rehgtmb@g to FIGURE 4, there is shown a structuring of the
information in the knomﬁedﬁe base 16. The deflnl ion and str ctgre of the

know edge is takenTP%t o2BBAXFAER AL IBIPIRS ¢ 60 &ethe ATyt ydpba to
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categories of iInfornmation asse I'n the kno 5 base b I'scovery
tool 12. The RASEFEHGE bebe hasarbegn e(‘f—ﬁléfrlinéntféﬁ WbP@t |a§na‘4’ebht By that is
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t he data channel 14 ferrin

di agram of the 3-D B s%? THE |?§a5ay?/+%%arll"rrz‘*é‘ﬁ - THRTEED PN 00
recei vi2isg _raWtASCIde@cbxaefyOﬁbbhelana@ﬁsdm;lezﬁyn@ngana) Al Geox érpitiat Do he
V|suaI|zat|0nmust also be made as to what communication exist in more
than one data set. Characterizing the data in this way
utilizes taking a periodic snapshot of captured data over
a time period. Averages are then made of what
30 relationships exist to create a link chart representing

traffic between data sets.

Referring to FIGURE 3 there is shown the architecture
of a typical discovery tool 12 of FIGURE 1 as illustrated
in the application flow diagram of FIGURE 2. One or more

35 sensors are controlled by means of a specialized sensor to

provide setup, collection, and transmit control. For the



-10 pre-processor 100 through a software Iink 108 is a vi sual[!?]a}jj()AN Q_B{}ap
file 102, a linking information file 104 and a field key fil®e 106.

Fol | owi ng poowa#sesing of the data fromthe anal yti cal engi nePEBUSIIHEA6T

vi sual i zati on preprocessor 100 transfers the processed data to a 3-D.15
renderi ng engi ne 110. The rendering engi ne3110, a comercial off the shelf
sof tware package, formats the information in accordance with user
instructions froman input device 114 and arranges the information for

itnpﬁt Ito a dilsdﬁaay_éégerﬁetm][e@mf fj&lﬁ t@%@iegfnefaeaﬁitwt@ﬂtgi _sabaﬁ E:hef
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t he network icleradtfa edewgubutebgatasensbhemkinaydedpe shasehkh phoivided

t echnol ogy pr.ovi S 25 wi_ith the further ability.tqQ inter and
negoti ate w t% t%gfnégﬁgﬁgégt éndl"’lspoé;}, Sélsltoepgc‘)lsied 0 l{aﬁtte%anﬁriti Sﬁgktf | at
di spl ay? Ref @prdaepsdgal engd el GREeGoddre i dissiieatys 2hchdumventlsi ke

di mension o 2y ol b8 dakdrhatien! edchunthecil di audiaedionle 12 Loyview

ani mate, and anal yze conplex no . rans_in 3-D space. This Is required
because the rgi® d@Cd s iiPe 20fPPLlcEHEEPNS4t wol di 3HS IGHy. 3 SPHPI&RgiPPOmM

the anal yticals enQitRes lripuldat Al emidrdBY ndli ifMsineitS.od keid3=Redirgpl ay

woul d not be required to add 35 third.,di nsi on.. The_addition of a.third
Voot or et Prifosde driarl 5a8e PaRge oomp Eat i S6LARE 915 W O
001 05650 21 (alfso-ad s I/ hSo9] 1686 tadesconnelé edopl aseste r3accor dance
Wi th user '”S”“Ctirfnéd‘éri‘er{‘ohhetd nput, devi ge b J0gs :Spkglé f; SLGHRE S
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rel ati onshi pstadiat 12t késai serdlovte obvturd wifewsthd eorsenerxli 42nsi dhal

planes. Referydiig:& onERGUEE Bo! BEGE 13 HHAMEdhdi@PRIRANAL ines Whihipati on

of the analysis system present 1nvention as illustrated in_Fl GURE

1. The anal ys? sW"@RsPaffR0MPEispaEr &6 BIFW T ndle &8 RFgyddedoftoaahdt wor k
10 incisdi ng dies il s 48, 199 Bddl S2uitheznetwork including the termnals
46, 48, 50 and 52 s interconnected t jrewall 54. The firewall 54
interfaces with a é]%t e\gﬁﬁsggaf'ﬁét Jirhﬁt%‘z}gga?ngb% &SSH‘éF§¥eF°§g, rl?hés

anal yzer 58 amajyzesednbeurad tightily taoupied esensal fpadcessso nbatt ass 15
for "meta datg,.ass@gi af ed, M Lh | deg n d he petwar 1

Typi cal vy, thlgasé(?ln_gl ?/’gle?é 5%“2_%%616?‘?5 géégpg%ie;r?%q%e%a&gat a asso\éliga{ﬁgg i th
an i nbound i RP¥e%idn. VAsSualigatigned MePIiURERBY BRBLKMEL GO F&Go8iBguUp| ed

to a gapevay &bk Rnhd g dEdd GandwPE@SEN! | Ntha S dtddidercodd 8o, for
exanple, the termnal 48 as a target. Inp the E%fse?t F‘xarrple it wll be
assurmed that PHeVIRRDt EOPALAUIBEIHR (i AAPEED! | ST atLEMAEITE o ¥éhd an

E- Mai | to thethar gdiscdosrariynatodB hehivat helllowewaldteb4to The ardllesited

system 10 of i v i i i , i.tors
Chrough the df SR tiet oS et e on 0l Boedilf AR c ot o AR
anal ysi s syst@hsaavestdrafsl i nereue mePectraffi Ehasseir dlandue k f@miledge

base lgssuch g§ Rehueld i $L-PI@LRE0la VRIS 081 3 seREB3Lansbitrl safphe o |
transfer protocol_ (SMIP), In addition) the 30 anal ysis_system 10 exam nes
neta data assg%Y%Jt RFFRIH RN E- REFE - afal +EFt %j;(a%lr]ne%e“ﬁ\ﬁlrp 3

packets inbounfithont he tedgedorl e/ Mewdblss |tiemisntiised oBMIBE PR padeims
for analysi s. easgrdura Sg epralneBoT: noatn gY; SR dra e SR ator 1 s
t he meta dat aepalsbes tymurel aitsicay dinent golre@teosensal yisd st e dd i apieay. W
O 00/05651 22tool, adds a new (remote) host and associated sensors to
the sensor management tool control.
The network viewer tool 82 provides auto-discovery,
auto-layout, and automatic visualization of network nodes
and links. Nodes are sources of computer traffic, and
35 include servers, hosts and clients. Links are

representations of end to end traffic, and may transfer to



[0 7 JAN ~C~~ PCT/ US99/ 16467 Referring to FIGURE 7 there is sOqmJAN 2003
utilization of the analysis system 10 of the present invention in an
environnment of a multi-node network. As illustrated, the net?ﬁpﬁ ipcludes
nodes 64, 6WCMASE3. | nterconnected to 5 the node 68 is a t &t ar/ 1A’
runni ng the analysis system 10 as illustrated in FIGURE 1. Al so —
interconnected into the node 68 is a netwdrkk anal yzer 72. Each of the nodes
64, 66 and 68 interconnect to a firewall 74. The firewall 74 in™turnis
behind an additional firewall 76 that interconnects 10 to a wide area
network (not shoyn¢r |Veuddl snexabpke dneneitd) Y$bscBY SlseMrd@téssy unni pgeon
the termnal 70 nnniﬁors.the Ievellof %ntra et tra%fic ang rec%tds pacéets
of data from &ATHYBF t & 4T Hi natRt of84 hef 088 HGhes P EGX ™A &P m AR
under attack, puohidsslbat eplnystabdgpidtheranalfysionesystremmestablbgleala
target source tru r f it | ytical I ng of
t he present iH@%ﬁ?ﬁ@ﬁgbouﬁ%ghghﬁggﬁ?yeggégﬁg ugagg%gpg %%%%%1 %ﬂ%e?ggggack
It should be uhErEIFOPT RAC PIYQURES 6 aardy?igre DAFYURe ehooBRaAP| BSref
utilization ofyfbhecanahysivsrRYSt eMnkD. 1 Lddidyi %aét%i%fe%ﬁpﬂﬁ;ﬂé@é MghEON

security analys]s system 10 i nclude offensive "and defensjve i nformation
vi ewi ng, cont extMhodHionRasdgr 24878Eabed shomMudhdale RRFREFS; FiPagmych

TFLNET Sessi onss gﬁéﬂﬁ?ﬁkﬂ uﬂa&gFack(gdeglt@ﬁ@dlrmnkﬁ) ééxﬁhggfiﬁt aﬁahyzing
of conputer source_and execu e assi ve an nam.c y discovery
of local area N&tWo Ee%r‘ﬁfdég rg) epﬁﬁgQrEh§¥¥%ﬁ1 g%% Vi rvdst egc'?'
connectlivity, ebfectiva intisisiloredmidn i otennal baneéxextieing tle asboeak
area network i cri-he i . repc o]

| GRE 6 ut e ol WiELePUE Baydintl BCtalt ElodRI RERET BRIERLS, ¢
under attack, TROURE Viewed §epécBRonivtledmiutesraphusésdow WEPOOFOBEEL 23
0 ? JAN 2~~' ~ AL YSANAL 646 MNired rbl@nicNVQRHLR B3 obeen tescri bed the
connecti on mnt&,a $referred enbodinent, it_is not intended to limt the
scope of the |HHEFRYSRY t 6PPhelpartFenrbhicabln dEFCPWEH PR nEAeEhethe
contrarys it isountetided ehehcoiwdrkaldgidiadd was, cHo G famat wondow along

equi val ents as e incluyded.w-thin t spirit_and scope, of the invention
as defined in YﬁggégﬁgﬁléﬁH%ﬁéﬁﬁ%r thQ%e7%? eNrEEEﬁseﬁgﬁt%gnC&il B°rs 1
Cancel ed 2. A hasédd tbe awinyziiw amdaggappital b§ dildplredasy belset therth

in Gaimil8 wheseifedbal h2hBg t e, AR COPTERaS ST LbNEvaRTPWAEr 2 CAE8eDY
| anguage; and vi sualizing the , , , .
from the knowledge base 16 will be displayed in the window

20 of the object viewer tool 84.
The object viewer tool 84 1is integrated with the
network viewer tool 82, the topology display tool 90, and
a query consult tool 94, The object viewer tool 84
actuates the display of information regarding all
25 transitive relations (that are not address-based) that can
be made regarding an object. For example, if an IP-address
is associated with the user, and a user is associated with
a host address, then these will all be a part of the object
viewer tool display. However, if the host address is
30 further associated with another IP-address, this transitive
association is not displayed because of the confusion that
may result in interpreting relations. With nodes being
objects and links being relations, the object viewer tool
84 creates a list of objects displayed in a sort by class.
35 Analysis of data packets and data packet structure is

provided by activation of the packet viewer tool 86. This



.anal'yzed data conprises displaying the results of analyzi ng?nJANr%{)ﬁﬂ cal
functional format. 3. The nethod for anal yzi ng and graphic y di spl ayi ng
as set forigyigpssdiai m 18 wherein visualizing the anal yzed dairussongse? Ses
graphically displaying the conparison of two or nore simlar codes in-

muf ti-di mensi onal space to determine if tjRe code has undergone single or
multiple functional alterations. 4. The nethod for anal yzi ng and
graphically displaying as set forth in Caim18 wherein visualizing the
anal yzed data corTPri ses, code seguenci ng for .c gﬁari son of. two or nore

simlar codesP¥QY eefpitsr SHidH Phel Bation At ngehnark
graphi cal |y dpspkaysngms aktof didlpd ntél alimckEnf uwhdenmirgEtiasidngnew,
appending to th erat i n nat Lon_user _definabl e ol 6 e

met hod for ana ‘3%‘.9%8 é’%c?e gOrIJa ?%%’f’r%/t%?%ppg?/g?@oa%set ﬁ?‘%?t htsdlen Efg?(rantm
wher ei n anal yziewpnt Heocdaté iachatévatedntd bpickgt uettevmpnoer shdent i fsers
and hosg compyl &; ddGNIddd /1S a1houTl 1TBENREG0padR8L ¥2EBIbaNdgapbLCcal | ¥
di splaying as set forth in Claim18 wherein gathering information conprises
passi vel y col 'eeR i Jspat 4 sapBtesereedi Hy agatainr parkRteEHBRPSsehBBRstha

met hod for anghyréngvabde¥i Sl 240281 6ld ar ONFHAKCAlD 058l et WBE Kt ain
conprising: gathering infornmation on types of conputer code; generating a
know edge bas8Bfetfie C?fgf Bfag%feitﬁ‘n YiR hér eB20Fet hd FE 8 f‘%fogode;
par si ng the iAiohoaghonthe npabkegenteatedtdsibvd @dpe basEul ofgenpratecdata in

selected 2750 7qdi Ay Mg Q08581 69RLAES LA TAAGAN G d PIIPLof this tool
also is useful to browse for new packet types.

Turning next to the knowledge browser tool 88, this
tool is a visual interface for the knowledge base 16 and
provides a tree-based approach to browsing objects in

15 classes within the knowledge base, and in addition provides
linkage information for tracing items and information
passively discovered on the network by the discovery tool.
The knowledge browser tool 88 enables acquisition,
organization, and the categorization of network

20 information, of tasks that require both automation for
simplicity and customization for user accessibility.

Loosely, a class browsed by the knowledge browser tool
88 1is an item in the knowledge base 16 containing
categorized information, and can contain subclasses,

25 objects, or both. Examples of classes are IP-ADDR, MAC-
ADDR, and SMTP-sender An object, as considered in the
context of the present invention, is a member of a class,
and is an item in the knowledge base 16 having network-
specific information.

30 The discovery tool 12 includes the script engine 38
(running as a separate thread) for processing information
elements within received protocols to gather intelligence
about objects within a network. Standard object types
include users, hosts, domains, applications and addresses,

35 however, and ontology specification allows new objects to

be added. Using one way or two way bindings to relay



_analyzing the data in the selected categories for functional ts’greﬂlzm%a
between two or nore simlar codes for conputer prograns; and AI '

t he anal yzed data for conparison of two or nore simlar codes_for conputer
prograns t o988 ne the degree of functional alteration. FCHHEHRod
for analyzing and visualizing as set forth in Caim8 wherein generating-a
know edge base incl udes docunenting and o¥@ani zing the code in a functional
rel ati onship. 10. The nethod for analyzing and visualizing as s& forth in
Claim8 wherein analyzing the data conprises sorting code by | anguage; and

vi sual i zi E_g t:ﬂﬁfﬁﬁﬁ&t_}/ﬂcﬁdl (ctfaira am;iié,e%]@&tsp&ﬁ&g@?efhﬁ é?&bk!:i&t%n@nﬁ:é@i ng
in a graphical _functional format. 11. The nethod for analyzing angd .
visual i zi ng a%28&t fBPEAYI n ﬁjnglc’ﬁfngjﬁ\?(ﬁ@rei VAR zi n@czf%%s anarf"flgtéjcplu%t a

conprises gr aphd:'qad:ndcbja@tayypgst.heEssepafu'ai;b}_n, ointawcordamce witvh | tahe
codes in ”“ft'fagisgﬁgﬁ' ypal tﬁ?agﬁ*ets% det fﬁ%%gib& the 8%9&‘0 RS pdlE30Ne
single or nmultiple functiona I_terz?tlons. 2. The method Tor "anal yZi ng and
vi sual i 2i ng as$iBkedf erephi woOtained wher v tyi-ddakensipgatlherand v zetedat a

conprises code-380YSASHhTsf QkeCUMAdS O Of 1 hNR Vel SidBdSs CRP@s: A Or
conput er programs. 13. e nethod for analyzing and visualizing as set

forth in O ai AP*8Sf&PRR®r conprising appending to the generated information
user definable synheks, ddnsiterimyhetel @bpanagyzidigEr, Wedlal 9@ nghas set

forth in daim8,wherei lyzing the data incl i dentifying .
corputer i dent PP efS idRost ‘COMRTer THERPRFTEFS: Y18 e (et Nt of

|
anal yzilAg andtheselbdnernityg ofs o etetfwrtih diderd &f hed whetleé nd gacdreesrynigtool

i nfor nation couprises; Bassi Vel Vsiqhs €cd i NG, AL ands £8b%ecki fg dpt 3, f5em
ext ernal sensors.
activation of the topology display tool 90. Based on
information contained within the knowledge base 16, the
topology display tool 90 shows routers, SubNets, and user
15 nodes. Furthermore, a subset of classes within the
knowledge base 16 can be overlaid on top of this view. For
example, host names and vulnerabilities can be shown.
The session recorder tool 92 enables packet
reassembly, TCP/IP session management, and knowledge
20 discovery. This tool is a mechanism for observing multiple
session types which cannot easily be handled at the packet
level, for example: HTTP, POP3, SMTP, SNMP, TELNET, NNTP,
and IMAP. By reassembling packets and looking for key
aspects of information across the reassembled packets, the
25 session recorder tool 92 provides the capability for
observing and learning about application level entities on
the network.
In operation, the session recorder tool 92 reassembles
connection-oriented flows, or sessions. These layer-4
30 (e.g., TCP) and above sessions consist of multiple packets,
to be reassembled and parsed to expose application-level
information. Packet and cell reconstruction techniques
provide the user with state information (for example, call
progress and session monitoring), as well as application
35 layer information (for example, e-mail addresses).

Utilizing session search techniques within the session



.26 16. Canceled 0 7 JAN 2003 17. The nethod for anal yzing arﬂapr\gﬁm?@y
di splaying as set forth in Caim19 wherein anal yzing the da C I'Ses

sorting t heoomdess1 by | anguage; and di spl ayi ng the anal yzed REIHS¥®G6E i ses
di splaying the sorted code by | anguage in a graphical, functional faorLnmat.
18. A nethod for anal yzing and graphical ly7 di splaying information froma
data communi cati ons network, conprising: gathering information-on the types
of code including the | anguage of the code for a plurality of conputer

programs; gengratifg a knaw eage bagg gt HLQf orL HO”aﬂé‘wer%‘}o%%sgl%gtypes
of conputer code; parsing the |Tf or mat on I'n the generated Know edge “Base
to generate dwmrebhhliiest ddusdt egdrisseing avheadabl EeF§RFRL ; UaREl PSSy t he

data in sel ecd q6h;0at @aQr bes Fhakibupctbopaludl der atirpbrieti WRAR e 201 JHDT e
codes for sim|ar conputer prograns; and visualizing the analyzed dat% for
graphi cal andy$& $e87d°ComFaA AW or-hfdi%e o l?tvérdeglr (%}Féfﬁé‘gt &

detdermmﬁ thﬁtkckegfeblloﬁiﬁgn@imainsal tegaﬁ*bon.pdoras., ATENEDA FOP, arsMdTyrz i nE

and graphica S Y] i nfarmation from,a data,co i catiqns, networKk,

corpr v Al g P P achen A Bt ol BB

operation of n akaamdnnbewadkeds ers; ledgea blase ge 0

the i nf ormation, gayjagied Andpr6haled. { @ ld1esEhOCs AR N80 NG ari ous
d“know edge

information in the generate ( ase to generate data 1n selected
categori es i rP¥ecefate ¥InkeEmatienl yzing the data in sel ected categories

for preparation ofrpd supldd) NGEHRAAMoANA94 provides a text-based
interface to the knowledge base 16. By utilization of the
query consult tool 94, a user is able to determine if the
knowledge base 16 contains an object (for example,
individual IP address) or determine the set of objects

15 belonging to a class of the knowledge base 16 (for example,
IP-ADDR). In one implementation of the query consult tool
94, the knowledge base 16 was queried for top level class
names, objects belonging to a given class and specific
class objects.

20 In addition to the tool suite 34, the discovery tool
12 includes a knowledge base parsing tool set 96 as shown
in Figure 3. Following discovery of the data from the
network under analysis, the data is then appropriately
formatted for use by the analytical engine 20. The

25 knowledge base parsing tool set 96 functions to take the
collected data and put it into the appropriate format for
use by the analytical engine 20. 1Individual tools in the
knowledge base parsing tool set 96 are available to parse
data from the knowledge base 16 and extract information

30 from saved log files and reassembled session files. The
knowledge base parsing tool set 96 comprises eight tools:
KB parsing, E-mail extraction, session Jjoining, web
extraction, graphics  extraction, KB summing, file
manipulation, and column splitting.



~displaying the analyzed data for graphical analysis of the g r
information for animati on of network traffic and structure. nh'eﬁfngg3

for anal yzing and graphically displaying information froma data

communi cat | Bies086skor k, conprising: gathering information i FEUSHEET af fic
on the network to nonitor network code; analyzing the gathered inforration
on network traffic to determne differences8 2' 0 7 JAN 2003 occurring
within the various codes on the network; and displaying the analyzed

i nformati on graphically as a three-dinensional virtual view of the network.

21. The method for @nal yddigh@Nda 958a0e £7! ki %Md&sastﬁ@t Kheki B agR
Cl ai m 20, wherei n anal yzi %the gat hered i nfornmation conpri ses preparation

and converti ngPg88ed forPh HR Rt HOTRR D Fediora paektCHodal Thi Sgrang. 152,
The met hod forsasakwzi hg andlgitaphécal Eyldi dysagedsiset Hearddh by €hai m
20, wherein gathering traffjc pn a network c rises t hering Sstructure

I nformati on of d%ﬁ%mﬁ%{%\orf?(? olp%rfa Ifodﬁl%ﬁa%eo he V\r}oeftly,og%hd ﬁ(llaltevxgrol%mﬁ elpg.
23. The #et hodthertextl yaoweyand igF apiti csdd fuldifspt dyildgwaons pirofesshinign
Caim 20, wherghp ggal éékggﬂ%h%g%ﬁt,heé%éé‘f RLERIAAN, OfoURE r@a%w for
conprises anal ézl ng the gathered information to relate session data, packet
data and al ert A#8PAa¥oi80At EpLUBRalT dfilec 6@ Lie IAPPREER. t242 AakabRE€ . f or

tenpl ating andoyi e N@n¥i rathalg&mtlereﬁ%ﬂﬁeé opodat a180AENGRk,0ONShe KB
net wor ks, conpri si ng: gat her,i ng from ost or;;put er. information on a bit
stream of conpBREFIBEI&ECRH dF U51dREE F‘Snab}et h&%gs fe@5fPufer generate

10 data in various categories.

As explained, the session recorder tool 92 is a
mechanism for observing multiple session types and
generates files containing reassembled session data. The
number of files created during a single data collection

15 may, for example, exceed 10,000. The E-mail extraction
tool of a knowledge base tool in the tool set 96 provides
for organizing POP3 and SMTP files into summary
descriptions. The summary descriptions are then imported
to a database or to the analytical engine 20. The E-mail

20 extraction tool contains a key word search mechanism as
well as other types of data parsing.

As mentioned, the discovery tool 12 generates a
knowledge base of flat file data collected about a network.
The web extraction tool of a knowledge base tool set 96

25 facilitates the parsing and formatting of data from HTML
flat files that are then imported to a database or to the
analytical engines 20. The web extraction tool contains a
tag (similar to a key word) search mechanism as well as
other types of data processing algorithms.

30 The graphics extraction tool of the knowledge base
tool set 96 provides for reassembling image files from a
recorded format. The display of the session recorder tool
92 provides for the recording of HTTP sessions. These
session files contain a header describing the session and

35 the data associated with the session. When a JPG or GIF

image 1is downloaded, the data is reassembled in the



.generating a know edge base of the bit stream of the conputaresc red
fromthe host conputer; parsing the information in the kno zg@m@%

generate dst@odesssm structured files having a readabl e for nmaPCT/HRW$#67ng t he
data in the structured files to derive a genetic structure and exam ne the
functionality of suspect conputer code; cegparing a plurality of genetic
structures to determ ne the presence of a conputer virus; and vrsuali zing
the structured files to display in a user interactive graphi caI functi onal

node functlonallt su ect co ter code to ident gsence of a
conputer virus epsr Ho §V§§ég&%ﬁ ﬁﬂt{f‘hé ®hdkt % %ﬁ%%i 74 AURFZOOS
25. The net hod‘a‘cmrdeémﬁbamang a'ﬁhevgeaphgcaemraxs:mrpmcel c@d@eatss stehe
forth in O ai P24 WHIRIY ARad y@éé’tgléﬂ"refldlaé 1%1%3 .ﬁ% &Ll g g4t gr nal

and external intrusion attenp or tenpl at1 ng_and vi ew ng
a virus conputd®d €588t&8 @e@ew&qgn ﬁwedc&mﬁrﬁxalw@@ MasPpaaihgleages .

pluraligy of genetipats ratdr®siCOAPELgeSrdRtermMai By Wprtddierdest vege
genetic structure reS| des i.n the suspect co&pu'zj}?l de to d'eterm ne the
presence of a &Y i9Us 127 ¥ etéﬁ?ﬁ)lsé‘l"? Y SAhinh a

virus conput ertizodenaslségef btk itbdl abat 24ewher ecreanal wzi sngattnetﬂ@é]a
el ot onahi p. 08 Lirheo Ao PRSRER  FaRSRATE g b vl A5k ST bORBIN er
code as set fdtarhexample, the instance of a protocol may be used as the
10 Y accesgs and the source IP address may be used as the X
access. After selection of the packet or“session log has
been made, the KB summation tool screens the appropriate
log file and displays available access criteria to create
a graph. In the analysis of a typical network, a large
15 number of files will be generated. The file manipulation
tool of the knowledge base tool set 96 provides an
interface to reduce the volume of generated files that must
be sorted through. It enables files to be deleted or moved
based on the file size, type, or contents for purposes of
20 enhancing subsequent processing. Generated files are
processed according to a chosen criteria for all files in
a group.

Recorded sessions of the discovery tool 12 are

occasionally truncated and restored as a new session.

25 These truncated sessions are preferably reassembled before
viewing. The session joining tool of the knowledge base
tool set 96 connects all truncated sessions into completed
transactions.

Also included in the knowledge base tool kit 96 is a

30 split data column tool. This tool 1is used to remove
unwanted columns of data from log files.

Referring to FIGURE 4, there is shown a structuring of
the information in the knowledge base 16. The definition
and structure of the knowledge is taken into consideration

35 to improve the ability to understand the knowledge prior to
processing network information. FIGURE 4 is an



.Claim 24 wherein gathering information conprises passively collecti
information on the bit stream of the conputer code. 29. Tho ?EUWN f&a
tenplating and viewing a virus conputer code as set forth in daim?2

wher ei n and¥9294565% he data conprises anal yzing attachments $&T &ﬁg%‘%ﬁ’
message. 30. The method for tenplating and viewing a virus conputer code as
set forth in Caim24, wherein conparing @olurality of genetic structures
conprises determ ning the degree of functional alteration. 2970 7 J AN
2003 31. A nmethod for tenplating and view ng virus conputer code for data
comuni cat | onS, ALK IonSOMBRLAL NYE SAIDRLING 1O g0l iR ea

i nformati on on It stream of conputer e prior to executlon b h
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Virus conputer c as set forth in
analytical englne 20. Also input to the visualization
10 pre-processor 100 through a software link 108 1is a

visualization setup file 102, a linking information file
104 and a field key file 106. Following processing of the
data from the analytical engine 20, the visualization pre-
processor 100 transfers the processed data to a 3-D

15 rendering engine 110. The rendering engine 110, a
commercial off the shelf software package, formats the
information in accordance with user instructions from an
input device 114 and arranges the information for input to
a display 112.

20 Through the use of head mounted display technology and
a six degree of freedom tracking system receiving data from
the preprocessor 108, a user will experience full viewing
immersion within the network identified with the data in
the knowledge base 16. This technology provides the user

25 with the further ability to interact and negotiate with the
network data display, as opposed to a traditional flat
display.

Referring again to FIGURE 1, the 3-D display 24 adds
a third dimension to any of the data collected by the

30 discovery tool 12 to view, animate, and analyze complex
nodal diagrams in 3-D space. This is required because the
raw data file only contains two dimensions. If the data

from the analytical engines outputted three or more
dimensions, the 3-D display would not be required to add a
3s third dimension. The addition of a third vector permits

the simultaneous viewing of large complex diagrams on



.Claim 31 wherein conparing a plurality of genetic structurem?nar' 92003
determ ning when the derived genetic structure resides int S C

conput er coYRO¥W6Het er mi ne the presence of a conputer virusPCBYSIMEE et hod
for tenplating and viewing a virus conputer code as set forth in CaiLm 31
wherei n anal yzing the data conpri ses documenting and organi zi ng the
conputer code in a functional relationship. 30 JAN Z~~3 34. Ttre net hod
for tenplating and viewing a virus conputer code as set forth in Claim31

wher el n gatneg,og, LOLAIEA QL LAUDID SoREYEl Y foh | eidd Nthddf R oN O
the bit stream of the conput'er code. 35. The_ method for_ tenplating an
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met hod for tenplating and viewi ng a virus conputer code as set forth in

O ai m 3L, vherSPHIRBMIAATEIEIRR A1y TrGERETT LTI (R RN EsS
determ 5 ng tbhe degréemefisfonali phahealteration. 37. A nethod for

tenpl ati ng and vi ey I or. [cat .

networ ks, conpri &%Pgﬁ%{{%%%%ﬁ ag%ggﬁg%oln%ﬂélg?&?g}%%éoe(r%{%antléfebi t
stream of conpitdrizaddenprébr the eroedyréds byyshemhost eénpther pxfseartating
a know edge baggepfidbedifinideamad iheramiter opde gatnared Jyqmthe

host conputer; analyzing the data 1 n the knowl edge base to derive "a genetic
structure andl8@xahf nePERBLEENQ@H oAal FeEMgIe suépeds cBAPGt Sf cBddretwork

10 including terminals 48, 50 and 52. The network including
the terminals 46, 48, 50 and 52 is intercannected through
a firewall 54. The firewall 54 interfaces with a network
56 that includes a network analyzer 58. The analyzer 58
analyzes inbound traffic to the terminals and also monitors

15 for "meta data" associated with an intruder inbound to the
network. Typically, the analyzer 58 establishes specific
meta data associated with an inbound intrusion. As
illustrated in FIGURE 6, the network 56 is coupled to a
gateway 60 and a terminal 62 representing a remote intruder

20 to, for example, the terminal 48 as a target.

In the present example it will be assumed that the
remote intruder on terminal 60 is attempting to send an
E-Mail to the target terminal 48 behind the firewall 54.
The analysis system 10 of the present invention running on

25 the terminal 46, monitors through the discovery tool 12 the
Ethernet 1level inbound e-Mail. The analysis system 10
records inbound e-mail traffic as part of the knowledge
base 16 such as post office protocol version 3 (POP3)and
the simple mail transfer protocol (SMTP). 1In addition, the

30 analysis system 10 examines meta data associated with
inbound E-Mail and further examines SMTP/POP3 packets
inbound to the target terminal 48. Identified SMTP/POPS
packets inbound for the target terminal 48 are passed to
the analytical engine 20 for analysis. As previously

35 explained, the analytical engine 20 imports the meta data
passed by the discovery tool 12 for analysis and display.
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i nteractive graphi cal functional node functionality of susp er
code to id W‘%‘?'he presence of a computer virus prior to Eét’gg@ﬂg‘ﬁs in the-

host conputer. 31 6 ~ JAN 2003 38. The nethod for tenplating and wview ng
a virus conputer code as set forth in O aké 37, wherein conparing a
plurality of genetic structures conprises determ ning the degree of
functional alteration. 39. The nethod for tenplating and view ng a virus
conput er code as seekftettihgi BoCFAGURE77f Uhéher i € 08ROWS | agud 1nicdd aral Iof
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further conprising formatting the analyzed data in accordance with user
i nstruchi ons t8F PP4RabBzasi dnteErinmntir yunhéngr eBenzea bBYSE cfhemerl 0

virus. 41. A grt hod Jepirdwipl 8 i Mol vi eVA TG Vi ReSr EoirubRid Gode frafe data
conmuni cat i ons net wor ks, co rising. generating a ﬁ_ﬂO}:M dé:;e base of a bit
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O e SR B b G, BEOR S o\
10 to a wide area network (not shown).
In this example the analysis system 10 as running on
the terminal 70 monitors the level of intranet traffic and
records packets of data from each of the terminals of the
various nodes. For a terminal under attack, such as
15 terminal 64a, the analysis system establishes a target
source packet structure and by means of the analytical
engine 20 of the present invention could be modified to
shut down a target under attack.
It should be understood that FIGURES 6 and 7 are only
20 two examples of utilization of the analysis system 10.
Additional uses of the information security analysis system
10 include offensive and defensive information viewing,
context nodal visualization of simultaneous E-mails, FTP
and TELNET sessions, graphical playback of filtered nodal
25 traffic, analyzing of computer source and executable code,
passively and dynamically discovery of local area network
or wide area network physical and virtual connectivity,
detection intrusion both internal and external to a local
area network or wide area network such as described with
30 reference to FIGURE 6, automatically alert and take
corrective action when a network is under attack, FIGURE 7,
and detection of computer viruses.
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the presence of a conputer virus prior to execution in a h r; and
rotati ng tW®O ¥W4¢3}zed data on an axis on two or nore separate but connected
vi sual pl anes. 32 0 7 JAN 203 42. A nmethod for tenplating and vi ewt ng
virus conputer code for data comunicati ohs networks, conprising:
generating a know edge base of a bit streamof a conputer code; parsing the
information in the know edge base to generate data into structured files
gaV! ng a readabl e §Ripat th@n]?hyéhﬂgohhﬁadaﬁo@ehndtegeribégc'[iw Q{dnfdelcﬁiotrp
erive a genetjic structure of suspect caonputer.code to _deternne the .
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execution in host uter; i user .defi y I I
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a bit streamof a conmputer code; parsing the information in the know edge
base to gener&be #BPEN{RE0CE*+Wetured files having a readabl e format;
contracting several nodes of a data comrunications network into a single

i nt erconnecting conmon node for analysis to determ ne the presence of a
conputer virus analyzing the data in the structured files to derive a
genetic structure of suspect conputer
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comprising:

gathering information on types of computer code;
generating a knowledge base of the information gathered on the types of computer
code;

parsing the information in the generated knowledge base to generate data in selected
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similar codes in multi-dimensional space to determine if the code has undergone single or

multiple functional alterations.

12.  The method for analyzing and visualizing as set forth in Claim 8 wherein
visualizing the analyzed data comprises code sequencing for comparison of two or more

similar codes for computer programs.

13.  The method for analyzing and visualizing as set forth in Claim 8 further

comprising appending to the generated information user definable symbols.

14.  The method for analyzing and visualizing as set forth in Claim 8 wherein
analyzing the data includes identifying user computer identifiers and host computer

identifiers.

15.  The method for analyzing and visualizing as set forth in Claim 8 wherein
gathering information comprises passively collecting data and collecting data from external

SCNSOrs.
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categories in a readable format;
analyzing the data in selected categories for functional alteration between two or
more codes for similar computer programs; and

visualizing the analyzed data for graphical analysis and comparison of two or more

computer programs to determine the degree of functional alteration.

19. A method for analyzing and graphically displaying information from a data
communications network, comprising:

gathering information including structure of the network, operation of the network and
network users;

generating a knowledge base of the information gathered and related to the network;

parsing the information in the generated knowledge base to generate data in selected
categories in readable format;

analyzing the data in selected categories for preparation of visualizing diagrams; and

displaying the analyzed data for graphical analysis of the gathered information for

animation of network traffic and structure.

20. A method for analyzing and graphically displaying information from a data
communications network, comprising:
gathering information including traffic on the network to monitor network code;

analyzing the gathered information on network traffic to determine differences
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mLO%&' ()- 23.  The method for analyzing and graphically displaying as set forth in Claim 20,

wherein analyzing the gathered information on the network comprises analyzing the gathered
information to relate session data, packet data and alert data to content of traffic on the

network.

24. A method for templating and viewing virus computer code for data
communications networks, comprising:

gathering from a host computer information on a bit stream of computer code prior to
execution by the host computer;

generating a knowledge base of the bit stream of the computer code gathered from the
host computer;

parsing the information in the knowledge base to generate data into structured files having
a readable format;

analyzing the data in the structured files to derive a genetic structure and examine the
functionality of suspect computer code;

comparing a plurality of genetic structures to determine the presence of a computer virus;
and

visualizing the structured files to display in a user interactive graphical functional mode

functionality of suspect computer code to identify the presence of a computer virus prior to
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26.  The method for templating and viewing a virus computer code as set forth in

Claim 24 wherein comparing a plurality of genetic structures comprises determining when the

derived genetic structure resides in the suspect computer code to determine the presence of a

computer virus.

27.  The method for templating and viewing a virus computer code as set forth in
Claim 24 wherein analyzing the data comprises documenting and organizing the computer code

in a functional relationship.

28.  The method for templating and viewing a virus computer code as set forth in
Claim 24 wherein gathering information comprises passively collecting information on the bit

stream of the computer code.

29. The method for templating and viewing a virus computer code as set forth in

Claim 24 wherein analyzing the data comprises analyzing attachments to an E-mail message.

30. The method for templating and viewing a virus computer code as set forth in
Claim 24, wherein comparing a plurality of genetic structures comprises determining the degree

of functional alteration.
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generating a knowledge base of the bit stream of the computer code gathered from the
host computer;

parsing the information in the knowledge base to generate data into structured files having
a readable format;

analyzing the data in the structured files to derive a genetic structure and examine the
functionality of suspect computer code;

comparing a plurality of genetic structures to determine the presence of a computer virus;
and

displaying in a user interactive graphical functional mode the structured files to identify

the presence of a computer virus prior to execution in the host computer.

32. The method for templating and viewing a virus computer code as set forth in
Claim 31 wherein comparing a plurality of genetic structures comprises determining when the
derived genetic structure resides in the suspect computer code to determine the presence of a

computer virus.

33.  The method for templating and viewing a virus computer code as set forth in
Claim 31 wherein analyzing the data comprises documenting and organizing the computer code

in a functional relationship.
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35.  The method for templating and viewing a virus computer code as set forth in

Claim 31 wherein analyzing the data comprises analyzing attachments to an E-mail message.

36.  The method for templating and viewing a virus computer code as set forth in

Claim 31, wherein comparing a plurality of genetic structures comprises determining the degree

of functional alteration.

37. A method for templating and viewing virus computer code for data
communications networks, comprising:

gathering from a host computer information on a bit stream of computer code prior to
execution by the host computer;

generating a knowledge base of the bit stream of the computer code gathered from the
host computer;

analyzing the data in the knowledge base to derive a genetic structure and examine the
functionality of suspect computer code;

comparing a plurality of genetic structures to determine the presence of a computer virus;
and

visualizing the analyzed data to display in a user interactive graphical functional mode
functionality of suspect computer code to identify the presence of a computer virus prior to

execution in the host computer.
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39.  The method for templating and viewing a virus computer code as set forth in
Claim 37 further comprising functionally interconnecting an operator software interface to the

gathering of information, generating a knowledge base of the operator software, and analyzing

the data to receive instructions from an operator.

40.  The method for templating and viewing a virus computer code as set forth in
Claim 39 further comprising formatting the analyzed data in accordance with user instructions for

visualization to identify the presence of a computer virus.

41. A method for templating and viewing virus computer code for data
communications networks, comprising;

generating a knowledge base of a bit stream of a computer code;

parsing the information in the knowledge base to generate data into structured files having
a readable format;

analyzing the data in the structured files to derive a genetic structure of suspect computer
code to determine the presence of a computer virus;

displaying in a graphical functional mode the analyzed data to determine the presence of a
computer virus prior to execution in a host computer; and

rotating the analyzed data on an axis on two or more separate but connected visual planes.
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a readable format;
analyzing the data in the structured files to derive a genetic structure of suspect computer
code to determine the presence of a computer virus;
displaying in a graphical functional mode the analyzed data to determine the presence of a
computer virus prior to execution in a host computer; and

appending user definable symbols for enhancing an understanding by an operator or

analyst.

43. A method for templating and viewing virus computer code for data
communications networks comprising a plurality of nodes, comprising:

generating a knowledge base of a bit stream of a computer code;

parsing the information in the knowledge base to generate data into structured files having
a readable format;

contracting several nodes of a data communications network into a single interconnecting
common node for analysis to determine the presence of a computer virus

analyzing the data in the structured files to derive a genetic structure of suspect computer
code to determine the presence of a computer virus; and

displaying in a graphical functional mode the analyzed data to determine the presence of a

computer virus prior to execution in a host computer.



