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(54) Title: DATA AUTHENTICATION IN DISTRIBUTED NETWORKS

Application subnet certificate

Canonical application subnet state tree (37) Abstract: Embodiments of the invention relate to a computer-im-
plemented method for authenticating data in a distributed network. The
distributed network comprises at least one application subnet. The appli-

R, 510

TS >‘

cation subnet comprises a plurality of nodes and each of the plurality of
nodes is configured to run one or more computational units. The com-
S putational units are configured to execute computations in a determin-
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Application subnet hash tree

istic and replicated manner across the application subnet. The method
comprises steps of regularly computing, by the plurality of nodes of the
application subnet, a digest of an application subnet accumulator. The
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Unit Variable * CU,, = application subnet accumulator comprises for each of the computational

\ units of a respective application subnet an assigned accumulator element

\\ as unit variable. The method comprises further steps of regularly execut-

ing, by the nodes of the application subnet, a joint signature on the di-
RH, J/ gest of the application subnet accumulator, thereby producing an appli-
cation subnet certificate. Further aspects relate to a distributed network,
a node of a distributed network and a corresponding computer program
products.
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