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conmput er program products configured to provide a
standardi zed platformin which devel opers can easily
provide client/server application connections. In
particul ar, one inplenmentation of the present
invention 10 includes a secure conmunication framework
configured to efficiently and securely connect a
renote client and any server resource at the
application | evel of a comunication stack through a
firewall. The communi cation franmework can foster the
connection in consideration of a variety of
appropriate access policies that do not necessarily
need to be independently devel oped by the devel oper.
In addition, the 15 conmunication framework can
further include certain quarantine functions that can
be used to ensure that a client does not connect to a
resource wthout having installed a mninmmsoftware
patch. [012] For exanple, at a gateway server having
at least a renote procedure call |ayer and a secure
hypertext transfer protocol |ayer in a comunication
framework, a 20 nethod in accordance with an
~inplementation of the present invention can involve
receiving a connection request froma client.
Cenerally, the connection request can identify a
resource with which the client would |ike to connect.
The method can al so involve quarantining a connection
with the client to determine if the client supports a
m ni rum set of features. In addition, the nethod can
i nvolve identifying a protocol 25 processor plug-in
based on a resource type of the identified resource,
and forwardi ng
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30 dreamhdeyidn at a gateway server. Generally, the request can identify a server resource

to connect with a corresponding client resource. The method can also involve
receiving a request from the gateway server for a minimum set of features available at
the client resource. In addition, the method can involve sending a version response to
the gateway server, where the response indicates the set of supported features at the
35  client. Furthermore, the method from the client perspective can involve connecting to
an application layer of a communication stack at the gateway server. As such, the
client resource can communicate data with a protocol processor plug-in associated

with the server resource.
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[018] Figure 1B illustrates an overview schematic diagram of the system shown
in Figure 1A, in which the client computer system communicates with a specified
resource in accordance with an implementation of the present invention; and
[019] Figure 2 illustrates flowcharts of methods from the perspectives of a client
35 computer system and a gateway server for traversing a firewall, and for

communicating with a specified resource in accordance with network policies

provided by a communication framework.
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.gateway application layers through a secure connection. Hence, an HTTPS/pluggable
transport, particularly an HTTPS/RPC set, is only one possible way of providing
firewall-traversal solution elements.

35 [030] Notably, one advantage of HTTPS and a pluggable transport layer such as
RPC is that some protocols, such as RPC, are backwards compatible with earlier
versions of HTTP (e.g., HTTP version 1.0). Thus, a developer using an HTTPS/RPC

set may find that this element of a firewall-traversal solution can be employed more



between client 100 and an appropriate protocol
processor plug-in, and for ensuring appropriate

W earosIsspol i cies are inplenented in the conneRtT/U82006/031877
For exanple, traversal API1016O i ncl udes an access
0 g an

5 g OrecRlgat SRRPOROAS, &r'fh dcbudls ot A Yo BY frdic 3B tnd Faok¥ commo
CWEPg‘(}'pantmfﬁAPl " and/or "runtinme status and :

ARl ' .can pe ref enc d for a. nunber of
E@?on @u%vggg hFlfgWengAl‘ Sls9etiois e Eavessal éopliggfion Interface
gen‘&faabﬂsm Appm\s@ﬁs 1dveRMSISRb dtfthe HATPSAL Q%B}]eaﬁ port bundle of

shi m bet ween the HITPS/ pl uggabl e transport
coffatini Eat T@Ne@@la@m 16Bcanemise any nhober cpfrcuunqmmbnts and modules

1o D1 EE S oy e R0l by A oG b AR TS A B o runtime

Sh@l\aﬁlstdmat ccﬂlﬁbﬁ\ﬂﬂ’ﬂ SRiENRdned Shodd)Sfori dediingesm abpro ﬁﬁétconnectlon
t ocol Brocessor pl ug-ins 115b and 117. GEnera a

pr EEEN chpncld9sand 1 appropriate preipeal Presessor @leteinglanpeidr ensuring
b
LA SRR, IONGLCR el Snc AR Beflog, ror cxamic

f r travensal IAPT 080 dnchates aﬂraebesapamm&s)ﬁ@odattam $e.ESEROISTIAPT”), and
t hr ough. communi C@E' on framework 107 tQ a specific

15 ¢ o & RINFRIPR doR)s orpoge . 1 75n(eeadiaonBguration ARISced/or “runtime
Pr 9688 304 chltiéd APT’QC ARidA& A BE r¥enbdl HEY F{ﬁmggr <?f fuh¥Phs discussed
of plug-in relat to a resource, or cC
r egbmpme@etaﬂ:hwremﬁmpl ®oragemtralyf hoWévar,etra\a:pm IAtl60NSn act as a

o A e T By RTR e bR qolhr il 113 and

pr oy @fﬁlbﬁé%rotbﬁélq{raﬁs%rtﬂ]ﬁglﬁﬁhhaﬁ agk ﬁéearts Bbminth®latdH RN a specific
30 mght constitute a different type of application or

20re%€(§‘B#f§‘é In addltl on, hardware, such as printers or

gbZﬂ ;L\é of 2% ]Slte @&é ? sfilat é}rs ftg%t e%attepvga;y {50150 includes at

C olenstpiratatdl ngoceé’ﬁ)r pliighms alﬂemei Die rGéeadilyPs p¥dte&ss processor plug-
resource wite a uni que pr ot ocol processor

pl TgS AR H’ft?ﬂrfmcf’ IﬁiﬁYelaleif’eW 3 Budoraety deyelgpyr, whichde ganablseaf interacting
hOWRM®' the Wohfind! &foccﬁﬁﬁgmt:ﬁlo?xr R¥hdFork LR §I? °h0 %ﬂ{ira%dt ﬁ'assses data

prot ocol processor ug-in for the clien
25 cl feegived &moughnmmnmumpmon ﬁrhmawonkemTelstaeslpdceﬁmwSm&ce on the other

Thus ure 1A Iso sh client

0%, 45 B BiERLR pipi s pRis R CErIe IR feEnaaEs ype” of
nplh%glf’&lht%ﬂ% alge"_%@ul%@dopl:}égeg@Plr%oultcéﬁn%‘i’ré{aﬁlﬁl/eera det f office
Oa ner al | uggable transport layer 11 Oa'is used

t oannﬂlagw@ﬁthW/tmgglsz qn@mnusma&o@n&hv conslit@e one type of
Ou& %'cﬂg)nn%ﬁ%g Sda a%e pro]g%en% té:«rllt %%%a Ce W%Hgﬁerent interface

opriate pro RISl

30 usm[mlt aondRR(Ee laadi€pent \ﬁﬁjd & dﬁﬁﬁ?ﬁldnadxefes&ﬁé@ % al8iidn} Pardware,
encrypt or encade outgoing nmessages, such as with SsL

or SUplL 8s apiaperh PT Gk Sfriven arjahtepnstitufe ek gthenresepresy thahdave other
cliyBEd o fSintalfhées/ Bt b@ﬂﬁ%ﬁaﬁﬁfmﬁg’ Qich, Qﬂggellc?pe'rsthﬁ P5R8& a resource

may also write a unique protocol processor plug-in for that given resource.

[033] The developer, however, will also need to provide a corresponding
35  protocol processor plug-in for the client, so that 'the client can communicate with a

requested resource. Thus, for example, Figure 1A also shows that client 100 has

communication stack 103, which also includes an HTTPS layer 105a and pluggable

transport layer 110a. Generally, pluggable transport layer 110a is used to wrap any



processor plug-in 115a. 10 [034] Generally, protocol
processor plug-in 115a conprises any interfaces (e.g.,

w0 e@r@328F1 , " and/or "configuration API"), resoRCTES2006/031877

5

10 !

conmponents necessary to crdate a connection tunnel,

angluts Sk SSRRAAS Qg Cl@@? g Ll?c(ﬁcﬂrﬁhg @Vllthhzﬁi Q&Iigte Vl\)'ircgtlc?co&} rte g., the

approprrate Fesour server 150
ACBBCd)mTqul Wisenotsigoan RPﬁ‘demp IWI@]IelIQFT}?S lail&ﬁﬂ)ﬂa&s &Eed to encrypt

| east ¢ nenta ot oco| rocessor p ug-in 11
5p°" ?bcroggf S%F@Lﬁléf‘ PA @%\ﬁlt Aatl Ly jon or encoding.
P D&REED lonPk dfnthélél% s BirTes b !

"Type  A"), dc?cc;’)rrespondlnng to a {i)?/ﬁéeg% ? xélg%ﬁ{;tcg&?ﬂﬂ?el.s, protocol
re@@%@pﬂ@@a) 133 ent 100 is usi ng | ocal |y, and thus

ni c wth th ment ar r ot oc |
pr cgisor(z}(%f%1 7 Woﬁ’§f’]r1%rof?§8°r H%l # asconélﬂ v mtg es (e.g.,
S ‘cogy ARL,” bEBG] “odhfparatie AR ﬁ%rcé%'cﬂ%ﬁﬁp&ferﬁéhﬁécgfsﬁry to create
shows that conmunication stack 1 i ncl udes

r easocmn@%cﬁpzoém{r@l gand aﬂ@rr&mﬂndm ucbampl ofgmsidn the tunnel) with an

15

20

25

30

35

P For
o RS & SR NS Bl SRR Bpplhor pagn
syB]tSem; at Reabt dodnpgtnetigrvitte fratbdol protesvor bldg@in\/lel'S§| ®dr example,
of _the dat abas% | ocated behind the firewall

galtigWisy! /s Shapey thaserotoppl precqssraliveen 1Hds phy c@éala typdl @i, “Type
VeA&)I ‘%Brr@%oﬁ@mg%p% ')t/ﬁ%t 612&36 C\NngCE C&dire 1&%2)0?15%‘@ 100 is using

Oa may re’ conponent ‘o
a dpcalb’aanb thus hatab]al tb cumnumicateswitk dhecbriplenegtatyealocol processor

senver 150 to be d| a n ertain way. ;
Qﬁ%ﬁ%ﬁbﬁ?@g@ﬁéﬁmgga 5%%)?1 ?trfg%?fcft erefore, provide,

a [0B5] Ml ASGHg Bbse HiRS Oﬁgﬁl%sm PurkHeh ShERSMat E@{mﬁﬂﬁ%& stack 103
client 100 to connect directly wwth a resource at

gabelidss seesowee 120 ([0 38] applicatipnaprpgrem, Eicgmpendnd, ehoes another

L T e T —

1GBati 131 $yneheBized ORiThiIN 0@tlking veiaeK ofQBe RAWLAG ﬁﬁated behind the
thp opri ate protocol processor plug-in (i.e., 1l15a),

ireyall at gﬁtewrsgmer 368 %ge (tpsogrce 12‘[‘)9.}@‘@3)6\1)? af Byl version of an
depbli&flioh§s SHAE Base! v
th eaz’ir)l ' se I‘? ds conn e%t |b or ﬁsoyrecc? ult??tg H{n'g ga é%zsgﬁkgob gtt\aafaé{g/\)g%/mponem of
s emapplidBontthataligivs detarstreamad from @teﬂ@iy skO@dr 15 Oto be displayed in a

artlcular r ot oc ocessor n 1153
P iR e BoP i 38 Feabron he AbrrloRe st oA minimal set of

| '}E%P@Ellﬁ Rhik €ale tha@%ﬁible RASHR ﬁjmtop&ﬁﬁwr(ﬂrecﬁk'v@l% a resource at
identification, digital signatures), a specitic call

t gatesgysenver 15G0b, and any network policy information

t hat h e UII‘ at traver APl 1 .
P:m%%col pgr;fllo%xea%n i Prl C} dtiol &]flﬁ “ijh%?%@gtg 338 a egmection
t avitte Paecioaged lat)b V@l@&@édﬁ%ﬁZOEC—rwsago% 03hi&d/ 10(121n1t1ates
5 pl uggabl e transgort ayer 110a, encrypted at HTTPS

| @@FHWHPP stack hgyigg o ggm)pnate protocol processor plug-in (i.e.,
115a), which is an appropriate type (i.e., “Type A™) for the desired resource (i.e.,

resource 120a). Client 100 then sends connection request message 130 to gateway
server 150 through communication stack 103. In particular, protocol processor plug-
in 115a prepares outgoing message 130 with authentication information (e.g., user
name and password, client identification, digital signatures), a specific call to resource
120b, and any network poliéy information that that might be required at traversal API
160. Protocol processor plug-in 115a then sends message 130 to be packaged at



and then sent over network 135. [037] Communi cati on
framework 107 then receives nessage 130, and perforns
wa b@7iosassi al unpacki ng and decrypting functi onBCT/B82006/031877
exanpl e, HTTPS | ayer 105b 12decrypts any SSL or TLS
5en I TMEL: opagc
ﬁﬁ% nessa gﬁfl?l%ér@hqggg etn&?lagea%gltfe engg%tl%(? é”aklsLS or S8L),
RP@beﬂiQ@d@nﬁg)lermm@él APl 160 can t hen exami ne

ti i on infornation 130, and
QoG | Bort Rt Bemeverk B Seaives e 130, and performs
r e%eﬁﬁﬁm ety S eTehl d%‘lrﬁr@gng'?uﬂcﬁbﬁé Y & ai 31§S.55 layer 105b
policies. In_ one i ntation in particu
gr Sefuyris pry SSE th"-%LSlGn@Eimgo ahd pipgeable awaspommlayer 110b unpacks the

di iat he access,. o i Ci i nt o..at

0 e SRERb B bR A G eRR L £ BPeuhitiney Tidversa K1 160 can
dethen Rikahing avtiehtiedtiod iffor@Rtiod 5 BedsHQ 1 AL And AefdBiBiear client 100
net work connection to server 150 in the first

i niSteahoszed fy the ’iﬁ‘éﬁéﬁﬁ?d:@na@@@@sbaw ¢refpinly gragulae acmem pdicies. In
wh t
688 B SR A V8 4G P o

al diffeesditibtingthe ateesa poliviesiato aIlGaIsuwﬂﬂhldep%nﬁEht%@@e%%etwork access
pol i e) . authori zation can be

C twor.k, or resour
e oPﬁl} éé& ‘get?fgualé'ﬁé?ﬂ@ﬂ%ﬂﬁ &ﬁ?ﬂtﬁﬁl Apberizsd te gppke darehveiponnection to
degd2d 50)%n AR fife nﬁﬁaﬁﬂé\é’ ra?d %qgéo%ceaﬁﬂéésg%g hg @Jz cfesi OHiGfe whether
adm ni strator, such or ‘exanpl e ng -
t rthdiclierd naauth@medrta ﬂueEe aocnpatisychaniss] mtlemtdqﬁgrsmgresource despite

I.ent.. he or the .like uaranti ne
¢ bt o h Stsate honmertinn §asly St ol Biphiss fptwork or resouree)
exanrzation cﬁﬁﬁé"&fn&ig@fé‘dQ§ deRBlohiaf$ nﬁhﬁb@rsof' d%ﬁglﬂgl%tlons desired by
[imtations on whether a user at client 100 1s part
20 of thg nnefWeror #ngéer gimwtlas/g@s@u@peadwmﬁraaprr etpgbs e d for2 xample,

caEEy ) SRk D BFGSRA 0L SRRk Dl EhSf o

'onllilz_;e (bxg a;ug:ranﬂpe feature dBEUcdd moredpPabElaRyt , |imt the
QS%L eneral _server connection tunnels to sone
m nSRBEr examples; ofpetwerk peress peligiay Fules dipalede limigations on

Ui WBShdr dsBLatdant F&T {s%‘aﬂ ot S bfithofi L& %r E’]? Qésgglg{ce?]g}qgh a requested

firewall, or even to limt access on
25 porsauran Alset i nbemonkeucms polstied tight hkso be ebmﬁ)gdrecamesﬁct certain

poI|C|es 30 be confi ured o U|re t he,.cl |g nt

chebet SRR IORE Y Bt OuBF G Bk g, 9k ipeumber of
15@meﬂaﬁ§e%er@oﬁﬁ&:ti%h%ﬂr@[s tb'sﬂﬁé ’ma%uﬁﬁfn rlemHe? Slﬁ"ﬁ& G&ess to a certain
access policies can be configured IiTmt the nuﬁ%

of SCBiSh hiectimen it Hendrl §611t=un ASITBSBEH) daehl(aﬂ Hbe @hewalb answen to limit

h CL& the. serve hr.ou
F B aiofpe ., spEPPRR e B B o Chul ARy Mol apocss poticies
30 r egight I6d condipartdas Seud/tE clEanaiticans “anattatd WeBdrt dbfecting to
gr oups of users just for a certain nunmber of hours in

t F8VEaY0-At | east in part since the network access
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configure pendentfy with'li n II'ze
adoei$ shepmimbbérest mnpmirmrﬁhaﬂﬂe@s wan r@sfoOtUe(Xﬁl(ﬂgh ahevasds has already
anc%élﬁ)ercterdet%o %re Csgrver rtTﬂr gght trh%t irewall), restrict all resources generally, and/or
35  restrict resources and/or connections even to certain groups of users just for a certain
number of hours in the day. At least in part since the network access policies and
resource access policies can be configured independently with individualized criteria,

access policies component 170 can provide a network and/or resource administrator
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of control offered by the independent criteria In
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cRREHAGP rHER ST Yool L 850 ST e BB & pegeific time.
t c0Bcoudse, Y RveldTighimslaiy b¥ €orltnoP6fftRY B (18 ind6se®P8nt criteria in the
[042] In any event, Figure 1A also shows that

c prkcard seponscs mogpskPalETes Pl peqess Palieh campengd 170 might be
soRigEESERk UGN UUIBRL o8 E 08 LECL SRS v o
i smaenfignistediveayeolkentinifaedess. | N particul ar, '

i mpl ement ati ons of the present .invention can further
Bt ide, | b e RYTrcEY {/gt?i%?eﬁhogvsptggts?oailr@wa_a%lﬂf%frﬁ%work 107
f %ﬁlws_am%ﬁmeggage,mo&e@%& K1y ARERRE oPGhd &ymofenfe‘%‘@}éé Ryith which,

conmuni cation framework 107 ensures that only thos
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features (e.q. .certain resource.versi .sets of .
o STt i R o Pt e P P S Ber B0 3 gnentioned
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f regmEmtsation Aramevyrly 197 onsiiras thet pulyrihosecdlicntsebat vge a minimum

32%’(3 ng%s%ﬂﬂzgg ok q‘gat@és QE.’gfncI cérpa(?n rgs%u}c%a\;eréigﬁs, Csje{se@ft protocols or
components, software patches, etc.) are allowed to connect to a given server resource.
[043] In alternative implementations, communication framework 107 simply ‘
turns off any features that are not supported by client 100, so that the client does not
try to communicate at some point with such unsupported features. For example,
developer of resource 120b may have provided a number of features or feature .

updates to this resource, which should not be accessed (or used) by client 100 (or ;
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needed. | n one inplenentation,” if 20 different

f edifferent fegwes e deaded (Le, cliatti18Ats ng0mdgted shougiyat ddes not have
&%ﬁl re 1re(éioﬁ tupe% lfct}a%g pomne Cecr:ttioaI 1 %Bs%ldvtef{ gsg%gagqe)sal API 160

onnec

AF&anleﬁﬁplyCdiﬁp S:hé'rpbrynedﬁ@p daﬂ%eﬂ‘cpﬁhlil%ﬁrbt BHessa@aNoS&M0seAd a message
errQr.message, or_can send a nessage pointing to a

neRIBINE OGCAEIGRF Ifvatien Bihprerrlientb0 san dewmloak the feeture. In other
f t t
eiﬁ{ﬁl’é'rﬁenta{tfbng éc;{gthi agnﬂgﬁt%ﬂéﬁ' a@&b@i@m&%ﬁ%&;ﬂﬁfgﬁ%\&(ﬁ%eﬁ7 simply

above, conmuni r anewor
oftin“rlsrm(ﬁfsthoyegaeww sever 460 falirésthtiulient 100does nbedlko supPort.
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Mt Be rSglicfCind @ght 20090 tauiti 2 R UEDA 't}?ee%gh&ted server-side

access the requeste server-sid resource
t rigsasFesa thenraversal &Bhldﬁecgmrbegm to transfethe chenectiom grdrn appropriate

t col procegssor in fo
G AR LA S BRSNSk ol Lt B e v
| doék atthé tigpée’t yﬁlesom)ée Ee&@%ﬁéﬁﬁ@té@l&b [AGtekQfIa 5 6urk® 120b requires a
deterg%ne If resource 120b requires a_ specific

priBEdEs Preipest %@WFS%IH}% i OF éﬂreﬁ@mﬁ@ééﬁ)}? tseparpohaibgoader class of
Palouftles @ mrgﬁﬂ ﬁgtﬁ%ﬁe qu owsOHaE grc‘otoc!oﬁ] p@&[egéo?ﬁg% in 115b is

Figure 1B's ot oco processor plu
| sassociated at least with resources 120b and 123, while protocol processor plug-in 117,

which is a “Type B” processor, is associated at least with resources 125 and 127.
Generally, this action of determining an appropriate protocol processor plug-in can be
done by reviewing the system registry, with which each protocol processor plug-in

will have registered at installation.
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and 127. 35 Generally, thidSaction of deternining an
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t UG omBE e b OB retBood lotreourge A rosotmce 1305). For
adliatiipty) %ﬂleﬁtemééhe&e&t@ %ulﬁﬁfé &ﬁnﬁ’é@%‘?%dcorﬁ%ctw binflSt with the
to create additional channels with the initia
r egiesesyrgetienueh éomtmlcatlp@:fl@mewrlq 2%)and Eam also request traversal
ex cre chann
FYAPA® oS AR AT N B R B Brveponing

t hrmeughmotsToihet chdnneR) fié @ﬂ%ﬂﬁéé@uﬂ&z as@Rcht&P il 8@ same protocol
re uest traversal APl 160 to provi de additi onal

RSREFQY Plugsingr Fesqurcstl R, suchhaetesouprl 1 2% esspemigimigmentations,
O%eﬁf 100064 s chaRRat c%?wﬁ %af 0Bk 165 ?cw&e%‘fii% anather protocol

&5 H{e
associ ated w t{):: lﬁe same protocol processor
f qqroc;mm@wglm@@ lﬁl)qimrmnirtemuﬂmﬁndﬁﬁg wikh Sl@dtﬁer resource (e.g.,

nt ati ons, ient 100 _.can al so_as
R nTR 40y GHoR SHARGRRY SRS RARTTOR? 91 Lot iopart through access

Prlied! cotBpdAeAC 836 OindPdrlUddhhidtRitien : toéf&é):orﬁﬂéir%@ nf7|5,:] Qor “tools

comruni cating w th anot her resource
arfpuwgBeit 1780nnect i on control is governed at |east in

p thro 8815 Bl G onent 170 and/ or

D ot U REE T3 B R R r s qRyGRgner of interfuces
c qapoaentond 7&" ord Of 8LorGeART, al tynfignefion APIW’O%SHEy Wi9,” and/or
can conprise any nunber of interfaces 30 (e.g.

({3 td y
on‘é"%?n%‘ia@so@d ewiel AAL):  Adgrnisgationt foots penponent 175 can also
" RBhipti¥e ARY 'scrifBIGAL tables, and related functions that can be accessed, for

example, by an administrator of gateway server 150. For example, a network
administrator that desires to affect a network policy for a certain protocol processor
plug-in, or to analyze the numbers of connections through communication framework
107, can open a user interface (not shown) provided by tools component 175.

[049] The network administrator can then monitor general Internet usage, make

changes to runtime state, shut down any umnelskbelonging to misbehaving users, limit
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accessed, for exanple, bylan adm nistrator of gateway
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pride es@ext dil @mirfunit RicATERSS AR 03 Sind%akitR Y éiﬁft’gﬂxleﬁ to provide
network policies for use with the protocol process

152k saeure-gnd mmdeaccessd@m@p@pe&wﬁhmtarfaembs@ung

th r ot oc ces
o088 ~" AR R8s Mg BRER P b B BEB7RT n trms o
adnethodst cahpiising tonel i thdie #¢l feehectinpliBhify repoHicslar @bsult. For
-featu ui_rements. Accordln ly, Figures 1A-1B
| 1R APIoa Pl g HEFates o domsbeiof 1cthasl om fhe perspective of client
SClMRHI &fev er%rleefofJ&%QtlﬁQa 85% Cﬁﬂ?g?ét ace:fh?&eu)r specific

cormunl cation framework 107, —an con
t aegpupnei thewugR @ fipewnlll The aste ofi Figura® mmmhs@lcbeam &dth respect to

re S inafirewall setting. [051]
I%ﬁ% ﬁ‘{\‘gﬁr g@%f t he present invention can also be
dges1i bedm ﬁaﬁl@lﬁlﬁis Fi’éure 'Iﬁ"llﬁﬁ?a’ies%ﬁ%’e%&ﬁo@ 'ﬂ%npfherﬂ%'is%ectlve of
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t &

ex:&ﬁiaﬂ @ingmrsés an pet] erding afcbmngstion requestrie tahgatksvay server.
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creating a’con ect
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Figure 2 are descrij bed _bel ow with respect to Figures

1 Far pﬁr@?}@*p iengl 0¢ xygtg?tht@ﬁ GoapReAtion stack d @B avith protocol processor

i i PHsaSint dHadr foRobE BTG P18 NELAR DBGREL iéleepgtfes and sends

message 130, which includes authentication information, as well as a request to access
resource 120b, and sends message 130 to gateway server 150.

[053] In addition, Figure 2 shows that the method from the perspective of

gateway server 150 comprises an act 210 of receiving a client request for a resource.

Act 210 includes receiving a client request for a client connection, wherein the client

request identifies a resource with which the client would like to conmect. For



client 100 conprises an act 200 of sending a
connection request to a gateway server. Act 200

w0 p@7Ask8s2 sendi ng a request for a connecti on aPCEUS2006/031877
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si IrpIeFligRRRS iptalied apimium; shot omecs mpge fepdigs. For qxpwple, Figure
auf A @R&WE alat, OlhonNfeREivRkl BEshse EHU, 'cBfimurdsifidndPamework 107 sends
meeting a mnimum st andard ts‘e.t% , appropriate user
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are identified fromclient 100. 15 [054] Thus, for

ex@npection Hegures thatarlient JNGvandt seater 1198 mutually stippar.tdreany other
p { f 0 ri
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or resource features requested by server 150. In particular, protocol processor plug-in

115a identifies its own feature information, or feature information for resource 120a,
35  or feature information for another software component or resource (not shown) at

client 100.

[056] In addition, Figure 2 illustrates that the method from the perspective of .

client 100 comprises an act 240 of sending a feature response to the gateway server.
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receiving a request for a n8ninumset of features.
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f oF regnestedesplissreversieniapresent.i ncl udi ng any ot her

re ces.0r _nesource features reguested. by server
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i PorAFREPQ Hctustes ilvptifving spotasal Broessprariegin based e auesarce type
(gt t|h§ q?&gizﬁggtrte%oa defe Eféml Q}?ahmc}gg 5@%&%&1}} agqi Ll %ﬁelgtfl:ttx/eg utggt protocol

2 1lTustr ne fromtne perspec
clprecassdrOflug-amm i 5ts s a &Type 1A 28020, HENdithe sané eAelisefound with
response to the _gateway server. WO 2007/032852
PCFPI98olRISFesS 11d 7% at gliers 1AGy andrasspeiated deith Kanenteryregource 120b at

suppfdedrfeaselr € response to the gateway server, the
suppor?gg f%ature response indicating the features
suPp8ir t ed Fignre A durtier dhustrateothat dreamphe] frémghe peryRcibovbgateway

| ek, B0 eSS B e ok Ol GrE ek e OMeSHoR g the protocol
S URBEsER DI A@t!ﬁ601i9Q1aud§sUR>?w%%%ﬁ§g%E cofndcBE gﬁﬁﬁﬂe client to the
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i Iiienifiedt rrstocplaprocesonplugdd. f Fanexanwlperssihovti ineFigure 1B, once

g LVEL c rises,an act 250 .of . .
AL AREA kAol ARE pstioL Bleffeor PEigeB o0 ggpropriate, and
| nthatAl¢ indS@hatiog prsleded Wegliant YOO iR apdodd 266 kvifhr &04r resource
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r 665 cROlicEo fragsesdp ARl 160apessemiconiml aBdhg degiteptril eepnnection to

t qﬁ&toe&ogrggegk?r PHEEPIEY. ey igg ug%ig% iirvi\nl.o?\ﬁ:"%ngﬁisﬁrllg a tunnel —

pl'ug-in, e sane typea un
prantlome! orpmorsestmntidlS avititin ¢he aminell O Metvesel @H®061 pEoeeksor 115a at

W t.h r ested resource 120p at %t evvag/ server 150,
[ cdigqt FkaRd Drotorl aFess? plierta USb: HgdHY AEYFoS0. Protocol
f rpERcke é)gf‘géﬁpﬁ%ta' A_liglt wat :ﬁl‘ﬁﬁ%oto%@lrﬁ&gées%ogq)tlﬁ%m’ﬁ | 5Pat gateway

an act 2 f forwarding the connection
prsetvge odn then comsymicaps digeckly .at Mt appBCationdhymte sf network stacks 103

for L,ng the.connection with.the client to the 20

| Aol M iR b e S bl o, as

si{o59] i n Fhey FegutB2 ORCehowsItBMEhS Methill frdB0hE PerbbdtiveSf client

that protocol processor plug-in 115b is appropriate,

ari§0 comprises an act 270 of connecting to a protocol processor plug-in at the gateway
server. Act 270 includes connecting to an application layer of a communication stack
at the gateway server, such that the client resource communicates data with a protocol
processor plug-in associated with the server resource. For example, now that protocol
processor plug-ins 115a-b are communicating directly through the firewall, and since
the connection is handed off in accordance with network policy, client 100 only gains

entry through the firewall sufficient to communicate with resource 120b. Thus, client

100 does not have unfettered acceés to éll resources behind the firewall.



that the information provided by client 100 is in
accordance with a particular resource access policy,

wao e@vesssl APl 160 passes control of the requeBCBUS2006/031877
connection to protocol prdgessor plug-in 115b.

' nel 5 1
5 gﬁg&gs‘r’s tﬁ%‘ ng ﬁg&% Hﬁg %?fre]ﬁt? L(*)OS pl % g al%l«%<I E% tn%gatzﬁ additional
prQhIimmdﬂ omme@ms tdl ths aamb resohﬂce o diffemridstpioet € ke resource, or

sor gat way  server  150. Protocol
t80 %roFeSB gf ﬂi‘f"t é@ﬁt ibo df i We‘.iLGB idgtifyr trengh) communication
prmk 1pfug-in 115b at gateway server can then
communi cate directly at the application |ayers-of
- ndPO¥r k shaewdinglia then doetli@ist hnlcbwghem:ttlcs diagnmes desckibed above
h I
10 %&5&5@ %n n&ro o ]rﬁrll;‘%’ﬁlt}ﬁ é’la%g’{eﬂﬁalal ?tf. @q?i% ri< 107 can provide

Fi*gure
PekeRees i @1@5 re@;bﬂu@éﬁ usidd® veR rdfiﬂ#fﬁ—ﬁ‘l@ ARGl flevel
connect | nfé to a_prot ocollqé)pr océetgsor ug-in gﬁe@hy evelopers. In

lar, sampamicaen fpapgewask| UH’eQrQYGiﬂS e@ tnum;bet mfaaccess policies
a ' n| ca

Z?é%@l B B, B0 A TOMRO A it PAAEEH, pocd o' sty protocol
C quoaessct gileg-ird aé\aaldpnhémt an@ ﬁmbhﬁﬁintatlbﬁ 0 0B ebmplell d-developer can
associ ated with the server resource. For exanple, now

15 ¢ papidpingersudpntadevslopasat af PisTieRg! iprRCeISPS lke-iy Beripts to implement
C QBB GalJuRS n{p'i'é?n
t hg&gonnect [ ongélcg%cgwm‘%] ? e |hn ac c‘%)ﬂrt dsglr%@keikv&%%%&é @&ﬁs, since
ndhasertkolpairé elygadyl mecn'poth% mrdomngmwumondt’dmgwdrh ri@dgRather, the
gj(e%fl rewal. | sufficient to cqmruni cat resource

oA 815 SPPL AP TI00 eSS TPt & it Pckgcet & client and a
aGERSS if tBe Ablelb %Ex%sang %Weﬁ@es’bﬂ?ceftb bE ‘é@éegsﬂfl\é@ver a firewall.
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20 pd@&dlous| Fingidalys k pelyorle pdminista®o cmagzvcb?é hatihg tat mdependently write
i niLi [ channel s. or connect.i ons .

< by R b oo S PORTe< bk GRESo e sich detsis pelicies can

Oralreddy bé Heund &s eier e@smbkiadtionl FeRbwadR) ahg Bhd el &o@lﬁ ed or

i de tl@f{/ t.hr ough _conmuni cat.i gn framework 107. -
A@Eg?l ﬁr‘é?‘%}edt helheetierigss adisrlewehe harcins Hermfprgmscan s1mphfy the
-d r.. Qf
ABEGIRES ARP ey REANGAGaR UTRCT, O U Sl it e
25 sppeciehiof maasgamare $o mm’bugt cm»rmmm@tmnd‘fan[ﬂwmgkl ns

d oped devel oper art|cul ar, conmuni cati.on
iiﬁlm.ﬁ’r kTﬁ%%mﬁwgmeg Lherﬂiﬁ%? Iy Pt TR CoIppriss aspecial purpose
( e towRdrkl- ﬁ\ﬁﬁosfee&ﬁﬁﬁlﬁ@r) inchi@R) Svari%ﬁg cbM Pﬁaf;cﬁva}@ais d&ssed in

be used to sinplify rotoco process ['ug-1n

dél‘/@letljrﬂﬁééﬁl bglew. | ﬂplr@rtmutaat ¢mhod1ﬁ@ntsewﬁhlpl @p S&ope of the present
an avoi d. i nd nden veIo
pr o\?eg{g%? alss 0%181;38 rCOB}p%er"r%a% (i’ dfg ﬁe?ﬁ ﬁ)avmg computer-
30 Speedutdble IBHOLHGE ACERSs %trﬁ&hfeﬁlsﬁﬁred Qnerteéh | RkR BfHputer-readable
speci fic diagnostic tools, since those tools are

aleSERAD becwy s riaiampdia dinteembe sacessad by arssnerekpurpase or special

e I e r ot
R?E%)eées 8{)19%1%8 ﬁﬁ/ %f tl@ aa%gln%? ﬁlgéﬁaﬁ‘,a&lcﬁ c%ﬁl%uter-readable
media can comprise RAM, ROM EEPROM, CD-ROM or other optical disk storage,

magnetic disk storage or other magnetic storage devices, or any other medium which
35 can be used to carry or store desired program code means in the form of computer-
executable instructions or data structures and which can be accessed by a general

purpose or special purpose computer.



server, if the devel oper intends any given resource to
be accessible over a firewall. 20 [061] -Simlarly, a

wedorosdssadm ni strator can avoid having to PCT/US2006/031877
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i ndependently wite new n@éwork connection access

POj06S1 €S ithdIR j lici

al irea]dy be foun Om’?ﬁels it%a%ﬁiﬁ%r%' g? |pg(r91‘ﬁ€r a?rgé\zroér %eg;oﬁlg or another
t hemnrpaicdtions opdringotied (@ithere hafivwetdgi watles. oThe combination of

fe@%#res discloaﬁg herein, therefore, can sinplify the
deVATEIed & WIFESSHER 660 mRPuEthe comPRtE PLoDelyiaks e Coppoction as a
Ce¢dnghulera¥i®@Ble ndWuAN! Fihuk heny %@cl?%o‘iﬂﬁ@ct% E@Wnienned a

to a robust communi cation %rarrework [062] T
enfsenuieTTeadable medivpe. es@cvmbmaummofother@pvc ahpuldsalsa be included

Sp@ﬁhﬁ%h@ n§g§§m3 ‘F%%%Fi% lgyégose conmput er incl udi ng

varl ous co 'scussed in greater

defos#] belCowiputed-cRadiititslel fkbructfhe @EpERE, Sfoi/\’eiaﬁilﬁle #i&ructions and
scope of the present invention also i ncl ude

c of A Pl Gl B genpral PAIPPET CQBPYSH RPCcéAl DvaRdsagomputer, or special

t {
COBAE OGN S S 08y O DA Yot
an&lt]am@hl mblwbjeedlmmttbh ats bedn b@cﬁbﬁhﬁs %dlghyg@slgﬁaffﬁf & structural
spec ur pose c : way o
E%eré angiea Rgihoslabical 3% it g%wglw%% é‘ﬁﬂ%%@lod?/té&‘d%l sibject matter
”E&Etﬁe&fi’r{‘t}féoéﬁkhéﬁ Eahs B % 1R RE sﬁé d g:"eatures or

opti cal disk storage, nagnetlc storage or
meagtre tiéscribeorbgye. dRatleestheopeaifiy fosthees aneldacusndﬁdmrﬂ)hd 3bove are

ca e used to.c ore.de rogram code
ao}l?lcgoﬁe Ay FEAnRiE r%?rf}% 3 {?fné“’i:‘ lngetilggfﬁlrg% e instructions
or[ogsit a Stl‘hé' ‘f)&éééﬁtslnasﬂmwﬂnﬁi?‘ be %%ﬁleﬁcl‘ﬁe&ﬁ&dsﬂéhfﬁ forms without
eneral rpose or special purpose conputer. WO

oPrtBg i HEFPI 20 GeveoBalgrhractzaistics| (B8] deapmped embodiments are
' ptB g)lr’?o 7 hhﬁ&eh $n taﬁq‘gsi)f ?ﬂé o %% 1%1%%’%{ gea%ti élO? ﬁCS%CQIVCV\DIKhe scope of

hathe\ihvandon vis,r tetfore, dndicated i hatdppend¥d clapidwith@diian by the
ht%el ess)_to.a, conputer, the_ conputer [}Jlroperl y Views
reggingedeserintions ALl ehawgen whichesom Mithire theymeantagignd range of

me&w s%;aalﬁyaf %o%%%%?lfldé%d (w%ﬁﬁﬂe@fsc%phé Above

uter-Teadabl e ne nati ons
shoul d al so be included 10 within the scope of
comput er -readabl e nedi a. [064] Conputer-executabl e
instructions conprise, for exanple, instructions and
data whi ch cause a general purpose conputer, special
pur pose conputer, or special purpose processing
device to performa certain function or group of
functions. Although the subject matter has been
descri bed in | anguage specific to structural 15
features and/ or nethodol ogical acts, it is to be
understood that the subject matter defined in the
appended clainms is not necessarily I|n1ted to the
specific features or



acts descri bed above. Rather, the specific features
and acts descri bed above are disclosed as exanple

w0 o00m®32852 | npl ementi ng the clains. [065] The pPE&RE#1006/031877
i nvention may be enbodi ed i2h ot her specific forns
wi t hout 20 departing fron1ibgAiﬁ§rit or essential.
characteristics. The described éribodi nents are to be
con®iedtaimd in all respects only as illustrative and
not. restrictive. The scope of  the invention_ is,

. t helr e/l 2 B3P WEY EUV I B COFterzse FREPrEReAt fis Whishifeslient computer
t Nkt dcb&sesl 1&BRIR Dt RS gﬁie%g%@rveﬁltﬂroﬁélgggﬁ%vm,'o ﬁ'ﬁ gateway

come within the neani ng and range of equTval ency

t heergéraipneviding eppliseti@ntlayare dondettions threugh scojrewal®5 a method
V\DCZOOY/.OSﬁgSZ Pg:r/ US2006/ 031877 21 CLAIMS W claim

1. %{m%sné% \ﬁﬁgﬁo'erver in a conputerized environnent

in which a client, conputer, systen%raccesses a resource

at the gat endy°EERE @rCOPRFGGYACHIF, Feea ‘Fl%enf: Iehegein digonnection
server %l&’ﬁ’ésfjidelgcii?é% %‘ re&ideQpit) ¥Rh tﬁ@&(f:bt%g Wg?f_&sliﬁe'}[) QEct,

a firewal ', a netho conprising the a

receiving a ¢ I : |ent er ek .
the connectio &?“g{&j& ggat E(lﬁglggﬁnf i%tg ngrcgéllgﬁtr%c%etw he if'the client
whi ch t Hes d@istadlet] awninimuth iskteo flone opmoecteaturagtiar ant i ni ng

a connection with the client to determne if the

client has irgémifyiagd afprotodbIbidt&tér sihg MM Baset 4 Sesource type of
features; identifying a protocol processor plug-in

based oﬁh%iqeé’é,%‘iﬁf@@m%@n@f the identified resource;
and forwarding the connection with the client to the
i dentified prierveeding the coetestion mhilhgthe reliegt toTthe idettified protocol

as recit [ k iom 1, further conprising
aut hent ipgg els%é% "zlient based on authentication

i nf.ormati on ovided . i.n the cljent request conpared .
i O o POnBh g S i el T crBter combriape At hdodne the clien
I eBask@ dn lafitheht@dafbr infbiidtRE pr&QaRS inTh8lidh redabst c@fnpared with one
identifying the one or nore access policies froma

cofiiipfecigesss olivighewor k i nstall ed at the gateway
server. 4. The net hod_as recited in claiml1, wherein
f ordwaridiergethbd as oovited i ohim &, fimther icdeprisinged ot of ddeatifying the

g(r)ﬁl%i? %}S on(r}?ﬁlag&éésnpgl?m sr Ifr%rens aagon%cr:l{migzlticﬁ)lr \éhq%lwrc])%( installed at the

gateway server.

4. The method as recited in claim 1, wherein forwarding the connection to the
identified protocol processor plug-in comprises an act of providing control of a

channel of a connection tunnel to the protocol processor plug-in at the server.
5. The method as recited in claim 4, further comprising the acts of:

receiving a different connection request for a different resource from

the client; and

establishing a different connection channel between the client and the

different resource through the same connection tunnel.

6. The method as recited in claim 4, further comprising an act of receiving a

different connection request for the resource, such that multiple connections have



channel of a connection tunnel to the protocol
processor plug-in at the server. 5. The nethod as
wo e@7ogassin claim4, further conprising the acPGI/u§2006/031877
receiving a different conné2tion request for a
di k& [ ' . est [ sl
@ O E el B R Rt Tt s o (e Etht U ome or
t hanoreldiffesend gliente sutgideof therfoaghllt he sane connecti on
tunnel. 6. The nethod as recited in claim4, further

conpr i Ehewpethod as teoiitd irecleiny 6, firther @infprRir@tn £06NHGVIdAY control
reﬁﬁes%. fE@or the r sou%%e such that nultiple o _
cothdctiflsrat i¢hemnehds Sbp depBhet pratesnl peoesenadas iy withothe client

beenidRAHS afrfTerlt QobilRtisRRubgSoUr ce fromany of the
client,” or the client and one or nore different

clignt ' . .l e L. 7. The nmet ho

r ec?'t e %E%Fgl%np% ftwglr({lé]l{élr%ef icgmﬁslgg%beﬁcgl%ﬁ

providing contral..of .a different channel to the )

i dentified prd lg[l:f ngpﬁ%reeaswug’ﬂ' JGETSH RAUER sefiesdhptethe different
maki ng tdmneﬁtfohqe@mgt@%@ 'ﬁgﬂg;g&guest. 8. The net hod

as recited in claim®6, further conprising the acts of:

i dentifying fdmim 188 HMUAE cAfeliich RQhdsey Setting that

the different Cofnection request 1S’ I nappropriate;

andy d j e di.ff t ' request. 9...The .
met’hod as H%ggat %% rl&ﬁﬁgleigi %&@{‘ %e\hhc‘;éll}eglaﬁ @%eacg?:sé e %hcy comptises a
pohetespric acness pafcyafor detemminingacietiss thotli@y if Mithorized to connect to
det.erm ni ng whether the client_is authorized to

c oSV e ind; 4 EesQuFg accessprlicy fop defgrmaiaingowhatherdhe clignt is access

. T ofo deitehRhmiy witiehdRbudsha rﬁédu%bttgfoﬁlgﬂ%es%lsver tc@nneé:ﬁon.

create a channel with the requeste source throu

th I:QR.: . T . eci;ted jn .
B i L TR —
anan ifiicativn dimitingiatéesg bptwedinbio theaesduk@nduring 4 tie of day, and

resource_duri.ng a tinme of day, and_ wherejn the

di ngﬁﬁ%@e gb‘gﬁ‘?{g@ﬁ%ﬁe%@a FROEStisowtide pHkie dme ofedayi e of

day. 11. The nethod as recited in claim8, wherein the
acdds s Bsanethed g recilsd i 6leniss dhereim theneficesstpadiey setting comprises
it ACCESS: Ry ‘hents: ; rce at_ a.

spas i PEBEERRRY0S 1) WEDbIP b 0 ERSRE R o bnsfif port of @
whessairoe sdreerdhehielr fitewatinwaeatincthe defras icon@stion k&quast requests a
connection to the resource the specific port of the

¢ cCFPT g Rutesouyree atfﬁ%sn?& PP therssowWEe PVt ai m 8,

wherein the-access, policy setting is a network access
~ pollcyhermagthed as kesited o qhimu wheree ghernseess prliey paitingis a network

U NE QUGN JilG it TRV the Almb&Sor SRLEIBY 18NS hrou tfi?}%nﬁ%%tall at the

the different connection request requires cre
a gateway server, such that the different connection request requires creation of a new

connection tunnel that exceeds the limit.

13. The method as recited in claim 8, wherein the access policy setting requires that
the client request be made by a client having a smartcard, wherein the different

connection request indicates that the client does not have the smartcard.

14. The method as recited in claim 8, wherein the access policy setting limits access
to the same resource to a permitted class of users, wherein the different connection

request originates from a different user that is not a member of the permitted class of

users.



connection tunnel that exceeds the limt. 13. The

method as recited in claim8, wherein the access
wW@eio70%28SEtting requires that the client requesr/UR®06/031877

made by a client having a gartcard, wherein the

di ffgr : i west indi cat . the .. .

cl i b i AR EORBHICE By G 478 ot AR SndidBnchl F pigh the i
r eefacewts iaresduacenthBughhe saewayt feevardirewsll,nit icatewaglstivBBproviding
limts access to the same resource to a permtted

cl 4ERlic °%§8?%?°%%P@§ Shtpweh aifHepel chediodromTising the acts of
request originates froma different user that is not a
menber of t heCH&ngia teguest fersk comectionepisa gyt@way server, wherein the
2007/ 03 . client : .
conput e fx@i@eg fgr%llhjﬁgsgggjggn%% ? %‘r&llrzc é 30 cjac ?{1/1?}&% r@rtehn Oregpendips client
the cli emtour@;cesses a resource through a gat eway

server firewall, the gateway server providing

appl i cation |@y&ving @I8Qeki RRE thdEsedy frfdrTeMRIdininfm set of one
met hod conprising the acts of. sending a request for a
connect i BAe featyss sippgriedby e clighier ei n the  request
identifies a server resource to connect with a :

cor r espondi ngeading atfeatprsgespouss; torthe gitewagsaverethededture response

fromth ser for 1 i pum set of .one or

nore f eg{l%?getgn\@%%ﬁg r#gée Besgu?ﬁ%cfn%qt iogﬁfl? OF if fgftuges are supported
f eat ur e byapohar; 4nd t he gateway server, the feature
response indicating which of the requested set of one

or nore feat WoRledling t8 URPHPLISHiontMydrsT £bb8uni@A8n stack at the
connecting to an application |ayer  of a conmuni cation

stack atgateRay spavawaychs dhaydhe cligathresplarce tdopmpiriient¢s data with a

' d ith a . I
or o 1 n 5SSOI R ERI s el Eicp s BT

met as recited in claim15, fuyrther conprising an .
actll%g?n@e ﬁjr?& asaﬂ?cﬁtgﬁtlincg]ﬁnbdsi’ FatFBRIISRE [fn; ¢ of sending
r egkiB&tichidn liiRHAAGE CWitR Nihe WRRMBIN 8N he connection, wherein the
authentjication information includes an indication that
t hautbentisptiorniabormatipm incdurdes an irdicatipie thak theadienishas ecintagidard.
in claim15, wherein connecting to an application
| ayldr Theunethed as vavjied swslairhd Sawherenf commsttaty fosdn mgpliaation layer
co nzl%tion t unpel fhrpugh the firewall of the gateway

T CYORTRES ﬂ“ﬁﬁlc Scoéti on | ayer; and establishing a
connecti on chang

request ed reSS@

server at the application layer; and

el.. within the connection tunnel to the
lshing a connection tunnel through the firewall of the gateway

establishing a connection channel within the connection tunnel to the

requested resource.
18. The method as recited in claim 15, further comprising the acts of:

sending a different connection request for the resource to the gateway

server; and

communicating with the protocol processor plug-in through a
different channel that is different from a channel created from the request for

the connection at a gateway server.

19. The method as recited in claim 15, further comprising the acts of:



18. The nmethod as recited in claim15, further
conprising the acts of. sending a different connection

w0 e@ae3asst or the resource to the gateway servBCT/US2006/031877
conmuni cating with the protécol processor plug-in
through a di rent I s different fr.om
channel cr eat%g&l?i go%n ?ﬁ%pérﬁgqcl?ég?&]fogr re%th%et f:ogn%eg’tffésw resource
at a gataseyatedwithithe gidtocohproossshrgdugin; aedi t ed. i n
claim15, further conprising the acts of WD

2007/ 032852 RéohiriGdOARc034B 7 the Aifes@ilOicBBlrde Ghidu@h ek protocol
connection request for a different resource

associ atBACHFUPIeEE, sheh b fhepratosekpipegsserghligrin Aalles multiple

conmmuni ¢ : 3

o1 ot ocor RO Bt h e Bhor EREHRFRIE NG SR ¥ satoway

processageryrug-in handles multiple - connection

channel s between the client and nultiple resources at

t he2(QyaAexgytewas kateér. in20confut@izga eBVieohnsdit e which @client computer

conput erized environnent in which a client conputer

sy SYSP ACedsese’ 1efopEs ot rthe satewal scryst diwaysts erfizswall, the gateway

t he, £ L, Vi

 DSQYBInifd KORhle ok OF, BALENRY col PP BYL0R, Bhpertxt canter

hy perto@i flayter &8 fcommmi@ition dtamemoek, 4 computanpiogi@abiodict having

franework, a ¢ ut er program product havi ng

c oRPIPUFE BXCL PP IGHBES SOt o0p P6teaD Jhal VIR e erledh geuse one or

WNEbr&¥RE et tRALS GV ANGr Y t SiuPd RicfRE SoniBlisi ing:

fqalt le\ﬁlag ser ve? to per%gr m a cl)'rg‘_tgﬁo clglrrglr%lasi?%1 hfq’llqwlg%he following:

ol lowi ng: r Vs ; e r .

client, wher gt pe s SRRGARATLARD £ 08 i elenl \HBn the connection

r esour ceequashidedtifids atrheuede weith wihizhlthe tlidee woaldoliicene @binect;

quarantining a connection with the client to determne

i f the cli entquagstihingt Bbde@ciormivithniecsieht 1f dBenis if the client
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