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Undesired rogue software is a nuisance and security threat. As computer

systems and other information devices become even more interconnected with
modern day networking technology and the Internet, the danger from rogue
software has magnified considerably. Instead of being programmed to do

20 damage once, today's rogue software can continue to receive commands and
| do the bidding of an unauthorized intruder for an extended period of time,

effectively giving the creator of the rogue software continuous illegal access to a

computer system.

25 One example of rogue software is the so-called trojan horse. Such software
may be installed by innocent users unknowingly (whether via social engineering
or otherwise) or it may be installed by an attacker when a system has been
broken into. These trojan horses are back doors which allow an attacker to

reconnect back into the compromised system and illegally access files and

30 make unaufhorized changes.

A trojan horse typically consists of new software and has new functionality. It is
installed on a compromised system and disguised to look like original system

software whenever necessary, so as to avoid detection. Sometimes, the trojan
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file. More importantly, the only rogue software types that can be detected are
the ones that the anti-virus vendors know about. If the rogue software is, as an
example, a custom trojan horse built by an expert professional hacker for
20 penetrating a specific target, none of the anti-virus vendors will know about it.
Therefore none of the anti-virus tools will be looking for it and the attacker and

their trojan horse will exist completely undetected.

A more recent incremental innovation with this technology involves smarter
25 scanning engines. Aside from looking for signatures of known rogue software,
they are also able to look for software code that appears to be doing unusual
things. This allows the scanning engine to detect additional rogue software that
may not be known and whose signatures may not be in the database. However,
this approach also has limitations. Trojan horses can be encrypted or
30 compressed using special proprietary algorithms or encryption keying material.
The rogue software is shipped in an encrypted and/or compressed format
where it appears to be gibberish to a scanner. This rogue software is then
decompressed or decrypted upon execution on the victim's computer system. A

single trojan horse can thus be encrypted or compressed into thousands of
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Another approach for detecting rogue software is to ensure that a system'’s files
have not been altered, rather than looking for signatures of rogue software. If a
system has no added files and all files remain unchanged from their original,
unaltered state, it is clear that no rogue software is present on the system.

20 '
Academic work at Purdue University by Gene Kim and Gene Spafford resulted
in a product called Tripwire which is now commercially sold. The product
requires users to generate a database containing fingerprints of files on a
system when the system is freshly loaded and in a pristine state. Subsequently,

25 fingerprints can be recalculated and compared with the database of original

pristine fingerprints and detect changes which have been made to the computer

system.

This technology requires users to generate a database of ﬁngerpri'nts of a
30 system's files while it is still pristine and free from alteration. This is not always
feasible because many systems would already have been placed on public
networks and exposed to risk for some time (often years). Since changes can

be detected only by calculating new fingerprints and comparing them with the
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This is often a time-consuming and costly exercise.
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Summary Of The Invention

Therefore it is an object of the present invention to provide a more reliable and
effective method of identifying rogue software on a computer system or device,
20 especially rogue software with unknown signatures or characteristics. The
invention is preferably usable on systems or devices that have already been
exposed to risk of intrusion by rogue software, and in cases where no
fingerprints for the files on the system were calculated or archived when the
system or device was known to be in a pristine state.
25
According to a first aspect of the invention, there is provided a method for
detecting rogue software including the steps of.
(a) - creating a first database containing pre-calculated fingerprints for each
file relating to typical operating systems and application software, wherein the
30 pre-calculated fingerprints are calculated using one or more cryptographic
formulae;
(b) using the one or more cryptographic formulae to calculate fingerprints of

files on a computer system which is to be scanned for rogue software;



(a) - creating a first database containing pre-calculated fingerprints for
each file relating to typical operating systens and application software,
wher ei n twe 02/332pr e- cal cul ated fingerprints are cal cul at eBCTISGogoeTse Or
more cryptographic formulae; (b) usinggthe one or nore cryptographic
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t he fi nger gatabtase. havi ng been cal cul at ed using one or nore cryptographic
formul ae; (b) a software conmponent which uses one or nore cryptographic

formulae to 15 calculate fingerprints for files on a conputer system and
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The Draw ngs 25 The inventipn will now ' - ter detail by
ref erence Navingedegn 8&!{:\'\'@&9%?'89 Ao 'Hﬁ?%ggﬁ]gﬁargﬁglfz éagrﬁﬁlt%%é i nvention. It
is to be upger st0Qshtware component which uses one or more cryptographic formulae to

15  calculate fingerprints for files on a computer system; and
(c) a software component which compares the calculated fingerprints for the
files on theAcomputer system with corresponding pre-calculated fingerprints
stored in the first database, such that files on the computer system which may
contain rogue software are identified by identifying files the calculated
20 fingerprints of which do not correspond to the pre-calculated fingerprints which

are stored in the first database.
Brief Description Of The Drawings

25 The invention will now be described in greater detail by reference to the
drawings which show an example form of the invention. It is to be understood
that the particularity of the drawings does not supersede the generality of the

foregoing description of the invention.

30 Figure 1 is a schematic representation of a client portion and server portion of a

security system on a Redhat Linux platform connected via a network according

to a preferred embodiment of the present invention.



that the particularity of the drawi ngs does not supersede the generality of
the foregoing description of the invention. 30 Figure 1 is a schematic
representvednosssed a client portion and server portion of BCT/SEemRi3ly system
on a Redhat Linux platformconnected viga network according to a
preferred enbodi nent of the present invention. WO 02/33525 PCT/ S@1/00213
-6 Figure Eigureusiliustratesaa muore ditbided detadfiow diagramirelatingiia theaschgmeatict he
schematic represent ati%n of gi gure 1. Detailed Description O A Preferred
Enbodi ment regresRBtatitletige & Figure 1 is a schematic representation of a
client portion and server portion of a security systemon a Redhat Linux
pl atform connected via a network 10 according to a preferred enbodi nent of
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dat abase of acceptable file fingerprints 10 16. Comruni cati on between the
client A2 and server 14 may be via the Internet 18, using the TCP/IP
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" replaced can be fingerprinted and profiled. These new fingerprints, the file
location of each file added or replaced, and other information, can then be
stored in the database of acceptable file fingerprints 16. An alternative method
that eradicates the need for software installation on a test system involves the

20 use of a custom developed program that understands the RPM (Redhat
Package Manager) format of software packages on the Redhat Linux CD. By
examining each RPM software package's installation instructions, the program
determines the file location and calculates the fingerprints of each file to be
installed. This information and other information is then stored in the database

25 of acceptable file fingerprints 16.

The fingerprints are preferably calculated using one or more cryptographic
formulae. In the preferred embodiment, such cryptographic formulae may
include hash functions to generate haéh values for each file, or asymmetric
30 cryptographic functions to generate digital signatures for each file. The original
version of the files as well as patches, updates/upgrades of all types of
operating system or application software should be fingerprinted. System
performance and reliability will improve as more operating system and

application software is fingerprinted and archived.



The fingerprints are preferably cal cul ated using one or nore cryptographic
formulae. In the preferred enbodi nent, such cryptographic formul ae nmay

i ncl ude e@h2/8asexti ons to generate hash val ues for each fPEESGoOVotasynmetric
30 cryptographic functions to generate_%Lgital signatures for each file.
The original version of the files as well as patches, updates/upgr.ades of
all types of operating systemor application software should be
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syst em has 2, ggmbﬁg_el y traversed, the client software nmakes a secure
TCP/ 1P connectioff via the Internet 18 to the server conponent on the
server}5which wusually resides on prem ses renote fromthe client

component . 'IJl;'%\Agy\/s%m'sE Qﬁent component is installed on the client 12 that requires file
intégrity protection. During the first time the client component is executed, the

client software recurses through the file system and calculates and stores the
cryptographic hash of every single file on the system. When the file system has

20 been completely traversed, the client software makes a secure TCP/IP
connection via the |nternét 18 to the server component on the server, which

usually resides on premises remote from the client component. However, the

client component need not be physically located remote from the server

component.

25
For security purposes, it is preferable that bi-directional authentication takes

place between the client component and the server component before any
further communication and this can be done with SSL (Secure Socket Layer) or
TLS (Transport Layer Security). In a nutshell, the server presents its digital
30 certificate to the client software and the client uses its hardwired CA (Certificate
Authority) public credentials to verify the CA signature on the server's certificate.
If the signature is authentic and the server's address matches the machine
which the certificate was issued to, the client can be certain that the server is

who it claims to be. Subsequently, the same thing happens in the reverse
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client whi ghrigli€operding systummabeadsipplieatidrey do not represent authentic
software fromthe vendor. There are 3 possible results. for each file:

A report is then generated on the fly and returned to the client 12. This report
lists the files on the client which are possibly unsafe since they do not represent
authentic software from the vendor. There are 3 possible results.for each file:
(a) the hash result matches so the given file on the client is definitely
20 authentic;
(b) the database of acceptable fingerprints 16 has no information on such a
file in the database and it is uncertain if the file is authentic;
(c) the hash result does not match the fingerprint in the database of
acceptable fingerprints 16 and the file is suspicious.
25
Armed with this report, the systems administrator for the client server 12 can
then verify each of the files in categories (b) and (c). Outcomes in categories (b)
and (c) are typicélly from files that are part of an internal customer specific
application that the database 16 will not contain. If the administrator verifies the
30 hash with the owners of the application, the authenticity of the file can be
determined. This should be done for all questionable files in the report so that a
client system can be certified as 100% authentic. If some of the questionable

files cannot be resolved via these means, it is likely that they have been



(a) the hash result matches so the given file on the client i I ni

20 authentic; (b) the database of acceptable fingerprints 16 ﬁageagnltely

i nformat ivodopsssssich a file in the database and it is unceer/aGow/iokix he file
is authentic; (c) the hash result does got match the fingerprint in the

dat abase of acceptable fingerprints 16%and the file is suspicious. 25
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internal customer specific application that the database 16 will not
contain. If the adm nistrator verifies the 30 hash wwth the owners of the
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15 done, file location, time stamps, platform information, user.preferences and

other parameters can also be taken into consideration.

The system should be continuously updated with new fingerprint information in
the database of acceptable file fingerprints 16 as new software and updates
20 become available. The system thus provides pristine fingerprint information that
is made available to the file integrity checking software installed on a client's
computer system. Instead of identifying bad files, the system therefore ensures
that the data is good. Instead of requiring users to have generated a fingerprint
_database some time back, the system provides pre-calculated fingerprints and
25 greatly reduces the barriers to adoption of this important file integrity

technology.

In addition to the above, the system may also store fingerprints of various
customers' files in a separate database (not shown in Figure 1) so that the

30 system can provide heuristic, statistically based best effort guesses on whether

a certain fingerprint is acceptable for a given file.

In the above‘example, in the event of a questionable outcome (categories (b)

and (c)) where the system does not have pre-calculated hash information on a



ot her paraneters can al so be taken into consideration. The system should be
continuously updated with new fingerprint information in the database of
accept ablveod2/6325 i ngerprints 16 as new software and updat BET/S@01/iwetONe
avail abl e. The system thus provides pri1s(ii ne fingerprint information that
I's made available to the file integrity'Checking software installed on a
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therefore ensures that the data is good. Instead of requiring users to
have generwhethex 4 ifilejds mafmtThnaamu&wr\sbﬁepnowwdbat@CC@ﬁ@ngyfgeeﬁ@Wﬁ/i des

pre-cal cul ated fingerprints. and 25 _gr ' i
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by accessing thg,sg¢QRd database (not shown in Figure 1) which contains
hashes that the custoner's admnistrators have confirmed to be acceptable.
For exdnpl e, 2)f othee systeresnirbtiupelientstclasmwhigiohavevsuchear filg do net HJYR as

"/usr/bin/ nyspegi al ptparant . shauld have a hash result of "xyz", it can

informthe adm ﬁ?%ﬂ Bgt’g’rz S%@eﬁtés'(? SH&PHO it  one of the following: 1) no

ot her systen®)i BiHr@ystdngdlin theCtiR®¥'s iy WHith itavid $ctsa fileihbeatthe istyne s

uncertain; 10 2% other systems in the client's class which have such a file
a

do not have a g obtxyzx $9 the fle inereballyisgfuspi ci ous; 3) other systems in
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the file is proba
15 administrators have a best guess of where they stand before engaging in

manual verification as described above.

As the client base grows, this information will allow the system to make
increasingly improved guesses. The system can render an opinion along the
20 lines of "10,000 other customers have this file and 9,985 of them have the same
fingerprint, so youf file is probably safe" - perhaps a common application whose
fingerprint that does not already exist in the first database 16. Such information,
while not substantive, allows users to zoom into more critical anomalies on their
systems sooner. For example, consider this other response: "10,000 other
25 customers have this file and no one has the same fingerprint as you. Worse yet,
all these 10,000 customers have the same fingerprint so your file is most
probably unsafe." The system can thus provide a percentage or quantifiable risk

rating in either a numeric fashion or with the use of colours.

30 From the client's point of view, the advantage is that even systems currently
deployed in risky public network environments can be easily reliably scanned
and put onto a file integrity protection regime without re-installation to assure a
pristine state and with significantly reduced downtime. As customers apply

upgrades to their systems,’the system will similarly be able to verify that new



This information can also be provided with a percentage figure so that 15
adm ni strators have a best guess of where they stand before engaging in
manual veveHr/sHes on as described above. As the client ' bre®Sgowms13 this
information will allow the systemto makeg _increasingly | nproved guesses.
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16. Conversely, the Systemcan be programed to warn the user

updat e cont@nig tegfamﬁf@qdh@lamt%m geesy alhsuchhehpages agdam@ﬁélﬁﬁtl@ns 5’5W1| | e
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of the present |nvention may be made without departing fromthe .invention

inits broader aspects As such, the scope of the invention should not -be

limted by e



10 the particul ar enbodi mrent and specific construction described herein but
should be defined by the appended clainms and equi val ents thereof.

Accordi ngv@02/8332s aimin the appended clains is to cover BCT/Sewkdv2thanges
and nodifications as fall within the spjrit and scope of the invention. WO
02/ 33525 PCT/ SG01/00213 -12- Cains: 1.7 A nethod of detecting rogue
software i@glmgi ng the steps of: (a) creating a first database containing
pre-cal cul ated fingerprints for each 5 file relating to typical operating
systens and application software, wherein the pre-calculated fingerprints

are cal cul ated nsiD@oNG d:ért?é’fmgero@[lé@dﬁWa?éhhcﬂudﬁwgrthb|s&§p's éH) using the one

or nore cryptographic formulae™to~calculate fingerprints of files on a
conput er syt encrelating a sirstoddtebasmenstainiog pregericyatad HRESrPIDLY & %aibari ng

the fi i nt | cul ated for.the fil ith th
1 nger B e ralatiod te Bkt Rering Syt aod AT SRR flarsXaherting | te
fingerprings: £t Hrderbiets! dlec zatbuldtbe osigubae sy shera \whypthgrephic

e,
cont ai n rogue soFtvvare%y identifying files the calculated fingerprints of
whi ch . dofonmulaet5 correspond to the pre-cal culated fingerprints which are

The furt nelPlet choiBR thERIRAD! s CryriedEpiRt CRERME ] Pabfafs Andbrbrirte orcl o

a questi ona | es oOn
conput er Siiak M & ebmilitehsyishemartichisatoeioe seanédferpguasseftdareiot correspond

to pre-calculated fi i nt tored in t fd t abasg. 3, hod
accor dihg (@ ol sompninan B RGeTRITES yeAlbgPIEh te! AbPniEacolodte Gombgt "
pre-cal cul gidigfh Rln! thaORhGEbARE WhichNar! Boffaiferlin the irst!databasiatimee and

in 25 the ion o ngerprints for files on the conputer system
use one orcaukted fisefpuints;i ons to generate hash values for each file. 4. A

met hod according to_claim1l, wherein cr i i she
pre- cal cul &b on%@ﬁ"? “ﬂ%eﬁﬁ?i ﬂ?st(i;\ﬁhi<:(c,?f:r'r)a¢(§rt gﬁ%’re ﬁﬁiﬁﬁf&#ﬁggté %52 and
in software by identifying files the calculated fingerprints of which do not

15 correspond to the pre-calculated fingerprints which are stored in the first

database.

2. A method according to claim 1 including the further step of generating a
list of questionable files on the computer system for which the calculated

20 fingerprints do not correspond to pre-calculated fingerprints stored in the first

database.

3. A method according to claim 1, wherein the cryptographic formulae used
in the pre-calculation of fingerprints which are stored in the first database and in
25 the calculation of fingerprints for files on the computer system, use one or more

hash functions to generate hash values for each file.

4, A method according to claim 1, wherein cryptographic formulae used in
the pre-calculation of fingerprints which are stored in the first database and in
30 the calculation of fingerprints for files on the computer system, use one or more

asymmetric cryptographic functions to generate digital signatures for each file.



30 the calculation of fingerprints for files on the conputer system use
one or nore asymetric cryptographic functions to generate digital

si gnat ur asobws3sech file. WO 02/ 33525 PCT/ SGO1/ 00213 - 13P6T1/SG0mmkisod
according to claim2 wherein.questionalpge files are considered by a system

adm ni strator and may be marked by the system adm nistrator as tabl e.
5 6. A netsod akawtdodgccordingiaclinmevberein HHeﬁ"?{?@j%E'ﬁ%?t%’eﬁﬂ”S%eC’ga

guestionable files i.ch,are SAE adrpinistttor ase
stored inby §e°»tY§L?J" %'3&5’?@9’ %—?&Mgﬁgﬁaﬁggo@éﬁﬂ o claim6 which
i ncludes the siafleof calculating the 10 probability that a questionable

file has been corrupted by rogue software, by conparing its fingerprint
with fingerprints for simlar files that have previously been accepted by

t he system adm pi strator . t.Qr ' fin dhRsfor gustidnaklkehod
accordrng to cl irﬂ?t9°§h%9cg?ﬂn§ﬁ§ éi%sr,dt grﬁ?’gﬁfgﬁ sﬁ?i stical? 15

i nformat | \cmeé wﬂeﬁim:ac{o@%mémymmebwstmm admipustratpnece istoreReinsa RrPnd
dat abase Ich represent files wth the sanme characteristics as the
quest i onaldatabgés@; (b) the nunber of fingerprints in the second database
which are identical to the fingerprint of the questionable file; 20 (c)
the nunber of fingerprints in the second database which are differept to

the fingerprintAchethod apsesdingrialsiaint 6 mhiclhinchudast thestar & CaIHPIY K1 m 5
wherein files that are not accept juesé sthlard, 10.
A et H8d arebagilily thy %|%eﬁﬁ8n§ﬁ8?@%ﬁ‘ﬁ§eg'§ g)%Iro ?%jda?) ullrogtui@ng fi nger%lrsi nts
for files &nbgﬁngqmq&rpﬁﬁﬁmm frgbrphietsstoe sirflarc Giepathah fiav e igevpushit s on
the conmputer systemwth correspondi nh re- cal cul at fieggﬁ&%r'ggésestored
on the fibee¢n daceptaddythe %t%i&ﬁ’ﬁ?l@ﬁ%&&“ﬂﬁ??&%?ﬁ%&t er sysﬁ'em and
wherein 30 verification of questionable files takes place before

fingerprints fromthe conputer systemare added to the sec,gnd (g tz%ba e
8. A method according to claim 7 wherein the system provides stalls ica

15 information regarding: . ' ' ,
(@) the number of fingerprints in the second database which represent files

with the same characteristics as the questionable file;
(b)  the number of fingerprints in the second database which are identical to
the fingerprint of the questionable file;

20 (c) the number of fingerprints in the second database which are different to

the fingerprint of the questionable file.

9. A method according to claim 5 wherein files that are not acceptable are

replaced or reinstalled.

25
10. A method according to claim 6 wherein the step of calculating fingerprints

for files on the computer system and the step of comparing fingerprints on the
computer system with corresponding pre-calculated fingerprints stored on the
first database are both implemented by the computer system and wherein
30 verification of questionable files takes place before fingerprints from the

computer system are added to the second database.

11. A method according to claim 10 wherein the computér system is

physically remote from the first database and communication between the



11. A method according to claim 10 wherein the conputer systemis
physically renote fromthe first database and communi cati on between the WO
02/ 33525 WRe0z/830a/ 00213  -14 computer system and the firspcraGeb@sss t akes
pl ace over a network such as the Intqngt. 12. A nethod according to any
one of clains 6 to 8 wherein the step of 5 calculating fingerprints for

the files Qinpiners9s@p ahd IS fitsndasabane! tekes peabeoyvertzhae sush as€em and
the step of conparing the fingerprints which represent files on the client

syst em wi tinteroet.espondi ng pre-cal cul ated fingerprints stored in the

dat abase is inplenented by a server, and wherein verification of
qguestionable files takes place between the conputer system and the seyver
10 before {he carmesandcogrdinggeranyi ans ofralaimsaBstoe Br whergin ihendepobut er

tem to th d database, 13. A npthod Lng to.clal i
The ComputealcagbnamBsTETng L9 ier AR TDRTEReysaTIdY MRERBIEA LT o,
petveen thgD ‘EOXKFE%{ LOSBIRRA ME IR SUBMIHIR therndRes s niicte fepraseht

| nt er net . etecting rogue software including: %2% aCLi rst
dat abase cfigs airmthegclierd-syateralvaithe dofresp@iding mre-caisulatge Hindergints ittty t o

typi cal operating systens and l, ] i f ¥ b 20
Wbl g book i CEaabete % RICEAENRE Ty O Stenedid Wiierdin MSiRGlGhDof 2

sof twar e Cgmmﬁulé’\"ﬁi@tmsf)@w Ipetwiehether yphpgtaaphystemoandithe sesver
calculate fingerprints for fi

files on a conputer system,  and (c) a_sqf re
conporiént nesﬁoceutm)npaee@ommegé@gémrﬁﬁ%afﬁ?nﬁﬁa%f:eﬁﬁdrﬁ%mf%?Ct Jt?f P%és}eh%r,l\at he
conputer system w t ondi ng pre-calculated fingerprints 25 stored
in the fir tﬁ"&aﬁ%&?eafaqé{}%%&t hat files on the computer system which may

contain rogue software are .identified by identifying files the cal cul ated

fingerprints of which do not correspond t encal | rpgints
whi ch arel3toréd mﬂhPﬁeaF?Qrﬁn%éPag%%. Hgo‘@%r&h g@ezt%énﬁhg%%gr%{smngﬁt gécl aim
14 i ncl udi %Qﬁél%‘i’éﬁbf‘e GRIMOMENEeMBE cihd genenatiestian lieteeh theesttakbesbl e

ch the calc

files for ulate_dfin?erprints d?‘noE
15 - place over a communications network such as the Internet. .

14. A system for detecting rogue software including:
(a) a first database containing pre-calculated fingerprints for each file
relating to typical operating systems and application software, the fingerprints
20 having been calculated using one or more cryptographic formulae;.
(b) a software component which uses one or more cryptographic formulae to
calculate fingerprints for files on a computer system; and
(c) a software component which compares the calculated fingerprints for the
files on the computer system with corresponding pre-calculated fingerprints
25  stored in the first database, such that files on the computer system which may
contain rogue software are identified by identifying files the calculated

fingerprints of which do not correspond to the pre-calculated fingerprints which

are stored in the first database.

30 15. A system according to claim 14 including a software component which
generates a list of questionable files for which the calculated fingerprints do not

correspond to the pre-calculated fingerprints which are stored in the first

database.



correspond to the pre-calculated fingerprints which are stored in the first
dat abase. WD 02/ 33525 PCT/ S&1/00213 -15 16. A system according to claim
14 or 15wdersisest he software conponents are installed opCT/REe0C@RBUL er
system 17. A systemaccording to claimgd4 wherein the pre-cal cul ati on of
fingerprints 5 which are stored in the Tirst database and cal cul ati on of
fingerpringg. fon §jdtem arcording toamiqint &4 syl whetaie thd sotiwap cempasients
functions to generate hash values for each file. 18. A systemaccording to
clai m 14 wae Esialledeoping CAPRYEESYHRMDf fingerprints 10 which are stored

i n the database and cal cul ation of fingerprints for files on the conputer
system use one or nore asymetric cryptographic functions to,  _generate
digital signat ulesystem aszohding keclairo. 14avbgrsin thepteosalrygtion of figgaiprints

Quest | Ghapbian Pk Staked i thes Rish GAlrhas S s cHlRLEig SIIGRIBALS L fles on
admi ni st ra{,g{ c%?ﬁ;géﬁ@em?&e én& B85 hedreaess flindtoh® te heheratd haseralnes he

system cal cul ate probability that a questionable file is a file that
has been cforragehefileby rogue 20 software, by conparing its fingerprint with
fingerprints for simlar files that have been verified and stored in the
second dat abase. 21. A system according to claim20 wherein the system
produces sygti s opltem adcording toblairagel wherein #ie pe)-calnelationisé fingerprints
fingerprints_ in the second database which repres fil LBt nme
char ac{)Qar i whichs age; staiged dn ke %@ Sg 3 Q?ICP%Q'OPthHW%ﬁ%Sff& ?'%geér]rgrt ;ﬁ%t s in
t he second ' kdent i mrn8Ricl cAgRograbhic diindtlohs to
guesti onabfzgﬁ\?}?]:?%;s%e’%@n?weﬁlﬁﬁge?po?gﬁ négéglr prints in tf?psecond dat abase
whi ch are dehémtemigitad sighaturies for erpdy flei nt of the questionable file. 22. A
system according to claim19 wherein files that are not acceptable are
repl aced or reinstall ed. _

- 19. A system according to claim 15 further including a second database in

15  which fingerprints of questionable files which are found to be acceptable -by a

system administrator are stored.

20. A system according to claim 15 wherein the system calculates the
probability that a questionable file is a file that has been corrupted by rogue
20 software, by comparing its fingerprint with fingerprints for similar files that have

been verified and stored in the second database.

21. A system according to claim 20 wherein the system produces statistical

information regarding:
25 (a) the number of fingerprints in the second database which represent files

with the same characteristics as the questionable file; _
(b) the number of fingerprints in the second database which are identical to

the fingerprint of the questionable file;
(c) . the number of fingerprints in the second database which are different to

30 the fingerprint of the questionable file.

22. A system according to claim 19 wherein files that are not acceptable are

replaced or reinstalled.



WO 02/ 33525 PCT/ SQA01/00213 -16 23. A system according to any one of clains
14 to 22 wherein the step of <calculating fingerprints of files on the
conput er wgsr/eseand the step of conparing the fingerprinpeT/saovieixonput er
systemw th corresponding pre- calcul at eg.fingerprints stored on the

dat abase are both inplenented by the 5 conputer system and wherein
verificati @8. of Aqaﬂ&rmaadzﬂrdlrfg tee any anes opclaies 15%&)23 whergn the step ©fom

h
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the first t akes  pllace over a network such as the Internet.
system accoatd:uiajed cflrmeypmte stpred @nntheldatabase aleepeth implemenigd gpy 'i%
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finger pr| nbéché' ﬁhgéﬁﬂfn%ef%m fthé eéomputénesystanuta?e agdedntonithe second
correspondi ng pre-calculated fingerprints stored in the first database is

i npl ement edatBbaseser ver and wherein verification of questionable files
t akes pl ace between the conputer system and the server 20 before the
corresponding fingerprints are transferred between them 26. A system
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25. A system according to any one of claims 14 to 20 wherein the step of
15 calculating fingerprints for the files on the computer system is implemented by
the computer system and the step of comparing the fingerprints which represent
files on the computer system with corresponding pre-calculated fingerprints
stored in the first database is implemented by a server and wherein verification
of questionable files takes place between the computer system and the server

20 before the corresponding fingerprints are transferred between them.

26. A system according to claim 25 wherein the computer system is
physically remote from the server and communication between them takes
place over a communications network such as the Internet.
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