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The invention relates to communication between web clients, such as browsers,
and web servers, where the communication is carried at least in part over the Internet
or any other network layer in which performance criteria such as cost, bandwidth

usage and communication latency are of concern.

20
Background of the Invention

Today, improving the performance of Intemnet communication is a major
technological and commercial concern. Investment in improving the Internet network
infrastructure is estimated to become a $1.3 trillion dollar industry by 2003 (Source:

95 Nortel Industries press release January 31, 2000). It has been estimated that many web
users will not tolerate a delay in downloading 2 web page of more than about 8
seconds, and that the current value of e-commerce sales at risk because of slow
download speeds is $4.35 billion per year. (Source: Zona Research report "The need
for speed”, abstract available http://www.zonaresearch.com/info/press/99-j un30.him).

30 1o this climate there is pressing demand for ways to improve web performance, and no
simple or obvious techniques are overlooked.

Standard Internet Protocols: HTTP and TCP

Two standard protocols used on Internet links, HTTP and TCP, impose a
significant limitation Internet communication speed. HyperText Transport Protocol

35 . ..
(HTTP) is the application-level network protocol used when a client requests web
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The mismatches referred to here relate to a number of technical features of TCP,
including those known as "three way handshake", "slow-start congestion avoidance”,
and "TIME_WAIT tear-down delays". The Heidemann, Obraczka and Touch paper
discusses several such improved protocols, such as Transaction TCP (T/TCP) and
Asynchronous Reliable Delivery Protocol (ARDP). Other defects in TCP as it relates
to HTTP include the flow-control algorithm being used, which can lead to unnecessary
traffic and delays in the event of noise or error on the network.

30

HTTP itself is an evolving, improving protocol, but it has recognized
35  performance deficiencies even aside from the interrelationship with TCP. The PhD
Dissertation "Addressing the Challenges of Web Data Transport" by V. N.
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consider that the problem with HTTP Version 1.0 cited above from Padmanabhan's
dissertation was corrected in the next version of the protocol, where a feature known
as "pipelining" was defined. Even several years after this improvement was first
suggested there are very few web browsers that adopt it. Similarly, all proposals to
replace TCP have languished, and today all major web browsers and web servers
support HTTP over TCP only.

One prior art approach to improving Internet performance, without altering the
standard protocols, is web caching. A similar approach is content distribution {CD).
A Content Distribution (CD) network is a collection of specialized nodes or devices,
placed in a larger network such the Internet at chosen locations such as in the offices
of Internet Service Providers (ISPs). These nodes store certain web content on behalf
of the content distributors' customers. Such stores are sometimes called caches,

mirrors, or repeaters.

A Content Distribution service includes a redirection or interception service.

When a web user (using a client such as a browser) requests content from a site, and
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25 The major disadvantage of Content Distribution is that not all content is
95  effectively cacheable. It is particularly inappropriate for dynamically generated
content, but also ineffective for rapidly changing content and some rarely accessed
content. A CD node typically stores images, video files, sound files, static text pages,
and other such content which does not change much from user to user. Such content is
kept on the CD server in anticipation of requests for it (or perhaps, if there has already
30 been one request, in anticipation of additional requests). However, much content on
the Internet is generated on-the-fly in response to a customer's request; for instance,
generated by a server program using the Common Gateway Interface (i.e. A "cgi-bin"
program). Since the output of such a program may never be the same twice, or at least
be likely to differ from person to person and from occasion to occasion, it is generally
35  mnotfeasible to have such content prepared in advance. There are, after all, hundreds of

millions of web users; one could not generate and store this many customized pages in
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A third disadvantage of caching and Content Distribution technology is that it
25 requires significant computer resources, since a cache keeps copies of web content just
in case a client will request them. A cache may keep many objects that are not, in fact,
ever requested by a client before they become stale, and these consume expensive
resources such as memory or disk space. The problem is made worse by the fact that a
typical Content Distribution network has numerous caching nodes. There are many

30 techniques that alleviate this problem somewhat, e.g. by using advanced algorithms to
carefully distribute cached content across a network of multiple caching nodes.
However, the high resource requirement is mostly inherent to the technology and can
only be reduced, but not eliminated, by such techniques.

35 The term "caching” (or "proxy caching") is sometimes used to refer to a

technique related to Content Distribution. There are only slight technical differences.
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nodes. At theriged® thérdRore b iGed MUBNhit B} ARYPRY8H ROBSIHvRY IS any
requirenent to g}?&&ge to the standard, protocols used by the sqgurce and the

dest i natHeGfrm{Rce Wegperamunicpion, partichlagly cepmmicatiopdisbeecg s, can be
depipyedliahts bad aleb\setrs)Rtiesidoed 8bt refuire sighi@Eint RBfdpRttr ¥dsoliicB®andNd needs

nei t her ri%é?r infrg@lt’eru. tur.e.cha?n{gles n&x[ cganges to end-user or server
sof t war € gt &P MBR i”Bﬁ?%’HStH’fg% A RIRIOSYS- 35 SUBSTI TUTE SHEET (RULE 26) 1
5 JUL 2U WD 01/58069 PCT/ US01/ 04004 Figure |I is a block diagramof a system
for providing inproved comrunications perfornmance in a network in

accordance with one enbodi ”‘Sﬁl&mﬁﬁ#&ﬁhei{ﬂy&iﬁdnon- Figure 2 is a flowchart
of a process used by a redirectionn systemin accordance wth one

e%di ment  ofThelpeedenviaRéition. is Entli®l shdisppaatisltbrisbreatingmeof a data
st rlict ur e .used b¥ a redll( .ection.systemin accordance wth one enbodi ment
of the PRIMRangHOE nks by using a standard protocol to transmit a message from

a source to a first specialized node, using a high-performance protocol between the

networ

first specialized node and a second specialized node, and then using a standard
protocol between the second specialized node and a destination.

25 Thus, the invention advantageously provides accelerated delivery of
dynamically generated and non-static content, as well as static content. It allows the
use of a variety of improved protocols over the link between the two specialized
nodes. At the same time, the invention advantageously avoids any requirement to
change to the standard protocols used by the source and the destination. It offers

30  significant Internet performance gains, can be deployed at relatively modest cost in a
short period of time, and needs neither major infrastructure changes nor changes to
end-user or server software.

Brief Description of the Drawings

35
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10 15 20 25 30 35 Figure 4 is a flowhart of a process used by a sél%clr 2004
I n accordance with one enbodinent of the invention. Figure 5 is an
illustration of a data structure used by a selector i'n accordance with one
enbodi §R)g1/@heot Ne i nvention. Figure 6 is a flowhart ofp@Eneédifiodar 0CeSS

used by a mapping device in accordance with one enbodi ment of the

I nvention. Figure 7 is a data structure used by a C-node in accordance with
one enbodi ment of the invention. Figure Sis a flowhart of a process used
by a C node i Rigatebiskabloek diagtanppka systepofir peoiidiag improvedvent i on. Figure 9

0 dat . - i 1 [ t of
o S A A Bt i gt T

I [ a process used an S-node in
accor danewenitath  one enbodi nent of the invention. Figure 11 is a bl ock

di agram of a system for providing i nproved cqQmmupications performnce in a
network in acEEianhise Upwehast ¢liadrersseBsed iy qierErrionsyStemdn 2RRAstatcEn

Det &i | edwiig 966 ERbbAitn it of the invergst.i on A General Description of the Method
and System Cient Nodes ("C-nodes") and Server Nodes ("S-nodes'') The

present i nvenFigare 3 ixmprillagmtispef b dhfaztdetnadasd byalreditetide pyagredn at two or
nore | ocations throughout t.he Jnternet, .with the capability to comunicate
with oneaccgt%g{“ff’e‘?mﬁggﬁambowiﬁéﬁ?B]rvﬁiétﬁ% protocol and to sel ect other
speci al i zed r i ' ferr ' t...Such

Sheci al i sed rgaR 4 s JGRIRHDrERThAR: yigh 18 el ocRiBabl Millonel O |
appt@ci amnasbdithent afitke invemtionc| ose" enconpasses a SUBSTI TUTE SHEET ( RULE 26)

5JUL2; WO 01/58069 PCT/ USO1/ 04004 10 15 20 25_30 35 variety of
communi cat i orfS8weErs isematiestratien ofp date skutnreaised by woplecter &1 agewlaneqyr r ent

with one embodiment of the invention.

Figure 6 is a flowchart of another process used by a mapping device in
accordance with one embodiment of the invention.

15

Figure 7 is a data structure used by a C-node in accordance with one
embodiment of the invention.

Figure 8 is a flowchart of a process used by a C-node in accordance with one
embodiment of the invention.

20 Figure 9 is a data structure used by a C-node in accordance with one
embodiment of the invention.

Figure 10 is a flowchart of a process used by an S-node in accordance with
one embodiment of the nvention.

75 Figure 11 is a block diagram of a system for providing improved
communications performance in a network in accordance with a preferred embodiment
of the invention.

Detailed Description of the Invention
A General Description of the Method and System: Client Nodes (“C-nodes”) and

30 Server Nodes (*‘S-nodes™)

The present invention comprises specialized nodes that are deployed at two or
more locations throughout the Internet, with the capability to communicate with one
another using a high-performance protocol and to select other specialized nodes for

35 communication. In a preferred embodiment, such specialized nodes are located close

to web servers and clients. It will be appreciated that the term “close” encompasses a
-7-
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networ k conditions, and individual node capability. In particular JI gsé‘dbs@
can be based on such netrics as bandw dth capacity, bandw dth cost,

‘l atency, security, admnistrative boundaries, adm nistrative conveni ence,
and cugph@pksggengestion on various network paths, or a geqidopaidopn of such
metrics. The specialized nodes are wused to conmunicate I nformation, for
exanpl e in packet form froma source, such as a client, to a destl nati on,
such as a server. |f the entire communications path for a given packet
transm tvasighf ofmemmumiaatioss ptoanaies measwr¢so sudhoss networlalistancer aeredt r ect i on)

s cal | Shedork dolitiont tarltaiOfdGRIde BRl:Bitk). LOBAELEALCROMRIEAYY © Of

comuni cati ohs pertornmance consl dération oné or nore
metri cs,baset on such thetriks asbandwidih copscify, bapdwgl)th pestdletanewiseaurity, optim ze

cormmuni %Fhﬂfg e E n that |ink,
for _exanple ?or tl% su -r?(%%l‘?hfaﬂ%ﬁ ?@r%&éﬁ%gﬁg Il|t§e ErM\be&ltlo the second
speei al ivasidus pewerk mths,@r awh@bmbom Dfﬁwh msiiesh el keotpeeialized nqdes 1Icr st .
speci al i Dr&g]& il

speci aI |u;s§d node to the seco ‘gfg"ﬁec%‘g |ze ér%aie‘dr%ﬁfow?}&%e appr eci ated
that " opstdlient: & # destipption, whelbag @sesTercommuni cati ons  per formance” does not
inply optimzation.in a strict mathematical sense, and may broadly take

i nto account Igﬂl?r?%?‘]%“%@“ﬁﬁﬁ ha giisR Preket Menated figmagqures at ency,
securi t o adddtinatioh (@lih Vie: 12061686 diréction) REAIIEH 5 ' ERE] enHPRY@Rirgkle® and
curreent congesti on on vari ous netvvork at hs d is.not limted to the

f ast est OP ome %Faww%@fnr@&gfahaaf 2 W@@egﬂﬂaﬂé takgs e sone

Ci I CUNS anG@sFationenc &thoridahetrips]) it thRMioke AlsehARiB itasrbe d&%lrablﬁwbl nation
~of limti roundtr| Ltinme whllet’g]yfn account OLJJI}?% St&nil%nlk\,/e

! conveni QRERZE °°§H’€W“8 ﬁ'e’ifﬁ?m’é‘@ef’ ‘H’rﬁ“r&B‘Pﬁcr?H

malt Ihe gatﬁm:bm@m ﬁ&dtbu tutshnllr:] froapihe fed slﬁemializh@ npds othe secvhd kj]?adalized/e ntio B. It
W e a re e t t .t he, measur conmuni.ca ern1.or nce to e
optai = 800 8F KR SR fmHaS SOTEY B0t AN PPHOA e SARE DR BRI cat | ons
perfor meithethé sub- hnlofrbmrths itstIspedialized hbde toattre sédonkl spEialized aopd.e, wher e

caching is used, the probability that the requested web content may be in
a parti cul ar ItowidHes appresinjed thiat menezat@nmﬁmmsmmf@emwmmas speci al i zed

node t Opéﬁﬁnﬁﬁﬁé’eﬁoesggy mﬁﬁy‘d fifhiafon H£4 ?ﬁh@i RERhateReRR! an efﬁ? ay mal towill

further’ be apprecl at measure o communi cati ons’ nce maybe
a conbi hevedlyriales ingy prsouniessh metricsfas baudwidH capesitn dapdwidgy mﬁd@encarnd this

conbi na&éc%waamhﬁsﬁ%bbﬁnm a‘ﬂﬁ-}{ﬁxstritﬁfe ng%&ﬂ@ﬁ& Eﬁ@c&ﬁﬁ?' nation may be a

welfht ed sumy The combi nati on I natioh, such as a weighted

sum  of CEeHINTAhYEIaNs 6tYak Pﬁ@ﬁ adlldf“f Jé@témt%dm the fastesbiSBBIGSTOITE SHEET ( RULE
26) 1531&%&6&@ Path 5 8EP &k Fplé Qﬁ@éﬂs%&%cbﬁs&nbésn&e %nﬁial’chﬂiﬁ{ ?'BE netrics

such asﬁfﬁ nce_and band dth singl e sut’) or o |na i ons of

di 11 er oot $a564 OF 8 comp a@PBﬁf IS8 TOHRG i fmpsyily taking account of

administrative convenience — such a path may be far from “optimal” in a strict

25 mathematical sense but still optimal for the purposes of this invention.

It will be appreciated that the measure of communications performance to be
optimized for one sub-link may differ from the measure of communications
performance for another sub-link in the same link. For example, where caching is
used, the probability that the requested web content may be in a particular cache, along

30  with the network distance from that specialized node to the server, may be used fo
determine an “optimal” path. It will further be appreciated that a measure of
communications performance may be a combination of other measures of
communications performance, and this combination may be made in many ways: for
example the combination may be a weighted sum. The combination may be a

35  combination, such as a weighted sum, of performance measures for different sub-links
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25 30 35 In addition to the specialized nodes described above, thelsysidm2i{!
and nethod nmay also conprise a redirection systemor process, one or nore

'sel ection systens or selection processes ("selectors") and one or nore

net wor kw@onsdney i ng and nmappi ng systens or processes (" pappisegodeyi ces”).
In order for a client to send an Internet nessage, such as a request for
web content, or a "world w de web nessage,” to a server, a selector nay be
used to select one_node, e.g. a C nade, whi Q may _be near the _client, or
Chosen  t on epEknPer dErenonEEs Birkea SiSeinee AL BIvHedar & Spgleciiink: o

COMUNI C &Yy lo® RSmBRII MBI RerehtimMtits fop difeRRt@6b-#hRs.t hat the C-node may be
selected froma group of candidate C nodes, which may be a subset of all

the C-nodes. GhiadditionthBkepedislizel hodealesaibed abbvd, thesdichpadinietha¢dcess to
i nfor rrationsazbout net wor erformance characteristics, .such as degree of

net wor k CPFETSUNRIAE RFENrEcdPp SYiem RBB@Sesén‘a“ed%f\Hl‘&fé’sf’Ffé’f’WIb?Y&?P%% make its
sel ect i oreledticigmatakes (frutorg”)ded oae onmmyrexetworksponitorivgeantianappird ect i ng,
oabl o byvitfs SCpioBtesr Btbane Re el L Bl e R hEE e bend IR ER o Mo
]thsed, ﬁ m'fa_rgepsdcgras aysjuest foryel eontetor £ tvdril wideuw d::g;lam_ge;’étdaagn ][ressages

t t { t t to that C- t .
tr avel i ngeF BariesOr iy b SkeetGise ot R Oesce-a pade rave el 3SR e 11 om
t he cl i eplientiot chaseh ts eptimizt stme athee clomattenistie or vivasire melgvdnétanear t he target

servér, e.qg. an_S-nod The S~ t hen_ ¢ ,cate he to the
server FoimmRatplFromtice 1 Wi SRR SATTHP b Spge IATpESERREE | O | e
rever se fromt gtonptofi eardidabel€;nadbs wlich mhy be h oulzet 6F albthe, C-aodbst Kdtent o t he
client. e . t for web
content, Hr%gefo%éﬁﬁgg%gﬁigﬂ%%%g%g%eﬁg ﬁr@és%tgogl, m@ﬁ%ﬁ% broadly, an

| nt er net perfarsmges chiEmectaTishios] suctngs degeas of mcitosl slostress Betmsdrcdrtam anong a set
of nore : ' I.dat oy I IH s

ul t heat e][ii@ergé‘gg?"?ﬁ%? g‘le@{d?retg%g%eggrssﬁwéﬂ]s‘gg%%ga% o%pye}f% S nece s%ér)y, t he

C-node neypansdle fucobedingetnsdizinganshosilatimpuchiviorsstionandsnagsgitt he S- node.
The chol &5i8f1c 3 A% LSbINYMPEAYER DA thEEILaBAMR Y sdilfic BakRRd

sel ection system or process. e secon el ection process Is used, it
coul d bebamssd; pradireetisaystiem Way betqagiedirresss that codp@anesagesifomathey used to

sel ect thentasadfct 4dt ABABS td Bkt CHodEGRAhISFIRAGEHSNIREIRAS thedetrRhysi cal |y
separ at the sel ection of

ed fromnpeans for the first select.ion, I OCess,
S n?(ﬂe n‘g’;@nme &wﬁﬁﬁﬁceaﬁ%a mepgAge éB@&hﬁSlFéLBWeP nf%éswétlmWw%ﬂ? C - node
by the s@kiehthSEsdaPthe tAbbidenal, /e lay S-adtR. ITheld-RbdetBle 6drh@RnicdRsCr i bed
above, r’gﬁé i ncl ude 1;sel ect ol of .bot h thefrC-n de and.t he, Sl-lnode, %gd not
merel y tHEMESIESAR thegriyep pHithere &y 2 wsspayise Tomse server dvyaiealn favaletiee| ect or
to the Gef@eroudd fothé SIUIBE thdtoEhStidsén (Rudde, 2G) thén o thdlclignd\@H31/ 58069

PCT/ USO 11"8%})%_11%60 gmlthe %eSrver, as well as the request for web content, may be termed a

) “world wide web message,” or, more broadly, an Intemet message.
5
The C-node may need to choose the S-node from among a set of more than one

possible candidates, in order for the message to ultimately reach the desired server. If
such a choice is necessary, the C-node may use a second selection system or process to
choose the S-node. The choice of S-node is then provided to the C-node by the second

30 selection system or process. If the second selection process is used, it conld be distinct
from the selection process or selector initially used to select the C-node. If means for
a second selection process are physically separated from means for the first selection
process, the selection of S-node must be communicated, for example over the network,
to the C-node by the second selector. Alternatively, the initial selection, described

35 above, may include selection of both the C-node and the S-node, and not merely the
C-node. The choice of S-node must be provided by the selector to the C-node, either
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20 25 30 35 through the redirection systemor in another fashion, isé IJHAt 2504
the C-node knows where to forward nessages fromthe client. The initial
selector, in sone enbodi ments, may sel ect both the S-node and the C-node,
but beygnRaRtRet 0 communi cate the S-node sel ection to thgKu§aMeos! N such
enbodi nents, the second selector or selection process wll essentially
re-determ ne the S-node selection using the sane information as the

initial selection process,, so that the correct C-node and S-node pair is

used. Thibsoyghithé teditebidorsesistson orn aoethooishinmaedhatohe §pode knews sthert n
char aCte{IféH anﬁ’és%:e{g% @chleﬂl nk - for exanple, mnimzing total

transm ssi on source to the destination - even where it i s not

practical to T]Sé sEle&tB? 1§§‘61ﬁ63EthGdlﬁfcnishﬁta?Bé'l@&%df@tﬁé'@n&dm%e| n

anot her aspect an enbodi ment_ of the invention, the selecior choosing the
C node. Hawdebut b H@ﬂ@@twmﬁmﬁﬁpmﬁ%ﬁ deselectionde the Crodegimgichhe

pr obabi 'énﬁyocﬁﬁeﬁtsttﬁe sedon@ S68ctor &%&cﬁaﬁpfda@ssrmgéﬁﬁug%as&mﬁew he and .

conmuni cat 1 on ? OI’ nmance maa,sure i.ncl udi ng. .a asure for at | east one
subl i nk $-Rofsselgqtior uvsingfhesamsgaiqmatien g the ingig) s [pEoces &0 e et i mat e

léot hdt h teco@l%w@fn%dg ad s%ggbai?@ lsdeaeF!nst nﬁt@ﬂ@%clel@?b'ﬁ ofdettB ﬁddesttang ebf Ir 0 [n
-node to server ere the e e, probability
t hat th@P@nﬁéﬂ@r@é‘éghgﬁmW%o{% %‘aﬂg@ﬁe 0551(%%? W—‘-‘Eé’&’r’ég %‘@I ecting a C
node on ficmiddw timEBEnORE sHiré€toekp dedtRedtien Maven whkiedhistiobprastie aged over
al 1 10 obj ect s, éjt)nd udj ng n_.cac Thi s aspect can be used even if

t hose not
the corffARSTH eqt’roBrﬂf@ergagd‘thllé‘Ppe’i’ﬂ‘gdoes not pass through an
i nt er medi at e .S- node dvvher t.his.c t]0 r rot ocol s.
That 1. o dREROGT paeRe e srbofues SR RbRo et MRRREET B 0C0) b
7 C-node iGnedeipdsys ds choicaahna corthbinatibn obﬁciamixmd:ﬁtﬁngﬁletpmbabulhiystbatfthmct ions -
o ocess o RoBenA e LA R in padfind Sob BB beRBRALALD (T D) 01
per for mekasyresegladiag @ mieasincder at\AﬁaShomehmbhek it therlinky Tom| G}nv@ forseoenat i on

fromthe, &k@g cgﬁvﬂn&festﬁateﬁ Og@&isﬁﬁ&ge % IR B egﬂ&é {pﬁx gred by the

sane deV|ce reover, specl a |ze client
or as ertWJStaﬁQﬂ’ ﬁeme&pbée Wm@r\@r,aﬁfh@% therlattsr ﬁglr@g:é@elgbﬁedrb@ dhg ection. A

redi rec Elfz{t“ﬂi t t afct.om t he
client to tﬁ*? sel ec ﬂé gé%ﬂ | ze o%léeelu?%ﬂﬁ%% egg%]e"%ﬂeThge&éség:n ctcgd node
near thaod¢ p@ﬂnshwsmgﬁpp c@@@mﬁaﬁl%ﬁmﬁ@a@raﬁ%@vmﬂ t ar get

Server, oficfs, ﬁﬂluﬁ‘uig)ﬂﬁseﬁJtﬂ@acEHCﬁhﬁ%ﬁecthﬁ?b@ﬁfé&eiz%h‘ifﬁ@d in the initial
Se|2@CtIOI’l process Of Sétem or if sel ection of such_ second

speci al POBERFAHOR AH1H n@éé‘hc}é‘?ﬂ#‘ﬁlﬂ?ﬁ QP&P@%F thepughansiptespedigfe S804z ed node

(the Cup@d@tre thit@ohihslic#RaGa dtARArIRdeBRE STt i, 8lis pRbbEMERNESPr Ot ocol

to communi cate -10 SUBSTI TUTE SHEET ( 26 JUL 2C
use even when the prl?nmplelg tlSOIl 0 the Iizie 15 gnnply asa cache

1t will be appreciated that these fimctions — selection, mapping and redirection
25 —may be located in separate devices or processes, or may be combined. For example,
selection and mapping may be performed by separate devices, with the selector
receiving information from the mapping device. Or, selection and mapping may be
performed by the same device. Moreover, a specialized node may be co-located with 2
client or a server, for example where a web proxy is used for redirection.

30 A redirection system is preferably used to direct certain traffic from the client
to the selected specialized node (the C-node). The sclected node near the client may
select a second specialized node near the target server, e.g. an S-node, if no such node
has been selected in the initial selection process or system, or if the selection of such
second specialized node has not been communicated to the first specialized node (the

35 C-node). The first specialized node uses a high performance protocol fo communicate
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WO 01/ 53069 PCT/ USOI / 04004 10 15 20 25 30 35 with the second speci &l BzHd 2
node. The second speci alized node then uses a conventional web protocol to

‘communi cate with the target server. In one aspect, the invention divides

the en comuni cation into three distinct steps, nks, each
way - ﬁrdeﬂﬁgh?l ent to C-node, Cnode to S-node, S-node lt)(gffggdri\%!rm( and
correspondingly reverse steps for the response) - such that the first and

| ast steps which use standard and possibly inefficient protocols are short
(usi ng cm’thethe senoat spamalimedhodﬁ.sﬂ”hqwonéﬁpeic&zél)zgdan@bﬁ:hnukastaer medi ate step

aube 1§k DRt olsE 1Ee BB 0N icald with tle tipePRBVES B iR, chE'®
hi gh- per frventiorcdivides the enid; tosmdopsminidation dyvitireo distiml st@setnr swhdinks,a
ot b gachil 0K diftnt BCnobf%- SO ARLY, Bhdat (£ QBVELEEET 25 taxing place

"over the ecause € communi cations e client to the
C- néde, amrdespomimgltyecvcsm steprs fonthe mespSased d euchtbed the §rat Iaild faskstepd ace over the

| nt t iri
|t or et piiRe R ool 0 SARSien DO A R LGS EB LB o 1 9
the Int ena:twprk distapoemetrise)i and tite, mt@rmematﬁrstepngm @tmlaumpmbpmmnlscorrprl ses
a distribut edy Lﬁiﬁﬁ(@%ﬁm‘& até%&ﬂtﬁ!a%ﬁ?ﬂn]?ﬁ&% REH6He aﬁd&@rs Rd&:ﬂ ”ts in

the Internet. conventional Conten Strl ution st ens,

i nvent i obe 2 dedicatedhighwerioppancestb-dislesiich agtihtaenicior A ‘WDG@@I The
| nvepti Oﬁ‘ecﬂ&%é@élﬁshﬂ‘ﬁ MhséH, \ﬂ?é%o%%chﬁﬂgaﬁ'o% is Eeﬁsldér&f&sat'aﬁﬁﬁ g%&%@&%ém ng a

browser, 1ssues uest “iInte or sone b-sit the invention is

conf i gur Berne),’ rf#ﬁa@ﬁ@ oporamuricaansigny thesdigattodhe Equpdss andotrom thayr t i cul ar

web  obj &?&ertuhaie g HSdé Wb%[&' $tfNeaks ﬁ@@é&&%@m&ﬁemmewmh% hftefet? OW ng
di scussi on, client 10 is the user or devi ce requestlng t he content,

and the @@Nﬂé}otbe interprefed as yegrismgsaprysubdikigiths ¢Rd-loretdener ating a

definit |M&ggaﬁﬁnstmtgm%mce@ﬁ}grﬁlgmteﬁ@yl d normally be responsible for
del i}%erl ng the content to the client 10. The invention preferably enploys a

sel ection neans. 10 Y, client, in
terns of anya@toﬁ?cfgjfbg%% Iilxtiosr cos(f% 921 tsh%g?]‘%:egﬁ%%f:§m§h9%%a%§nk{é§ﬁs
ensur i ngpetwertk (IﬂspetuhlnwdmOQGS; b;rq:a‘@état V&iceiisrmuttedl the Inthmet hdskke C- node 12 1.

?Ihteez:lnﬁtedn}l‘g%l%onwgg%tg tteIEiE gﬁ c ose eﬁt% i]grfand ?tgp dbj ec?sfflc from
he

possi bl élmd@rle?emdl Snodss I mwonmamessﬁhmlweh Jienhdeforised for
Cont ent b proxy
ot b FOR Ry ST (6HR: AfequE TG fof AmEXTERIE i M
sel ect ednvamtien éhesrdigusid tomangae of 2ltpmptivrly isdesonrequess fora Barbgularaketor s ot her
t han, Ofobjé?:t At ifferdtiBn @ﬁfﬁ@%&b’d%?ﬁana@@tm% f&il&&ﬁ@%ﬁ%ﬁd&@% the C node

12 and the client 10, such as factors relevant
client 10 is the user or device requesting the content, and the server 16 is the origin

server containing or generating a definitive copy of the content and that would

25 normally be responsible for delivering the content to the client 10.

The invention preferably employs a selection means to identify some C-node
12 that is close to the client, in terms of any standard network cost or distance metrics,
and means of ensuring that the client's request is directed to the chosen C-node 12-1.
Alternatively, the invention may use means to ensure that all traffic from the client 10
30 passes through some close C-node 12 and is subject to possible interception by that
node. Means similar to those used for Content Distribution or caching can be
employed: for example, a web proxy could be used.

It will be appreciated that, where a C-node must be selected, the choice of C-
35 node 12 may depend on a variety of factors other than, or in addition to, a measure of
network distance between the C-node 12 and the client 10, such as factors relevant to
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PCTTUSO t /04004 performance or predicted perfornmance. An exanple of such
‘other factors is any nmeasure of communi cati ons performnce between the

C nodewi@opsyded he server 16 (not necessarily using thepsapR, J:OMC used
for measuring client 10 to C-node 12 distance). In this exanple, one m ght
conbi ne the network distance fromclient 10 to GC-node 12 with the network
di stance from C-node 12 to server 16 in order to estinmate the total
communi cgerfomanoewr pradicied perfntance An exasiplé pbsnchiosherifacions id@nyt 0 t he server

othor RN o O ERbn Rerk Al SRR O Sttt BUGTIR L1 101 i &

ot her

exanpl e, (nofinscessardly usingtthersanesimebiomsad famasringeliont 10 heCedmilerdi nat i ve

€ _ . bl s
For S, nodiat e, DB U6 EaAfle oRE AUy olibind nd BUSoRF URERL O Rynf RABRARY 01 Y 51 °°
may Yepeféneds 12cwith thenetwenk distagde frore Cepaderld tosevenlGitt onder foastimate | i nk
16 Onlt o hiolal bitmltblib e s kibet Ipralel ARGPEEHRT IM TR SavdlS SULVPY

16. Alternative

he sub-1ink

f r om t he (i sl the reqyestiiesent Hygueh the GragdediZe ard employingelbéther of C-node 12
and S-no WSh ' | n I uch
char act e?«?%n i&%:eéﬂ_and %: oggwg%ggg%?%egg@s%%r@?d%g@%%! 2 g’lﬁsi%tt@t-afnodes

14) in oftfEpatedoypmupicaidonbms iytheideteamipetivoeeramuyaice

ringndec. \VWhi chever

sel 40t | OfiRRDforTlofd IodHioR, FPHEEH a4 1Er SERE SaLLRI Teans are then

enpl oyed so that the chosen Cn

1 receives the request. All

comuni cat i onin gedeyahe tisice bf €HodaNy ahd §-rodq 94 enak2dePefd ohi Nk 11 Wil | use

- het wor k

rotocols of .the. client'.s choosing, ,and henc Il typically be a
) ot angar CCHRIATFIRS of (55 ot coppupication gai irknvelk gk PREentiieg: v | |
usual |y déntTTRC-Medst)S-dody, 14, kldPsdresrslico M Herdatively, of6 GBmiofd SibiEslisat e

01050l bbbl SO0 kol E5BHL5T B Sale FobioaE o70T

ver $k o
15 ex atiplice oVC-ebdsk? AppS-node 14n Thus tiedaltertidARayoditploeentaas thacket s Layer
(SsL),

for

ed.. Thi spect_of the .in tion i.s. ngt lLimted to
any speci ug ?épsr%g%' gﬁ%r%?te%slﬂcg aﬁéﬁﬁ% & eﬁ%%&“%ﬁ? TN Xf gaqd&ﬁg?lglﬁeaﬁﬁoé'nan ce
st andar degsie i d)ciolordes to nplimEzei sore desiretopdcformancedhgiveterizde.f or mance i s
desired. It will be appreciated that "protocol” may refer to a single

protocol , suciWhashelt EBlectién Find #ldekitdrfh A hiddPlife b@Y&ARH il Aethen Such as

HTTP over 'll'CP
20

30

35

oyedos\(/)et{:xatltﬁé chosen C-node 12-1 receives the request. All communication
between the client and the C-node 12 over link 11 will use network protocols of the
client's choosing, and hence will typically be a standard Wiciely deployed protocol.
Today, for web traffic this will usually be HTTP Version 1.0, HTTP Version 1.1, or
some intermediate protocol that uses some but not all features of HTTP 1.1, and any

emp

such version of HTTP will today generally be carried over TCP. Other protocols, for
example Wireless Application Protocol (WAP) and Secure Sockets Layer (SSL), may
also be used. This aspect of the invention is not limited to any specific protocol, but
may be used whenever a lower-performance standard protocol is in use in a network
and higher performance is desired. It will be appreciated that “protocol” may refer to a
single protocol, such as HTTP, or may refer to multiple layered protocols, such as
HTTP over TCP over IP.

If the C-node 12 has the requested object in its optional cache or database, it
may return the object directly to the client 10 and thus may function as a conventional
web cache or content distributor as well as a specialized node capable of using high-
performance protocols. If the C-node 12 does have such a cache or database, the
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If the C-node 12 has the requested object in its optional cache or 1 3 JUL 200
dat abase, it may return the object directly to the client 10 and thus may
function as a conventional web cache or content distributor as well as a
speci alyggdsggede capabl e of using high- performance propes@kerosbds t he

C-node 12 does have such a cache or database, the -12 SUBSTI TUTE SHEET
(RULE 26) 1 5 JUL 200 WO 01/58069 PCT/ USOL/ 04004 10 15 20 25 30 35

sel ection neans and criteria used to select C-node 12 may_ include an

est i mat e selectidremegnsaivdisritariaysed i selochodwde 32 may inelade amedisaateobliicect in its

cache. | B0 8kt (onodADMER HHGhesfATY il MNGLRO MR ddiitionl e C node 12
a at keep t

can mai ntain a database tha [ rack, for every web site and web

obj ect i tconventiondlicgching funstipmalidy,dhe 6fnadad 2icamaintgin grdatabasedhaldersP34 that i s
determn 036 sitald Rels B6eESPRIEhAGIER I RAndR! of Hlatdchtityfo0lr  Web
obj ect, g%?%??{)l r? thes%- nodeetojsel ect the S r?ode. o? current systens,

t he 3 i derniStyoded 4thutds deteniped fabe ¢leserte thn erreaperdmg serves fordhatsiiBcol )
addr ess gJeb%j é"%ﬁ%‘gﬁ%ﬁ@e rahsidN8WlebQhe RIS POLGuTeA! bRfdpad kheel vy, the

C-node 12 can’ e er neans to deternmne the jdentity_of a suitable

S-node 1idenfiyrisitikslyade imiheformn gf an H(latmst Prytocalladdesss onapfemss (not
shown) 1 exReMs NRLR fhPthe SohGTe! INIGmatNERChe Pnodd 2 Cm@ifloy) ofhef RIEAAKI Cat es

the client's request _to the chosen_ S-node 14 over _ link 13, using a
speci al i ¥edeterape s identity ghestablarnede M foranstanaeriy Wk 2salerior 9The
prevai | i sgedfondadeds fob ki) réspoesible fon@ldting Btnode®MPLNI cati on bet ween
C-nodes 12 and S-nodes 14 nmay be achi eved using techniques simlar to
t hose used foThp(bhedzdl2 cobmmndtategthe Elenttsnsgqrscie, ths tlvsen BAnbde TCRves a
packet of. aqram orient ot pcol e Cnaode 12. may "encapsul ate” the
packet s []‘Plgié&%f%sﬂeﬁlﬁgz%d@ﬁ{oﬁgf%ﬂ%%togbep‘gcq{@i‘eg peﬁg?]ﬁ%lcﬁ%“%%ﬁ%per " and
t he S- nopeviiling atandadpvatotdlased bytherclient. Groawenicative tetwegn@inodgmtXet , whi ch
may then_besrel,a to,the.ser ' P/ I L Ll eci ated
Thats o ARCSEorgyEEmanys ahiRasRinel il Sty mghe Weq 0BoRB8 07 ool <
can ge usmdelig hBot insteoes, sinogHIIA®/TER is ppacketeormiatagoank prisutet pedoddle
| nt er net 0 @ ' : - e a

the (PnBHPE bl *foef U AT Gt RER & ARPABRIRI AR Bk

g, ¢
speci al i Zéd” " pur posée reasons o

conpl exi esing 4 Swrapparipins, the B-riode dé caneanaeve thewrdppentorreeover diel atigiealer be
depl °y¢$MQ§%dh%§Fﬁeﬁbh?QE%&B t%ﬂe)‘@c{l{%siﬁb wfdpled in the art will
appreci ate that many such optim zed or hi gh®performance protocols are

known, al t hougdwTBRY agiRecSatBPhatRURE (PRYREEnd ReoHesfaictdielyaldapRiory. This
asp%‘ét of the inventi.don is not specific to an tp%rﬁ_{ll cul ar, C rﬁ)de to S-node
r%fh%eé Q

pr ot ocol EnovYe FRRIPEFIHSATRe Y55 FHEOUHEGRINGS ® AFosneRch ehibes ki | | ed
in the amteriét! o adopt them. For example, since C-nodes and S-nodes have a specialized

purpose, they can use protocols that, for reasons of complexity, for example, or large

memory requirements, could never be deployed widely in web clients or servers. One

25 skilled in the art will appreciate that many such optimized or high-performance
protocols are known, although many have not moved beyond the research laboratory.
This aspect of the invention is not specific to any particular C-node to S-node
protocols, and anticipates further developments in this area. One skilled in the art will
appreciate that no matter how the state-of-the-art in widely deployed, standardized,

30 protocols evolves there are always likely to be better protocol innovations in the
research pipeline that the invention could be using, In the section entitled “Internode
Protocols and Techniques,” below, some preferred optimized protocols are described,
and another aspect of the invention, comprising enhancements to the described

protocols, is disclosed.

35
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appreciate that no matter how the state-of-the-art in w dely depl olle%l,JUL 2004
standardi zed, protocols evolves there are always likely to be better

protocol innovati ons in the research pi peline that the invention couI d be

usi ng. wdofidsgessection entitled "I nternode Protocols anpcil}ggg,(}wt,g%es

bel ow, sonme preferred optim zed protocols are described

anot her

aspect of the invention, conprising enhancenents to the descri bed
protocols, is disclosed. - 13 SUBSTI TUTE SHEET (RULE 26) 1 5 JUL 2011'lI WO

01 /58069 PCT/ hipgly %Qﬁéedéﬂot%éo@%e%emﬂocerﬁﬂarscﬁéhemaﬁwmd%men C node

and S-node, can be carrie

over the ublic Internet Infrastructure, as is

true for pablic int@ne lgipstaictuge.asis frie fqiiéuélé‘“cﬁa&ﬂ’ esgHven Idhe s90hoBr node

Pr ot ocol $n@isl Tﬁ&ﬂiﬂd@@?&owl@ﬁh&%oﬁﬂiﬁ%&’ebdﬁs Fﬂé\%@&b‘i%‘h@*ﬂ@é&@ abo¥d, affic
bet ween C-nodes and_S-nodes can al so be. carrjed on a private network, for .

i nst ance taHE hebwe %ﬂm@mﬂ%ﬁeﬁlcsgéqaﬂlﬁpf?ﬁﬁé@eé@m‘@éﬁwwoma&r the public
net wor k. msﬁeﬁ%ﬁ@dés@‘eﬁltsrm éﬁ%?foﬁn&%%%nﬁﬁ%@dﬁbﬁ%él the pebIk: Ada8s. and

servers,

() carr \V Internet nmu |cat|ons are still .
r ef er r ed BeERUEE &%@%@@9 @Se@d cJignis eﬂihﬁesve e A SCVRESeSIFETISRMER t hough
part of tﬂtqn{etﬁéf the EyARRmidAG0ss é:@@ﬁﬂ?éf&réch@ aSEhtéRiet FRYsaREs, QMeled o¥ePr i Vat e

net wor K.
fromt heth@

urn| ng tq Fi ure chosen_  S-pode recei ves the request
i even Shave e

I?i.i]?? gtyeqnbe chientiand I’Wgﬁly r$8F mance

pr ot ocol apﬁbgeﬁeﬁﬂﬂg 14 may find the requested content in its own optional
caché (or in a cache to whi ch It has access), or else may need to contact

h
(he s ver Rt B 1 1o LA e 16 M8 SnlpBBadery
server' snradﬁoli’cfarerhnkdﬁ umt}ne\npwaltzyfbh@kpeyfomammmcoh Tife S-made b4/er TCP.

In this
16 over

g g et d Rl 80 & B R e R e o

back to 29¢esshrorglsamaynpedioeentact the sayear 16ite Rbia ifis e dattos eascathiefed,
hi ghs perfqdcmanasy, &n%aﬁfehtet\ﬂ h?th@ s@ﬁgﬁlégvéﬁ"hlnk 1t5hﬁ{h £HYEVa4B1 81% the

recei ved response back to

[1ent 10 usin e cllent chosen

standaroﬁeﬁvf‘éﬁé?eepesmehtqdﬁkmlitywﬁlbzh;rae\reé%l%a onvméh" tlnéhlénent 10 to

C-node h&ﬁ&*@&@%hédmmkéﬂné&@ the iefs cmsé Eroﬁ?thé@&&r%ﬁl@&ﬁ‘&lﬁﬂ&qts thi s il
often maxim ze gain to be ha pl oyi ngm better protocols over the

hi gh spe@der fasg, @e “hee lércéeéwar%t}@rx@speﬂsw

HswigEnafing{eaadHl2 shes this

by depl ayieptiniS1 B asias abfediblofed, high\WRFoSdnte bﬁoté&alame C-hefeR Wil thehose to

clients

ol i ght - coMITRIEAE theqPreivedaepqnss hack tp e wen plent

10. Thus, ni.ficant bepefits are real Iﬂﬁ y. diyviding the

éP‘? glieny’s ehosep par ¢

conpr i sistgdardgiroRobl dver Gukade portion, a

25

30

35

In a preferred embodiment, the client 10 to C-node 12 distance is minimized.
It will be appreciated that this will often maximize the gain to be had in deploying
better protocols over the high speed link 15. The present invention advantageously
accomplishes this by deploying S-nodes 14 close to web servers 16 and C-nodes 12
close to clients 10.

Thus, significant benefits are realized by dividing the client-to-server end-to-
end transaction into three parts: a first part comprising a client-to-C-node portion, a
second part comprising a C-node-to-S-node portion, and a third part comprising an S-
node-to-server portion. The C-node is generally a relatively short network distance
from the client and uses a widely deployed conventional protocol (preferably HTTP
over TCP) to communicate with the client. The S-node is generally a relatively short
network distance from the server and uses a widely deployed conventional protocol
(preferably HTTP over TCP) to communicate with the server. The C-node and the S-
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30 second part conprising a C node-to-S-node portion, and a third 1)65rtJU|- 20
conprising an S- node-to-server portion. The C-node is generally a
‘relatively short network distance from the client and uses a w dely
depl oyvge ¢3R806eNt i onal protocol (preferably HTTP over BeRludepofgimmuni cate
with the client. The S-node is generally a relatively short network

di stance fromthe server and uses a w dely depl oyed conventional protocol
35 (preferably HTTP over TCP) to comunicate Wth the server. The C node
and t he Bodehe SURSTHAERBHEETI(CRUpET2BPlY dneDr ndre zﬂﬂm dastB5B@LD

PCTI Us014 e C |y one or
nor e of t]%geg'g()& g@%ﬁgﬂgﬁdﬁ‘em@ﬁe& r% Pgbo%g%%%&gg ! ﬁgr']?glglte)s " bel ow),

to communi cate with each other. 10 15.20,25 30 35 | ect, the
present i nventl BIOHREE RS @W&f%ﬂye%qwcdq?i&'éénfﬁ‘&m%&:}g fhen

sel ects godeRefd flefi sCleB@depadific @nﬁea@danmﬁdaetvhﬁlme@bamf 29 a
measur e of network p r f of mance bet wee t an server. a&'lnaé‘“é ting

C- - nodesMg#we of. BHa¢ beivwsen f=9t Yﬁ%l

| ocati ngshuaé&qiasémomp@&ﬁnity ghést ofithetade dgeeaflc?ﬁﬁngmelﬁngaﬁcﬂe?ﬁgmed bu% t
Ica S anotner 1 nportan

the client and seryer do not, n y
advant ag@ﬂEﬁq{ Wl%gﬁlﬂ%ff%}“it% ﬁhr}‘één LHeERBBt any changes in
the cli exlflbdlﬁbat&ﬁf Viefs diﬁﬂi&tﬂﬁpoﬂhth@vahﬁg&bfﬂﬁflﬁmenﬂ@m(ﬂt cahlbes can reduce

the cost_ a ef or advan ed tocol s _ar oy, tails ,of the
Vet od cA1osd Pt Ca e BsesaD AT SR RO Pebet SR g, and
Speci al Imaﬂcdﬁrrecﬁmahécdélnand tieticfore adwinped e calsdirs tepléydded col | ection of

speci al i zed corrputers or netvvork nodes C nodes and S— nodes One skilled
g 2 e types may be

pr esent ME ﬂ; Eﬁﬁe&gﬂ%ﬁ%mﬂ&\é' ce. As d| scussed beI ow certain
enbodi ude other conponents in addition to
C-nodes and &H@qﬂe&uoﬁas&?ne&d@&sﬁ%ﬁtealcaﬁe&ﬁnm ﬁ&eaéoﬁ?ﬁw&r sof t war e

EXE ting on a general ose conputer al so serves o pur poses, or

e dpboakag a?s%nftdegml&“w Q%Iﬁfbl e skilled in therartoyilygeegnize thatibees are
di st r) blﬁﬁﬁnoﬁﬂi WEBBHH nddaQyRRtiBY e Mbidat irf’@sm%k%ﬁ%méilfﬂevﬁeshs | nt er net

users w ose, In ne rk ter e C-node, In
parti cul ussed%ﬁleafege m@qf%)é%ofgﬁe FWF%‘FWC £ PIicE copBRAS I (| SP)

prem sesddi¢ion E@C%déﬁ)ﬁmsaioﬂes ﬂﬂieé@ﬁkﬁesrﬁhydléﬁl%élﬁbocﬁé@l@@diﬂ)m@{ wor ks, and
el sewhere, Correct. operation.of the i nventﬁ_ll ozg lelg end on how wel |
P 35S0 i%‘éﬁs En

t he C nSQEWAESEefUlnE0nR STl BIEIPSE FRMBRE qsese PEd by the
nvéht i emybeentirdisichsartightiyssoupled cluster of computers.

. C-nodes are distributed throughout the network with the intent that most
Internet users will be close, in network terms, to at least one C-node. In particular, C-
nodes may be placed on Internet Service Providers' (ISP) premises, on large corporate

25  networks, on Internet backbone networks, and elsewhere. Correct operation of the
mvention does not depend on how well the C-nodes are located, although the benefits
that are delivered by the invention may depend on this.

The Selection System

In a preferred embodiment, the invention includes or uses means, or a selector,

30 for selecting a C-node that is close to the source of the request, a client. The selector
may also select an S-node that is close to the destination of the request, a server, It
will be appreciated that the server may serve as the source of an Internet message, for
example web content, and the client may serve as the destination for the Internet, or
vice-versa. The notion of closeness used can include any combination of such metrics

35

as bandwidth capacity, bandwidth cost, latency, security, administrative boundaries,
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The Sel ection SystemlIn a preferred enbodi nent, the invention i nC|-llld%S-|l-8-F 200t
uses neans, or a selector, for selecting a CG-node that is close to the
‘'source of the request, a client. The selector my al so select an S-node

t hat | wEdipdesot 0 t he destination of the request, a serverrokdoswdd | be
appreci ated that the server may serve as the source of an Internet nessage,
for ‘exanple web content, and the client nay serve as the destination for
the Internet, or  vice-versa. The notion of closeness used can include any
conbi nat REmingstrativegoneaniongs, CugE{RARERTLGRIPTAPERS RefWoBepAil, 68¢ cost

| atency, Fosd 111&35 ;aﬂrf};rm&bﬁgﬁ bifer £2etd Psdﬁ Ojéﬁﬁo be dake? RS hbdofhE SHEET (RULE
26) 1 5 JUL 1°WO 01758069 PCTI US01/ adm ni strative_conveni ence,
current (ﬂi’r\"{fé’% F@WG@QPQQHPEGEW&WQFIRHQ%S@tdm ogavehpefion of oxi i ty,

al t hough cRkhREs fs%&@&ﬁh&@)ﬂo‘éé 2R dBBsdnAhBBdd MralRGeoUNt . However, correct
operation of the invention does not depend on which notion of closeness is

h { h C ct ual 10 .15 30 35 Th
Sel ecti on systBh HEY RS HRE SRR SAL PSRRI AaNaRte: B ro. or
I nst ead idsieat b thehmwkkjmmlmnybgtwbai theehettamdche @Fﬂodanﬂ'hishﬁa}(:bmode. Thi s
R Do BRSRRGna 5t AR ARESPES R 5 S AR B R L
short nebatiwndd. déksamevmp‘le ms1dmﬁenbﬁetlsan&éry§hoﬁ@twoﬂai1stmmmct ed to a
first t T |4 I
e o L AE G

that is cloamhectheoexampde satordsontiwhiablaeger, but stile slet, netredthdistacetione k. |t

server,  S8tcohd®-fdeife sbGERtcl o b Sidob el BABREPbad B ArRBE, U1 TG 1
server) It@awétlelth@tdhﬁeb@rémal@st@tﬁm@@ombcbomméﬁnmamwmmimmk but not
to the ffg'icﬁ&wnﬁ?ﬂ%s Svert h/%fitherﬁ?@s%ét@nocféQ?%esse{\V@ﬁ(%{' ?@e&ggl&sses from

one backbone to anot er are conmmon causes O I n
t hi g5 castbe senead datprogk barkbone refwedt butimet toetbe fitst CTadeje spaeliest "peetieg) t he

first, ] t case even
' t% WaeRURIHC gr%‘ééég%dn?oﬁ ba C‘F%?é%%& IQb@PgBr?]:b’ Eea sidte v

though t irst CG-no IS sone r to the t the second.

So, in tl}ﬁhgorkéyaéﬁ@ﬁ@lay{ Frethigienise,i oo anayr wish &9. sedget ﬂ%ﬂ@é‘éﬂfbc@@ﬂﬁé@hﬁw ty may

usef ul | B&hﬁﬁ‘tﬁe%’&ﬂnaﬁm&ﬂs aP&ia BB W%s@@&%ﬁbﬁ& FHOHEP be R AsSHfANd exanpl e
of such oth factors, .one may gl rectly conbine the ™ estinmated distance

bet ween L8Py gﬁﬂ%ﬂﬂ‘@ﬁj’éSWWWW%’%EQ%PE@WF%FW@O%t\ﬁ/@ this node and

tS_er er, dxBmpld fehidafidnAPiacRs bf BRkBSndthnedtiAyRiPhseRATBE kS ingh) cost or
|

account when choosing C-nodes.

As a second example of such other factors, one may directly combine the
estimated distance between client and C-node with the estimated distance between C-
node and server, in a fashion that estimates what the total communication cost or time
25 for a typical transaction between the client and server would be, if it were sent by way
of the C-node and using all other components of the invention. As a third example of
other such factors, one may monitor the current load on each C-node and prefer a
lightly loaded C-node that may be somewhat further away than another, more heavily
loaded, C-node. As a fourth example of such other factors, one may give additional
30  preference to a C-node that is more likely to have the requested content in its cache.

In some embodiments, selection may be inherently performed by the
redirection system. In other embodiments, a selector may use information obtained
from a mapping system to select a C-node or an S-node, or both. As discussed above,
a C-node may be selected by a selector, and an S-node by another selector. The C-

35 node must be provided with the S-node selection, in order to transmit to the S-node.
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for a typical transaction between the client and server woul d be, 13ifUL 2004
were sent by way of the G- node and using all other conponents of the

‘invention. As a third exanple of other such factors, one may nonitor the

curre OIO?Bg%@n each C-node and prefer a lightly | cade¢tmawaedeekhat may be
sonmewhat further away than another, nore heavily |oaded, C-node. As a

fourth exanpl e of such other factors, one may give additional preference
to a CGnode that is nore likely to have t he requested content in its cache.
In some Ehtrefbireyefithe S-swleds sélentediby 2 prparathislesion thessleriomBastye  he

redi rect E&E&nﬁf{lﬁﬁt%mo{ﬂé@!hg&é 'ﬂﬂpﬁﬂy%ﬂﬁﬁebﬁﬁ&@@ﬁﬂ%réﬁﬁﬁpksﬁrb fier mat i on
obt ai ned oma mappi ng systemto”sel ect a C-nodé or an S node, or both.

As di scusdetoralidteenativalyca singte selaptos mayeselest ath gﬁ—gc@@r@&n&*no@pnd an S-node
by ‘anoth G0 T ShunPEhaPlcRisHE o Mive

sel ectuo‘ﬁ’ﬁu’?‘%hg%a{eﬁemﬁ’ra%édgngt P65 T he ahode. -16 QU STI TUTE SHEET (RULE
26) 51 5 bt fromchesonmct/tBedestip@ivn syessabos Therefore, if the S-node is

sel ected by a separate selector, the selection nust be conmunicated to the

C-node. ThiRediR¥tiBeSYsB@ by the client, for exanple, or by the selector.

Alternatively, a single selector may select both a Cnode and an S-node,

whi ch al | ows e every
fulFpr2 Rl leRlbolifindilife IVERIAAEENALS SRarIah! ShldiheRlin

sub-link in t e source to t stination, if de5|red The

Redi r ecta tredissosion system5ugh thps catrinweb ﬁaﬁ%ﬁ@l@m&@q@%@ , the
| nvegti o n&éﬁ?llyg&?m%hca&a%o TE0R5ed eAtdd dnelaRibeid At iib AR aﬁ&&@m such
t hat cer al n we I NC I ng request s for content, IS

comuni clatteeisareerdhatarenid exlimrity deliven seciggnisnt. H@erf@dl&?ﬁlﬁﬂﬁ)’%@?ed directly
to the sgryets ﬁ)?ﬁ%ﬁﬂ%'b@ ﬁb@@ééehaétéww@é vﬁﬁ&hm%ﬁﬂéeﬁﬂb be-Ellﬁse't&ﬂller ection

system arranges ftor tra I C to be sent to the. sel ecégh nodef \i\):thh S
chosen t@egborcqhgg@ hyothpresimelay RerforBANGeHE VAN SyiteHh 8P spiintgreepted by

per f or MeRER 3 (RhEHATh sBik cBEhRstafdtd, thE eBileOi &I HRRIEPerfdtmsIue fungtiéhsnode. | n
SOMg; Ci rcunst ances, the redl rectiqn. r‘?‘é@f’? erforns the functions of the

sel &bt i o thesalechionsysiem;as Fellas oo rfing ti on The fol | owi ng
al ternatlve ments .of the redirec S oVl
exanpl es. etgho‘t”mgsaqef%#w? §mﬁ8?m}eﬁl% eo(r){.glée lyet ge% Ons %{Efls | ﬁ%{nd t he
i nventi a8 exﬁﬁple@.rfﬂ{(ﬂﬁﬁ&r ohilseist mnmtd:nldad tccme:ﬁmusiwchndrth& maentideur t her nor e,
as one Skl art [ pyariants
of met hocc‘.?gl GP}P ?tﬁ%OtilSW IiuSWsr%a P gglg de]ﬁéstgércgemg%% %%&@alﬁs é/V\éb pr oxy
serv C; ng art will appreciate, many combmatlons or variants of methods in the following list can

2

serve as redirection means.

Web proxy serving

Most web clients can be configured to use a proxy. When so configured, the
client sends requests to the designated proxy, rather than directly to the source of the
25 requested content (e.g. to the web server containing the content). The proxy then
obtains the information on the client's behalf, and then forwards this response back to
the client. Client configuration can be done manually (i.c., the user sets parameters in
his browser), automatically (e.g., the browser downloads configuration settings
including proxy settings from a known location), or may be fixed into the client code.
30 A clientmay go to the same proxy for every request, or may make the decision as to
whether to use a proxy (and if so, which proxy) on a request-by-request basis. Thus, if
a proxy is used, in some circumstances the C-node is not “selected,” at least not
dynamically, and the redirection system for this example thus includes any selection of

the C-node as well as redirection.

35
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Most web clients can be configured to use a proxy. \Wen so configuléhALuhgu
client sends requests to the designated proxy, rather than directly to the
‘'source of the requested content (e.g. to the web server containing the
cont enfyh-015RRe Pr 0Xy then obtains the information on thgeehdogmiees behal f,
and then forwards this response back to the client. Cient conflguratlon
can be done manually (i.e., the user sets paraneters in - his browser),
automatically (e.g., the browser downl oads configuration settings

i ncl udi ng pf%m%te P&'Elaftédc’cﬁh URRMRIRSR ok @Rbmpfer FROErRR chi B&Hsdant 0 the

client code A cli go to thé sane_proxy for every uest, or
nake thdo@wmhagd@r@sswem n@se&neﬁepbaﬁﬁfiowhfdlowﬁowrr e proxy) on

a requesalst*aﬂcer@f%eéﬁerﬁaq"hen u &g%imeﬁma@apbpmmﬁweﬁguuﬁoﬁome client
circunstances the C-node is not."selected, " af |east not dynamcally, and

t he_r ediis cenliged jesyssthe Gruadgias ite ey fer snmuePTiate PeR&SthiGy sel ection of the
C-ndde as well as redirection. -17 SUBSTI TUTE SHEET (RULE 26) 1 5 JUL 20 WO

011- 5806R-aR&phrEIBXhOtR Gkt cidepfitn.20 25 30 35 It will be appreciated that
human judgment or a conputer programcan be used to determine the address
or name of a Alsp&éalized@dmpbms evngworkrelethenizuclo as o routerl may belocded imnce of

the cliqpl nerkoffin u%%ﬁ{mhﬂﬁ‘@dﬂ:!c il il dsgesctﬂx?:ﬁlgﬂﬂﬁéﬁéd%” the

client T1s87¢on gure e as [ OXY appropriate web

traffic.This awigmnennhnmmﬁaomer@ép&mmﬁctwls@égnmgmﬁt endrpant er or
netmprk ,p &&’%‘4&1&% ﬁr%&c arcﬁé’ttcﬁrtra@c)’su%n{ é%cté‘%ﬂ%ﬂie? s%éﬂ“ﬁ 8%‘&%% in such a

way that tra om ce aln clients passes rou Thi s node

can run ushinderedeongts noafalepute, phelse Whelbercths P&Gkﬂéﬂﬂlﬂ%WWdtfoachtﬂl and can

y make a decicsdpn for each packet or traffic streamas to whether such
traffic passes unhindered on its normal route, or else whether the packet

is intercept for rocessi.ng. The no i nt ercept
web requests n[@mefjﬁgqtﬁrg{ept lﬁeﬂuesfjse“%%g? r{ﬁ 87(‘aﬁgh(’i“ﬁﬂo/entlon

or dar td)ehencﬂbdibyﬂm ineentivinl Thioadek tebd a‘tﬂeﬁfueaﬂltrﬁﬁb ,ﬁrohhme clisfitetheept i ng node
wi | genel ral L.y hav e 1 | Lnstance. on the sane
mchi ne SeCrpina i D el B etiore N iRt e BREREE PRI o “ar “the
client' samé S@):hmﬂaslﬂ;e dient) diee samn‘ptgsucddldtwonmtsethce]pﬁmt,sorcahthercﬂlbﬁt‘sc can serve
as a G f en the
mterce?ﬁﬂng nodﬂll s ho gmtep t&%gﬂé%ﬁ%ggfﬁgsc%ﬁtﬁgr?e%% ﬁo 'ty to send
selected traffic, to near by C -node, e.g. .using |IP routi ngeand/or

engapsul at ng Yaisnf pf (hasitarcenting sYSteR REFES MiicR fasintscepliag aode 1s not
20 jiselfa C-node, but has the ability to send selected traffic to a nearby C-node, e.g.

using IP routing and/or encapsulating the IP packets then forwarding them to the C-

node. In this case, various means can be used for the intercepting node to know the
identity of the nearby C-node. For instance, the name or IP address of the nearest C-
node may be fixed into the intercepting node, or stored in a database accessible to the

25 Intercepting node. Alternatively, the intercepting node may query a specialized
computer or system that analyzes network distances and can identify a suitable C-
node.

DNS redirection.
30 ' When a client issues a web request, it generally identifies the server for the

request by its domain name, such as "www.someserver.com”, Specialized network
elements exist that map such names into network addresses, which in the Internet are
generally numeric Internet Protocol (IP) addresses. The Internet routing infrastructure
locates computers and network elements based on IP address. The most common

35  service in use today for mapping names to network addresses is called the Domain
Name System, or DNS. However, there may arise various competing directory
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node. In this case, various neans can be used for the interceptind pogig t04
know the identity of the nearby C node. For instance, the nanme or |IP

‘address of the nearest C node may be fixed into the intercepting node, or

st or edwio1mso@t abase accessible to the intercepting noseruditasomat i vel y,
the intercepting node may query a specialized conputer or systemthat

anal yzes network di stances and can identify a suitable G node. DNS
redirection, Wien a.client issue reqyest, . eral |y |dent|f|es
the serv&FViGsH Wil smélarwoqsymiff ‘ﬂ‘iFnhg‘ﬁ@JSS’é’H&H &-applicd to

WWWV. SONESedhVRivie& s welpeci al i zed network el enents exist that map such
names i nto network addresses, which in the Internet are generally nuneric

oternet oot S bRk REHARRST Tl bRSERFlE IR ARl oL e

servyice Hmweusxeﬂtm@alye ¢omfigoed o nehumethe sddressod runothkr cuigjndssesistvweorkal | ed t he

e T

" PCT/ USO11mBtezd.0Thisenay hawevisi bhaceepiahielsadong asgbe ethennoie ¢an fBI!mEJBq u e nt

di scussi l;

Usual |y %%é&ﬂg’%g??gﬁ?‘lg 'Eilcljaﬂ(raest'3 ﬁﬁé%%r?}%ﬁb‘é%@ﬁ%i ggﬁ%aiérgfﬁgf “ﬂizg) vveb server
However , intendgdgemver- confi gured to return the address of another comput er or
network node. In such cases, traffic intended for the server will in fact

arril%e at theR@%xb&hoﬂ@;ﬁﬁbe adlﬁ»éw%d(ﬂ)yhﬁmnglmm@wmbefﬁ@@@ﬁ%ﬁwtﬁ% so long
as the ot e,C un t ace the | ed server,
or 1o atdiiss O Beigsel oed e Ethirilin ) headudS O et i SUE U

y Redi r ect théscomfaxt Helsaﬁxbbﬂmdo hyteBat thDNSSystem ddaema:mdq& rétlué theér ver to the

address of a cl os ocate node rat her t.han to thg ad of the
Server i P 9arE B trecy ey Shar ety B bR 4 o ints e DB B syt em
does notdamﬁﬂnes thePtadduesd dfdhe mlmtac(drhamnﬁ)oitwlﬁre/mﬁiﬂmﬂ)ﬁi&eérvm it ecei ves
foria particul a nce t e ne P address of the
requeste% e E‘ﬁgﬁgﬁoieggﬁanﬁg a?FISD&‘%t an%i@ ‘fe“’P%‘r&Br‘ {thergg esﬁ% configured

t o ret urdalieah aadimmwlmaaanadentxfy hede cdegetodhatgliont. tTFrere agusestralng client,

d i : . ¢
2Eoer 1 PBEEEBE EBARL L RO SRR Tone ko 2, 01
sof t war eeium thedBradtlxgss ol Grmrede et iPiked todwesclode ta tie nqd@tmga:hemtsand kely to

be cl osqhésg t%}dﬁﬁu{u%%x%%b% S HiRBknaRs sk igse techni ques are known to those

k'iol ed

DNS Redirection Using Dedicated Domain Names.

A variant of DNS redirection involves using a new domain name, such as
"www.cnode.com” or "www.someserver-cnode.com”, that is distinct from the server's
domain name. The DNS system is configured to return a different IP address for this

25 new name depending on the requesting client, such IP address identifying a C-node
close to the client. In this approach, the actual server keeps its original name, for
Instance "www.someserver.com", and DNS maps this name to server's correct IP
address (and not to a C-node's address).

When the server delivers content, the content may contain references to yet

30 other web objects. In particular, pages in HyperText Markup Language (HTML) can
contain references to other objects held on the server or elsewhere. In this variant of
R4, the server can refer to an object using its own name (e.g. if the object is called
"home.html" and the site is named "www.someserver.com”, the URL may be

15 "HTTP://www.someserver.com/home.htm1") if it does not want the object to be

handled by the invention, and can refer using the new name (e.g.
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DNS Redirection Usi ng Dedi cated Domai n Names. A variant of DNS redifr &ctlijpn?

involves using a new domain nane, such as "www. cnode. cont or

"www. soneser ver -cnode. cont', that is distinct fromthe server's domai n nane.

The DNposysegsn i s configur ed to return a different IP Y eS30kdey this new
name depending on the requesting client, such IP address identifying a

C-node close to the client. In this approach the actual server keeps its

original name, for instance "wwv. soneseryer “com and DNS maps this naive
to servelHETRéiwwwicnpee.comgemsserieamamgdtmi or AHT TR dwwav.sapensesl-. \Wen t he

server d " dePRt Ve NS&ES, yet ot her
web obj e%%dgé %Pﬁ’f%%%jﬁ%v a?ﬁ]&pagesﬁf}%mpcg?%iﬁﬁl\a}éé kﬁfhﬁanguggg (I—FI'I\/L) can

hi's vari ant  GPS SRmnaAR 10 PRAUOLS CHLR DRV oRip BERER PG e Sobun nare

(e. a Ifsetri’rlﬁ's(nbm%uuecsiﬁd he dervédyarm: dadrdst In adnt he Si te i s narred
o) nmver corn", the URL may be .
"HTTP: // LEESLOer  com home. ht ") if it does not want the object to be

SOBSTI TUTE St EerAH R EREy TR ety WM AR b Eeilt PRERAtG B

I—FFgP  Ineepanseso d&hew athmtesmevta contentefrdrn aisite,dt mapTadeivelvmepasa st r v er -

Chvent + B8 Sk higg e veqhd Affent BuliBEad Hifle AR B0p Phebd oNS

| ookup rtbgoeentmapbiedouwnyl. tFhesewill bewlaread to an ST Ruadireciiaeicspnstse server' s

true ad%&%véﬂ‘cl{e%‘c E‘co qd %k c Y& B30 é%’?edtl tion WatHaLPt ocol
colly & Becsted Ijfation i

i ncl ude "vari ous conman respo ent
requestelee@ﬁg@dﬁltﬁonelrﬁsaf@ﬁ@@cht may receive a response that does not

I nclude the r quested coptent, but instead names an alternatjve location
where the cort BHELR resirectomes partidhe Jventions redirgstioagnechapism, fTp

redl rectrb Qibst WEDRNSAE: be Masto avm&dtziestﬁﬁhan,amcﬁemymedmw ieirepat i cal ly go
addi ti er feedback. To use

S ested | ocat.i.on Wi ut
&TS%%&W&@%P&%@RZ@GPO?%@NF w@eﬁ%ﬁ %ﬂ%ﬁ@?ﬁfﬁttﬁe&ﬁﬁwemeﬁ?sm a
r equest cmsb |to Hei dlieﬁil dnyacb@'dﬁigrtb Eﬂoﬁrﬁnb&@élat@& ghtdi%t 'K Itl(yﬂ\%vlh cah uE%thebe E he
server el se.So no | C as no
e ve s P gy dheptio S&f%&ﬂ@ oo T o5 TR £0 (A SlieB BLE o
per f or TETCER redirettetle eli¢rit @6 iise tha C-Rode dFhie 8¢ledtive dahde doadbe sise sefverhe
request Iitrsltgif,crl.mI Inelgtg sg 3 elfe 1(': tﬁnsapu%ons%dc% tfle servclarscajq%%reryl a%o‘-tﬁ]e?tspe%%a{heze& » and then

20 computer. A variant of this method is that request is initially sent to the server, which

HTTP redirects the request to another specialized computer that is capable of selecting
a C-node, and then this specialized computer performs a second HTTP redirection to
the chosen C-node.

HTTP redirection and URL rewriting.

25 This redirection system and method is a variant on HTTP Redirection. When a
request has been redirected to some C-node, the C-node will be responsible for
returning the response to the client. If the response is HTML, and contains references
to other objects (URLs), these references may contain the domain name of the original
server.

30 The C-node may modify the HTML to replace the name of the server with the
C-node's own name or IP address. In this fashion, if the client later decides to request
one of the referenced objects, the request will automatically be sent directly to the C-

node rather than having to incur the overhead of redirection.

35
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HITP redirect the client to use that Gnode. This sel ection can be] dong| by

the server itself, running software for this purpose, or the server can

query anot her specialized conputer. A variant of thi's method is that
requesfyoleisskgibtial ly sent to the server, which HITP rqifgsipsdode request
to another specialized conputer that is capable of selecting a C node, and
then this specialized conputer perforns a second HTTP redirection to the
chosen C-node. HTTP redirection and URL revvrltl ng. This redirection system
and net hpgtwaek Mamringand Q eengdetidrfor Seleetionhen a request has been
redirected to sorre C node, the C-node will be responsible for returm ng

the response TBe radireetionmet Oﬁﬁdlﬁ%s"rde%l%’éfﬁé@ﬂ%ﬂmeanﬁ iy velgeh terget

r ef er encgescl; of é@f‘or&R-Jsefae?ls(ﬁ@&)ﬁ:stfseﬁ&sar@il@d@n&%m1s“seaisal n the
dormai n nanme o e or|g| nal  server. C-node may nodj.fy the HTM. to

r epI ace lcmtmmm ssteciing Csradgeo 9 forber’ ‘ﬁ]é’se”dp chispis: & asaprdingie ather| p addr ess.
ohi s %ﬁ?&hﬁﬁce-feflatw@n@hh e 'S‘onieﬁhfé& itde bﬁﬂﬁe tcpdétaﬂﬂﬁé the a?ﬁﬁ);ﬂfatctdﬂ-e

referenc ects he request. wi tically e retlytothe
C- node nmmhwuﬁmw@maeﬁwﬁ\tfﬂ% é‘&éﬂ%ﬁlﬁ?’éaler‘%%ﬁ’ﬂ%&

SUBST! Tlﬁlﬁnﬁmoﬁa% #®Gharhally $bif e%h%l{eﬁtfsejﬁ'@ﬁy RSihE/B0ib/ thé o8 10 15 20
25 30 35 Network nd her ans ftS"yjnv\ﬂ?ﬁr Sel ection The redirection

net hods PHOBE syl aﬁgﬁ?’é‘%ﬁa@%é@%@%?@lﬁﬁéﬂw XL IEEDe ¢ raffic

i nt engdﬁeﬁrﬁitedhg M}Elyesechﬁseldlcb tibn {rﬁﬁle?@tﬂ»tork ﬂla@cﬁéﬂg@ﬂﬂ}e nlat\ﬂ@!qar ate issue
is 1pocating and sel ec S SO gs i ents, or

accor di n]@teﬁlﬁy gipern Wb‘éi‘]‘ﬁ%ﬁéﬁ‘é@‘ﬁ“%ﬁ&?% eRFPﬁ?’&S’PH&W@h@? gar}gte Sy possi bl e
to det erwhidk G-heded PR QRfently @pérationte, £ dtheragugsidgnent or one-tinme network

anal ysis and then fix the mapping from client to Cnode: e.g. to nmanually
configure eac’ﬁooé\«uﬂm-nsd@pmx;mﬂpﬂtﬁengmahonsnomdmn\@loymmqrmm‘ehod At ot her

times, the det rmnalon t frequently,

because S@F“‘éﬁ%?"é’ﬁ%‘ it ﬂr? %&ger S'?' %&ﬁ%ér@%su & ne éﬁgl at ency

bet en basm,mdmmhmachmcacanﬁmlda'fm@"dxpmddbshomagdwmtmebmks changes in
whi G I Vi Si t

C-node p@%)g{]? %St ﬁ ?%ﬁ%b%%le%bg%&@&bp%aéhoogﬁg‘ %’;’p@{ ealt%?q%?? (gaio%a%gm alized

conput erCéleo’r Moty wapping pad sesitoring Sysems & kn@‘b’nf@ gtose skiiad anths @goi ng

basi s, ol W 167 itBdeAYd b gfé?epbupﬁle TR shoS M Erafitpldsent

netmork |ch can be use a sel ect'or to chogse an appropriate
C- node fafithesg égehniques. A preferred embodnnen uses all the methods below in

20 combination.

Measurements Taken From Representative Machines to C-nodes.

A software program running on any machine in the network can measure the

latency between itself and a second computer, for instance a C-node, by sending a
short IP packet of a special form and measuring how long it takes for a response to

25 return to the first computer (sometimes called "pinging" because of the standard UNIX
program "ping" that does this), and can likewise measure bandwidth by measuring
how long it takes to send a longer data stream of known length and dividing by
transmission time. In addition other measurement schemes are well known. Thus, one
may deploy such software at many locations in the Internet where each such location

30 thought to be representative of a certain class of users. For instance such software
located at an ISP's point-of-presence facility may be assumed to give meastrements
that would be representative of the ISP's users in that area. Each installation of this
software will periodically measure the bandwidth and latency to each C-node (or some
chosen collection of candidate C-nodes), and will periodically communicate its

35 - findings to a centralized "mapping” device which collates and analyzes the findings.
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client. Many mapping and nonitoring systens are known to those skiljl ngLi”P 2
the art. The followng list is not untended to be conplete, but nerely
'show some exanples of these techniques. A preferred enbodi ment uses all
t he medansisshw! ow in conbi nation. Measurenents Taken FpefubaRfement ati ve
Machi nes to C-nodes. A software programrunning on any nmachine in the
network can neasure the |atency between itself and a second conputer, for
i nstance a C-node, by sending a short |P packet of a special form and
neasur i NAsaewehRng Tdkeh B¥SH (-Rbded 16 REPOSEGEarhe Mi@knksn to the first conputer
(sometinmes called "pinging" because of the standard UNI X program "ping"
t hat goes t hi Q%om;ilmd &dm&smmau?ﬁmbwm&acﬁue@wdngg hgw | ong
it takes to se alo r dat.a strgam o wn l.ength,an i viding by
Lt anem SSieBE e irienl Setps Seoc B8 s of P SREHENBNtather el | kv
Thuﬁ’ Onmeasmgs) Befweey tisdmdehees fahiva specifiedamilecliacaf athersonputdreol nt er net where
each such | ocation . thought to,be representative of.a rtain class of
doers. | FBRRRCISGs (SHiOS dopeRr tois FRRERAHSS ctfmiaichesih e tppindy o once
facil it ydemge dsdn dlssfirverhappingmvethedeasur enent s that woul d be representative
of the ISP's users in that area. Each installation of this software wl]l
peri odi C%&Jaﬁ@%[a?iﬁtﬁ%éﬁrm.dth and |l atency to each C-node (or sone

ca

chosen collection o I date C-nodes), and will periodically conmunicate
its findi nQSAtxﬂai@;' Aévicd tha endmmz eryEk@iéh Cenddl o FindQdut #tths cand anal yzes
thel@i ndicpggs. :ﬁ ]SJ%SD'ATUE HfEET ( &Eng% 01/ 52}069 PCT/ U501/ 04004 10
15 20 25P9eaSTHIbARGTRIEONEL IABH TR hprsitRhiain adeperh TeThe S Pods MR HSnes. C nodes
may al soceent Gipacisphidiad. AstetrativEly, theCoaskicd essrpepivdicallp¥end sigl  nmeasur e

v the current network distance (in terns of |atency, bandw dth, or other

’ measur esrfp%‘&t\?éﬁg“\aﬂ@]ﬁgéﬁwg' and a specified collection of other conputers
or network devices (such as routers). This information is conmunicated to
a nmappi nYpurepekriugas neswork mevsutdmegts. mappi ng met hod. Load and Availability of

C npges. A mappi ng_deyice may periodically query each C-node to find out if
the C node i MPPNE ¢RyIeATOfA ICOmBNET $3n %ﬂ%aﬁ%gﬁqd@”%taﬁﬂﬂ\atﬁﬂqyeport from

the C- nageyésn itselfiah8 a sﬁéﬁiﬁ@d‘b—mwisbﬁ{ditﬁﬁ dpdcpa acid @srdbaéﬂ%gliﬁ thd he CE ngdes
ource-rout e

may periodical l.y send such reports to the napping device.

net vior k SBERRSE R .OdAg‘FFé"&Bif\‘l‘@hed’é\?Fec‘éseo SvRbTOUEGHOUtRS " tesnedbi thakt e
bandwi FltthxesaEch&em magozl ¥o t}h@%@&@péoE%@i ﬁl’]cceﬁmégtiiar}sﬁﬁ;ﬂiiﬁé eﬂltﬂﬁ:ﬁw@ﬁh i oltlfe £endi Ng
speci a ckets.as described.in T mappi ng et hod, "but can
Furgper ABP% L2 i ey Bee PhGR coBmBef s pebvik nods though

to be representative of a class of clients. The mapping device may make such

estimates for more than one C-node. Since the distance between the mapping device
and the chosen intermediary may be regarded as a constant independent of which C-
node is being queried, the differences between these measures for different C-nodes
can be used as an approximate measure for the distance between the intermediaries

25 and the clients.

Routing information.

Internet routers employ standard algorithms so that IP traffic can be sent from a
source computer to a destination computer using an efficient path. As part of these
30 algorithms, these routers maintain information about the topology of the Internet
including heuristic measures of the distance between the router and certain other
locations on the Internet. This information can be extracted and forwarded to a

mapping device.

35
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these packets may go through a specified internediary nachi ne on thel rJUhay00!
to the G node. This internmediary machine may be a client conputer or a

‘network node thought to be representative of a class of clients. The

mappi ngodRske® Ny make such estimates for nore than gqreGzoiedes S nce the
di stance between the mapping device and the chosen internediary may be
regarded as a constant | ndependent of which G node is being queried, the
di fferences between these neasures for different C-nodes can be used as an
appr oxi mp seasi e for the distance between the intermediaries and the
clients. Routing Information. Internet routers enploy standard al gorithns
so that | P trafikgpingdeties maﬁtolﬂascoinfazmmnrasdao thenptwak disaree bestdenat i on

t ff t . 30 th th
Couters WAEHRR phrobAERowERsaimARn BaRb pBeiy SPe Ay O ARE s net udi ng
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As anot he& nitiate new measurements when they are needed to update particular data items or

to fill in missing items. As yet another example, the mapping device may employ

20  analysis algorithms to convert the raw (i.e. unprocessed) data it has into a more
concise or useful form. To illustrate such analysis, the mapping device may use
known “shortest path” and “spanning tree” algorithms. These algorithms are useful
when the mapping device has raw (unprocessed) data which is a collection of pairwise
computer-to-computer network distances. However, it is generally not feasible to

25  obtain a direct measurement between every possible pair of computers. So the raw
data will only contain measurements for some of the possible pairs, and yet it may be
useful in the selection process if the mapping device can provide an estimate of the
distance between any pair of computers and not just those for which a direct
measurement was made. It is possible to infer (or make a heuristic estimate) of the

30  network distance between a pair of computers for which direct estimates are not
available. One strategy is to find a path containing one or more intermediate nodes
that compares the two computers, such that each direct connection on the path has a
measured network distance. An appropriate combination (e.g. the sum) of these
distances over the entire path may be regarded as a measure of the distance between

35  the end points on the path. If one considers all possible paths (or a representative
sample thereof) between the end points, and then considers the shortest such path, this
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devices such as routers, and nodes used by the invention (C-nodes and/or S-nodes).

When a request from a client is received, a selector or seléction process may use this
model to select a C-node close to the client. The selector may be told the name or IP
address of the client, and if this name or IP address is among those known to the
device it can examine the list of C-nodes to choose the closest one. If the client is not

25 directly known to the selector, the selector may instead select a known computer
thought to be close to the client, and then choose an available C-node close to the
chosen known computer. There are several ways to choose such a known computer,
and two examples follow.

First, if the selector is provided with the domain name of the client, it may

30 choose a known computer that shares the same top-level-domain, For instance, a
client "sitel.co.nz" is likely to be in New Zealand, so it may make sense to use a
known computer "site2.co.nz" if such is available. Second, one can try to find a
known nearby computer based on the analysis of IP addresses, for instance as follows.

35 Version 4 IP addresses are represented as 32-bit numbers. The ranges of IP address

are structured so that the high-order (most significant) bits in the address determine a
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t he fact&ﬁlpzlttér;éﬁetﬂ g%%l Si onbﬁﬁﬁeﬂgﬁ%ﬁﬁtﬁ; Eg?r{is hg%'“ﬁﬁ&g’s@g Bgérb?t?élﬂ?ges not
occur aflsEig aselqciaado hiudies guessf (rpede clpse togpepified eNent (e Caedethet | t hat when

two mac Qhﬁ@ﬁes%ﬂ%r%@ﬂﬂﬁ%%&'—rél@te& REteSABsted¥I PR wa&ﬁﬁ&ywﬁamﬁ%mﬁe they are

very cl ose each other in terns of nost generally used netvrk netrics.
Thgﬁy | ehipad) Bmp@ thegPeeifp A1<ant FEPloped By Fisdhapiiing device e @ampgth the | P
addres
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structure, to choose a known conputer on the sane network as the client.

It is recognized that measuring network distances between computers on the
Internet can, in some cases, be a difficult task to do well. Nevertheless, the present
invention functions even if the mapping device uses very rough or heuristic methods
25  to estimate distances and other relevant factors.

A second important practical issue is that, in some cases, it may not be possible
to provide the selector with the exact identity of the client; for instance neither the
client's name nor its IP address may be available. An important case where this occurs
is with DNS redirection means. The current DNS system is hierarchical in nature,

30 which can mean that one DNS server will query another in order to find a response.
When a DNS server specially configured as suggested in the discussion of DNS
redirection receives a request, the request is likely not to come directly from the client
that initiated the request but rather to come from a "local" DNS server that was

35 contacted by the client, and which relayed the request to the specialized server. In this

case, the specialized DNS server may only see the IP address of the local DNS server
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addr ess Teipinige thejgtier msgaw e.- This SuBET | siFedbEHT fomuw&gmpra 5 JUL 2004

10 15 2QoRRetd@xamplO 01/ 58069 PCT/ USO1/ 04004 and not of the client. In this
particul ar case, P i s reasonabl e to provide the sel ector W|th the | P

address of tbg digsbedMiRiGeENBIatds TICRAMOD ibe dhheittin tREGAUSE s

O o B A B b Sh i s b e 0 T
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b ei ng cﬁ}é%%%@‘ﬁgll gtlg il m%fielg?or co?l{rer%g l%énecg/ ang%?n(l)c?v?l%ltﬁ/ﬁggrgg Pneg ted of
estimates of the time to download typical web pages over the HTTP Protocol. One
may cstimate how communication between the client and the C-node contributes to
aggregate download time between client and server. Second, one can deploy software
55 @t C-nodes and S-nodes that directly measure the time taken to process requests to a
given server, and other software that uses this historical data to produce averages that
estimate the contribution to typical download time between C-node and server (or
instead, but similarly, between C-node and S-node). Finally, one may add the two
estimates of download time to get an estimate of download time for the entire
30 transaction. Or one may add the former estimate to some multiple less than one of the
second estimate, where the multiple is chosen to account for the fraction of times in
which the C-node can deliver the content to the client out of cache and therefore does
not require additional communication. A variant of this example is to estimate three
components of aggregate download time — client to C-node, C-node to S-node, and S-

35 node to server — using similar techniques and then combine these.
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further explained in conjunction with Figures 2 and 3. In the version of DNS

w

redirection illustrated here, specialized DNS servers running custom software are
situated in the Internet, and the DNS system itself is configured so that requests to
resolve a server name (i.e. to find at least one corresponding IP address) are

25  "delegated” to such customized servers. The DNS system is a complex, Internet-wide,
distributed database comprising many different servers that communicate with each
other and pass requests between them. This example should not be interpreted as the
only way to use the DNS system as a redirection means. For instance, in the Content
Distribution industry it is common to deploy a hierarchically organized set of custom

30  servers, so that any one request is resolved only by the coordinated action of these
servers. However, in this example a solution is shown that could be deployed with
just one such specialized server.

Figure 2 represents an overview of the steps taken by such a specialized DNS
server, once it receives a request to translate a server name into an IP address (i.e. to
35 resolve the server name). This request is received using the standard DNS protocol.
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a hier artHe t'I’ ‘giﬁﬁ QI8 custom servers, so that any one request
I's resol ved onIy by the coordinated action of these servers. However, in-
this exarrpl e A5 appiannds ong sperilihernbriimen) af@ ssloctas py Byber @planed ust one such

speci al izggd ﬁ@iﬂé@& andT 5 W5 Sird 4T ERERERBh DvBNIEY BF HieQWR taklch Byt RStk aken by
such a SPecCl a server, once | t, recelV a reqguest to translate a

ser ver HH}?E it ree ) vesn af ﬁel%ai’j@xq @Jequest containing pr IR pddress ANAASETMEr IABFe) . Thi s

&lfes'[ ahd isf tﬁﬁ@i‘e stk Re rioREng t6h1DSh eI tTAGRIs illustréti&BaEI TUTE SHEET
1Q04 The respl uti.on process comences at

OE 26) VO, 011 28069 CTI[ISO1/0
step 2065sHEEA ¢ gafqra for S npde 3Rlerian 1§ 1 myRIRize SpDatep 28GFRYUES of t he
request qbwhﬁaaahm cmaw@darm@zémﬁechblé dihd:Ratimey s dsldatabddrs@9s of the

client t. asg.discus i nst ead..anpt her DNS server nore

"| ocal " %Bﬁtﬂﬁéﬂ Hc:tg”é‘?tg %ﬁf%@@ﬁe %’fﬂt‘ﬁ@ S L EWPEAH! %8 CBR& server sends an

i nqui ry cbmbmaﬁethsaﬁﬂtﬁples caﬂdmmg)an Dresldbss 501, eCredensho 503, dnB asddreess and
t he server ives,the.res .fro | ect or,

" whizsh | Ea@ﬁgaﬂevwéh ﬁ}e H%SIE’ ggeesm?;hge download time. '?ﬂ@és%rﬁateﬂ&vﬂﬂofé?

time is the estimated time for a typical web transaction between a client at the

indicated IP address and the indicated server, when the request is handled by the

invention using the indicated C-node.

These database entries could be added manually, and the estimated download
30  times can be based on an expert's best judgement. Alternatively, they may be based
on data such as records of the time taken for prior transactions and on network
measurement data such as bandwidth and latency, and computed using techniques
discussed above. In this example, we consider the case where each individual C-node
is responsible for compiling all estimated download times that relate to it, and )
35 periodically communicating these estimates, in the form of quadruples of the form {IP

address, C-node name, server name, estimated download time], to the mapping device.
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et

speci al i zed DNS server consults a |local database 300, as illustratked ijol 200%

Figure 3, which associates each pairw se conbi nation. of C node :nanme 302

and server nanme 301 with I P address 303 that is unique to that conbination.
I n st ep2@Fsod9 uses this database 10 15 20 25 30 300 t orGBUSHTI04bdIe | P
address corresponding to the conbi nati on of the G node nanme provided by
the mapping device and the server nane given in the original request. In
this way, the C.node may be referred to u3|§r}1é§one of sever.al églfferent P

addr essesAsn%lgf)@ﬁW%Pé esihot theSeleetar Teeives DRSS 30 VAR 9% S son f or

doing s 3 sb L(?li@t@bl gatebhse S00 aigp @i doyitent BEths edcedied dndsbaged dn dss examplb,e n
returned to

he requestor . in step,204 Si da pr ot ocol .
As an exgﬁﬁilgemﬁﬁ@r@ﬁ%?Q%S@ﬁgB&hﬁ@?ﬁd ﬂg%"lﬁg’é?%aﬁ HE’ pl ai ned
gsi ng F: gétidsof4h@ edlindationipycueesed aﬁ&mﬁeéaﬁéﬁcz O(fgeﬂo@/@hgure‘& daéscztlhﬁl_ steps ta:<|e3n
y & se cto en.it ce t ste equest caopt ai ni ng an
address é’f‘e"ﬁ%dr’@ dist Bﬁﬁe@n}aﬁggl rpé%%%ﬁjﬁlﬁgsul?%@uﬁ?gﬁ?sﬁatl ng a
sui t abl epﬁceﬁéﬁogbthef briesteiahdl baitrectlyiaintain the datahaseid8disedby thetselection eri a f or

C-node selection is to mnimze estimted aggregate download tine. The
sel ectorp’iﬂcFﬁrzes a stored tabl e or database such as dat abase 500

| I1ustrated 1gd, 9% Bechot EicindkRl 308%E: BEThd6G01LR A0 SRRALEbIRRDCLM0CT

conbi nati ons O*gutr es CcO al ni ress nane 502,

and a seowihe snm;dnrélsrmmg pbeks mbdmmswésbﬁrrdﬁhngslmm hewe the seleoser sughtt i me.  The

t ilfat
'? ?alnsac'ta ?o%@ﬁnéﬁgﬁ F&di e%éda | nlglgcr}at g%l %%%g%ﬁgdlrt] \égéﬁ%oq ndi cat ed
server, Wmtmmﬁomi@sltspmﬁhmeadmﬂw dusbIP piriress: thermappingdavige i ndi cat ed
C node. dﬁ 3 mga%ggigqgﬁtegwoﬁ ' v@ﬁetﬁ&%@gﬁ&%cﬁﬁ@‘%&%@é@'oﬂ of #ldde rdmﬁai i mat ed

downl oa on an expert best judgenent. terrhatlvely,
t hey mayipéormetien exists. dhitas %Qic‘lheél§"1ﬁ@aé’é 5B 402, chvesqsiandPradilisss o5

t r ansact {,@d}$na86f iOkhd¥ai, WRA KhithAAERETRS prddiddd 3P GRdRSs Rk 5sh and | atency,

andjgonput ed usi ng techni ques di scussed above. In this ¢
cons! der PaSRBIeHYRE tavdecknisaie MiscHeFd FaiaY. To s dase, fhe ghespb %?tg}f)@t%ﬁp

conpi | i ngidedsds iCafbk it Menaal pidvikd TP alidresd @tsteg 403. tn s&l@dwtlperl odi cal l'y
comuni cati_ng these 3t| mat es or.m of uadrupl eilﬁ?gl the formJ[IP

he
addr ess, datehagzie0 Qs Hse §%ﬂl%bé?14f3§ﬁ§”51€§9 ortieR @t \ﬁHF%?ﬁéPW €to the mapping
devi ce. OfﬁavﬁblBﬁT bdddéss @&Eﬁ%&%& se@r sk dpp280i4 cbehbAtidah/ 5:8&69 405,

o8Bt BULOR PLSRSES Bhd B A8/ Bk ves sueh
estimated download time. In step 406, the device extracts the name of the C-node that
appears in the row just selected, and returns this name as the response fo the original

request.

As an extension to the previous example, Figure 6 shows an example of a -

25 software process that may be deployed together with a C-node, perhaps executing on
the same computier as the C-node, which estimates download times and then
communicates these estimates to the listening process on the selector as discussed
above. This process, illustrated in Figure 6, runs in a loop so long as the C-node is
operational, but pauses for a configurable time "k" minutes at step 600 before

30  repeating the described steps. In step 601, the process consults a simple local database
(not shown) to receive a fixed list of IP addresses. These IP addresses, which may be
entered manually, are intended to be a collection of "representative” client computers.
A criterion for inclusion is that these computers respond to the standard "ping"
command, found on most computers running versions of either "UNIX" or "Windows"

35  operating systems, which is used to measure the time a packet travels from the client

to the computer and back. The process pings each IP address in the list a configurable
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so it updates database 500 using the content of the received nessabd JUh 20
this exanple, this listening process on the selector that updates the

dat abase 500, conbined with the action of the estimation processes

at t achgpd oigsigach C-node (Figure 6, described below), caprmgsovbsngd as a

di stributed mapping process. This is because these processes together
create and correctly maintain the database 500 used by the selection
process. Figure 4 does not speC|f|caIIy address the neasurenent and

est i mat | BTt cidmes, apd ayeragesithpresults, e setigatinoletesy paltecnicadl®sed, but
rather shoieshawmde. n%a& ﬁEéngst @bs n$& 403 tﬁeg%d&ﬁé"@éﬂsﬁl& O0eEnsol | ect ed.

Because 1t 1s not usual | e f or dat abas to contain information

speci fi cdatebasy &pY, sharmn ﬁ%lre ’,l_;po seftpeesslistof senvemppamae kmovmnde thefust first
eh heck, ifodat ahefAOfbr eM%Bﬁgeﬁaem%@/sme PRcddifsshtt fo RARvEL dxgse for

gh rmation exists. If it Is not, the device, in step 402, chooses an |P
add?ess Weh O‘Eﬁﬁ?tdﬁe‘iﬁ)fZQStPBTPB@eslfFﬁ%Fh?a‘ieF% ang measures thed 1dhe mat ches t he

provi de%&ﬂ%ﬂ@é‘ﬂfﬁﬁ%a%@t&ﬁ%ﬁcﬁﬁa meﬁ&o%mgaﬁmmhmcﬁ% di scussed
earlier. I'n this case, the chHosen ™best" match address is substituted

for the 'dest-gimliy Tarsdw@wctmaxbar@gqudrﬁm@bfweethelsae@ﬁ@%sm Of dat abase

500 is yasfbafiadhed ushhgl GRfetthodiith §-sodle! @ kil cfe @tlch sBEH fektgs 1 N which the
provi ded I'P address and t he provided ser nane appear i n conbination. In

step 40periogned p gonfigiratle Bpmagr ' W@%éﬂfgmqréaltsofﬁr BRCLySETHET f6st f ound t hat

has1( he a'i’ﬁﬁlgla&% as ﬁsddn%bﬁ@stﬁﬁ% de«S‘Wﬁle@tmiefb&&% the@G-nédeamdend ce extracts

the nanme of t C-node, t hat , appear the r st sel ecte and returns
thi s narr€Vds P‘P@Eﬁdh"s”e“’c“é‘df’ﬁeﬁag‘% ﬁaﬁtmqf Tesagn FP%?E&EH% to the

Er e\é' OF&sMﬁftmbﬁflﬁ&eﬂtmﬂ ﬁﬁﬁ%}éﬁmaﬁéﬁﬁ%]&s@cbm@%ﬁi&ﬁmtﬁﬂeSS t hat tmay
e ep (% ,ﬁg%e er a @& Wﬁg:(a a&sﬁ%@% hﬂ-"l?f’é i e ane conputer
as the ma ‘%‘fqe aearg HO¥S WPt o5 t hese
eﬁti mat Qﬁtvi?&ntﬂl-ﬁodid atcemm (qmé;oe(@s m:ﬁah@lesafmhalrfoﬁﬁuldumu&@eﬂ anvg. .
T i Ty 3% y t ~

o3P LOSET Rrnt LS SR At i S ol S peiBBed Sow Pt BRe: s on" 000

bef ore whepe' '|amg"qﬁerecbeaﬁgmrb’e]dmm;nspaiamd&remzﬁ&iayhdmnﬁmmﬂyconsul ts a

si npl e Ve f.i X l i s f addresses.
These. | By, B2 B8RS portBhicReR UV el Bol-RAR IR AuaibiEds dhimpinbfings e s
col | ect rﬁmmﬂii’addmps é?s—acad@mamsewbnme cstnmtbédewnloadcthm]etoubm for inclusion
i s that jithe nd to the standard 'pi ng command, found on
nost co%ﬂ%’?ﬁgﬁgﬁﬁ?ﬁg&v%%gfbgns of either "UNI X' or "Wndows" operating
systens, which i d to neasure the tine a packet .travels fromthe client
to the fGa ck. The process pings each 1P address in the list a
configurable -99 SUBSTI TUTE SHEET (RULE 26) 1 5 JUL 20
The following discussion returns to description of other aspects of the

invention, and assumes that redirection means have been employed so that the client's

web request has been communicated to some C-node.
25
The invention includes specialized software and/or hardware that resides in the

C-nodes. When the C-node receives a web request from a client, the node's software
intercepts the request. The C-node includes software necessary to understand
standardized web communication protocols, which today are most often versions of
390  HTTP over TCP although the invention contemplates other protocols being used now
and in the future. For example, Wireless Application Protocol (WAP) may soon
become a standard communication protocol used when the client is a wireless

telephone or other device communicating over wireless links.

35
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WO 01/ 58069 PCT/ USOI /04004 10 15 20 25 30 35 nunber "1" times, and avédlaghé
the results, thus estimating | atency between each IP address and the

‘C-node itself (step 602). In step 603 the process consults a second

dat abagg 0iMgesoshown in Figure 7, to retrieve a |list of pefryesydiges known
to the G node. Then, for each such server, in step 604 the process

attenpts to retrieve a fixed web object used for test purposes fromthe

server, and neasures the tine for the response to arrive. Thi s t est obj ect

may be referrgg fA_ Jsest obj ect

may be retri eve&hg?#léh@%yﬁﬁdoﬁng cleng én teli)&l% e%s\?z%cewegiﬁo %‘ thed usi ng

an i nt er medican elsssmﬂj@knbwl@gmhmrmmwsmﬂw @muhumthelcsneqj@rdtmmd a

Configurqul‘%hé.'afgﬁﬂ(ngmth%%&%%@u%%a}%@dﬁ%ééibécg for each server are averaged
e e

so as to rive an estimm t1rnme tvveenthe C-node and the

server The process fhen nsi der s I na P address and
server fromt rF’ﬁ“é’t“é“%i?giiwa(’,‘%ﬂ%‘Fh&éf 1%?5{\35@ CIFBSS 2L on applies a

forml a eetmnﬂdrﬂele steaaﬁohfmgeﬂtmﬂwahem egene@tnhéemr@a&h@ﬂd C-node
with the estimat ownl oad bet ween .C- node a({]ag server g&? 605). An

exanpl eGP IGPRPDS "l1 @%@enhg%%?@'mﬁ“ g thét ed pi ng
time plugliétcat hﬁmﬂetm‘mwﬁﬂlmmmﬁvﬂxﬂ@ otddBl that WS tsed iy thaBkknt & ar e

configurable n r araneters that may be tuned manually. Finally, the
process Eﬂﬁmﬁlﬁ’rcggettbgoﬁ PEGQPE’% results just obtained, as quadrupl es of

the jpforth [I P address, C node name, server name, estimated download tine],

to the |Iistedhag-pedsiacydermedns f@edeéemnmng@m:danmwmfdie Wenssties ofhe

follow n t e t he

nvent | o Shatiat éﬂﬂ*n%%%%%%ﬁ?%éct e B P RS T EeHP 0”1 hat

the cli eFarioys mgas feethisye pladmgdbmiallemdeg B0 exampdess G- node. The

I nvention includes speci aI | zed software and/or hardware that resides in the

C- nodes. Médreﬁl@mﬁng.ode receives a web request froma client, the node's

sof gva i ntercepts the request. The C-node includes software necessary to

under st and stEh@i@mhdzenlawwyemdhpﬂmlmamwﬁrqm@ﬂadmbsspsmlndhiherneiq:@yt are nost

o oo aahods Ris tlhhuoPln i b LbOMAR hOeADKSPIORARILEIPLE © Ot her
e

pr ot ocol's e| ng us now ure. ess
Appl i c atli'Po%dquS@QSdb@ﬂ wergmeyd Wwpnsmuncatbwdbnﬁfar lstzth Mmod@mﬂﬁandathc on

Communt caymdonoRe LAt 2 Coid® ity gt O ERRR A Yafd®he) 1 5%

201 mapping from IP addressees (and/or ports) to the actual web server containing the
20

content. For example, if the redirection phase of the invention uses DNS direction, the
DNS can be configured to retwm a different IP address depending on which server's
name was queried. To illustrate, a query for "www.site.com" might return address
123.45.67.89, and for "www.othersite.com" may return address 156.78.90.12. Even
though both addresses are alternative addresses for the same C-node, that C-node will
thus be able to tell (depending on which address is connected to by) whether the
original request was for "site" or "othersite”.

25

In this method, the association between a particular IP address of the C-node
and a server name may be static or dynamic. In the former case, the association
30  changes infrequently and can be fixed (e.g., manually). In the latter case, the
association changes relatively frequently in such a way that an IP address is allocated
for a server only if there are requests for that server currently arriving at the C-node.
Dynamic allocation requires careful management to determine which servers are.{of
are likely to soon be) the subject of requests through the C-node, and also requiree
35  carcful and tightly synchronized coordination with the DNS system so that the DNS
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WO 01/ 58069 PCT/ 1JSOL/ 04004 10 15 20 25 30 35 In such manner, the {Cingde 2(04
can interpret the request received fromthe client, and can also send
"acknow edgnent messages to the client using the correct protocol so that

t he cl wendy/3soews t hat the request has been received. Thecres®igibmg sof t ware
on the C-node is designed with the purpose of obtaining the requested
content, if it is not already present at the C node, and then

comuni cating the respgnse back to the client usi gﬁ any standardi zed
pr ot ocol System apd the emode agrea an Higrrarent magning\pf ¢ach b afdipsp Heweves, dhe

prot ocol adimtagdRT 2 USaEMIDATIBRIdH dchéthe b bEMATRREE B S1drBReOkk GbORY, r equest .

The C-node includes neans for determning the identity of the web server or
web site cont ai t he content necessary to satisfy the client's ,
request . h{izﬁ?r%og‘fcé’%’g‘grf'faglﬁg‘ means to achieve this, including the follow ng

t wo .exanpl es. : | - .1 .0l t er net
Pr olsocolrrpaddr gg%réﬂg%%f%c#e@g%%?%f%%er EWPQ?%/&%#?Q “%Q%ﬁvgivgf | nt er net
Pr ot ocol heddet inférenaionoahd the Ornddecan rdad this te detemuine tife meotl eftbeservdrat were -
used to ' j 10,4 3 ‘ - ' f the originator
of the r@%ﬁ@?ﬁ%‘ g%@&%%ﬁﬁ?‘ tr?ﬂ%é%&ﬁ%#?ﬁ%&%ﬁ@é‘”itﬁgg dat abase, a
mappi ng ¢iromstacas drhendee€-rodady wed po o PEXYL a8 intweeteprow redirebtion miten

Caini ' LE : . th
cont ai ni fig 4G c. Bites s RFAPRsioh .11 B 113641264 G e

i nvention uses DNS directio . cah_be. i-gur o return a

di f 1@r enteqnest ggdisentediiogbe GringleawsingtH ERP sditeetionrs name was queried. To

il lustrate, a,query for " . Ssite.com mght return address = 123.45.67. 89,
and for "ww. 6’5&1@19 ertiomally Upssy? Gaghe, Phuchig stage eEwel goptentsuckgsieb ¢ hough

bot h addsesasd difpedléL T WebGeQdH @8R SafiHed il oSANRPi Bfl&ackdhat C node
wi || thtﬁs &e§b|$ to telﬁggﬁ%andl ng .03 whi ch address is connected to by)
whet her RS PGTHRRY PEYy chfd contgpt mdprmung ifs respoRis tgitheelienty nap ¢
al | ocat i Theré &thi@%h&fﬂgﬁs%rﬁﬁﬂ%ﬁﬁ@@ﬁcﬂ@ca@ﬁé,%ﬂiaﬁ? cuhbe RdspRédverte are I n
t hi g5 net hglg thﬁgailr'fs?io lL,ation b?tﬂ\%/\ﬁ/e(ﬁ;n ﬁ Eiafilt idcu.l ar 1P, addtileii1 (g{ _%he C node
and-a s PO mAK Be eliyler & 2 partiox i Conpfle bt he dyiee Fentpinteihe Cauede: fare
associ atingancectaades ailevat Rapdelidk of inptknoan Hewkiratethe(dacke necdmiotBé | Y) . I n the
| atter h assagqi ation changes relatively frequently in such a way
that an 150 Lot otRE e ud ko AtERR S s YbiER Qe ittiapte s oquest <
f or t hatquseratber caoing mbles, tr seevf thgy ate dblecto provddetheaegudstddedoptenn soon be)
t he subj X - . an |so reguires careful and
ot |y 25 s Roat A9 ARD Sl B shcdl 70 PRI ERE Tl B8RS (e o o1
SUBSTI ToreagHBEEFeryRULElf463ing the mechanism discussed subsequently) or to attempt to

contact a cache. However, the following discussion assumes that the C-node was

unable to satisfy the complete request out of its cache (or from any nearby cache.)

'Having used such means to determine the ultimate source of the requested
25 content (that is, the server) the C-node locates an S-node known to be close to the
server. However, as discussed earlier, the choice of S-node may also take into account
other factors, in particular performance-related factors, in addition to or instead of the
proximity between S-node and server. |

The invention's S-nodes are also located at chosen locations in the Internet. In

30 particular, such locations may include being on the same premises or subnetwork as
web servers, being at a commercial "co-location" facility for web servers, being at an
ISP, being Jocated on Internet backbone networks, or at backbone peering points. It is
also possible that a program executing the functions of an S-node may be running on
35 the same physical hardware as a web server itself, or even integrated with the web

server software.
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1.5 JUL 2004 NVO OL/ 58069 PCT/ USOl /04004 system and the C node agrbd bl A4
current neaning of each | P address. However, the advantage of a dynam c

al l ocati on schene can. be that fewer |IP addresses are needed. HTTP Prot ocol

I nf or @i @kgosd0 15 20 25 30 35 In certain circunstancespdmgsgiadsmsof the
server will be included in the HTTP header information, and the C-node can
read this to determ ne the nanme of the server. The RTTP protocol provides
this information in at |east the follow ng three circunstances: when the

C-node is usedhél@-ﬁoﬁ%%&é/me@& tb ModaBan S -axde maﬂnsrcmtert@a e@t@ﬂwél’ﬁTcF:)I i ent
conmmuni cat es In er si on I D C en an
r equest §%rv§regﬁsx@g)g:ﬂe§d)ftsgc THEams: Iﬂéﬂé @Qqﬁb‘) to‘?‘? &%@aﬂﬂ?ﬁnode |
opt i onal kot ikgaf %Jﬁdﬁtbbas WG Ppin ﬁfmﬁ&@wmﬁa welmdczmﬁee@t ddugbofs web pages
andlrrageflbl 0 vvegr Dping n_be.s eSerd usmacon gnt in this
cacs Ffbie s eno‘g]é gh ?Smdn Bels saftvarn of %ts response
he Cinbﬁﬁbnn ddrebek cammttmn,yanﬂtthﬁmgldﬁgl mwnémcnhﬂmyl "RGp ];S’U@ﬂ'thh acc acge and
any can e |1 NCl ude rt of .the - node Oor
the Govi B dtn ?%Fﬁﬁb@’eff%ﬁeo B dositly Pt metRod e omR it oa hard di sk
or in mnemetheds Jﬂ@m@iabdvhanﬁmﬂed teehtiqnes Ihehis bawaif thoCtivde Ganotiet There

nodes, 1 0F LR Epbdhedba kot GNPt el bra% 8 180 s EHR S 10" C ode

may al sosebephw§-rode blose tnihe stiver] eCambinatonsfofi tlhese msms an sfhidlcthe nt to

iéct tself t.h hani I
o at terfiiaade i ke b RS tmgnle apa PR STf PR GRS K mSRHE T, L s
t hat t hem@ppingenayalse usadal.‘tl 1e also posdibls that Sd:pearacte)mablﬂnes om@teazts amut of its

h det th
Caohe. | Gegld SR AR R Nl SRR SR L 1ot o1 1 1 e

| ocat es aalldreSsasbdéS-mdmand)ﬂiaéﬂml(bsedetscﬂuwyeonesﬁrth@ﬁ maelbms/er $ysa.°snsd| scussed
earl|er r factors, in
paris culf{';lﬁr1 g&?ﬂk%ﬂ @g&g@%ﬁﬁg@é@gg@ﬁsgﬁ ?ed%%&?o o |ns ead of the
prOX| m tabomgtowbym@e@&@epmi@coéeﬁfwémomai@osmmm isdhatsach hogds are also

| ocat ed:ﬁ%x nGRSEM BB PRSI dhRerd maﬁarr@efos%mt, a?lﬁrtﬁé glﬂoae such | ocations

my i ncl pDEl Ng on t he sanme premses or su net wor k servers, being
at a copsapéically c@éeq thisdist tnbe ¢%munltc§teqi & eawb&—&e@ww@at @@Oﬁlgs ¢ an | SP,

bei ng | egAhRth LPthiHsEbNSnoBAEKRPNG BRIWRLES : AREmﬁ&vélﬁ%@@i%hE&F“ ng points.
It is al so possi bl e, tﬂat a program executin functions of _an, S node

may, be BYFH ﬁmﬁ@n Hﬁimt{ﬂ%‘é & grEenb Fiaf @stoctalipn a§§e @w tabe peodicallyl 1| or
eval i Ncefiningchtodl toRatihe-nb, THElc\WRE m3fY bR freans that might be employed,

and in particular any redirection means that can be employed to chose C-nodes can

easily be adapted, by one skilled in the art, to choose S-nodes as well.

In a different version of the invention, S-nodes are situated so that at least one

25 S-node will intercept all traffic intended for a particular server. For example, the S-
node may be located i the same physical device as the server, or on a gateway
computer on the server's local physical network, or at the server's ISP, or even
integrated with the same server software. When the S-node process is on the same
machine as the server, the communication between the S-node process and the server

30 may not involve any external network communication, but instead consist of a logical
communication path internal to the machine. Such logical connections between two
separate processes on one machine are well known to those familiar with the art, and
are often called “loopback” connections. Aside from not traveling over an external
network, communication between two processes using loopback connections is

35  otherwise similar to regular network communication between processes on different
machines, and can use the same protocols. When the S-node functionality is
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‘G-node uses neans to |locate an S-node that is close to a specified web
server. Exanples of such neans include the follow ng. First the C node may
store, wd@rsségest ance in a database, a nmappi ng from servarr/iedit4ba t he nane
or address of a suitable S-node. Alternatively, the C node may include
software or systems for nonitoring network conditions, and thus building

I nt er net proxi maps" of the discussed above for C-nodes, possibly

usi ng suemegféteaméhﬁ@smérmﬁrﬁghq@eeﬂ#om loppbagk cpgmegtiondusy dFabeissed above

and rel at,ggidtE ChivhiiusSe, cbﬂmmhansﬁlﬁawe\eﬁ R @ nbdPREoBE ite 'aﬁEl of all

candi date S-nodes and Knows t he dress_of the serveiyltse it wll be
able to s%wwmrawsm%@gsgwm@tbﬁ@mﬁﬁocw fanto the stepgse neans,

'n whi ch it BRich¥RE 8RR38 phd kb%@fésau&malmfmgﬂpeaéd HM%ﬁﬁrt\Mﬂlﬁtishe results
etwork nmonitorin and mappi ng, &lsused It IS g‘ SO poé bl e that

sep r at e compHitie withthe proteael f oaméexpicéi%%é SerVEoParte A EieR PRy desdhemppi ng

from ser ygparea @ tbdhd everpaRs (or addresses) of S-nodes, and that the

C-nodes query one of these nmachines or systens. This querying may be done
usi ng DNS anaWiged thetSndidNSs na diteeeptonnr idasicated erithahevaverps Gayodeone ot her

protocol. Yet a el, pQssi bi t hat, each Sznode. mainatains an
(bt o ettt FOegtify Fae B tAn Srabdenet® Sl RAREE 1t AR sl e
peri odi cedthmuniatiernittwiings tblhaire teeeived by anmSmaiatdbdctiytodthe berCer'sattwerk t hat

A Lor na FOBry, e Sone i BByl Pt S AR B B

associ at sevves, amidif tteeutsffit lid &omiasC-nbde then sy S—endde:azhi interaapieachi tedfiedrt o each

C-node. Ther ther neans .t hat
partlcul“f*;’tjlﬁ‘31 yari’(ﬁ]&”&’élg? S el thit OI](:ta)n gg oye&%og% aq'@'“riodes can
easi | y beveadapighdhe Byn@iversekihe IsadensmettWerkaaddress,ancEMoemJﬂnmdeaﬁ@mmel . In

a differ m(;a ' S-nodes are situated so that at |east
oneys S n%gtc M&Fel ili[n%ée)ifrn}:%%t% %Hr%%pfl% intended for a particular server.

For exarrpl e, Lhe S _node e l.ocat ‘ S hysi ca deV| ce as the
server, or onHaviggchoss) ap ?lﬂ%?ﬁ%irﬁl%glé%’m&’é}t SEI%P%‘E:{;‘PIYW net wor k, or

\6/1\;] t htehsmf %:gaaiaﬁfée diﬁnt@ﬁb@lﬁhoﬂ tliee@haaedomma&e tieAdliRnBEiey 8ést &fﬁl&ewar e.
en e no rocess 1s ma I Ne a SerV r, e
Lo i oS el et e e B DT AtE O SR not | ol ve

any ext drepalftentiev® i refered id thatd nintebridel prstoesis. %ﬁ?h@bs@tﬁf sa'uchogl cal
nicatjo h _int.er e _machi Such conne
et Aben tehigels BEterhrpids eBRtnct EnbelfieiRES, i eV Beam fkRed fhictttnose
f am | i arbamindth hmm;moamd:duced latency, increased security, and other such
advantages, or any combination thereof.

Example of a C-node

25 As an example, one embodiment of a C-node is further explained using Figures
3,7,8,and 9. Figure 8 represents an overview of the steps taken by a C-node when it
receives an HTTP request from a client, as in step 800. There may be more than one
IP address that clients can use to communicate with the C-node. But it is possible,
using common network technologies, to identify and record the IP address that was

30 used to contact a machine, and the C-node does this, also in step 800. The C-node
must now reconstruct the name of the server for which the request is intended. The C-
node examines the HT'TP request header, in step 801, and if the header contains the
name of the server as discussed above for the HTTP Protocol Information technique,
the C-node extracts this name from the header in step 802. Otherwise, it performs IP

35 address sorting as described above, in step 803. Specifically, in this case it consults a
local table or database such as database 900 in Figure 9, which contains an association
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are often called "I oopback” connections. Aside fromnot traveling dverUln 2
external network, comrunication between two processes using | oopback
connections is otherwise simlar to regular network comuni cati on between
procesygpoiResd fferent  machines, and can use the sane gFRbefARkss W Then
the S-node functionality is -33 SUBSTI TUTE SHEET (RULE 26) 1 5 JUL WO

01/ 58069 PCT/ US01/ 04004 10 15 20 integrated with the server software, the
need for a | oopback connection nay al so be avoided. In this case,

conmmuni c@etvenen Egadir@ﬁes aed Sryesaemsar Thisttabityemay he periedieally maintairaddypr ocess
and the sepNgie @ﬂsaessoas {3Eus3 0 ARG SRR B Sy TP\ No I CHEESurlialeiGnG L ePS 1 1

whi ch the & art prepares ta 1n m expect ed a server part -
that is, kep,tcﬁ?pastem withhp dptabage spelbesoduabased Mbindsigee Bdbathpay breussdbyer part -
and thenspgc%g@pgﬁmwd?r epared data to the server part. \Were the S-node
?F? i nterceptor, or Is co-located with the server, a Cnode need not
|de ify the d‘ﬁé‘teﬁcﬁle Bts Psacle, fitaép Sdlﬁtcﬁ%\iﬁﬁhoﬁ@a*&ﬁﬁablﬂi'e&lﬁn di rect

any comunicafion it nts taq have [ecejve |rectly to the
server' sc?@fﬂ?@tﬁ%mq&%‘? eCt'FﬂEdSl ey EnERedipte é\? 3@&3%@. 88 i ntercept

?Ed e;<ﬁnltrvmlaiglappfeafatdd?lﬁtccabﬂﬁﬁg aH@dWﬁfa]{l ﬁﬂ&?ﬁfeﬂnﬁﬁlehfs%flﬁﬁﬁd%lﬁng ro Ln ? C-node

en the S: e can inter u raffic for cial handling bu

ot herwi s¥ ay beysed B’E‘?ng‘ftsnttﬁé @@%@E‘?ﬂ Wﬁ&?%‘@é&gﬁ}l HSIEWIES variant, even
]E ho:;gh th h@lanagd&omsﬂscdche H&hquu&ta@inwbdsa@%rd&s@mg thelcadte, gRTINI gatu gn

roid the C-no erce ode vin psen an S-node,
ei t her t’ﬁ?‘gﬁﬁﬁﬁmtﬁ@? Q@tlaé iSB dz?%a "PrE‘a 9 gﬂﬁ éﬂf’ee of
inte Ei Cepdtoxs an hh;ec@hmﬂmemmuhld seﬁtele farhé mﬁ%b@hd&eﬁeﬂﬁﬁmsﬁ—ﬂbdb 1 it IC hosen
S-node, Uys ec i zed prato ok conbi natj on S ot ogol s;

) herear t é PhEnBas Rk bl ibihd o e SRIRRRL P oSttt blentll pur pose
of such mpastfacmbmtdising i, peovdidaisssihareed ipsef 805 winc€ nodbinsds nay nean
reduced g tenc i ncreased
ocys 1y i AR aoctBE bt e o AR TR Biree TRERER, U EREY bap Liamp o
of a G rfoded githeAdn stop 8Romiten 80t elneatepoR{lothetC-pbdamay um:leompreimnd her
expl ai ngfe ﬁﬁ'ﬂgegﬁéé@%sf%dagﬁ]%n 1?1@&90119211 ﬁtﬂﬁﬁr&‘)ﬁw‘%gﬁé an overV| ew of

the steps taken FEcBlves an queslflpfer oma
client, therdgrestt eplsgdosterfies,dhaiiynade addy the nirae obthe serfer tdlieesmesthat cl i ent s
can use eYEngBlal i g conmon
net vvor Kk I{Cg‘(i:éﬁnol o} Fggi& %’gléér??iﬁf %ang%%?g%gﬁoﬁb%ia%ﬁ%gé Pe| %eSttt(Eﬁ{ was 30

used. t o CBEFRIACROGE HEREMIFOT TAgTs intimode prfecoliaslisanpsed laterin this sectign. 800. The
C Iﬁ'}éﬁﬁlcﬂ}ﬂw TEE R Hahsictiohder /T@T:‘? a(%ftanﬁﬂl‘alz%@ﬁ)ﬁ?faﬁélg élséﬁﬂaﬁﬁ)cbf'e request

is |ntende The C-. node_exam nes the r equest in step 801, and
i f the ReAYdsremnrlayed. nkheGraode waits until it recelvesaresponse from the S-node, in P

step 808, again using one or more internode protocols such as T/TCP. The C-node

may also uncompress the response, if the response arrives in compressed form. This

response may be then stored in the C-node's cache, in step 809. It is also returned to

25 . . . .
the client, in step 810, completing the transaction.

Operation of S-nodes

30 The S-node receives a request from a C-node using internode protocol(s).
Other software on the S-node is designed with the purpose of obtaining the requested
content from the server, if it is not already present at the S-node, and in either case
communicating the response back to the C-node.

35
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nane of the server as discussed above for the HTTP Protocol Informafi%ny 20
techni que, the G node extracts this nanme fromthe header in step 802.

‘O herwise, it perforns 1P 35 address sorting as descri bed above, in step
803. SRBGifskdgg! |y, in this case it consults a local tgh g@ abase such
as dat abase 900 in Figure 9, which contains an associ at| on éz?

SUBSTI TUTE SHEET (RULE 26) 1 5 JUL 2[ WD 01/58069 PCTI USO |1 04004 10 15 20

25 may al so unconpress the response, if the response arrives in conpressed

form betweeny|, R 36 &85S6S Jﬁd'lgdesﬁféﬁfon 'v%btégﬁe%t g%ytl,goe periodically

mai nt ai ned by a separate process, scusseg abov n this exanple
shoul d bwtigheskh somle&iyahnarhklésptusmmn@n@ﬁtthwcﬁweatb@a&-a@@ﬁsr@ax ueshihgs dat abase

300 in FLOHEEcondR et d}&)ﬁge”é,&% B0 BReChGHe zed DNS server. The C node _
i nspects a?ts ((::ache |fn step 8 4111 to0 see if It holds a suitably fresh copy.

of the reques d_object .whi,ch.it can inmedi return to he cllent in
step 810, kbt SRS Pl Co AR 16 SHE o Frahget |
refi nenmmsenansbdﬂdm:nmsanonvimgrhemwt llseagtﬁmﬂai‘tﬁiﬁprbwcolsﬂhztthhé -
R GRAT OB G B Bk SR B ER R . |
or dat abEGR. such as dat abase 700 shown in Figure 7. This table stores an
associ at i on betvveen each server nane and the I P address of an S-node --

that is, galggiﬁmh%gm}éahhéFé&ﬁ&ié@cdn%n@rm%e&% dthgﬁat%% hsd@y be sent.

Suctp a tabl e nmean mai nt ai ni ngm wer e cussed earlier. In
step 803he priginat regnst, theSnodmearayaicaign thinresnansa back tecdhe F-raderagam of an

S-node Qﬁﬁl”g%%ﬂt@@ﬂﬂeﬂﬂ)dle%rétb&)l SRENBPinABEOf bk BFbtSidIN &sigdragher 802 or step
803. In step 806, node may use conpressive neans, for exanple the

st andar dOPEIYEH PSEPERANEE-gor i t hm known as gzip, to conpress the request.
Also in step 806, the C-node adds the nane of the server to the request
header i f it Tha-node ﬁlbnﬁﬁdmrdsrthesmsponsbmﬂt@pigﬁiﬂrequbﬂi:@-dﬁmde ‘Bends t he

i oo Sofpdsitip HEISAARuTY SR fl Wi PR2e R PR roRBRCROS BERLRRE] O o°
( T/ TCP) beforsseadiritlior elietnativalacal e esdigupdde saml informajiohes graplivesesd. The
C node ﬁ@thﬁﬁfﬁ%&nbfmé?&ﬁéﬁ’sﬁs & 'E?osn?lg@ﬁ tfeﬁzQﬂTb#aFetﬁ?ﬂ("fi-_gﬁi ﬂﬁ%e step 808,

agai n usi'ng one ocol's suc C- node
responséecnwydﬂeawh@nmpon@dMneﬂwnseamdeumg:mmdardm@oeﬂ 809. It is also

et Ur Negodpratic}f ol HIRAL wiith RREPYH Qendi NP} Lo BEEHFAPSAGU@N. Cperati on

of S— nodes” 30 The S-node recel es a-reques roma ode usi'ng ‘i nt er node

Poco ftware on the S-node is designed with the purpose of
P ar e i o e S,

As an example, one specific embodiment of an S-node is further explained

using Figure 10. Figure 10 represents an overview of the steps taken by a S-node
when it receives a request from a C-node, as in step 950, The request is

25 uncompressed, if necessary, in step 95~1, and then, in step 952, the server name is
exfracted from the request header. The S-node inspects its cache, in step 953, to see if
1t holds a suitably fresh copy which it can immediately return to the C-node. If the
object is not found in cache, the S-node sends a request to the server using HTTP to
retrieve the object, in step 954. In step 955 the S-node receives the response from the

30 server, including the requested object. In step 956 the S-node may use compression
means, such as the standard algorithm "gzip", to compress the response. It may then,
in step 957, save the response it its cache. It then sends the response to the C-node
using internode protocols, for instance T/TCP, in step 958.

35
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content fromthe server, if it is not already present at the S-nodd, Safdl i%h
either case comunicating the response back to the C-node. 35 -35
SUBSTI TUTE SHEET (RULE 26) 5 JUL WD 01/58069 PCT/USQ /04004 10 An S-node

can al ¢@ dipgdgede an optional cache. If a web request C%f)@smﬁ)gﬁdﬁfied’
conpletely or partially, using content in this cache, the S-node may use

the cached content in formng its response to. the C node,Q herw se, the
S-node will conmmunicate with the server and request the content. Such

COMUNI C@lrb9Rdk Braisdols &l Pathniymbnd standardi zed protocols that the server
I's designed to use, and today this will generally be sone version of HITP

over TCP. Hayi | ed.copt ent r. .ot her appropriate
response to %%95%#?‘8&?%%&&%%@%%? {?gﬂggﬁog%f:é’lscﬁ B g‘e?t Fhis res ponse
back to pérforanceiprofgalsrthatysillig wsedrbetivete Choxlles pnd$-aodes. oBewspatbi nat i on of
such pro ' LR ow‘rgn . The C-node .t.hen forwards
thelgr es p%e%%@h?eg%?%é@%rﬁ%% ﬁ%%&%@g P%?’@ gntcsﬁ?ﬂyc%n&"ﬁ(g@éakan be

conf i gurkavegwt bérax widelywleplayed.o The owvientton, hewkwdr] ismes imited td ampym t he S- node
before s | ' ' e . fifgured. t.o_send i nformation
as it arwl@g&s%&h P ﬁcg?@dtlgf‘lgh?%ng%ﬂ létreg @(g?tﬂlpﬁlg@eé’se%ﬁ%egtﬁ ﬂ?@ At o the client
even befXllowingisG Lsiofé] mach protecelsved t he whol e response. This response is

sent using a standard protocol acceptable to the client, which today will

general |y be Woté@hatiiR Boraé etfbdBn@uarof ThePinvaic?d CothdeX 8P Shodks ARBlnde- Node As
an &anpl ﬁéyone speci f.i ¢ gnbodl ment of an S-node is further explained

usi ng FiGthare e coppreata betmeph eacbrntier £ar ByrReses ethepthapyliresiieps t aken by a

S-node redpRinding tb atequeets B pRAAS] tHerRAdE RayBYRideddtivarethMhtBRips The
and .then, in step 952,

request .is_unco essed, if necessary, in step 951,

thg ser\;gpr‘?t‘iﬁ%énng vange when g ?@%@ﬁ%@%&?%&%ﬁaﬂ#w@ LGi8%fe i nspect s
its cache sJ;mldsbaps@.a&he te@pasetéime d-hocliwmﬁvﬁtt@g:t hraBtplichth : ﬂ@%ﬁ whi ch iht

can i i ate turn to.the C-node.. e ct i,s not found .in cache,
ey matteCoRis 15 Pl {in o @bl indhe boods Shells sogbatifenn Bandc

obj ect, mareiqme_hlmit.rewnvestaﬁp%)ﬁﬁ@nhi@eg@tesbg@gf@fﬁie\gggh-ﬁggﬁomn d2nseyf lrJ g(ran t he

server, . . - .

conpr eb AU AN EMEN b PRk Cop R Rl DR BB i r os ¢ ne

-response. It may then, in step 957, save the response it. its cache. It
t hen sends the response to the C-node wusing internode protocols, for
i nst anc&onpantion Roglisgep 958.

20 Before any HTTP communication can take place, a TCP connection is usually
established. There is an overhead delay in establishing such a connection, which is at
least one round-trip-time (RTT): the time taken for a packet to travel from the source
to destination and back. A second cost involved in establishing a TCP connection is

that the connection begins sending data in a special mode, usually called "slow start”
25  mode, as a congestion avoidance measure. The significant point is that, while in slow

start mode, the sender must wait more often for an "acknowledgment” message from

the recipient before it can send more data (i.e., additional packets). The delay caused

by waiting for additional acknowledgments is usually proportional to RTT. As the

name "slow start" indicates, performance while in this mode can be degraded. Only
30 after a while, and in particular, after sufficient traffic has been sent, does the

connection reach normal behavior.

In the present invention, pairs of C-nodes and S-nodes can maintain one or
more open TCP connections between themselves for far longer duration than the
length of a typical client/server HTTP interaction. Each such connection can be
reused, first on behalf of one client, then another, and so forth. In this way, there is

35
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| nt ernode protocols and Techni ques Many candi dates exist for the internode

‘protocols - that is, the higher- performance protocols that will be used

bet weaRoG1R61¢6s and S-nodes. Several techniques are alg@Eagio/eigun that
coul d speed up Web communi cation, but which have not been w dely depl oyed.
The invention, however, is not limted to any particul aiwseeh protocols,

but contenpl ates continui ng devel opnents in this area. Following is a |ist
of 11 suwnspﬂem savangsho lee muraberiof tiswhpew spoaichions Bwsk be dpsnedbeweeon,

C-nodes ghksGn Qﬂﬁﬁnéﬁ@mﬂfm%%ame o SstLHHMBHC 31 1BGIIRRbeach other for

pur poses ot her than ct respon Ing to a request. I'n"particular, the

S- node nmﬁm‘tmmgdmemmmppert enameetiops fastadonges peried of imienanddvance when a

C- node Bﬁﬁ’% S-node can

seng t he rg}sp ons S?nga?hfé&%}r?g e eveﬁm\}\n gggogﬁqgs;ﬁ@?gﬁ Itr“gaté]ﬂuest from the
de. qmw@meﬂr@éledffomhommhwé haﬁbttqneap@hﬁ@ueotberc@@teeﬂ%o that it can

respond nore quickly if it receives an appropriate request. One of the

hi gh- per f or meBeeh whei esrectforpclliag & Ssedias pars 9€an hrtravde flofidbl; the/e Oont ent

Pushi ng, ilgﬁﬁtrates t.hi s 'tgnetﬁ Co nectio&lPo * &[? 20 Be .ore SB

conmuni cHePEHbGonPRRRICHE With the CLBYIN S8V PG 19 Q&Qﬂ“’f‘@%‘i@ shed

Ther e i sCawndeser H Gequete bagis. |Howstrahdii1®rdmg:—au@é1c@ dediveesintenio thisi ch i s at

| east ong. I the tine take a. packet, to travel from

t he e ourdisnt PP s e i s bEBossihlE st SteRt BIGER S 1 est abl f shi ng

a TCP caoneedttions to the Ct—hade ¢ea forlongatthanit begldkecpendipeg coateatiomica speci al

node, us Ilg}/ caI "slow start” nopde, as a congestion avoi dance mneasure.

The si gni §r11 ?ht |s that, while in slow start node, the sender nust

wait nore often for an acknova edgnent” nessage from the recipient before
it can send dokewirg:the servers thateammusinate Wek Rotodes mpyestillared tcensded by

wai ting coffheciBlt td 9RBleAGHN UL RAOPRIN FHbweds l&%de%&rsoﬂ&{etdaﬁ Bnak® RTT. As
while jn_this _nodé can be

the;s name "sl ow start” |nd|§ﬁf &@forrrance

degradeae%%two thesegyer op bshalf pf manydififerant plignts.dtimay alsapeppssible £013 ent
trafficshasr t@q@ep S8 tbnnétaess {oBe SQVAE opéPfbrGReh tHAEulPRAPEnUpen3S | N the
present inve Lrs of C-nodes and S-nodes can maintain oné or nore
open TCPE® E‘bei‘fﬂ ? BWE ween thensel ves for far longer duration than the
length of a. typical client/server HTTP interaction, Each such connection
can be reusd&enffthste av fiogent tomfectimreestdblishments betweenatGropde amba so fort h-

I'n z:fohi S cHEM; orl el Eer o SYBRT hddd FervbiEft Is &RYfored pdperty HEth invention

that the network distances over which these connections are established are likely to be

short 1 either case. As noted above, the overhead costs of TCP connection
establishment depend on RTT, and hence on network distance, Connection pooling as
an internode protocol avoids excessive connection establishment over the

»5  comparatively long network distance between a C-node and an S-node, where the
savings are greatest. It will be appreciated that connection pooling can be used with

other connection-oriented protocols aside from TCP.

Modifications to TCP.

Since TCP is widely believed to be an intrinsically inappropriate protocol for
carrying HTTP traffic, there can be advantages to carrying HTTP either on an entirely

30

different protocol or else on a modified version of TCP. Since the invention's C-nodes
and S-nodes can be designed to use such proprietary or advanced protocols, any
replacements for TCP or improvement to TCP can be used as internode protocols.

35 For example, T/TCP (Transaction TCP) is a standard protocol based on TCP,
in which enough information is kept on each host to avoid or reduce startup costs,
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nunber of tines new connections nust be opened between nodes and thus

‘the overhead of connection establishnent. The techni que of maintaining one

or norgPp@EIe@onnections for a longer period of time, apErpsiloyeedl exi ng
several shorter conmunication sessions onto a single lone |1ved

connection, is called connection pooling and has been applied in other
contexts. Even when connection pooling is used as part of an internode

pr ot ocol spedifically| thesstveayt haadshalsesandi stow staghi ¥dthongh opinvidely usedinsti| | need to
open C0ng%gbg@aﬁmréfaerfﬁm%ﬁmmv@mm@mmmcgeﬁed Wiyer, since one
ent on b

C-node ¢ iver content to t of mANy servers, it may
al so be pusiitatientasen intemnpéeprotasokiadhe inventisonnecti ons to the C node open

for longer thapeldii %%gﬁj gl e server.

Li kew se, the@éervers tﬁ]at Co ?%gdti% wp?lﬁfés#ﬁgle orrﬂgéy%?b# need to open
conrect i émprovements gaé modificationse Jivsthe ples ofspapeqnly khowe one S-node can
manage gfa%gf}lém& Qe hpcp %ﬁﬁ%&leeﬁwé%kaﬁmeegmeawépfgmem@ WRAts, it may

al so be zﬂ server to keep its connections td. the S- node open
for | ongéarge Widowmts (&"Sﬁ'rlelw,ef@pg%ﬁﬁwweqﬁllct@&@e@w@r@f BstErge, & thefCP-Even | f
there ar Q’e&és?%ﬁﬁbl),cﬁﬂnﬁfﬂbdﬁbﬁ t abl i shments between a C-node and a

client, or-between’'an S no a server, is an jnportant property of
the invention hma@chwfﬁmﬂe@eﬂﬁé?gﬁ?@d&ﬂéﬁf%ﬁwt%é@@%%’*ﬁﬁ’él:t i ons are

est bl i ShRfbRISnYbIves hahipulfing phdket sikdd. Gk ffoﬁﬁ&ﬁeoﬁa pagiicedagove, the
over head costs of TCP connectrl RTT, and hence on

& establis rreni %ﬁl

net wor k Broscghsich asdh fandi hegpe 8|qrﬁ5ya er BRtqc ‘é"erS eV cdlerarbi ds

excessi Vgn 8RIRG tRdpAkke REAtshivehE ti attvitdch ﬂ@m s’ietnt vehyuhﬁtﬂ&nﬂ et wor k

di st ance betwe Cp e and an S-no are r eat est .

It will %@%ﬁ%?%@ WIHSQCEEB%H%%WBW]%%F{PS“ eetsthayt her

connect lmgi‘eathmb | dnﬂé mfmfgwnﬁsmﬁr)m&ﬂedeﬁheu is ﬂaatla:g)en;spiaketT CP. lsic nce
el,l eve 0 e ntr a l.na e rot oco or

carryl nfﬁéﬂé(ﬁﬁp&}qqa@edﬁ(ﬂfgfélﬁgﬁ @ﬁ tﬁ BE‘?EB@?P%Q 1?—l‘lfl)'TP ei ther on

an entirely ’ﬂmﬁ{r@da‘ﬂgmnmhmqiacmm fre Dften sizad mmhefvaﬁdelgre(mllmsthﬁn TCP. Since

the i b h
oropr | ot VT vy ARERpR RS TlE o Pren pabER ARt MR8 e overrent
to TCP cRMThE. Betdeanshe Qtmrden emd &mﬁmohsmlﬁmﬂyampllﬁmoﬁtffm ansaction

TCP) 1> BaShariansk HaLesaly Yol MR bk LSRR et on 1

kept on €ac uce's
not take into account the application-level object boundanes Yet it is possible to

enhance performance with more intelligent packet sizing. One strategy is to choose
packet sizes so that application-level objects (like web pages, web images, etc.) get
split across as few packet boundaries as possible, and to try to combine multiple small
objects into a single packet.

25 Yet another class of improvements to TCP and IP concerns packet timing. It is
desirable to prevent “burstiness™ (sending packets too closely spaced), and also to
avold packet loss caused when a sender sends packets in excess of a sublink’s
bandwidth. This can be accomplished if the sender is modified to learn about the
transmission properties of a path, and then be restrained from sending out a burst of

30 packets that might (even momentarily) exceed the capacity of some sublink. Instead,
the sender should space the packets out more evenly by waiting for a calculated time
between each. An alternative is where the receiver monitors network conditions. In
TCP, the timing with which a receiver returns acknowledgment messages to the sender
(ACK messages) influences the timing with which the sender sends subsequent

35 packets. In this way, the receiver can influence the sender to space out packets more
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specifically three-way handshakes and sl ow start. Al though not w dely used

in practice, soffivare for T/TCP is readily avail able and coul d be used

W t hou{yo gfp@idel cation as an internode protocol in the ipyEatiRResONe
skilled in the art will appreciate that there are many ot her known

i nprovenents and nodifications. Further exanples of comonly known

i nprovenents are: TCP with selective acknow edgments (TCP-SACK), TCP with

| arge wi effestivelyr(Fhis wWsomegmsa seliedTGR e eentral. Asdhoseskiledin theiaewithce, in

t he TCP- ﬁ&hﬁé rovenents
to TCP anléfﬁgéE glrjé?ggﬁgﬂb% 1%6-%@%;&% ?D {élgggaﬁd gteegcol S ?Ir?%)ISé\}gﬂse

mani pul atpdheresapgeiallygraeisal Wh@eﬁéﬁpbb%ﬁé@‘éﬁ ahph@%usmeﬁandm%t ocol such
as | P (apghirgpce TCP or any other protocol carried over |P) can depend on
t he size_of the ackets sent, and the timng at which they are sent. One
|rrpértanma[é@ ¥ Compressions or perfornance reasons, it is inportant to keep

the packet si Tﬁekﬁ%]%rﬁﬁﬂolsﬁﬁ@udﬁ%ébd%ﬁd mﬁé@gsﬁa%gsag@%m&aﬁ&@ whi ch is

defined as  the | arge acket size that ‘can be carried over link (i.e.
pat h) w@l}ﬁ’d@ﬁpqﬂééﬁzi‘#i‘% 191 Ry ARuded pontest. sUls depder dqinreadablontexiab ket s are

of ten sigemh MANHHIENB} is\s6Vetalhunlred bHES 164 Maﬁ’)wﬂ:éﬂec@\b?'ﬂlé’ﬁbﬁa&drév&?m d be
better to use Iarger packets (albeit still |éess_than MIU). Between the

C nodes E’ﬁ@w@b#‘@%§x°36ﬂﬁeiﬁ1ve‘¥1i‘95%§%ﬁ?‘€‘ébf3901%36{?@8%RW"D&W seek to size
packet s apipre®ed Yorm.n addition, packet size determination often does not
take into account the appli cati on-1 evel object boundaries. Yet-it is

possible to Easﬂmn@lqoaﬂaﬁamemﬂe:emoiﬂdbs atiek! dastibibp genlengthofdte si zi ng. One

neb pageontbor Rt ERRE pElREERR: ‘bt ali gt 4P hn e pldhar oo ns
possi bl es 12345 ‘byies topgt Ghisawbldte conipréegsedby imlliding bjskart mdeﬂdmmtm ngl e

Crigo, SEARC YR Chan RlaERLA¥SIRN el e SR AR T oo

cI osel ybsmeﬁ)reseammoalr@bentban@fosapapatﬁmadtms caused when a sender sends
packets in excess of a sublink's bandw dth. This can be accomtgl ished if
t he sender i sAnetheregample; thghgadepalien appouncesayrsious shaactpridiseet thes of a

path, ar@iehtiReRRr, B8R hAihe $ersfonUPs8RRHPisthniRe PPl inffmaR@C UGdsS t hat

mght (even rm ntarily) exceed the capacity of sorre sublink. Instead, the

sender IRbRFSY 18 b5 sentirReaRdby Far f‘éié*ﬁlplﬁfalffé‘ %@éﬁ? yerngmbers therfgftRgre a cal cul at ed
ti betngaofRach sepe& Heh SR nbESnée i HcPud\BisiRELLY BfforfRBbA S S net wor k
ggk n o;[MI gg%%gﬁﬁpo C@&b]é ggzp%:ly%n Fgg g&agifewr}nrﬁgada tkrleeccl—enlo\c/ig rwoul llJJer c?apable of
reconstructing the necessary line of HT TP header just before conveying the response
to the sender in HTTP. As those skilled in the art will appreciate, these are merely
examples of the many ways in which HTTP headers might be compressed. In addition
25 to compression techniques specific to HTTP headers, standard text compression

techniques can also be used.

The internode protocols may be using a medified version of HTTP in which all
header information is compressed. Because fewer bytes are sent, performance will
improve proportionately.

30 HTTP Content Compression.

The response messages sent from the S-node to the C-node, intended to be
conveyed to the client, usually contain web content. Most such content can be
compressed using standard algorithms appropriate to the content; for instance, text is )

35 often compressed using a standard algorithm called "gzip".
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(ACK nessages) influences the timng with which the sender sends sdb5egdjule il
packets. In this way, the receiver can influence the sender to space out
packets nore -39 SUBSTI TUTE SHEET (RULE 26) 5 JUL WD 01/58069

PCT/ USQId éxd30¢b 10 15 20 25 30 35 effectively. This is spipikiBiesal | ed TCP
rate control. As those skilled in the art will appreciate, other

t echni ques i nvol vi ng packet sizing and packet timng are possible, and are
especially practical where one or both ends of the |ink can use
non-standard INedct vemtuntdiiieh Heaedes a (0 hed 598 soldd@mdE Thesdr Ot ocol s i ncl ude
a header art of . ev nessage, hoth requests nd_respgonses, in

addi tion 9@quﬁ§}o{lzfeﬂag’d b SATPIOFHP O XPC?lglfﬁ‘ercélﬁﬂ%ﬁ?ﬂéewﬁé%al form
and typi asgdtists S compREdbn hietde ekht byitesvkA0fwaldiay, 48 RESHE cRéntlhe header are

di ct abl |y d |d h d
on sb. S GOaTd e n R A DET BB BB (Bdoe o (161 d

descri bi r&gpédtﬂelﬁﬂ@hbre@iioﬁ)ne content, for instance including the |ine of
text "Content-Length: 12345" if the content is 12345 byt es long. This

could be co r igni.fy. the word
" ant ent - Leggtgﬁgéggg‘b%ydegncg 'd?;ﬁe e nun‘gﬁg&%ggggm] K @é’rgsg] ?‘ar y

r epr esentaftwas angtdilegantbiesanbgur faﬁaéﬂf&ﬁmmeﬁmrsablhﬁesam ey usexanpl e,
the headﬂrd&%fe% cABARUA G S AY feb@gﬁu&h@mg;o%m&gg%éd 8Fc &ﬁ};ﬁess%ﬂ t or

server, such as-the version o twar e 's 1 'S 1 NTor mtion
doed0 noRCCREFIESSIONLIICE &y Use pempressign umyersatly fsiad, GOHIPIGSSIbldeb r emenber s

the sof tymkdnt. VREHRALSH ¢ eﬁﬁfseaa%\s@&wea%ﬁeﬁ?&r@r%%t@aﬁﬂ td% Lpcl ude this

itemof inforpation jn every response t onveys to node.

| nst ead, infexRode. BWOWFGGCB@I%%HPWO tiafliethet w@mnmgn@aﬁ@i bréwessary |ine

“of HTTP ﬁaﬂ@g@ﬁdhﬂﬁhcﬁgfp@f@rﬁ%g Yopostidagly.esponse to the sender in HITP.
As those skilled in thé art wll appreciate, these are nerely exanples of

t he manyp. HTTP headers nmight be conpressed. In addition to
conpy eSS|’)g%y? %ﬁ%c}%ggspemflc to HTTP headers, standard text conpression

technl gues c tfﬁ%ﬂﬁg

nodi fi ed ver ?ngh?)% %gﬁéﬂpm{?&@%l Q%&%g %lre %m]aigﬁo?\ lB|8§ﬁrh?o rrgr essed.
Because “fi&epn tha kasisofaeqiedts it hnspirerdvasesived. | The inpgiriypertpridpsandemiat el y.
HTTP  Congig Riccifrd WicA 1Pt receives an HTML page with references to embedded

objects, which may be small images, small pieces of code in a scripting language such
20 as a JavaScript, HTML style sheets, content to be placed into HTML frames, and
others. Almost all client software in use today is configured by default to request

o

these embedded images immediately, without waiting for user feedback of approval.
A C-node that delivers the original page can predict, with extremely high confidence,
that it will shortly receive requests from the same client for these embedded objects.

25 The invention can employ a software component that, based on the request

received from a client or a response returned to a client, predicts other web objects that
the client is likely to request in the near future. For such objects that are stored in the
C-node's cache, the C-node may optionally send a request to the corresponding S-node
or directly to the objects' server to verify whether the cached object is still fresh. For
30 some or all of those such objects that are not stored in the C-node's cache, the C-node
may send a request to the corresponding S-node to retrieve the objects. When the C-
node receives the objects from the S-node, it may forward them to the client if a
request has been received from the client in the meantime, or may store the objects in a

cache in anticipation of such a request.
35
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The response nessages sent fromthe S-node to the C node, intended itg ?@ 200
conveyed to the client, usually contain web content. Mst such content lan
be conpressed using standard al gorithns appropriate to the content; for

i nstanw@ ow3sed? i s often conpressed using a standard al poriséwososl | ed
"-zip". -40 SUBSTI TUTE SHEET (RULE 26) 5 JUL 200, WD 01/58069

PCT/ USOL/ 04004 Direct conmunication between a client and server sonetines
uses conpression today. However, conpression can only occur if the client
and ser vdirediative coegoitipatieng conpr essi on nethod that both have software for,
and if both client and server can afford the conputational cost of

perform ng dedonBmedsinmy alsceatteent tovpiedict Stup repestsiat atdlikely Rbe25 30 35
B - - . ' i on .
ecause %%%3’9% %@gﬁ%ﬁ@ﬁ&%?%&%&%ﬁ%&% den' He ﬁﬂ)éﬁ&&?ﬂmggﬁr ession .

sof tware, a e con e “sane conpression ities,
and qay wsdntemaddproteccl sderdyahe Smode, afiehebtaningmesprnses todhésepralived he speed

of conpr | ' | iversally for
al | com?@@%ﬂg&%ﬁgﬁﬁéﬁﬁke&%qﬁ%? | oerﬁ%@glnﬁg%g%gg@gae%g% IgV\%b content -
conpr essinode fremtwhigh dke erigingl requesis cande Iigs an boportant Histineteguftomg t he vol unme

of traffi | ' g#]bﬁi m&qg gL rmance
proporti g%ﬁ?%ﬁyébé}rggi ct%‘%ﬁtgge et éﬁiﬁﬁgl \ %%@s%ﬁgtgg%[ktﬁg%gﬁgg%r edi ct
future reatpudysked fpm thed-nodedpfhe G-ngde peandf Bie Grnode hagmot maderany basi s of

request s s aidst RAdNeheCei ved. The nost inportant instance of this
occuPs V\,ﬁe% cﬁ?éesnt re%ei ves an HTM. page with references to enbedded

obj ects, whic be smal | i es, . snal | eces of code.in a scripting

| anguage such g?’é"‘%d@%ﬁ%% océﬁf‘iﬁpgﬁ%ﬂﬁe%? ‘fonéfﬂﬁlaﬂ%?vﬁtlﬁecﬁ ©pl aced

i nt o HTMhefrequeess, andrekponidsacst bythaBstoda) dndakdre tiiess & itsweache.l If audient oday i s
confi gur by .defaul £ ,to request these .enhedded images, immedi ately,

W thout . TeatatGE Py of i iEig Hapetst B35 SROGHOUE Rk FREGR RREPINEHREL o ¢ ne
ori gi nal theagehedansppnseli ct, with extrenely high confidence, that it wll
shongly receive requests fromthe sane client for these enbedded objects.

The inventi ONTRERMMRARIIEYrtosifid HEHT SIRINECInddBHEs a AMeabhe 1 equest

received froma client or a response returned to a_cliént, predicts other
web obj etdpablepdstorngaequestsapd resppises 9 & fswrseaensdsiorilepss fBU B aYf ut ure. For

such obj gghise fdvwadr rédoBroel,ueK ad Bisk Bface br RRARTS, tRALH BaditibBalCadiRdp MaY
opti onal the correspo - .or dijrectly to the

send. a..request t ding S-nod
obj ect s' @FWQ?ISFBW@@P PPQG‘\A%@@HQMI( HEh SR & PO LU Tibtiah 19des gFesh.  For
59  their content directly from web servers and communicate with a standard protocol
such as HTTP, which cannot push content unless there is an explicit request for it.
The use of a push internode protocol discussed here, in which a C-node's cache is
populated when a S-node predicts requests likely to be made in the near future and
pushes the responses to the C-node, is made possible using the invention's architecture

25 comprising both C-nodes and S-nodes.

A variant of this protocol may be used for cache maintenance. When an S-
node sees that the server has updated some content, for instance by noticing that an
element in its own cache has become stale, it can push notification of this change (and

the new version of the content) to all C-nodes that have the stale version.
30

Pipelining.

A requester of web content can send multiple requests to a server, one after
another, on a single TCP connection without waiting for the response to one request
coming back befrrs sending the next request. The server should return responses in

35 the same order as the requests are received, so that the client can match responses

against requests. This process is called pipelining, and is known to be able provide
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some or all of those such objects that are not stored in the C nodebs JUL 2004
cache, the Gnode nmay send a request to the corresponding S-node to
retrieve the objects. Wien the C node receives the objects fromthe
S-nodewg di/sge forward themto the client if a request fagyhigRdogiecei ved
fromthe client in the neantinme, or may store the objects in a cache in
anticipation of such a request. -41 SUBSTI TUTE SHEET (RULE 26) 1 5 JUL 200
WO 01/58061, PCT/ USQ1/ 0400-t 1Q_15 20 25 30 35 Predictive content pushing.

An S- nodé&lgificant refomensagainsy ik e tveb Glients irusq jedaysuppert pipebningkel y to be

made by @apkibabhot Mwih@rRasiss®@f requests it has already seen. The
I nvention may use an internode protocol whereby the S-node, after

obtai ning resgonses 1.0 these predicted . future reguests ends the
predicted r eqﬁ@gt‘%"e g@%?‘rﬂ]e Se\fbﬁtlﬁe gF Profes ?)gjr‘i‘gg@gﬂ%estrﬁ%ﬂeéé Bde from which
t he .or i graspbnseebetests Caarnde and S-nwlepeven ifihe thett, e sérves ot aeitter oam uset andar d
webSprot Ocoi.irsn.ip gllﬂjﬁCh sze I—%:TIPEM. Q)?t ié\ this in_t.ergode ‘r%r otacol such responses
are "pusﬁlgg B OM T 8- nOE e FE ch%o%lge]ér% TVSER B RoRE Ras not nade
any  expiiuttifile cenpeetiensiton givenndestimtioft(swl @s asewesdrantsicttjeandrsetidsc ol - of

S Pode, Sl Pty Rbbuthiouslys e Gaodq Pl B EE PR LFRRERERSHE ot T he
predi ct eahd mipelest themhe thethvods alantea siaplercespamtidn pIHahpsdryentmhbgndliehe cached

ol ooRReet Bl Rl AR RO Pl o BE N re N BE oy W Enp RRGERIET 2. oncd

smald c _ ] responses
or | ess.perhaps with reqyesty @omiother chomis) todboseroes Sisikaly, afa shred cgpagde or
menory, .t o %%@iﬁ: ' ' ' 107 adi tional
caches ﬁﬂ%ﬁ?ﬁ%@ﬁ“ﬁ??@ﬁ?@ﬁ%ﬁ%ﬁg get gal%%%ﬁ%&ﬁ?%%&%ﬁ%ﬁxy from web
server s thea aénmultia T ePwonpeciions trilieserver tidevs!the mgponsasineralelwhi ch
cannot - prish FRRLANtipIRbARRHbIE hRd behdderh HRLL ©ithe CEHIR inkd - The use of
a push internode pr%t 00(5;]%38{:’5(’:%5;31 he?e, +Hnﬁv%?ch a %ﬁﬁ%ggpés& cache is
popyy at d@slipen a S-node predicts requests likely to be made in the near
future and pushes the responses to the C-node, is nmade possi bl e using the
i nvention's architecture conprising both Cnodes and S-nodes. A variant of

this pr ol may_ be ed .faor. cache. mai nt enance. \When an S- node sees that
t he ser\%%%%ﬁggmup'@a & E teg’ésr% i 9% or instance by noticing that an

element in it e | £ I on of
e anne gﬁg,v%b 59@%3%5@&&?&.99@&%{ Ak GyndrhicGRN et sRed AL 2t &8}
50 similar to each other aside from minor changes. A common case is when the web page

can be viewed as an unchanging template, customized in some way with user-specific
data (for instance, a person’s name).

One internode protocol is delta-encoding, in which the C-node has in its cache

a first web object similar but not identical to the second web object which is the one

25 requested. The S-node can retrieve the second object from its cache or from the
server, and extract some representation of the difference (delta) between the two
objects with such representation being more concise than either. The S-node
communicates the delta representation to the C node, which combines it with the first
object it has cached to reconstruct the requested second object, which is then

30 communicated to the client. In this way, fewer bytes are communicated between the
S-node and the C-node.

A variant of this internode protocol is template instantiation, in which the S-
node analyses a web object and separates the object into two parts, called the template
and the customization data, such that the original object can be constructed from the
two parts. (Alternatively, the server itself may define this separation.) The S-node

35
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the new version of the content) to all G -nodes that have the stald 5 JUL 2!
.version. Pipelining. A requester of web content can send nultiple requests
to a server, one after another, on a single TCP connection w thout waiting

for theowesgpense to one request com ng back before semgragot/ponext
request. The server should return responses in the sanme order as the

requests are received, so that the client can match responses agai nst
requests. This process is called pipelining, and is known to_be able

provi de Qonxﬂzmmthﬁh@ée@ﬂ%ﬁaq @W@%@éﬁ%%ﬁ@ Eaydesaed/ 04004 10 15
20 si gni hitaapi the €Al B ReEp BRifBmer YieEatht e WH¥RRhE BLIRIAE Siebdd tH86nd 0day support
pi pel i ning;, many but not all&ﬁﬁb servgéi do so,. The invention can use an

| nt er nodBOReBPRIER to thest-norlp Biihrthe sames frelate Bydvith dy e custamizatien C node |

?Rd S PQH@&, itgﬂaﬂinbﬂ‘ead lB&ldCd dheRlcodé B@s_i@ﬁlfiﬁg‘_the t@%npﬂ@é,%@th&@ﬂﬁ&ﬁ@ pi pel i ni ng
epgsel ves. For_ exanpl e, even non-pipelining, hrowsers usually, opens

mul Ti pl SUsioRREAtionSate- tjﬁleé:e"gf’@%ﬁe%&ts&ﬁ%\tﬁ Mq&a@wagg araéj spIpEhicates 3 C- node)

and sendgis pagy/Rrtht ch@guests simul taneously. The C-node can receive these -

si mul t aneous requests and pipeline themto the S-node along a single

connect i Jf e dl e pipelined requests, the S-node can
iia-beob 135k SoHodé MR

t hen pipeline e°re e client (together perhaps with requests

from ot her Cl;[’h.% | @ If ahEpt  pipeline
t hen an S-node ca?‘?%@t%‘gﬁ°§§§gﬁgesﬁiﬁ pger}f]!oﬁ%gy}'lsaevlre iaec?c%%ﬁrﬁgﬁq%gst s and

nul X0 pl &squesth and sispensesiitthep feliveod. ddwsdinctve feabresepesase wen thesS+ i eve t he
respons | 04| L | : t hem back
to the %?%%ﬁgﬁ?ﬁﬂﬁ“zﬁt%%?ﬁﬁﬁ?@é RN R R

|
| nst ant PRSP FRY R hythalap alseagdn thesraeden gaghe, 0s rayt heatery similay hatmatal | y

gener at efntiddl o bithGedaéheBbbjbdt @b, Buesmeh Rk REE nésiRvd foP iR What hanges. A
can pe viewed as an unchangi ng tenpl ate,

common case.i s when the b, page ..

cust omi Mﬁﬁ%ﬁ%&%ﬂﬁ? ﬂbﬁé@rdﬁ%é@i Hiapy. Hot example, qngsughease isifper son' s

nans) . eaequtsRvbiiet Ri&ATRU ushgdRd datneSURDAs Ml objBctWiirsdir! the chehizode has in

e L T AL R R

obj ect bljeenis hisriskastibeing stdle.oAnbiher c@nYE Easeds /hex tHeAURLIOAEHER esent at i on

bei ng. nBPB Bo e het et TR gt Sy Sh et e o o

L epr es eqiteatiomatio” A" heinde l:mctm,veuﬁdndhis;iﬂn&m tﬁlasthgttwusn:objectsme fHeﬁﬁmput Qlkﬁ]j ecg 0i t
as,cac £ . ed secon ec | | en

Confhuni e sane pBERRBHE yob it R R A By B SN e

bet weersitfiler. S- node and the C- node.

The S-node communicates objl from the cache to the C-node as soon as it
receives the request together with an indication that the C-node should not deliver obj1
to the client but rather keep it in temporary storage. The S-node simultaneously
requests the desired object obj2 from the server. When the S-node receives obj2, it
compares it with obj1 and determines whether they are different. If they are not
different, the S-node sends a short message to the C-node informing the C-node to
send the object held by the C-node in temporary storage (i.e. objl) to the client. If
they are different, the S-node may send obj2 in its entirety to the C-node, so that when
the C-node receives it the C-node sends the obj2 to the client and discards the first
object held in temporary storage. Alternatively, if they are different, the S-node may
send to the C-node some representation of the difference between objl and obj2, so
that the C-node can combine this representation with the first object held in temporary
storage, to recover the second object and then send it to the client.

25

30

35
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35 A variant of this internode protocol is tenplate instantiation, {i® yyich
the S node anal yses a web object and separates the object into tw parts,
called the tenplate and the custoni zation data, such that the original

obj ectyweasiiRoconstructed fromthe two parts. (Alterngicpi®oynsdode server
itself may define this separation.) The S-node -43 SUBSTI TUTE SHEET ( RULE
26) WD 01/58069 PCT/ US01/ 04004 10 15 20 25 30 35 conmuni cates both the
tenpl ate and the custom zation data to the C-node, and instructs the

C-node to kee@hfshﬁteﬁ%??fotbé’blﬂa@}ﬂ)tréﬂ’il@@tﬁehﬁt&olﬂﬁiéﬂ)f@@@ﬂﬁﬁbo send anot her
object to the C node the same tenplate but. with dlff%rent

cust oni zeemwHnicagd gver the fpfgrmeh apd depsdo alvaﬁ@waﬁmg adrrobisstio the t he

tenpl at egnd féﬂ@és&%rnéé& {3 AiB&t in (éﬂﬁélﬁﬁﬁohadﬂ aqeqﬂb’ét Fowbeer Ghivgs &obﬂﬂﬁnc onstructs
the ori g| nal e and conmuni cat es e t.Q thli) cI I e a encodi ng
u

using S dy e Fﬂcafdmhi‘me§hPﬁttr§?%BQf 15? ‘Eﬂ‘ﬂ?lé‘(‘i qcégsettﬂ%ﬁ@tﬁ ! to have
a cdche fiapimihicsesd @ithe CLiRfld estSwhilél tHe@sReniatilli working tdebalwe@@b The
dlstlnctlvefeé gis operate when the S- q%g%trhecelves are é or a
second olsgest andswhile gesersen i in g pigeess g6ss Eospopsea the SHPde 1 say obj
'16 tthat iit%rﬁéélﬁ&ﬁ&tthélﬁmab ﬂ@ﬂfbtnﬁczﬁa@ﬂﬁ seQ{ndf’fﬂﬂ%d@?f]hiﬁohgﬁa@inhﬂr Eut no]E

i dentical, to suc ec u C at it is.no nown for
certain ‘Jbﬁéﬂenc‘? ot gb?g EFIB%%ASEE‘E‘%\%‘Q% atsh‘é"?’d’ﬁ‘fﬁg‘r'ﬁjfaﬁtbprﬁl cafign 9y For
exanpl e, the ensdédeferasies Csoldé card fepdaaaipeaier thbgkait. i s i dentified using the
sam@0URL as the object stored in the cache, but the correspondi ng object
may have Ebegrorrgdidtgecbden t he server and so the cached object is at risk of

bei ng stale. Another comon case is when the URL is different fromthat of
t he cached ob}l"@eaxsmlﬁsmnsm@r the Intemehizegently jncoe emersanatdsly packertbalence of a

)
"quest | Or%e@?cfs{(and re D§L@tﬁﬁe@ﬂ tS%V&& il Inlthistabd, |ﬂ’fe| éénaa%oﬁlﬁe two obj ects

are the out put e sane _cgi-b program uséd with djfferent, parameters

and nay eveutgalbengtingdhatithe mqkyt wag mﬁtmeweqih@susﬂﬁsaberéarrfﬁ%wr%éfatf‘ec@l%b i 1 from
the;gachgy Jcenavb@dgna&%ﬁaﬁﬁ&ﬂd&ﬁebipm& Rk £ SpdcliRd'tREIQS wHeAdRS her with

~an indication tha G- node shoul d"not deliver obj to the client but
rat her Kegpieptsends pelifrsiign fhat thenagket didpotarivy ey sefersa S gsendequest s
the desige adREﬂt ﬁmeblﬁbbe%s Bfﬁcgﬂt hﬁﬁﬁyﬁforh\é@hﬁébtﬂb@t i ﬁid‘lﬁélgrf,][sf@ﬁcﬁhg'ﬁfe ?]EJJ t2h it
conpares | 0 et er m nes er ey are differen ey
are not Paget £ ke Sﬁ‘ﬁt@hsfi SligdER b reosSmi iR b e

i nform mmeiﬁtﬁ}@tnﬁﬁiﬁlmeﬁﬁm donetitaiih@tte catedmbisaghie C-node in tenporary

storage (i.e. objl) to the client. If
20 To enhance performance the sender may send additional packets of

information, redundant with the packets containing the request or the response, such

that these additional packets may allow the recipient to recover the full message

immediately even if one or more packets are lost. These additional packets may be

sent simultaneously with, or very shortly after, sending the packets constituting the
25 message itself. Such additional packets may employ the standard means of error

correcting codes and "erasure” codes.

Intelligent Routing.

When an IP messages (including TCP communication sent over IP) are sent
30 over the Internet, devices called routers are usually responsible for ensuring that the
packets in the message reach their destination correctly and (it is hoped) efficiently.
The sender and recipient of such messages usually do not need to explicitly request or
manage this routing process. However, it can be possible to gain enhanced
performance and reliability by managing or influencing routing expiicitly. The
35  invention may, for example, maintain two TCP connections between a given S-node
and a given C-node, such that these two connections take different paths through the
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they are different, the S-node may send obj2 in its entirety to thleSCJHIJdQM
so that when the G node receives it the C-node sends the obj2 to the

‘client and discards the first object held in tenporary storage.

Al terngbloyRsiée if they are different, the S-node may SgRfydoenidag C node
sone representation of the difference between obj 1 and obj2, so that the

C-node can conbine this representation with the first object held in

t enpor ar storage, to recover the second, object and then send it to the
client. ImMemeigeythaygk teHeimateryuEcexay destinatiopof the/cogpertiones sSs. / 04003

10 15 20,4& &Hié-nwée)gﬁé\ag%d?’mgge cORGRnNAkioh 6 Relddfindtibn vedom® of the

traffic —communi cat over the Internet, and does not involve caching a
simlar uisffident (o examplonerauiesadhe sommsetionsiath is temporanlueAngestpdithen of a
fequest-iddgff@o‘ﬁ%a gﬂﬂcgly%%kﬂ&ﬁhﬂﬁ%erﬂh@@b&)ﬁdkbﬁnécﬁbﬁ.ncy until the client
recei ves the requested object, because the first object 1is conmmunicated to
thg %}Dfde ﬁvﬁ%p%iﬁbeyéyhﬁ‘ aSBieVIRE this isStbiub? thw%gmgrdlﬁingvabﬁkﬁiwhiches LeCIuesL
an ile t server i.s in the _progess of sending. t esponse.to the :
S node. | part of b2 Flapard B pralngal: TR AIORSOIBH] EREe PP I VAR RBIPRS Second
obj ect ofoulBorARbiirca t& HBHtinatich, ok & Rcehé padkiets tb pessThrough oneetimogend only a
short, and thua,fast, ,corrméni(ca‘%]ir on to tEe C nod<§8be ore,the C-node can
fisu r

send a rsigmated migrmediatenp 3SIPUCE)-r LVPi SRR TORthE SIS si ons over
the Int egadikedel e tb ltl%lsa@id Hdeﬁﬁﬁmrmgymesf ind Imbh_ﬂdfﬂdyto mkﬁﬁsrehfmdhs. gﬂrl]othﬁ t and
arelmot deliyered to the recipient. In this case. the sen ou

event ual V§¥ ?@ngt‘ﬁﬁﬂmﬁﬂgﬁﬁﬁg%f Wm"l??o'%"d.%éﬁ-éi %‘&a‘,“’%&ﬁgﬁr‘{%}e her by

fail _u][ e %ﬁl@@iﬂmﬁrk miﬁtbrﬁeﬁaa'db mmnﬂemmécb ﬁ'ﬁfeirqn#tfaaﬂmiks.e‘mhphetmha/vi t hikn a
specified tine, or when.the .recipient,s tificatiqn. t A acket
i d- not e s SineMaEh ey dfr el TRich B BRI e W Al PO
not i ci neutfidnat tha dirsirsnblinkhwas:d o suchr edgmarchtione A srthesersitiliagl in lilee arpwilket can

t ake sub Lal, tine;. ' [ i | R . | ause it
doess nor By sudskre s Bedc? s Pk B 1561 Rl SBloil phentlh 1y
enhance geemhwurcsivnensgshke sfinderedranyg cortralledd dihis examiplpisarertly iastrativeor mat i on,
r edunda ' 1.0l kin onse, such

t hat ther%)tsfetﬂ\éa%gﬁ%xgﬁﬁ%%rgﬁgﬁ gﬂir'?%ﬁ %I{Ag%évt g&?déglﬁ%)lrent %?goiegscs:%ver the full
nmessage improvedienfioahngnagven i f one or nore packets are lost. These additi onal
packets may be sent_ simultaneously with, aor very shortly after, sending
the packets cbREfered gmbodiment 9@@%%@@9"5@@{&%&%‘#“&%1{1' oA ?b’agkets may

enpl oy thgeSiraiers] aHB 8o det 22 hh@DS afkUehREEA BOHERARS IRARNsaaAsdIr €" codes.

e QU e i e TES R el BRI EADS oo ST 0N s

conjunction with network mapping, employing at least measurements taken from C-
nodes to representative machines. The selector and mapping device 24 is software
running on the same machine 22 as specialized DNS server software 23. Client 20

25 wishes to request content from server 29, which in the figure is named www.site.com.

Client 20 consults its local DNS server 21 in order to find an IP address
corresponding to the name www.site.com. Local DNS server 21 relays the request to
specialized DNS server 23. DNS server 23 will learn, as part of the query, local DNS
server's 21 IP address. The DNS server 23 consults the mapping device 24, and the

30  mapping device 24 then uses the requestor's address and its network maps to choose a
C-node that minimizes network distance between the provided IP address and the
chosen C-node {and hence, the chosen C-node is likely to be near client 20). As
discussed earlier, and illustrated in Figures 4 and 6, additional factors can also be
taken into account in the ckcive of C-node. In Figure 11, C-node 25 is chosen by the

35 selector.
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S

~over the Internet, devices called routers are usually responsible §d& jyL 20
ensuring that the packets in the nmessage reach their destination correctly

and (it is hoped) efficiently. The sender and recipient of such nessages
usual lwo@@ssed need to explicitly request or nanage t BicgafsdWbiodg Process.
However, it can be possible to gain enhanced performance and reliability
by managing or influencing routing explicitly. The 35 invention may, for

exanple, maintain two TCP connecti ons between a given S-node and a given

C-node, such Thammhwéwﬁusﬁsébm?e%ddrm@mgmqmdf ehesardipglyheachitr-ough t he
-45 SUB ?;ﬁ-il M 004 10
15 20 Zéﬂgy@é te ne%?%g%dﬁshgsﬁﬁ “&%@t%dgéé%ﬁggcir%ﬁdestlﬁgtlon of
the conrrsch P@ﬁ;ﬂ{lﬁ SEVEr R SDNﬂﬁYéte @H’éﬁj@) IPypdelresy dorsarede B case
COMTUN Cio B R 10976 PR AIWRRE CBRS DSOS L0IBRlurk @is wxampl e, 2

rouger on t nection's IS tenporarily congeste ‘)Aht he invention

may - qui cﬂdﬂ;ﬁsﬁtslbéﬁ]d)NSéPWP’ég wehich yelays decyigspasiss padie @i fic way of
achi evi ngehdth $OPSconfedtR, ﬁdaﬁ% t’b%%ﬁ&‘edﬁ&ésg(}o Cﬂﬂédé)ZS ‘ﬂﬁdﬂ:’%n' s part of the

standard’ | P protocol. Thi | ows one tao force ackets to travel a
parti culcopumpseates s sanesbnsipg HId Prver F]%?a:'EQ%PPDDS?ﬁQIb G-vpde2? FEoplicket s to

pass th rt@élﬁhadlﬁ@ss% xﬂlﬁ&l@the%ﬁh&'ﬁéﬁ%ﬂis lo?éﬁhﬁhnﬁﬂi %Em\m&s@ﬁﬁ@ 8S routers).
Two connections fromthe_ sane source e same destination nay t hus be

i nf | uendeePosugtihenzme plthe AevEadhse ATOYAls-comdy Whchelicnt 208 re8Ustt nct pat hs

oc ;:m fs Wﬂn@ﬂ&ed(ﬁcN(?%g&@zgmay athein gie fid tfﬁe @étemaqectkrﬂﬂtb cidte a&iﬁt \r/]vor k g

interface ca ec er.en IKs a nodade

sends ar?f:ﬁg’s Qbiect m?l%?l(ﬁﬁté t@ dehc& cIgYise k"en%‘t % 135§S ﬁg\h%tﬁ %t hus

dEt Ielr mcI @&veﬁfﬁ S-ﬁa&é adsbélatidris 36 dﬁbkb}et ﬂi@ ndecbfidn Sede tﬁﬁl:lmlﬁu g § tiafic fAs th hose

SKI ed. Int a reci at.e ese ar e St | ust tive of the

s b RRTERSE ity nodd PR SliGisty bR as b R S e 2o

i nf | uend.edwathdxrwonditetdohs énd Euhssetx dlpbde 2SsotMs tHeyredquidstintS-adbde/28 of the nmany
nage or influence the routing process to inprove

whi
per?orzﬁﬁggcqmﬁg%cﬁ?cé’ "enbodi nent of the invention is further illustrated
in Figure 1lq mt@&%ﬁépﬁﬁo&i%jus% e@&%@n%@@&% %Jﬁdsaearﬁzfseﬁ-ﬁ? gRioyed at

different | ocat ions In net as descri I'S enbodi nent

uses DN@Oé’aElél@ialf@ﬁrrm@@FQinmﬁblStm@feﬂﬁd ewbediment, T6FCIM Ihadditiow AKT FRppi ng,
enpl oyi pgaddr cbﬁ@?&ssﬁﬁaﬁﬁ'@%ﬁeﬁt &o%ﬁ?@ssicfnoﬂe@wn@@ tén?Pﬁ&Eﬁ SRRt ative

nachlnes The s ector and DI N evi ce IS software nnlng on the
riReha-fecopmgmay be ased ﬁn?}é ialmssls'@rs VHerneds mrwmcels2§-n®ei Zt 20 wishes

eqURRLivEPTHetBinest I SHE HitErmé e pMb @, bild f@afds B Rqhsst RREERFer

vwvw sit 5 cam
9 using HTTP over a TCP connection that S-node 28 has opened to server 29. S-

node 28 then receives the response to the request from server 29, again using HTTP
over TCP. S-node 28 sends the response to C-node 25 using internode protocols. C-
node 25 forwards the response to the client using HTTP. This embodiment may be

25 further explained using Figures 2 to 10 and the previous discussions concerning these

figures.

It will be appreciated that, although the invention has been described in terms

of a request being sent from client to server and a response being sent back, the

30 invention may be adapted to enhance performance for either request or response alone.
Further, there is no requirement that the internode protocols used to communicate
from S-node to C-node be the same as those used in the reverse direction. An example
of how the invention may be used in only one direction is as follows. A client may
send its request to the server, and the server may be configured so that ail such

35  requests are intercepted by an S-node close to the server. In this role, the S-node is
functioning as a "reverse proxy" which is a well-known technology. However, after
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Chient 20 consults its local DNS server 21 in order to find an | P hdurkis 20
corresponding to the nane ww. site.com Local DNS server 21 relays the
request to specialized DNS server 23. DNS sewer 23 will |earn, as part of
the quergyoisseeel DNS server's 21 | P address. The DNS sgpygisopdionsul t's

t he mappi ng device 24, and the mapping device 24 then uses the requestor's
address and its network maps to choose a GC-node that m nim zes network

di stance between the provided |P address and the chosen C-node (and hence,
t he chosdhe Snedebas singvrd he respapse tocthe clients sequest)(cither from thellszedt’sar | i er,

and i || ughét@drdod e QHeB)S ti REdEmaR8dbdta@abdd shhtSo %@@1@%%@6 taken
Into accoynt in the choicé of Cnode. In Figure 11, C node I S chosen by
the sel &8¢gie-8. by usmBSEHTekEapmEtEmesas|as dogyibed sarfien). \ibe GeRosey

PCTI USO 408 hiditc 8 1850l o6 RIEDRY ARRushinestnb bt SERmlr e55 sorting .

met hsod. Accog}pﬁéjn,gé%, each 'C- node, and in particular Cnode 25, is given
mul t3 pl e Prasocplr BagehosenGanads maydhemsmd dhe tsspange fo thesicn!) usingestanstardhame.  DNS

syst em 2grdi6dold. " tidstAdanPpkofes] 1.6 bEWRH T R8de ARY (IRAPRRETED, FH% ¢he server.
nane wvwv.sMe.cgm DNS server 23 returns this |P address to | ocal DNS

server 200dgmay Rayeio,wasqyrzades dis sAamunicatipnesn thattheypprasr, tothe disehs a TCP
connect i Aconutsfrogh thb 8-1ivde dirdasy; %ﬂ%ﬁéﬁcctﬁ:ﬁ;nugs RGRasdReradi@ TdTEN

conmmuni cates its.reguest,. ysing HT over the TCP, connection. C-node 25
records SYHHRURISaleR fashigm rervelenown nHs; Bihisexamples the Ingentiondes | P
addrl@ss pmbiilycerhsloyédee Baky die thalflRE thadBninititfons 86V Rusé@when €

wwv. site. com to which .cl itSnt 20' s(lci.ecu'est was mii'(ra]@ded. .C-node 25 may
attenpt TOEFINSAR TeRROnSe Famuthe gergey to client put nat necessanly far sendingthet he obj ect
yi mredi at dient's mittdlireqiest20 thé ¥dresrniAseadvintageler éiﬁplb?ﬁ% the Habaass if  server
to S-nod .associa,t i.ons.Hg{Edi scd?itxéer P he. name of an -H%ge ]Eha,t can carry
traffic U5 QaFPaHSIAVorgs tac nesd fgrrediygcon means o spsHrs thaba Alignt's sequgsled wi t h
server' she2@nttmreeclosd byeC-nodeh www. site.com and is chosen. C-node 25 sends
theijsequest to S-node 28 wusing internode protocols. The internode
protocol s used between C- nodélteghadivd Esabotimens wi || replace TCP with a
faster protocol, in this preferred enbodinent, T/TCP. In addition, HITP

Header conpr €M fofegohiE IR setionR bf SRITRIESEbcRmets 8¢k pré@nERRERn Pushi ng,

and Delta-en%gd(i/g)g rtura%m?e usgq1 sj mul t anepus| y, as jnternodc, praotocols.

S-node F%° PIEEEESYEX th B8 a5 tHugeriay CSEHIIOR0 d Eheyr BE sebmtendadiép f or war ds

t he reqlhe&nchmﬁsebv&rﬁmﬂahwﬁlkragidﬂE%eﬁp&%isafo?@ &RM¥ed! sy hat S-node 28
server 29.. S- t.hen.rec

e R 450 o A e S B Bl (P

embodiments were chosen and described in order to best explain the principles of the

invention and its practical applications, to thereby enable various embodiments with
varjous modifications as are suited to the particular use contemplated, For example,
the functions of S-node and C-node have been differentiated in terms of the role they

25  playin handling request and response. It will be appreciated, however, that one device
such as a computer or cluster of computers may embody both functions.

As another example, the embodiments described provide increased
communications performance in both transmission directions — that is, from the source
to the destination and vice-versa. In an alternative embodiment, the invention may

30 provide mcreased performance in one direction only, or for certain packets or
messages only. For example, a request for web content may be sent by a client to a
server, with selection of a C-node and an S-node being made, and these nodes being
used for communication, but using a standard protocol for the sub-link between the C-

s node and the S-node. The response from the web server may use the same path — that
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over TCP. S-node 28 sends the response to C--node 25 using inter notidh JUL 20

protocols. G node 25 forwards the response to the client using HTTP. This

enbodi gER48ye be further explained using Figures -2 tpct@sensiosshe

previ ous di scussions concerning these figures. It will be appreciated

t hat, although the invention has been described in ternms of a request
being sent fromclient to serer and a response being sent back, the

i nvent i ordn g ClEmadapt ed to enhance performance for either request or
response alone. _Further, there is no requirenent that the internode

pr ot ocol Whatdgclagnebiuni cate from S-node to G node be the sane as those

used in the reverse direction. An ex i t.i may be used
in only dne diﬁg@h@?o;goxa@upgp _ﬂi&%ﬁn&%%a%‘%@t&g%n%@ﬁ&% E"lrﬂgqr}‘uest to the
server, aostidatien seervie Intepeh eomerifingur ed so that a:: such requests are
intesrcepted by an S-node close to the server. In this role, the S--node is
functi oni ng aga)a stleetieg 8 sogy ofa/firsihyipeh is a wel | - known technol ogy. However,
after -47 SUBSTI TUTE, SHEET (RULE 26) 1 5 JUL 20 10 15 20 25 30 35 WO

01/ 5x069 PCT/ {J80s¢lertinpoynadeol3-saerd the& retri eved the response to the

client's request (either fromthe S-node' che or. fromih erver), the
S-node may sel@cEommENaHRS iﬂhméft}gﬂ‘?“{lsssﬁ%e %?%3@8 TAEHR tﬁ%??(%en‘ﬁ‘lﬁee. ﬁ by
usi ng ne&mrdgiﬂgs@ﬁfsﬂgrmﬁs as described earlier). The S-node nay then
comm@ni cate the response to the chosen C node using efficient internode
protocol s. The¢dx bemanmicating thefatermech aressagn dronhthemedp ofiths firgt typetodhe ent  usi ng

standard rotocols. ,lf the s . | used between C-node and
client ugg‘ge Gl}ége Sp40Rd PEHRE grragé;gﬁégrg?‘%c%ﬁ’%%gsquerade" its communications so
that they appfé)fco&]ﬁuhf& 5 11 Thtemet PeSARE AhEOME 1Bge Sf Medeitpsdtoy; however
t echni ques for “masqueradi ng TCP conmuni cation in this fashion are

vel | - knote. destimasionjugingtd Gird:paoier@. the invention is primarily enployed for
onl yjsone half of the communication, i.e. is used when returning a response
fromthe server to client but not necessarily for sending the client's
initial prequest t e server.. An v OV kavention as
in thi s5exa %‘eﬁ’ghi 0T QPSS a%gg%%eg?&rs g%ie%gg{%na%acﬁgn%i % ensure that
a cli ent dsstinetiprester thelmantt, tanprighgse by C-node. Alternative Enbodi nents
The foregoing descriptions of specific enbodi nents of the present invention
are present ed@orsclettnguneiesda bt tyPg;ust rati on and description. They are
not 2|Ont ended %b% communicating an Internet message from the source to the node of the first

type using a first protocol;

(c) communicating the Internet message from the node of the first type to a

node of a second type using a second protocol; and

25 (d) communicating the Internet message from the node of the second type to

the destination using a third protocol.

3. The method of claim 1 wherein the selecting step (a) comprises:

(al) for each of a plurality of candidate nodes of the first type, determining a
measure of commurnications performance for a sub-link between the source and the

candidate node of the first type; and

30

(a2) selecting a node of the first type from among the plurality of candidate

nodes of the first type to optimize the measure of communications performance.

35
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be exhaustive or to limt the invention to the precise forms di sclpdedy| 20

‘Many nodifications and variations will be evident in view of the above
t eachi ng%y 0158650 €nbodi nents were chosen and descri bed inP(‘[‘)ffﬂ%I dsfo40ESt
explain the principles of the invention and its practica app(ications, to

|

t hereby enabl e vari ous enbodi nents with various nodifications as are
suited to the particular use contenpl ated. For exanple, the functions of
S-node and- C- nddie mhethed pedainy? whereanthe seledingstemtaysomprisdse ol e they play
in handling request and response. It will be appreciated, however, that one

devi ce such a$2ld fensashoén phralily of cendidite Bedas of dhesinsbiypedséampinog A
funct i onsmeAsir@BPEARRURKANIMNDerfoRBaRBTO0L SR LSk BaFeE R R %hd R, NCT eased

comuni cations perforpnance in both transm ssion directions - that is, from
t he gour ceanddate pedeidhe HEY BB A4 vi ce-versa. In an alternative

enbodi nent, the_invention y rovide i.ncreased perfoymnce [.n one

di rection onl yfazérselfaﬂfng@e‘i‘q o € biyge fom %%%QI‘HH{‘VO Igé?&‘aﬁtﬁrrpl e, a
request fasdes@bileofiisbiybe fRypiheize RtmEytuR ol cofiiturticatidns fe&foteiancaVi t h
selection of a C-node and an S-node being made, and these nodes being used
for conmmunication, but using a standard protocol for the sub-link between
the G node and the S-node. The response fromthe web server nmay use the
sane pat h-- t hbke mgthogussimUTEhesiHire cHetimesyp (Ucompris®: 25 30 35 WO

01/ 58069 PCTI USQI /04004 in the Clainms, What is _clainmed Is: 1. A nethod for
comuni cat i ng @3) facasheta ef gradigsismnades gfithescemyd tupe, delstmingag on over

the | nt erngkasuf®SPédnShisicaticon pegndice F10 SBCRNDbLYHE 1S degdindtisS&and
prot ocol ; angnég&% com’r(g{hcatl ng the Internet nmessage fromthe node of the
second t yBec 16 Bodfelithe s6c0BR P8I #89a third protocol . (a) selecting a

node of a firs e.. (h) .selectin node of a second .type; co ni cating
an | nternet ne(g’%i\éege#?é%lrgoﬂgotﬁﬁrsg‘é ddvps, omoncgftﬁ?ﬂﬁmflftyé’?c@d&@%g a

fi rsltts pr otodeodf the dycond typento eatinizy thbexchnire bfiedmmmaRagend pepforinigcenode of t he
first type to the 2. A nmethod for conmuni cating an |Internet nmessage between

a source and a destination over the Internet, conprising:
6. The method of claim 1 wherein the selecting step (b) comprises:
(b1) for each of a plurality of candidate nodes of the second type, determining

a measure of communications performance for a sub-link between the candidate node
of the first type and the candidate node of the second type; and

20

(b2) selecting a node of the second type from among the plurality of candidate

nodes of the second type to optimize the measure of communications performance.

25 7. The method of claim 1 wherein:

~ step (a) comprises selecting the node of the first type so as to optimize a
measure of communications performance for at least a sub-link in a link from the
source to the destination via the node of the first type and the node of the second type;

30 and

step (b) comprises selecting the node of the second type.so as to optimize a
measure of communications performance for at least a sub-link in a link from the

source to the destination via the node of the first type and the node of the second type.

8. The method of claim 1 wherein
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(a) selecting a node of a first type; (b) communicating an Inter netl &&ﬁbg@ﬁ-
fromthe source to the node of the first type using a first protocol; (c)
comuni cating the Internet nessage from the node of the first type to a
node ojoaisemond type using a second protocol; and (d) mamRiijesdii Nng the

I nternet nessage fromthe node of the second type to the destination using
a third protocol. 3. The nethod of claiml| -wherein the selecting step (a)

conprises: (al) faqr each of a plurality of candi date nodes of the first
type, deternmi m%gelactnwymﬁ)ecqwm@smm cations performance for a. sub-link

between the s e a he ndipdat.e, node, of .the first type;, .and (a2)
sel ecting a ngagé?%"feaf’nﬁgi.??@%9%@%%%ﬁafé]ﬁglﬂltﬁﬁ’%ldﬁ &Andi dat e
nodes of fitshenchiurs bf totp@uhioatigiisipd fotmiree foreagbrihkoictwosnibgise@te and

performapce. :.49 SUBST HEET (RULE 26) 1 5 JUL 20 NVO 01/58069
PCTéUSOlﬁ“@A’G%‘Héﬁt?n? %O#&U%ﬁ%}e’ im2 wherein the selecting step (a)

i : f I j t f id d L, the first
Come ! et er i (o bEetERAhL of g AL Yot BRNEBEHNG 08Baigatdl L Tl i
bet ween nddess ebthedustype tohptinuaeithic Fastencustie of cothmnidations pgrfiemaace 10 15 20

(a2) selggting a node of the first type fromanong the plurality of
candi date nodes of the first type to optim ze the neasure of

comuni cat i ongeREEEG; . A88. method of claim 1l wherein the sel ecting
step (b) corrprieses: (gg %@gr gagcbﬁ of a plurality of candi date nodes of the

secthd type, @e) fridaéh mplaraﬁgaéwaﬁdﬁﬁte%M@@gé&ﬂar@%H&emﬂﬁfg for a
ode of the Second

sub-1ink between the destinatigon and. the candi atﬁfg
type: arf’dse(’B'g measre ol pepuRuRisghonsperioEmansedage %‘&p evesmBrgodaei pl ural ity
y of canditﬁaﬁgtt)qm]?e@éhédﬁ&idima6 Tgoﬁ'me&gl é,@h_&@ﬂf’h@nf&ﬁﬁr_ élbﬁhOf oot
communi cati ons or e. 6. e net.hod of claim er ei e sel ecting
step (b)peE%ﬂB?’?c%ngFafml?%We%@ﬁ c?ﬁ‘&lgatﬁpﬁ %?éﬁ?s?ﬂon mﬁ@&tﬁe nodes of the
second tdggtinatidaf eandi ni ng a measure of conmuni cations performance for a
- subtd i nk between the candi date node of the first type and the candidate
node of the d<bZoselectingenodmaf thb2gcosé ihgetfrory among diee piitrdlite ofeandiddtet ype from
among t Beapl Jal Lobn@ty530d }z%aé&&ﬂ)%?aﬂ% of %&g&&i‘%ﬁ%ﬁﬁ n%lé’a\%ﬁ:%%' m ze the
e nmethod of"C €

measure Of comuni cati‘ons perfornance. arm ein: 30 ;5
of communications performance.

200 9. A method for communicating an Internet message between a source and a
destination over the Internet, comprising:

(a) selecting anode of a first type and a node of a second type;

(b) communicating an Internet message from the source to the node of the first

ns type using a first protocol;
{c) communicating the Internet message from the node of the first type to the
node of the second type using a second protocol; and
(d) communicating the Internet message from the node of the second type to
the destination using a third protocol.
30
10.  The method of claim 9 wherein the selecting step (a) comprises:
35
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step (a) conprises selecting the node of the first type so as to quiﬂpggezgg
measure of communications performance for at least a sub-]Jink in a lint:
fromthe source to the destination via the node of the first type and the

node ofvgdgssesdcond type; and step (b) conprises sel ectipgriksgigse of the
second type so as to optimze a neasure of comunications performance for

at least a sub-link in alink fromthe source to the destination via the

node of the first_type and._the node of the second type. The method of claim
1 wherein susé#f}rfefrea e phuplifyofsgydidats ngdes of theyfrsyns: deguenng a

PCTI US01/fstliddddrel dfRofBRa08s Sérfiimande 0 ARUD-IRE Frdnthe offceqfe Of 2

plurality of _candida odes of the first type, determning a I rst
measur e 8m‘£mﬂﬁ%ﬁ%§‘6%§ﬂmorn&nce for a sub-1ink between the source and

t he candi date of .the first : 10 1 a2) selecting a node of
the first | _yp&;22%ﬁfﬁ?gﬁiﬂﬁ%%%ﬁ%?%ﬁﬁﬁgé& ietelﬁe?@g ;;‘ic‘lnﬁie (st
yp 0 site o€ c cafibnspafounh enRifocd @8BS citd daffidBieGRde an e.
selecting t (,b) co rLseS'. b 1 f0 each . of a Sral't of c(raldidate »
nodes of fﬁ’@%tc%ﬁ%m?‘y%@, Cﬁ%gétﬁpﬂ%%‘bt%gs?%g%ﬂ”n@g‘iﬁﬂ’érdo@ ] ni cations
per f or raocrembaicatiosuperformkndzcfore sub-lihle berogden efch dahdidhiciidebyae and each

candi dat ¢_no of t econd type, and a third neasure of performance for
a sub-1li %f?oﬂ‘g e dEﬁee&%sgﬂ%}O&'atagﬁnode of the second type and the

destinati on; ‘ ' £ fr nong t he
plud@lity of @%ﬂaélgﬁngghg egf%? ﬁ{%%e%%nﬁéﬁﬁyggﬁ?gﬂﬁ%wgnf%@%@a&m?nat i on
of the seedesef thefirshiype anbasodesf thosecondtypei foan amosg s ploratigne®. 20 9. A
met hod f i ' I : . u a

dest i nat | oAy ?T“%%S?‘%é‘f?ﬁf%%‘“. R SRS
type andthifdgergsurss of cammunigatignsaerioppansermuni cati ng an I nternet nmessage

fromthe source to the node of the first type using a first protocol; 25
(c) comunicating the Internet nessage fromthe node of the first type to

t heys nodg of the secqgn I n second protocol; .and (d) comunicating
the Int gflnet th%es%lgg’@afo%w&e#ﬁ%ﬂg t@? Seﬁ‘??gmgé%é’r{ﬁ) tQPYHICE  the destination
using a thirdqqpy flG8] of a3uifity of candidate nodes of the first type and candidate

nodes of the second type, determining a measure of communications performance for

at least a sub-link in a link from the source to the destination via the candidate node of

20 the first type and the candidate node of the second type; and

(a2) selecting a combination of the node of the first type from the plurality of
candidate nodes of the first type and the node of the second type from the plurality of
candidate nodes of the second type so as to optimize the measure of communications
performance. ‘

25
12. The method of claim 9 wherein the selecting step (a) comprises:

(al) for each of a plurality of candidate nodes of the first type and candidate
nodes of the second type, determining a measure of communications performance for a
sub-link between the candidate node of the first type and the candidate node of the
second type; and

30

(a2) selecting the node of the first type from the plurality of candidate nodes of
the first type and selecting the node of the second type from the plurality of candidate
nodes of the second type so as to optimize the measure of communications

15 performance.
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1.0. The nmethod of claim 9 wherein the selecting step (a) conpriskd JoL 2004

.SUBSTI TUTE SHEET (RULE 26) 1 5 JUL 2111 WO 01/58069 10 PCT/[JS01/ 04004 (al)

for each of a plurality of candidate nodes of the first type, determning a
first weasusswoof comuni cations performance for a sub- IEgKUSonomos he source
to the candidate node of the first type; (a2) for each of a plurality of
nodes of the second type, determning a second neasure of comrunications
performance faor a sub-I|jnk be en each.ca%di date_node of the first type

and eachl2andiihamethsyd cgm by EeTRPESRRthe 51685 8t hi rd neasure of

communi cati ong, performance for a b-Link between eac andi dat e node of
the second ti%ecoé‘?fﬂmiﬂﬁ%m@@sstefzﬁ%ﬂ ll%g?{?etatﬂ%fs"{gfﬁ\&% @:fee%ispﬂém qﬂ & OF the
first typethkserondrppousitea fdumhalrotogolof candi date nodes of the first type
and a node of the second type fromanong the plurality of candidate nodes
of éhe s econd(g)ygeninuniogtiigithe second dntsinehmiesnago fromtthe mpde of theseasnd an  t hird
nmeasur es, of I i . 1. The nmethod of claim9

& t@%@‘@é@h GftHedhS r?% Ixég(ﬁjgg Hth epsn:’n’égg, fgi{

wherein € ctirng step ris 30 35 candi date nodes of
the second ty @ﬁ&ﬁ%&@%b%ﬁm@m@ma e BbnCRANYAL 66thb TR type

per f or mance. ?‘Z or each of a_plurality of Ecandi dat e nodes of t)t,phe first
type andtodhn arured vsing a gixth potqaek second type, determ ning a neasure of
comuni cations performance for at least a sub-link in a link fromthe
source to the destination via the candidate node of the first type and the

candi® dat g, node, of th econ e; and. (a2) selecting a conbination of the
node of f‘he f es{neh?aé) Pfab%%tiﬁ%@ﬁqﬁ?%ﬂshﬁ%g?mg%ﬁ%i dat e nodes of the first
type and the -he. I '-I\“%rng,@hﬂa%nethod
of claim9 m@?%ﬁ’ﬁ'&%ﬁ%‘%@%}g#%%& %‘?”g%&(ng%%égrerﬁp% g{eﬁés{(‘laﬁl ftor eeach‘ of a
pl ur al i tof thé seeand igwtusingadfesrtbfpratheolf i rst type and candi date nodes of the
second type, determ ning a neasure of communications performance, for a

sub-1ink. betfk&eamimmicaiing the-geeonfbiteraet message; fram thempdegfihg sceondyndi dat e

nodgs of #h&to hEEeas of the Eirstaysh (sid) a HEhEbtbed; ki@ node of the first type
fromthe plurality of candidate nodes of the first type and selecting the
node of the sgyaathrinypeatingahe sdvend Intemki myssofe famdheladde ofithe fisst tfpet he
second t%ﬁ’ﬁ so as to ogtihm' zZge tpe measur e of conmuni cations performance.

€ source usmg a sixin prolocol.

20 15. A method for communicating an Internet message between a source and a

destination over the Internet, comprising:
(2) selecting a node of a first type;

{b) communicating an Internet message from the source to the node of the first

type using a first protocol;

25
(¢) anode of a second type intercepting the Internet message from the node of

the first type, the Internet message from the node of the first type being communicated

using a second protocol; and

(d) communicating the Internet message from the node of the second type to

30 the destination using a third protocol.

16. A method for communicating an Internet message between a source and 2

destination over the Internet, comprising:

35 (a) selecting a node of a second type;
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1.3. The nethod of ¢laim1l further conprising the steps of: (f)

comuni cating a second Internet nessage fromthe destination to the node

of thewskelsdsst ype using a .fourth protocol; (g) comunPCRUSOMEE second

I nternet nessage fromthe node of the second type to the node of the first
type using a fifth protocol; and (h) comruni cati ng the second | nt er net

nessage f rom t f| r e sourc th

pr ot ocol . é%ﬁé" I?'ngﬁ?ga ﬁ%} ﬁ% f“ﬁi[&e Fisaghgorae g‘f‘ﬁﬁ (e)
conmmuni cdhtengatmesmgerfdnmme@omebmgmdmwmdﬁmgisﬁfsitpﬁiwam to the node of
the second type using a fourth protocol; (f) conmunicating the second

| nternet ness&gk comemnidating debentsinet heessage doch thtSotdy péthedirsttgpatdieof t he

f| rst ty%d%f&%sgcéddfr@ﬁeﬁgiﬂgédgg&'?h?ﬁfw?éoﬁl) gommuni cat i ng t he second

nt e net nessa rdt type to the source using a
SIXth pr ot ocold %Qm%ﬁmi%hﬁ égg{m ROl 5k £rnet
nessage bet vveen source a% eﬁ%égﬁ n&%lﬁon o@%ﬁﬂs{dﬁb?ﬁ}etsg‘%r@wéggnprl si ng:
the firsf qs}qﬁanatmeusm% rofeeelage from the node of the first type being
comuni cated using a second protocol; and (a) selecting a node of a first
type; (b) .communicating an Internet nessage fromthe source to the node of

i er ceping thE ot HeaamEL SR o fbnRoialiBe Sl () SEBRIER Cat i ng ¢ he

| nt dlnet re@gsﬁmﬂfermnehmmgeﬁoﬁl thh eowree tntlie npfie of the firktaystest i nati on usi ng
a third protocol. 16. A nethod for communicating an |Internet nessage

bet ween a source and a destination over the Internet, conprising: (a)

)sel ectlv\D? a node of a secaond typ 53 SUBSTI TUTE SHEET (RULE 26) 1 5 JUL
2COPf 81/ 58be mator eisipimeswoarecinghe communicating step (b) comprises

redirecting the Internet message from the source to the node of the first type.

15
19.  The method of claim 9 wherein the communicating step (b) comprises
redirecting the Internet message from the node of the first type to the node of the
second type.

20 :
20.  The method of claim 1 wherein the first protocol is a standard protocol, the
second protocol is a high-performance protocol, and the third protocol 1s a standard
protocol.

)25

21.  The method of claim 2 wherein the first protocol is a standard protocol, the

second protocol is a high-performance protocol, and the third protocol is a standard
protocol.

30 22.  The method of claim 9 wherein the first protocol is a standard protocol, the

second protocol is a high-perfbrmance protocol, and the third protocol is a standard
protocol.

35
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15 20 25 30 35 (b) a node of a first type intercepting an Inter neﬂt 5m=,lg|5aé[@i*
fromthe source, the Internet nessage fromthe source bei ng conmuni cated
using a first protocol; (c) comrunicating the Internet nessage fromthe
node ofyd fgssbéd st type to the node of the second type pst/agoss@cond
protocol; and (d) conmunicating the Internet nessage fromthe node of the
second type to the destination using a third protocol. 17. The nethod of

claiml1 wherein the comyunicating stggéﬂgc conprises redirecting the

| nt er net 23ess g MetBpd ohedaigy i wheted ofgeot e sfandad arpigeol e The
met hod offifg] @Rotbcdl 1929 &H-Pertdihaf S PReRic6Rbhd theShHER pldidcdl P Ethad®sd T edirecting
the I nternet rIessage fromthe source to the node of the first type. 19. The
net hod ofPT¥PeR'm 9 wherein the communicating step (b) conprises redirecting
the Internet nmessage fromthe node of the first type to the node of the
second type. 20. The nethod of claim1 wherein the first protocol is a

st aridar d ,pr ot I 0 | I.OM- per rarocol, and
the thi r d%pr ot sested ol AEEREwRERRALP osh oSt BB IRGo R el 0

wher ei n titfil grotost! ip e bighepdrfamancegiratodal; andihetsbdlp protoded is sstamdadd pr ot ocol is
a high- pﬁﬁj‘g Jrence protocol, and the third protocol is a standard

pr ot ocol . . 'The met hod of claim9 wherein the first protocol is a
standard protocol, the second protocol is a high--performance protocol,
and the third protocol is a standard protocol. -54 SUBSTI TUTE SHEET (RULE

26) 10 5 351 20he MNBIAIGERRON SRR HikdPRAcCHDisIDstaRIaROpRRocdd tRS. The

nmet hod of C|§I m 13 _whe .Ei]n %e fourth ro%]glgﬁl i.s, a standard praotocol, the
fifth prefge Prqt%wémrﬂ% hepe HP%P&ﬁ@éotia‘?o& ¢ third profogolis 2sfnpae: ocol is a
'-}standar dprapscet.ocol . 24. The nethod of claim 14 wherein the fourth protocol
is a standard protocol, the

15  26.  Themethod of claim 16 wherein the first protocol is a standard protocol, the
second protocol is a high-performance protocol, and the third protocol is a standard

protocol.

27.  The method of claim 20 wherein the Internet message is a World-Wide Web

20 message.

28.  The method of claim 21 wherein the Internet message is a World-Wide Web

message.

25
29.  The method of claim 22 wherein the Internet message is a World-Wide Web

message.

30 30.  The method of claim 23 wherein the Internet message is a World-Wide Web

message.

31.  Themethod of claim 24 wherein the Internet message is a World-Wide Web

message.
35
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fifth protocol is a high-performance protocol, and the sixth prot ot& JU gﬂﬂ!’
standard protocol. 25. The nethod of claim 15 wherein the first protocol

is a standard protocol, the second protocol is a high-performance

pr ot ocwlp,0188ot he third protocol is a standard protocolcr/@épieddna net hod of
claim 16 wherein the first protocol is a standard protocol, the second
protocol is a high-performance protocol, and the third protocol is a

standard__protocol . 27. The t hod, o | ai m 20 wherein the_lnternet nessage
s Vor PaE W dBoRERodpEdRgLES hetcin be FERGHISSA8S i VoHONNINADY he
Internetnﬁgg?age is a Wrld-Wde Wb nessage. 29. The nethod of claim 22
wherein the I'nternet nessage is a Wrld-Wde Wb nessage. 30. The net hod of
claim 23 wherein the Internet nessage is a Wrld-Wde Wb nessage. 31. The
met hod of claim 24 wherein the Internet nessage is a Wrld-Wde Wb :
message. 355 SUBSThabOESHERT 2¢ Rilci 8 Ittefel bilcs2@0 s AW @I - BRASWeb
PCT. USOléBé%84 The nmet hod of claim25 wherein the Internet nessage is a
vor | d- W & VEs 10 nmessage. 33. The nethod of claim26 wherein the Internet-
nmessage is a Wrld-Wde Wb nmessage. 34. A nethod for providing web content
to a source froma destination, conprising: (a) selecting a node; (b)
communi c34.i NgA3AethBd ESriRbviERESAIECOnEAY BSE Bcd\BImGONsBRtiochy om a source to
the node; (c) if the ndode includes the requested web content in its cache,
communi cat i ng*°HBEIYHE web content fromthe node to the source; and 20 (d)
de the requested web content in its cache,

if d4be node does not. incl

communi cat i ngpafﬁgﬁFﬁ’ﬂ%?ﬁg‘Fe’nessage requesting web content fromthe node of
the first ty, B}Pg j Lon: i . de 1s.selected so as to
-)opti mze a rre@z ﬁzr’e 0 g@ﬁ%?@%ﬁg@gé’ﬁ ‘igel%ﬁg?sﬁrlgﬁcv%?’ ctoﬁ?nﬁégrsnuar T

comuni datthoraleper f or mance i ncluding at least a netric for communications

performance for .a sub-link between the node and the destination.
(c) if the node includes the requested web content in its cache, communicating

15 the web content from the node to the source; and

(d) if the node does not include the requested web content in its cache,
comnmicating the Internet message requesting web content from the node of the first
type to the destination;

20 wherein the node is selected so as to optimize a measure of communications
performance, the measure of communications performance including at least a metric

for communications performance for a sub-link between the node and the destination.

35.  The method of claim 34, wherein the measure of communication performance

) 25 is a combination of the network distance between the source and the node, the network
distance from between the node and the server, and the probability that the requested
web content is in the cache of the node.

36. A system for communicating an Internet message from a source to a
destination over the Internet, comprising:

30
a plurality of nodes including one or more nodes of a first type and one or more
nodes of a second type; and
a first selector to identify a node of a first type from the one or more nodes of a
first type and communicate the selection to the source; -
35 |

- 56 -

SUBSTITUTE SHEET (RULE 26)



35. The nethod of claim 34, wherein the neasure of conmunication :
performance 25 is a conbination of the network di stance between “165 sjyl.lrr g%
and the node, the network distance from between the node and the server,
and theveowpisesi ity that the requested web content is pipiba/aashe of the
node. 30 35 36. A system for communicating an Internet nessage froma
source to a destination over the Internet, conprising: a plurality of
nodes i ncluding one or nore nodes of a first type and one or nore nodes of
a second type:? saerpdsefaciosto spfrapodepiiagesnudrtypefiomdee one or merest type from
the one @bddure <3 £ i chririnffichiéRee RNGHER WAL EnddROraghgction to the
source; -56 SUBSTI TUTE SHEET (RULE 26) 5 J U 20 WO 01/8069 PCTI USOL1/ 04004 a
second s&Mstor to identify a node of a second type fromthe one or nore
nodes of a second.t and co nicate the selection to a sel ected node of
a figst wher e eéeé%%gcﬁ’d@geﬁag&i%cw&éc%onpri ses: a receiver to receive
the”l nternet nessage fromthe_.sour usi.ng a fi.xrst 10 15 20. prqtocol ; a
transmtter to conﬁﬁﬁ‘fe@f’géo Fﬁg\fﬁ@g@%&éﬂ?gﬂ%&ﬁ@&ﬁ@&%s%ﬁguglpgtahgst second
t ype usi pgtacokecond protocol; and each node of the second type conpri ses:
third protocol. a receiver to receive the nessage froma sel ected node of
the first type; aAdransmitigntondommaunitye thermessigedoa scleetedewdagétheo t he
desti nat éé&ﬂn&'ﬁjpg%sﬁig%7segé%cisﬁ.’r§fo%m'féﬂ"cl conmmruni cating an Internet nmessage from
est

a source to a nation ‘over the Internet, conprising: a plurality of
nodd8 i ncl udi B@heREe F tHEREEHHA mﬁﬁpﬁggjrst type and one or nore nodes of
a second type; and a selector to identify a node of a first type fromthe
one or nore nodes of

y25 30 35 wherein e%ﬁ?a%%l{é’s%?dggﬁeﬁ@?%%%%ﬁ&%%ﬁ%l?&g‘igltl?&c 580 59 t}t,pké;e source,

and

a transmitter to communicate the message to the destination using a
15 third protocol.

37. A system for communicating an Internef message from a source to a
destination over the Internet, comprising:

20 a plurality of nodes including one or more nodes of a first type and one or more
nodes of a second type; and

a selector to identify a node. of a first type from the one or more nodes of a first
type and communicate the selection to the source;

) 25 wherein each node of a first type comprises:

a receiver to receive the Internet message from the source using a first

protocol;

a transmitter to communicate the message to a node of the second type
using a second protocol; and

30
each node of the second type comprises:
a receiver to receive the message from a selected node of the first type;
and
35 a transmitter to communicate the message to the destination using a

third protocol.
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et

a-receiver to receive the Internet nessage fromthe source using ajfyriy 2004
protoco a transmtter to communi cate the nessage to a node of the second
usi ng a second protocol; and each node of the second type conprises: third
pr ot ocwomree®i ver to receive the nessage from a sel ectegr/psdm4ads t he first
type; and a transmtter to conmunicate the nessage to the destination

using a -57 SUBSTI TUTE SHEET (RULE 26) 15JUL2 WO 01/58069 10 PCT/ USOL10

3004 38. _The st em of ai 6, wherein: the first selector identifies a
node of tHe fﬁ%‘?ﬁyir?%é’ftcckﬁé‘ﬂl@ésﬁﬂ?%??és a first measure of comunications
performance far ub-1in ween .t he.source and each of lurality of
candi dat e nod@%‘e @rﬁ?eﬁ%ct?ri1&21}%696&0%@&11?%& etat@ﬁii Qﬁ%r%l?%ﬁ anﬁ‘?ti ®in: the
first selbfcdimmunntetivns peeformameder futt-lek bétwséen thgpeuichand eqphiofiazes a first .
measur e f 4,60 nications pel,f o nce for a sub-link between the source
and Seachpglfd%ygg?ﬁdg%t?W%fOgétﬁecl?t"ggtmc'nodes of the first type. 40. The
system of claim 36 wherein: the second selector identifies a node of the
second type that optimzes a 15 neasure of comuni cations performance for a

sub- | i nk3bet Wegd st SR loeElfA 3R Gh: the second type and the destination.
41. The system of” claim 36 wherein: 20 the first selector identifies a node

of the first ﬂﬂéﬂﬁsttda&rctdm&nmﬁéeﬁnadmﬁyﬁﬁstquetﬁﬁwtaim@ﬁmeﬁb}@rmance
for at least a sub:link in a link f@g&the source to th ge tination via
the nodeSETIRRBERIags POYRENEIE i hai BPveidhe sewsheatdsseh oAAd t he second
sel @8t or plueiding of épdidatesiies of thelBstapsond type that optimzes a neasure of
comuni cations performance for at least a sub-link in a link fromthe 25
source to the destination via the node of the first type and the node of
the second 42. A system for communicating an Internet nessage froma source
to a deddinathosysiopee! elaien Bhwderest:, conprising: 30 35 a plurality of nodes
i ncl udi ng one, or nore nodes  of _a first tﬁ\épe and one or nore nodes of a

second type; %ﬁae@né_é?]éﬁ@b}de?%ﬁ?sc?eﬁﬂqeﬁ sesend pe that ppmizeyge from the one
or mre medes dffcotnhidisitions performance for a sub-link between a selected node of the

second type and the destination.

41.  The system of claim 36 wherein:

20 the first selector identifies a node of the first type that optimizes a measure of
communications performance for at least a sub-link in a link from the source to the
destination via the node of the first type and the node of the second type; and

the second selector identifies a node of the second type that optimizes a
measure of communications performance for at least a sub-link in a link from the
25 source to the destination via the node of the first type and the node of the second type.

42, A system for communicating an Internet message from a source to a
destination over the Internet, comprising:

30 a plurality of nodes including one or more nodes of a first type and one or more
nodes of a second type; and

a selector to identify a node of a first type from the one or more nodes of a first
type and communicate the selection to the sowurce, and to identify a node of a second
type from the one or more nodes of a second type and provide the selection to a
35 selected node of a first type;
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"

type and comruni cate the selection to the source, and to identi fy’1a5n9g? i
e rhe

.a second type fromthe one or nore nodes of a second type and provid

selection to a selected node of a first type; -58 SUBSTI TUTE SHEET ( RULE
26) 15%d.dafsgoodD 011 f*069 PCT/ USO / 04004 wherei n each naderoformsbosr st type
conprises: a receiver to receive the Internet nmessage fromthe source using
a first protocol; a transmtter to communi cate the nessage to a sel ected

node of the s cond@é%pe usi.ng a second protocol; and each node of the
second type c&R5FeReact nodpe of aiist tyResomPEisesie t he nessage from a sel ect ed

node of the first type; nd 10 transmtter t.o communicate t nmessage to
the destination usfiﬁgﬁe&"e@ %egﬁﬁg@femqgmﬁagég@@ ﬁgsowgugygtagtﬁ;tof claim
42 wher eprotbdod; sel ector identifies a node of the first type and a node of

the second type that optimze a neasure of communications performance for
a sub-1ink betweenatissmidigr treccammunibase theduessiget tha selactad nodpefthe sub- | i nk

bet ween t i nd the node of the second type, and a
sub-1i nkgélg%?vplg)gr? éit}%%@ecfpg%)to:cﬁlgeaggcond type and the destination. 44. The

system of cl ajfm4R33¥BefRisBedna ksl dentifies a node of the first type
and a node of the second type at optim ze a neasure of conmunications

performance for at_| east sub-1ink in adink between.the. saurce and the
st fnac i on. 45, - hescayes Bretive il mrehed ool &eRt PR Bosnudnd A Rl ocond
type further conpramks a receiver to receive a second Internet nessage
frod@the destination using a fourth protocol, and a transmitter to

communi cate the segaatnifbARehmiiSA e kst iR 1 AR IR velriest 1 yPe using
a fifth protocol; and the node of the first type further conprises a

recei verthird prteeqlve t he second | nternet message fromthe node of the first

type using the fifth protocol, and a transmtter to communi cate the second
I nternet nessage to the source using a sixth protocol. -59 SUBSTI TUTE

SHEET ( RLE 21636 system of claim 42 wherein the selector identifies a node of the first type

and a node of the second type that optimize a measure of communications
performance for a sub-link between the source and the node of the first type, a sub-link
between the node of the first type and the node of the second type, and a sub-link
between the node of the second type and the destination.

20
44.  The system of claim 42 wherein the selector identifies a node of the first type
and a node of the second type that optimize a measure of communications
performance for at least a sub-link in a link between the source and the destination.
25

45.  The system of claim 36 wherein:

the node of the second type further comprises a receiver to receive a second
TInternet message from the destination using a fourth protocol, and a transmitter to
communicate the second Internet message to the node of the first type using a fifth
30  protocol; and

the node of the first type further comprises a receiver to receive the second
Internet message from the node of the first type using the fifth protocol, and a
transmitter to communicate the second Intemet message to the source using a sixth

protocol.
35
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5-JUL 1900, 10 15 20 25 WD 01/58069 46. The system of clai m 42 whefdebnjii 200
PCT/ USO1/ 0- 1004 the node of the second type further conprises a receiver to
receive a second Internet nessage fromthe destination using a fourth
pr ot ocwo oi/sek9a transmtter to conmmunicate the second p@fgsdiaiodyessage to
the node of the first type using a fifth protocol; and the node of the
first type further conprises a receiver to receive the second Internet

the first type using the fifth protocol, and a

nessage fromhlﬂg node of
transmt f8r t 6Wﬁﬂi°%§%aémt4?ewg’€@8hd I nternet nmessage to the source using
em f.or, conmuni cating an I nternet nessage from

a sixth protgcol ., 47.. A sys

a source to a%Je ioﬁgﬁ%ﬁx@/'@’?elﬁﬁ'g’q RYTBPHIRES 2 TRGRT e Fergives s5pqRdal ity of
nodes i niiteiengessage fromnhe destipddon afinga fourSiprbiop6l, and a @aesRftefRy € nodes of
a second type.. a a selector to idenfi a, no f a second e fromthe
one or nﬁ?’é&%’&é‘%‘%‘? S%F"“@i%%’ﬁ’&* Wﬁfég%{?(ﬁ‘ padg %fgﬁ? gﬁl‘é‘“"t@ee‘bsﬁ% a node of
t he i r sprotoaol; amher ei n each node of a first type conprises: an interceptor

to intercept the Internet nessage fromthe source using a first protoco a -
transmtter tteaodeofifbedirst type furthescapeprises a remiver terkepvd¢heodectiie  second

type usi : d_type conprises: a
recei Verﬂ%ﬁg@@%@%?ﬁ%&ﬂﬁ%@é%g@‘@?gﬁf ggg@é%edﬁﬁ@ﬁ&g&qt% irst type; d a
t ransmi t Fasmiderdo womniteaaée thesernnd Inigmet mesdage thethieisoutce amingsisigha 30 35
third prateesl - 48. A systemfor comunicating an Internet nessage froma
sout@e to a destination over the Internet, conmprising: a plurality of
nodes i ncludi ng one or nore nodes of a first type and one or nore nodes of
a second type; and -60 SUBSTI TUTE SHEET (RULE 26) 5 JUL 201J i

47. A system for communicating an Internet message from a source to a
destination over the Internet, comprising:

5 a plurality of nodes including one or more nodes of a first type and one or more
nodes of a second type; and

a selector to identify a node of 2 second type from the one or more nodes of a

second type and provide the selection to a node of the first type;
wherein each node of a first type comprises:
20 an interceptor to intercept the Internet message from the source using a
first protocol;

a transmitter to communicate the message to a selected node of the
second type using a second protocol; and

25 each node of the second type comprises:

a recetver to receive the message from a selected node of the first type;
and

a transmitter to communicate the message to the destination using a
30  third protocol.

48. A system for communicating an Tnternet message from a source to a
destination over the Internet, comprising:

35 a plurality of nodes including one or more nodes of a first type and one or more
nodes of a second type; and
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WO 01/ 8069 PCT[USO1/ 04004 a first selector to identify anode of a'If br iUl 2004
type fromthe one or nore nodes of a first type and conmunicate the
selection to a redirector; a second selector to identify a node of a second

type fwomiiskésone or nore nodes of a second type and WQyipeoidyg sel ection
to a selected node of a first type; the redirector to redirect the Internet

nmessage fromthe source to the selected node of a first type; wherein each
node of a first type conprises: a receiver to receive the Internet nessage

fromthe redi#8&3tseleter togddentity amods of o figst Hms ko theens argrgre padessyhuni cat e

the nmessggetipe afd s6mafiinRdtd 6l Seldtionts a réfifefs; type using a second protocol;
and each node of the second type conprises: 15 a receiver to receive the

message from ﬁseﬁ:@h&Gtﬂe«:{cur‘t@(Zl&ehxmifﬁczi hhedé of Séecbid8ipe fivnd the dne @ &Eﬂr& Eier to
comuni cate the nes e tq the stination usjng.a 20 25 0 third protoco
49. A B P BB O PRSP RID ALy ofr 67 57 Obe Lo a
destination oyer t.he, |l nternet. . C ri.sing. | yral ity .of. nodes Jncluding
one or mor e raaetitfos I faRp s By e i i aick B md R RR. 00T 02,

and a sealodetobr first typignti fy a node of a first type fromthe one or nore
nodes of a first  type and communi cate the selection to a redirector; the
redirector tovheadincaeh nedecofiaitst type corpiEsese from the source to the sel ected
node of a first type; wherein,each_node of a first_type conprises: a

recei ver to recei verses¥entageseiethaiidenglanessags fram the lrdigselebpsingang a fir st
protlbco fastgraepl;tter to communi cate the nessage to a node of the second
type 35 using a second protocol; and -61 SUBSTI TUTE SHEET (RULE 26) l1aJUL2
WO 01/ 58069 PCT/ USDit4ri340iet te acimuaitatedhe iftesape con delestpénedyarithe es:

second type using a second protocol; and

each node of the second type comprises:

15 a receiver to receive the message from a selected node of the first type;

and

a transmitter to communicate the message to the destination using a
third protocol.

20

49. A system for communicating an Internet message from a source to a
destination over the Internet, compriging:

a plurality of nodes including one or more nodes of a first type and one or more

25 nodes of a second type; and

a selector to identify a node of a first type from the one or more nodes of a first
type and commmnicate the selection to a redirector;

the redirector to redirect the Internet message from the source to the selected

node of a first type;
30 :
wherein each node of a first type comprises:

a receiver to receive the Internet message from the redirector using a
first protocol;

a transmitter to communicate the message to a node of the second type
35  using a second protocol; and
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a-receiver to receive the nessage froma sel ected node of the firsf §afH al
transmtter to conmuni cate the nessage to the destination using a 10 15 20
25 30 35 third protoco 50. The system of claim 36 wherein the first

pr ot oclp d1¥ssdeost andard protocol, the second protocol i gepuRb@f3ager f or mance
protocol, and the third protocol is a standard protocol. 51. The system of
claim37 wherein the first protocol is a standard protocol, the second
protocol is a high-performnce protocql, and the third protocol is a
standard pr otadbhodesy therspsond bpe aowprigasai m 42 wherein the first protocol
is a standard protocol, the second protocol is a high-performance
protocol, and the tahetdvanotaeirt theomesssgaficiaraselqetadt e lof tHeJirstlippe;syst em of
claim45 wherein the,fourth protocol is a standard protocol, the fifth
protocol is a hi gh-a'Bgrfor mance protocol, and the sixth protocol is a :
stagdard protocol. 54. The system of claim46 wherein the fourth protocol
is & standard pr ot édensmittes to gamumppnipate theowesspge to the destivetioousimhize pr ot ocol |
and the gjpdhoResiocol is a standard protocol. 55. The system of clai m45
wherein the first protocol is a standard protocol, the second protocol is
a hi gh-performance protocol, and the third protocol is a standard

protocol. -62 SUBSTI TUTE SHEET (RULE 26) 1 5 JUL 2004 WO 01/58069

PCT/ 38035@400@115?%@?@%@ Gmcxiﬂfer@d ﬂierﬁlrétﬁxmeﬁﬁisa Stdﬂlﬁ?lfdi préfocs][ theocol :s a |
st andar r ot oc { R ec rot oco | S -pertor.nance rotoco , an
Shalon » e SRl 1 eR peripdiel b ool uhd gt B5lose! 1§ HagaRa

protocol,

51.  The system of claim 37 wherein the first protocol is a standard protocol, the
second protocol is a high-performance protocol, and the third protocol is a standard

15 protocol.

52.  The system of claim 42 wherein the first protocol is a standard protocol, the
second protocol is a high-performance protocol, and the third protocol is a standard

20 protocol.

53.  The system of claim 45 wherein the fourth protocol is a standard protocol, the
fifth protocol is a high-performance protocol, and the sixth protocol is a standard

protocol.
25 '

54.  The system of claim 46 wherein the fourth protocol is a standard protocol, the
fifth protocol is a high-performance protocol, and the sixth protocol is a standard

protocol.

30

55.  The system of claim 45 wherein the first protocol is a standard protocol, the
second protocol is a high-performance protocol, and the third protocol is a standard

protocol.

35
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57. The systemof claim50 wherein the Internet message is a Worl d- & dg| VB4
.message. 58. The system of claimb51 wherein the Internet nessage is a

Wrl d- Wde Wb nessa 59. The system of claim52 wherein the Internet
messag@yg d/s30080r | d- Wde Wb nmessage. 60. The system of gdphipioherein the
Internet nessage is a Wrld-Wde Wb nessage. 61. The system of claimb54
wherein the Internet nessage is a Wrld-Wde Wb nessage. 62. The system of

claim55 wherein the Internet nessage is a Wr] d-Wde Wb nessage. 63. The
syst em oPOc| ailhe spstomer elapm dh avherrin shietogghisiastandewl nratopply ione

nmessage. s&nd Proty &l & B%h—ﬁéf@fﬁﬂic@?r%@&lﬁﬁ@tﬁ@ﬁﬁ?r@to@@ﬂ% GQtdnteND a _
destination, conprising a plurality of nodes; and a selector to identify a
node froBio@99t one or nore nodes and comunicate the selection to he
source; wherein each node conprises: -63 SUBSTI TUTE SHEET (RULE 26) 15J WO
01/ 58069 PCT/ USO /04004 a receiver to receive an Internet nessage

conpri si a guest for, we Qntent fro Jr j b ISt
bt ot ocol S’ cinarotgm pf Pt 30 xRS e BSeRHF iR Malueb”,
sel ect edmesmige.of the second type using a second protocol; and a second
transmtter to conmuni cate web content fromthe cache to the 10 15 20
source; wherein the selector selects the node to optimze a neasure of
conmmuni cati ons performance, the peasure of conmunicati ons..perfornmance

i ncl udi ngB-at Thaststen ghelame 51 poerep bgloiemkmeesage e PeeldBade Wil t he

desid natjnefaghS5. The system of claim 64, wherein the neasure of

communi cations performance is a conbination of the network distance

bet ween the source and the node, the network distance between the node and
ythe server, and the probability that the requested web content is in the
cache 0f5% he Hoxdsystedsof daimeshwlereor the dmemet messagyistald orldt BideeWebessages

froma slﬂégsgge_t 0 a
15
60.  The system of claim 53 wherein the Internet message is a World-Wide Web

message.

20  61.  The system of claim 54 wherein the Internet message is a World-Wide Web

message.

62.  The system of claim 55 wherein the Internet message is a World-Wide Web

message.
25
63.  The system of claim 56 wherein the Internet message is a World-Wide Web
message.
30 .y _ . .
64. A system for providing web content to a source from a destination, comprising:
a plurality of nodes; and
a selector to identify a node from the one or more nodes and communicate the
selection to ine source;
35

wherein each node comprises:
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destination, conprising: (a) separating a first message into a. tlerfplbte2if)
.and a custom zation portion; (b) comunicating the tenplate to the
destination; (c) separating a second nessage into the tenplate and the

cust onwabi/aeR5 portion; (d) conmunicating the second egsiusoi/@mbd on
portion to the destination; wherein the tenplate includes information to

reconstruct the second nessage fromthe second custom zation part. 30 35
--64 ~ SUBSTI TUTE SHEET. ( RULE 266) . .
a receiver 1o receive an Internet message comprising a request for web

content from the source using a first protocol;

a cache;

a first transmuitter to communicate the message to a selected node of the
second type using a second protocol; and

a second transmitter to communicate web content from the cache to the
source;

wherein the selector selects the node to optimize a measure of communications
10 performance, the measure of communications performance including at least a metric
for a sub-link between the node and the destination.

65.  The system of claim 64, wherein the measure of communications performance
is 2 combination of the network distance between the source and the node, the network
distance between the node and the server, and the probability that the requested web

content is in the cache of the node.

15

66. A method for communicating two Internet messages from a source to a
20 destination, comprising:
(a) separating a first message into a template and a customization portion;
(b) communicating the template to the destination;

(c) separating a second message into the template and the customization
25  portion;
(d) communicating the second customization portion to the destination;

wherein the template includes information to reconstruct the second message from the

second customization part.

30

35
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