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A device is personalized for subscription to a fee service by being
provided with a unique identity upon initialization of the service. It is
desirable to personalize the remote device from a central site in systems

15 such as cellular telephone systems, cable telephone systems, networks and
.other communication systems, to ease distribution and provide flexibility in
installation. It is further desirable to protect these credentials against
interception during transmission to the legitimate device. For example, it is
desirable to prevent “pirates” from downloading the credentials to other

20 ‘“blank” devices thereby enabling these other devices to masquerade as the
legitimate device when accessing fee services.

One proposed solution to this fraud problem is for the service provider

to give a secret number to each legitimate device upon activation of a fee

25 subscription. Later, when the device attempts to gain system access, it must
prove that it has the secret number without revealing it over the air. This
process is called "authentication”. Protocols for authentication exist in many
systems. For example, cellular systems, including the Global System for
Mobile Communications (GSM ), the United States Digital Cellular (USDC)

30 system, and the Digital European Cordless Telecommunications (DECT)
systems, have such protocols. In these systems, the remote device is a
phone.

One of the difficulties to be overcome when implementing
35 authentication is the problem of providing the remote device with a secret
number. In GSM, a smart card containing the secret number is given to the
subscriber. The subscriber must physically insert it into the phone by means
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10  pagers do not have a keypad. Requiring a keypad in such devices will

increase their cost and possibly their size.

1t has also been proposed to use remote service provisioning, such as
“over-the-air” service provisioning (OTASP), to initialize a fee subscription
15 service. By means of a suitable protocol, it is possible for a service provider
to remotely program a blank remote device without any direct interaction by
the service shop or retailer. One of the components of the information
conveyed is the secret number, called the "A-key”, used for authentication.
The use of a public key exchange insures that the air, line or cable interface
20 transactions are not vulnerable to simple eavesdropping and subsequent
misuse of the secure information conveyed.
Although the public key exchange is impervious to simple
interception, it is vulnerable to a so-called "man-in-the-middle" attack. In
25 such an attack, an intruder breaks into the communications link at precisely
the "right" time to read and insert messages. A successful man-in-the-
middle can deceive both the phone and the service provider into thinking
that they are talking to each other when in reality each side is talking to the
intruder. If the man-in-the-middle attack is discovered, action can be taken
30 to defeat the attack. Thus to succeed, the intruder must gain access to the
“A-key" without the knowledge of either side.

It is desirable to provide protection by identifying the presence of an
intruder in the communication link. -
35
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FIG. 4 is a schematic nllustratlng a ceIIuIar system according to FIG. 3
and including an intruder.

FIG. 5 is a flow chart illustrating operation of a remote unit.

15
FIG. 6 is a flow chart illustrating operation of a central site.
FIG. 7 is a flow chart illustrating operation of an alternate embodiment
of the remote unit.
20 '

Detailed Description of the Preferred Embodiments

A system and method of improving communication link security allows

the subscriber device to verify reception of a first signal, which is at least a
25 component of a public key, transmitted between a central site and a remote

device. A derived number is used to verify reception. The derived number

can be displayed for use in verbal verification, or the derived number can be

used intermally of the remote device and the central site, for verification that

is transparent to the user. A significant amount of security is added without
30 substantially altering the communication protocol.

A system 100 (FIG. 1) has a central site 102 and a remote device 104
that are coupled by a communication link 105. The central site 102 can be a
base station, a service provider office, or a central switching center in a
35 wireless communication system. Alternatively, it can be a switching office, a
utility office, or a network server in a land-line cable or twisted wire
communication system. In a two-way radio or pager system, the central site



5FIG 2is a systemdiagramillustrating a prior art cellular system FIG
37is a schematic illustrating a prior art cellular system activation
protocol. 10 FIG 4 is a schematic illustrating a cellular system according
to FIG 3 and including an intruder. FIG 5 is a flow chart illustrating
operation of a remote unit. 15 FIG 6 is aflow chart illustrating _
operation of a central site. FIG 7 is a flow chart illustrating operation
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10 can be an RF link, a cable, twisted wires, an asynchronous transport
mechanism (ATM), or the like, and “communication link” as used herein
refers to each of these or their equivalents.

The present invention is advantageous in a system where devices

15  communicate secure information. The present invention is particularly
advantageous in a system employing an authentication key, or “A-key” , or
other secure number. A-keys and their derivatives are employed in such
systems to provide access control and to establish secure means for
transmission of user traffic. However, improved monitoring of security for an

20 “over-the-air service provisioning” (OTASP) protocol by which a remote
device is activated from a central site is highly desirable. In such
environments it is desirable to protect against intruders, in order to reduce
the risk that a subscriber's number will be given to a plurality of devices
which will masquerade as the legitimate subscriber. If the intruder

25 succeeds, the legitimate subscriber is likely to be billed for the
masquerading party’s use of the service.

System 100 includes a central site 102 and a remote device 104,

coupled by a communication link 105. The central site 102 includes a

30 transmitter 106 communicating signals to communication link 105. The
transmitter 106 can be implemented using any suitable commercially
available transmitter, such as an RF modulation circuit, a light source, or
other commercially available communication device. The transmitter 106 is
coupled to a controller 108 via conductor, or bus, 110. The controller

35 outputs signals for transmission by transmitter 106. The controller is coupled
to a memory 114 via a bus 116 and a display 118 via bus 117. The memory
stores information used by the controller 108. The controller 108 is coupled



35 wreless conmunication system Alternatively, it can be a switching
office, a utility office, or a network server in a land-line cable or

twi sted wire communi cati on system In a two-way radi o or pager system the
central site 4 can be a base station, a fixed site, or another portable
device. Accordingly, as used herein, "cengral site" refers to each of these
or their equivalents. The renpte device 104 can be a tel ephone, a cable

tel ephony 5 interface device, cel | ul ar, radi ot el ephone, a cordl ess

r adi ot el ephonl@, ahartyation circut 120, ajeendugtors ok bys.am?-(iﬁm_)a,ctiuaﬁimgeirguih
pal mtop conpinbbdes;sub&t:ﬂbﬂ%pédﬂi?d&ﬁé _suﬂ:i a@tahgérlijésl Ziéjnﬁgemﬁé" cORIBNEY © \6/1It es
i th h Vi . JAccordin .
\rMe;E er gn? E) Z&W‘L@éi’"ﬁg‘?ﬁ‘%@?dawq ﬁQV%uéaB%v%ﬁrEmeé"."a availablgni cati on
link 105 10 miaTopesCcasser: computera ot tis kike.t The aetivatioresirculincarspechr onous
' ; e | . a nk' as use
her o1 h r efor oo RBIE Mingl dalafbace® plisinal RHBUR 0 8 deblrBlized sy et 1 on
i s advant agecRRMPHies sy§tennApregears sentrellingperationi of thet eontealler és stored
nfor mat i on. - fhithe PhEMORY 11MakichHiay beRpéhib THombhy d8Ha 4 ABERY ndrlofy, 35t e

| oyi aut henticatiopn key, qr”"A-key", er secur I keys
:% '? ﬁgln? 32%%5&@9@5’%@‘5 'Iﬁéyé@"q disglayHs épplemanted ysing aay suitables

control and tmeanssutchss a;diquid}gcry@tahdi_sblayf Blighs ﬁiz'rgﬁhgfuiéﬂe ﬁ@lgﬁ{aﬁl fi Ci o

However, 4iyTpr ' [ o SEGUT | r..an Tover-the-al,

o e BB, 0 i o o T Yoo T
connected to controller 108 and communication link 105 for receiving
signals from the communication link 105 and inputting them to the controller,
thereby facilitating bi-directional communications.

15 The remote device 104 includes a receiver 140 coupled to
communication link 105 and coupled to a controller 142 via conductor, or
bus, 144. The receiver 140 is implemented using an RF receiver, a light
sensitive device, or other means compatible with transmitter 106. The
receiver demodulates signals, or otherwise converts signals received from

20 communication link 105 into signals useable by controller 142. The
controller 142 can be implemented using a microprocessor, a digital signal
processor, a microcomputer, or the like. The controller 142 is coupled to a
display 148 via a bus 149. The display is implemented using a cathode
display, an LED display, a liquid crystal display, or other suitable display

25 means. The controller controls display 148 to generate images for viewing
by a user. The device need not have a display. A memory circuit 156 is
connected to controller 142 via data bus 158. The memory stores an
operating program for the controller and secure information received from
the central site 102. The memory can be implemented using any suitable

30 memory means, such as a chip EEPROM (electronically erasable read only
memory), a tape memory, a disk memory or the like. The remote device can
also include a transmitter 160 coupled between the controller 142 and the
communication link 105 to transmit signals, thereby facilitating bi-directional
communications.

35

In operation, the central site 102 communicates with a remote device
104 via signals transmitted on communication link 105. In existing fee for
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subscription ID is intended for use in only one remote device.

| Activation of the remote device 104 includes associating the
electronic serial number, or address, with a particular subscriber. For this
15 purpose, a teléphone number and subscription ID are stored in the remote
device, if they are not already loaded. This can take place at the service
provider’s facility, or from the central site 102 through the communication link
105. In cellular systems, this is referred to as “over-the-air service
- provisioning”. As used herein, over-the-air service provisioning refers to
20 activation of remote device from a central site regardless of whether
communication is an RF wireless link, a cable, a network, a telephones
system or the like.

A cellular OTASP system will now be described for illustrative
- . 25 purposes, as the invention is advantageous for this environment. A base
station 202 (FIG. 2) is connected to a remote device 104 (a cellular
telephone) through a communication link 105, which is an RF wireless link.
The base station is in tum connected to the service provider central site 102
- through a mobile switching office, or center, 206. A local public switched
30 telephone network (PSTN) 208 is also connected to the mobile switching
center 206. The service provider central site 102 facility includes a
transceiver, having transmitter 106 and receiver 124, a controller 108, a
memory 114, and a display 118.

35 The service provider, a central site, can also include a home location
register (HLR), an authentication center (AC) and an over-the-air
functionality (OTAF) for over-the-air service provisioning. It has become



conputer system A program controlling operation of the controller is
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subscriber remote device 104. In a Rivest, Shamir, Adleman (RSA)

15  embodiment, the public-key modulus N1 is transmitted to the remote device
104 from the service provider controller 108. N1 is the public modulus, and
it is the product of P1 and Q1, two secret numbers stored in the memory 114
and having a known criteria. The remote device 104 responds to the
modulus N1 by generating a ciphertext number C, which is a function of the

20 modulus N1, a random number n generated by the remote device 104, and
an arbitrary number e. The value of e is known to both the remote device
104 and the central site 102. The response C is sent from the device to the
service provider. When the ciphertext number C is received by the serwce
provider, it is decoded using the equation n=C%'mod N1, to determine n.

25 The random number n is subsequently used to encrypt the authentication
key, otherwise known as the A-key. The encrypted A-key is communicated
to the remote device 104 from the service provider central site 102. Once
the A-key is known to both parties, a series of messages are then
exchanged between the central site 102 and the remote device 104 by

30  which a security related variable called shared secret data (SSD) is mutually
calculated by both the remote device 104 and the service provider central
site 102. During over-the-air activation, the SSD is available for use in
protecting user confidential information, such as credit card numbers. Each
of the messages described in this paragraph is potentially vulnerable to a

35 “man-in-the-middle” attack.
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central site 102, have the same randomly-generated number n. The intruder
can remove himself from an active role in the base station-remote device
communication link 105. The encrypted A-key can then be decrypted by
both the remote device 104 and by the intruder. Likewise, the intruder can

15 derive shared secret data (SSD) by eavesdropping on the communication

~ link 105 and making use of the A-key. During OTASP, the intruder can

obtain the subscriber ID using the A-Key and thereafter load it into other
devices, thereby putting himself in a position to commit fraud against the
service provider and the legitimate subscriber.

20

It is noted that a second base station 202’ and mobile switching

center 206’ are shown in FIGs. 3 and 4 to illustrate a more complex system.
It is also noted that although the task of splicing into and out of a signaling
exchange is difficult in an RF environment, such as radiotelephone

25 environment, it may be accomplished at some time. This is especially true if
the attack need only last for a short time, as would be required for the
modification of selected bursts. Further, for brevity, the remaining
discussion will be of transmission of a derived value signal from central site
102 to the remote device 104, but it will be recognized that these roles can

30 be reversed, and the derived value signal can be sent to the central site from
the remote device.

To provide improved protection, the remote device 104 must be able
to determine if it has received the same modulus N1 as transmitted by the
35 service provider central site 102. One method of determining this is for the
remote device 104 (FIG. 2) to perform a prescribed calculation on the
received modulus, in order to generate and display a derived signal. The
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related to the first characters of the modulus, the last characters of the

modulus, a hash of all the characters of the modulus, an exclusive OR of

certain characters of the modulus, a CRC value of the modulus, a

cryptographic check sum of the modulus, or may be of any other suitable

15 relationship to the modulus. The mathematical relationship is

predetermined and stored in the remote device 104 memory 156 (FIG. 2).

The controller 108 of the central site 102 likewise generates a number
for display 118 having the same relationship to the modulus N1. The user
20 can then read the characters on the display 148 to the service provider
operator, who is simultaneously reading the display 118. If the numbers do
- not match, the OTASP process is aborted. This provides security since it
will be difficult for the intruder to continue operating between remote device
104 and central site 102 and to mimic the voice of the subscriber without
25 introducing a substantial delay period. It is likewise not feasible for the -
intruder to quickly generate a modulus different form N1 but producing the
same derived number. A disadvantage of this method is that the user must
communicate with a service provider operator, whereas it is desirable for the
verification to be transparent to the user. Another disadvanfage is that this
30 method does not work in devices lacking a display or speaker system.

One method of determining that the correct modulus has been
received without the assistance of an operator and a display is to transmit a
derived value to the remote device 104 from the central site 102. At the
35 central site 102, a modulus signal N1 is calculated, as indicated in block 600
(FIG. 6). The central site 102 also calculates a derived value having a
predetermined relationship to the modulus, as indicated in block 602. The



allows the subscription IDto be down-|loaded fromthe central site 102, the
service provider facility, to the subscriber renpte device 104. In the

OTASP 5 protocol, a subscriber purchases a "blank" renote device, which is
a renote device having no subscription ID. This renote device can originate
a special purpose call to any of several 9 vice providers (such as service

provider central site 102) to request activation. 10 Wth reference
to FIG 3, once the basge st tLon 2 2 recogni zes the_special-purpose call on
the control cHHﬂF‘B'Iusq t H%l?é%ﬁ pemitted as indicated o ipcks 6Q4 ce
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P1 and Ql, two secret nunber a kpown
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ci phertext nunber C, which is a function of the 20 nodulus N1, a random

b t ed the 104, d an arbiitrary nunber e. The
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fromthe servic rov1 r centra S|te nown
parties, a Serre@gngs hiptothgactually qqq:gwed modulus the process |s aborted, as

indicated in block 706. The system can be arranged such that monitoring

15  the link can be performed continuously or periodically. Monitoring can be -
performed prior to or throughout the authentication, or activation, process. If
the process is aborted, an abort signal is communicated to the base station
202 and the subscriber may be instructed on the display 148 to contract the
service provider central site 102. Security is provided because it is difficult

20 for the intruder to find his own pair of modulus factors such that his derived
value is equivalent to that of the service provider's modulus. Thus, only by
changing the modulus factors can the intruder decrypt the number n and
then obtain the authentication key. Without the authentication key, the
‘intruder can not leam the subscription ID or other secret information.

25 However, if the intruder changes the modulus, the derived value received
from the central site will not bear the predetermined relationship to the
intruder's modulus, and the device will flag the insertion of the intruder’s
modulus and abort the activation process.

bot h

30 The derived value can be transmitted globally, for use by all remote
devices in communication with a base station 202. One message that can
be used for this is a Global RAND (RAND being an abbreviation for a
random or arbitrary number) in existing USDC telephone systems. The
Global RAND is a number broadcast by a base station 202 to all mobile

35 stations on the control channel. When the mobile subscriber remote device
104 is attempting system access, it will respond to this global challenge in



exchanged between the central site 102 and the renpte device 104 by 30
which a security related variable called shared secret data (SSD) is
mutual |y cal cul ated by both the rempte device 104 and the service provider
central site 102. During over-the-air activation, the SSD is available for
use in protecting user confidential inforation, such as credit card
nunbers. Each of the messages described in this paragraph I's potenti al

I
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these numbers is known to the remote device 104 and the service provider
central site 102. For example, the Global RAND can be the exclusive-or of
32 segments of N1, thereby providing the 32 bit number. Other
mathematical relationships are equally feasible. Preferably a-new Global

15 RAND is generated at a rate of several times per hour, or once a minute.
The global number is a function of N1, which in tum is a function of P1 and
Q1. Those skilled in the art will recognize that P1 and Q1 are secret
numbers generated according to known predetermined criteria, and that it is
very difficult for an intruder to generate a suitable P1, Q1 and Global RAND

20 meeting all the existing criteria for each these numbers.

y
e

During the process of over-the-air service provisioning, the remote
device 104 verifies that the modulus N received on the voice channel from
the base station 202 is related to the Global RAND previously detected on

25 the control channel. If N and the Global RAND do not have the
predetermined relationship, then the remote device 104 aborts the over-the-
air service provisioning process. Since an intruder cannot regenerate the
same modulus as the base station, his modulus will not be related to the
Global RAND.

30

In an attempt to counter this improvement, a dedicated intruder might
attempt to deceive the remote device by masquerading as a base station
having a Global RAND that is related to the intruder's modulus N2. To do
this, the intruder must “splice” into a control channel and replace the Global

35 RAND on a relatively long-term basis to deceive a potential target remote
device prior to the target user's attempt to access OTA services. However,
this would cause other remote devices within range of the intruder station to



15 derive shared secret-data (SSD) by eavesdropping on the commrunication
l'ink 105 and maki ng use of the A-key. During OTASP, the intruder can obtain
the subscriber 1D using the A-Key and thereafter load it into other

devi ces, thereby putting hinself in a position to commt fraud agai nst the
service provider and the legitinmte subscqpber. 20 It is noted that a
second base station 202' and nobile switching center 206" are shown in

FIG. 3 and 4 to illustrate g nore conplex system It is also noted that
al though the t8S RAQR pal adoination istadhe igruder’s Ginhal RANR Gienjocking
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signal which is proposed for the US digital system, is the RANDSSD signal
transmitted over the voice channel. The RANDSSD is a 56 bit number that
is shared by a remote device and the authentication sfa_tion, and is sent to
the remote device 104 during over-the-air service provisioning. The remote
15  device uses the RANDSSD to generate "Shared Secret Data" (SSD) in a
known manner. This random number is preferably maintained throughout
the OTA process to prevent the intruder from only having to stay in the link
until the A-key is generated. Shared secret data is for use in authentication
responses and session key generation of future connections. It is stored in
20 the authentication center of the service provider central site 102 with the
remote devices subscription ID. It is periodically updated, and may for
example be updated after the user returns from a trip during which the unit
has left their home zone, which is stored in the home zone register.
Alternately, the SSD can be updated periodically, such as on a monthly or
25 vyearly basis. : "

To provide security to the OTASP process, the service provider
central site 102 generates a RANDSSD having a predetermined
mathematical relationship to the modulus N1.. Again, this can be any

30 suitable mathematical relationship, such as the exclusive-or of 32 segments
of N1. The remote device determines if the RANDSSD has the
predetermined relationship to the modulus N2 actually received by it. If the
predetermined mathematical relationship does not exist between these
numbers, the process is aborted.

35

Even if the intruder has successfully spliced into an OTA session and
obtained an A-key by sending his own modulus N2 (FIG. 3), he can not



9.process is initiated, as shown in block 500 (FIG 5), wherein the nodul us
is received by rempte device 104. The controller 142 then generates a
derived signal related to this received nodulus, as indicated in block 502.
The derived signal is shown in display 148, as indicated in block 504. For
5 exanple, the controller 142 receives ggmodulus N, which is a |long
nunber, preferably having over five hundred characters. A character as used

herein is a binary bit. The controller 142 then controls display 148 to
display 7 to @’?"!\F’EF?&I'HU@&W% remptr-deyige 304y sigmply @asa@gua\@n@@head in bl ock
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oper at or 10\/vhqnhmgrsral taneously reading the display 118. t he nunbers do

not match, the process is aborted. This provides securlty since it
will be difficult for the intruder to continue operating between renote

o thoer 198 < cqliduonahg, AR SoTualyed it ANPSUo2 W SHlEE e
feasi bl e for 'emote device 104 to generate an lmproper authentication response when it
attempts authentication with the service provider central site 102. This
15  results because the SSD stored in the remote device 104 is derived from
RANDSSD2 whereas the SSD stored in the AC of service provider central
site 102 is derived from RANDSSD1. In future communications, the remote
device 104 will fail continue authentication when it attempts to access
service without the intruder interceding. This alerts the service provider of a

20  problem in authentication, and reactivatiion can be performed as a remedy.

The second altemate embodiment creates a mathematical relation
between the modulus N1 and a session number used in a communication
- session, such as a seed for a session key. A session is the period between
25 establishing and terminating a complete connection, such as the connection
during which the over-the-air service provisioning process takes place, or
the like. An example of a session number that may be used is a 32 bit RAND
“re-authentication" number, a session seed transmitted over the voice
channel in the USDC system. During re-authentication, the base station 202
30  (or service provider central site 102) and the remote device 104 generate a
- session key from the RAND re-authentication for use during the verbal
component of over-the-air service provisioning. "Re-authentication" occurs
after the SSD is generated.

35 In the USDC system, the remote device 104 checks to verify that the
value of RAND re-authentication signal is related to N1. In other systems,
where the session number is maintained throughout the session, the



i ntruder to quickly generate a nodulus different form Nl but producing the
sanme derived nunber. A di sadvantage of this nethod is that the user nust
comuni cate with a service provider operator, whereas it is desirable for
the verification to be transparent to the user. Another disadvantage is
that this 30 mnethod does not work in deviddes | acking a display or speaker
system One nethod of determ ning that the correct nodul us has been
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i n bl ocks §04 and 606. The order of transm ssion of these signals is not

I nportant. The activati.o rocess is carried out, as indicated in block
632, unl ess an aborl{t?‘ﬁ Bﬂ’ﬂﬁeﬁ mafches;the NAND rereaytbaptication signal to N2, he

Activation i nclandgst cﬁjplibaw‘ctfpl iesbba r?ﬁ'nogéﬁd&ibé)iloowmill gre foh‘r?fd th;t;zgrr@_é?liﬁrcn tCFSL di ng
to th ti ' - [ e device. . . K .

f'lcj)nct ?ogg. | ¥ﬁ§$@hﬁ@%§%f ESQE‘?{E?&S‘? "ﬂ@ta{q:ﬁ@ P%'t?%deﬂﬁg'émﬁﬂ@ deri ved

val ue and t he thistighout thesverrbal cordponentcfiOTASPderaties thé sEssidh keyd fai02. The
cont rol | 40 143n&péin bt foViBs 108"BR thebdritrdl 5hd i oRXuifi s, Waitihalfide o
value agains this porgl%lon may be extremely difficult in some communications

environments.

It can be appreciate by those skilled in the art that other variable

15 parameters employed in the OTASP protocol for USDC can be used as the
derived value. For example, the unique base station challenge, RANDU,
and the remote device generated challenge, RAN DBS, are also available for
use as the derived value. RANDU is issued to the remote device 104 after
SSD is calculated. The remote device generates RANDBS in response to

20 the command to update its SSD. Both the remote device 104 and the
central site 102 will combine the RANDBS signal with the new value of SSD
just created. This response from the remote device to the central site is used
to confirm that the correct remote device updated its SSD. The central site
102 sends a response called AUTHBS to the remote device 104 to confirm

25 that the updated SSD order originated from a legitimate central site.

The avoid detection when either the RANDU or the RANDBS signals
are used as the derived value, the intruder needs to break into the
communication link and force false messages twice. The first time is when

30 the intruder intercepts N1 and transmits N2, receives the random number n
from remote device 104, and retransmits n to the base station 202. The
second time is when the intruder needs to intercept RANDU or RANDBS,
respond to the sender, and carries on the second half of the subprotocol
associated with each of RANDU and RANDBS. Security is improved

35 because it will be difficult for the intruder to maintain a prolonged
connection, or break in at exactly the right time to intercept the
communications and derive appropriate modulus and derived values.



i ndicated in block 704. If the derived val ue does not have the _
predetermned rel ationship to the actually recei ved nodul us, the process is
aborted, as indicated in block 706. The system can be arranged such that
nmonitoring 15 the link can be perforned continuously or periodically.
Monitoring can be perfornmed prior to or tf§ oughout the.authentlcatlon, or
activation, process. If the process is aborted, an abort signal is

comuni cated to the base station 202 and the subscriber may be instructed
on the display 148 to contract the service provider central site 102.
Security is provi didgamienssef the cheiodi 6ff parahiet@Oupdivhidheto relatedrs to find
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respond to t Hir@ngesyRere e modulus.

15 To avoid this conflict, the derived value consists of two portions. For
instance, if the RANDSSD were to be used as the derived value, 40 bits can
be derived from the modulus and 16 bits can be random numbers
independent of the modulus. This allows 65,536 different random numbers
to be generated from the same modulus. The modulus can then be changed

20 rarely, while the random number can be changed often. Because it is very
difficult for the intruder to find a new derived value that matches the 40 bits,
security is provided. It will be recognized that the division of derived and
random bits can be different. For example, 36 bits derived from the modulus
and 20 bits random, or any other suitable division of the bits.

25 .

Those skilled in the art will recognize that the above RSA public key
cryptography examples are not restrictive, as the methods disclosed may be
applied to other techniques. For example, the methods may also be used to -
provide improved security in Diffie-Hellman (DH) public key cryptography. In

30 DH techniques, a pair of signals are exchanged between the central site 102
and the remote device 104. Each of these signals would be the result of a
calculation whereby a public “base” number is raised to a secret power, then
divided by a publicly-known prime modulus N. More particularly, the base
station 202 to remote device 104 communication includes o*'mod N and the

35 remote device to base station communication includes ¢:>>’mod N. The
values o and N are arbitrary and known to each party. An exchange of
these numbers and subsequent combination of S1 and S2 results in the



order to perform an authentication function. The Gobal RAND is 32 bits in
| ength, and is expected to change at |east several tinmes per hour. Security
is provided by specifying that a nmathematical relationship 5 exist between
the service provider central site 102 generated nodulus N1 and the gl obal
nunber. It is desirable, but not necessaryg that the global nunber not
change during the course of an OTASP protocol. The gl obal nunber is
transmtted to all penote_devices before or after transm’ ssion of the
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The above protocols of OTASP employ at least a component of a
15 public key in the initial exchange, and more particularly, the examples as
described utilize RSA or DH techniques. Other public key techniques can
alternately be used. For example, elliptic curve public key can be used. It
will also be recognized that elliptic curve cryptography can be used to
implement the DH technique.
20
It is also envisioned that the derived value can be generated from a
plurality of protocol parameters. For example, the derived value may be
distributed among portions of RANDSSD and the RAND re-authentication
number, or any other two signals communicated between the remote devnce
25 and the central station.

Thus it can be seen that security is provided by verifying that the

modulus N received by the remote device matches the modulus N
transmitted by the central site 102. This security is provided using _

30 information that is communicated in existing service provisioning protocols.
Thus, the protocol is not substantially altered by adding this security.
Additionally, the security is provided in a manner which does not overload
the system devices, and provides a high level of security that is transparent
to the user.

35



p(_edeierm ned rel ationship, then the renote device 104 aborts the over-the-
air service provisioning process. Since an intruder cannot regenerate the

same nodul us as the base station, his nmodulus will not be related to the
G obal RAND. 30 In an attenpt to counter this irrprovW

I ntruder mght attenpt to deceive the rengt e device ading as a
base station having a Qobal RAND that is related to t Ius
N2. To do this, the intruder nust "Spliﬁcﬁ;}' jpto a cont
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OTA services. Ho er e. ot her renpte devices within range
of the intruder \é\fgt [ onA%8%%8#5%6@'&%3'(:&%%%@@%I origination using the
i ntruder's d obal &Rregiven andl ocking onto the false control channel. Any

remot e deg cos usi Agohldr el o @BBlvePAND oo AEiviHg gt 0 O

age responses wou aut hent i cati on. an e naster
gvvlgt ching st 2igRAl. whighsis af leasia compaaent ¢f & Pyb&lg%Y apd & deriyad signet,

service t2 820tthércdrm1wl \ éﬂtcf'ﬁéiﬂtn@lp%t@ﬂﬂvéﬂﬁ&ﬁ@ﬁ%ta Qé&ﬁgfgoﬁﬂnaﬁncg{;gn *Hﬁgew ce
station ernate. e
speci fic der Nﬁgh\éfaﬁ?é‘?m}’wc? s?‘f"f’?t(}ai? %ﬂFﬁi\{'}ﬂbe derfyederignali gnal
10 rel ated thas\a medetbmirmdsmmtldusblpuMelfksEdghaNed An exanpl e of such a
10
2. The communication device as defined in claim 1, wherein the
controller compares the derived signal to the first signal to verify that the first
signal and the derived signal are related.

15 3. The communication device as defined in claim 2, wherein the
device receives a global signal, and determines that a communication link is
not secure if the first signal and the global signal do not have the
predetermined relationship.

20 4, The communication device as defined in claim 2, wherein the
derived signal is a unique signal specific to the device, and the controller
determines that a communication link is not secure if the first signal and the
unique signal do not have the predetermined relationship.

25 - 5. The communication device as defined in claim 2, wherein the
derived signal is generated from a plurality of different protocol parameters.

6. A communication device, comprising:
a transmitter to communicate with another device; and
30 a controller coupled to the transmitter, the controller
generating a first signal that is at least a component of a public key and a
derived signal, the derived signal being a function of the first signal, and the
first signal and the derived signal béing output to the transmitter to transmit
both signals to the other device for use by the other device in monitoring a
35 communication link for secure communication of information.
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si_gnai which is proposed for the US digital system is the RANDSSD si gnal
transmtted over the voice channel. The RANDSSD is a 56 bit nunber that is
shared by a renote device and the authentication station, and is sent to

the remote device 104 during over-the-air service pr o“lllmﬂ""‘mu;[mrutmrmte
15 device uses the RANDSSD to generate "3$Bared Secre
known manner. This random nunber is preferably mai nt ai ned throughout "t he

OTA process to prevent intruder fromanly o ,sta nthellnk
until the A-key |sv7gene?|j1 &orvgngl?lgatl%?wpe@gt& %T'Brd Hrther

aut hent i cat i onncladingres dspéa;dcm@edcbtmtheyogmd&sratheadlspfayfdlsplaymgcméeCt | ons.
It is stored If%i&gd %@.ﬁlq&t ﬁ)'e?%Bl’on center of the service provi der
t

central site evi ces subscription ID. It is
periodi cally updated, and may for exanple be updated after the user returns

froma trig during mhu CHTtichGortnidion! déviod 4 erieeTn £R 6, WHéiBin et o o

in the hone zonere Al t er nat el can

peri odical |y, %9 hﬂn Qeﬁi‘}ﬁt'ﬁl%c%ﬁyai?tef@éip%d ioan §Uthﬁﬁ't'ﬁﬁfdﬁn gentescurity
to the OTASP ramlcthesdert\teel signaliis & ymique @tgnatasboahteﬁ with J0rdniRtB/levices @

RANDSSD havi n nshl e nodul’ us Ni.
Again, this cgﬂét%hggats%{gl gg?’ﬁﬁf"@’?ﬁ%ﬂg%q g'{i F%qugﬁ?ﬁpb OrYi@iNas t he
excl usi ve-or @ubsquergrmmmunfcaumnsmm ﬂ'lenmmtdedevm determines if the
RANDSSD hgag the predetermned relationship to the nodulus N2 actually

received by it. If the predeterm ned mat hematical relationship does not
exi st between thes®-nu compuInigationdevies as dlefingd ipslaime whereine

i ntruder has sigrivedsignalinclodesio pbitionanafitét sertish Whigh s derived from the
' first signal and a second portion which is varied for each subscriber,
whereby a plurality of different derived signals are derived from a single first
15 signal.
10. A method of monitoring a communication link between a
central site and a remote device, comprising the steps of:
sending a first signal that is at least a component of a public key;
detecting a difference between the first signal transmitted and the first
20 signal received; and

aborting communication if a difference is detected.

11.  The method as defined in claim 10, further including the step of

comparing a derived signal at the central site with a derived signal at the
25 remote device.

12. A method of monitoring a communication link to a device,
comprising the steps of:
receiving a first signal that is at least a component of a public key;
30 determining if the first signal and a-derived signal have a
predetermined relationship; and )
detecting an intruder if the first signal and the derived signal do not
have the predetermined relationship.

35 13. The method as defined in claim 12, wherein the device is a
wireless communication device, and further including the step of receiving a
message that is encrypted using the public key.
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obt ai ned an A-key by sending his own nodulus N2 (FIG 3), he can not 13
avoi d detection at the renpte device 104 by sinply passing along the
RANDSSD fromthe central site 102 because the RANDSSD is related to N1, and
not to N2. If the intruder derives his own version of RANDSSD, nanely
RANDSSD2, based on his N2, the SSD cal cul gged at the renpte 5 device 104
from RANDSSD2 wi Il not nmatch the SSD derived from RANDSSD1 and stored in
the central site 102 authentication center. In order to continue the
charade, the intruder is forced to stay "in-the-m ddl e" throughout the
verbal portion of over-the -air service provisioning because two different
session keys (one on eit el | ) A\ o be 10

mai nt ai ned. Additi onal | yeay@mﬁT@iD%TH% Am Rﬁ@%ﬁ)z will cause
the renote device 104 to generate an inproper authentication response when

it attenptg authentication wt hAB%f‘ta%?r# Qﬁepﬁ%\@@gﬁr&ent ral site 102. This
e

15 results because the SSD stored in the reno evice 104 is derived from
RANDSSD2 whereas the SSD stored in the AC of service provider central site

102 is derived from By D0) lahd bt SIAMPIOVIAG cvation SscurRyRIIGWE ey ce
104 will fail conhé ue.az& gﬂ K aLQ&q MQ%@ Il atan8$S éo accesg service
wi thout the i MEPPRFCYIGP °n'§?“ itgabingre is 3 differencs betwgan 2 st of a 20
probl em i n autsignel itamsimitbed byd carrdl isitat(il 02nandia fivst signdlaeosived byaheenedy .
The secongpal tgHRl HeGiEBON GEALed hGRlbS? ifulBd."THB defited ninfidr¥n be

displayed to the user for verbal verification by the user, or the derived

number can be used internally of the remote device, or the central site, for

verification that is transparent to the user. A significant amount of security is

added without substantially altering the communication protocol.

15
Figure 1 accompanies this abstract.
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bet ween the nodul us N1 and a session nunber used in a conmunication
session, such as a seed for a session key. A session is the period between
25 establishing and term nating a conpl ete connection, such as the
connection during which the over-the-air service provisioning process takes
pl ace, or the like. An exanple of a session nunber that nay be used is a 32
bit RAND "re-authentication" nunber, a seizbgg seed transmtted over the
voi ce channel in the USDC system During t hentication, the base
station 202 30 (or service provider central site 102) and the renote
device 104 generate a session key fromthe RAND re-authentication for use
during the verbal conponent of over-the- alruserV|ce provi si oni ng.

"Re-aut hentication" occurs after the SSDvLS Hener ateg. 35 In the USDC
system the renote device 104 cecHi The val ue of RAND
re-authentication signal is rel® : el systems, where the
session number is maintained throudhgit d )R, the 14 rel ationship

the session the relationship is notlLne

process. The sessign nunber is terninated o canceled at the concl usion
of the  OTASP seSS|é§ 5 1f e i ntruder
re-re-authentication signal & e

Qaies of a renote
devi ce 104 A-key and Y he resqLi i
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SSD. However, he is forced to maintain his position "in-the-m ddle"
t hr oughout the ver bal conponent of OTASP because the session keys for 10
the renote device 104 and the central site 102 will differ. Mintenance of
this position may be extrenely difficult in some comunications
environments. It can be appreciate by those skilled in the art that other
vari able 15 paraneters enployed in the @%Sprot ocol for USDC can be used
as the derived value. For exanple, the unigue base station chall enge,
RANDU, and the renpte device generated chall enge, RANDBS, are al so
avai | abl e for use as the derived v DU is issued to the renote
device 104 after SSD is cal cul ated] The refote devi ce generates RANDBS in
response to 20 the conmand to updft |ts SD. Both the renpte device 104
and the central site 102 will ®onblre é% NDBS signal with the new val ue

f

)r

of SSD just created. This resp@s h@ renote device to the central
site is used to confirmthat th r gnot e devi ce updated its SSD. The
central site 102 sends a response L'U AUTHBS to the renote device 104 to
confirm25 that the updated SSD o ori gi nated froma Iegltl mat e central
site. The avoid detection when eit 1er t he 109

used as the derived value, the intrudef needs tolb

comuni cation i@k and force fal se nespages twi cg.
30 the intruderNintercepts N1 and
n fromrenote deYice 104, and kgtrf
second time is n the intrud n

s)
respond to the senger, and carrikes| @ EE feco pd
associ ated with each of RANDU an s ecuR’k X..§ |15proved
==
=
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35 because it will be difficult for the intruder to maintain a prol onged
connection, or break in at exactly the right tinme to intercept the '
comuni cati ons and derive appropriate nodulus and derived val ues. 15
Regar dl ess of the choice of paranmeter upon which to relate the derived
nunber, the derived nunber can be advant ageously conposed of two parts to
resolve the follow ng conflicting requir #55. It can be 5 desirable to
change the derived nunber very often, at l%ast several times per hour. This
is especially critical for the A obal RAND, which is broadcast system wi de.
However, it takes a | arge anmount of conputation to generate a new nodul us
N, and it may only be possible to chaffle it oncefa day, or even |ess often,
to avoi d overloading the control conp@er. The spcurity of 10 the system
does not require frfquent changes<phe® a | arge dulus is used. If the
random nunber &s C | etely derivéd f&mthe nodul us according to a
predet er mi ned Rat h¢nati eql rel ati (E'EshE:), it canndqt be changed nore
frequently tham\th¢ nmoduj us. 15 g & To avgd this conflict, the derived
val ue consists t\Wwo paN.jons. For instanceBif the RANDSSD were to be
used as the deri ud, M0 bits®cal® be detrved |from the nodul us and 16
bits can be rando s | ndependen_of thesnodyl us: This-allows 65,536
di fferent random nu be genmgrated fromthe [sanme m)(fﬂ us. The nodul us
can then be changedf 20 rajely, ghe rardom fjunber ca&@ be changed
often. Because it | n =

D
=
-
P

$le

cd

%

202

105
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difficult for the intruder to find a new derived val ue that matches the 40
bits, security is provided. It wll be recognized that the division of
derived and random bits can be different. For exanple, 36 bits derived from
t he nodul us and 20 bits random or any other suitable division of the bits.
25 Those skilled in the art will recognize that the above RSA public key
crypt ography exanples are not restri ctlve4(ﬁas t he nmet hods di scl osed may be
applied to other techni ques. For exahple él"m_et hods may al so be used to
provi de inproved security in D ffi e-ﬁel | man (DH) public key cryptography.
In 30 DH techniquyes, a pair of sigrtal s are exchanged between the central
site 102 andghe ifenot & device 18&. gach of thdse signals would be the
result of a &l cufatio& whereby EpLEIIlc "base"\nunber is raised to a
secret power, \t heh divilded by a @blgely krﬁdvvn rime nodulus N. Mor l
particul arly, \he\bas ation 282 t‘o’rermt device 104 comruni cati N

i ncludes [err] N t\e 35 renote devi to|base station comuni gag on
i ncludes [err]no e \al uesMN arezarbi yrary and_known to Qh<
party. An exchange of Mhede nunbgg s Ighd subsequeft conbi Wati on of SI S2
results in the 16 estdN| i shmef§ @& a coman spcret nugber betwee

er is% en avail a eE)r
of theZOTASP prot Mgl &
t to RSA. The inventio

=

two conmuni cati ngf{ parti,eqd. \Thi s €&&m#&n secret nu

use as a nask to &ncryp ha, A- Kgy. She—rgigsi nde
woul d t hen proceeq as\dESc}i Ded above with fespe

enpl oys a
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5_derived value signal related to [err]Jnod N. It can be appreciated that
the nmethods of this invention are equally effective when conbined with the:
DH techni que, the RSA techni que, or other techniques. Thus, the "first
nunber” as used herein refers to this nunber which is a conponent of the
public key in a DH technique, the nodulus Nin the RSA technique which is a
10 conponent of the public key, or aqgepﬂﬁgr public key, or conponent
thereof, with which the present inventtdn y be advant ageously enployed in
ot her systens. The above protocols of OTASP enpl oy at | east a conponent of
a 15 public key in the initial exchange, and nore particularly, the
exanpl es as described utilize RSA or DH techni ques. O her public key

techni ques can alternately be used. For exanple, elliptic curve public key
can be used. It wll also bg recogni zedwt hat el ligtic curve cryptography
can be used to iﬁblenent t @ DH technige. 20 It ®s al so envisioned that
the derived val ue\can be generated froma pluralify of protocol paraneters.

> Mhus it
can be seen
recei ved by

N
e
central sit

: g i i i hat is
communi cat effTh eyi i qvi i ongh _ . ' %otocol
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“ Addi tionally,
. the system devi ces,

transparent to the user. 35_ 17

U 1407-9 253

and provides a high level of _security that is

the security is prOV|ded in a manner whi ch does not overl oad

control | er

public ke

in Verif.iﬂﬂlﬂ ﬂﬁmﬂ
secure data wect htano
relationship to the first 10

[err] 1. |A CREPUACE e
conprising: a receiver; ' a cont r_9| | er cumé@ﬁpﬁ&,ﬁ?r?%ﬁgg %er S‘;’[ he
recerving a first signal whi ch’is a qgﬁpn é fp%g """

a derived signal, the gqm%g tq%ﬁﬁﬁ
Iwﬂe e conmuni ¢at Ifggﬂﬂkfl(,n :lrﬁ vrite daged .....

ros eV| ce if the iRved| si gna as apaﬁ? detierhreeddr.
signal; and a d Sﬁ coupled to EEEF
wherein the controller controls th f@ L8y RECHIRDL. &V he. ...

controller,

derived signal to a dseA e@PmuRicationdeviese COMPASING yi ng that t he

gyﬁggﬁ Irecel ved. 15 2. A conmuni cation device
nr¢ation with another device prior to

communi cat i®n of an awdntroliecesuphed ketheoreeeiver,chsToontroliér @telvingiabet ween

transmtted public k

to determ ne secure

t he devi ces,

when only one of the devices has the authentication key

conpri sing: -a rfiEgtsigngl which is-al leasta gamponenteh a publis key aa@weaerat@gd 20
a controller coupb@ibd Sohif e EstSiler 16 PRRRIJARE irf GrifichtibR s 54k S

communication link on which to communicate secure data with another

device if the derived signal has a predetermined relationship to the first

10  signal; and

a display coupled to the controlier, wherein the controller

controls the display to display the derived signal to a user for the user’s

use in verifying that the transmitted public key was received.

15

2. A communication device to determine secure

communication with another device prior to communication of an

authentication key over a communication link between the devices,

when only one of the devices has the authentication key, comprising:

20

a receiver to receive signals from the other device; and
a controller coupled to the receiver, characterized in that signals

received by the receiver being communicated to the controller, the

controller responsive to a first signal, which is at least a component of a

public key, and a derived signal, received by the receiver, 1o determine
if the first signal received was altered, the derived signal expected to
25 have a predetermined relationship to the first signal, and if the derived

signal does not have the predetermined relationship with the first signal,

identifying that the communication link with the other device is an

insecure communication link on which the authentication key should not

be communicated.

30
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‘received by the receiver being communicated to the controller, the

controller resptrrrsrver—t-o—a—f—r-ﬁst—a gnal, which is at |least a corrponent of a
“public key, and ‘recei ved by the receiver, to determne if
the first si gnallmﬂg#" ‘ﬁlﬁ“{' E ered, the derived si gnal expect ed to 25
have a predeterm=me ationshvp to the rst signal, and if the derived
signal does not have the predeterm ned rel ationship vmth the first signal,

|dent|fy|ngthat t he nication |ink w.th t )

i nsecure conmuni cat|£ WCWH%%OPh%GVéQﬁﬂ%HF @%&f’bﬂg@? gﬂtﬂﬂrd not be
comuni cat ed. [ ghidrhcterizéd irf fifat SREBORrSIEr coPnpkires tise @drived sgﬂdl fothel ai m 2,
further characterized in that the controller conpares the derived signal to

the first signafirst algvue}tof\gertfy]matttheflrstrs:gnaiagdéheelﬁdveﬂelguel areed signal are
related. 5 4. The tﬁgmmnl cation device as defined in claim3, further
characterized i 8%t wherein the device receives a gl obal signal, and
determ nes ghat a comunication link is not secure if the first signal and
the gl obal signal do not_have the predetermned relationship. 10 5. The
communi cati on devi ce ‘as the communication; device ag defiaed imelaia Befurthel i n t hat

when the deriveg, 8 8idlzeliin that WiktSinthe Wevicdetbives a global signal, and

determines that a communication link is not secure if the first signal and
the global signal do not have the predetermined relationship.
10 '

5. The communication device as defined in claim 2, further
characterized in that when the derived signal is a unique signal specific
to the device, and the controller determines that a communication fink is
not secure if the first signal and the unique signal do not have the

15  predetermined relationship.

6. A communication device to determine secure
communication with an unclassified device prior to supplying an
authentication key over a communication link between the devices

20 when only one of the devices has the authentication key, comprising:
a transmitter to generate signals for communication to the
other device; and
a controller coupled to the transmitter, characterized in that
the controller generating a first signal that is at least a component of a
25  public key and generating a derived signal having a predetermined
relationship to the first signal, and the first signal and the derived signal
being output by the controller to the transmitter to transmit both signals
to the other device for use in monitoring the communication link prior to
transmission of the authentication key over the communication link.
30

REPLACEMENT SHEET

05 JUuL 999




‘to the device, and the controller deternines that wr‘lrrleigsl S
not secure if the first signal and the unique signal do not have
“predeterm ned rel ati onship. 6. A conmmuni cation devi cﬁ!m cure
conmmuni cation with an unclassified device prior to's '

aut henti cati on key over a comuni cation 1 19k bet ween & dévi éess

only one of the devices has the authentication key, conprising: a
transmitter to gener nal s for co ni cat i th evi ce; and
a controller coupled fo ﬂ‘lg compunication E‘ﬁ%@é&?%’ﬂegéﬂ ofaH flt’?rzl-"tg

control ler gene t k gpiaypginet a 25
public key and g@%@g ?nglhg gerl g‘%tgltg%tgm g@%rngﬁé;a%PPagg?ern?ngc}h

rel ati onshi p t odenived isignal forgaredperatat. t he first signal and the derived

signal being output by the controller to the transmtter to transmt both
signals to the other device for use in nmonitoring the communication |ink
prior to transm ssiomg, of W\%éﬁiﬁi’hﬁﬁidaﬁéh'd%mdé% Gé‘ﬁ’iedih%l&iﬁf'ﬁ“ﬂ:‘riﬁé?' on

|l i nk. 30 REPLACEMENT SHEET [err] [err] . The conmuni cation device as
defined in cl ai sheradtesizectin that the commumcatlon devnce is a central site coupled

when

to an authentication center, and the derived signal is a unique signal

associated with a remote device, the derived signal is communicated to

the authentication center for use in subsequent communications with
10  the remote device.

9. The communication device as defined in claim 6, wherein
the derived signal includes two portions, a first portion which is 'derived
from the first signal and a second portion which is varied, whereby a
15  plurality of different derived signals are derived from a single first signal.

10. A method of monitoring a communication link between a
central site and a remote device, characterized in that prior to
establishing a common authentication key at the central site and the

20 remote device, without certification of the remote devics, it comprises
the steps of:

sending a first signal that is at least a component of a public key;
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including a display coupled to the controller, the display displaying the
derived signal for an operator. 5 8. The communicaii on device as
‘defined in claim®6, further characterized in that the c
is a central site coupled to an authentication center, gmmmm“ﬂ "i mr
signal is a unique signal associated with2@ renote dEVIC€ FheLdemlwe
signal is communicated to the authentication center for use in subsequent
conmmuni cations with 10 the renote device. 9. The conmuni cation device as
defined in claim6, wherein the derived signal includes two portions, a
first portion which igptéirg Vé?a.fferr B¢ Bétwidenthe S Sinaifardnfifé@aigpor i on
Ity er

which is varied, whereby a of diff nt derived signals are
derived froma shegr&t signeérecan@ptalandlo A nmethod of nonitoring a

communi cation |link between a central f] d aren&t g%’lce
characterized in that? QQ ?’B”&E‘E%ﬁoﬂé ?H@Peo{e%% PtegEdent i cati on key at
the central gite and the 20 renote device, without certification of the
renote device, it conprises the steps of: sending a first signal that is at
| east a conponent of . puﬂfha:mequ asdefined iraglaim 10, further including the

gie;ﬁglt' pgcgi S;;f renF gom% er}ﬁ/e];i'srlgsrgalsé't %‘eal:ertlt?a résltré]vwheg daerrllge(tzlhe first

signal at the remote device.

10 12. A method of monitoring a communication link to a device,
characterized in that it comprises the steps of, prior to receipt of an
authentication key from the central site:

receiving a first signal that is at least a component of a public
key;

15 receiving a derived signal; and

determining if the first signal and the derived signal have a
predetermined relationship; and

detecting an intruder if the first signal and the derived signal do
not have the predetermined relationship.

20 |

13. A method of over-the-air service provisioning of a remote
device having an electronic serial number for communication on a
communication link with a central site, characterized in that the
“operation of the remote device during establishment of an

25  authentication key for use in communications with the remote device,

includes the steps of: |

receiving a first signal from the central site over the
communication link, the first signal including at least a component of a
public key;
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‘aborting comunication if a difference is detected. 5 11. The nethod as
defined in claim 10, further including the step of conparing a derived

'signal at the central site with a derived signal 'ﬂlﬂ"ﬁﬂuﬂ l
12. A nethod of nonitoring a comuni catiﬁ; i nk t 'Hmm ﬂMEt eri zed
inthat it conprises the steps of, prior recei pt "of ‘antaut hent i*cat.i on
key fromthe central site: receiving a first signal that is at |east a

conponent of a publi o . r.ecek Vi ﬂg% V. i %; and
determning if the fﬁ?@xga&%&fmﬁﬁnqlé %LH\W@H%! tﬁceéﬂ’eaeggﬁ Ir edet er m ned
rel ationship; apgitingtic adeast 4 portiviesf the public keysandi gnal and the derived
signal do not have the predeterm ned relationship. 20 13. A nethod of

over-the-air servi cesﬁm@ﬂgéh%fﬁtﬁ{ﬁ signal fremdhe fﬁ@\ﬁt%éemeltﬂ@%ﬁe@f@ct roni c
serial nunber fgﬁe ﬁl‘?\t Ha'qgera i s‘i?l%l nak:bﬁfnegﬂeth a central

site, characterize | € r'emno vice during

est abl i shret ofaumenﬂéanorahéylmtthe?émote ﬁaﬁcé andtke centrabsite)rindat i ons with
the renote device, includes the steps of: receiving a first signal fromthe
central site ovdhersintae setum signabis dqrwred as functiep of apradetergingd ng at

least a conponeh,afyRebythe biSY station can detect from the retumn signal
whether an intruder was present in the communication link during over-

the-air service provisioning.
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REPLACEMENT SHEET [err] deriving a return signal as a function of the
received signal including the at lieast:a portion of the public key; and
sending the return signal fromthe renote device to the central site which
return signal to be used to establish a copnon 5 authentication key for
the rempte device and the central site, an@@wherein the return signal is
derived as a function of a predeterm ned val ue whereby the base station can
detect fromthe return signal; whether an intruder was present in the
conmmuni cation link during over- the-air service provisioning. REPLACEMENT
SHEET [err] '

COMMUNICATION METHOD AND DEVICE
5 Abstract of the Disclosure

A system (100) and method of improving activation security allows a
remote device (104) to identify that there is a difference between a first
signal transmitted by a central site (102) and a first signal received by the

10 remote device. A derived humber is used. The derived number can be
displayed to the user for verbal verification by the user, or the derived
number can be used intenally of the remote device, or the central site, for
verification that is transparent to the user. A significant amount of security is
added without substantially altering the communication protocol.

15

Figure 1 accompanies this abstract.
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