[0001] METHOD AND APPARATUS FOR DETERM NI NG A LEVEL OF
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invention relates to wireless comruni cation syst ems.

In particular, the present jnvention relates

00 hod M B ANDAPBARAUES HOR B T@RM@MNQTA
i nvol venmehE QE VEMENT OBRMBPHROBN RN cat i on
system [OOOA]WW%PWMUUEPAWQN S¥BTEBtal area

networ ks (WLANs) are becom ng nore w despread as
el ess technol ogy j W nor e advanced,
0(%% variations of w fgﬁ%@;&ﬁi y exist. For
[0@8N| e, Tike prezent invBatioN\kAbtd¥ tgRtirdlesda@ntduitation systems.

red systemthat includes a base station which
&?r’fﬁ’ﬁﬁ g athe PRpseRt inyertings refataschos adnathadured apparatpe for

deREMMRSTE 4 el oﬁﬂ%l@@ﬁle %Qlemgéh igqn'h% £58 Wil MR chinSufiBation

ad- hoc network, in a W reless device
sygtemauni cat es Wit h one or nore additional wreless
devices in a point-to-point technique where wreless
devi ces dynam cal ly connect to, and di sconnect from
[000¥@ network. [0006] As BAOKGROZINDN of the

di ti onal WLAN and ad- hoc a nmesh network
[09%53 i ncl Ykelesse localyareas ne*f"é‘?rﬁfﬁmgwgﬂlﬁ“t)c 8% hRsPHYRg more
wilPidad 2RAdvREREs LIRS cobintlBs % Ibel 6 LthR, AfvaRed and

points (MPs). Mesh networks have been garnering
vanﬁ@peag wgr@eﬁ@pmtworks wiag mﬁn dordsxavaptesm rttayhtiwl WLAN
har r| stl o uch as_ .| ow effor QVver
i BRG] o AR S RO e, ety S OREF statigp whicn
comebdnicetph Wt}ng'u\éle‘éblﬁevﬁéﬁ ah®roltae Itfaffit Ebtween them. Another
fault-tal erance npl re dancy

[000Q7] One
tyRe oF JErelesss petw pevorks n@ w&hwm Wir¢lggsndevice

cofaRfinicates with one or more add1t1onal wireless devices in a point-to-point
technique where wireless devices dynamically connect to, and disconnect from,
the network.

[0006] As a combination of the traditional WLAN and ad-hoc network, a
mesh network may include user devices, terminals, access points (APs), and base
stations, which all function as mesh points (MPs). Mesh networks have been
garnering increasing support in the standards community due to characteristics
such as low-effort coverage extension for WLANSs, low-effort and low-complexity
self-deploying WLANS, and for their high fault-tolerance and redundancy.
[0007] One characteristic of a mesh network is that MPs within the
network may perform various network functions that were traditionally only
performed by one particular type of wireless device within a network. As a
result, MPs that are not normally utilized for particular functions may become
strained by suddenly being expected to perform these additional functions. For

example, a wireless device that is not normally expected to perform routing or
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[0013] Figure 1 shows a wireless communication system configured in
accordance with the present invention;

[0014] Figure 2 shows a block diagram of a pair of mesh points (MPs)
configured to perform a method of determining a level of involvement of MPs in
the wireless communication system of Figure 1;

[0015] Figure 3 shows a signal diagram of MPs communicating with one
another to deéermine a level of involvement of MPs in the wireless
communication system of Figure 1, in accordance with the present invention;
[0016] Figure 4 is a flow diagram of a process of determining a level of
involvement of MPs in a wireless communication system, in accordance with the

present invention;



configured to performa nmethod of determning a |evel
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I nt er connect i nghcon'ponents [0022] Figure 1 shows a
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150, such as the Internet, a public switched telephone network (PSTN), or any
other type of external network. In this manner, any MP 110 in the wireless
communication system 100 may have access to the external network 150 through
the MP 110 connected to the external network 150. For purposes of example,
only one MP 110 is depicted in Figure 1 as connected to the external network
150. However, any number of MPs 110 may be connected to the external network
150.

[0023] For purposes of describing the present invention, the phrase "level of
involvement" referes to the level of involvement MPs have with respect to a
wireless communication system in which they are operating. As described in
more detail below, the level of involvement is preferably based on status

information regarding the system or network in which an MP is operating, and in
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150, such as the Internet, a public switched tel ephone
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[0028)nMUNi Ire4dditios YSHRMoHIRal @uﬁﬁ&%&ﬂﬁﬁmﬂﬂéd fa t typical MP, the

[ ion with the processor 115, a tran
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t raphi cal,. user
in t?ﬂ?g‘régﬂgg g&%ﬁﬂlrg%éti})il é}%te% 96@%,51%5 13'(;'1'5126 1{1% cation with

the pmes@s d251alﬁ‘anann[ttarﬂ27nh&nnﬁnﬂﬂ18aﬂ1m FOTHB ipeddel s 125, a
ransmtter 117 to

el AR AR LRSI Cr 1S 20 LS L ane LLEE L 0
(Gmaua4t1ﬁ @Rfnahieatish evitl> tAd Qrecessor 125, and an antenna 128 in
communication with both the receiver 126 and the transmitter 127 to facilitate
the transmission and reception of wireless data to and from the MP 110",
[0027] Figure 3 shows a signal diagram 300 between the MP 110' and the
MP 110" for determining a level of involvement of MPs in the wireless
communication system 100, in accordance with the present invention. In a
preferred embodiment of the present invention, the processor 115 of the MP 110’
transmits a request for network status information (310) through the transmitter
117 and the antenna 118 to the MP 110". The receiver 126 of the MP 110"
receives the request (310) from the MP 110' via the antenna 128 and forwards it
to the processor 125.

[0028] The processor 125 of the MP 110" then transmits a response (320),
4-
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[0030] The processor of 115 of the MP 110' may then transmit status
information related to itself to the MP 110" via the transmitter 117 and antenna
118. The receiver 126 of the MP 110" receives the status information from the
MP 110' via the antenna 128 and forwards it to the processor 125, which is
capable of displaying the information via the GUI 124 for the user of the MP 110"
and determining or setting the level of involvement or availability in the wireless
communication system 100.

[0031] In a preferred embodiment of the present invention, the network

status information and information related to the MP 110" is stored within the
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of confidentiality and encryption available in the
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' be stored, and
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communication system 100. Although any MP 110 may receive the request, for
purposes of example, the second MP 110" will be described as responding to the
first MP 110'. The second MP 110" receives the request and transmits network
status information and information related to itself to the first MP 110' (step
420). In step 430, the first MP 110' receives the status information from the
second MP 110"

[0034] The first MP 110' then displays the network status information
received, along with other status information relating to the first MP 110" itself
(step 440). Other status information such as power supply life and the like may
also be displayed to the user of the MP 110'. The display may be implemented in
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extracted by the processors 115 and 125, respectively,
fromadditional areas with the MPs 110" and 110".
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[0037] Alternatively, the wireless communication system operator or the

manufacturer may remotely configure the MP 110' for its level of involvement
and availability. This remote configuration may include pre-setting the unit by
means of single inline module (SIM) cards, factory configuration, or remote semi-
static settings through signaling frames and protocols at Layer 1 or Layer 2 to
adjust the configuration of the MP 110' from remote locations, including locations
external to the wireless communication system 100 such as from the external
network 150. Similarly, the MP 110’ may be configured to change its level of
involvement on its own, depending on whether it is running on battery power or
connected to an electrical power source. In all cases, the configuration
parameters could be stored in read and write information elements stored in a

database such as a management information database (MIB). The user or
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conmuni cati on syst em oper at or manuf ac
otherdyfb Hloylnctélﬁfwlgdﬁ@ ¢omemvRicatioh sfsternd 5G0. Amlrdmfgly, the MP

bi | t Thi
R TS e ——
110 ma@n.mngf fasﬂeﬂ gbtetmg’lhiaﬁ}&leﬁﬁg Ud) éblfn%bMo M®sd30 vsfﬁ? IquWéf‘ l%vels

urati renpte sem static settin t hr oug
of vy A ahRaiakt Mo Dlofsictedapether VGt 1L6lyeill Bave
accds®to a greater variety of additional MPs 110 in the wireless communication

system 500 due to the high degree of involvement of MP 110'.

[0040] Figure 5B shows a wireless communication system 550 having an
MP 110" with a low degree of involvement in the wireless communication system
550. In the wireless communication system 550, a plurality of MPs 110 are in
wireless communication with one another to form the wireless communication
system 550 and the MP 110" is only in wireless communication with one other
MP 110 in the wireless communication system 550. Accordingly, the MP 110"
may have lower traffic routing through it, and MPs 110 which connect to it may

have faster routing of information through the MP 110", However, MPs 110
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adj ust the configuration of the MP 110° fromrenote

| ocations, including |ocations external to the
wowRel1ess4 comruni cati on system 100 such as fr oPeT/082006/012333

external network 150. Simlarly, the MP 110° may be

configured to change its |evel of involvenent on its
constteddopha MPd 10hwilhabhRivd s éedhvetivnit Bdce3s thaldional MPs

or.cP nnected to an electrl | power. squrce.  In
116 theswizeless eFOTYRPIFAYIR iR eaaﬁ%ﬁewg%e g P pEL0" 38 not
contleBle@dol N read and wite information elenments stored
in a database such as a managenent information

[00¢dt abas &HenmByentiheentsarmay be n@pmelﬁ@m Ay bitiegi wireless
coﬁ%ﬁkﬁc@tﬁﬂe{y%{e% Jﬂ%aéfes'ﬂ%ﬁ' tl%{}w og %9 fl rtﬁ}e Ig)gese %@&e%t%n

or change e configurati ﬁg a
malydie ireplengpnebd i ahg tiype bh sommt;@@esysfeﬁn o2 Xaypothet) 8y prgofl
SMIP, XM, .or .the |ike é0038 The config atllgl ¥
wirelgss Gprmuinicatigpsystoo The PReebnveatiop mRAsRS Haplemented in

apﬂy(ﬁltioﬁbnloﬁ;v‘faqéo{;mnl cation and, if so, the |level of
its availability. The | evel of avallablllty may

[004BE| ude Mtﬁl@g@nﬂqegf@ﬁt}yeqs eod ielgmentaraf the resent invention are

n r
des%?/igl ?%ﬁ){; élbéferrgér)d o {nwb%r \ff%%%ﬁlglﬁq g&\rllmi)#{ealtm S acﬁ Sature
or ekemamm|caﬁtbe01ﬁsedyaﬂbﬂ@1wifhmﬂ1&rermher fddtaresandd glenmintoof the
ncl ud ings as to the anoynt of, identifyi
prel e (AR PmRBERI O R TMORE (FOTRARHORS GUiF gt e Sther
feaBilds @AANEEhbARSortRe Phdieht YRendidl. i n the wirel ess
comuni cation system and what type of authentication

or encryption is required before the MP 110 will route
or forward packets. 53@8%8? 5A shows a wirel ess
conmuni cati on system avi ng an MP 110" with a high

degl.ee & method femdeterminihpe leveledbfemsolventant iof ahéshnpoints

st em>5 In the wireless commnication system 500,
MBY i BRSSP A LS i 1 ol 065 Commnt cat | on

wi th one another to formthe W rel ess cormunl cation
system 500 and the MP 110" is in wireles

cordruni cehe arethpd tof pazhodymente dywherain avlﬁr&tl@’ﬂi’ riransanits a
ety SIS R h M cor ¢ o), (e M

have a h ing routed or
formarded through it, and MPs
3. A method as in any preceding embodiment wherein a second MP

responds to a first MP with a network status information.

4. A method as in any preceding embodiment wherein a first MP

receives a network status information from a second MP.

5. A method as in any preceding embodiment wherein a first MP
determines a level of involvement in the wireless communication system based on

a received network status information.



110 requiring faster routing nmay desire to connect

toMPs 110 with |l ower |evels of involvenent.
wQ@\doenomsd vel y, MPs 110 connected to the MP 11PCT/Wik1006/012333

have access to a greater variety of additional MPs 110

in the wirel ess communi cati on system 500 due to the

hi gf ded¥ aretbpdiasvisl eeyremecedingVPmHoditneqtO®heteifigfirst MP

. ?o&g i.feless, co ni cati on system 550 having an
dm%Ew% &??%%éﬁPgﬁﬂggﬁggénbf i nvol venent in the

wi rel ess communi cati on system 550. In the wreless
coqarnicatio ystem 550, a plurality of MPs 110 are
in (i relfedaet nitt 887 dieqading smbodirpenie herrinor metwerk

staphd SIS SV GaddsO rhv%ﬂ%t)ﬁﬁ}gls%@ ﬁﬁ%rt WP%I it %/8 vér'geless
only in wireless communicati oh wth one ot her 17
corhpmunigatignreyistegs, aghraticatiom onl eysypiion 5éyuiretar anngttyto a

. Q" have lower.traffic routing through it,
witelgs Rl it V3G AP bl e RERL APl e ana
pedloddlaygingf syistdro) eaidwiath dvaladhlityhendE nbidiber oFOIMRY BIPs in a

MPs 110connected t o the MP 110" will not have as
SY¢Rveni ent access to additional MPs 110 in the

Wi rel ess comruni cati on system 550 where the MP 110" is

not connected to. [0041] The present invention may be

i np}-enedt adethedany iny pembodinyinte| 6swhersinna ca¢tivomk status
. . [ .. By f, .exanpl t resent .
SRR 065 50 B B REAT Gl PR S5 e
co@pﬁi@}ﬁh@%t&n,%ﬁh@ﬁﬂi?ﬁi&ﬂﬁﬁl efcryption esguired to cognect toa

.conmuni cati.on, system resent invention nay be
Wl#eﬁeﬁﬁ éw&m‘gacanﬁw%saﬁr@ee&wa@ﬁ&w oy Etermapretwqrlgayerage and
pedl dd19p0I 4 RtER M IHIBAIBTE BaBIRY! Sn®h nbiBlheRHESHRE MPs in a

invention are described in the preferred enbodi nents
systefmparti cul ar conbi nati ons, each feature or el enent
can be used al one (without the other features and

el ements of the preferred enbodi nents) or in various
corfbi natA ansthodt As dh winbbdiniends NE6 Whatdihes @étsvork status

infgxl'n%&?g]r} 1Snc &dets r;l%ypcrogl%?rrl]etlti(imn(\)/fearlftaiilgﬂilit}% hé?%e%l\%%ss in a wireless
communication system, authentication and encryption required to connect to a
wireless communication system, availability of an external network, average and
peak delays in a system, bandwidth availability, and a number of other MPs in a

system.

10. A method as in any preceding embodiment further comprising a

status information relating to a first MP.

11. A method as in any preceding embodiment wherein a status
information relating to a first MP includes connectivity with additional MPs,
authentication and encryption required, quality of connections, current levels of

wireless activity, power level, and a current level of service availability to other

-10-



1. Anethod for determining a | evel of involvenent of

mesh points (MPs) in a wireless communi cati on system
wQ2006he7sset hod of enbodi ment 1 wherein a firstP®PUS2006/012333

transmts a network status information request to a

second MP. 3. A nethod as in any precedi ng enbodi nent
MRshiar thierwiaeleecamimbRicatiopeysieni.o a first MP with a

network status information. 4. A nethod as in any

precedi ng enbodi nent wherein a first MP receives a

net y@r k S hadthsd asfifreidd@meht0Mm1d wE&RH aMiatud information
nmet hod as i n any precedi ng enbodi nent wherein a first

relgtingdp e firsteMPainchudes a1y ppe of genmastivity with agdditderalsMPs,
i i . i . net
oo BRPUILARLE BT, OG0 g AEEME A, by vl o
wirslérsdichigity, pdvesrdevelparid a strieRt thivebdfapgsviee aediladrility to other
ormation..7.. A method as in any precedi ng

t at i .nf
MES B TEnelou G Rie P ST at us | nf of mat | on

includes availability of other MPs in a wrel ess
conmuni cati on system authentication and encryption

reqlt-r ed mRethehredn quabodligients bdd whereim pcsiptusninformation
relBk 2 MYEME A By BRIKREREE! oty yHPhH8fona)
MEm crudhentidadionodnd eheyplibs required ygiadity of .codnemidnedcmsent
i odi ments.1-6 wherei.n a,network. status . s
Levef R B Ry omBd B etiFar 1661 v yvice avaifaltity
to dfBer MP@iniHeak BeRs€ iintcatioasystept.em aut henti cation
and encryption required to connect to a wreless

comuni cation system avail abilityof an external

net ywr k, d ' .

e i HELOH Sl Br Yol SuBaftadttobilleiy, o first MP
traggptitha stdtustinfetmhatidorasel ating ok fivesth IMP 1o 6 sabmrdeMP. a

net wor k st at us

15. A method as in any preceding embodiment wherein a first MP is in

communication with all other MPs in the wireless communication system.

16. A method as in any preceding embodiment wherein a first MP

provides limited routing.

17. A method as in any preceding embodiment wherein a first MP

provides routing under emergency conditions.

18. A method as in embodiments 1-15 wherein a first MP does not

provide routing to additional MPs in the system.

19. A method as in any preceding embodiment wherein a user of a first

MP configures a level of involvement of the first MP in the wireless

-11-



i nformation includes any conbi nation of availability

of other MPs in a wreless comrmuni cati on system
wa@eaohaemssLat i on and encryption required to conPEDUS1006/612333

Wi rel ess comruni cati on system availability of an

external network, average and peak delays in a system
corpmwadadion systenh.abi | ity, and a number of other MPs in a

system 10. A nethod as in any precedi ng enbodi nent

further conprising a status information relating to a

firs0. MA mkthodaditdigthracedine abo@esit eI WasirBeA first
mhereln a status informpation relating to a first

VP
ME Weligereseraphirad nearitaieriee G Hihiorcopfigirerpgyel of involvement of
th@ﬁfémp!lﬁ@ﬁé rediid ¢ e%{gf:ét?&} g}%‘%wed qual ity of

connecti ons, current rel ess activity,
pomer l evel, and a current |evel of service

yetbm Aol o b R 3o 4] Shiap G Rpegor

a fﬁwmm tHeorifelesHébni@uaidabign s9stent i @hfirrddendel. any
one of connectivity with additional MPs,

aut henti cati on and encryption required, quality of

congect i PRRsthéd! 5§ ?r[‘ Emlbsaﬂéltcgl ?M‘lél%llﬁ $Be AGhLY doffiguration

) g;ﬁfr |l evel, and a current leve service

inc; SIsamlallftaymesoamd preatodoirstransmitéedvia dedost MP.
comuni cation system 13. A nmethod as in enbodi nents
1-11 wherein a status information relating to a first
MP 231cl u@eﬁethﬂ& agoimbanp tpredediig enibodizhénti, tiirthet Romprising
addij tlonal thentlcatlon and encryption

rempelg 3F@B‘°HH&%Q%£1 @afehdPcurrent |evel s of
Wi reless activity, pomer Ievel and a current |evel of

service availability to other MPs in the wirel ess
confdini o%m&thOQ pstinranylureceding temebdimenth wireyeipripfediaipn

R B Rk LS

of A re |ng
15. Anethod as in any precedi ng enbodi nent wherein a
fir is in._co nication with all_ other MPs in the
Wi r%% es< ABehbeR %Sdn'{l}]}il oq,pysy§?(@mng embodiment wherein a status

information is displayed via a GUI on a first MP.

26. A mesh point (MP) in a wireless communication system.

27.  The MP of embodiment 26 further comprising a receiver.

28. An MP as in embodiments 26-27 further comprising a transmitter.

29. An MP as in embodiments 26-28 further comprising a processor.

30. An MP as in embodiments 26-29 wherein a processor is configured

to control a transmitter such that the transmitter transmits a network status

-12-



16. A nmethod as in any precedi ng enbodi nrent wherein a

first MP provides limted routing. 17. A nethod as in
wa@eyepeseLdi ng enbodi ment wherein a first MP pPOWUS®E6/012333

routi ng under energency conditions. 18. A nethod as in

enbodi nents 1-15 wherein a first MP does not provide
request tongtheo Mildidint thervalrelbscommmuhizatipatsgsteni9. Anet hod

as in any precedi ng enbodi mrent wherein a user of a

first MP configures a level of involvenent of the

first. MAn MPE AeinvrhBbEERGOIPELB0 GAidreih £ ¥ricessor Zbonfigured
Amet hod as in any precedi ng enbodi nent wherein a user

to ypceiyepinetworlpstatiy infranadiquy of MPs thatyespond e amyeiwark status
. . | N
rof Lo BBl ol LSt BRI oo
syshemi n enbodi nments 1-18 wherein a | evel of invol venent
of a first MPin the wireless communication systemis
configured renotely. 22. A nethod as in enbodi nent 21

wheszi n AMBIP 861 émbelificaty 26-80Rvlidr6inUglfocsss@Ra configured
frames and protocols transmtted to the first MP. 23.

to displayaretyerk stadpsintoraatinnyogided an pesponse tora peiwork status
rmﬁggprising renmotely nonitoring a configuration of a
Irst MP. 24. A nmethod as in any precedi ng enbodi nent
wherein information related to a configuration of a

fir MP, | ored in,a.dat abasg...25., A.nmet hod as

e e M 3Rt eiBaiBARC R 52 inetbilh NGuRR| Hatus
infomgtiepliayladey avaidaity of othdri Mifls MPa wirelefs @BSnyItdtion

(MP) in a wreless comunication system 27. The MP of
SYSERP R UHRARTIOH 191 e LRBLTRBIPT sTRAHILEd £ foppect b® a Arirgless

e : ) c&

coulrieRITROR RG0! vARpAly iR RbAY eroge and peclk
delayapniassysjem, pandeibravailability, and a number of other MPs in a

system.

34. An MP as in embodiments 26-32 wherein a network status
information includes any one of availability of other MPs in a wireless
communication system, authentication and encryption required to connect to a
wireless communication system, availability of an external network, average and
peak delays in a system, bandwidth availability, and a number of other MPs in a

system.

35. An MP as in embodiments 26-32 wherein a network status
information includes any combination of availability of other MPs in a wireless
communication system, authentication and encryption required to connect to a
wireless communication system, availability of an external network, average and
peak delays in a system, bandwidth availability, and a number of other MPs in a

system.

-18-



30. An MP as in enbodi ments 26-29 wherein a processor
is configured to control a transmtter such that the
WO e@aseisss er transmts a network statusrequestPC€DUSINE012333
MPs in the wirel ess communi cati on system 31. An MP as
i n enbodi nents 26-30 wherein a processor is configured
to receive a network status information of MPs that

respond to net wor tat us uest and deternine

o AT M AR PodthHS 26 S ke G oR s G gured
to digplegstatiid. infimddtioasrel ftiroieMPL S 26- 31 wherein a

processor is configured todisplay a network status

i nformati on provided in response to a network status

regyest ABMPAR i%f efol &R Y56 Wirel % gsk’g%fqﬁ:‘gtr i}?/liﬁg?xﬁation

net wor k status information I ncl udes avai
relatihg to #redMPrincludes enaseivirmwithiadditional MiBst sumbhentication and

eo P LIRSy SERUPRLER, ST S0 SRR, b

powdt fvell amte bVaitkenta e REL séRikePevdileliBY o bther FIYsti@Mhe
.bandw dt h gvai lability, and a nunber of other MPs in a

wi &fmmnication gystemi n enbodi nents 26-32 wherein a
network status information includes any one of
avai lability of other MPs in a wreless conmunication
sysiem AzuiMiRrasi imaembndiamhte 26r 36 wiheneineg sitated information

t,ito Wi r-el;ess _conmuni.cati on. syst e .
rel IR0, the’ MP dpoifdeg g onq oF EPuRTRiv Y, il additional MPs
aullehbigatiomand syatyptivn Peqivéd] glaRisoiflcalhédtions, diterd levels of
.nunber of other MPS in a system 35. An MP as.in
Witel5 A HENT PO IV el ke FubieRGlateh o serviee avaikhakirdpiother

MPsial e 9RrdBY GRLARLEBRA sPitefvai | abi lity of other MPs
in a wreless communi cation system authentication and

encryption required to connect to a wrel ess

co ni ¢at | yst e vai | abj.l of .an_externa .
- e{%\% r Kk ?A%a\ll)@? g%ema% MhodhiitntS @6—3& YWhireid'a status information
relating to the MP includes any combination of connectivity with additional MPs,

authentication and encryption required, quality of connections, current levels of
wireless activity, power level, and a current level of service availability to other

MPs in the wireless communication system.

40. A mesh point (MP) in a wireless communication system comprising

an integrated circuit (IC).
41.  The IC of embodiment 40 further comprising a receiver.
42.  AnIC as in embodiments 40-41 further comprising a transmitter.

43. AnIC as in embodiments 40-42 further comprising a processor.

-14.-



peak delays in a system bandw dth availability, and a

nunber of other MPs in a system36. An MP as in
werwediisent s 26- 35 wherein a processor i s confPQUUSIH0E/ 12333

di splay status information relating to the MP. 37. An

MP as in enbodi ments 26-36 wherein a status

i nf 4t matAIC asincgmbglitnenbed W3 wheleid@sprocessor is configured to

t|V|tW|th itionagl MPs, authentjcation and
corh § i iR ot S R BRte TR RS nQFE Btatus
red@gﬁfosotﬁfar MPEinahs wisdledd dommBaaLioh @ySlem.and a _
current |level of service availability to other MPs in
t he vvi reI ess comTunl cation system 38. An MP as in
enbpd fo 2 m eh?fsezgo )] Wh%?elhor&fﬁ%%gbﬁg conﬁg/ured to

rel atl ng to t I nc any one connectivit
reomvtem aelidvdrk@lhaius M@E;)rmrhioheuftMEathMeapmcbtma ylptwcmk status

ual it connection rrent. |l evel s of

redyfedt b Sesgiop 1O, LR BFet dn T Epless fomyication
systemyi ce availability to ot her I\/Ps in the wirel ess

communi cation system 39. An MP as in enbodi nents

26- 36 wher ei n a status information relating tothe MP

i nckgl

ad dl 2 of]A.\? iﬁ%ﬂgﬁ%() g%’ ng%gélgn Cﬁr%%stsgi' is configured to
dispéagua netdzvomatusynﬁﬂmatmmaubmdnd,m cespoase té ewnebwouddf status

i reless activity, power level, and a current |evel of

reos%ersgi ce availability to other MPs in the wirel ess

comuni cation system 40. Anesh point (MP) in a

W rel ess conmuni Catl on system coggrl Si ng an [ nt eqr at ed
cirtlit Amdl as1in Terebedimsmis e Eheredn 4 yrqtierk status

1nf8ﬁﬁ9ﬁb1? 1ﬂ& Bed gggi'lé’tﬁflty 38 othed M@saﬁl h%ﬁﬁ%ggkﬁﬁﬁ%ﬁlg%ation

urther conprisi'ng a transmtter
systame rdpgtiemierttiond G@:nd2 ehenyphion mn;mpmdstm g;oanect to a wireless

rocessor. 44 43 wherein
oo 8ttty LR P TS S F e iAok
delaatin tahgyském@n Bﬁhdxizﬂlthtafv&ﬁllab‘ilit§, and el ¥@hkes bAbtlifer MPs in a
request to other MPs in the wrel ess conmuni cati on
sysoak em

48. An IC as in embodiments 40-46 wherein a network status
information includes any one of availability of other MPs in a wireless
communication system, authentication and encryption required to connect to a
wireless communication system, availability of an external network, average and
peak delays in a system, bandwidth availability, and a number of other MPs in a

system.

49, An IC as in embodiments 40-46 wherein a network status
information includes any combination of availability of other MPs in a wireless
communication system, authentication and encryption required to connect to a

wireless communication system, availability of an external network, average and

-15-



45. An 1 C as in enbodi nents 40-44 wherein a processor

is configured to receive a network status information
w@booMPe7sshat respond to a network status requeBCT/HSZH06/012333

determine a | evel of involvenent in the wirel ess

comuni cation system 46. An IC as in enbodi nents
pealOddaysinet gistern, pmdeddidoavaiknbilolyf agdia adntber df sthea) Rs in a

network status information provided in response to a
sYSh&owor k status request. 47. An IC as in enbodi nents

40- 46 wherein a network status information includes

avai |l abi | i té/] of other MPs in a wirel ess conmunication

sys?@em AntGanin erabodimentit A2 Mhsréinm Dreepssordg cqrdigured to

. . .1 el . iGat i on system
dls?%%ﬁ?ﬁt@f@%{@ﬁ%‘gwgn@ wor k, average and peak
delays in a system bandw dth availability, and a
nu ro her .MPs .in.a syst 48. An 1C as i.n .
oot okt JC48S 18 ettt G FReutina, St dRfmaien
relbfifk Yélee MPYinéla8ePdona¥aivifbivlth b dRional M, Ahehficarion and
W rel ess conmuni cati on system authentication and
engypkD rpetired gwatisy) of epnmieatiers, cugrent lpvels ekwireless activity,
poRBITIRY, CAld Aok SERvoPIRLARN b A1A1AN 1 EHRAHPs in the
net wor K, average and peak delays 1nh a sSystem
witedemdwodtnusicatiiorakysterhy, and a nunber of other MPs in a
system 49. An IC as in enbodi nents 40-46 wherein a
network status information includes any conbi nati on of
avasd.abidh ¢ 8 iRtdishodiBentd 40-50 whlkfsif £ @EABURI B&rntition
system authentication and encryption required to
rele{;ﬁa et theg MP \ipelades anyopmg 9f capnestivitys path additional MPs,

augx‘éﬁ%ldcﬁﬁbh lahy eﬁg’?@%"ﬁ&‘ﬁg?@% tqﬁﬁgi%ﬁ%ggfi?&{cﬁﬁ ?cxﬁg&gﬁé‘els of

ays I'n a sys Wi ity, an
wirdledsexctivityopdvesr 164Rd, amd a ceprenelavebl sefricd @ratahility to other

If,arrbo i ments 40-49 wherein processor is configured to
MPs in the wireless communication system.

53. An IC as in embodiments 40-50 wherein a status information
relating to the MP includes any combination of connectivity with additional MPs,
authentication and encryption required, quality of connections, current levels of
wireless activity, power level, and a current level of service availability to other

MPs in the wireless communication system.

-16-



di splay status information relating to the MP. 51. An
I C as in enbodi nents 40-50 wherein a status

WO pdoenemes4 on rel ati ng tothe MP incl udes PCT/US2006/012333
connectivityw th additional MPs, authentication and
encryption required, quality of connections, current
| evel s of wireless acti \@It'@l,M§ovver | evel, and a

. C evel of service availability to other MPs in

Whatlstﬁgel{lﬁ\n&?e+ ess comuni cation system 52. An IC as in

1enmbodhreRireles cofnieicetion systeai ebimbi sidigBdlu@ality of mesh points
rel ati ngq)t o the MP incl udes anﬁt one of connectivity

(MPs), svmeathad don dejeamining a layehefimvelwenaentaefd B ovijhin f&w system, the

uired, quality of connections, current |evels of
methOdvﬁo?réR WU0Bctivity, power level, and a current |evel of

serv Iacms%\mpltaahémwﬁﬂgga ﬁbﬂ%rli\/&%thg rédEetisigl A8 a second MP;
conmuni cati on syst em as in enbodinents

40- 5¢hetsecend MES responding d:Dntahe Gimst MIBt Wity tloe etiverk status
P i,ncl udes any conbi nation of connectivity wth
inform aa’ib%’r’tl onal MPs, authentication and encryption

requ 'th@ FirsfAap &Xeﬁfn%eﬂw F@vafks U5 iR Rl RY&] Bro t%? second

wireless activity, eve a current Teve
MP; andervice availability to other MPs in the wrel ess

cormu tio st em CLAI M5 at_is . clained is
Qpe §Stcg\4§¥§PE9cfmlﬁhn&y%vgYﬁkd#pm‘§ﬂlﬁ%nbl iy athpt yrireless

commuﬁif{cagﬁ)@&ye%lﬂtlfas@pp ‘E})&h | € ?rheWorﬂ%ttﬂdy ﬁT&Qn%?i#)r? VEld

venen system t

conprlsdreds the fstatis Mi’oﬁmaﬁsm iheluilesaatRiagp bie Sifatvaslability of
request signal to a second MP; the second MP

other MrP@gw isigteme, copaeetipn staims af o¥herMPadn floe &V@@m gythentication
rat i one?l&he net St atus

and enclrwlgp%?g%ﬁ ﬁg)rltcuﬁec 4:8 %Iig% I VI 1latk1)111ty of an external network,

average and peak delays in the system, bandw1dth availability, and the number of

other MPs in the system.

2. The method of claim 1, further comprising the first MP displaying the

network status information.

3. The method of claim 2, further comprising the first MP displaying status
information relating to the first MP;

wherein the status information relating to the first MP includes

information relating to at least one of connectivity with additional MPs, authentication

and encryption required, quality of connections, current levels of wireless activity,

power level, and the current level of service availability to other MPs in the wireless

communication system.
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the first MP determining a | evel of involvenent in the

W rel ess communi cati on system based on the received
wmeinsneissst at us i nformati on; and wherein the sSP@EI/US2006/012333

i nformati on includes at | east one of availability of

ot her

ps TR ety OEHRI Rt RustboE soranioana U Py biransmitting the
bilit f
status G KRR At Ao e e BANES, | o™

system bandw dth avai l abl lity, and the nunber of
other MPs in the system 2. The nethod of claim]1],

¥ ur t Here @Gﬁlﬁﬁd af Cflglmﬂevvhe@n thefigps M lﬁgommuﬁ&a\ﬁmk‘mth all
MPs ln%gw;ele ot g?rﬁ'glgllﬁglgg,glgwygg met hod of claim2, further

conpri si §I§1 ayi ng status i nf or mati on
relating to the first MP; wherein the status

information relating to the first MP includes

§.nf orPhet ingthed bﬁclamgx 1 wvhereinctha fingteMbY dessnmatpriovideyrouting to
dditi ]qﬁ dd't aut hen Jcatl on and encryption
acdIiond et Sy, uxg}re}%gs(fpnga}mbc %IB'T rent levels of

wirel ess activity, power | eveI , and the current |evel

of service availability to other MPs in the wirel ess

't onmiPhecareitbod of sladm 1 whEreimgtenfickt M Popraivides, lifitedheuting.
conprising the first MP transmtting the status

inforrrati on relating to the first MP to the second M.

Thg, det 18 a Ofe ﬁllaﬁ}n]nv b&g@fe?h et ﬁvfd%siﬂauting under

cormunlcatlon W t |nt e wre

emergenoyooimdit®inson system 6. The net hod of cI aim1l wherein
the first MP does not provide routing to additional
MPs in the wirel ess conmunication system 7. The

EFE :nh ?@%Fo e u}%@d g}' agm.erlh&}h@re{lﬂ% d&ée?%ff tﬁ@ﬁ%f%ﬁ&‘cﬁf igures the level

of involver®htMP provi des routing under energency conditions.
9. The nethod of claim lwherein a user of the first M
configures the |evel

10. The method of claim 9 wherein the user utilizes a graphical user interface

(GUI) to configure the level of involvement.

11. The method of claim 1 wherein the level of involvement of the first MP is

configured remotely.

12. The method of claim 12 wherein the remote configuration includes signal

frames and protocols transmitted to the first MP.

13. The method of claim 11, further comprising remotely monitoring the

configuration of the first MP.

-18-



of involvenent. 10. The nmethod of claim9 wherein the

user utilizes a graphical user interface (GQUJ) to
w@omwhilgisseL t he | evel of involvenent. 11. The neCTO82006/012333

claim1 wherein the I evel of involvenent of the first

i s.configured remaptely. 12.. The thod of, claim1l .
U er TS m%éﬁ?fiﬁgfflaue v EJF%PileT?rP}?gf‘H’H%‘g?E%dgtﬁ e Configuration
oftheﬁfsﬁlmfpiﬁgg)rg‘?%%%ﬁbtagénsmtted to the first MP. 13.
The nmethod o

clarm 11, further conprising renotely
nmonitoring the configuration of the first MP. 14. The
met had of claim 13 wherein jnformation related tqg. the

onf i e meatbed of claga } wherelprthesstatiey aformationds disrlayed via a
. 15. ' Whgpei n the status

st aph1€aﬁfug§ﬁg?€£gﬁillggcg{flg%#‘gﬂy§ Vi a g' gr aphi cal user
interface (GQJI) on the first MP. 16. In a wreless
conmmuni cati on system conprising a plurality of_ nesh )
Hoi ntl g wixplessLommppiration systean gompriging 4 plraplisy of mesh points

i_nvolvement .of MPs. wthin the. syste cOo bSing:.
(MPs), oingiod o5 drtearitint p Je Vel doimaiy Shent SRMPL aitip the system,
comprigih@: determ ning a | evel of involvenment of a first M

in the wirel ess conmunication system based on the

r eceineedivivag wetwont stafys informedidnofromaa geoimst MRy aridk

net wo stat.us i nformation i.ncludes inf ti . .

| ncl (RETIHNINg 8t ISR Gf MBYRlvFIERT: of Soflrat (4P sthe, wireless
commuln}& tHrS sRAENCIMREICSH B PERIHRL ﬂétﬂ&%ta%§iﬂf9rﬁ1?§on; and

system "aut hentication and encryption required
connegheteain the neisodnstadusainfaninhiion inéluaes éxfoenmdion includes at
eak delays in the system

net wor k \Ver age. an .
least ongplayalabiliiaet aber ﬁ@s 1 Hge eYibe rpRRedoTbttaérs ppathes MPs in
IS . s T C i . f
the syl PUBlERtigekion hd et el to MEEIEE to. the system,
availabilitpefeat éternal network, average and peak delays in the system, bandwidth
availability, and the number of other MPs in the system.

17. The method of claim 16, further comprising the first MP displaying the

network status information.

18. The method of claim 17, further comprising the first MP displaying status
information relating to the first MP;

wherein the status information relating to the first MP includes

information relating to at least one of connectivity with additional MPs, authentication

and encryption required, quality of connections, current levels of wireless activity,

power level, and the current level of service availability to other MPs in the wireless

communication system.
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18. The nmethod of claim 17, further conprising the
firstMP displaying status information relating to the
WO poostioB wherein the status information rel apCTyS1006/012333
the first MP includes information relating to at | east
e connectivity wi.th.additional Ms, ..

B06 nebn & SEreiare Sommahtie§1ioR SHeteBhg FATh Rega (YIP) gpmprising:

conneé:Fé Ser: CUrrent levels of wireless activity,

power [evel,’and the current |evel of service

avai | abtdrsnyitter; ahdler MPs in the wirel ess

comruni cation system 19. In a w.re|l ess comunication .

syst ehProgegrarinsanynupigpionsFithibath ghe geqedvas ang thetransmitter

. . I .
whereif SR BRA S0 s BN AU RITROLUT SONTANLER B B transmitter

transmiisos esstforksstatid irggnest toothdr MPS he theawsislddseéoritiithication
that the transmitter transnmts a network status

systemj equest to other MPs in the wirel ess conmunication

syste wherein the pracessor is.further caonfigure

tor e BRI e PeociErd BTATTEr chRBEHERd BlreSeeshe pEfwork status
informA26R 6NNPLIHE rB§IoMd o thlbdietworlesiatas rafiidstigh8 detdithife a level of

| evel of involvenent in the wireless comuni cation

involveyertteim therdingless sommhnicadionosyistematnd i nf or mat i on
rovi ded i.n response.to, the network status. reguest
"ol (DTSR THeaBETERHK Statis ATHONFHiPy OVIsledhih wpspqne to the

network/3€a (5§ bsIGARRRIS 2@ Te st 3nEeDr Al a Qb bRty ¥Pst i NIPS in the system,
system and the nunber of other MPs in“the system 20.

connectibe stétva oftdthiem MPsviheihei systém, aathwreknsidienof other MPs in the
i nformation provided in response to the status request
systemg r t her conprises at |east one of authentication and
encryption required to connect to the system
availability of an external network, average and peak

20| ayBhé MP b€ claysit Evhaneintihiedvdtaiolk avatidsahtdrinigtior provided in

The MP of claim 20 wherein the processor of the MP Is |
respongeoiff P fledus gequest further comprises at least one of authentication and
encryption required to connect to the system, availability of an external network,

average and peak delays in the system, and bandwidth availability.

21. The MP of claim 20 wherein the processor of the MP is configured to
display the network status information provided in response to the network status

request.

22.  The MP of claim 19 wherein the processor is further configured to display
status information relating to the first MP, wherein the status information relating to
the first MP includes information relating to at least one of connectivity with

additional MPs, authentication and encryption required, quality of connections, current
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di splay the network status information provided in

response to the network status request. 22. TheMP of
W@L@im7B8% wherein the processor is further conPCusm™de/012333

todisplay status information rel ating tothe first

rein the status information relating_to
levels qf.W%@lerwapﬁzﬂ%E@WthW%Hm @maierlﬁ e OﬁﬁeWé‘é% avaihability to

other fo’s %’@H& %%é%éé’ c&ﬂuﬁhlﬁgﬁlbﬁ 8%{ L L
encryption required, quafity of connecti ons,
currentlevels of wireless activity, power |evel, and
t he current |evel of service avallablllty to other MPs
th t e awrieelesscapmunicataen systeysinehidipg a plyrality of mesh points

ess nica n stem,i udln lurality of
o), RS R BT B iRt S I PR ey ot e
ci rc%ye({ell@r corrprl sing: a receiver; a transmtter;
and a pr ocessor in comunication with both the
r ecei & bransmaittére andansni t t er mhereln the processor is
configured tocontrol the tranﬁgy Et such .t hat 4£ﬁ " o
t r ansfPTIEFS P R fomIPUnICAtn T the Tperjteising ghe transmitter

whereifitiig g)rwe%sbﬁstchﬁﬁ%ﬁﬂ BRI RE S AR RS ¥1§é}?ﬂﬂat the transmitter
wherein the proceSsor is further configured t

transmdist armima)rk beatek refuesty td wehenMPs mhlémmmmle% communication
comuni cation system and wherein the network status
systemy nf or mati on provided in response to the network status

r equev%heté'iﬁl Hole j)rﬁéeésgf"slg R Y ILI%HI ’t%t&ét%gﬂ%é; @ level of

MPs I n the syst connectl on stat US of ot

involvenhentsiysthenwiredesst doenmumnbeition syateer; ablds i n the system
24. The 1 C of claim 23 wherein the network_status
i nf orwhpr@n e vebwerk ﬁta‘fé@pmf@l@nﬁtwneplwéfﬂd@si kD gtegpeRse to the

network's S %e S re %ﬁ?{clﬁtgé?gt 135% e f%@%hagﬂgzytof other MPs i int the system,

au nt| on and encrypti on require connect

connectibf sEHBILOT ot VY in th/e gystath, @xidetihuitietytiother MPs in the
average and peak delays in the system and bandw dth
systemavai | abi lity.

24. The IC of claim 23 wherein the network status information provided in
response to the network status request further comprises at least one of authentication
and encryption required to connect to the system, availability of an external network,

average and peak delays in the system, and bandwidth availability.

25. The IC of claim 24 wherein the processor is configured to display the

network status information provided in response to the network status request.

26.  The IC of claim 23, wherein the processor is further configured to display
status information relating to the first MP, wherein the status information relating to

the first MP includes information relating to at least one of connectivity with
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25. The 1 C of claim 24 wherein the processor is
configured to display the network status infornmation

wW@e@eilorses i n response to the network status rePCEES$2006/012333
26. The 1C of claim23, wherein the processor is

addltwpglr 1&4‘5’%;@31& oo ’%g%ﬁ%ﬁtn%%ﬁ&%@? e 3;}3 y?ﬁﬁoepﬁa’fﬂ?% current
levels Jf%?{alegg @v&ﬁépwéﬂe‘}\é‘f %xﬂﬂ %ﬂeﬁ% % afé?fok‘ggﬁw&%lpglyél“ﬂgblllty to

connecti Vi

other MiP§ hetlhé edidloss esrdnmantieytion @ysﬁeﬁqw red, quality of
connections, current |evels of mﬁreless activity,
power |evel, and the current |evel of service
availability to other MPs in the wreless
conmuni cati on system
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