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The concept of DRM will be described with reference to FIG. 1. DRM relates to
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According to an aspect of the present invention, there is provided a method of
playing back content using a portable storage, including requesting the portable storage
to transmit a right to play back content protected through DRM, receiving the right to
play back the content protected through DRM from the portable storage, and informing
the portable storage of completion of a playback when the playback of the content
protected through DRM using the right is completed.

According to another aspect of the present invention, there is provided a method of
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exemplary embodiment of the present invention;

FIG. 3 illustrates a method of playing back content according to an exemplary
embodiment of the present invention;

FIG. 4 illustrates a format of an RO used to play back content according to an
exemplary embodiment of the present invention;

FIG. 5 illustrates a current permission status format (CPSF) according to an
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[29] - Symmetric-Key Cryptography

[30] This is also referred to as secret key cryptography, wherein encryption is made
when a key used to encrypt data and a key used to decrypt the data constitute the same
encryption key.

[31] As an example of such symmetric key encryption, data encryption standard(DES)
method is used most generally, but application adopting advanced encryption
standard(AES) method has recently been increased.
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A user device 210 can obtain encrypted content from a contents issuer 220. The
encrypted content is content protected through DRM). To play back the encrypted
content, RO for the encrypted content is needed. an RO contains a definition of a right
to content, constraints to the right, and a right to the RO itself. An example of the right
to the content may be a playback. Examples of the constraints may be the number of
playbacks, a playback time, and a playback duration. Although not shown in FIG. 2, a
move or a copy may be the right to the RO.

After obtaining the encrypted content, the user device 210 may request an RO from
a rights issuer 230 to obtain a right to play back. When the user device 210 receives the
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secure MMC certlflcateS from the secure MMC 320, verity that the secure MMC 320
is an authentic device (or program), and obtain a secure MMC public keys.

During the authentication, one of the device 310 and the secure MMC 320 may
generate a random number, encrypt the random number using the other's public key,
and transmit the encrypted random number. Here, the random number may be used as
a session key KSEK. For example, the device 310 generates a random numberH, encrypts
the random nurnberH using the secure MMC public keys, and transmits the encrypted
random nurnberH to the secure MMC 320. Then, the secure MMC 320 decrypts the
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S eIcl:lg.Jl‘IrlbeI‘ is '01010101" and the last one byte of the random number is'11111110', the
SSCis 1n1t1a11y set to '0101010111111110". When an initial value of the SSC is
obtained using the random nurnberH and the random nurnbers, randomness can be
increased compared to when the SSC is initially set to '0000000000000000’, and
therefore, the DRM procedure can be performed more securely.

When the device 310 issues a DRM command to the secure MMC 320, the SSC is
included in an APDU. If 10 APDUs are transmitted for the DRM command, the SSC
increases by one from the initial value '0101010111111110" whenever each APDU is
transmitted. Then, the secure MMC 320 checks the SSC and determines whether an in-
authentic APDU is inserted during transmission or an authentic APDU is intercepted.

Even where the MMC 520 sends a DRM command to the device 510, the send
sequence counter is included in the APDU (S140). In an exemplary embodiment, the

initial value originally initialized is used as the initial value of the send sequence
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respectively, using the random nunber and the random
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valrgsiiting RS EHISELAY BACK REQ GEPhotthe sserrdIM Gdahdp an
angkdntgarfy 2RGRMINEAIBEhe présaMdavaILivg, thafedvestéll Blayback right is not an

RO itself but is a simplified object needed to play back the content protected through
DRM.

Information transmitted using the SET_PLAYBACK_REQ APDU is content
identifier (CID), iPermission, and DateTime. The CID is an identifier (ID) of the
content to be played back, and the DateTime indicates the current time of the device
310. The iPermission is an index flag of permission defined in an open mobile alliance
(OMA) DRM v2.0. The iPermission has one byte in size and excludes an Export
permission. A bit bO expresses a Play permission. A bit bl expresses a Display
permission. A bit b2 expresses an Execute permission. A bit b3 expresses a Print
permission. Bits b4 through b7 are not used but are reserved. When each of the
permission bits b0 through b7 has a value of '1', the corresponding permission is set.
However, each permission bit has a value of '0', the corresponding permission is not
set. A plurality of permission may be requested simultancously. In addition, in a sub-
scription business model, if the device 310 does not have a parent RO but has only a
child RO, the SET_PLAYBACK_REQ APDU may include a PID indicating the ID of
the parent RO to searching the parent RO in the secure MMC 320.

In operation S320, the device 310 may request the secure MMC 320 to transmit the
Playback right by transmitting a GET_PLAYBACK_REP APDU to the secure MMC



I ncreased conpared to when the SSCis initially set to
' 0000000000000000', and therefore, the DRM procedure

w@anwsheeper f orned nore securely. [52] Wien t heP@BPKRe@®5/001605

[60]

[61]

[62]

[63]

[64]

310 i ssues a DRM commuand to the secure MMC 320, the
SSCis included in an APDU. |If 10 APDUs are

tr arﬂfs mﬁohe@bemﬁ ﬂiaez}@Rl\ITIsmm?gcl RCE)PEAﬁﬁigl lid%gﬁ aaRaslith)of ROs
one rom val ue enever
eat Al “?f’s“’ tﬁ%ﬁﬁ%l%‘&awdr’l’?e%e”%ﬂg Jss]é i&]{ AfeTRiIGRL JBppecure MMC
c haZksartshets SBC1arbdclds s nomespondieg hethe RO toal dwaidel 3 0. The
AP ISl t n

APEE RIS e G it ERHR GERisRion SEGBHARET ThE tprma of
a DRVCEDIsHaRn mfp@n&twe qu\he@éscslb@d laterewigeredicrerague ﬁé@S 5 through 7.
cou ntﬁ'ier'r&eﬁ\ﬁﬁ th@@é’s Aset tBQhe“@t@lP (’ﬁAl’;BQQCK' RER ?\PDU from the
exe niti al ue Qri gl na
i nfeﬁ%ﬂq@gﬁ 9?@ tﬁ%"%dl%?é 1[%@ cPisir gﬁgﬂ thergin ps I%fhet%urgigﬂl&lc 320 since
s eR e megdeuittent infhe sexaMAMC 320 agl/bothaldevite 300. AR the device
o SRR 5 Dy I R PR PO B g8 b i operatn
i nb33Gathe vayige 3 B inbdr0 k0ROt areINIVIO 320 nf asabtiigeel playback finish by
ex

£aRLAh o rljm*f]FAtke giﬁisg{ APD(AoUfe Qéccu% VM gen y

sequence ount er ased on a val ue 0O
SequeNben s dayise 39 wees py Rt the pepureMiip 30, ipfpaeratipe S340 the

validgeQdonthignds ith apdseihd FRE Y GEGa1IH SET V@MDATESRO APDU to

38Tt MRACHER: TW@@P?&EW&@ GoousbgsG0p gmone three

Théififerdni datd éields peaBh Of ohenkis défived $5Gna Rend@imse pirmester. The

ﬁ%ﬂ%&o&@ 1§ &%ﬁo@@d‘&f ?Réﬁg?f'oﬁ Sa% 111?0% QH rfl)lnltgeé, Di %12

ransm ssi on or an au 'S |n erce
Seﬁmtq, and Printpeaspeptively; anvefogalbytesark ueser ved felmlﬂcpe ese In cach

Thgy t§sacb1ff9(y d&ﬁ)t&eacéo%ﬁﬁ a%hiSa &HS&E b et &ﬁlni %‘itﬁﬁ%ﬁot‘éﬁ a
decreased a val ue other than 1, W thout depart

f r Batcd Hae. sadqltrl?% degntes s8 é@téwé% athaféﬂp(ieee@ﬁ BN AGGURB [k AN bits b
[ 551}011}@“55" dratdsefved. |Wh@¥@dfﬂ|bﬂfbés ervaRgiomentite rrdspénding constraint

' 0 S .hot r ticul r I
O EET DU LR 150 BROHR Rl s oAR oRRAG R
enc r Weheda emdtraimc fuctied thenDanTiARDY the Bnewalifoesh Betiseemumed, the
o .
oy ESET8fe llin@ict RatbEd Mo ihe Lo AL BESG AL ongymed, he deviee
ped Horasais thodlgh_UBeATE BRSABRUmiteh ﬁ@@@ﬂd sf3mpe spasifjed by a
| ntlﬁ’l@@fc@ﬁﬂt%[bn‘ﬁ%t 1Dsest N’I%aﬁi\@Hﬂ@ th%ilt @n MB¥rvaBEMREAINE R used, the secure

pr r .a Pl ayback transmt
E%E{Ei‘%@g@{c (50,&]2‘%6 t{l% &I}qﬁé(als%) StrEnh\H4e t%% g)gateﬁ"ﬁmgﬁonstramt after
ex&ﬁalvﬁrg)ﬁheﬂﬁﬂidUHBME)fRO AeDpr.esent invention, t he

requ ed Pl ay hac I S _not sel f but .
G i Prc B SEF Okt Sl Ply TR, BVl 1 e
pr nteds pawpunh pmaglhteDRT\Me dos8y] parznﬁemldms jaomluercd macrby del@ult. In an

u Sé{b)gnﬂleﬁlg eribbd it ﬁ%glﬁg%tloﬁ,ﬁ%ﬂ&{ e tcol'nfi %Bﬁéufahﬁ

erm ssi on, tefll me

i d%‘?ﬁs}“ﬁlﬁ@ Aggin.he 6¢v1@qﬁe1 Oojysitsepds a %EBéJ%IPéif EdRQara@mamoagam In
t h@rifake UpbRitibAKS Ttk £9 3300 adhidt @BéestdriBanafthdrb®rdl @¥inéfinication

overhead between the device 310 and the secure MMC 320 can be reduced.

When an accumulate time constraint for the RO is consumed, a "Time' parameter is
needed. The Time parameter is set to 10 seconds by default. The device 310 pe-
riodically transmits the SET_UPDATE_RO APDU according to a value set in the
Time parameter. For example, when the Time parameter is set to 60 seconds, the
device 310 transmits the SET_UPDATE_RO APDU to the secure MMC 320 every 60
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e”??@ﬂnﬁ?ﬂ&n @fforhﬂﬁﬁﬂﬁgﬁieéﬁit&i nventi on includes an

checki ng the

operation o activation status of the
securid IsvompReferance-Fi-asseide} faglil gad maydegeesanten \agot gbihe

| SP&RRSKALintdBlal6s fibld 458. ARcRRendé td MALk@NDSEREMD thOAsset ID
pl ﬁﬁtﬁ"ﬁ k related with the DateTi ne constraint. For
ex I

}'the device 310 transmts a SET_CARD STATUS
conmmendRemhadkliveg mhirdmuansfaseyaipdiiss@panes Rlag getdyisdidre a Display
device 310 to fhe secure he secure
re

320, 320
Ryl Bl AR St R b S R LhorlSion  cony

r apetonssmunyhedt a Mme Ipatreidsiby. de’lsmmm@ssmv@n@iz&em dgbtﬁe express
r ap@RI:-Hit ﬁnﬁ afg aitl(ﬂg/\,ﬁd&e}:%'féﬁﬁag'll% rl‘)_myaggnt' do@f Hotgarllg(lfsa{ﬂ dcBess based

HJ SEK themt vice In response t )
GE Blamny iSmsIRgst Waiontsabsucham AN grsngsdBatgaonot pgexpressed in the

exau/Qideb féneACr ypt ed random nunbers may be
tr anslrﬂetl;la?ydpérgﬁstspo% may optionally have a constraint. If a specified constraint is
present, the DRM agent grants a right to Play according to the specified constraint. If
no specified constraints are present, the DRM agent grants unlimited Play rights.
The Display permission indicates a right to display DRM content through a visual
device. Thus, a DRM agent does not allow an access based on Display with respect to

content such as gif or jpeg images that cannot be displayed through the visual device.
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formof 'random nunber H Il SC Encry - pt( V K SEK ,
random nunber H Il random nunber S )'. The device 310

weansuerirty that the secure MMC 320 is in the PCT/KR2005/001605

[80]

[81]

[82]

[83]

[84]

[85]

[86]

activation status by decrypting the random nunbers
using the session key K SEK [67] FIG 4 illustrates a

f or methedHxeaite B@m&g@&l indicdateay ripacto el MRMicoftent such as JAVA

S BN bl BebERt s TR EFBhb s foranu R Efvlo

i ngénedes a hartdiaghy of D&M cdritfnt sach Asjpeg ithagekd 430, and a

Per m'[“h%']ﬁ{ﬂgﬁ p%h)glségrq I%'Mltépayn }{1] ?c}jé&ﬁ 5 C%El%!n{st%ndgggesponding

Asset S an erm ssi on I el
coR@¥s gy YR smm@theéﬁhaal N A DRMsysgan phalFedend protpetion ar-

nUE'PQ@:Etu@é TAS $poft ipBiiiSsioAmNHIRSE w@bnRRIAT BIRd &ﬂl?}trzf.lh@ép@mﬁes a

di cate he nurrber of Perm ssion fiji
@er’efrf gren Pﬁﬁ o9 Rrofestifeciitogiurs fogyhieh gﬁ@ﬁ &feétent and its RO
c Odfttrﬂjd’ﬁeﬁg The Esporn pedndicyisrais idovidaf maﬂa R@va ﬁﬁbda andRcbpy mode.

d 41 The S field 4 nt lon
di ng conetxgﬁﬁ (Fﬁ?m a (iuﬁrgnglgﬁgﬁ S | on ﬁ{] Sgstem the RO
”H‘*aj@@@“’@%dtfmn R© cuTieet PBMhiystinom the elode 4151016 bohisaiohdeactivated

i nfrefnftﬁé blﬂger{t k&&n@ﬂt@%ﬁ%&nda%age or action

per mt t.s Issuer th respect to the
pr ot é&l{e OWﬁr@aﬁswaa% QIVI({e‘ﬂ@ﬂltO‘PH’@V%s?@iSGW‘éW@S@OVe and a secure

I NMMAas-dMiclaist. ﬂntfalé ?@Il& t%Ssﬂecﬁ@rFMN@ﬂlbvé m}lréu) h a fl%wce is sent
un] que as a nt en a, Parent RO | .
439 %Cﬁ@ﬁﬁm@@%SpﬁﬁPéLﬁoﬁbﬂfeﬁerﬂ%lIHE%EY“S‘}- ngé@ﬁéfg@emﬂons

di gegerfomiekinnbssage MMyesd-dsndataimoté.el d 434, and a

Cont ent r ' ey i€]. 3 i i nol e

Cont i G HEb Sl KU L LS 490 R B I s
ashBYE-thidevige 40y il theakey ws-tofsecuneiVIE copy.AadHD irf § d¢\dee is sent to

430 sedﬁ?elﬂ/ﬂ\w St hﬁﬁkﬁ@e 'M’m% ﬂéﬁﬁ%@ﬁon Ri% oﬁ BaFROSH ttheFEQvlc@ is not

field 432 inpstead of the Content |Dfi s 1ncluded

vwwé%CtIWéGChénin&arapp@mtnoaS N@Peffﬁéfn%lﬁléh%ﬁf‘@éret M MfarleHe viegsopy-

| D filedNudtkric$-pefifils$16€ thformation field 456 indicates the number of
permissions. The Permission information field 458 contains information, such as a
constraint, regarding one of the seven permissions.

The permission information field 458 has a structure including a permission index

field 461, an export index field 462, a number-of-constraint field 463, and a field 464
of the constraint index+constraint information. The permission index field 461

indicates a type of permission and has one of the values shown in Table 1.
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[72] Here, the parent RO and the child RO are in a
relationship in which one ROis defined by inheriting

w@2@enme3si on and a constraint from anot her RCTE&2005/001605

[87]

[88]

[89]

parent RO defines a perm ssion and a constraint for
DRM content and the child RO inherits them The child
RO refers to the_content. However, the parent RO does
not directly reng&Fd the content itself but refers to
its,child RO VWhen access to the content is permitted
ac cofatimisgioncnaper ni s g PermissiediNdgti on regardi ng t he
child or parent RO |a DRM agent considers a constraint
on tABR perm ssion gn&@rbdng the access and all upper

| evel constraints on the parent and child ROs. As a
resuplay a rights 1sswgolcan suppor{ a sub scription
bu3|ness nodel . [73] The Message digest index+nmessage
di gep tuefield 43¢ghS provided|to protect the
integrPF@ reference to the contéent. The nessage
dig ‘Jluc s—a—vatue-—generated—y a public hash

al goEWCH'tﬁ e.g., a JOX3 ty hash algorithm (SHA).
Thel nessage digest ilndex indicates|a type of hash

al gpPiigthm used to ged&P4te the message di gest val ue.
[74] The CEK field 435 contains a binary key val ue
usefdExmrencrypt the |[dxfifent. The CEK is al so a key
val pe used by a devijce to decrypt the encrypted
confgrive The devi ce |[gaoeuse the comtent by receiving
the| CEK from a securje MMC. [75] Since a single RO may

i nc 8§ a pruratity [gfggperm ssions, the Nu nber of -
perp's ¥ons field 440 |nd|cates the nunber of
Per m-sston—f+elds—480—Fhe—+Permsston field 450

Iange ?lglr%zer)]( % yﬂ{%g glggd‘; 44262 ﬁge%]%dl?ej]éﬁg pgt?rﬁgstl?é 1 ng& ﬁlld%aézé %’xport to
- pleniilyging of pnfoparatdinga €9y RIO%S6 ANChALCHORAISIZSEINOYE Process.

i nf orfRtJeRRisfibe hrqoﬂ’éeﬁron[ﬁe@l 49¥% inkRASS in®Rhation regardmg part or all of
Ref erence-to-asset ID field 454 may be present;

f r BICOBTIAHR Slm%ns%%b&ﬁ@ .%&Pﬂ%{aﬂ%ﬁnfmr@w&m@%ﬂcwhe consumption

2 ggiedfmﬂeoh@na Tabls szedhovatyIﬁﬁ ef soris@aﬁlh;emé feld 460 of 1Rl dnstraint
sSeve

oo F bR EIngmaraolEi BB e ShPy Foants 2 apdipdicates o
antypx eC comstrp@ft.m ssi on, a Print perm ssion, an Export
perm ssion, a Copy pernission, and a Move perm ssion.
The Play permission indicates a right to express DRM
content in an audio/video format. A DRM agent does not
al l ow an access based on Play with respect to content
such as JAVA ganes that cannot be expressed in the
audi o/video format. [78] The Play perm ssion may
optionally have a constraint. If a specified
constraint is present, the DRM agent grants a right to
Play according to the specified constraint. If no
speci fied constraints are present, the DRM agent
grants unlimted Play rights. [79] The D spl ay

perm ssion indicates a right to display DRM content

t hrough a vi sual
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[90]

[91]

[92]

[93]

devi ce. Thus,

a DRM agent does not allow an access

based on Display with respect to content such as gif
worospey7T mages that cannot be displ ayed t hr ourtir/KiR@005/001605

vi sual

devi ce. [ 80] The Execute perm ssion indicates a

right to execute DRM content such as JAVA ganes and

ot her application
indi cates a right
content such as |peg

ngpg{ans. The Print

enerate a hard
|rmmaq fRﬂ The

per h€erstioint naE cat es
coryresponding RGs to

Loansigaint indexs end
a DRM system ot h

perm ssion
copy of DRM
Export
DRM contents and
er than an OVA

DRM Ngad em or a cont erdk0fr ot ecti on af chitecture. The
Expprt perm ssion nugt have a constraint. The
consEhpauNt specities [gxpPRM system of |a cont ent
protection architectyre to which DRMicontent and its
RO can-bg sent—The t—permission is divided into
a n:?l %gagland a cofy&ggde When an|RO i s exported
froma-scurrent DRM-svustem-to-another| DRM SySt em t he
RO E“ﬁ@éctlvated frcﬁvp%e current DRM systemin the

nmove node but is not

deacti vated fraof

SYS]
div

dAwvumulafed copy nu
ded into a device

d%04[ 82] The Mby

MVC D@mﬁﬁmice nmove. |
an RO |n a device is

nxobe devi ce-t 0-
sent to a secure

ori i

operations are perfor

[ 001

Rp in the dedegS

in the secur

nov e
devi

T
UJ] e \AJIJy

§¥§PB secure MVC [c

bbl UTT Ib UI\J

00

y and a secur

the current DRM
e permission is

-to-secure MMC npove and a secure

secure MMC nove,
MMC and t he

is deactivated. Sim |l ar

e MMC-to-device
ided into a
e MMC-to-device

copy lLn the device-tlg-secure '\/!\/C copy, an ROin a
device i s sen sec but unli ke _the Mve i
ot S ST OhiTOFTgoRaY TGP HHIRE D HEREE gy vary according

deact valad @tdhe Sl 46arof chipedonb irainsindéercpadtiadit efdrrhatidnh e

to-dev

secur ecg/*l}/& Cg}l;}{aggt

Nunbé}

H iR

b bl sperify the gouat of

t hpernussies goetntqfletp rrosEhioAsTinkheoure constind maluifeo p watitenbficld and

figh

regardi ng_one o

gfl glﬁ)ffé%as:[)gﬁﬁ}etﬂg QbR Y

seven permssi o

g&mlm r%%an?ds

Lelhtaﬁlﬂ{ng a period

pephiime denaddnyor #aet on fiel d 458 has a structure

I ncl Ydhi Rer@aIRQh 5% iAluddddaxnd Ll A@lingad
icirird R Rereapisd

i ndex f.i el

a PHEreY ahy

stﬁ?éﬁﬁ’é Eo specify a time

onstralnt fi

Wrﬁﬂ)ég@g_}&(glﬁg}&li#ﬂ{ content Xn Ac-

| nétﬁnuiia(ted @onstrhie speifidsssmanimundexe intedvdl %6 an hevdhaditesmeasured

a_bek %Io‘%

EhEL P

%QTCQ%? f?ﬂgor%ﬁg&ﬂi?n g ?n%}ﬁ\cl}@ the ac-

46@1m1$1a1@§ eetasuredh perinst Pdimd exicods thedaxinmuyml itigeet lew\@k pixcttied by
t C’th'e %&hhﬁht&f&n%alﬁn a PN

an export usli n a rmve
i nPVERAEPEY O fhegﬁ‘a aé@tfftﬁ%ff ERNSYain

a5 ocgeﬁ‘[sdoggn& pccﬂﬁif aBIRERSRe BRM content

perm SsSi on

Lmeﬂueﬁ% MeHiPE gehitidsgo specify a

padlﬁra@(ﬁn frla péf*mis&l@n afn ﬁlé@wﬁﬁy&oﬁﬁm stdit tTl@lB |o€ a12 endl hlﬁie When the

glst r.ai nt

i Limed sl

on restr

the COﬂS

O R et

gﬁn ?{tasspemﬁed time

Th&nddm@‘ﬂ““hﬁheﬁndhHwG@ﬂSﬁmHWhtommmhpnenoﬁﬁmﬂthﬂconwntm
% (j@ﬁaggﬁﬁg@qnggm&ﬂﬁuvalues shown in Table 2 and
I cate

An Ind1v1dua1 constraint specifies a person to whom DRM content is bound, for

example, using a uniform resource identifier (URL) of the person. Accordingly, if a

device user's identity is not identical with the identity of the person permitted to use the

DRM content, a DRM agent does not permit access to the DRM content. A System
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type of constraint. [89] Table 2 [90] A structure of
informati on of the constraint information field nmay

wo ar0/18¢or ding to a value of the field 464 of PETY&ER2005/001605

[94]

[95]

[96]

[97]

[98]

[99]

[100]

[101]

constraint index+constraint information. [91] A Count
constraint includes a 2-byte count subfield to specify
E:g@orﬁﬁhliﬁt spetifeeh IDISISI: s9gt§mgfr&moﬁtént pvfogs?ﬁblle gﬂchit&tﬁlﬂs i@ which

unt onstralnt 1.ncludes t u | e n .t [, .
subatiang §° Rl xratin & PR it tSiof s g iebied in e
t oSywerh ensticiunt ispagifgespersi@dintdrniaiione ofiét IDRIM syytem dritieecantent
[9 l..C [ i . i e .
haéﬂioaé_é;‘ﬂgﬁ Rl e AT Bl AU fucd T Rlch i bsgrine
ansiROlisan npeic ok dedPRYI fystenc o the SpueiliptefcORM ardhtcetre.
Ant AQB&\l%@fH @@&i@ce%ﬁ%hrl\l@h/{@ \évﬁﬁﬁ(h'a(/é ﬁghéhtﬁ_ﬁtég BWR dthéBa move or
I nterv or an accunu asured period O e
WhFITY SN P& bR (118 —fﬁro{%ﬁﬁ%%ﬁ&r ﬁ@pmﬁ@%gﬁ% g MMC can
| f stblRrahaR O Wihdnahe ROnig3sudid (heMMa, O devioe nmax seats playback
t he maxi mum, i interval specified by.the Accunul.ated
o dPRL MBS R g S8PRY cofEpty il T TP sk e
DRy rtan ueing thd RO starspmcthe MM bor REample Danetriineinformation set for
Coﬁétﬁém%tﬁ@gﬂddéﬂs two tinme subfields to specify a

n for per I

duratio erm ssion and sel ectively contains a )
st ar tThejupdatgof am Rehdorer i a poysdive piREngs fpytbernepermed by a device. In

C ??E@dv@ﬁﬁl@na@ &]{éﬁhﬁ % (08, wﬁ%IDBth abfagk Es m&t’ﬁie:d!igdﬂ (SD) card),
a er a spegcliri.e | an at e. en e e Ine |'Ss .
o ol iR Bon bt SR BRay RS i ot b Por e b ige I the device.
byHawspacwheredhetv obe ROds deved whe@jveAthe IR iswipdia@lt, communication
go%gﬁe%{grl}ccé& Bl TR RS8R dtOpaMaBly s%?%e‘? AU nels® in

ounda, or exanple, using a uni f'ormreso ce
i devenipflarg enbigrinengsf oftthe piseent dmveniders de dpdagt § RQ. f data format

deﬂlicﬁﬁiﬂéslﬁaf%icﬁnfo%%éﬂ fr i@ nfiBfind BBMO &Rl pdMriRidnNRformation of the

identity of the person permttied to use the DRM

coRORLY PameEsd-agent does not permit access to the DRM
cont gftaddifoRyRt &aBRNS iicrblens ROEhdnE han DRMeSies @itk to check

a content .protection architectyre . to jch content, an

anNRECERISIBR MIQIAon oT a ﬁé&i%’@ é‘ﬂg}‘ﬁRng e SIPTas s eéiag“ rmat

i Nolay tie thavad  thereBy stdecmg cositmuaicatiors peshdaddetwenghodevice and the
n . )

or BRI 40eChad BRI T REIE iiOfhERY | |

i ncl dded- » frewgh Silliseste cwiett Paipissign slafup fersnats (¢dipd's baccording to

t heariVegyapI8A) Qfibddi@eko gf @etHrREALRGNIGR. ar chitecture.
v].ce an

[94] Between a.devi n_MVC whi.ch have o

aut heth{if@ 109" i ing e nfprimglen g? 1%65@1% an ROpgadgngrmission in-

befqrenfior ofttle RUnisaelghred eas U BSBIA pomissidn dtives R@mat $pecifies all
can- store. the ) en e 1s stared in the

weret R i e SRR Gyibaed SpShikin b 0 I an

t oexsingpary@etbodmaany pf e peasnnidnventivheam R@es detwitcetlpirayssnitted, but

bag bPth‘s &Qﬁﬁlﬁﬂéd, YRy &H&il@ﬁﬂ:@és@% IOr\]felth:%gd M eed Qﬁ%vice and a

exanple, constraint information set for the RO nust be

uptstEdMMGO5] The update of an RO stored in a portable

St or 2gePRBYcORdREd & BRIAYry&ntRMiE@u of the present invention includes a
content ID field 510, 610, or 710, a CEK field 520, 620, or 720, a message digest
index+message digest value field 530, 630, or 730, and a permission information field
540, 640, or 740.

In the content ID field 510, 610, or 710, a content ID for identifying particular
content that can be used via the RO is set.
In the CEK field 520, 620, or 720, a CEK value for decrypting encrypted content is
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a conventional technique (e.g., when a portable

storage is a secure digital (SD) card), to update the
wRyosts7nwhol e RO may be noved from the port abP@r/KR2005/001605

storage to the device. However, when the whole ROis

noved whenever the RO is updated, comrunication

OV &t he adviee Eail e ied mledmbpeedéﬁmgc&e@m( tzéﬂae portabl e

110215y oo i SRS WA fisel s aeadiaest VA LE Tor fad or 736, message
| ndﬂgqstumfgnhamnc wihrcﬂloncllaatemmhishrvaluéefnt prioyeictigg triteriRDofimckference
peg{‘%éé&&é‘nt' Ry ‘Tﬁé hk%gsag%df § VAR TRY vRfe &&eg\hg@]puhﬁc hash

accord resent |nven
dewlg@@thneqlgeﬁ@cwrﬁyélh@mdg@ mddPRiAdSi on | nfor mat i on of

[103]an R(ﬂlﬂ{ e@ﬂlS‘SféHﬁﬁ‘@HﬁQﬁJ@@él@ 580 Y4896 741L0h erﬁﬁf‘isﬁ)nflﬁfdfﬁltatlon

ma er eby reduci ng comruni cati on over head
be %é%gﬁ gﬁeRfSégeseémd t he portable storage and

[104] r apl dihg conensseli 4 CPSIE mag casswitly a Ity]feQif RQ.110 Ber{qSlZJ]y drh§sdiments of
hrou h .7 |IIustrat R:(ljlrrerg1 SS|on
F oluare bl b8 O aEl 8 Wi By R RS, e RO ypes,
e mabiparentRO bipes.Heyppl esleqatesmrgﬁemal BR. TypE] mmcaltas achild RO.

foafgﬁég ihehddi &emoc information for identifying an

ermss on in formation of the ROis referred

[105]t o a&eale@ﬁgﬁsaA@B&sm%élwﬁwncsmms Péth eestbsepiPEph megelfor a sub-

t yReptieh bREhds Bfddel) deQsibes ﬁ@@be@fm@ﬁle%@maﬁg (ORBA)DRM v2.0 rights

i nf ormat i qn reg L@%lgg t he I'n an exenpl ary
en‘EfS’&?Sﬁ’é’Ht aniage, esent i nvent| on, an RO is not

[106] di r ed®®Dy/cdrreapainig @dhe HibkcripticRSkodes déscabednntthed)MA DRM v2.0
t hgﬁﬁk%}{a Clﬁe?%ﬁlﬁﬁgnﬂF 8@?5%6%%@8%%@21?@9 1?‘81{11‘(}{31%6 R84 LEEK that
exismpight yo plab bagknenetypidd eomeenprie parant R‘aumitlde@ra penpissige gtem and a
a 8(9@&@1% fdr hd Iﬁe?ﬁﬁjss%%en@ tﬂheeretaYll Bf it Eh@bgelﬁzﬁbs are

I ndex+nmessa

620 nessa %
v asiserscndhsBYTA B a0 §55; Tl sure SSoRRM can be obtained

lnﬁmtcpmw\ow cfpeﬁllndbﬁedaﬂlanéélsn /or 740. [100] In the
cont

11071 Ganditb, 5 Mtlsies a SHE SLa prifat K asSuiRe S esiprlity crmbodiment

theftﬁé)presemenvenpdzﬂl] In the CEK field 520, 620, or
[108] . 720 ﬁle%ﬁ?ly “geenE&![ R@)e %%Hltchﬁg a?ﬁﬁgtyogg ?gnﬁlgﬁ&?ﬂltf?%latlon field

I CE€ can use ecelrvin

RS ahigh mp g spfickings e Selgi/di groRD Indeichhada dgasset index

di gets4vad ﬁ@nﬁdsﬁin‘in@é%@ﬁwl@@@él unfbdP-of FBSHAGRs HE16S35, and a
i nf or mat | o E‘Fiﬁgl cates a hash value for

pr SABERPHE ?fmaé'ﬁp #-a reference to the content, is
[109] set . TheeypeRdagdel iicyeist infatnugioh Soridvalifyimgganss ol thel Rloy Table 3
a Eﬂubl |tc tga Igorlthm e.g., a security hash
orltW?ﬁ ? [103] Inthe perm ssion information
[110]f| eI d 540, 640, or 740, perm' ssion information
possessed by the [104] The content of a
3o

CPSF may vary with e of RO I n exenplary
emhodinents of the present iLnvention. tvpes of ROs are

di [ilowe of RQ  gadendificryn ipfrsmation (1 BYIRO | ypes,
General RO 0x01

Child RO 0x02

Parent RO 0x03
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and parent RO types. Typel indicates a general RO
Type2 indicates a child RO Type3 indicates a parent

weRe05[1193] General ROs are ROs that have no reP@El/KRa®s5/001605

[111]

[112]

[113]

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

[124]

[125]

with a subscription nodel (or a sub scription business

nodel ) described in open nobile alliance (OVA) DRM

v2.0 'IlHeQK(g $nd@X @Ieﬁﬁﬁéilhhdgw@déagﬁde{ﬂﬂl&l 548 ?j&ﬁ]de R&8nternal RO ID and

corr espondi o the scri scrii in

© it ERRTRRI B0 Jereepifaly Tha BT BLUR! e PRGN i dpe

paingerhal RSt 112 nedyi Hedredpecfivedy udadsto ade@EK itdhat RODsand aniagdes stored in

t ogRla [ PRflfcencrypted content. A parent RO includes a
ern1SS|on |ten1and a constraint for the perm ssion

| t emThexpeanisgien dides fighd 4 inelufesidenidicpapemforr@sion fer identifying a

'op Snliid N ThOMDPEM Ml idRHave B @Ebddswi refdi€nce to

can be obtai ned at
fab?/vvww opennobi |l eal | i ance.org/. [107] FIG 5
[ | | usttheaiuadetoCRSIstrhdils f&?el@ su% meludBOhecwaibdt afcdnstraint information

ex aodi men f th ention
Thg%g@/ ET%HP nstr tt n(% t10n | ncfzﬂst dlélclg%ieﬁ ae%%ntstr%%é mQLX field 547
pemdieEnpa tymfozﬁ mmnstmmtfané Iac¢0594@,1nt\ﬂ¢l<t$148 indicalgesthe constraint.

Suphd @:pgsc'of &, Et}‘ gt shhed geeﬁ%%scrﬁa@dmljefgﬁﬁ fté ?’ p42, an

asset ndex ermssion In d 544, a
I numbdilGeb ﬂéltﬁﬁéf@ﬁ aﬂ?tSE for @Plaldsﬂ@ acgpiding te gh §1<errap1ﬁ1ty embodiment of

Ihfh@ﬁjﬂ@bhgﬁvéﬂu@hd 546. [109] The type f| el d 541

i ncl i nf or mat j for |det|f ng .a eof
1 a1 Sty g et ks ey Faridd oo fherdiBSdeludes
[ nﬁﬁglefpbﬁhldsﬁpﬂﬁlfaﬂmhtﬁ)hélehbSet [ ndex field 543 incl ude

an i r\}at%&%ks)})e 1\lele &Q% %@ COWI@.@%@%‘?? tC]lEIQ fle}_.sb6%0Daré% gle message

respec ‘er nal
t hélgﬁﬁtl@denamews@ﬂlgm Vﬁw figdd pHEvetbeeeilgscubeiboge.

i den tTHC?GH’EISﬁBH RPoaRgdicATicap §ﬁf 1n§fugése§1bh@1dg hﬁty?@ Gilld41, a parent

pern133|on i ndex i nCl udes

i dBH’tIi[Ef field op randriy SeldP SauqrdiRl Q@Wtﬁ“f yl ng a type of
per m'ISh%It fléﬂh 641 yeaslcoidcpeficitda ligfrhaus BeRRtifying a type of the

de r| Q‘F gfoﬁb nce to Table 1. [113] The

nu S&é’ﬁ P “field 545 includes the nunber of

c ons tTr}m parent ROoMfeld @2 inadhdts idehficiamhnfoomstiorafontidentifying a
é&?réﬁ% ?s“o ! Fhe2404 'R E&Q&%}@L ?812156436}h51{;dés%°k§’f§L of a child RO

Icating a type of constrain
coﬁé‘tqfal nt f| eI d 548 indicating the constraint. The

t y pesiof 7 qARFhicah AFSFBY £ pReRIRJ %@&frﬂllﬁ%:) Wh Exernﬂ:flﬁ'}/%%dlment
114][ FIG 6 illustrates a CPSF for a child

g%EBFeé?IHdn‘feél 9% exenpl ary enbodi nent of the present
[ nveriﬂhe@bntehﬂﬁilelslmoela@héeﬁ demlhehlabdvd?ﬁomnerb thelpmeght RO

f oéorﬁﬁglfnigc\&lﬁlt Athe sﬁ)bstcrelBaOn SeI%Pscrlb %%QJQM% DRM v2.0 REL does
not have a CEK and a message digest value, and therefore, the CEK value field 720
and the message digest index+message digest value field 730 may be set to null.

Since there is only one parent RO allowing particular DRM content to be used, the
CPSF includes a single permission information field 740.

The permission information field 740 includes subfields: a type field 741, a parent
RO ID field 742, a permission index 744, a number-of-constraints field 745, and a
constraint information field 746.

The type field 741 includes identification information for identifying a type of the
RO and has a value of '0x03'.

The parent RO ID field 742 includes identification information for identifying the
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single perm ssion information field. [116] Val ues
respectively set in the content IDfield 610, CEK

wo p@sd1920, and the nmessage di gest i ndex+nmessapeT/BRI@351001605
value field 630 have been described above. [117] The
perm ssion information field 640 includes subfields: a
typﬁeﬁﬂﬁgﬂﬁ t. a parent ROID field 642, and a child

RO URL f d 64 8 he field 64
1261 o] R ertbrien (e R hh 44 e EeArF B S EIE Hingndthe
t ypensohint iorR@tian dichlastoainchidire; ofors@xidlindex fidld]74Thed a constraint

pa‘fi&“hmﬁ%@ %‘%I?h% %&lfdb%% udes identification

arent rights object.
[127] The dWednavhde 3 @gu@rMM@rrfaiy elllcau th AE genesal R QUmd ehild RO that

c hhlh(ﬂfv BQtlbl?lﬁfJ&fnteI{t 12 pla) @ balk 'olr bodtdr %tg%ﬁerﬁl ’B3hd hParddt RO
RO ac 0 an exegg ?ry enbodi nent of the

pr @é&%ﬂow H%feﬁ?lﬁrownge[nm‘?e RiRYe ent IDfield 710 has
[128] been KIE&s8id abEldclab@gﬁim d)mﬂ:‘dfﬁlfe MM 8 @@uicebidifQocmmaxkyiplagy
mnth t eesggﬁﬁ esrgﬂ“gg described in the OVA DRM
"“Boes hod ave a K and a nessage di gest
U29]valudnﬂEﬁdﬁH@bﬂﬁﬁ@b@&ﬂKmetMEKmnéhmhﬂ¢ﬂshdavmﬁmanmwmnehnismﬁ

ﬁﬁ%g@ tdj 'aggﬁ$v%fg:1?%§.fd‘wa§&]5 il cgfegte ﬁlﬁ hvaélalﬁelﬁ'lﬁé)gal%ﬁ&ble Gate

e sét to ere i s on one
paAérﬁv (RS 4) podppiécabian tSp%qyﬁl%JntmrP@ %wﬁAw}Sbyh%@arfoms
t heerfalfasiksN Al Hel@fe Ma§iadgdRadesndly 58 b@ﬁflguﬁf@tbrf@éld@éh the addressable
field 740. U%% %iﬁ%g P m ssion information fiel Tﬁ Jul
i nePRge gyt 24 “5;}88"?"1“&1 W PELT PTHRFEAISORO 'y @ module
f [ E]Iaszl inthitle, By p@y 0§ anqﬂe icodpondidd sueh as software components, object-

PRI LR o BsFphitgne AORAPCREMR, processes

i nfungd@rss atﬁémtfwf, pmacdlusq:s, ulfrowntings, ssameels of gegrdnt yodeg davers
U YR Rhirel Hl?cr&gd@n(qrclﬁ § QaMaldifHalls, dX YBucruded 4 1esT BRays, and

parent RO ID field ncl udes 1dentification
i nYHHARIES] EIFP ﬁla?ﬂcrr@@m IPnyﬁdﬁ% ferip fisrcompopsnyhind Bpflees may be

[ 1&&hbinbeinpefoWes §brﬁﬁoﬂdﬁ£§@ﬁdfm(ﬁiu¢ésm4urtﬁdﬂ 8eparated into additional
d 745, and the rai

number - of - constra fi ons

i e R A S AT e R et ot S S

f|pkdmﬁ%asaﬂdh&ﬁhqmsﬂxamnmeﬁdﬂuﬂe€Pﬂk1mavanbmemmuOnsyamn

descr il

i ncl uo?q %gﬂaﬁ&\‘? ggp%]écrég??eggézf N TEMWOEB% ggz o functlon a

pafunciden el sterg @fliltem or HROppAyrcdion o€ Rxhiengiag Hagfwith a devwe and a

geDiﬁ'l\@tkmit%@oﬁmﬂ) rflﬁ‘l‘éﬁfé&se?@l&%ﬁ R ie@WeQ@IMG 8(90 ?hrcludes an RSA

con aye ac is a

di @gﬁ@m%g LSCSUER kY RANCIAI68 [“%Rdé’lﬁ ﬁg% @ncf # %ﬂYaE‘;‘FéirFﬁ‘F%YWOH

errh@@tiamh (ILKES))f mbdhﬂe Sﬁ@ﬂﬁnha\dermelnbﬂypﬁon flihﬂﬁ(])n laf R etorage module
gﬁgﬂ) wﬁ ée Iqeuon an 111?erfa0ﬁ]n%odgﬂed8!’,10 allbgvor%gt (&Ja%ar, exchange with the

el n,
h adaiven; endo iﬁ&M egmt rmmlh% ) @nREpRing e@rb@pémp@fm IBRM
operations.
[131] The interface module 810 allows the secure MMC 800 to be connected with the

device. When the secure MMC 800 is connected with a device, fundamentally, the

[130

—_

interface module 810 of the secure MMC 800 is electrically connected with an
interface module of the device. However, the electrical connection is just an example,
and the connection may indicate a state in which the secure MMC 800 can
communicate with the device through a wireless medium without contact.

[132] The RSA module 840 performs public-key encryption. More particularly, the RSA
module 840 performs RSA encryption according to a request from the DRM agent
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Array (FPGA) or Application Specific Integrated

Crcuit (ASIC), which perforns certain tasks. A nodul e
woregosasant ageously be configured to reside onP€T&ER2005/001605

addr essabl e storage nmedi um and configured to execute

on one or nore processors. Thus, a nodul e may incl ude,

bymeawle®oexanpl e, conponents, such as software

1331 S oREt S SR SRR Ro0 155 S EOTBETS R R b 55
at transmitt@bto the doechuanesgensmales (awbssrcelskeyssgrg&m gergfated random
pr ?&%Gﬁ‘ag gg%%dgﬂ %&?ﬁer r%;éeﬁ\rgﬁqf(ﬁn LY &R/f%‘é Oﬁ'ﬁe raﬁh&ﬁ lﬁhfn%gr

ructures,
vagmrﬂt@bby thesessinndcly @aasratign ppeuir §80 is fmcrxpﬁ:dt bVethe RSA module

COogRPARNhKEN amn{mydul&ﬁe H@\M%@@{cﬁ%m&ﬁ%rfateé glotiﬁlté%rlo
conp an es. or ur er separate I N
[134] addi ?ﬁ@r{%ﬁ ﬁw{s% PErigmes Sygynsteskey ﬁn%m% Bine t%lﬁ generated
comsgme Rew M@I@ panitulels, ﬂﬁ)AE&mloﬁhlplSéﬁasﬁse@ES Hﬁ‘diylbthﬂltto encrypt a
t he(%/ ec ut e.

sy% etl?§8t]10 eyofr n%l’fl grrln?rgfp L‘&;l Sﬁ&e%% caylﬁndC to eHCérygt otl}Jl(Fr eirnportant

MMDI@otitine édsn@ccsremunucaqorf wite tieoes. la alfl axanplary eofbodiment of the
St b Jié{%ﬁﬁ&{”th@ JesGoRy | ufséH“th)te'nQ&Pme Réccﬂfi‘i!ﬁg QiR RO.

| Cce a DRM uncti on erform’t hese
f u?‘ﬂ}‘f A&Ssencwg% sgustan lvmnslsoandrféhwégl%ﬁn@lsw eRedYAtion such as

84@Ese&n§@§ﬁb@ﬁlay%ug@per ation nodul e 850, and an

11351 v 15 bt SRR ek Rk RS Rls HDS AR AP COME format,

W tvhich hat beangieséribedtabove. an i nterface rmdul e 810

[136] gglegrfh%g) e&gﬁéﬁ@%ﬁ? (Slﬂrotlggtglg %g&e d(? 1‘?1?3?1 e‘i‘ex%%g@ of the secure

DRMME 8081t persornf PBM Omﬂrétlcmt erface nodul e 810 al | ows
[137] we F86U0 % z{\%clg%%%taﬁl &8 G0 HI b BE e AENHISE- embodiment

en the secure is connected with a device,
f uRdBFBFRSENipvenfif | nterface nodul e 810 of the secure

[138] MMC  §Q0ini f;ﬁerﬁérﬁ@tDRMeﬁrbaedafen ﬂ%&?deeiée\mo Re@R al ﬁh&n& a@fetion, a
t he dev ctr.

corEgeT o g e SR Flcuaf &t Fraikehs duaoih sy MMC. o

| ndlatm ahesnait/stcaitve functinh ialow tnigeosmauni atibviy i BCG0comsamts issuer or a

C offgi]ﬁg 'tls%@égﬁ%ﬁ’(‘f BRM E’E‘?ﬁéﬂl] %Féé:gfo%{gﬂ?s@ f@ﬂf&%hg %I? Me@@o includes
puift REAkegdude, 849y stseesion hgprasngratien sgrule| %0, qqqlénwgis module 990

NDghdl l‘i‘a\/%]fhg cREfyhR6IMRINRN, %{E‘éﬁﬁé:ﬁ@ ét@ﬂﬁg@ﬁfé@glg'g?og wifh @storage function,
reques ro en no
seS SIgAck %&@Pﬁﬂ% i PEehgBer \jghérsa%%lvﬁ\q&aﬁwm agent

n umbeﬁlemo benttcﬂﬁmg aaohtrﬁ@mﬂ@totﬂeefodﬁ\the:BRM progedwee.dh @ddidion, the
n‘é es r&n@cee gerner u{leﬁ%d dtg " Ce al'lftﬁn%nesﬁnt?rgcewe function

ran recel ved from
numﬁear dlgplmenmdekﬂ: DY disgpdaysesplaped baely cgesnetr at i on nodul e

850 '”ﬁleq{lﬁﬁc}éﬁte? %Okaﬁl td%)@ aﬁ%@ Vﬁle%@ t@ BSJIH gfe&ate Wit a contents

transmtted t evi ce tﬁroug h the inter od
81I§SU€F 3 a]ﬂglm éSSPESTh% deiiec FEbcapeblain pw %ﬁélemp&dw@ytent from an

engiityiak t}ﬁaugaﬁﬂhegrahﬂ@wgfeﬂ@ﬂanewoseSSI on key. More

?gr tel ul, % ¢ }f ce moc?ule E?O a gvbjsl the %gxglcg 360° toAl\o%Sco%qucrté/(P tl?g secure

MMC. When the device 900 is connected with a secure MMC, fundamentally, the

interface module 910 is electrically connected with an interface module of the secure

[139

[}

[140]

MMC. However, the electrical connection is just an example, and the connection may
indicate a state in which the device 900 can communicate with the secure MMC

through a wireless medium without contact.
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content encryption key froman ROw th the session key
and to encrypt other inportant information during

w@ormsnmecat i on with device. In an exenpl ary enpOOKRe605/001605
of the present invention, the session key is used to
encrypt an RO during nove of the RO The AES

[141] encr ymielRHA hﬁ)dmémoq;l@rsfemlm @R @n@ftybﬁén M(ﬁ’@%ftic@iak@ythe RSA
encr [ enc 0
ol 2 P2 iR N e B0 Bl ius BB hE DRM agent
st moddei%80an SVRF format, whi ch has been descri bed
abov [ T . I I

(1421 200V rnl 1361 LR DO 05, IO 6, 820, ENLORLBIAR o
petrAmsnHtERIv thpeacatrd MMC apd gaergtes@ segsipr key wiiagthe generated
di 'nﬁaagé‘fm I‘Qlfnb@lf” Qﬁi’hzi Fa%d&&%uﬁﬁa%@fe@&?@d trBmARe §2c8PPMAIY. The random
enbodj nent o resent inventjo
i n’b‘i‘r& rﬁen%aiﬁéﬁw/ %Péﬂﬂ‘i‘ ey g%f%@v.%@&g% Epypted by the RSA
semotule 40 und thea ml;anﬁnfttleﬂcdi ilecafre SAMCi th@ugh tecinterface anit 910.
o 2R BB BE G ey
wi tledale 9601 the tzmdpsmmtbeo may beisgletted iirosue plurainy obraDRih numbers

fupGl iRl in 4@ 06 form these functions, the device 900
E’fb éﬁsn}m RSA modul e 940, a session key generation

[143] nodu|13169°51@>9 merle H90 RESoHBHIMENG Yo ke SRCTHE wsing the generated
engdsyiph ke Mo GlattRilars, ql@mwtnoaﬁle 090 @sd¥0AES end@PftioM tbRncrypt a

S EATERERabB S shBTD TR TR B g er mporan
noohibrena®idd daomg cahmunigadachithmdcsleeurt M MEY Tae AMBShancBidion is just
t
PG5S, s oBLP LR B SR P B8 gy o e
[144] f unctlihgreoniedt Hord2s plodylePga gloecsgpotedisgpbiagice ghrpugyléBM The
bagknGh }&éBted hii2h DRE ik CRASHEYH ‘dﬁhg HRERR: LR pRibh RYP. To play

t he deV|ce 00 to communicate with a contents I ssuer
or b%@krth@mrgeqt Peqfested thruehd R Me theonteahensbyRiioR key isRescatsary-
engripplaging @aélemb cbhitenn, e cgtiteﬁt dag iuh feﬁ@l?bteﬂ h&be stored9
tran elve

3] £ NSl el e o 980 LARL TG, BLSLRSE BGML 2100
MM iy epﬂaﬂbha:—k dévidoelag@todude LBhmey be tnplembntad bpadigeid crystal

'\/'\/E‘i’s;t)lfa?j EE(?PE ﬁé\%é ich tapg tﬂlﬂ tfﬁﬁlft?a(flglsw E'HL"@ L%lg d]e§1ce pr Ihorgamc

nnected wth an inter
seglget@lwmesqq@m@@@spﬂweie&@ct rical connection is just

[146] @N eX@RIbIRM Ao hB1E 9PMESHHH AN hERYoVLHsERR deridid 8f the device
Ice 900 can comuni cate with the secure

M\I@:({w t he de
rRSEFGEM Wr%e@é@n%edl um w t hout contact. [ 141]
[147] The R@H«lé@ﬂlﬁr@eﬂtﬁﬁﬁv@ﬁbﬁ chambeq@thicmdﬂ@/yshewa ran@tiesmbed with
articul ar RS
erteFgBRieoh E8tBbt srb e DR PRI BRI Sollpeor
nooidirerPgoll i the 2yt tﬁate'agesscvhang%ey foyam em@datmls nmdlv,ﬂ made therein
9501 HEN&E I\/I\/?I %?roﬁ?ﬂﬂgg i Hﬁ(péad'ogé B B8 }és@ﬁ‘ﬁﬁbérﬁl%ﬁ ab Befifl by the
secure enera SI on Key usin
gef@p&@%clalms For example in the exemplary em odlment 111ustrate in FIG. 3, the
secure MMC 320 may encrypt the CEK using the device public keyH instead of using
the session key when transmitting the CEK to the device 310.
Industrial Applicability
[148] The present invention provides a specific procedure in which a device plays back
content protected through DRM using a portable storage. Therefore, the device can
play back the content protected through DRM using the present invention.

[149] According to the present invention, the device exchanges simplified partial in-
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random nunber and a random nunber received fromthe

secure MMC. The random nunber generated by the session
wahespsgerer at i on nodul e 950 is encrypted by t heP®SKR2005/001605

nodul e 440 and then transmtted to the secure MMC

through the interface unit 910. Meanwhile, instead of

geﬂﬁfn@tld)l’ﬂ@f 4RO ANEHANBI I WES1e IRD i@ tﬁ@ﬁ&ta‘b[b dt@¥ge to play back the

t
SerEtan ey Brehding 4% s SRR Loy G fatveen the
|nd@mh&umkmepdmaﬂeﬁh@géﬁﬁﬂﬂﬂ@dh&dggo per formns

[150] 3 y mTq ah(‘fltlgl? atcg ngp[f) 'tl%rl% E&'np §Hﬂﬁ)crllg I%gﬁé g%?glé%eﬁ}ik%rbontent

e npliqu@teiddhroaléh &Wytﬂa@ daVlé@mnecmecleﬂ@rsms Grihdk pgrtablaoitprage.
[151] RO WINIBreb G, RR8&HioKBY p@@éﬁt iR eRI6H, YO DB TorcBRMIoBN ise of an

rnatl dur at i with the secure MV
%ﬁg‘ﬁdy 4 ta%r ?%re,j tfig gs@emﬁ%uoualﬁdls ‘her
[152] s y mmuher kxelyn an Ry it the poﬁalﬂd"lstaﬁlgaﬁfn(ﬁ nsddy pipraadiraYoysaying

tent stor dul e 930 stores
ol b e PG EGORE LR "cont ent pr ot ect e

through DRMis encrypted using a content encryption
key. To play back the content protected through DRM
the content encryption key is necessary. After playing
back the content, the content is again encrypted to be
stored. [145] The display nmodul e 970 visually displays
t he pl ayback of content whose RO permts playback. The
di spl ay nodul e 970 may be inplenmented by a liquid
crystal display (LCD) device such as a thin-film
transi stor (TFT) LCD device or an organic

el ectrol um nescent (EL) display device. [146] The DRM
agent nodul e 920 control s the above-descri bed el enents
of the device 900 to perform DRM operations. [147]
Wil e the present invention has been particularly
shown and described with reference to exenplary

enbodi nents thereof, it wll be understood by those of
ordinary skill in the art that various changes in form
and details may be made therein wi thout departing from
the spirit and scope of the present invention as
defined by the followng clains. For exanple, in the
exenpl ary enbodinent illustrate in FIG 3, the secure
MMC 320 may encrypt the CEK using the device public
key instead of using the session key when transmtting
the CEK to the device 310. Industrial Applicability

[ 148] The present invention provides a specific
procedure in which a device plays back content
protected through DRM using a portabl e storage.
Therefore, the device can play back the content
protected through DRM using the present invention.

[ 149] According to the present invention, the device
exchanges sinplified partial information of an RO
instead of the whole ROwth the portable storage to
pl ay back the content protected through DRM As a
result, communication overhead between the
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devi ce and the portable storage can be reduced. [ 150]
In addition, according to the present invention, while

w@bagiing7back the content protected through DRRCT/KIR2005/001605

[1]

(2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

[11]

devi ce can check the status of the portable storage.
[ 151] Moreover, according to the present invention,

formalities for continuowﬁgéjﬁggf an RO are defined,
and therefore, the RO can ti nuously used. [152]

Fur t hep, mMh&o@hafted bﬁbkt J&te‘ﬁ@ﬁ&ﬁ@h BoRABE &8Fgk SthRMethod
used, a procedure for playing back using the portabl e

storag%“@gﬁnﬁe finished.Claims [I] A method of playing

back _Cﬁ:th@ﬂlhg s Mtaalem{rh@&ﬂo&ra&hmftag%ht tdglayBidka@ntent protected
conpri sin e storage to

trans U%hrqr%lﬁ’# % oli%é’&? %ﬁ(@m)ent pr ot ect ed

t hr ougtecciivipigtthd rlghtghtpklyman]agemnten( DPRMctedtiroeglv DR tilven the
right h&umfgﬁo knfihe content protected through DRM
fromthe portab storage; and informng the portable

st or ag@ @ﬂn%ﬂwp@ﬂﬂ@ﬁ St@ffag& Qplcaypletirn of a pHabedkrmidlg content

pr ot ecp@ebcidartpiotin DRI wsinB Shd Ment rvx{l%ﬁtéhé/?lﬁybakﬁ & completed.
)

pl ayb iS. C et e

wher e?ﬁﬁ"d‘é‘?‘éloangﬁ]étﬂlt t ‘éfg ffat?etreeml%t ‘8 t@‘t B‘?rffd?ie sipygec and data
dat a t wansfitéd ﬂdmfth@mrtdb&: poapalcelast dcagpedarstgddiranetric-key
encr ypénecd L‘tSI ng symetric-key encryption. [3] The

met hod”'01°7¢i°di m 1, wherein data transmitted to the

por t abTke gicthod gé claimd | dehercinr datestmrtstraded todhe péréable storage and data

port ab&&sﬁh@é@ﬂ@mq rtabfe &ox% @E’orﬁﬁﬁ’ééeark%ﬁd & Bﬁ&r counter

|nd|cat|ng a send uence. The nmethod of claim 3
mherelﬁl5ﬁU¥%ﬁt@QﬂseWéW8% of the send sequence counter

I s set ThHSmBthot andam BUWhetH @dhaianedud B @b géhd sequence counter is

aut hentlcatlon betvve n the

dovi cere FEpe HeO RO MRS e giURaR R Popfighhe porable
t o pl astofage knd hdexdont ent prot ected t hrough DRM usi ng

the ri r I

ol ayi o, RERRH ot SEin B SRS L RS oRBTIEL e, pcctd

i nf or neroush RRMpsineede irlehecqrmrgm:%preé?terémm%mﬂtm@tlon or playing

cont enpa R Eshi@ phdE QO SEN DR 0l anldig: M%@éo&ﬁrﬁ'eﬁhn a
5, wherein the content protected t hr ou
gM ‘bac k t he

encr ypti&s ebisetdRt thegpptepirgoter A thropehP
cont enThpmethea o¢dlatrh ISQWQJElrefﬁRMa UGﬂtélg prétected ghdugh DRM is encrypted

oD | S8 AR T S BB RSP DR e
conpr i 8gingotpainesm ¢antamng cizcrgptmmeled usad wpltatypt therengtypsed content.
obj ect flé)fnethloﬁ of Irﬁ it fd?ﬁlﬁlt %ﬁﬁéﬁg’tﬁﬁfé&hﬁﬁgw&&&ﬁﬁ to update a

portab e storage uring t
pr ot ectighfs phiegifghthorpptent protected through DRM to the portable storage

during the playback of the content protected through DRM.

The method of claim 7, wherein the command to update the rights object
comprises information regarding constraints including a count and time used to
play back the content protected through DRM.

The method of claim 1, further comprising checking whether the portable storage
is in an activation status.

The method of claim 9, wherein the checking comprises transmitting a random
number to the portable storage, receiving the random number encrypted by the
portable storage, and decrypting the encrypted random number.

The method of claim 10, wherein the random number is encrypted according to
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[8] The nmethod of claim7, wherein the command to
update the rights object conprises information
WO e@andieny constraints including a count and tPOBPKBI@4/001605
to play back the content protected through DRM [ 9]
The method of claim1, further conprising checking
whet hegy nﬁrh@tr@%e&@b&@&ﬁdrplﬁs%@a sddsibAkay activation

121 Shae it Bethod RE el Tofefe ey Rt e Bl Sforegs qfihe

por t ab¢ensltidoragfahe plagkickicogiprises repordogniniameion regarding total
encryp C

e B R AR B s
wher el shetcn@tentaﬁq@meﬁm@gh PEMancrypt ed according

[13] tOosymMRthidiGoksyscRBaE¥RIhO M paY BEtkaoRRABINdK S, theIdthod
The method. of claim 1, wherein the informng the

por t abf¥RiH&Ege of t he conpl etion of the playback

conpr i &esivingpaedidigto tiingimitahd Gghtre gBllydiaﬁlgtHeQi)ﬁient protected
constrgi nt I udj a total t total anount

of ¢ niredaif B0 S Db th GRAPLRA S ReLy

t hr ougtrarBRNMting 18] right e plag dads the e:nnlt]entg)ratepueg tirough PR3 to the

back cnfienh oﬁ‘squ\ﬂ‘lé:l% udsf&pnget hod conpri si ng:

receiving a request ﬂansmt the right to play back
the c oﬁ?@mngm@pge%@downﬁ%fe ghighisqibiest fqritgmeagtent protected through
manageprM. (DRM fromthe device; transmtting the

right I back. t conten rotected t hr
1411 0% he BBt J3rEER G usBrstiiediio Vg Ee and dara
r ecei virngnattabfromnbke dovicerdatietaaneryplet! sisiap jsg@imefrarkdyhancryption.

[15] C o nt € n"ﬁi‘]é@ I V\E’l%ﬁ ?gla c@l N9 L\gﬁergﬁl\éa{e{ t}agxls?l}_t&t%ﬁg? df,h

@e@lc%fand élata
I N ta transm evli ce an

dat a t tramshited Bomfthodevidrecatyvise @ sardseduenge enentgpndigating a send
usi ng &gmrl c-key encryption. [15] The nethod of
claim wherein data transmitted to the device and

[16] data t Paghasihod ofclis iy weeraavndaitiabyahig eldhgsadisgduence counter is

sequengg u§1ﬁ RrRlbm M ead biginad Senhseeieanefion[béblechlige device
5, wherein an initial value of the

met hod o
send s (E?galbg]o‘ilﬁ?f)taé? i s set using random nunbers
[17] obt ai n€be mkthod gh clauh hénwhareaini tharipattopby Hable thetewvnteet prottcted

o ) AR R e b T D g e conten
t hr oughrommﬂdd glil Wﬁﬁ@@éﬂ@@?ﬁlﬁw CoRTPaiIseraln; thdriglys object for the

pl ayi ngoaf brdtb@e FORBAIDIRNOL ect ed t hrough DRM anobng
ion.c in the hts ob ect for

i nfor
18] cont eﬁflepms&h@@?@a atrﬂﬁauﬁherﬁp s ftperloRM s
cl ai m dntrypabecaitent tdhe (eongland ppuyaiaelct}e(iohtlehoprgtec@a%magh DRM

is a content encryption key used to decrypt the encrypted content.

[19] The method of claim 13, wherein the command to update the rights object
comprises information regarding constraints including a count and time used to
play back the content protected through DRM.

[20] The method of claim 13, further comprising allowing the device to check an
activation status.

[21] The method of claim 20, wherein the allowing of the device to check the
activation status comprises receiving a random number from the device,
encrypting the random number, and transmitting the encrypted random number
to the device.

[22] The method of claim 21, wherein the random number is encrypted according to
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encrypted content, and the right to play back the
content protected through DRMis a content encryption

whegsased’t o decrypt the encrypted content. [ 1B¢T/KRe005/001605

[23]

[24]

[25]

[26]

[27]

[28]

met hod of claim 13, wherein the command to update the
rights object conprises information regarding
const r ginfthstricnel UHtiptich G sasidn keye used to play

back t th h DRM. .

o hoti 5% AT S3 ay BHBS" CHRFIg rﬁaﬂgF Bl ich indicates
devi cecdmypletimcdd @plagetk vathceonsheprosctef 2rpudhBRMM toodthe device,
of cl altlrLH 1?19111 &hﬁ{oﬂngu& F()r%héc‘f(‘m gteggi j (lﬁea thIY ht‘flgurtlt%f use of the

check |va Ion status co recel vi
randonflgmﬁ’@blﬁctfrom t he device, encrypting the random

nunber A bksﬁ&t{ﬂp@gm@he encrypted random nunber

to the devi The net hod of cl.aim 21, wherein
the T aHUGHTHS ngﬁ%ww@%ta QR €6¥iEh ng

t osymetights oyt @mgeymbd@le witingo@s aeleadt onc kyyptp@dhhts object;
The met hod_of. cl ai

urther co ecel vin
rossagih wkraneR s Bhichdbist et RGP ¥elfad BaFythoieric-
t he coktyemcryption aod publtdakezylgljlhrylpRleandm t he deV| ce, and
i ncl udgs;knf Iy ?jpag[g WpNET=Tolg
anmount §§]fglltglslgé 0 ﬁ% ri gh ) hg&tt g& M}&X}é értf(grgfsgﬁm

st or ag@PEYIFi si ng: an i nterface rmdul e which connects
to a deuéreR theé DRMRbént AdRE fifdsQr s d%}gdsﬂf& Mtc@hamong rights

stores at |east, .o crypted rights

ohr yoiests SBmE M I e ulbSG el fingageavest
per f or rEnsaynaTELlititc kiay baolc thepbhent o tieddviiee- tkepgh the interface
encr A :
Soont "B AR HidhtBon bl R, FRDBARTRO ol iMunone in-

t he DRidrageéon ccrmmrusleé nf thedights abjeghbsing Bjeewrryption owdulenand sends
anong fik QH&@P@Qhﬁ%}rﬁatﬁ)tnOcB ik dé%cterlﬁroﬁlgﬂ ﬁfeﬁn@ﬁh@é:ﬂlodule

storage nmoddl e upon recelving a regﬂuest to transmt
right € mréayl%%%nag% ﬂ%d&lah%ﬁ*fher% et PRMyzgentmotiple Ga%es the
t he i nfightf aBjectmodul e, encrypts i nformati on needed to

Phe i Sheebare Ry mrnEoRRGobRal Gtk bR BTN B eg e afbarats

sends ¢dmprmmg'ypt ed information to the device through

the | n%{?fnfte%ﬁage MR %h%ﬁ%%nn-g&@ (P E[{)%F}Lﬁe %% Age of

rern the es the
r | ght sa @(m}t@gtstor%@g]lo@k g/mg:arsg}rgsscqn@ﬁnt proéeﬁtngthmk digital rights

cont enfapisicR@ne(mN@Vy:abl e storage, the apparatus
conprising: an | ntdelifaﬁehrmdul e whi ch conne tsrfto t he
port abillbelg{}&)[t]é)aéno ule wnic generates a4 SESS10Nn KCy and perrorms symrnetrlc—

key encryption and public-key encryption; and

a DRM agent module which performs DRM operations,

wherein the DRM agent module requests a right to play back the content that is
protected through DRM and stored in the content storage module from the
portable storage via the interface module, receives an encrypted right to play
back the content from the portable storage, decrypts the encrypted right to play
back the content using the encryption module, and obtains a content encryption
key.

The apparatus of claim 26, wherein the DRM agent requests the portable storage
to update a rights object after a playback of the content is completed.

A recording medium having a computer readable program recorded therein, the

program for executing a method of playing back content using a portable storage,
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a content storage nodul e which stores content
protected through digital rights nmanagenent (DRM; an

wep@sygperon nodul e whi ch generates a sessi on kPGT/ERA005/001605

[29]

perfornms synmetrickey encryption and public-key
encryption; and a DRM agent nodul e whi ch perforns DRM
operatm@m&mywhﬁmqﬁmughe DRM agent nodul e requests a

ht t I back tent that t
{hr ougtBRIFEAE St eblid Rk Rty RMAg Biofrapreg: protected
from t theoyzbrdigibil eights onagecaera (DR ) nt er f ace nodul e,

; regreri :’%%el@ﬂlﬁ % élﬂ%? glag/lbqgﬁ d‘légcroﬂ Y prlaﬁeg&gtr%%?)ugl?ﬁwtfrom the
ri ght F@V@kaymbabwnﬂhe content using the encryption

godg L Z}tna(i'}ﬂgrfl Beglonabla sﬁ)%ge?gltcg RpRi¥R b QE}laIgﬁ%’ok dgiiﬂd cobiiét
tﬁg poPreLsied tﬁ%ﬁﬁ&i& SS3 dag dety wﬁwegﬁ%&gma@%ﬂs “gﬁé?te%

pl aybaskeafrdinpenceliurh @mting & comppleetcadabl§ pdlran fﬁﬁ@ﬂiedltllrtgem the
S NS R TN
back cdatientheuséthed eomprisizghl e st orage, t he net hod

conpr i &'c&gm aetg{;‘@eﬂ ﬂortﬁa Ellﬂg th fi%}?ttib Ela?tb‘%lgﬂl% bRient protected
transmt Igl ont pr ot ect e§
t hr ougﬂilrwg@.%zral rllgbuﬁtr%anﬁa%@é WeRM)((rrvyhe dedissi vi ng t he

right gselidvg m@&ﬁgﬁth@ pROBaghthe RoAeRCHrBRcich iadgih DRM to the
fromthe. partabl e and informng the portable

storag@“@CIB&WBP@FtBﬁ“H%q%”bFQ back of the content

pr ot ecteeclvingraciogimddidb wpdatg atrizhtsrabgdet foashkncdnlnt protected through
playbaﬁkb&s conpleted . [29] A recordi ng nedi um havi ng
a conputer readable programrecorded therein, the
program for executing a nethod of sending a right to
pl ay back content to a device, the nethod conpri sing:
receiving a request to transmt the right to play back
the content protected through digital rights
managenent (DRM fromthe device; transmtting the
right to play back the content protected through DRM
to the device in response to the request; and
receiving a command to update a rights object for the
content protected through DRM
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