WD 2005/ 006643 PCT/ US2004/ 021847 1 METHOD AND APPARATUS FOR SECURITY IN A
DATA PROCESSI NG SYSTEM BACKGROUND Field [0001] The present invention
relates to data processing systens generally and specifically, to methods
and apparwowsoFoese4security in a data processi ng syst eneCT/Bswbagmoesnd [ 0002]
Security in data processing and information systens, including

conmuni cations systens, contributes to accountability, fairness,

accuracy, confidentiality, operability, as well as a plethora of other
desired criteria. Encryption, or the general field of cryptography, is
used in electronic commerce, wreless comunications, broadcasting, and
has an unlimted range of applications. In el ectronic commerce, encryption

is used to pMEATHODAND APPARATUS FORSFCHREFYIDNA D&EA | n data

processi ng systens, encrypt PROCESSENGIOYSAENY a participant's
identity. Encryption is also used to prevent hacking, protect Wb pages,

and prevent access to confidential docunents. [0003] Asynmetric encryption
system often referred to as a cryptosystem uses a sane Kkey (i.e., the

secret key) to encrypt and decry mﬁ Wher eas an asymmetric
encryption systemuses a first k(;IﬁyA If’:.e., e public key) to encrypt a

nmessage amngedses a different key (i.e., the private key) to decrypt it.

Asymetric cryptosystens are also called public key cryptosystens. A
probl BA&xi st s B PESPRRIERYSIEOR FEJ3EQ feiadese S&P&%Xétemééﬁ%ﬁfépp yi sion of the

secret key tLamg, SaRREdsiad dppRahPiod BeuritAR @4hta DAcIE iR Sistehliere i s a need

for a secuslpg and efficient provisioning O%Qa secret key between a sender
and a recipient. SUVWARY [0005] Enbodinents disclosed herein address the
above st atﬁdc neeuds(,i by providing a nethod for security in a data
processi ng %gf?foerﬁ [ 0006] In one aspect, a nethod used for provisioning an
accesgpobmy to rSceaityén bateactcasing amd infomedion systenise invluding eomumumeptianpr i vat e
I;ey conpri ssygt%m(sj,i c%%{r{b%%ts itcp gcc%ux?t%iijty?falfr?lgss,vggcéggy?/cgn 1 eﬁéalﬁj%plejr%%ﬁg AZ/ a921847
well as a plethora of other desired criteria. Encryption, or the general field of
cryptography, is used in electronic commerce, wireless communications, broadcasting,
ang has an unlimited range of applications. In electronic commerce, encryption is used
to prevent fraud in and verify financial transactions. In data processing systems,
encryption is used to verify a participant’s identity. Encryption is also used to prevent
hacking, protect Web pages, and prevent access to confidential documents.
[0003] Asymmetric encryption system, often referred to as a cryptosystem, uses a same
key (i.e., the secret key) to encrypt and decrypt a message. Whereas an asymmetric
encryption system uses a first key (i.e., the public key) to encrypt a message and uses a
different key (i.e., the private key) to decrypt it. Asymmetric cryptosystems are also
called public key cryptosystems. A problem exists in symmetric cryptosystems in the
secure provision of the secret key from a sender to a recipient.
[0004] Therefore, there is a need for a secure and efficient provisioning of a secret key

between a sender and a recipient.

SUMMARY
[0005] Embodiments disclosed herein address the above stated needs by providing a
method for security in a data processing system.
[0006] In one aspect, a method used for provisioning an access key to receive broadcast

services in a terminal storing a private key comprises distributing a public key



corresponding to the private key; receiving a secret key encrypted by the
public key; decrypting the secret key by the private key; receiving the
access key encrypted by the secret key; and decrypting the access key by
the secret key. An alternative nethod used for provisioning an access key
to recei vWORIGAN6ESt services in a termnal storing a PEIUS20402k837
conprises distributing a public key corresponding to the private key;

recei ving the access key encrypted by the public key; and decrypting the
access key by the private key. Anothey alternative nethod used for
provi si oning an access key to receive broadcast services in a term nal

storing a secret ke onprises.recelvin i > ding to a
private ké?WeSé’ﬁE‘i“?/%{Ol tﬁ%{;ﬁﬁa&e g@'c Fet K&y %C%%kﬁ%k%ﬁa% tﬁ%@gﬁégﬁg’di ng the
encrypt ed Re§peig theyicret kEEby thegrivar kegaessvikethe anwmsykdyezhchyptady thecr et

key; and decrypting the access ke%/ ﬁ%}, he sggret key. Jltoog%q]t@n anot her
aspect, a SAEEHEY: ‘H’éiéﬁc%?n%j'ihsla?‘ieﬁ% Py ERHSGEE 695 ‘k%%% AN UBY oadcast
servi ces g[ng%]o@isﬁﬁi%g%ﬂtacdaémégd@&a&&%&éa_a@s‘st §ePABds\A a@eraﬁmbdoﬁﬁ%key _
correspondi to a private key; encrypting secret key using the public

key; sendimiyatetrey cemptisgptisdibsting apulliskey epwespprdingtorthePdvaekey: key using
the secret key; and sendi : ive

met hod useracell%?g @legf?eis%% %ﬁg&?ﬁd&?@fé&é 1Poﬁk1§$e$%ﬁ§§§cgﬁ?t§1§ tﬁ?%%g%sg%?@ger vi ces
froma conhepiivdss eyl dabtieenlprhgns nicloel usedfpr arqyisdining &eaccessdey &spondi ng to

a private key; encrypting the access key using the pubic key; and sending
the encrypeedvedueisast ﬁ@ygewﬁ@ttw@ﬁmgﬁr‘% tcﬂ%’%nﬁ%éacef%?g%i stributing

an acces gprdggé’ ké}pcq?fegﬁenaﬁlg% QPHCAS key RAMiyS@S the QTred kePHith ilie pibliy kekgr

havi ng st a‘private ey conprises distributing a public key

cor r espondiending theteherypledl geeres krpyrecqivas ﬂ\?iaﬁﬁs%lkeYseé‘EWQfed@ﬁh%%W%?kd by the
public key; Crypti ing the private key; encrypting

t he accessdnﬁgigcﬁét?nr%tﬂgﬁéggse%??&%eeg&?%%@'sendi ng the encrypted access key.
[ 0008jood @ st ithlanthertamesct, aspethed usep farditiimting an peassd kdyoniprayiden access key
to receive broadcast éervi ces in adt erm nal stor.i ng q%}gcrievate key

conpri ses BFBRIFESYVICET LORASAPIAGPRVHUIRTRE SRy L 6P B8P &g to the .
private keyytRADRg IOk phPaEkY; BicrIpHRRtdart kegYisaahie/Ribtid kepyseiding thabl i c
key; means for decrypting the secret key by the private key; .mst%ns for

Kk
recei vi ng trieeyptedeesst Yegyensrmtip thecpepgss ﬁ%u%lé’ct?‘@ﬁe%%?y;aﬁ?é_sﬁ%?% for
e P MOy AEEES Rerk U Plerh it SR Rlusk Pl aAHRLERN Bk M IRPAr Al U5 For

provi si oni Ag access receive br cast services in a term nal
storing a poiidabmaleyt eoiesifoesa oeses pfaider dimprisebreceingga pobt key key
correspondi ng to the privat

encrypt ed HRCEPRAMIRGAP ? By ,Ecg%ér%g@%gtﬁ? %‘%E’%fg% (P:' )(?‘ Iﬁf%/’i% ﬂ% éutﬁgc 1%??232@: ° k lé; Y by

the sending the encrypted access key. Another alternative method used for distributing an
access key to provide broadcast services from a content provider having stored a private
key comprises distributing a public key corresponding to the private key; receiving a
secret key encrypted by the public key; decrypting the secret key using the private key;
encrypting the access key using the secret key; and sending the encrypted access key.

[0008] In a still another aspect, apparatus for provisioning an access key to receive

broadcast services in a terminal storing a private key comprises means for distributing a
public key corresponding to the private key; means for receiving a secret key encrypted
by the public key; means for decrypting the secret key by the private key; means for
receiving the access key encrypted by the secret key; and means for decrypting the
access key by the secret key. An alternative apparatus for provisioning an access key to
receive broadcast services in a terminal storing a private key comprises means for
distributing a public key corresponding to the private key; means for receiving the

access key encrypted by the public key; and means for decrypting the access key by the



WO 2005/ 006643 PCT/ US2004/ 021847 3 private key. Another alternative
apparatus for provisioning an access key to receive broadcast services in
a termnal storing a secret key conprises nmeans for receiving a public
key correwpmoas/mg4Bo a private key; nmeans for encryptirgrtbwoseesset key
with the public key; neans for sending the encrypted secret key; neans
for receiving the access key encrypted by the secret key; and neans for
decrypting the access key by the secrg§ key. [0009] 1In a further aspect,
apparatus for distributing an access key to provide broadcast services
froma content proviqgrdgonptises neaqs for,receiviQ% agggglic.key

cor r esponditygtetksy-a APPINGAEMREYE ARPaLHES IPRrOUSOPE AP AEFEREPEP &Y usi ng t he

public keyﬁroa}]dggs"tieé'vifc% in298eHiRg stohig ‘ﬁ@%ré’tﬂie?@oﬁﬁﬁieﬁtmelﬁﬁé’for eRamefOr
encrypting the access key using the secret key; and neans for sending the

encr ypt ed mibiekey doagsponding|te & private hey; mespuioncnrsyRtee ths secret ke withthén access
key to praovide broa i.ce e ' IRELSes means
for recei \R“'Rg"' léeypﬁfbegﬁsgf%&see%% rtgee%ﬁgﬁﬁansgcégﬁg’ %%?Q/Sgg) gfé&éelg{ngqnea%ésgf or
encrypt i ngelylacraped bg theaycratsieygaridnresns Borclebigytingthel acressiseyftorthesndt ng t he
encrypted access key. Another alternative apparatus for distributing an
access ke;}‘etyo provi de broadcast services froma content provider having

st or e@odd) Pr i Vatrg Je¥her GHRBY hppRafatiEEB N SisthiBhtikll £ debdde kb Frovidbbioaddesty
corresponding to the private key; neans for receiving a secret key

encrypt ed seyvices &ropubsdnenk pipvidepearaprises mgasHOerHYNE RPUBECKSt  key using

the private key: : J usi cret key;
and means 8?%;3 gﬁ%?ﬂép{lﬁ%‘a gﬁg %g%ée@gg%%@s@g%g@& X{égé%l lﬂ?%pu%? ﬂ(fﬁa further
aspect, nmaakinsorrseadiabihe enagptadracss dey;oneaps foviesirgptingghanccessdegssingey t o

recei ve bropadcast seryices in a.,termnal storing,a private.key conprises
codes for P SIFStESEYi%A Imfia BF fe(?d’l?@)}}m Wf@zeﬁlcﬁq!aﬁsgée*%a\r@ngpmgte [(rgyl;

codes for fReRusifeitistAbERG R ace8Yk&NS hydhi@tbrbyichiteitot fromkeypntesndes for
decrypting the secret key b private key; codes for receiving the

access k eyP@Wé@%@MWWQ%J@ %quéﬁn&%wblﬁ ey EQERsRONdR LoFeREPPIsteNg t he
For pr ovi 2P ae L B R B s P L ormi nal
storing a @riypaidecksykeyonrdtisesltenatés apparas Sirrdiduitlting an apeesd kay tkey
O eSO M Bk Bl i OIS AR BECSSS |
the privat@uifikes NORE R disdibi@mBatju¥Be R&CIIrREponemdad R private key; means

for receiving a secret key encrypted by the public key; means for decrypting the secret

key using the private key; means for encrypting the access key using the secret key; and

means for sending the encrypted access key.

[0010] In still a further aspect, machine readable medium used for provisioning an

access key to receive broadcast services in a terminal storing a private key comprises

codes for distributing a public key corresponding to the private key; codes for receiving

a secret key encrypted by the public key; codes for decrypting the secret key by the

private key; codes for receiving the access key encrypted by the secret key; and codes

for decrypting the access key by the secret key. An alternative machine readable

medium used for provisioning an access key to receive broadcast services in a terminal

storing a private key comprises codes for distributing a public key corresponding to the

pri;zate key; codes for receiving the access key encrypted by the public key; and codes

for decrypting the access key by the private key. Another alternative machine readable

medium used for provisioning an access key to receive broadcast services in a terminal

storing a secret key comprises codes for receiving a public key corresponding to a



medi um used for provisioning an access key to receive broadcast services
inatermnal storing a secret key conprises codes for receiving a public
key corresponding to a WO 2005/ 006643 PCT/rs20041021847 4 private key;
codes forwenooypsisag the secret key with the public kepct/osmesoziar sendi ng
the encrypted secret key; codes for receiving the access key encrypted by
t he secret key, and codes for decrypting the access key by the secret

key. [0011] In still another aspect, qpchine readabl e nedi um used for
distributing an access key to provide broadcast services froma content

provi der conprises codes for receivin a public k corresponding to a
private k@yi?/afééié)z%ofi‘%ﬁrfoé?ﬂ?ﬁ&?&f‘gﬁ& SeEEl Vﬂ@‘)}g%gﬁlﬂt‘}%ﬁecc’.dﬁﬁggﬁp © codes
for sendi Ql?eénfégtp‘i’{(ags;?&@g 88; 8RR B rtiBHingRPERC oy RRGH YR DI WErerRBESS ey

usi ng the secr codes for sending the encrypted access key.

Al t er nat i wed codes fioriscryptivthe ecosedkayrbydbesectebkeydi st ri buti ng an access key
to provide broadcast ,services fr.o ! L odes for
recei¥?y a puph Ft@?%‘&h@r 3%%6%%(6}% i ﬁgdat%gqugﬁél}l\%&éfogg{,sﬁ@gg%gé ?%F’ =

encrypt i Ngel REprR0HIE Bodkest t3Vieg fidnea pothért phejder canprises dedes forresstving ng t he
encrypted access key. Another alternati v%égachi ne .readabl e rredi um for
di st ri but iamybkin kewe®esponding:ie a BRYYF He: GPHadRERICTYOURE PEEE KeY BHIR E ont ent

provi der AKI0e,3 LOARG0ARELY e nbiGicd QPRI IERoBAIBE olchfplE Y dcbats | ng o

t
public ke correéspondi e fprlva_te key; codes for receiving a secret
key encryptegadsiny thersecrepkdyt i dodgs for sapdingftior engenisancrety keheASIBRBE key

i th t ; d f . t. L th
B AL AL

secret key" sendi ng ccess
above enbagivi®sront Heomat peivideeyommisehendas foe giceiviret 4 publicégy or a tenporary

key. BRI EF DESCRI PTI ON OF THE, NGS [ 001 Various e dinents wll be
degcri bed GOHCHRONGINE L p PHVEF%P@/I; &ﬁ%@%f&nw S S }La%eﬁ%ke%dpg%gﬁ%éuﬁ%ﬁ%wch

like ref erﬁ?%@dé@‘fﬁ?&ﬂhﬁg Rf @EryhRdlabdeSs Ry NBidkter aitdiRdtBietnachR@tddatit G | A i's
a diagram of a cryptosystem 015] FIG IBis a diagramof a symetric

cr ypt osystreedium{fo0dig}ibming ankeress key t@ipagyidamhregdcast seyipRbE P 4CoBIPht osyst em
([aogil Zl]gr Zlm% ‘:JLI e%%g%&%i&o%%fp 2? (')\ﬁateslgegﬁ:gﬁllpﬁge%rcxgésif81ndi§t¥iﬁﬁt%@ a pl[b%@%@)l' FIG IEis
corresponding to the private key; codes for receiving a secret key encrypted by the
public key; codes for decrypting the secret key using the private key; codes for
encrypting the access key using the secret key; and codes for sending the encrypted
access key.
[0012] In the above embodiment, the secret key may be a registration key or a

temporary key.

BRIEF DESCRIPTION OF THE DRAWINGS
[0013] Various embodiments will be described in detail with reference to the following

drawings in which like reference numerals refer to like elements, wherein:

[0014] FIG. 1A is a diagram of a cryptosystem;

[0015] FIG. 1B is a diagram of a symmetric cryptosystem;

[0016] FIG. 1C is a diagram of an asymmetric cryptosystem;

[0017] FIG. 1D is a diagram of a PGP encryption system;

[0018] FIG. 1E is a diagram of a PGP decryption system;

[0019] FIG. 2 is a diagram of a spread spectrum communication system that supports a

number of users;

[0020] FIG. 3 shows a simplified system for implementing BCMCS;



[0019] FIG 2 is a diagramof a spread spectrum comuni cation systemthat
supports a nunber of users; [0020] FIG 3 shows a sinplified systemfor

i mpl ementi ng BCMCS; WO 2005/ 006643 PCT/ US2004/ 021847 5 [0021] FIG 4
shows a twiomomados@aapabl e of subscribing to BCMCS to regei/u€oodizhda medi a
content; [0022] FIG 5A and 5B show provisioning of a secret key in a UM
[0023] FIG 6 shows provisioning of an access key in a UM [0024] FIG 7
shows an exanpl e nethod for provisi oniyg a secret key ina UM [0025]
FIG 8 shows another exanple nmethod for provisioning a secret key in a
UM and [0026] FIG 9 shows an exanpl.e nethod rovi si oning an access
key iROHI U M Thehoms apfexseingls3padlG C[r}gbt?sﬁlblpﬁtq ﬁéﬁ%ﬁod‘\?f‘?ﬁ‘ée descri ption,
speci fic dghpinkSiadbsedt VEN to provide a thorough understanding of the
enmbodi nents.” However, It will be understood by one of ordinary skill in
t he aj0022 hat t F8Gefvboud fBshew proyisheingra eseaeideniin AVt hese specific

det ai | or e circuits may b o lrock di agranms in order not
to ob@@é?e theﬁﬁg%g‘?%rﬂrgwiﬂﬁma%Hg%ne%g%?ggglent aiT.” I n other instances,

vel | - joppsn Ci r QIGT B shovis dnGixeingle metind foembrisiguing asegretieyshaWfiM;n detail in
order not to obscure the enbodi nents. %ig)OZB]V,AI so, it i; not hat the
enbddiofSht s maylEed shavsrangihgr eramplepeshedior ovisiPning 3sa5ret fFaynpa UM
fl owmchart ’an? flow diagram a structure diagram or a block diagram
Al though a tlowhart may describe the operations as a sequential process,
many ©fR2dhe opf@Ga? slmves anaaxabplepestiaskipeprovisiopiginlastespkeiarnddiMent | y. I n
addition, the order of the operations may be re-arranged. A process is
term nated when its operations a t process may correspond to
a method, a function, a procé%?éﬁ‘]g%%ﬁéﬁlb@ﬁﬁﬁg a subg%ogéam etc. Wen
a proe¥d cor r d8gefelovingalesciption shecifiq details @pngiven PAROHET 3 BOFYSAs to a
return of Gl 0P et iR, THRR VLR B8 ufder$thd BRbr ofoifdrl ON.
[ 0029] Wr%qﬁeggaﬂ@ggﬁgﬁ}eggﬁogﬁn syst emsVaFe VIVI ge_luy e(ﬁepl 0}5152%_ jtoo prov?de
vari ous t y§kilbin thé art drahtheicodbilioentsmedy tapracticesbwitat thesesngcidic dewil. Fhese
systens may be based on cod di vi.si,op nul tipl S oMy, tine
di vi si on {nlp]& @ITChits é‘?éf%ﬁfﬁmrj in b&?cko qms in Dr&er Bt osbséu e

embodiments in unnecessary detail. In other instances, well-known circuits, structures

and techniques may be shown in detail in order not to obscure the embodiments.

[0028] Also, it is noted that the embodiments may be described as a process which is
depicted as a flowchart, a flow diagram, a structure diagram, or a block diagram.
Although a flowchart may describe the operations as a sequential process, many of the
operations can be performed in parallel or concurrently. In addition, the order of the
operations may be re-arranged. A process is terminated when its operations are
completed. A process may correspond to a method, a function, a procedure, a
subroutine, a subprogram, etc. When a process corresponds to a function, its
termination corresponds to a return of the function to the calling function or the main
function.

[0029] Wireless communication systéms are widely deployed to provide various types
of communication such as voice, data, and so on. These systems may be based on code
division multiple access (CDMA), time division multiple access (TDMA), or other
modulation techniques.

[0030] A system may be designed to support one or more standards such as the
"TIA/EIA-95-B Mobile Station-Base Station Compatibility Standard for Dual-Mode
Wideband Spread Spectrum Cellular System" (the IS-95 standard); the “Global System
for Mobile” (GSM) communication standard based on TDMA; the “Universal Mobile



nodul ati on techni ques. [0030] A system may be designed to support one or
nore standards such as the "TIA/ ElIA-95-B Mbile Station-Base Station
Conpatibility Standard for Dual - Mbde W deband Spread Spectrum Cel | ul ar
Systent (the 1S-95 standard); the "G obal System for Mbile" (GSM
communi cawviooogtwardar d based on TDVA; the "Universal MI/ugowd22005/ 006643
PCT/ US2004/ 021847 6 Tel econmuni cati ons Service" (UMIS) standard which is
a third generation wireless service based on GSM comruni cati on standard;
the General Packet Radio System (GPRY conmmunication standard which is an
evolutionary step fromGSMtoward UMS; the standard offered by a

consortiu aned "3rd er.at, r hi Proj. " ichis
Crbod ed hAa0E RS SRRt s@?@aﬁ#ﬁ%ﬁﬂ& i h iR fenegE bl 211, 3G
TS 25. 212, 5e8%2¢ b3scdpn3SV cdhtm3fzaficn &mdAid thedGentfil Pack2ORadib Sgstesh CDVA'
standard); the standard offered hy a consortium nangd " Sr Gener ati on
Par t ner shi (FPRSHf@pmupicaty SrAdiEHHS AR CEHBATRBES ml"i*l@é@ﬁ%”%ﬁysi cal
Layer Sta . s - Ton(B@ 2000

st andar d) WBT%Q'Eg%ﬁggﬁgﬁgg?% cﬁ@%ﬁﬁ“@fﬁﬁiﬂﬂgﬁg%@% of 81131?3 for

wirel ess cRojeuti(3GRER)ovhichhistevabedied in 4 sef phdacnments inclusdingpgumest¥ps. 46 a base

station, S Vi as [ LCR. Ir poses of
expl anat i gﬁj‘zf%ﬂ’gélﬁ%‘ﬁ;’éﬁg%@;ﬁgha%do%@irgggglg’ ﬂjgg?g?éo gg@%?‘r um
cl()trr1mni fat(tpmr;pﬁétmd_ 1) C@8 stafded bifved by Eabﬂ%aﬂﬁ)%z sarsddet3ed Gg?dnmvtﬁemer, 032]

al ternative enbodi nents nmay incarporate anot he ar, stem A
crypt osystRamneshia Psgietiad (%ép%?)é’dﬂ‘?hslﬁ ﬁ@%ﬂﬁg‘g’é’g%@%g? g}ﬂ@%%}@%&@%gci fic
group of T BREAGE dhdgystrates a basic

crypt osys@%%%ﬁoﬁé%?%g?%gﬁy I s§?ﬁe(t}éﬂ5@0(%docsﬁgati 29 and usi ng

crypt 06313t ens. Hacly ptandrad definss ithe progessdng ofakata fior wiRlesoCoariestigat ens, i.e.,
recei vi ng ,and underst andi h . VO £ £.hi e

Speci 1 ¢ ot o THLR g JEARAGR A FRIOHE U P fecPBlg oM Mun
message ismbEleadeviRg. For papescpbiéxplaaxtionytsdolipaviog distwssion emtsideth® encr ypt ed

nmessage is called a ciphertext, wherein ency i Lacl udes any nmeans to
convert plPrSIEERECUUA CPIEPHHEHIOBSYSEm Fnsisiant W}ﬁ Wb@gsyéﬁﬁpsnean s to

convert ciRhefeeXiteinnli® QhHdthentd may irBerpofaBCabRier kibRiar@Eys@inlal message. As
illustrated in FIG 1R the plaintext nessage is encrypted to form a
ci phefa0ddit . TheA ciyptesystemnis 3 methheal disgrisingaeynazes deusralgyvag aspesilieover t he

PNt oxt grgfan Beb IS A Elo e RhALRE ¥l AAIELARR Rk AFRRIALAYOr o er o

Cryptography is the art of creating and using cryptosystems. Cryptanalysis is the art of
breaking cryptosystems, i.e., receiving and understanding the message when you are not
within the specific group of users allowed access to the message. The original message
is referred to as a plaintext message or plaintext. The encrypted message is called a
ciphertext, wherein encryption includes any means to convert plaintext into ciphertext.
Decryption includes any means to convert ciphertext into plaintext, i.e., recover the
original message. As illustrated in FIG. 1A, the plaintext message is encrypted to form
a ciphertext. The ciphertext is then received and decrypted to recover the plaintext.
While the terms plaintext and ciphertext generally refer to data, the concepts of
encryption may be applied to any digital information, including audio and video data
presented in digital form. While the description of the invention provided herein uses
the term plaintext and ciphertext consistent with the art of cryptography, these terms do
not exclude other forms of digital communications.

[0033] A cryptosystem is based on secrets. A group of entities shares a secret if an
entity outside this group cannot obtain the secret without significantly large amount of

resources. This secret is said to serve as a security association between the groups of



encryption may be applied to any digital information, including audio and
video data presented in digital form Wile the description of the

i nvention provided herein uses the term plaintext and ciphertext

consi st entwwondobdmosdae art of cryptography; these terns dect/09hofeeedsnde ot her
forms of digital conmunications. [0033] A cryptosystemis based on
secrets. A group of entities shares a secret if an entity outside this
group cannot obtain the secret Without7 significantly | arge anount of
resources. This secret is said to serve as a security associati on between
t he groups of WO 2005/006643 PCT/ 1JS2004/ 021847 7 entities. A .

cr ypt osysteafiistay EPIESYEEM BEY %ﬁcg}{ecgq)@gtﬁq?gqﬁﬁlg}ls,m%? ﬁacéé’ig‘?nﬁfnégri thmis

| abel ed a’lgbegéaeanh%qlﬁel%é c%l?éd'k%gs.‘Aeé&%sme‘hﬁyﬁgtfdn%yﬁ&ﬁw&td @flekypt em uses

a sanme key 0 encrypt and decrypt a’'nessage. ‘A symmetric_encryption
syst em 20 tbsndrpptiand dedray aimessdPeGA syBImaiheewryPtionshstera@0éndlpsttdddn and

decryptio tilize a rivate ke asymmetric
encrypt i o&lg‘yl]%e”?zﬁqeﬁgjég’gtg‘%?&%ofm&lg? a?%?%%’&g%ﬁbgil%sg%ﬁgﬁgﬁ elkfég' key to
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the information, or a myre efficient and reliable solution my be to use a
public kefpesgrpneayedamih theppblicdkey publ i c-key cryptosystem defined by

Ri Vesp]osﬁham ru?ﬁfb@lenﬁ@ﬂiﬁ%yﬁﬁ%‘c%%t&@sl&nsdﬁ sietesed pheistindiehow. The RSA

systemis used the popul ar secur] tool referred to as Pretty Good
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[0036] PGP combines features from symmetric and asymmetric encryption. FIGs. 1D
and 1E illustrate a PGP cryptosystem 50, wherein a plaintext message is encrypted and
recovered. In FIG. 1D, the plaintext message may be compressed to save modem
transmission time and disk space. Compression strengthens cryptographic security by
adding another level of translation to the encrypting and decrypting processing. Most
cryptanalysis techniques exploit patterns found in the plaintext to crack the cipher.
Compression reduces these patterns in the plaintext, thereby enhancing resistance to
cryptanalysis. _
[0037] PGP then creates a session key, which is a one-time-only secret key. This key is
a random number that may be generated from any random event(s), such as random
movements of mouse and the keystrokes while typing. The session key works with a
secure encryption algorithm to encrypt the plaintext, resulting in ciphertext. Once the
data is encrypted, the session key is then encrypted to the recipient’s public key. This

public key-encrypted session key is transmitted along with the ciphertext to the

recipient.



Conpr essi on reduces these patterns in the plaintext, thereby enhancing
resistance to cryptanalysis. [0037] POP then creates a session key, which
is a one-tinme-only secret key. This key is a random nunber that my be
gener at edWorom/@ns3r andom event (s), such as random norenestss/@issanouse and
t he keystrokes while typing. The session key works wwth a secure
encryption algorithmto encrypt the plaintext, resulting in ciphertext.
Once the data is encrypted, the session key is then encrypted to the
recipient's public key. This public key-encrypted session key is
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nunber of thstdweys andxdhengedsaph haboth theiserdenendygeaiver|cen serfamgacePiett s and
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and receiver can both encrypt and decrypt messages. Further, it is desired that key
exchange be performed so as to preclude interception by a third unintended party.

[0041] FIG. 2 serves as an example of a communications system 200 that supports a
number of users and is capable of implementing at least some aspects and embodiments
of the invention. System 200 provides communication for a number of cells 202A
through 202G, each of which is serviced by a corresponding base station 204A through
204G, respectively.

[0042)] Terminals 206 in the coverage area may be fixed (i.e., stationary) or mobile.
As shown in FIG. 2, various terminals 206 are dispersed throughout the system. Each
terminal 206 communicates with at least one and possibly more base stations 204 on the
downlink and uplink at any given moment depending on, for example, whether soft
handoff is employed or whether the terminal is designed and operated to (concurrently
or sequentially) receive multiple transmissions from multiple base stations. Soft
handoff in CDMA communications systems is well known in the art and is described in
detail in U.S. Patent No. 5,101,501, entitled "Method and system for providing a Soft
Handoff in a CDMA Cellular Telephone System," which is assigned to the assignee of



t hrough 202G each of which is serviced by a correspondi ng base station
204A through 204G respectively. [0042] Termnals 206 in the coverage
area may be fixed (i.e., stationary) or nobile. As shown in FIG 2,

vari ous twonoesloss4206 are di spersed throughout the syspenusihegsdrissyer m nal
206 communicates with at | east one and possibly nore base stations 204 on
the downlink and uplink at any given nonent depending on, for exanple,
whet her soft handoff is enployed or ether the termnal is designed and
operated to (concurrently or sequenti aI I y) receive nmultiple transm ssions
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Stations (BSs) transmit HSBS related parameters in overhead messages. When an MS
desires to receive the broadcast session, the MS reads the overhead messages and learns
the appropriate configurations. The MS then tunes to the frequency containing the
HSBS channel, and receives the. broadcast service content.

[0044] There are several possible subscription/revenue models for HSBS service,
including free access, controlled access, and partially controlled access. For free access,
no subscription is needed by the mobiles to receive the service. The BS broadcasts the
content without encryption and interested mobiles can receive the content. The revenue
for the service provider can be generated through advertisements that may also be
transmitted in the broadcast channel. For example, upcoming movie-clips can be
transmitted for which the studios will pay the service provider.

[0045] For controlled access, the MS users subscribe to the service and pay the
corresponding fee to receive the broadcast service. Unsubscribed users should not be
able to access content broadcast by HSBS. Therefore, controlled access is achieved by

encrypting the HSBS transmission/content so that only the subscribed users can decrypt,



t he appropriate configurations. The M5 then tunes to the frequency

contai ning the HSBS channel, and receives the broadcast service content.
[ 0044] There are several possible subscription/revenue nodels for HSBS
service, including free access, controlled access, and partially
control | eWOROEEWE43For free access, no subscription iBCTIESMeH2I847t he
nobiles to receive the service. The BS broadcasts the content w thout
encryption and interested nobiles can receive the content. The revenue
for the service provider can be genergged through advertisenents that may
also be transmtted in the broadcast channel. For exanple, upcom ng
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28, 2002. GEneraII BCOMCS dat rV| ed on the Internet
Protocol (H1F)3 ShP—’W&a SmpHEGL nﬁtv’é‘lr%%bf Oédmﬁ %W?‘g ﬂ'i AR™ERENt i ng
BOMCS. | n 8t Wik andRP autiod §02RE6R s drslidi fé»f PzidlEBﬁiieQHDht& syravé ded to
Packetized Data Service Network (PDSN) 330 a Content Source (CS) 310.
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information is provided as packetized data, such as in IP packets. PDSN 320
processes the IP packets for distribution within an Access Network (AN). As
illustrated, AN is defined as the portions of network 300 including a
infrastructure element 340 such as a base station in communication with a plurality
of terminals 350 such as mobile stations.

[0048] For BCMCS, CS 310 provides unencrypted content. Infrastructure element
340 receives the stream of information from PDSN 330 and provides the
information on a designated channel to subscriber terminals within network 300.
To control access, the content from CS 310 is encrypted by a content encryptor
(not shown) using an encryption key before being provided to PDSN 320. While
content encryptor may be implemented together or separately from CS 310,
content encryptor and CS 310 will hereinafter be referred to as a content
provider. Note that a content provider may also comprise other elements and/or entities
such as a subscription manager, a key generators and key managers. The subscribed
users are then provided with the decryption key such that the IP packets can be

decrypted.



processes the EP packets for distribution within an Access Network (AN).
As illustrated, AN is defined as the portions of network 300 including a
infrastructure el enent 340 such as a base station in communication with a
pl uralitywooo@saBnal s 350 such as nobil e stations. [POHB$208021BCMCS, CS
310 provides unencrypted content. Infrastructure elenment 340 receives the
stream of information from PDSNN 330 and provides the information on a
desi gnat ed channel to subscriber term,nals within network 300. To control
access, the content fromcCS 310 is encrypt ed by a content encryptor (not

shown u5| ng an encr on ore be r vi ded. t o. PDSN.,320. Wil e
conte éncryptl‘é?rc CB{@IIVWEf%rgﬁL%‘H taotﬁ adt e %E?glfr ot ayRFeEBE s 310,
content engryRikof, fleivEDrokeadi dohtehe MRifht aoo kempgi&r s dnteMangl@ cont ent
provider. Note that a content provider nmay al so conprise other elenents
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through an infrastructure el ement (not shown). Term nal 400 includes a
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expl anati on n 0 have been separated, but in some
enbodi msntcsrcmtb&rﬂloﬂ@ébumptomsmgﬁmtmya}bl@ mnpﬂéelganeﬂdesdclt @g‘él@lh%ﬂsalas one secure
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units may ORIt mmj\,gnent ed such as Universal Int egrat ed Circuit Card (U CO
, Subscri ber Identlt Module (SIM or_Universal SIM (USI [ 050]
Gener HIOFY, UI M%@faélp’plm% 4J rppiatTrificatito Broaeves f%rseg% it of t he

BCMCS t ransm gl Q0. Sckie 9%@1 %‘?@wd’e@waﬁ%&s kc%)'sstot Va4 A0E Wi 4eRoRsy T or s
substanti al processing, 1ncluding, but not"limted to, decryption of BCMCS
substantial processing, including, but not limited to, decryptlon of BCMCS
content streams using the keys provided by UIM 430. UIM 430 is trusted to
securely store and process secret information (such as encryption keys) that
should remain secret for a long time. As UIM 430 is a secure unit, the secrets
stored therein do not necessarily require the system to change the secret
information often.
[0051] UIM 430 may include a processing unit referred to as a Secure UIM
Processing Unit (SUPU) 432 and a secure memory storage unit referred to as a
Secure UIM Memory Unit (SUMU) 434, Within UIM 430, SUMU 434 stores
secret information in a way that discourages unauthorized access to the
information. If the secret information is obtained from UIM 430, the access will
require significantly large amount of resources. Also within UIM 4330, SUPU
432 performs computations on values that may be external to and/or internal to
UIM 430. The results of the computation may be stored in SUMU 434 or
passed to ME 440.
[0052] UIM 430 may be a stationary unit or integrated within terminal 400, Note

that UIM 430 may also include non-secure memory and processor (not shown)

for storing information including telephone numbers, e-mail address information,



content streans using the keys provided by UM430. UMA430 is trusted to
securely store and process secret information (such as encryption keys)
that should remain secret for a long time. As UMA430 is a secure unit,
the secrets stored therein do not necessarily require the systemto
change t hWOs68eY@6643i nf or mati on often. [0051] U M 430 negT/UsRob4/des4a
processing unit referred to as a Secure UM Processing Unit (SUPU) 432
and a secure nenory storage unit referred to as a Secure U M Menory Unit
(SUMJ) 434. Wthin UM 430, SUTAIU 434,stores secret information in a way
t hat di scourages unaut horized access to the information. If the. secret
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must know the current SK. The SK is used to decrypt the broadcast content for

a short-amount of time such that SK can be assumed to have some amount of

intrinsic monetary value for a user. For example, this intrinsic monetary value

may be a portion of the registration costs. Here, different content types may

have different intrinsic monetary value. Assuming that the cost of a non-

subscriber obtaining SK from ME 440 of a subscriber exceeds the intrinsic

monetary value of SK, the cost of obtaining SK illegitimately exceeds the

reward and there is no benefit. Consequently, there is no need to protect SK in

ME 440. However, if a broadcast has an intringic value greater than the cost of

illegitimately obtaining this secret key, there is a benefit to the non-subscriber in

obtaining such a key from ME 440. Hence, ME 440 ideally will not store

secrets with a lifetime longer than that of an SK.

[0055] In addition, the channels used by a content provider for transmission of

data are considered insecure. Therefore, in BCMCS, SK is not transmitted over

the air. It is derived either by UIM 430 or ME 440 from an access key called

a broadcast access key (BAK) and SK information (SKI) broadcasted along with

the encrypted content. BAK may be used for a certain amount of time, for

example one day, one week or a month, and is updated. Within each period for



(SK). In order to decrypt the broadcast content at a particular time, M
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i nf Or[@ﬁfrd;] on ( SKly) ohamasieast ﬂ%dBf@MIfEE e refiBRrsemed ¥iBsedbezont Bt . BAK may

be used Tor a certain amount of tinme, for exanple one day, one week or a

mont h, andseiviceu g ame cmbadimen efalbh rpeistrabign fRIPCHD P GoBewoBEAgler and

PCT/ ETS20 L1847 1 ing. 0 Haptsefualgis provided
during V\hio(?:]rll}?éééi%gl% §%552§.%5 gkz%ﬂféﬁgoﬁr%i gielfg n}%lytsuse gscrypt ogr aphi c
functi on tsacdity essicintion Vietweenuihs usGKarah theSitintet ghiovitiert TBK registrdiion

determ ned from BAK and SKI. .In.on epbodi ment Kl ..may ,CORt aj t hat
is encrypt®% Bg‘iuﬁg%RKa 2% FPsgrRes %0,&1 F;g’?‘ﬁcé’f‘ﬁ @?ﬁn?é %ﬁ(erﬁéybyb@eacogteegﬁl t of
appl yi ng apr6viiit 9hAaphdceuh dsbr tdiB@ist@Rioho A biglecuntat gradidanmay ofist and
BAK. Here, SKI may bé sonme random value. [00561 To obtain access to BCMCS,
a user regnsltiplesbigpdragiugirapelpetha eontené Pravides BaY chAoKNle BBAHP HEFE of the
registrati 0 ; { oV : . : 0,

Regi str at i‘gj?lh %eygagr?es rR gtf&ﬁg{l/ec?@%%t ﬂa%%glé‘?\r}ggs gg'%gﬁ@%regg{ ?ﬁl} 21521 grtl)eéi ation
bet ween t hedusedsciaedhd heme antrewith plitfereuieRKs Time diffeging tohanrietsn Multipleoccur

when a user subscribes to bro§1dcas%h channel . ff.er%d bX the.cc%ﬁntent
content providers may choose {0 use the same regisitration keys or requirc the

user to register and obtain a different RK.

{0057] If possible, RK is then kept as a secret in UIM 430. RK is unique to a
given UIM, i.e., each user is assigned different RKs. However, if a user has
multiple UIMs, then these UIMs may be configured to share the same RK
depending on the policies of the content provider. The content provider may
then send UIM 430 further secret information such as BAK encrypted with RK.
UIM 430 is able to recover the value of the original BAK from the encrypted
BAK using the RK. Since ME 440 is not a secret unit, UIM 430 typically does
not provide BAX to ME 440.

[0058] The content provider also broadcasts SKI that is combined with the BAK
in UIM 430 to derive SK. UIM 430 then passes SK to ME 340 and ME 440
uses the SK to decrypt encrypted broadcast transmissions received from a content
provider. In this way, the content provider can efficiently distribute new values
of SK to subscribed users.

[0059) As described, controlled access may be achieved by provisioning BAK to

UIM 430. However, the broadcast service faces a problem in determining how to



provi der or may occur prior to subscription. A single content provider may
offer multiple broadcast channels. The content provider may choose to
associate users with the same RK for all channels or require users to
regi ster Wwornoeambssghannel and associ ate the sane userpad/titpodli/digrent RKs
on different channels. Miultiple content providers may choose to use the
sane registration keys or require the wuser to register and obtain a
different RK. [0057] If possible, RKigs then kept as a secret in U M 430.
RKis unique to a given UM i.e., ea@h user is assigned different RKs.

However, if a user_has rrultilgl e ULMs, then these U M may, be conf‘i%gured
to share thevigemBARKD FAEMi Pnssmppdimsp) f BRRIC EYPIPHECHLAIBREMENEY | der .

The cont ent ,f Yl AEK TRV 28N THRM AR Gkt BTt OF § @bntbatR6Vig | 0N

such as BAK“ encrypte 430 1s able to recover the val ue of
the ori gi makseBaKa private kieK@hard/pndistritBake phliadey KEURerrespandimgNEthe40 i s not
a secret unjt, U PA 430 typically does not provide BAK to h/fE 440.
[0058] The™al§keHt provider al so broadcasts SKI that is combined with the

BAK  jopsc! M 43 @0t ex1é, VG KA shdvM ptd@sibhiag oPRKSe TBKAI0GT Meerddl and VE 440
uses the SK to decrypt encrypted broadcast, t,raggm’ ssions received froma
content  [ROSESHE R Privefe kpy %n‘i//ﬁlﬁ' SBISBORGRFOBISIONIHE SV Réfein @%4%9 HiacertEpy y

di stri but : bhethwsel SorithR0R oAt oEesE faped,
controlle rgxg@éeri)ggré}a%%s ggagcﬁ}{%eﬁa%;&%?ovi soi oni.gn%gr1 BAK toor%l?J(l)M 430.a?
However, theaistd asiehkth spivaickeyfaad esdistripntolaipebli¢ keyderiespendingdo isw t o WO

2005/ 006643, PCT/ 1TS2004/.021847 . .14 nr.avi si.o .. one :
enmbodi rrentp,nvé‘t%ﬁﬁ'l c?tEWB?Zldg ?/sg?bé‘rﬁﬁeidsmﬁh% ré‘ﬁ%n@?? flepg V%)tygé?%logir? AK in VIM
430. Thi s RsgslyRPrédald RodeseM ifak@urd ptadestng anicarch enUIMr430i ddso possesses
a private key KPI and can distri l()iute a public keg PU gzrreslg]%nrgiﬁg\qg to the
private keWOPW’G@]PUF%ime%%%IaQEI pryptiog AungignL menRs Lo ke Hpplere n UM
430 if a't ) possesses a private key and FIG 5B shows provi sioning
of RKin ﬁ%%bfofs a content provider possesses a private key. Here,

vari ol#86Known dhFd®i Irtise eontnd proyidst esaypss Rapsing KRS anfl sepdetbeabl i sh a
private key and to clgs'gz{@ute a public key corresponding to the private
key. If a dnefypteddlK i sr od UM OWIUIN 480pictyats ehekangryptddeR K nkivg K@ k ey

woul d be
DKH (EK,,, (RK)) =RK

such that . The recovered RX can then be stored securely in

SUMU 434. In FIG. 5B, UIM 430 encrypts RK using KPU and sends the encrypted RK

EKPU (RK) to a content provider. Here, SUPU 432 of UIM 430 may perform the
decryption and encryption as necessary. Also, UIM 430 may generate a value of RK for
secure storage in SUMU 434. Alternatively, RK may be pre-provisioned in SUMU 434,
for example at time of manufacture. The content provider decrypts the encrypted RK

Dy, (Ey, (RED=RE e RK is provisioned as described,

using KPI such that
BAK may be encrypted using RK as described above and sent from a content provider
to a terminal.

[0062] In an alternative embodiment, a temporary key (TK) rather than RK may be used
to encrypt BAK. Temporary keys may be used to further deter unauthorized users from
accessing broadcast contents. If RK is provisioned in UIM 430, a content provider may
send TKs to UIM 430 by encrypting TK using RK. The content provider then sends
BAK encrypted using a current value of TK such that UIM 430 can decrypt the
encrypted BAK using only the current value of TK. However, in some situations, RK
may be available and/or a temporary key is desired. For example, if a user wishes to

subscribe for a short or fixed period of time to receive certain broadcast service, a



securely stored and processed in a secure processing unit such as U M 430.
Al'so various encryption function E and decryption function D nay be used
to inplenent the public cryptosystem [0061] In FIG 5A the content
provi der wacnyptss4RK usi ng KPU and sends the encrypt eplcREsoliiizidsRK) to
U M430. UM 430 decrypts the encrypted RK using KPI such that DKp (EKP
(I'tK)) = RK . The recovered RK can then be stored securely in SUMJ 434.
In FIG 5B, UM 430 encrypts RK using §PU and sends the encrypted RK
Ejf,0 (RK) to a content provider. Heré, SUPU 432 of U Ivi 430 may perform

the decryption and encryption as necessary.. Al so, U M 430 rr%édﬁ):nerate a
val ue of FKUPwRAry keyaepkl tornseiamed.i Fhengingg. a BUPlic AFYRLesysiemyaty be y be

pre- provi r&gﬁgn{hg@w 434, for exanple at time of manufacture. The
content provi ecrypts the encrypted RK using KPI such that DKp,
(El CROOERK) ) = IRKtermiBalmosRIsite private lsly onetcas pigsisier woeld encplg THay  be
encrypted using RIC as descri bed ab%veéﬁgﬂrbsent froma content provider

to a ter mpalKIOGPdend thedicEblearmat w adivi3t andaUMM HpOwanld key ( TK)
rather than I'LK may be used to encr%/é)t BAK. Tenporary keys nmay be used to

further defeh HAublonid oR Pl Pieplli,ad8ebs Ry troadsasds eekens s- | RK

IS provision a content provider may send TKs to U M 430 by

encrypt i netded sesimmety IRISUMH 34 0 Htasrontept proivider passeeses seaprivategmy, ¥Ryt ed

using a current value of TK such that U M 430 caan d(g.%rgypt the encrypted
Kn

BAK usi ng &1y ehd?Ppr QW fiseil KIelati@ s@id thd EacripostENic onecaidnmat i ons, RK
may be avail able and/or a tenporary key is desi rttaegimg(?)%eﬁarrpl e, if a user

wi shes to PreviBycnfl fie qoplenbPIeKiget Woid flesra) et eo@ Y receive
certain brgadgast ng virge, a WO 20051006643 PCT/ US2004/ 021847 = 15
tenporary Kéy Woul d be pr. e FIRU #h2 pEPBYL¢30 may pbifeen he@deeypien a6 may be

used to provision the TK. k0O | f 1 private key,
a content W@’\Pﬁ%?g %ﬁﬁs%lry’er%orrg%t?%’ %Oﬁén{]@pﬁg%@%ﬁg&gﬁ% {f% encrypted TK
EKPU (TK) t@nitthiModsdtseaiid privie 439 and UM 430 ey \ephersth &Kanfthg powentTI C such
that DKP (Expao (TK)) =TK The recaovered .be stor curely in SUWJ
434. 1f a kreﬂfl%ﬁ@sswwtlﬁ@?v%é%&% atVﬁgléﬁ?%éf Br¥ ,ne%?wﬁﬁgw ul d
encrypt T'%rgl%ﬁlph% J$RY TG SiRthet ARGHRES %@n@@pﬁ&l R dnll skt fiotn @ cEmsttent

e co

provi der an tent provider woul d decrypt the encrypted TK such that
provider to a terminal.

[0064] FIG. 6 shows another embodiment in which BAK is provisioned directly using a
public cryptosystem. Here, a terminal would possess the private key and a content

provider would encrypt BAK using KPU and send the encrypted BAK Ex,, (BAK) to

UIM 430. UIM 430 would decrypt the encrypted BAK such that

Dy, (Ex,, (BAK)) = BAK . SUPU 432 of UIM 430 may perform the decryption as

necessary.

[0065] Accordingly, BAK may be provisioned in UIM 430 by various different
methods. Particularly, FIG. 7 shows one example method 700 for provisioning of BAK
in a terminal if the terminal possesses a Iﬁﬂvate key. Method 700 begins when UIM of
the terminal distributes a public key corresponding to the private key (710). After
receiving the public key (715), the content provider encrypts RK using the public key
(725). The encrypted RK is sent to UIM (735). UIM receives the encrypted RK (740)
and decrypts encrypted RK using the private key (750). The recovered RK is stored in a
secure memory such as SUMU 434. At the content provider, BAK is encrypted using
RK (745) and the encrypted BAX (EBAK) is sent to the terminal (755). UIM then
receives EBAK is received (760) and decrypts EBAK using RK (770).



DKP, (EKPU (TK)) = TK Here, SUPU 432 of U M 430 nay performthe decryption
and encryption as necessary. Miyreover, a content provider may generate
TKs if the term nal possesses the private key and U M 430 may generate
TKs i f thwoco/@edss provi de possesses the private key.p&nosossosgdaie of TK
is provisioned, BAK may be encrypted using TK in a manner anal ogous to
encryption by RK and sent froma content provider to a termnal. [0064]
FIG 6 shows another enbodi ment in whi BAK is provisioned directly using
a public cryptosystem Here, a termn woul d possess the private key and
a content rovider woul d encrypt BAK using_ KPU and .se encrypted BAK
EKPU (482%) !to o DEvEARYYs PieEn éé?@f?fpf%s“a%%&}fg@ég%w such t hat

DKP (EK , {e:%)i])wﬁen%ﬁnt% Pothder ggssés%éwaﬁga@%y PRIfHEBOb Begidewmhos | on as

necessary. [0065] Accordingly, rovi sioned in | 430 by
vari ous di ¢dnégnéprovidyedipioibutes Pauhhcd@w@mspo igg torthe pBVRe &%e(fﬁai)anﬁafreé met hod

700 for proyij i es a
privare keCiRisEmsin B o), Bt deahee et duchiB RIELELD e ABRCRAPES 3
public key(820). rE®RK dionly Heatdrébinpr sevat enckeyy éwh@} SUMU dB4. Theeicwypegl t he
ublic ke 715), the content ider encrypts RK usin the ubl j.c ke
?725). The &1& 1QACQUENT REOYIRE (8% &%cev@s iR TpReies i ﬂ%teﬁrﬁéf ypt 2
RK (740) gz(@) Qf%lfde}in%é FROGEYPIE Grikite WY (3a55. hﬁm%htéﬁ S%okiayr dnéBPl BARhe

recover ed Is stored in a secure msrmlgg such { the

cont ent prbsingRK, (88AkendgheensrypddBAKSERG me@'mable @ﬁ@r@h@@wdﬂ%t ed BAK
(EBAK) is eives EBAK i s received
(760) and g@%&&é%@ﬁé‘(g@)r’%ﬂhﬂ%?&%gﬁz&%@%%g(%@ms PCT/ 1152004/ 021847
16 [OQtE)G‘]] FIGl ghcsﬁmwgmtotﬂegexmnﬂﬂgkmodﬁmﬁﬂpmwrmgBAvahémi R/gt (r)]deg\go
ina ternna en a content provij SSess I o

begi ns whefTRINARASESHE 2BFSEE QE) %e@f) Bﬁg%gomsdw ) @g%‘ Ié&’]d‘bndl ng to
the privat RekyreffRdihe tcﬁﬂx%@hvaté@@ﬁ(%OPgAftﬂQeﬁ'\hh% thelpaylid BLQD15)UM of the
term nal encrypts RK um}ggg t he public ke he RK woul d be stored

in a secur eoniEBroyidsuensr %@msmhemciﬁﬁg%ﬂ eBhe querypieddahK t o g -
content br gyl 861 GER0) unigs 0L ke QYIS 85 AR S0 nFRER! ©

(835) and decrypts using the private ont ent ““pr ovi der
encrypt BAKBAK using the private key (770).

[0068] Once BAK is provisioned in a terminal, broadcast content can be encrypted with
SK and a terminal can derive SK based on BAK to view/process the encrypted
broadcast content.

[0069] In methods 700 and 800, more than one value of RK may be provisioned in a
UIM as the content provider may choose to associate users with the same RK for
all channels or require users to register for each channel and associate the same
user with different RKs. Moreover, although the methods are described with reference
to R, other secret keys may such ag TK may be provisioned in a manner analogous to
RX. Furthermore, access keys other than BAK may be provisioned by RK and TK as
described. Similarly, method 900 may be used to provision access keys other than
BAK.

[0070] Provisioning of an access key such as BAK using the public cryptosystem as
described eliminates a need for a provisioning pre-shared secret key such a RK or TK,
which can often involve complex procedures. Also, a user may wish to transfer a
legacy SIM card or Removable UIM (R-UIM) to a new broadcast-capable terminal. The
legacy SIM/R-UIM may still be used for normal mobile service, and the functionality



using RK (855) and the encrypted BAK (EBAK) is sent to the term nal (865).
UM then receives EBAK (870) and decrypts EBAK using RK (880). [0067]

FIG 9 shows another exanple nethod 700 for provisioning BAK when a

term nal pessmesmessa private key. Method 900 begi ns whenrikwbeiasdani but es a
public key corresponding to the private key (910). After receiving the
public key (915), the content provider encrypts BAK using the public key
(925). The encrypted BAK (EBAK) is selil,h to UM (935). U Mreceives the
recei ves EBAK (940) and decrypts EBAK'Using the private key (770). [0068]
Once BAK is provisioned in a termn br oadcast c,?ntent can be encrypted

al , . .
with SK affuized £ brosdeastean bgdngopperaird ik g [SRinshk ThePuhlis gryiyEe® ¢ he
encrypt ed f&[gg@ﬁﬁaﬁhg BAK Aws hOREHerhital B ReSn4REG 125980 8e nERo&. t han one
val ue of RK rmay be provisioned in a UMas the content provider may
choos ¢0a7d] associnadditipnedistripiion eftpepublierke)RK efsiar thanl distohuationetfsymmetiequi r e
users to register o | and.assqcl sane r_W.Lh
di fferent E%és.' ]ﬁé)y)é%d\’gggf&glptﬁ oug ats%glaﬁeet%lgldésﬁ%r?%&tgzgg?ﬁ rf%égl\%\n%tsﬁéwp Eelf erence
to RK, ot heftits @iy abilitk &ydechgpy messabe Bgendedor thyfirbieenfity0 Thisi ailoed publicckeymnner
anal ogous to RK. _Furthernore, a&ci\a@s kelys ot her than BAK may be
provi si oned bRy digsribylsef senk unencrypied  Momgveisivhen %ﬂm‘}?flmﬁ%t.l%‘ﬁl%@é fisyPlhe used
to provisi gheREARRS cAifKS a@fn%%rpu‘bh@ﬁey &@ﬂésp&n@ﬁé% tﬁ&&%&!l&??@&eé&d By} access
key such as BAK using the public cryptosystem-as escribed elimnates a
need for atherfoviestityhilikewise thefistentigomed pnlystorg orshkey IRKdestypliKg  whi ch can

often involve conplex Br _Als user i . t.ransfer a

| egacy Sl Mn%eﬁsragesgé’?) %%ﬁeﬁgﬁg&@f%n{lQ?%&W%?% Iﬁe wxﬁméggég‘g?@% %Babl e

term nal . Tbessdrp@aaylefSt pfefdshive)nfiay distindt Enthies usedistiret symn/emilc kaysoihea
service, and the functionality WO, 2005/006643 PCT| US2004/021847 17

equi red T SHREERENN B BLORE LR SRUTEE HEL CRIOHASIP® *The publ i o
crypt osySt%?amfegfc1@9%&4eﬁ&}péﬂtfrggth%lsc&hingmatw@itﬂew termnal to easily share
a key with the network. [0071] In_ addition, distribution of a public key
i s eadP®R] t han drshaerinpre; kemving theypvhiie keycorespondirg smp pryate ey paseesprdbl i ¢ key

i at ed i T ' [ [ bility
o decrypt Uedtirduily Bl Y oS il el ArEHE P Yl oy
to be di st nishuireticsentt key-pesesyeibed.firiflentiguedy, malteahe ficsrentity opéritog Wit h the
first, all

compromise. Consequently, a single public key for a terminal/UIM can be distributed to
multiple content providers without significant concerns as sharing a symmetric secret
key such as RK widely.

[0073] Finally, it is to be noted that embodiments may be implemented by hardware,
software, firmware, middleware, microcode, or any combination therecof. When
implemented in software, firmware, middleware or microcode, the program code or
code segments to perform the necessary tasks may be stored in a machine readable
medium such as SUMU 434 or other mediums (not shown). A processor such as SUPU
434 or other processor (not shown) may perform the necessary tasks. A code segment
may represent a procedure, a function, a subprogram, a program, a routine, a subroutine,
a module, a software package, a class, or any combination of instructions, data
structures, or program statements. A code segment may be coupled to another code
segment or a hardware circuit by passing and/or receiving information, data, argumehts,
parameters, or memory contents. Information, arguments, parameters, data, etc. may
be passed, forwarded, or transmitted via any suitable means including memory sharing,

message passing, token passing, network transmission, etc.



other entities can use a single public key corresponding to the private
key possessed by the first entity. Likewise, the first entity need only
store one key for decrypting nessages com ng fromthe other entities. If
symet r i cwioeyes/@as@3used, it would be necessary (or atpdeesiopnredser abl e)
for distinct entities use distinct symretric keys when sending data (such
as BAK) to the first entity, requiring the first entity to store a
symmetric key for each entity that it ,gomunicates with. [0072]
Furthernore, knowi ng the public key c& responding to a private key

possessed by a first entity. doe ot make the first entit nto
conpriétidse. I—b\r/l;é?éfo,re’rﬂé‘i/%’é‘fgé eni’ogg?ﬁﬁ‘@tar“? LR ™ )fnég,g%ré)ggo:%e by a
first ent icB% RY A Bk Rirk iR fbérifone Th HcORRM df the SRBTALABAIS R intEaRgaguent | y,

a single pu ﬁIC key for a termnal/m can be distributed to multiple

cont ent proevilesraisveshndenito §mijrihe scopmel thoplaiaisn Ssa8cl Hbg pigspnh teagiingst r i ¢
secret ke uch i d i WY S not ed t hat
enbodi nmen t%n ﬁ%{fa%g ?P%F@n%ﬁb ée(]‘r(} y*%eg %Ii gépél\;:\%l%gé ﬁ&ﬁsn&ﬁyv\%tr%g?aﬂ%/ ?S(ra maar e,

m ddl ewar enodiii€tioagded vartatianywilidrdrippatitao tHobeskelddd in\eart. i npl enmented in
software, firmvare, m ddl eware or mcrocode, the program code or code
segnents to performthe necessary tasks nay be stored in a machi ne
-readabl e yggli;voLsitans.:as SUNIU 434 or ot her mediunms (not shown). A
processor such as SUPU 434 or other processor (not shown) may performthe
necessary tasks. A code segnent nay represent a procedure, a function, a
subprogram a program a routine, a subroutine, a nodule, a software
package, a class, or any conbination of instructions, data structures, or
program statenments. A code segnent may be coupled to another code segnent
or a hardware circuit by passing and/or receiving information, data,
argunents, paraneters, or nenory contents. Information, arguments,
paranmeters, data, etc. may be passed, forwarded, or transmtted via any
sui tabl e means including nenory sharing, mnessage passing, token passing,
network transm ssion, etc. WO 2005/ 006643 PCT/i ?S2004/ 021847 18 [0074]
Therefore, the foregoing enbodi nents are nerely exanples and are not to be
construed as limting the invention. The description of the enbodinents is

intended-to be illustrative, and not to limt the scope of the clainms. As
such, the present teachings can be readily applied to other types of
appar atuses and nmany alternatives, nodifications, and variations will be

apparent to those skilled in the art.



What is clainmed is: 19 CLAIMS 1. A nmethod for broadcasting encrypted

mul tinedia content froma content priévider to a plurality of authorized
termnals over the air, conprising: each term nal forwarding a unique
public key over the air to the content provider, wherein each term nal
has a nobil e equi pnent and has a sELAIMS processing unit that securely
stores a unique private key, corresponding to the wunique public key, that
is not accessible to a termnal user, and wherein the content provider

encryp{s a R n?@cﬂﬁ&??r lﬁr‘b%ﬁﬁﬁsm e?é%r&ﬁ?e?%t]lt%e&@%onHn‘ﬂH%npﬁtyon‘f’elheys to

authori'ze a term na rocessi uni't "securel y storing a

cor r egpownidientp arplupaéitypofi aAHheni@yteirmmedsevmetml‘aw emmpfmimgj mul ti nedi a
content; each term nal recgl ving the respective encrypted broadcast access

key over t9RENHEMiNa fomvasdingri BRIAUBIRUPIBERY AYET B1RdiT &r Hip ePrtePbspect i ve
encrypﬁr@%d@”ﬁﬁ&%ﬂ ?aé\‘f‘(:@rﬁﬁnéﬂe%sté’n%dbﬂete‘%{u:ﬁ]rﬂghtdﬁ'ﬁ@%%’%esﬁ% Lpgessing unit,

wherei'n the'termnal™ s secure processing encrypt ed

br oadqﬁet:emn@smlt tleat seviungly tsheres ecumique privatesieay) gorresposdingitatiee pri vat e
key and secur ele/ stores, the broadcast access key; each term nal receiving
shor t -4nigye REYIG key that isdiot acaessibleyiprcterminal usetiand wwe@m oeHaRhst

over F&Syiﬁ%l? eﬁFr&ﬁlé %%er‘Géc’%ﬁrchééE’k%}ewuth% gﬁ%f@llmé‘bﬂl queipd ligh@haigal s,

wherei'n s e wth” a SR ey, and

wher eiguthdrize &hemiinbEhavikgyhe se@ﬁe@ecmlm@ungséb@rewg@dngﬁ access key
and the short-termkey information; each term nal prow ding the
short Q%WQBQ'WQM'BW%PFMNQ‘@?Mqﬁ?ereﬁéwmthﬁle”y@é%‘ﬂm&lt"’ﬁ?@@é‘s@ltﬂ@t unit,

wher el n ¢ he kiRl oG TOFORERLEBatR e @fb[%%gsiaé&%s%g/&verterm

key using t & broauGast SS erm key i nformation, and

provi dhe alrtfeoratihe cohtermpkeyidéoand praviding tiad respeativé eneqiptedrbrdadoasd each
termnal's nobile equi pnent decrypting the multimnmedia content using the

shor t -2CELRT Key 10 the ieriind| sceacoFe Brosaseigt Yl Whekeidhederiingl seasdecont ent
o2 ety Sha B, WECELOpIREIEAS LB RN RFREINS L0 2
i n cl grotessingvbait'siunidlee peeatereymEmisssirely stoves the breaguashbecésokey; he
term nal. each terminal receiving short-term key information and encrypted multimedia
content broadcast over the air from the content provider to the plurality of terminals,
wherein the multimedia content is encrypted with a short-term key, and wherein the
short-term key is generated using the broadcast access key and the short-term key
information;
each terminal providing the short-term key information to the terminal's secure
processing unit, wherein the terminal’s secure processing unit generates the short-
term key using the broadcast access key and the short-term key information, and
provides the short-term key to the terminal’'s mobile equipment; and

each terminal’'s mobile equipment decrypting the multimedia content using the

short-term key.

2. A method forbroadcasting encrypted multimedia content as defined in claim

1, wherein the short-term key is accessible to a user.

3. A method for broadcasting encrypted multimedia content as defined in claim

1, wherein the secure processing unit is removable from the terminal.



20 4. A nethod for broadcasting encrypted nmultimedia content as defined
in claim 1, wherein the short-termkgy information is the short-term key
encrypted using the broadcast access key. 5. A nethod for broadcasting
encrypted nultinmedia content as defined in claim 1, wherein the

neryi ! ! . he
short 4.erm_A%tpadQSPSFMgsm%aﬁgyx}%anWaé%%gﬁ}[a'ﬁg iéﬁ@%gggg im

concatenation of the short-ter rmat1 on an access
key. 61, vhereirhite $haort-teroakieyasifomgatmcis e sHoratétrn kediencopieée osingsthdef | ned
inclaim 5 wherein the short-termkey information is a random value. 7.
A et HIQ2A6#SYACE8S8 £8Yi ng encrypted muitimedia content as defined in claim
1, wherein at | east one term nal conprises a nobile station. 8. A nethod
for broadcasting encrypted multinedia content as defined in claim 1,

wher ei® t heA siethod tfer bnoedgasting eacypttdoyuttineedia cbatent psalsfited ialciamr at e
related to a registration cost. 9. integrated circuit, for a nobile
stati oﬂwr&%ﬁﬁﬁh??ﬁﬂ?r{'%é%@w ﬁrgefr@rr%ég?ynﬂ’&%!]ﬁi%@é{pmw'&'cmhd@e?r the air
L0 a cBfindloR\irdRe shoftRBRA KeglinRARHISH ¥nd 18 bidhdbAiadiskdy/at e key,
corresponding to the unique public key, that 1s not accessible'to a user,
and wherein the content provider encrypts a broadcast access key with the

uni que, publ j c o authorize an integrated circuit securely storing a
corre ondiéﬁ&‘%ﬁgﬁh@ byoa ﬁ?g'qge?n‘fréfp&é’d'g}ﬁg‘e%é"ﬁ’w&néésrﬁﬂl#mﬁﬁé@P@'rﬂont ent ;
means 4.AlndrefPik! dHor ] RPRFMIAoRNS ehadPrgiagdcast access key over the
air fromthe content provider; means for decrypting the encrypted

br oadcast access key and securely storing the broadcast access key,

wherein the, securely stored broadcast access key s .not accessible to a
user; fneansAméiH?‘gé%ﬁ WPﬁaC%ﬂm@@wmeﬁéwﬁm Fraenient éﬁd’e%ﬂ@ érhé'gaj)’ﬁt ed
”U't"ﬁ?%%r?moé}t@?étdﬁé)%qm Ic%\\kﬁfris’e@% Robilé spfiohhe content provider to a
plurality of nobile stations, erein the multinedia content is encrypted
with a short-termkey, and wherein the short-termkey is generated using

t he broadcast k the 21 hort -t k i nf tion;
© r8(?a Caf me?ﬁgg ?c;sr brggdgans ing eencrypte<s:l rr%lttime%riamcor??énlt gs %reﬁgecli ?r? claim
1, wherein the short-term key is changed by the content provider at a rate related to

a registration cost.

9. An integrated circuit for a mobile station, comprising:

means for forwarding a unique public key over the air to a content provider;

means for securely storing a unique private key, corresponding to the unique
public key, that is not accessible to a user, and wherein the content provider
encrypts a broadcast access key with the unique public key to authorize an
integrated circuit securely storing a corresponding unique private key to receive
encrypted multimedia content;

means for receiving the respective encrypted broadcast access key over the
air from the content provider;

means for decrypting the encrypted broadcast access key and securely
storing the broadcast access key, wherein the securely stored broadcast access key
is not accessible to a user,

means for receiving short-term key information and the encrypted multimedia
content broadcast over the air from the content provider to a plurality of mobile
stations, wherein the multimedia content is encrypted with a short-term key, and

wherein the short-term key is generated using the broadcast access key and the



means for generating the short-termkey using the securely stored
broadcast access key and the broadcagt short-termkey infornation; and
means for decrypting the nmultimedia content using the short-term key. 10.
An integrated circuit as defined in claim9, wherein the short-termkey is

access| t . JAn integrated circuit as defined in claim?9,
wher ei %ﬁérﬁger&]g?fﬁféqﬂ%lb& information is the short-termkey encrypted
usi ng the bmeadisdst getsaEAg ey shotdern\Rey DbRE tAE&&chidI¢ Bidre@broigdddzed in
claim9, wherein the short-termkey is Qgenerated by applying a

cr ypt oggaeshikeyranshthedraadeastghonlterrkeyfintaiemadinbr @nd er m key i nf or mati on

and the bro . . i Ch.r.cui fined in
claim12, V\ﬁgﬁgg Eof‘%%&gﬁ%ﬁﬁee&]ﬁqt‘ﬁ%d'h%&?ﬁ%ﬁ%‘s&&{h&s@w%i@g’%%al ue. 14.
An apparatus for receiving encrypted nultinedia content broadcast over the
air froma content provider to a plurality of authorized apparatuses,
conpr i §0-n§n iategsied CirsyiligsrAaiinegldn clajoy dviereirt thevehast-terankeyuis publ i ¢ key

over t i h ontent provider, and decrypt the nultinedia content
usi ng %Cecse%gﬁé foe%r‘ﬁ%ﬁg'y, wherein the nmultinmedia content is encrypted with

t he short-term key, and wherein the short-termkey is generated using a
broadcast access key and short-term key infornmation; and a secure

pr ocestl.ng Anintegeied gireeid as slefised in elaym$, sheraindhe gliertpermdtay key,
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uni que public key to authorize an apparatus having the secure processing
unit securely stor%gg the corresponding unique private key to receive the

encryptad nninteeeated ciewt aadefined én oleimife whespiadhe \sbodriermdeyds br oadcast
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key, vhRir@iafiohkmdstpeusrebdicadteicedsdkepdcast access key is

13.  Anintegrated circuit as defined in claim 12, wherein the short-term key

information is a random value.

14.  An apparatus for receiving encrypted multimedia content broadcast over the
air from a content provider to a plurality of authorized apparatuses, comprising:
a mobile equipment configured to:
forward a unigue public key over the air to the content provider, and
decrypt the multimedia content using a short-term key, wherein the
multimedia content is encrypted with the short-term key, and wherein the
short-term key is generated using a broadcast access key and short-term
key information; and
a secure processing unit configured to: -
securely store a unique private key, corresponding to the unique
public key, that is not accessible to a user, wherein the content provider
encrypts the broadcast access key with the unique public key to authorize
an apparatus having the secure processing unit securely storing the
corresponding unique private key to receive the encrypted multimedia
content;
receive the respective encrypted broadcast access key over the air



not accessible to a user; receive the short-termkey information broadcast
over the air from the content provider to the plurality of apparatus;
generating the short-termkey using the securely stored broadcast access
key and the broadcast short-termkey information. 15. An apparatus as

defined in clal , \o{?g,;{ I Byi short-termkey is accessible to a user.
16. An appar aﬁ@téé C&e I A?&B}HEQ@I aim 14, wherein the short-term key

information is thdeahptthetararyitey heoadoast edcess key hhe sbromdy alore #lecess
key. 17. An %)rparat us as defi neg in claiml1l4, wherein the short-termkey
i s gener at ed P'ERAERI3GCRES £C¥r YPESIN seCtslystordbrogheaslcaraess Keyfs t he

short-termk j ; i t he broadcast access key. 18. An apparatus
as defined iﬁrYo&dg{&%qu@?é%%y%@ﬁ the short-termkey information is a

random val ue. 19. racebetheehoekidail leyrieftirmnation hmpadcast @ver tideaif rom

forwarding a yni que public key over the air to a content provider; code
for securely tg? ”?@'ﬁé)rﬁwfjﬁﬁg}/% @Hfaé"%‘é IPRRMSspondi ng to the uni que

public key, that iée,{%%gg%%§ﬁ&%-?eﬁﬁk§%y§mbitné%‘écw$%{d?eafbg?I gnt

provi der encrypts’ a cast access Wi t he unif que pu C key to
aut hori ze a taocess&key secthedirpadtastishgristeoarkeyspfomaiatignuni que private key
to receive encrypted nmultinedia content; code for receiving the
respective encrypted broadcast access key over the air fromthe content

provi dfj ; %ﬁjﬁﬁgéfattﬁiﬁgwihea if B%nﬁw,x%g in&h@%ﬁ%g@@% ALY

securely stori roadcast access erern t urely stored

br oaddest usercess key is not accessible to a user; 23 code for receiving
short-term key informati on and the encrypted nultinmedia content broadcast
over the air fromthe content provider to a plurality of terminals each

havi n he 4 i bl i4n i i L q(ét!;q S +iERGL Y pt ed
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t he brthadbasgtterradeyendimtednsingthestroatcastrancksy keyf or mat i on;

17.  An apparatus as defined in claim 14, wherein the short-term key is generated
by applying a cryptographic hash to a concatenation of the short-term key

information and the broadcast access key.

18.  An apparatus as defined in claim 17, wherein the short-term key information is

a random value.

19. A machine readable medium, comprising:

code for forwarding a unique public key over the air to a content provider;

code for securely storing a unique private key, corresponding to the unique
public key, that is not accessible to a user, and wherein the content provider
encrypts a broadcast access key with the unique public key to authorize a terminal
securely storing a corresponding unique private key to receive encrypted multimedia
content;

code for receiving the respective encrypted broadcast access key over the air
from the content provider;

code for decrypting the encrypted broadcast access key and securely storing

the broadcast access key, wherein the securely stored broadcast access key is not

accessible to a user;



code for generating the short-termkey using the securely stored broadcast
access key and the broadcast short-temsm key information; and code for
decrypting the nmultimedia content using the short-termkey. 20. A machine
readabl e nedium as defined in claim19, wherein the short-term key is
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19, wherein the short-térm key information is the short-term key
encr yptardenishnogdcast dresdboe aintfren dies sorient pravilerAoreaplhirality oétedaihas medi um

as defined in claim19 the s rt-t rm,key is generate
ool vi SRR PiERaeh BLRUL kel Bk iR Einteht ERGHTLERM ey
i nfor n@%h@ﬂ-’téﬁ*ﬁ' kbgea@d W@ﬁtthé%éﬁ&ehﬁkey@geﬁe@é@U@thﬁﬁé%@é@cé&d' um as
defined in claim?22, wherein the short-tefim key information is a random
val ue.access key and the short-term key information;
code for generating the short-term key using the securely stored broadcast
access key and the broadcast short-term key information; and

code for decrypting the multimedia content using the short-term key.

20. A machine readable medium as defined in claim 19, wherein the short-term

key is accessible to a user.

21. A machine readable medium as defined in claim 19, wherein the short-term

key information is the short-term key encrypted using the broadcast access key.

22. A machine readable medium as defined in claim 19, wherein the short-term
key is generated by applying a cryptographic hash to a concatenation of the short-

term key information and the broadcast access key.

23. A machine readable medium as defined in claim 22, wherein the short-term

key information is a random value.



