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CLAI M5

[Caim1]

An information processing apparatus conpri sing:

first processing neans for performng, on the information
processing apparatus, a setting for performng encrypted
communi cati on based on devi ce managenent service defined in ONVIF
standard, in response to a command based on the devi ce managenent
servi ce; and

second processing nmeans for performing, on the information
processi ng appar at us, a setting for performng encrypted
conmuni cati on based on advanced security service definedinthe ONVIF
standard, in response to a command based on the advanced security
servi ce,

wherein the second processing mneans automatically

perforns at | east apart of thesettingfor theadvanced security

serviceinaccordancewiththesettingfor thedevicemanagenent

service, if thefirst processi ngneans has perfornmedthesetting

for the device managenent service, and

transmtting means for transmitting, to an external apparat us,
information indicating that the setting for the advanced security
service is set in accordance with the setting for the device
managenent service, if the conmand based on the advanced security
service is received fromthe external apparatus after the second
processi ng neans has performed at | east the part of the setting for
t he advanced security service in accordance with the setting for the
devi ce managenent service.

[Caim?2]

The informati on processing apparatus according to claim 1,
further conprising:

control neans for performng control such that infornation
i ndicating that the setting has been performed on the infornmation
processi ng apparatus in response to the command based on t he devi ce
managenent service is recorded in recordi ng neans.
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[Caim3]

The informati on processing apparatus according to claim 2,
wherein

the first processing neans executes a comand for setting to
the informati on processing apparatus at |east one of first public
key i nformati onwhichis usedtoperformthe encryptedcomruni cati on,
first private key i nformati on which corresponds to the first public
key information and which is used to perform the encrypted
comuni cation, and first certificate informati on which proves that
the publickeyinformationisvalidkeyinformation, thecomrand bei ng
executed by afirst external apparatus onthe information processing
apparatus on the basis of the device managenent service, and

t he second processi ng neans executes a conmand for setting to
the information processing apparatus at |east one of key pair
i nformation indicating that second public key information used to
performthe encrypted comuni cation corresponds to second private
key i nformati on used to performthe encrypt ed conmuni cati on, second
certificate informati on which proves that the second public key
information is valid key information, and certification path
information indicating third certificate information associated
with the second certificate information, the command bei ng execut ed
by a second external apparatus on the information processing
apparatus on the basis of the advanced security service.

[ ai m4]

The informati on processing apparatus according to claim 2,
wherein

the first processing neans executes at | east one of a command
for recording in the recording neans first key pair information
indicating that first public key information used to performthe
encrypt ed communi cati on correspondstofirst privatekeyinformation
used to perform the encrypted conmmunication, a comrand for
transmitting the first key pair information fromthe transmtting
means, a comand for di sablingthefirst key pair informationrecorded
in the recording nmeans, and a conmand for generating certificate
i nformati on which proves that the first public key information is
valid key information and which includes sign informtion added
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thereto by the first processing neans, the comands bei ng execut ed
by afirst external apparatus ontheinformation processing appar atus
on the basis of the device nanagenent service,

t he second processi ng neans executes a command for recording
i ntherecordi ng neans at | east one of key pair i nformati onindi cating
that second public key information used to performthe encrypted
communi cati on corresponds to second private key i nformati on used to
per formt he encrypt ed conmuni cation, second certificateinformation
whi ch proves that the second public key information is valid key
information, and certification path information indicating third
certificate information associated wth the second certificate
i nformati on, the command being executed by a second external
apparatus on the informati on processi ng apparatus on the basis of
t he advanced security service, and

the transnmitting neans transnmts, in response to the command
based on t he advanced security service, information indicatingthat
a setting has been perforned on theinformati on processi ng appar at us
in response to the conmand based on t he devi ce managenent servi ce.

[ ai m 5]

The information processing apparatus according to claim 3,
wherein

the first processing neans generates certificate infornation
whi ch proves that the public key informationis validkeyinfornmation
and which includes sign infornmation added thereto by the first
processi ng means, the key pair information, and the certification
pathinformationinresponsetoaconmrand whichis based onthe device
managenent service and which is issued for generating the first
certificate informati on, and records the certificate i nformati on,
t he key pair information, and the certification pathinformationin
the recordi ng neans, and

the control neans performs control such that infornmation
indicatingthat thecertificateinformation, thekeypair information,
and the certification path information have been generated in
response to the command based on the devi ce nanagenent service is
recorded in the recordi ng neans.
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[C ai m6]

The informati on processing apparatus according to claim 3,
wherein

the first processing neans executes a first command which is
based on the device managenent service and which is issued for
requesting disabling of thecertificate informationrecordedinthe
recordi ng mean so as to di sabl et he key pair i nfornmati on correspondi ng
tothe certificateinformation specifiedbythefirst conmand or the
certification path information corresponding to the certificate
i nformati on specified by the first comrand.

[Caim7]

The informati on processing apparatus according to claim 3,
wherein

thecertificationpathinformationindicates order of reference
of aplurality of certificate information recorded inthe recording
means perforned by the information processing apparatus for
perform ng the encrypted conmuni cation, and

in response to a second conmmand which is used to specify
certificate informati on to be used for the encrypted comunication
and which is based on the device managenent service, the first
processi ng means records in the recording means the certification
path information indicating that certificate information
corresponding toidentificationinformtion specifiedby the second
command is in a leading portion of the order as certification path
i nformati on to be used for perform ng the encrypted conmuni cati on

[ aim 8]

The information processing apparatus according to claim 3,
wherein

thecertificationpathinformationindicates order of reference
of aplurality of certificate information recorded inthe recording
means perfornmed by the information processing apparatus for
perform ng the encrypted conmuni cation, and

the transmitting neans transnmits information indicating
certificate information, anong the plurality of certificate
i nformation recorded in the recording neans, indicating that the
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certificationpath informationis in aleading portion of the order
in response to a command which is based on the device managenent
service and which is issued for requesting transm ssion of
informationonthe certificateinformationrecordedintherecording
nmeans.

[Caim9]

The informati on processing apparatus according to claim 3,
wherein

thecertificationpathinformationindicatesorder of reference
of aplurality of certificate information recordedin the recording
means perforned by the information processing apparatus for
perform ng the encrypted comruni cation, and

in response to a third command for requesting obtai nment of
informati on i ndi cates whether certificate information recorded in
the recording nmeans is set as a certificate information used for
perform ng the encrypted comuni cation, the first processing nmeans
records in the recording nmeans information indicating that fourth
certificate information indicating that the certification path
i nformati on anmong the plurality of certificate informationisin a
| eadi ng portion of the order is set as certificate informati on used
to performthe encrypted communi cati on and records in the recording
means information indicating that a setting for wusing fifth
certificate information different from the fourth certificate
i nformati on, anong the plurality of certificate information, for
perform ng the encrypted conmuni cati on has not been made.

[Aaim10]

The information processing apparatus according to claim9,
wherein

if the first processing neans executes the third command, the
transmtting means does not transnit certificate i nformati on which
is not associated with the key pair information anong the plurality
of certificate information.
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[Caim1]]

The informati on processing apparatus according to claim 3,
wherein

the control neans records keystore information and alias
i nformati on whi ch are based on t he advanced security service inthe
recordi ng neans and records information indicating that a setting
has been perfornmed on the information processing apparatus in
response to a conmand based on t he devi ce managenent service in the
recording neans as the alias information.

[Caim12]

The information processing apparatus according to claim 11,
wherein

the first processing neans executes at |east one of a
LoadCertificates conmmand, a LoadCACertificates conmmand, a
LoadCertificateWthPrivat eKey conmand, and t he
LoadCertificateWthPrivateKey command whi ch are conmands based on
t he devi ce managenent service and which are commands used to | oad
the first certificate information in the information processing
apparatus, and

if the first processing neans executes at |east one of the
LoadCertificates conmmand, the LoadCACertificates command, the
LoadCertificateWthPrivat eKey command, and t he
LoadCertificateWthPrivateKey conmand on the basis of the device
managenent service, the control neansrecordsinformationindicating
that | oading of a certificate has been perforned using the device
managenent service in the recordi ng neans as the alias information.

[Caim13]

The information processing apparatus according to claim 11,
wherein

the control neans records the key pair information and the
second certificate informati on which are associ ated wi th each ot her
in the recordi ng neans,

the first processi ng neans executes a GetCertificates comuand
whi ch i s a command based on t he devi ce nmanagenent servi ce and whi ch
is acommand for requesting the information processing apparatus to
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transmt certificate information and a Get CACertificates whichis
a comand provi ded by the devi ce managenent service and which is a
command for requesting the information processing apparatus to
transmt certificateinformati onissuedbyacertificationauthority,
and

the transmitting means transmts the second certificate
i nformati on associated with the key pair information if the first
processi ng means executes the GetCertificates command and transnits
third certificate informati on which is not associated with the key
pair information if the first processing means executes the
Get CACertificates conmand.

[ ai m 14]

The information processing apparatus according to claim 11,
wherein

the first processing neans executes a DeleteCertificates
command which is a command based on the devi ce nanagenent service
and which is a comand for requesting deletion of certificate
i nformati on recorded in the recordi ng means so as to del ete t he key
pair information corresponding to the certificate information
specifiedbytheDel eteCertificatescomandor thecertificationpath
i nformati on corresponding to the certificate information specified
by the DeleteCertificates command fromthe recording neans.

[ ai m15]

The informati on processing apparatus according to claim 2,
further conprising:

i magi ng neans,

wherein the transmtting neans transnits an i nage captured by
t he i magi ng means t hrough t he encrypt ed comruni cati on i n accordance
with the information recorded in the recording neans.
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[Cai m16]

A nmethod for controlling an information processi ng appar at us,
the nmet hod conpri si ng:

a first processing step of performng, on the information
processi ng appar at us, a setting for performng encrypted
conmuni cati on based on devi ce managenent service defined in ONVIF
standard in response to a conmand based on the devi ce managenent
servi ce; and

a second processing step of performng, on the information
processing apparatus, a setting for performng encrypted
communi cati on based on advanced security servicedefinedinthe ONVIF
standard in response to a conmand based on the advanced security
servi ce,

wherei nt he second processi ng step automati cal |y perforns
at | east apart of the settingfor the advanced security service
inaccordancewiththesettingfor thedevi ce nenagenent servi ce,
if the first processing step has perfornmed the setting for the
devi ce managenent service, and

atransmtting stepof transmtting, to an external apparatus,
information indicating that the setting for the advanced security
service is set in accordance with the setting for the device
managenent service, if the conmand based on the advanced security
service is received fromthe external apparatus after the second
processi ng step has perforned at | east the part of the setting for
t he advanced security serviceinaccordancewiththe setting for the
devi ce managenent service.

[Caim17]
The control nethod according to claim16, further conpri sing:
a control step of performng control such that infornmation
i ndicating that the setting has been performed on the infornmation
processi ng apparatus in response to the comrand based on t he devi ce
managenent service is recorded in recordi ng neans.
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[Cai m18]

The control method according to claim 17, wherein

in the first processing step, a command for setting to the
i nformati on processing apparatus at |east one of first public key
i nformation which is used to performthe encrypted conmuni cati on,
first private key i nformation which corresponds to the first public
key information and which is used to perform the encrypted
conmuni cation, and first certificate information which proves that
the public key informationis validkeyinformationis executed, the
conmand being executed by a first external apparatus on the
i nformati on processing apparatus on the basis of the device
managenent service, and

in the second processing step, a command for setting to the
i nformati on processi ng apparat us at | east one of key pair i nfornation
i ndi cating that second public key information used to performthe
encrypted communication corresponds to second private key
i nformation used to perform the encrypted comuni cation, second
certificate informati on which proves that the second public key
information is valid key information, and certification path
information indicating third certificate information associated
with the second certificate information is executed, the conmand
bei ng executed by a second external apparatus on the information
processi ng appar atus on the basi s of the advanced security service.
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[Caim19]

A program that causes a conputer to execute:

a first processing process of performng, on the conputer, a
setting for perform ng encrypted comrunication based on device
managenent servi ce definedin O\NVIFstandardinresponsetoacomand
based on the devi ce managenent service; and

a second processing process of performng, on the conputer,
a setting for perform ng encrypted comuni cati on based on advanced
security service defined in the ONVIF standard in response to a
conmand based on the advanced security service,

wherein the second processing process automatically
perforns at | east apart of thesettingfor theadvancedsecurity
serviceinaccordancewiththesettingfor thedevicemanagenent
service, if the first processing process has perforned the
setting for the device managenent service, and

a transmtting process of transmitting, to an external
apparatus, informationindicating that the setting for the advanced
security serviceis set inaccordancew ththe settingfor the device
managenent service, if the conmand based on the advanced security
service is received fromthe external apparatus after the second
processi ng process has perforned at |east the part of the setting
for the advanced security service in accordancewith the setting for
t he devi ce managenent service.



