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METHOD FOR CONTROLLING A SMART CARD

(Field of the invention)
The present invention relates to methods for
controlling a smart card. It relates particularly to

methods for controlling contactless smart cards.

(Background of the invention)

When performing a transaction with a terminal like
a Point-0f-Sale (POS) terminal, a smart card generally
uses a data (like a PIN code) provided by the cardholder
through a user input interface (like a keyboard) of the
terminal. The smart card retrieves the typed data from
the terminal and uses it for authenticating the user or
for wverifying user consent for the operation of a
particular function provided by the smart card. Although
terminals are supposed to be secured, a malevolent person
may have introduced a malware into the terminal to log
the typed password/PIN code unbeknownst to the user.

There is a need to enhance security of the user

authentication or user consent verification.

(Summary of the Invention)

The invention aims at solving the above mentioned
technical problem.

An object of the present invention is a method for
controlling a smart card allocated to a user. The method
comprises a step of establishing a wireless communication
channel between the smart card and a portable apparatus.

The method comprises the steps of:
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- Determining by the smart card that control of
authentication of said user depends on the portable
apparatus and requesting accordingly a permission data
reflecting a specific right allocated to a function
provided by the smart card,

- Capturing an input data from the user through an
interface embedded in the portable apparatus,

- Performing, by the portable apparatus, an
authentication of the user based on said input data,

- Depending on a result of said authentication,
identifying said permission data by the portable
apparatus and sending the permission data to the smart
card, and

- Activating or deactivating said specific right in
the smart card according to the permission data.

Advantageously, the specific right may be a
permission to use said function.

Advantageously, the specific right may be an
authorization to use or activate a parameter of said
function.

Advantageously, said function may be an exchange of
data through a communication channel established with a
terminal distinct from the portable apparatus.

Advantageously, said function may be the
provisioning of a credential authorizing a transaction
involving a terminal distinct from the portable
apparatus.

Advantageously, the permission data may be
identified based on a parameter of said transaction.

Advantageously, the terminal may be a Point-0f-Sale

terminal, the transaction may be a payment for an amount
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higher than a preset threshold and the specific right may
be an authorization given to the smart card to provide
its agreement for the transaction to the terminal.

Advantageously, said input data may comprise at
least one of the following: a PIN code, a password, a
passphrase, a One-Time-Password, a biometric data and a
drawn pattern. The input data may comprise behavior data
like the gait, movements, rhythm of the individual doing
actions.

Another object of the present invention is a smart
card allocated to a user. The smart card is able to
establish a wireless communication channel with a
portable apparatus. The smart card is configured to
determine that control of authentication of the user
depends on the portable apparatus and to request
accordingly a permission data reflecting a specific right
allocated to a function provided by the smart card. The
smart card is configured to activate or deactivate the
specific right according to the permission data received
from the portable apparatus.

Another object of the present invention is a system
comprising a smart card as described above and a portable
apparatus embedding an interface able to capture an input
data from a user. The portable apparatus is configured
to perform an authentication of the user based on the
input data and, depending on a result of the
authentication, to identify a permission data reflecting
a specific right allocated to a function provided by the
smart card and to send the permission data to the smart

card.
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Advantageously, the function may ben exchange of
data through a communication channel established with a
terminal distinct from the portable apparatus.

Advantageously, the function may be the provisioning
of a credential authorizing a transaction involving a

terminal which is distinct from the portable apparatus.

(Brief description of the drawings)

Other characteristics and advantages of the present
invention will emerge more clearly from a reading of the
following description of a number of preferred
embodiments of the invention with reference to the
corresponding accompanying drawings in which:

- Figure 1 shows an exemplary architecture of a
system according to an example of the invention,

- Figure 2 shows an exemplary flow diagram for
controlling the behavior of a smart card coupled to an
apparatus according to an example of the invention, and

- Figure 3 shows a diagram of architecture of a
system comprising a portable apparatus and a smart card

according to an example of the invention.

(Detailed description of the preferred embodiments)

Smart cards are portable small devices comprising a
memory, a microprocessor and an operating system for
computing treatments. They may comprise services
applications like payment applications. Smart cards may
be considered as secure elements. They may comprise a
plurality of memories of different types, like non-

volatile memory and volatile memory. They are considered
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as tamper-resistant (or “secure”) because they are able
to control access to the data they contain and to
authorize or not the use of their data by other machines.
A smartcard may also provide computation services based
on cryptographic engines. In general, smartcards have
limited computing resources and limited memory resources
and they are intended to connect a host machine which may
provide them with electric power either in contact mode
or contactless mode.

The invention may apply to any type of portable
apparatus intended to be coupled to a smart card and able
to get data from the cardholder. The portable apparatus
may be a smartphone, a tablet, a Personal Digital
Assistant (PDA) or a wearable device 1like a watch,
glasses, a key ring or a bracelet for instance.

The invention may apply to any type of smart cards
intended to participate to a transaction with a terminal.
For example the smartcard may be a banking smart card, a
transport card, an access badge, a loyalty card or an
identity document.

The invention 1is well-suited for smartcards which
have very limited user input interface or are devoid of
user input interface.

Figure 1 depicts an exemplary architecture of a
system according to an example of the invention.

In this example, the system comprises a smart card
10 and a portable apparatus 20. The smart card 10 may be
a payment card. The smart card is coupled to a terminal
30 which may be a hardware device intended to power the

card, to establish a communication session 32 with the
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smart card and to send at least one command to the smart
card.

The terminal 30 embeds a card reader able to
establish a communication session with the smart card 10
in contact or contactless mode.

The terminal 30 and the card 10 may communicate using
NFC (Near Field Communication) technology which is based
on the exchanging of data via a modulated magnetic field.
A NFC reader has an antenna which is able to modulate the
magnetic field and to provide energy to NFC card. A
contactless card and a contactless apparatus (comprising
a NFC reader) may communicate thanks to an inductive
coupling in a field frequency equal to 13.56 MHz. In
particular, the IS014443, 1ISO/IEC21481 and 1IS018092
standards provide modulation technologies and
communication protocols which may be used in NFC domain.

The terminal 30 and the card 10 may communicate using
ISO/IEC-7816 protocols (like T=0 or T=1 for instance),
through the SWP (Single Wire Protocol) or any relevant
protocol in contact mode.

The portable apparatus embeds a user input interface
allowing to capture a data 55 provided by a user 50 (I.e.
an individual). For example, the user input interface may
include a keyboard, a microphone, a motion sensor, a
camera or a biometric sensor. Preferably, the portable
apparatus 1s a smartphone. In some embodiments, the
portable apparatus 20 may be a wearable device like a
watch, a key fob or a bracelet.

The portable apparatus 20 and the smart card 10 are
configured to establish a wireless communication channel

40 and to communicate wusing a contactless protocol
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relying on NFC, Ultra-wideband (UWB) or Bluetooth Low
Energy® (BLE) technology for instance.

Figure 2 depicts an exemplary flow diagram for
controlling the behavior of a card coupled to a portable
apparatus according to an example of the invention.

In this example, the smart card 10 is a payment card
and the portable apparatus 20 is a smartphone.

The cardholder may want to perform a transaction at
a Point-0Of-Sale. A communication session is established
between the POS terminal 30 and the payment card 10 in a
conventional way.

The smart card 10 may embed an internal battery or
may retrieve power from the connected POS terminal 30.

Depending on the nature of the transaction desired
by the user, the POS terminal sends to the smart card a
command which aims at getting the authorization to
continue/complete the transaction.

On receipt of the command, the smart cards 10
determines that control of authentication of the user
must be performed by the portable apparatus 20. The card
may use one or more parameters of the desired transaction
to determine that control of authentication of the user
depends on the portable apparatus 20. For example, 1f the
transaction is a payment for an amount higher than a
preset threshold, the smart card may consider that user
authentication should be managed by the portable
apparatus 20. For instance the card may be customized to
delegate user authentication for all withdrawal/payment
transactions whose amount is higher than 60 Euros.

In some embodiments, the smart card may use its own

internal ©pre-recorded parameters to determine that
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control of authentication of the user depends on the
portable apparatus 20. For instance the card may be
customized to delegate wuser authentication to the
portable apparatus for all transactions in which the card
is involved.

Then a wireless communication channel is established
between the smart card and the portable apparatus 20.
Then the smart cards requests a permission data
reflecting a specific right allocated to a function
provided by the smart card. For instance, if the
transaction is a payment transaction, the function may
be the feature of providing a data reflecting consent of
the user or authentication of the user.

In some embodiments, the request of a permission
data may be implicit and the portable apparatus may start
capture of action(s) of the user as soon as the wireless
communication channel is established.

In some embodiments, the smart card may send a
requesting message to the portable apparatus which starts
capture of action(s) of the user upon receipt of the
requesting message.

The portable apparatus captures an input data 22
originated from the user through a user input interface
26 embedded in the portable apparatus. For instance, the
user may type their PIN code or passphrase on a digital
keyboard of a smartphone.

Then a controlling application embedded 1in the
portable apparatus may try to authenticate the user by
checking the validity of the captured input data 22. Such
a checking operation may be performed using one of the

algorithms well known in authentication domain.
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Then the controlling application may identify a
permission data 25 according to the result of the checking
operation. For example, if the user has been successfully
authenticated, the permission data 25 may contain a value
that will be interpreted by the smart card 10 as an
agreement to complete the transaction or, otherwise, a
refusal to continue the transaction.

The portable apparatus may send the permission data
25 to the smart card that in turn activates or deactivate
a specific right according to the value of the received
permission data 25. For example, 1if the permission data
25 reflects an agreement to complete the transaction, the
card 10 may provide the terminal 30 with a message
containing the agreement of the smart card to complete
the transaction. Otherwise, the smart card may transmit
to the terminal a message indicating that the smart card
refuses to continue the transaction.

In some embodiments, the smart card may identify a
credential associated to the transaction and send it to
the terminal. For instance, the smart card may compute a
cryptographic data which is forwarded by the terminal to
a remote bank server that may check the validity of the
cryptographic data generated by the smart card.

In some embodiments, the portable apparatus may
refrain from sending permission data to the smart card
if authentication of the user failed. In such
embodiments, the card 10 may infer that the user
authentication failed (or did not take place) if it does
not receive permission data after a predetermined time.

When the terminal is a Point-0f-Sale terminal, the

transaction may be a payment for an amount higher than a



WO 2022/228837 10 PCT/EP2022/059026

10

15

20

25

30

preset threshold (like 50 Euros for instance) and the
specific right may be an authorization given to the smart
card to provide its own agreement for the transaction to
the terminal.

In some embodiments, the permission data 25 may be
identified based on a parameter of the transaction. In
other words, the smart card may send to the portable
apparatus a set of one or more parameters associated to
the transaction and the portable apparatus may take the
received transaction parameter(s) into account when
assessing the genuineness of the user. For example, if
the wuser 1is authenticated by a fingerprint sensor
embedded in the portable apparatus 20 and if one received
parameter is the amount of the payment transaction, the
portable apparatus may adapt the confidence level (% of
match) of the biometric matching algorithm required to
pass the verification. In another example, if the card
is an access badge and i1if one received parameter is the
security level of a room that the cardholder wants to
access, the portable apparatus may select an appropriate
number of authentication factor. For instance, to access
top security level room, the user will have to enter both
a valid password (or a passphrase) and a valid drawn
pattern on the portable apparatus while for accessing a
low level security area, the user will have to enter
either a valid PIN code or a valid drawn pattern on the
portable apparatus.

In some embodiments, the smart card may embed a
biometric sensor like a fingerprint sensor. Upon receipt
of a permission data reflecting a successful user

authentication at portable apparatus side, the smart card
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may perform an additional control by checking a further
biometric data of the user captured through its own
biometric sensor. The smart card may generate a message
based on the combination of the permission data and the
additional checking performed by the card and send this
message to the terminal 30.

The received permission data reflects a specific
right allocated to a function which may be provided by
the smart card.

In some embodiments, the specific right may be a
permission to use or execute a corresponding function.
For example, the card may be authorized to perform an
enrollment of a new Dbiometric reference only 1if a
successful user authentication has been performed by the
portable apparatus 20. In another example, the card may
be authorized to ©perform the computation of a
cryptographic value which is required to wvalidate a
payment transaction or cash withdrawal only 1if a
successful user authentication has been performed by the
portable apparatus 20.

In some embodiments, the specific right may be an
authorization to wuse or activate a parameter of a
corresponding function. For example, the specific right
may be the activation or deactivation of a NFC interface
in the card. In addition, the NFC interface may be
activated with a restriction of use limited to a
particular type of transaction.

In some embodiments, the function of the smart card
may be an exchange of data through the communication

channel 32 established with the terminal 30.
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In some embodiments, there 1is no communication
channel established between a terminal and the smart
card. In other words, the smart card may have no
interaction with the terminal. For example, provided that
the card embeds its own display, the card may display the
amount of its internal purse (or the value of a loyalty
counter) only 1if the cardholder has been successfully
authenticated by the portable apparatus. In another
example, the change of the internal state of the card
(set of available/activated features, applications or
parameters) may be updated according to the result of the
authentication of the user by the portable apparatus.

Thanks to some embodiments of the invention, the
card may delegate the user authentication to a coupled
portable apparatus and takes into account the result of
the user authentication to adapt its feature / behavior.

In some embodiments, the communication session
established between the <card 10 and the portable
apparatus 20 may be secured based on keys stored in the
smart card and the apparatus. For instance, messages
exchanged through the communication session may be
enciphered using cryptographic algorithms well known in
the domain of smart cards. The exchanged data may be
enciphered and/or signed with a symmetric algorithm or
using a public/private key pair.

In some embodiments, the portable apparatus may
connect a remote server to perform a check allowing to
authorize the card to carry out a transaction. For
instance, the portable apparatus may be a smart phone
that communicates with a banking server through a

combination of a Telecom network and a wired network in
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order to get a right to authorize the card to perform a
payment for a particular amount. The portable apparatus
may act as a gateway between the card and the cloud.

Figure 3 depicts a diagram of architecture of a
system 90 comprising an apparatus 20 and a smart card
according to an example of the invention.

In this example, the smart card 10 is an access badge
allocated to a user and containing credentials allowing
to get access to an area having a specific security level.

The smart card 10 comprises a secure chip 14 (also
called secure element), a Dbattery 16, a physical
communication interface 12 designed to communicate with
the portable apparatus 20 1in contactless mode, and a
physical communication interface 18 designed to
communicate with a terminal in contact or contactless
mode.

In some embodiments, the smart card 10 may be devoid
of battery and be designed to get power through the
physical communication interface 18.

In some embodiments, the smart card 10 may comprise
a biometric sensor and/or a display.

The smart card 10 may store a key 19 intended to be
used to secure the data exchanged with the portable
apparatus 20. The key 19 may be stored in a non-volatile
memory embedded in the secure element 14.

The secure element 14 may be a conventional smart
card chip with additional features. The secure element
14 may comprise a processor and a set of software and/or
hardware instructions which are executed by the processor
to perform the functions of the secure element. The secure

element 14 may comprise a specific application which is
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designed to delegate user authentication to the coupled
portable apparatus.

In some embodiments, the smart card 10 may be
designed to behave as a conventional card as long as no
communications session has been established with a nearby
portable apparatus. In other words, if the smart cannot
establish a communication with the portable apparatus,
the smart card may be designed to continue to function
in the conventional way as 1f it does not implement the
invention.

The portable apparatus 20 may be a wearable device
comprising a card controller unit 24 including a chip and
software instructions. The apparatus 20 may comprise a
non-volatile memory, a physical user input interface 26
and a physical communication interface 22 configured to
exchange data with the smart card 10.

The physical user input interface 26 may include a
keyboard, one or more buttons, a biometric sensor, a
camera and/or a microphone.

The apparatus 20 may comprise a physical user output
interface 28 that may include a display, a speaker, one
or several LEDs and/or a haptic feedback device.

The apparatus 20 may store a key 25 in the card
controller unit 24 or in the non-volatile memory and may
be adapted to decipher (and/or to check a signature of)
the data received from the smart card 10 using the key
25.

In some embodiments, the portable apparatus 20 1is
said to be paired to the smart card 10 when it stores a

secret wvalue or a key allowing to securely access the
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content of the encipher/signed data sent by the smart
card 10.

The portable apparatus 20 is able to establish a
contactless communication channel with the smart card
through its physical communication interface 22.
Preferably the portable apparatus 20 and the smart card
10 are configured to exchange data through BLE.

The portable apparatus 20 may be a phone, a wearable
device, a tablet PC or a Personal Digital Assistant for
instance.

The portable apparatus 20 may be configured to
receive from the smart card an implicit or explicit
request of user authentication.

The portable apparatus 20 may be configured to select
a policy either according to security data pre-registered
into the portable or by using a set of parameters received
from the smart card.

The portable apparatus 20 may be configured to
capture data coming from a user and to authenticate the
genuineness of the user according to the selected policy
and the captured data.

The portable apparatus 20 may be configured to
identify a permission data depending on the result of the
user authentication.

The invention 1s not 1limited to the described
embodiments or examples. In particular, the described
examples and embodiments may be combined.

The invention is not limited to Banking or access
smart cards and applies to any smart cards whose behavior

depends on the authentication of the cardholder.
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Although examples of the invention have been mainly
provided in the banking domain, the invention also
applies to other domains. For example, the smart card may
provide access to a virtual area, a physical area like a

5 building, a transit network or a transport network.
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CLAIMS

1. A method for controlling a smart card (10)
allocated to a wuser (50) comprising the step of
establishing a wireless communication channel (40)
between the smart card and a portable apparatus (20),
characterized in that the method comprises the steps:

- Starting a transaction between said smart card and
a terminal (30) distinct from the portable apparatus,
said transaction having at least one applicative
parameter sent to the smart card by the terminal and
requesting authentication of said user,

- Then determining by the smart card that control of
authentication of said user depends on the portable
apparatus and requesting accordingly a permission data
(25) reflecting a specific right allocated to a function
provided by the smart card,

- Sending said at least one applicative parameter by
the smart card to the portable apparatus,

- Capturing an input data (22) from the user through
an interface (26) embedded in the portable apparatus,

- Performing, by the portable apparatus, an
authentication of the user based on said input data,

- Depending on a result of said authentication,
identifying said permission data using said at least one
applicative parameter Dby the portable apparatus and
sending the permission data to the smart card,

- Activating or deactivating said specific right in

the smart card according to the permission data.
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2. The method according to claim 1, wherein the

specific right is a permission to use said function.

3. The method according to claim 1, wherein the
specific right is an authorization to use or activate a

parameter of said function.

4. The method according to claim 1, wherein said
function is an exchange of data through a communication
channel (32) established between the smart card and the

terminal (30).

5. The method according to claim 1, wherein said
function is a provisioning of a credential authorizing

said transaction.

6. The method according to claim 5, wherein said
terminal 1s a Point-0f-Sale terminal, wherein the
transaction is a payment for an amount higher than a
preset threshold and wherein the specific right is an
authorization given to the smart card to provide its

agreement for the transaction to the terminal.

7. The method according to claim 1, wherein either
said at least applicative parameter is an amount and said
transaction is a payment transaction, or said at least
applicative parameter is an area security level and said

transaction is an access request transaction.
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8. The method according to claim 1, wherein said
input data comprises at least one of the following: a PIN
code, a password, a passphrase, a One-Time-Password, a
biometric data, a drawn pattern or behavior data like a

galt, movements or rhythm of the user.

9. A system (90) comprising a smart card (10) and a
portable apparatus (20) embedding an interface able to
capture an input data, said smart card being allocated
to a user (50) and able to establish a wireless
communication channel (40) with the portable apparatus,

characterized in that the smart card is configured
to start a transaction with a terminal (30) distinct from
the portable apparatus, said transaction requesting
authentication of said user and having at least one
applicative parameter sent to the smart card by the
portable apparatus,

in that the smart card is configured to determine
that control of authentication of said user depends on
the portable apparatus and to request accordingly a
permission data (25) reflecting a specific right
allocated to a function provided by the smart card,

in that the smart card is configured to send said at
least one applicative parameter to the portable apparatus
and to activate or deactivate said specific right
according to the permission data received from the
portable apparatus, and

in that the portable apparatus 1is configured to
perform an authentication of the user based on said input
data and, depending on a result of said authentication,

to identify, by using said at least one applicative
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parameter, a permission data (25) reflecting a specific
right allocated to a function provided by the smart card

and to send the permission data to the smart card.

10. The system according to claim 9, wherein the

specific right is a permission to use said function.

11. The system according to claim 9, wherein the
specific right is an authorization to use or activate a

parameter of said function.

12. The system according to claim 9, wherein said
function is an exchange of data through a communication
channel (32) established between the smart card and the

terminal (30).

13. The system according to claim 9, wherein said
function is a provisioning of a credential authorizing

said transaction.

14. The system according to claim 9, wherein said
terminal 1s a Point-0f-Sale terminal, wherein the
transaction is a payment for an amount higher than a
preset threshold and wherein the specific right is an
authorization given to the smart card to provide the

terminal with its own agreement for the transaction.

15. The system according to claim 9, wherein either
said at least applicative parameter is an amount and the
transaction is a payment transaction, or said at least

applicative parameter is an area security level and the
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transaction is an access request transaction aiming at

getting access to said area.



