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TRANSACTION INDICATOR MONITORING METHODS,
APPARATUSES, AND DEVICES

TECHNICAL FIELD

[0001] Embodiments of the present specification relate to transaction data
processing technologies, and in particular, to transaction indicator monitoring methods,

apparatuses, and devices.

BACKGROUND

[0002] In the Internet financial service, whether transaction indicators (also referred
to as data indicators) are stable directly affects whether the service can be carried out
securely and smoothly. Especially in the field of risk control, how to monitor whether
the transaction indicators are abnormal and identify the cause plays a vital role in the
timely processing.

[0003] Conventional analysis is generally as follows: Data analysts define rules;
when a value of a transaction indicator exceeds a certain threshold, the transaction
indicator is defined as abnormal; in such case, some possible causes are screened out
through manual programming, and each related transaction is manually checked to

finally locate the real cause.

SUMMARY

[0004] Embodiments of the present specification provide transaction indicator
monitoring methods, apparatuses, and devices, so as to automatically identify an
abnormality of a transaction indicator and locate a cause for the abnormality.

[0005] According to a first aspect, some embodiments of the present specification
provide a transaction indicator monitoring method, including the following: obtaining
sampling sequences of a transaction indicator of transaction data under multiple sets of
transaction dimension values of the transaction data respectively, where each set of
transaction dimension values corresponds to one sampling sequence, one sampling
sequence includes values of the transaction indicator at a predetermined quantity of

sampling points under one set of transaction dimension values, and a value of the
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transaction indicator at a target sampling point is an actual value; calculating, for each
sampling sequence, an estimated value of the transaction indicator at a target sampling
point in the sampling sequence based on the sampling sequence; and comparing, for
each sampling sequence, the estimated value of the transaction indicator at the target
sampling point in the sampling sequence with an actual value, to determine whether a
value of the transaction indicator at the target sampling point under one set of
transaction dimension values corresponding to the sampling sequence is abnormal, and
giving an abnormality prompt.

[0006] According to a second aspect, some embodiments of the present specification
provide a transaction indicator monitoring apparatus, including the following: a
sampling sequence acquisition module, configured to obtain sampling sequences of a
transaction indicator of transaction data under multiple sets of transaction dimension
values of the transaction data respectively, where each set of transaction dimension
values corresponds to one sampling sequence, one sampling sequence includes values
of the transaction indicator at a predetermined quantity of sampling points under one
set of transaction dimension values, and a value of the transaction indicator at a target
sampling point is an actual value; an estimated value calculation module, configured to
calculate, for each sampling sequence, an estimated value of the transaction indicator
at a target sampling point in the sampling sequence based on the sampling sequence;
and an abnormality monitoring module, configured to compare, for each sampling
sequence, the estimated value of the transaction indicator at the target sampling point
in the sampling sequence with an actual value, to determine whether a value of the
transaction indicator at the target sampling point under one set of transaction dimension
values corresponding to the sampling sequence is abnormal, and give an abnormality
prompt.

[0007] According to a third aspect, some embodiments of the present specification
provide a transaction indicator monitoring device, including the following: a memory,
configured to store a computer program; and a processor, configured to execute the
computer program to implement the steps of the method described in any one of some
previous embodiments.

[0008] According to a fourth aspect, some embodiments of the present specification
provide a computer readable storage medium, where the computer readable storage

medium stores a computer program, and the computer program is executed by a
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processor to implement the steps of the method described in any one of some previous
embodiments.

[0009] Some embodiments of the present specification bring the following beneficial
effects:

[0010] For a transaction indicator to be monitored, sampling sequences of the
transaction indicator under multiple sets of transaction dimension values are obtained
respectively; an estimated value of the transaction indicator at a target sampling point
in each sampling sequence is calculated; the estimated value at the target sampling point
is compared with an actual value to determine whether a value of the transaction
indicator at the target sampling point under one corresponding set of transaction
dimension values is abnormal, that is, to determine whether the transaction indicator to
be monitored at the target sampling point under different combinations of transaction
dimension values (i.e., various possible causes for the abnormality) is abnormal, and an
abnormality prompt is given. It can be seen that, according to the technical solutions
provided in some embodiments of the present specification, the transaction indicator is
automatically monitored based on various possible causes for the abnormality. If a
value of the transaction indicator corresponding to an identified cause for the
abnormality is abnormal, an abnormality of the transaction indicator is monitored, and

a cause for the abnormality is located, so that the processing efficiency is high.

BRIEF DESCRIPTION OF DRAWINGS

[0011] FIG. 1 is a schematic diagram illustrating an application scenario, according
to some embodiments of the present specification;

[0012] FIG. 2 is a flowchart illustrating a method, according to a first aspect of some
embodiments of the present specification;

[0013] FIG. 3 is a schematic diagram illustrating a human-computer interaction
interface, according to some embodiments of the present specification;

[0014] FIG. 4 is a schematic diagram illustrating an abnormality prompt interface,
according to some embodiments of the present specification; and

[0015] FIG. 5 is a schematic diagram illustrating an apparatus, according to some

embodiments of the present specification.
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DESCRIPTION OF EMBODIMENTS

[0016] To better understand the previous technical solutions, the following describes
the technical solutions of some embodiments of the present specification in detail with
reference to accompanying drawings and specific embodiments. It should be
understood that some embodiments of the present specification and the specific features
in some embodiments are detailed descriptions of the technical solutions in some
embodiments of the present specification, rather than limitations on the technical
solutions in the present specification. Some embodiments of the present specification
and the technical features in some embodiments can be combined with each other
without conflicts.

[0017] A typical application scenario of some embodiments of the present
specification is shown in FIG. 1. A transaction user uses a transaction client device 101
to perform a transaction operation by using an Internet financial server 102. The Internet
financial server 102 stores transaction data. The user who needs to monitor the
transaction indicator communicates with the Internet financial server 102 by using at
least one monitoring client device 103, sets a monitoring condition, and obtains a
monitoring result.

[0018] For example, technical carriers involved in the transaction operation can
include near field communication (NFC), Wi-Fi, 3G/4G/5G, POS card swipe
technology, two-dimensional code scanning technology, barcode scanning technology,
Bluetooth, infrared, short message service (SMS), multimedia message service (MMYS),
etc.

[0019] The transaction client device 101 can include but is not limited to a mobile
terminal, a PDA, a PC, POS machine, etc. The Internet financial server 102 can include
an independent server or a server group composed of multiple servers. If multiple
servers are included, the topology can include either a centralized server group or a
distributed server group (such as a server cluster, a cloud server, etc.). The monitoring
client device 103 can include but is not limited to a mobile terminal, a PDA, a PC, etc.
[0020] The method provided in one or more embodiments of the present
specification can be implemented on the Internet financial server 102, or on the
monitoring client device 103, or can be implemented jointly by the Internet financial
server 102 and the monitoring client device 103. Specific implementations are

described in detail in the following specific embodiments.
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[0021] Complete transaction data includes multiple transaction dimensions, and each
transaction dimension includes at least one transaction dimension value. The
transaction dimensions include fields used to reflect payment and risk control
characteristics of the transaction, for example, "country", "service type", "bank
identification number (BIN)", "card issuing bank", "whether transaction is rejected",
"whether 3DS verification is performed", "whether 3DS verification succeeds", etc.
[0022] The transaction indicator is used to reflect statistical characteristics of
transaction data, for example, "payment success rate", "transaction quantity",
"transaction amount", etc. The transaction indicator is related to time and a transaction
dimension. Measuring the transaction indicator usually means measuring statistical
characteristics of the transaction data within a specific time range and under a specific
transaction dimension value of a certain transaction dimension or a combination of
some transaction dimensions.

[0023] According to a first aspect, some embodiments of the present specification
provide a transaction indicator monitoring method, as shown in FIG. 2, including the
following:

[0024]  Step 202: Obtain sampling sequences of a transaction indicator of transaction
data under multiple sets of transaction dimension values of the transaction data
respectively, where each set of transaction dimension values corresponds to one
sampling sequence, one sampling sequence includes values of the transaction indicator
at a predetermined quantity of sampling points under one set of transaction dimension
values, and a value of the transaction indicator at a target sampling point is an actual
value.

[0025] A time interval of sampling points in the sampling sequence reflects a time
granularity of monitoring. Equal time intervals or unequal time intervals can be used.
For example, equal time intervals are used. If it is expected that the transaction indicator
is monitored every hour, a time interval of sampling points is one hour. If it is expected
that the transaction indicator is monitored every day, a time interval of sampling points
is one day.

[0026] The transaction indicator "payment success rate" is used as an example.
Assume that the predetermined time interval is one day and the predetermined quantity
is N (N is an integer greater than 1). Then a sampling sequence of "payment success
rate" under the set of transaction dimension values "country = United Kingdom" and

"whether 3DS verification succeeds = succeeds” is {ai, a, ..., an}, where a value of
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"payment success rate" at a sampling point ai (i = 1, 2, ..., N) is an actual value of the
payment success rate of the transaction data where "country" is the UK and the 3DS
verification succeeds on the i day.

[0027] Step 204: Calculate, for each sampling sequence, an estimated value of the
previous transaction indicator at a target sampling point in the sampling sequence based
on the sampling sequence.

[0028] One sampling sequence is used as an example. An estimated value of the
transaction indicator at a target sampling point in the sampling sequence is calculated
based on the sampling sequence.

[0029] Step 206: Compare, for each sampling sequence, the estimated value of the
previous transaction indicator at the target sampling point in the sampling sequence
with an actual value, to determine whether the transaction indicator at the target
sampling point under one set of transaction dimension values corresponding to the
sampling sequence is abnormal, and give an abnormality prompt.

[0030] One sampling sequence is used as an example. The estimated value of the
transaction indicator at the target sampling point in the sampling sequence is compared
with an actual value, to determine whether the transaction indicator at the target
sampling point under one set of transaction dimension values corresponding to the
sampling sequence is abnormal.

[0031] Assuming that the value of the transaction indicator "payment success rate"
at the target sampling point under the set of transaction dimension values "UK + 3DS
verification success" is abnormal, the abnormality prompt information is used to
indicate the value of "payment success rate" at the target sampling point and the set of
transaction dimension values "UK + 3DS verification success" (i.e., the cause for the
abnormality).

[0032] In some embodiments of the present specification, values of all abnormal
transaction indicators and a corresponding set of transaction dimension values can be
prompted, or only values of some abnormal transaction indicators and a corresponding
set of transaction dimension values can be prompted.

[0033] According to the method provided in some embodiments of the present
specification, for a transaction indicator to be monitored, sampling sequences of the
transaction indicator under multiple sets of transaction dimension values are obtained
respectively; an estimated value of the transaction indicator at a target sampling point

in each sampling sequence is calculated; the estimated value at the target sampling point
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is compared with an actual value to determine whether the transaction indicator at the
target sampling point under one corresponding set of transaction dimension values is
abnormal, that is, to determine whether a value of the transaction indicator to be
monitored at the target sampling point under different combinations of transaction
dimension values (i.e., various possible causes for the abnormality) is abnormal, and
then abnormality prompt information used to indicate the value of the abnormal
transaction indicator and the cause for the abnormality is generated and sent. It can be
seen that, according to the technical solutions provided in some embodiments of the
present specification, the transaction indicator is automatically monitored based on
various possible causes for the abnormality. If a value of the transaction indicator
corresponding to an identified cause for the abnormality is abnormal, an abnormality
of the transaction indicator is monitored, and a cause for the abnormality is located, so
that the processing efficiency is high.

[0034] In some previous embodiments of the present specification, the transaction
indicator can be designated by the user before each monitoring, or can be designated by
the user before certain monitoring, and the transaction indicator to be monitored is
determined based on the designation for each subsequent monitoring until the user
performs designation again. Alternatively, the transaction indicator to be monitored can
be a default value of a program, or determined in other methods. The previous multiple
sets of transaction dimension values can be designated by the user before each
monitoring, or can be designated by the user before certain monitoring, and the multiple
sets of transaction dimension values are determined based on the designation for each
subsequent monitoring until the user performs designation again. Alternatively, each
set of transaction dimension values of all dimensions or dimension combinations of the
transaction data can be used as the previous multiple sets of transaction dimension
values.

[0035] In the case of designation by the user, the user can designate only a
transaction dimension and/or a combination of transaction dimensions. In such case, all
transaction dimension values of the transaction dimension and/or transaction dimension
combination designated by the user are traversed to obtain multiple sets of transaction
dimension values.

[0036] If the method provided in some embodiments of the present specification is
applied to the financial service server 102, the financial service server 102

communicates with the monitoring client device 103, and invokes a corresponding
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human-computer interaction interface on the monitoring client device 103, so as to
obtain user-designated information (transaction indicators, multiple sets of transaction
dimension values, or transaction dimensions) through the human-computer interaction
interface. Serving as examples instead of limitations, the human-computer interaction
interface can be shown in FIG. 3, that is, configuration of corresponding information is
completed in the human-computer interaction interface, to improve processing
efficiency. In the human-computer interaction interface shown in FIG. 3, the user can
not only designate the transaction dimensions and transaction indicators to be
monitored, but also designate a range of transaction data to be monitored (that is,
designate a collection of the transaction data).

[0037] In some embodiments of the present specification, if multiple sets of
transaction dimension values are obtained by traversing all transaction dimension
values under various combinations of a predetermined quantity of transaction
dimensions (in some embodiments of the present specification, a single transaction
dimension is also a combination of transaction dimensions), it is further monitored
whether the transaction indicators are abnormal under the multiple sets of dimension
values respectively, that is, full abnormality monitoring. Assuming that there are three
transaction dimensions, there are seven transaction dimension combinations. Assuming
that each transaction dimension corresponds to two transaction dimension values, there
are 26 sets of transaction dimension values in total. Through full abnormality
monitoring, with the help of powerful processing capabilities of a computer, it can be
monitored whether the transaction indicator is abnormal from the perspective of various
possible causes for the abnormality, thereby improving the accuracy of abnormality
monitoring and the precision of abnormality locating.

[0038] To ensure transaction security and maintain a normal transaction order, it is
necessary to identify an abnormality of the transaction indicator and locate causes for
the abnormality in time. Therefore, in conjunction with a time granularity of monitoring,
the value of the transaction indicator at the latest sampling point can be monitored in
time. Correspondingly, the previous target sampling point refers to the last sampling
point in the sampling sequence. For example, to monitor "payment success rate" every
natural day, the target sampling point is the current day.

[0039] It should be noted that, if a real-time requirement for monitoring abnormal
transaction indicators is not high, there is no need to monitor the value at the latest

sampling point in real time. In such case, the previous target sampling point can be any
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sampling point in the sampling sequence.

[0040] In some embodiments of the present specification, to improve the accuracy
of monitoring the transaction indicator, a value of the previous transaction indicator at
a non-target sampling point in each sampling sequence can be a smoothed value. The
smoothed value is obtained by smoothing the actual value.

[0041] The previous sampling sequence {ai, az, ..., an} is used as an example.
Assume that the current target sampling point is an, and abnormality determination has
been performed for the value of the transaction indicator at the sampling point an.i.
Therefore, values at the sampling points a; to an-2 have been smoothed before. When
abnormality determination is performed for the value at the current target sampling
point, there is no need to perform smoothing again, and the smoothed value calculated
before can be used directly. For the value at the sampling point an.1, its smoothed value
can be calculated, or the previously calculated estimated value can be used as the
smoothed value. Such processing method can reduce the calculation amount and
improve the processing efficiency.

[0042] However, to improve the calculation precision and ensure the accuracy of
abnormality monitoring, the smoothed value can be recalculated during each
abnormality monitoring. Correspondingly, the specific implementation of step 202 can
be as follows: separately obtaining a set of actual values of the transaction indicator at
a predetermined quantity of sampling points under each of the multiple sets of
transaction dimension values based on a predetermined time interval; and separately
smoothing an actual value at another sampling point except the target sampling point
in each set of actual values.

[0043] The transaction indicator "payment success rate" and the set of transaction
dimension values "UK + 3DS verification success" are used as an example. Assume
that the predetermined time interval is one day and the predetermined quantity is 30
days. In such case, the actual value of the payment success rate for each day of 30
consecutive days under "UK + 3DS verification success" is obtained, and the actual
values of the payment success rate for the previous 29 days are smoothed.

[0044] A specific implementation of smoothing is not limited in some embodiments
of the present specification. In some implementations, a smoothed value is calculated
separately for the actual value at another sampling point except the target sampling
point in each set of actual values. A difference of the transaction indicator at the another

sampling point under each set of transaction dimension values is compared with a first

9



10

15

20

25

30

threshold corresponding to the set of transaction dimension values, where the difference
at the another sampling point is a difference between the actual value and the smoothed
value of the transaction indicator at the same another sampling point, and the first
threshold corresponding to each set of transaction dimension values is determined based
on values of the transaction indicator at multiple sampling points under the set of
transaction dimension values; and an actual value for which the difference exceeds the
first threshold is replaced with a smoothed value. In some other implementations,
threshold determination is not performed, and the actual value at each sampling point
is directly replaced with the corresponding smoothed value.

[0045] There are multiple methods for calculating the smoothed value. For example,
filtering algorithms such as moving average and moving median can be used to
calculate the smoothed value.

[0046] The first threshold can be specifically determined based on the Adaptive K
Sigma Threshold algorithm.

[0047] Based on any one of some previous method embodiments, the
implementation of step 204 can be specifically as follows: calculating, for each
sampling sequence, an estimated value of the transaction indicator at the target
sampling point in the sampling sequence based on a value at another sampling point
except the target sampling point in the sampling sequence. It should be noted that, the
estimated value of the transaction indicator at the target sampling point can be
calculated with reference to the actual value of the transaction indicator at the target
sampling point.

[0048] There are multiple specific methods for calculating the estimated value. In
some implementations, for each sampling sequence, a historical average value of the
transaction indicator in the sampling sequence is calculated, where the historical
average value is an average of values of the transaction indicator at other sampling
points except the target sampling point in the sampling sequence; and the historical
average value of the transaction indicator in the sampling sequence is determined as the
estimated value of the transaction indicator at the target sampling point in the sampling
sequence.

[0049] Based on any one of some previous method embodiments, optionally, the
implementation of step 206 can be as follows: comparing a difference of the transaction
indicator at the target sampling point under the set of transaction dimension values with

a second threshold corresponding to the set of transaction dimension values, where the
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difference at the target sampling point is a difference between the actual value and the
estimated value of the transaction indicator at the target sampling point, and the second
threshold corresponding to each set of transaction dimension values is determined based
on values of the transaction indicator at multiple sampling points under the set of
transaction dimension values; and separately determining, based on a comparison result
under each set of transaction dimension values, whether the transaction indicator at the
target sampling point under the set of transaction dimension values is abnormal.
[0050] The second threshold can be specifically determined based on the Adaptive
K Sigma Threshold algorithm.

[0051] In some embodiments of the present specification, considering that the actual
value may be greater than the estimated value (or the smoothed value) or may be less
than the estimated value, that is, the difference may be a positive number or a negative
number, therefore, the second threshold (or the first threshold) can include an upper
limit and a lower limit. Correspondingly, the difference exceeding the second threshold
(or the first threshold) means that the difference is above the upper limit or below the

lower limit.

[0052] In some embodiments of the present specification, the previous abnormality
prompt information can be visually presented. Serving as examples instead of
limitations, as shown in FIG. 4, the value of the transaction indicator at each sampling
point can be reflected by a curve, and an abnormal value can be marked. In addition,
causes and results for the abnormality can be presented in a natural language. The
natural language is relative to a programming language, and can be a text or a string
that is easy to understand. Using the method provided in the present specification may
cause the following case: The transaction indicator is abnormal under more than one
set of transaction dimension values. For example, under the two sets of transaction
dimension values "country = UK", and "country = UK" and "3DS verification success",
the payment success rate on that day is abnormal. Thus, to more accurately reflect the
cause for the abnormality, different causes for the abnormality can be sorted based on
the abnormality confidence level. Correspondingly, an abnormality confidence level of
a value of the abnormal transaction indicator is calculated; multiple pieces of
abnormality prompt information that are sorted based on the abnormality confidence
level are generated and sent, where each abnormality prompt information corresponds

to a value of one abnormal transaction indicator and a transaction dimension value.
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[0053] Confidence levels can be calculated for all abnormal results, but only the first
K abnormal results are sent and presented.

[0054] Based on any one of some previous method embodiments, the method
provided in some embodiments of the present specification can also adjust the sorting
of abnormality prompt information based on the user's feedback. Correspondingly,
feedback information of the abnormality prompt information is obtained, where the
feedback information is used to indicate whether the abnormality prompt information
is accurate; and the sorting of the abnormality prompt information is modified based on
the feedback information. The specific implementation can include but is not limited to:
for accurate abnormality prompt information, increasing the corresponding abnormality
confidence level; for incorrect abnormality prompt information, decreasing the
corresponding abnormality confidence level or deleting the incorrect abnormality
prompt information.

[0055] To inform a relevant user of an abnormality of the transaction indicator in
time, a third threshold can further be set. When the value of the transaction indicator
under a certain set of transaction dimension values exceeds the third threshold, an alarm
signal is sent to the target receiver. Correspondingly, the abnormal value and the cause
for the abnormality can be included in the alarm signal.

[0056] According to a second aspect, some embodiments of the present specification
provide a transaction indicator monitoring apparatus, as shown in FIG. 5, including the
following: a sampling sequence acquisition module 501, configured to obtain sampling
sequences of a transaction indicator of transaction data under multiple sets of
transaction dimension values of the transaction data respectively, where each set of
transaction dimension values corresponds to one sampling sequence, one sampling
sequence includes values of the transaction indicator at a predetermined quantity of
sampling points under one set of transaction dimension values, and a value of the
transaction indicator at a target sampling point is an actual value; an estimated value
calculation module 502, configured to separately calculate, for each sampling sequence,
an estimated value of the transaction indicator at a target sampling point in the sampling
sequence based on the sampling sequence; and an abnormality monitoring module 503,
configured to compare, for each sampling sequence, the estimated value of the
transaction indicator at the target sampling point in the sampling sequence with an
actual value, to determine whether the transaction indicator at the target sampling point

under one set of transaction dimension values corresponding to the sampling sequence
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is abnormal, and give an abnormality prompt.

[0057] Optionally, a value of the transaction indicator at a non-target sampling point
in each sampling sequence is a smoothed value, and the smoothed value is obtained by
smoothing the actual value.

[0058] Optionally, the sampling sequence acquisition module is configured to:
separately obtain a set of actual values of the transaction indicator at a predetermined
quantity of sampling points under each of the multiple sets of transaction dimension
values based on a predetermined time interval; and separately smooth an actual value
at another sampling point except the target sampling point in each set of actual values.
[0059] Optionally, when separately smoothing the actual value at another sampling
point except the target sampling point in each set of actual values, the sampling
processing module is configured to: separately calculate a smoothed value for the actual
value at the another sampling point except the target sampling point in each set of actual
values; compare a difference of the transaction indicator at the another sampling point
under each set of transaction dimension values with a first threshold corresponding to
the set of transaction dimension values, where the difference at the another sampling
point is a difference between the actual value and the smoothed value of the transaction
indicator at the same another sampling point, and the first threshold corresponding to
each set of transaction dimension values is determined based on values of the
transaction indicator at multiple sampling points under the set of transaction dimension
values; and replace an actual value for which the difference exceeds the first threshold
with a smoothed value.

[0060] Based on any one of some previous apparatus embodiments, optionally, the
target sampling point is the last sampling point in the sampling sequence.

[0061] Optionally, the estimated value calculation module is configured to calculate,
for each sampling sequence, an estimated value of the transaction indicator at the target
sampling point in the sampling sequence based on a value at another sampling point
except the target sampling point in the sampling sequence.

[0062] Optionally, the estimated value calculation module is configured to calculate,
for each sampling sequence, a historical average value of the transaction indicator in
the sampling sequence, where the historical average value is an average of values of the
transaction indicator at other sampling points except the target sampling point in the
sampling sequence; and the historical average value of the transaction indicator in the

sampling sequence is determined as the estimated value of the transaction indicator at
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the target sampling point in the sampling sequence.

[0063] Optionally, the abnormality monitoring module is configured to: compare a
difference of the transaction indicator at the target sampling point under the set of
transaction dimension values with a second threshold corresponding to the set of
transaction dimension values, where the difference at the target sampling point is a
difference between the actual value and the estimated value of the transaction indicator
at the target sampling point, and the second threshold corresponding to each set of
transaction dimension values is determined based on values of the transaction indicator
at multiple sampling points under the set of transaction dimension values; and
separately determine, based on a comparison result under each set of transaction
dimension values, whether the transaction indicator at the target sampling point under
the set of transaction dimension values is abnormal.

[0064] Optionally, the apparatus provided in some embodiments of the present
specification further includes a confidence level calculation module, configured to
calculate an abnormality confidence level of the abnormal transaction indicator; the
abnormality monitoring module is configured to: generate and send multiple pieces of
abnormality prompt information that are sorted based on the abnormality confidence
level, where each abnormality prompt information corresponds to the target sampling
point and a transaction dimension value of one abnormal transaction indicator.

[0065] Optionally, the apparatus provided in some embodiments of the present
specification further includes a modification module, configured to obtain feedback
information of the abnormality prompt information, where the feedback information is
used to indicate whether the abnormality prompt information is accurate; and the sorting
of the abnormality prompt information is modified based on the feedback information.
[0066] According to a third aspect, some embodiments of the present specification
provide a transaction indicator monitoring device, including the following: a memory,
configured to store a computer program; and a processor, configured to execute the
computer program to implement the steps of the method described in any one of some
previous embodiments.

[0067] According to a fourth aspect, some embodiments of the present specification
provide a computer readable storage medium, where the computer readable storage
medium stores a computer program, and the computer program is executed by a
processor to implement the steps of the method described in any one of some previous

embodiments.
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[0068] The present specification is described with reference to the flowcharts and/or
block diagrams of the method, the device (system), and the computer program product
based on some embodiments of the present specification. It is worthwhile to note that
computer program instructions can be used to implement each process and/or each
block in the flowcharts and/or the block diagrams and a combination of a process and/or
a block in the flowcharts and/or the block diagrams. These computer program
instructions can be provided for a general-purpose computer, a special-purpose
computer, an embedded processor, or a processor of any other programmable data
processing device to generate a machine, so that the instructions executed by a computer
or a processor of any other programmable data processing device generate a device for
implementing a specific function in one or more processes in the flowcharts and/or in
one or more blocks in the block diagrams.

[0069] These computer program instructions can also be stored in a computer
readable memory that can instruct the computer or any other programmable data
processing device to work in a specific method, so that the instructions stored in the
computer readable memory generate an artifact that includes an instruction device. The
instruction device implements a specific function in one or more processes in the
flowcharts and/or in one or more blocks in the block diagrams.

[0070] These computer program instructions can be loaded onto the computer or
another programmable data processing device, so that a series of operations and steps
are performed on the computer or the another programmable device, thereby generating
computer-implemented processing. Therefore, the instructions executed on the
computer or the another programmable device provide steps for implementing a
specific function in one or more processes in the flowcharts and/or in one or more
blocks in the block diagrams.

[0071] Although some preferred embodiments of the present specification have been
described, a person skilled in the art can make changes and modifications to these
embodiments once understanding the basic inventive concept. Therefore, the appended
claims are intended to be construed as to cover some preferred embodiments and all
changes and modifications falling within the scope of the present specification.

[0072] Clearly, a person skilled in the art can make various modifications and
variations to the present specification without departing from the spirit and scope of the
present specification. The present specification is intended to cover these modifications

and variations provided that they fall within the scope of the claims of the present
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CLAIMS

What is claimed is:

1. A transaction indicator monitoring method, comprising the following:

obtaining sampling sequences of a transaction indicator of transaction data under
multiple sets of transaction dimension values of the transaction data respectively,
wherein each set of transaction dimension values corresponds to one sampling sequence,
one sampling sequence comprises values of the transaction indicator at a predetermined
quantity of sampling points under one set of transaction dimension values, and a value
of the transaction indicator at a target sampling point is an actual value;

calculating, for each sampling sequence, an estimated value of the transaction
indicator at a target sampling point in the sampling sequence based on the sampling
sequence; and

comparing, for each sampling sequence, the estimated value of the transaction
indicator at the target sampling point in the sampling sequence with an actual value, to
determine whether a value of the transaction indicator at the target sampling point under
one set of transaction dimension values corresponding to the sampling sequence is
abnormal, and giving an abnormality prompt.

2. The method according to claim 1, wherein a value of the transaction indicator
at a non-target sampling point in each sampling sequence is a smoothed value, and the
smoothed value is obtained by smoothing the actual value.

3. The method according to claim 2, wherein the obtaining sampling sequences of
a transaction indicator of transaction data under multiple sets of transaction dimension
values of the transaction data respectively comprises the following:

separately obtaining a set of actual values of the transaction indicator at a
predetermined quantity of sampling points under each of the multiple sets of transaction
dimension values based on a predetermined time interval; and

separately smoothing an actual value at another sampling point except the target
sampling point in each set of actual values.

4. The method according to claim 3, wherein the separately smoothing an actual
value at another sampling point except the target sampling point in each set of actual
values comprises the following:

separately calculating a smoothed value for the actual value at the another

sampling point except the target sampling point in each set of actual values;
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comparing a difference of the transaction indicator at the another sampling point
under each set of transaction dimension values with a first threshold corresponding to
the set of transaction dimension values, wherein the difference at the another sampling
point is a difference between the actual value and the smoothed value of the transaction
indicator at the same another sampling point, and the first threshold corresponding to
each set of transaction dimension values is determined based on values of the
transaction indicator at multiple sampling points under the set of transaction dimension
values; and

replacing an actual value for which the difference exceeds the first threshold with
a smoothed value.

5. The method according to any one of claims 1 to 4, wherein the target sampling
point is the last sampling point in the sampling sequence.

6. The method according to claim 5, wherein the calculating, for each sampling
sequence, an estimated value of the transaction indicator at a target sampling point in
the sampling sequence based on the sampling sequence comprises the following:

calculating, for each sampling sequence, an estimated value of the transaction
indicator at the target sampling point in the sampling sequence based on a value at
another sampling point except the target sampling point in the sampling sequence.

7. The method according to claim 6, wherein the calculating, for each sampling
sequence, an estimated value of the transaction indicator at the target sampling point in
the sampling sequence based on a value at another sampling point except the target
sampling point in the sampling sequence comprises the following:

calculating, for each sampling sequence, a historical average value of the
transaction indicator in the sampling sequence, wherein the historical average value is
an average of values of the transaction indicator at other sampling points except the
target sampling point in the sampling sequence; and

determining, for each sampling sequence, the historical average value of the
transaction indicator in the sampling sequence as the estimated value of the transaction
indicator at the target sampling point in the sampling sequence.

8. The method according to claim 5, wherein the comparing, for each sampling
sequence, the estimated value of the transaction indicator at the target sampling point
in the sampling sequence with an actual value, to determine whether the transaction
indicator at the target sampling point under one set of transaction dimension values

corresponding to the sampling sequence is abnormal comprises the following:
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comparing a difference of the transaction indicator at the target sampling point
under each set of transaction dimension values with a second threshold corresponding
to the set of transaction dimension values, wherein the difference at the target sampling
point is a difference between the actual value and the estimated value of the transaction
indicator at the target sampling point, and the second threshold corresponding to each
set of transaction dimension values is determined based on values of the transaction
indicator at multiple sampling points under the set of transaction dimension values; and

separately determining, based on a comparison result under each set of transaction
dimension values, whether the value of the transaction indicator at the target sampling
point under the set of transaction dimension values is abnormal.

9. The method according to claim 5, wherein before the giving an abnormality
prompt, the method further comprises the following:

calculating an abnormality confidence level of a value of the abnormal transaction
indicator; and

the giving an abnormality prompt comprises the following:

generating and sending multiple pieces of abnormality prompt information that are
sorted based on the abnormality confidence level, wherein each abnormality prompt
information corresponds to a value of one abnormal transaction indicator and one set
of transaction dimension values.

10. The method according to claim 9, wherein the method further comprises the
following:

obtaining feedback information of the abnormality prompt information, wherein
the feedback information is used to indicate whether the abnormality prompt
information is accurate; and

modifying sorting of the abnormality prompt information based on the feedback
information.

11. A transaction indicator monitoring apparatus, comprising the following:

a sampling sequence acquisition module, configured to obtain sampling sequences
of a transaction indicator of transaction data under multiple sets of transaction
dimension values of the transaction data respectively, wherein each set of transaction
dimension values corresponds to one sampling sequence, one sampling sequence
comprises values of the transaction indicator at a predetermined quantity of sampling
points under one set of transaction dimension values, and a value of the transaction

indicator at a target sampling point is an actual value;
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an estimated value calculation module, configured to calculate, for each sampling
sequence, an estimated value of the transaction indicator at a target sampling point in
the sampling sequence based on the sampling sequence; and

an abnormality monitoring module, configured to compare, for each sampling
sequence, the estimated value of the transaction indicator at the target sampling point
in the sampling sequence with an actual value, to determine whether a value of the
transaction indicator at the target sampling point under one set of transaction dimension
values corresponding to the sampling sequence is abnormal, and give an abnormality
prompt.

12. The apparatus according to claim 11, wherein a value of the transaction
indicator at a non-target sampling point in each sampling sequence is a smoothed value,
and the smoothed value is obtained by smoothing the actual value.

13. The apparatus according to claim 12, wherein the sampling sequence
acquisition module is configured to:

separately obtain a set of actual values of the transaction indicator at a
predetermined quantity of sampling points under each of the multiple sets of transaction
dimension values based on a predetermined time interval; and

separately smooth an actual value at another sampling point except the target
sampling point in each set of actual values.

14. The apparatus according to claim 13, wherein when separately smoothing the
actual value at another sampling point except the target sampling point in each set of
actual values, the sampling sequence processing module is configured to:

separately calculate a smoothed value for the actual value at the another sampling
point except the target sampling point in each set of actual values;

compare a difference of the transaction indicator at the another sampling point
under each set of transaction dimension values with a first threshold corresponding to
the set of transaction dimension values, wherein the difference at the another sampling
point is a difference between the actual value and the smoothed value of the transaction
indicator at the same another sampling point, and the first threshold corresponding to
each set of transaction dimension values is determined based on values of the
transaction indicator at multiple sampling points under the set of transaction dimension
values; and

replace an actual value for which the difference exceeds the first threshold with a

smoothed value.
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15. The apparatus according to any one of claims 11 to 14, wherein the target
sampling point is the last sampling point in the sampling sequence.

16. The apparatus according to claim 15, wherein the estimated value calculation
module is configured to:

calculate, for each sampling sequence, an estimated value of the transaction
indicator at the target sampling point in the sampling sequence based on a value at
another sampling point except the target sampling point in the sampling sequence.

17. The apparatus according to claim 16, wherein the estimated value calculation
module is configured to:

calculate, for each sampling sequence, a historical average value of the transaction
indicator in the sampling sequence, wherein the historical average value is an average
of values of the transaction indicator at other sampling points except the target sampling
point in the sampling sequence; and

determine, for each sampling sequence, the historical average value of the
transaction indicator in the sampling sequence as the estimated value of the transaction
indicator at the target sampling point in the sampling sequence.

18. The apparatus according to claim 15, wherein the abnormality monitoring
module is configured to:

compare a difference of the transaction indicator at the target sampling point under
each set of transaction dimension values with a second threshold corresponding to the
set of transaction dimension values, wherein the difference at the target sampling point
is a difference between the actual value and the estimated value of the transaction
indicator at the target sampling point, and the second threshold corresponding to each
set of transaction dimension values is determined based on values of the transaction
indicator at multiple sampling points under the set of transaction dimension values; and

separately determining, based on a comparison result under each set of transaction
dimension values, whether the value of the transaction indicator at the target sampling
point under the set of transaction dimension values is abnormal.

19. The apparatus according to claim 15, further comprising a confidence level
calculation module, configured to: calculate an abnormality confidence level of a value
of the abnormal transaction indicator; and

the abnormality monitoring module is configured to generate and send multiple
pieces of abnormality prompt information that are sorted based on the abnormality

confidence level, wherein each abnormality prompt information corresponds to a value
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of one abnormal transaction indicator and one set of transaction dimension values.

20. The apparatus according to claim 19, further comprising a modification
module, configured to:

obtain feedback information of the abnormality prompt information, wherein the
feedback information is used to indicate whether the abnormality prompt information
1s accurate; and

modify sorting of the abnormality prompt information based on the feedback
information.

21. A transaction indicator monitoring device, comprising the following:

a memory, configured to store a computer program; and

a processor, configured to execute the computer program to implement the steps
of the method according to any one of claims 1 to 10.

22. A computer readable storage medium, wherein the computer readable storage
medium stores a computer program, and the computer program is executed by a

processor to implement the steps of the method according to any one of claims 1 to 10.
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