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S102
A first terminal device sends first encrypted data to a second /
terminal device

A 4

The second terminal device encrypts the first encrypted data S104

by using a second public key to obtain second encrypted data, /

and sends the second encrypted data and third encrypted data
to the first terminal device

\ 4

The first terminal device encrypts the third encrypted data by

using a first public key to obtain fourth encrypted data, / §106

acquires first intersection data of the second encrypted data

and the fourth encrypted data, and sends the first intersection
data to a third terminal device

A 4

S108
The third terminal device acquires fifth encrypted data sent by /
the first terminal device

A 4

based on the fifth encrypted data and the first intersection
data, and sends the second intersection data to the first
terminal device and the second terminal device

The third terminal device determines second intersection data / S110

FIG. 2



First terminal
device
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Second
terminal device

Third terminal
device

S202: Generate a first public key by
using elliptic curve parameter
information

S204: Generate the first public key
by using the elliptic curve
parameter information

S206: Generate the first public key

by using the elliptic curve
parameter information

S208: Send first encrypted data——p|

S210: Encrypt the first encrypted data by using a
second public key to obtain second encrypted data

S212: Acquire first random sequence data
corresponding to the second encrypted data

S214: Acquire second random sequence data
corresponding to third encrypted data

. S216: Send the first random sequence data and |
the second random sequence data

S218: Encrypt the second random sequence data by
using the first public key to obtain third random

sequence data

$220: Acquire first intersection data of the first
random sequence data and the third random sequence

data

$222: Acquire fifth encrypted data sent by the

first terminal device

S$220: Send the first intersection data to the third terminal device—————m»|

[-——S232: Send the plaintext data corresponding to the second intersection data

$232: Send the plaintext data
[~corresponding to the second intersection

FIG. 3

S224: Encrypt the first intersection data by using
a third public key to obtain third intersection data

$226: Acquire intersection data of the fifth
encrypted data and the third intersection data to
obtain second intersection data

S228: Acquire an arrangement order of data in a
third data set

$230: Acquire plaintext data corresponding to the
second intersection data from the third data set
based on the arrangement order

data
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Send first encrypted data to a second terminal device

/ S302

v

Acquire second encrypted data and third encrypted data sent by
the second terminal device

/ S304

v

Encrypt the third encrypted data by using a first public key to

obtain fourth encrypted data, acquire first intersection data of

the second encrypted data and the fourth encrypted data, and
send the first intersection data to a third terminal device

/ S306

v

Acquire fifth encrypted data based on a third data set in the third
terminal device, the first public key, a second public key, and a third
public key

/ S308

v

Send the fifth encrypted data to the third terminal device, and
acquire second intersection data sent by the third terminal
device

/ S310

FIG. 4
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Generate a first public key by using elliptic curve parameter
information

/ S402

v

Send first encrypted data to a second terminal device

7 s404

v

Acquire a first random sequence corresponding to second
encrypted data and a second random sequence corresponding to
third encrypted data sent by the second terminal device

/ S406

v

Encrypt second random sequence data by using the first public
key to obtain third random sequence data

/ S408

v

the third random sequence data

e . , S410
Acquire first intersection data of first random sequence data and /

v

Send the first intersection data to a third terminal device

yd S412

v

Acquire seventh encrypted data sent by the second terminal
device

/ S414

A

Encrypt the seventh encrypted data by using the first public key
to obtain fifth encrypted data

/ S416

A

Send the fifth encrypted data to the third terminal device, and
acquire second intersection data sent by the third terminal device

/ S418

FIG. 5
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/ S502
Acquire first encrypted data sent by a first terminal device

v

Encrypt the first encrypted data by using a second public key to / 5504
obtain second encrypted data

h 4

Send the second encrypted data and third encrypted data to the / 8506
first terminal device

v

S508
Acquire second intersection data sent by a third terminal device /

FIG. 6
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Generate a second public key by using elliptic curve parameter
information

/ $602

v

Acquire first encrypted data sent by a first terminal device

/ S604

v

S606
Encrypt the first encrypted data by using the second public key to /

obtain second encrypted data

v

Acquire first random sequence data corresponding to the second
encrypted data

/ S608

v

Acquire second random sequence data corresponding to third
encrypted data

/ S610

v

Send the first random sequence data and the second random
sequence data to the first terminal device

/ S612

v

Acquire second intersection data sent by a third terminal device

/ S614

FIG. 7
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/ S702
Acquire first intersection data sent by a first terminal device

v

/ S704
Acquire fifth encrypted data sent by the first terminal device

h 4

Determine second intersection data based on the fifth
. ] S706
encrypted data and first intersection data, and send the second
intersection data to the first terminal device and a second
terminal device

FIG. 8
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Generate a third public key by using elliptic curve parameter

information

~ S802

v

Acquire first intersection data sent by a first terminal device

/ S804

v

Encrypt third data set in a third terminal device by using the
third public key to obtain sixth encrypted data

/ S806

v

Send the sixth encrypted data to a second terminal device

/ S808

v

Acquire fifth encrypted data sent by the first terminal device

/ S810

v

Determine second intersection data based on the fifth encrypted / 5812

data and the first intersection data

v

Acquire an arrangement order of data in the third data set

/ S814

v

. . . . . 1
Acquire plaintext data corresponding to the second intersection / 5816

data from the third data set based on the arrangement order

v

Send the plaintext data corresponding to the second intersection / S818

data to the first terminal device and the second terminal device

FIG. 9



10/12

/1

101
First terminal device /

I 102
Second terminal device /

| 103
Third terminal device /

Data determination system

FIG. 10

/11

/ 111
First data sending unit

| / 112
First data acquisition unit

| 113
Intersection data acquisition /
unit

I / 114
Second data acquisition unit

| 115
Second data sending unit /

Data determination apparatus

FIG. 11
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/12

Third data acquisition unit

/ 121

First data encryption unit

/ 122

Third data sending unit

/ 123

Fourth data acquisition unit

/ 124

Data determination apparatus

FIG. 12

/13

Fifth data acquisition unit

/ 131

Sixth data acquisition unit

/ 132

Fourth data sending unit

/ 133

Data determination apparatus

FIG. 13




12/12

L 120 /‘ 130
Memory Input apparatus
L 10 v
; —
L 110 S 140
Processor Output apparatus

FIG. 14




