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DATA USI NG SCALES BI N ENCODI NG AND MAXI MUM LI KELI HOOD DECODI NG FI ELD OF
THE | NVENIO GMisERe present invention relates to waternar ki pgriodoi@digizt al dat a
and in particular to the technique of enbedding watermark data into

di gi METHOMRGRDEMSTEM OF VEATERMARKING DI TALIDdredSING SCARER B EAICODINGAND
noi sy version of the water mpodmdvALIBELMHOODBEEODINGI t hout the use of the
original digital imge data. BACKGROUND OF THE | NVENTI ON The f ast

devel opment of digital information technol ogy, conmbined with the 10

sinplicity of duplication angr@ig OFPHEINVENTION al data across

communi cation networks |ike The ITnternet (using, e.g., publicly accessible
web sites), has TXRRSEest inGQMoAREIaRE Y WdRkRarkth ! § W to
protect their el ec?r oni cln dat a (ea , I mages, gaoféﬁ%algg%ahgﬂggaﬂ ul hi s has

stinul at ed t@rﬁlweqimmamé embedding wateymarkidata ngo dlgﬁsll igmgaddtashd dycaptiring

sophi stica nf ormati on . h|d rretho ogi.es. 15 for
copyri ght Eﬁ I\é\@eﬂﬁf&cﬂ%a&&‘fﬂw? rﬂﬁ‘at%%WnYedﬂggo q&? 1825 et
i nf or masi ORvitHdkOthe ¥ of thB StighaPdighhl in@E8atan such a way that this

i nformati on cannot be renoved or = deci phered wi thout access to a secret

key. On the other hand, to naintain quality, the watermarked i nage needs
to be perceptually identical once the waternmark is 20 enbedded into the
original inage. The main application of watermarking is for proving

ovvnershlp of the data an f rQ prmﬁmt ers. It is therefore
crucial to ensure that nmg e D to renove the

wat ermark wi t ho the i e tq the degree that it becones

usel ess. In addﬁ{}?gﬁnag %W.Oﬁgﬁ g?@kw?ﬁraaegn freaplpgy. sembgisdtith e o5

st andang oraﬁﬁﬁ;dl@@%degwaamgd aguwﬁ%ﬂ%fdigstﬁﬁda% é&&és%mﬁtﬁrﬁgﬂﬂbﬂg’ | ossy

conpr essi on . | tering, and so on. Hence, the tradeoffs to be
consi der ed nﬁhVCtrthhkj?etbﬁ @nemﬁt @isingt egnanidialgaccessible web sites), has exposed

content providers to a real challenge of how to protect their electronic data (e.g.,

images, video, sound, text). This has stimulated many research efforts towards the
design and study of sophisticated watermarking and information hiding methodologies

15 for copyright protection.

Watermarking techniques are used to embed secret information into, for
instance, an image in such a way that this information cannot be removed or
deciphered without access to a secret key. On the other hand, to maintain quality, the
watermarked image needs to be perceptually identical once the watermark is

20  embedded into the original image.

The main application of watermarking is for proving ownership of the data and
for protection against forgers. It is therefore crucial to ensure that no malicious
attacker is able to rerhove the watermark without damaging the image to the degree
that it becomes useless. In addition watermarking techniques need to be robust to

25  standard operations performed on images, like printing, scanning, lossy compression

(e.g., JPEG), filtering, and so on.

Hence, the tradeoffs to be considered in the design of a watermarking

technique rely on three principal parameters: robustness to attacks and image



technique rely on three principal paranmeters: robustness to attacks and
i mge WO 02/ 15586 PCT/ 1B01/ 01447 processing operations, high quality, and
t he rel awoezaseunt of secret information to be enbedded, PCT/@Bo1/014¥4€ codi ng

rate. Prior art inmage waternmarkin erhni.ques can.be di.vided.into two
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of the lumnance in the spatial donain representation of the inmage or the

transformcoefficients in the transform donain r e(gir esentation (e.g. DCT,
DWN) of the i Pueeart impge staipsmatking tachriguesy ean(ps dividediniRiV 80P wat er mar k
signal can al.so I I : or not

t hey useactcﬂéll}ﬁﬁogﬁ%glpg%ﬁgeﬁgﬂ %gétlth%‘ﬂta ﬁglh%gﬁ é%@?@gglgegﬁcé%&g&’ggéess. In 10
genersal , wiRbBifRaE hbaldee Gt ieith@shé haénsayivalte bfi cheamérames ln the spdtial
coefficients of a transformdomain and detect_ it wi.thout resorting to the
ori gi nal 4oy acrseseniatinn qf thedmage phihe dransform epeticisi§ IR MASEINETE andar d i mage
processi | t ' REHS ThE R obdRhEtHaeaBRbue for
enbeddi ng&%&&g‘%pgégﬁg{rééoﬁg%%’alg(eﬁgrﬁb%gfoaf t?gh%o an 15%@&9@ | by encoding the
wat er mar o dbadeathel waremmark eighalaas fatsorbepbarad nndes twechiogemaes bagsd ¢mi tial |y

transformng the i e | .to obtai.n a representation j tr foym domain
o o e ik i e R PR ATRETRERLERER cEhefob BARREOH

coeffq Ci gifesal, WitedSdREEEHARGCS Nt WAb&T (R WatdragaRaht Sodficienisdf by slightly
changi ng "t he sub-set o transformcoefficients val ues, thus producing a

wat er nar kensfomaderhain and deteet it withputgesortingtorthe otiginak FASR RIOYEAWi ci ent s ar e
th nbi ith,t.h - i ci .
en combi NS g\é\%lél heif gor@?tggmg %{agﬁ&}ﬁquggf grﬁc‘)fcééfsﬁl'@ﬁ@&sm%ﬁs 1Rk 2

wat er nar & m T epresen I mage. he wat er mar ked
transf or gitdc@pr esentation is then inverse-transfornmed to produce a

wat ermarked i mage T. The coefficient nodification is subtle enough so that
| is perceptually.i nd;ﬁg}ti ngui skf)? (iie fromth orisgri&nal itmar%g |. 25 In order
to recapture HReDHAt EFHHARS IH SHOCASTRACEH By e R E der _receives
the fi§stopled @y NOAdNg MR WS Rk dhta wilHiRtheRinsfoau ofiald RiRefofifiéd ai n i mage
processi ng operations or hostile attacks. It transforns the received
ver si on byinitigly transforming the image I to obtain a representation in a transform

domain (e.g. DCT, DFT etc) of the image. Next, a subset of the transform coefficients

is selected and the watermark message is encoded by slightly changing the sub-set of

transform coefficients values, thus producing a watermarked transform coefficient set.

20  The watermarked coefficients are then combined with the non-watermarked
coefficients to generate a watermark embedded transform representation of the image.

The watermarked transform representation is then inverse-transformed to produce a

watermarked image I . The coefficient modification is subtle enough so that [ is

perceptually indistinguishable from the original image I .

25 In order to recapture the watermark from the watermarked image T adecoder

receives the distorted or noisy version of I , that may have suffered certain image
processing operations or hostile attacks. It transforms the received version to the
appropriate transform domain representation and selects the same sub-set of

coefficients in which the watermark signal has been encoded. The decoder then



appropriate transform domain representation and selects the sanme sub-set of
coefficients in which the watermark signal has been encoded. The decoder
t hen WO 020 255366 PCT/ 1B01/ 01447 3 extracts the wat er mar kpaesBa®e44f7r om t he
sub-set of coefficients using a decoding procedure. Recently, two nethods
for wat eEKERGts W Watermark asspae froaohaisub-Behnd Cﬁ%fﬁﬁlemﬁ!l’@g‘é@t@éo‘%/l% decodi ng
W t hout ?osc%éﬁxj ng to the original image: coefficient 5 perturbation and
di t heri ng modul ation. In one prior art method using coefficient
perturbation, the watermark data is added to the original inage by
pertur bi ng t h&®ecaitlyesvoinetiogs fdriveaetmdkihg (r a eransfotn doabiarhaye besaf f i ci ent s.

[ coefficient, a "zerp" Dbi t%?% the watermark data

For exanmple, if s |sS DCT X 0
is encodéwgweéﬁ%rr%m‘%nsN@theeterrswr&lpsm the prigingl umageqCoetiigiiRl bit of the 10
wat er grar 5eg%§tib§amgggqﬁ%dg{ﬁgg] ng the coefficient tos - .e, where e is

a small “constant. Recaptlring the watermark nessage fromthe waternmarked
image | is acconplished by correlating the appropriate DCT coefficients
wi th the wat edmankpriorestmghod vsing zpeBicend perttrbgionatherwaseiagdateshni que have

been sug ted . such .as .the . use of.different transfo ﬁgqo ins such as DFT
r DWI a%gﬁ%cftott %Oﬁ%‘g%&fnag? P¥ ggggin%{x%g?lﬁasr ac‘f‘c’rrn&ﬁcagé rreg'%(’e. g., s(1 e)
or s el ushsthrmPEdefdiénts FobdxdmbleOif siisa DESEebetficietpntieds Tt bfdet r ansf orm
domain coefficients. In this case, enbeddi%g a watermark nessage in a

sel ﬁCt ﬁd_“é‘f\%ﬂgél% dagp ;S Q?Gl@qif?diby! danging $hagosHicien to ég1 &7y WRe BK of Li cients
WUl B 1 LR U NSRS e g
coeffici ?Bﬁs’?aﬁ’{‘ Rg'cvz\xﬁﬁ%u%fﬁg@%f% %gﬂgnﬁé}%(%gs e 101 'ihebs!v%teli'réarﬁ&f:fﬂga%g PYs Qquanti zing

the coefficients rent quartizer (, n a variation of the
di t her nadedmplishad bateatetating thg apmioptiete THET odefficientamdth theomaterinatk val ues are

encoded using t "sel f-noi se suppressi.on” ings to and f ich are
based on S8 ”\90 m“_fsioég'{‘? BACHR ﬁﬂ%ﬂ‘?ﬁ%ﬁ)’%ﬁ% %‘r‘égeséﬁ?d %‘(‘ﬁb 23 feused in
25 the digkdef qirRet 8hhPOmSERBARS such as DFT or DWT and/or the use of different

15  perturbation schemes (e.g., s(1£€)or sés)).

Dithering modulation is based on quantizing the transform domain
coefficients. In this case, embedding a watermark message in a selected sub-set of
coefficients is based on replacing these coefficients with their quantized values in a
way that depends on the watermark message. For example, a “zero” bit is encoded by

20  quantizing the coefficients with a quantizer g, and a “one” bit is encoded by

quantizing the coefficients with a different quantizer g, .

In a variation of the dither modulation watermarking scheme *zero” bit and
“one” bit values are encoded using two “self-noise suppression” mappings f; and f;
which are based on a small modification of the quatizer mappings qo and q; used in

25  the dither modulation scheme.

To date, the prior art watermarking schemes including coefficient perturbation
and dither modulation are not explicitly designed to adapt to a predefined distortion

level or noise criteria. As a result, they provide a relatively low rate of information



To date, the prior art watermarking schemes including coefficient
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enbeddi n@nﬂfed@iﬂ% beSuffer Fronhiph <2for Pdte LALS CHIMISH ROISNEHARIJHQ! Mor&ondi ti ons.
More inmportantly, since attenpts by malicious attackers take the form of
unknown ABPeBantypsiaea aitampty Ry fidicieus aitankets takenibel fereh ofmndeowanaiset hese pri or
art sche . e Gt i.n att.ack on the security of
the dat a%@ﬁ%ﬁéﬁs&#n @% & a?f%m%ﬂ%‘grf‘gé‘g&ég lmég%g)&at@b%gF e H’%B&P‘eﬂ?@ af?relgsase nt

i nvent i onblerte peditc againetapaciey djonghd &ehniypfahaidts b ons ob&fafaifl PubosdteW
encodi_ng %Chene referred to as scal ed bin encodi ng which encodés wat er mar k
data Pnt STMAE@adM& by nodifying i mage values in a way that preserves high
image quality (i.e., lowdistortion levels) and adapts to expected (i.e.,
wor se case) nep : : rd £ B : fromthe

wat er mar k enbgglgz)éég?nntwlalggégﬁ‘otn ?r? gﬁ} ESL&P%% ee%lhéieﬁ:\g{gfecﬁéw é&’n?%%%ﬁtal&lganal and/ or
i nt ent i omaw emopding scheperrtiprmed do v sraledden endanng wikich edcadss mgteamkobabi [ ity

based procedure (e.q.., . .maxi pum |ikelihood. decodi.ng), based on estimted
statisti glgadf’tiotlﬂ‘ég%g?tbibﬁ OF Wit AR YL A HAY Qségﬁﬁ?ff‘é&ei@glﬁ {838°cal  nodel
of the noquaktyiid./ @dESAIdA Res) FRGaRY td SBBELeRAL S5 6sBGa@PREi | ons or
attack 15 noi se, thereby provi |ng a robust and h

a

] igh quality waternarking
syst ébh adeveldtasapiuringsofihe WargrmagrdatpEonNbE Rt aThempedsisd imagerafieniti on

provi des ] i igi.tal termark data into
G i tal s e oty KRR AERFC Do Bt cellPER TR ARG (e
wat er mar ledhetl wsinged prdbhibiliy basediprocbéure $€g Oinakundlikedinbad debodinigpl | mage dat a

and despite noise int rod,uced%‘jstgto the watermarked digital inage data. The
syst em af@sedRiasBEmatd statisticy idhe prigingkimage yaluss and angxpeefed ytatisiisabr ocesses:

the processdePbs the HBRLtHiRGutdetovRe ﬁfx%rtﬁ/ i3L0 gf&@ssg@i .epﬁgng bOid.ak data to

obtain waternarked digital data and the protess ecodi ng the
wat edfrar ketsedhetebynprosating & cotpist @idhigh quaity giareamatkingwysermardmeethddt a.

Watermark data is enbedded into the digital imge data using an

SUMMARY OF THE INVENTION

The present invention provides a method and system of embedding digital

watermark data into digital image data and recapturing the embedded watermark from

20  the watermarked digital data without the use of the original digital image data and
despite noise introduced into the watermarked digital image data. The system and
method of the present invention is performed by two processes: the process of
embedding the watermark into the original digital data to obtain watermarked digital
data and the process of decoding the watermarked digital data to obtain the original

25  watermarked data. Watermark data is embedded into the digital image data using an
encoding method referred to as scaled bin encoding. The embedded watermark data is
recaptured from the watermarked data using a probability based decoding scheme. In
one embodiment, the probability based decoding scheme is the Maximum Likelihood
(ML) decoding scheme.



encodi ng nethod referred to as scal ed bin encoding. The enbedded wat er mar k
data is recaptured fromthe waternmarked data using a probability based
decodi ngwahenEss | N one enbodi ment, the probability baseBcTOs®uami«g schemne
is the Maxi mum Li kelihood (M) decodi ng schene. WO 02/ 15586 PCT/ 1B01/ 01447
5 In one enbodimenstembmdimeuat, embeddingef tha wvatemmaked ddatis achieadbyeved by

transfornm.ng.the original ,digital i e data.-intg first_transfor
coefficie ngsfo%%é}eg)élglq%glgaﬁ ww%%&t@%ﬁfﬁ& AR e %‘?‘erlf%refl%%ﬂ%lg code;
embeddi ngiteRPaterffapd@sta Weing AR E6r cOiddcling @B&b;%nfb%ﬂcﬁhgﬁﬁb%n%%ed%at&ﬁ%ﬂi' rst

transform coefficients tor%enerate a sub-set of 5 enbedded transform
coef f i ci eftts injg i digstsubiseoiithe fiest transfagn cesfficients to genasats alsyb-setrofinsf or mi ng

t he er first. sub-set of coefficients, along with the
rerra}Mralgl nggl}?ilé%qév\g?rggﬁrgr cg%gggédlsmgrsgﬁeg'ﬁghesnfc8§%gt%rgirtﬁ?%}r%ﬁrtsglyt 0 generate
wat er nar k remsfeddedthdiviitémhark eRgeddbdtfastdabebr ofitokffiesntd Aendwitbiteal di git al

I mge data and the watermark data 10 According to this enbodi nent, scal ed

bi n_ encodfSTRAIRES pep-PetsraarhemBedded Aigst tiapefarma se¢tficientsip serertthe sub- set of
transfor h Cl 7 I ' LNg: t: l,ch is
repr esen[rg,t% %&e‘g%(f% hgdralhgid,\p%%? gﬁnﬁgﬁggﬁaﬁﬁeﬂ\;{% ﬁglr?gggér? *a °6r\%efg&g?1 s@%ﬁ‘){{\?%t% nodel ;
mappi ng eamhths cateedhadoddtii ci ent to one of a pair of skewed discrete

mappi ngs dependent on the logic state of the correspondi ng encoded
wat eryark data,bit .to be .15 edded i.nto. each,scal ed.coefficient;
obt 2 N ng & df APereirgas fuf seBRgion scuth Bir SREquRs Rurcirrd bhieefos
cor r es pongich@osfERRAtoAihd se6-3étest tfRshirh CbemtienBRFRE GidatetRRed alihgr ence to
its corresponding original (i.e., unscaled and unnaefeq%lcoeff|0|ent to
L an|

obt ai n eaB¥HapateceVhichis eapsessaiative pharsepeated oeifst laveban oaed distertior wit h
nr i nvention,

the et er nark: Raphng sact e RU b ERIeARS Lk s e S BB e Tl ' Prnge

t he wat er mar S recapture

data by t deradort oh g lohi stat ef terdorrespoaditg @ntdtirdavitérintris databil to bg ansf or m
' ransformation as_used during watermark

coef fjcient sing the sane t S
enpodir g; % ‘F‘gléfl i“g% e ei't%: Fosijislenkobipinipg pitierpRcsPet WeaisReh shaldef f i ci ent s
whi ch coefficient from its corresponding mapped and scaled coefficient; and adding the

difference to its corresponding original (i.e., unscaled and unmapped) coefficient to

obtain each watermark embedded transform coefficient.

In accordance with another embodiment of the system and method of the

20  present invention, the watermark data is recaptured from the watermark embedded
digital image data by transforming the watermark embedded image into second
transform coefficients using the same transformation as used during watermark
encoding; selecting a second sub-set of watermarked transform coefficients which
correspond to the first sub-set of transform coefficients; estimating statistical

25  parameters of the first sub-set of transform coefficients using image statistics of the
second watermarked sub-set of coefficients; extracting embedded watermark data
from the second sub-set of coefficients with a probability based decoding scheme
which uses the predetermined scaling parameter, known aspects of the scaling and
mapping steps, the expected noise and allowed distortion model, and the estimated

3‘0 statistical parameters; decoding the extracted watermark data using an error correcting

decoder based on the error correcting code used when watermark encoding to obtain



correspond to the first sub-set of transformcoefficients; estimating
statistical 25 paraneters of the first sub-set of transformcoefficients
usi ng i naeoridsé stics of the second watermarked sub-setpof/rasiifdici ents;
extracting enbedded watermark data féomthe second sub-set of coefficients

wi th a prabstinaid of thesdgindbwaddimgks GhemEembdditbnitae MIL Becodingdehendri ned
scal ing para teﬁ, known, aspects of the scaling and nmapping steps, the
expect ed RESELasIAg PEADABINEY YRE Seendingowehemblel , and the estimated 30

statistical paraneters; decoding the extracted watermark data using an
error correctifng endRAAIE thO FSRIMHE ihid 9| G| &@% when
wat er mar k encodi r?g to g%t aln WO 02/115%‘%8%/%%&%?0121% ahrﬁirg'?)lfnate of
t he ori gi thakysiem ef watdrmatkingineludabadinmpatiransforivr foe reniforgisg the miégital s used
as the probabiljty type decodi ng schene. .For enbeddi.ng the watermark into
The. a1l T dalgata R Bins T b R BHOR Oy G K3FORAY or a K ng
i ncl udes @irein@E Aata R QY ST cbRECtinzRE & $EnRehtd B odéDivhRlmark dafiBge data
into a transform dormain representation; an encoder for encodi ng watermark

dat a usi nyatgrmak eaeodss feresbiedding dareencodefewatcanakdatrddon fiest wibregt &f data; a

wat er mar | th code termark data into a first
sub- set (l;tfh € %ﬁgﬁb?tﬁgﬁ c? %‘Qﬁ%ﬂ%s ;}%ggréegft fg:lcsfggﬁ? %‘gitaegleofgﬁ%dr(té%&gmsub- set of
enbedded daeffitdérng by using kédled inteacdiing) oh igvesdhegde bafsfeme@dorigversdly i nver se

i mage, transforner for inversely 10 transform ng the watermark enbedded
fi r stiypTastorging e rraterart smardsieg fntsuD-seteof cpeliigienisdongomtvieer mar k
enbedded {£.j nd 1 et ed digital

i mge dat%h{vamﬁ%l%%ﬁﬁg{auées tﬁ{égééiig S‘??gs?“%“?n%‘g‘gﬁlggﬁag?]% géedgﬁ{vtvé;ternark dat a.
For r ecapvaeimarkeddgitalt ierageditadetich includes the digitad imagekdath amigthe, one 15
enbodi ment _of t system of watermarking includes an i nage transforner for
transforn’fv?‘ltﬁn?ﬂ %ﬁfﬁtermar ked i mage data into the transform domain
representation; a neans for determning the statistical paranmeters of the

second sub- setF@freepeiriigheMatermak du0ReRithe Witchnafkdd Wiy, by k decoder for
extracting enpedded watermark data from the second sub-set of coefficients

wi t h @ prapRastimeatef ghesisteaeebnpisgnakmenecluias@n image transformer for
transforming the watermarked image data into the transform domain representation; a

means for determining the statistical parameters of the second sub-set of coefficients;
a probability based watermark decoder for extracting embedded watermark data from
the second sub-set of coefficients with a probability based decoding scheme which
20  uses the predetermined scaling parameter, known aspects of the scaling and mapping
steps, the expected noise and allowed distortion model, and the estimated statistical
parameters; a decoder for decoding the extracted watermark data using an error
correcting decoder based on the original error correcting code to generate the

watermark data.

25



20 uses the predeterm ned scaling paraneter, known aspects of the scaling
and mappi ng steps, the expected noise and all owed distortion nodel, and
the esti maberi138@ti stical paraneters; a decoder for decoBCnBaihesext ract ed
wat er mark data using an error correcllng decoder based on the original

error correcting code [ 25 WO 02/ 15586
- ém[ obj ects, features,

and advant ages..pf t.he present |nvent|on be apparent _to one skilled in
the art, in vi 1;&? 8‘Pleftﬁefref“8¥qso%dr?&v%ﬁ%ﬁs|°\gah%|@§iernf ptvewtion willyes apparept g. 1

|IIustrat@ﬁHQ ALLHt . 2A and 2B
illustrate a ?Flrlgfﬁ%nbodl %ﬁe@g%f‘@gé g}lgt%llr% gﬁgpé&dg{eﬁégmop%@ er mar ki ng usi ng
scal ed bi n encBig Adllustratesbasid atages ofi thérwhteemprkirseprocéssvent i on;  Fig. 3
illustyates a first enbodi nent of a nethod of scaled bin encoding in 10
accordance wth the present invention; Figs. 4A and 4B illustrate a first
enbodi ment of RigsysA and@PiBtAos figd eniRHBAIRGK @ﬁstéiﬁh&gnét P%J?ab' ity
based decodi ng schene; 15 Fig. 5 illustrates an enbodi nent o

wat er mar KWVAGTAEKREAsing sehied hin eusodingdn keaedance witdbopiestnt sivegtien; pr obabi | i ty
based decodi ng schene; Figs. 6A and 6B illustrate an enbodi nent of

wat er mar ki ng using scaled bin encoding and the Maxi mum Li kel i hood

decodi ng; and Pig. B iflustodles 4 fitssemiBoditnett 6k inBtholof Raledasin bhéddifyths for
selectjon of a sub-set of transformcoefficients in accordance with the

presettt i W%W@P%Wltbﬁlww} MWEHEOIPCT/ 1801/ 01447 8

Figs. 4A and 4B illustrate a first embodiment of a system and method of

watermarking using a probability based decoding scheme;

15 Fig. § illustrates an embodiment of a watermarking method in which

watermark data is decoded using a probability based decoding scheme;

Figs. 6A and 6B illustrate an embodiment of watermarking using scaled bin
encoding and the Maximum Likelihood decoding; and
20

Fig. 6C illustrates ordering of DCT coefficients for selection of a sub-set of

transform coefficients in accordance with the present invention.

25



DETAI LED DESCRI PTI ON OF THE | NVENTI ON The wat er mar ki ng process can be
represented as having three stages: a watermark encodi ng stage 10, an
attack chvednplisssé age 11, and a waternmark decodi ng stage RCT/IE1Det7encodi ng
stage 10 receives two inputs: m- theSwatermark data or nessage to be
enbedded and i a cd)ETMLEDBEQ@RMH@N@«F']AHEHM%ENTﬁGNsage isto be
enbedded. Covertext image i can include.digital data conprising text data,
video data, alhélwate:iﬁtaalqﬁg proesdsi saabe eagrehtdds having piase ohgedasa. The out put
of the encoder is wat ermarked ipage i’ that is perceotually simlar to
the origi m%@f@oﬁmg#?@ealpt%ttwafb 8?%%@%@1&1 8¢ pagsrmarkdecodingsi t i on of
expectedg %g/ ? non-mal i ci ous signal processing operations (e.qg.
conpression, filtering, etc.) and/or a deliberate attack on the

wat er mar ked i nage. The wat ermark enbedded i mage out put i* of the channel is
a diStorted Vieshordiog stagel( repeﬂvewxﬂtmmpaﬂsknmmmmgaabt which is

assuned to resu fro oi se signal . Finall t he decoder 12 receives
Che T nagdissieids b erbiiedpad a ol irmess Wikee Hinsualiiatith BeagE Sow ¢ hout
resor ti Ngembeied r('ldl‘eﬁ@kt iGRYel &ﬁf(lhcluﬁgﬁfﬁtal datFBHRHHIAGLHBENS vRER) €d Bin
Encoding: Fig. 2A illustrates one enbodi ment of a system of watermarking
for enbdddi mghgdatatoepmbklahe@s@fgbesmmsaf d@taeﬂﬂleyoutpum@be elEmderdmang of the
20 wat er nar k e m,i tal erfor din, orm
Al St e B R R e R A

coef fipci @Rismel qﬁ(rg;)rekams are@Bpositicinfeapsdtéd Bfdordidn-rhiligcibuagenat r ansf or m bl ock

20 can be enbodied in nunerous manners as is well known in the field of
di gital PrefseiingPRrERiiisie s TWRPIEssiana fHering. 1¢kc.) andiye detibgrateditaskoPbek may be
enmbodi ed . SCr ransform
(DCT) r ept?é;vsvg%#%k%%)ﬂ}c{)%e;@g’géree ontqﬁel(aggd %a}%’so? gﬁ%ﬁ@? bﬁ@g%irlgelg entation.
Al so pri dustdixtbcb\rﬂﬂﬁddbf]glz nh;hm mwdramrmérhbms agegaW,iwhienisadennhddtbo an error

corrected ¢ de f or mat error caorrecting code bl oc 1. A.sub-set of
coef fi ci &FRdt fEom ngisg éw@elt%é’lqaﬂlasrﬁhﬁ H@W%é%f%@fﬂ% rfw@ﬁggﬁ‘t%faaﬁn%edd. ng the

wat ef Far kg g&hﬁatleﬂthg emb3BASEAE& e i WG UsBRidY 8% afpifllEHGckie MESsage b

into the sel ect
image i.

Embedding using Scaled Bin Encoding:

Fig. 2A illustrates one embodiment of a system of watermarking for

embedding a watermark message into a covertext image. Embedding of the

20  watermark message m into image data i is performed in a transform domain. The
image i is initially transformed into a set of transform coefficients t=F(i) by image
transform block 20. The image transform block 20 can be embodied in numerous
manners as is well known in the field of digital signal processing. For instance, the
image transform block may be embodied so as to convert the image into a Discrete

25  Cosine Transform (DCT) representation or a Discrete Fourier Transform (DFT)
representation. Also prior to embedding, the watermark message m is encoded into an
error corrected code format b by error correcting code block 21. A sub-set of
coefficients s are selected from the image coefficients t for embedding the watermark
data into. The scaled bin Encoding block 22 embeds the message b into the selected

30 image data transform coefficients s to generate watermark embedded coefficients x



30 image data transformcoefficients s to generate waternmark enbedded
coefficients x WO 02/ 15586 PCT/ 1B01/01447 9 using a coding nethod in which
each coefWo o02/e3386 of the sub-set of transform coefficientBCT/EBE®OMEd W th a
predeterm ned scaling paranmeter which9is a function of an expected noise
nmodel andisang atddingenhethiod imwhichreaniv dedfficieacst the sdteskt odehiisfoinent is mapped

to one of a_.pair of skewed discrete pj.ngs dependent .on _the logic state
of 5 the ©6 Cé%%ﬁ&Fﬁ@ggh‘g@ﬁagﬂmP ?qgllﬁgP%Fa‘E‘F@r Wé“"ﬁ?ésér%‘_g&_ﬂgéfg%t o each
scal ed  c9@blik& b6t moReinkiiArBRGR RELWESH nfREl eéégﬁétcefédeeéﬁﬁfciegtgﬂte fromits

corresponding mapped and scal ed coefficient Is al ned; an
di f f er enceappsddel@nelof apiit of skewed dissoatelimappiogs dépeadent on ¢he, logitstad efl and

unmapped),, coefficient to .obtain eac ey mar edded .tr form

coer f Dol Kt SSitospShRh sheRE WAl dna R e PRSP RE T Pl BB e
Cor r esponsbeffitidt®ia difRt e BE e bahdR e @Béfficehefibm ifs cORdspun@ingonbi ned with
the remai ni ng non- enbedded coefficients. The resulting conbi ned

coef f i ci enarpedraad sepled eqefjcientinebtaingd sandie diffesanse iy addgé te ansf or m bl ock 23
t . I i t ood that,
bi n°cod rg e Rl dfffa 12 3REH et AR GuphonelPodei Al do Sptlfy MIBTC S| 000t ore

chosen f owatermakienbeddegl tvmsfomadafficicependi ng on the nessage itself and on
the image in which it is being encoded into. Scaled bin encoding,
according to the system and nethod of the present invention, is generally
defi& d as a technique in which an appropriate scaling paranmeter is
introduced into a 20 bin-coding schene to adapt the coding rate (i.e.,

number of bi nS}hd fabhfukekPedtld (RIRGen:d RApIAS KRR Bohdify s upt the

transformcoefficients and an allowed distortion. Thus, the scaled bin
encodi ng Weiserarkambeddadidontiicispes eandhard combhied with the conadning@oni t h  t he

present i i s .L.ObU i se introduced i mage ocessin

operati onégmger%‘égﬁ%esf I?IF@Q'a?b%%ﬁ%gR&gg%Wémg ycg ¥ éﬁegﬁ%% 1 rsr_:lpyét;a Rninﬁcgl udi ng
and i magebytihaansé Dhamtrad®forrblekCIBiergendrhte SwakethrRiembeddeddaiagg?. and i nverse
i mage transformer 23 can be enbodi edg in either

15 It should be understood that, bin coding is generally defined to be a technique
in which code words are chosen for encoding a given message depending on the
message itself and on the image in which it is being encoded into. Scaled bin
encoding, according to the system and method of the present invention, is generally
defined as a technique in which an appropriate scaling parameter is introduced into a

20  bin-coding scheme to adapt the coding rate (i.e., number of bins) to the level of noise
that is expected to disrupt the transform coefficients and an allowed distortion. Thus,
the scaled bin encoding based watermarking system and method in accordance with
the present invention is robust to noise introduced by image processing operations and

hostile attacks.

25 The system shown in Fig. 2A including and image transformer 20, an encoder
21, scaled bin encoder 22 and inverse image transformer 23 can be embodied in either
a software implementation performed by a computing or processing system, or in a
dedicated hardware implementation such as an ASIC, or any combination of a

software and hardware implementation.



a software inplenentation perforned by a conputing or processing system or
in a dedicated hardware inplenentation such as an ASIC, or any conbi nation
of a sofwowr/essand hardware inplenmentation. WO 02/ 15586 PETI/MBOLAOI447 10
Fig. 2B illustrates an enbodi nent of 1& nmet hod of watermarki ng using scal ed

bi n encodi ng chBigr 2B plbesinang anembedinegns o€ aestoadofi watetmpuking usinp ecabest hod shown

in Fig. RB.I . S, of nsfor m } data j ,into transform
coefficien seng(?dsl#ggéré‘%?;gmghggodﬁhgéy%t\/érﬁéﬁ%?l?jg’%t%‘gﬁ]qﬁﬁfrbetﬂé‘# Sé’lo??vBrmcor recting
code for nBig. B igxgiik Ahestbpsastaapefbrniioaiipe Watd diro brafsTbeR cedticieggbeddi ng the
encoded watermark data b into a sub-set of the transformcoefficients s
usi ng scafsép B renspdisavaermetiegata §) inte ay errerdoyrectingense dematdo gensrat@t er mar k
enbedded i Cl enai N § Qn- roark .embedded
coer 01 caropd FaBchtl (LR RAGH: 3B SBrab LR 800 1w o
be noted $ubtadet of ek erabiforaRoeificlentsas usiit @aREbin dRbodinkéep 26); inmeelycan 10 be
performed within the spatial (i.e, pixel) domain of the inmage instead of a
gi ven t r SpRsfrmpngidgaysiergtark prabeddedcoetfisicats x and the ramaisingaonve enbodi nent

of the sy i L 4r ol e i mage
transfor m@%ﬁ%%sze 9%% E?%meg%}&a{% {ega%gfu hrag\g%{e%agk g}r?gg#dr? %grrr]ﬁgﬁ égr!ér{g??)\'/e

enbodi nent of the nethod of watermarking the steps of transform ng 24 and
i nver sel y tran¥fsboutil bg n@2ddaha soade biregpeodiag of Watenmarked atminosl aminidge cembeddi ng

usin cal ed bin encqdi is.perfornmed so .as_. .tqQ ensure that the

wat orlfhr Kesibsrived oGt R spRadl o ForeH domei 3f tdmaes Giear of egen by
adhering trnsféieh Acthdif\oFf Bk idlabOWERnel, 81 A LitepiarivRdaibodintbne spaegdei@se model
criteria: 1. A pair of scalar discrete mapping - and q' both having a

scal ar di Yasrmasing image frapgjorns plock 20 aad invgrsg image trgnsform block2P(Kigat i s

conpati bl | ' L i-nt <D. 2. A scal.ar

par anmet er 562%115 ?‘O\EI\% ‘sngé%%%ﬁej a%eq%%% gl%(; rgm}ngJ ﬁ%ln}egﬁéﬁh% é‘egﬁf?\ﬂe‘# ‘%aftetﬂ'ﬁlg“n%x pect ed
noi se in theatept batknsthaningl4 aiie iverselytrasfopmdR Meardmbireqmigddher enbodi nent
of the system and nmethod of watermarking in which a sequence b=(bl,...,bN)

f Nbj i s enpedded into a sequence . . I
° bf5t 5 1S an one emblo Ement, emlg]euddmg using scaled bin encoding is performed so as

to ensure that the watermarked image is perceptually similar to the original image by

adhering to the following allowed distortion model and expected noise model criteria:

1. A pair of scalar discrete mapping - q° and q1 both having a scalar distortion
level |q°(s) - sl <D and lq' (s)— sl < D that is compatible with the distortion

20  constraint d(x,s)<D.

2. A scalar parameter O<o<l whose value depends on the relative power of the

expected noise in the attack channel.

Hence, in accordance with another embodiment of the system and method of
watermarking in which a sequence b=(b,...,by) of N bits is embedded into a sequence
25  s=(sy,...,sn) of N transform coefficients, embedding is performed using scaled bin
encoding by scaling the sequence s by o and then mapping it using a discrete mapping
q defined component-wise by the sequence b such that the i-th component is mapped

by q° or by ql according to the sign of b;. More formally:



25 s=(s1,...,SN) of N transformcoefficients, enbedding is perforned using
scal ed bin encoding by scaling the sequence s by a and then mapping it
usi ng a dveovetses mappi ng g defined conponent-w se by theperirnNee7b such
that the i-th conmponent is mapped bylg or by q' according to the sign of
bl. Mre formally: WO 02/ 1558Q¥(8§T£gqm%l(?,l.élfgbn(oél))q.(as)_(gb'(
1),...,gb.(as,)). Next, the difference bétween a¥’and its nmapped version is
added to the original sequences to obtain the watermrked signal x:

x=s+( q( c)N&a)the differéhce hetRnustdnt iSteRppe®eRRLPhddddo Hetdrindti N encodi ng
using the scaling paranmeter a which is a function of an expected noise

| evel andsegudnggs & eltpiarthe watgspiarkgd sighiklcti are a function of an al | owed

di stortion nodel as defined above. According to this nethod, each
coefficient s; of the sub-set s isx_s_zcsa_]_l@w_t(% the predeterm ned scaling
paraneter a (step 30) and are then mapp 0 ﬁe of a pair of 10 skewed
di screte mappings (q, ') dependent on the logic state of a correspondi ng

encoded wat er ngg k3 §lidwsithe gtegb@f RFReadRtchiel 8id SR odmehBhgeReihiigd ent s;
(step 31). A difference between each scal ed coefficCient and its

cor r es porifirHacterepyBirh 18 & dpnsdion o ep pxpectedtnoiss lenel andrigingidiseretep 32) and t he

di fferencg,l | ¢ p 1.AG: dginalq (8. al ed,
unnapped)rﬁac'éyg?é S@]ﬁg?l%l%taoﬁ%%t %%ﬁaﬁh@ﬂ%eggﬁé&a’g@% le%)Srdeeglélﬁga Oﬁ%’n 15 of each
wat er mar kAesbdifglecthis aebborsuck oadfliciehes) bf the sk is Sgaled witherodi ng usi ng
Probability, Based Decoding: In accordance wi th anot her enbaodi nent. of the
syst em arfedrtsrRweedocalipgpapmeiek pASED #Piandare hen mapged aensPieragoi13 (Fi g.

1) iggq i . p Lol i j ch includes
phr anct | TR RbiRes (R Piirspldh BAMEAORRSPL B8 BRaPB AL 0, ot cal

i nf or mat i enodesl wdtemuprk bittthto be amisdddednito dfefscaleé noafficieht ¢ keem3l)giAnal i mage

and an ex ted (i.e. rs ase). .nodel, .for the t ack channe noi se. The
pr obabi | i ¢! eft?ﬁ?éf%%%%ﬁ%ﬁ&@%‘ﬁ%%@@ﬁ% 38F1t1§ CPHESHOQ@EI%E?@PS ’isﬁiﬁﬁil i mage and
me wat erdoeficiaiRedbiathihdtB@RplB2Y end thaldi b AR is 8d8dl t8lidscb@Sspohd@hgby al | owi ng
e
original (i.e., unscaled, unmapped) coefficient to obtain the digital data representation

15  of each watermark embedded transform coefficient x; (step 33). .

Decoding using Probability Based Decoding:

In accordance with another embodiment of the system and method of
watermarking, the watermark decoding stage 13 (Fig. 1) is implemented using a
probability based decoding scheme which includes parametric statistical estimation

20  procedures for estimating statistical information relating to the transform coefficients
of the original image and an expected (i.e., worse case) model for the attack channel
noise. The probability based decoding scheme exploits the fact the original image and
the watermark embedded image have statistical similarities thereby allowing the
watermark embedded image to be used to obtain estimated statistical data of the

25  original image.

In one embodiment of the watermarking system using a probability based
decoding scheme ( Fig. 4A) an image transform block 40 receives the noisy image i*

and transforms it into a transform representation. The type of transform performed by



wat er mar k enbedded i mage to be used to obtain estinmated statistical data of
the 25 original inage. In one enbodi nent of the watermarking systemusing a
probabi | w@ obased decodi ng schenme ( Fig. 4A) an image trepapikmmudidzock 40
receives the noisy inmage i* and trangforns it into a transform

r epr esenttensform bidek 40yip eheofanter tgpes dsothan peefiof medréulinpy the@ B2 mhBS@Goding

dur 1 ng ¢ ISR TR iAoty DAL meviteha Siiraget, VRRTRak FORAER 40
br ovi des (nSffngelocicital 9 RdpOINg tsed | AU WeheePEL TR &8 S ¥ L0 the

probability based watermark decoder 41. T set of watermark enbedded
t r ansf or seldfcwetefmok embedjetwanséspedasefficientsey corregporals 16 theudriginal  of
coefficients used duri t wat er mar k _encodi rocess. (i.e s). The

wat er Rar K¢ é%toogéf’eﬁil%%t%ﬁgggn% ee%%&@ﬁema P?Psﬁlghea St THE om t he
sub-set  vdriariedRoedabi ditttsAs BAbERRA W RImARNELTE b* Hign AxisiRsdied wat er mar k
data b* is provided to the error correcting code (ECC) decoder 42 which

decodes tusBgwerebabilitk basadadegodiag dchemep ibe eatradtod matbrmatkedatmbkisdat a mt. 10

based dedbaig PARRF et She S IRCTARR R 12 R GER T BubiRR oo 11 o

the di stdatallethndroufRits ¥stit@dted MatedhalkiRtd wgge 1. Initially the noisy
wat er mark enbedded image i* is transfornmed into a transform domain
reprﬁﬁent ation F(i*) (step 43)._.and a _ second sub-set of transform

coef iPci ent s Tde- 48 opisanesrbodiment of the wyermaskiag rretheib atingprodadility ¢ he

t ransf or LOiAS; b . b e wat er mar k
encodi ngrﬂsg‘a‘g@géﬁﬁg ntegglcggfel %?%Pg%ta'g{egfl Sér%ﬁxel?ls(s) & ?L;I@iﬁﬁéh fr%tﬁ'é Next, the
stati st i cldtortqianraiy eressiaf of the imagegirn &bitislipthe eloisyfwaaeiaik embeddsd

s=(s1,....,SN)., are estimated, b determ ning (step t he atistics of
the di st d#"f‘@d'*dﬁ)gﬁ‘?si%ﬁ“g%[‘gt%f%ﬁsfqm g?fﬂl}m rfmfésen@ﬁleaﬁﬁ) \%‘ﬂ% %adat a wor d
b* i's extstafmbRabkEt N AnbDkRE R RIARAR kbibdYd gﬁfﬁg%ﬁvﬂ@(iﬁéjéaﬁﬁ ISGHEBHAE Whi ch

utilizes known aspects of the scaled bin en process I ncluding the
scal ilAg patherirnsformidomaix peibe distsubset sénd. . alskpwsed iolttstwateinek nodel , and

the esti ot et ShALe HARL BARATRLSadRIR40) . 2 SRRl Rtcgata b i
parameters of the original sub-set of coefficients s=(s,,...,sN) are estimated, by
determining (step 45) the statistics of the distorted coefficients y=(yi,...,yn). The
encoded watermark data word b* is extracted from y using a probability based
20  decoding scheme which utilizes known aspects of the scaled bin encoding process
including the scaling parameter, the expected noise and allowed distortion model, and

the estimated statistical parameters (step 46). Once watermark data b* is determined

it is decoded to obtain the estimated decoded message m* (step 47).

The system shown in Fig. 4A including and image transformer 40, watermark
25  decoder 41 and ECC decoder 42 can be embodied in either a software implementation
performed by a computing or processing system, or in a dedicated hardware
implementation such as an ASIC, or any combination of a software and hardware

implementation.

It should be understood that the “location” of coefficients within the transform

30  domain refers to the location within the array of coefficients generated from the



it is decoded to obtain the estimted decoded nessage n* (step 47). The
system shown in Fig. 4A including and i mage transforner 40, watermark 25
decoder MO anesBCC decoder 42 can be enbodi ed in either arPeDiBomIET7

i npl enentation performed by a conmputldBng or processing system or in a

dedi cat edransfoematic. | WPh@I® Riretel BEmGHE thad thedBcABhCan 88 22Ny, T&Wynat i on of a
softvvare arid hardware inplenentation, It should be under’st ood’t hat the

"| ocat | ofulfrdimgnsipnal leqatien denenringandhe dimersinngof te amasnef aoafBieients to t he
| ocati on fficients generated fromthe WO 02/ 15586
PCT/ 1BOl 144?81:}&;1?%1%;& E)O?Irlrlgﬁ}gn It should further be noted that the
| ocation can be a 1, 2, 3 or any nulti-dinensional |ocation depending on
t he di mensi brneneaintiduémentriaywhich the pfdbiabilienbased decueligt swilethe gotht he

chond 1 Sttt ket RS TRG08 ehale Beeva abaeranisertby taaiegar amet or s
noed Y ieeREAlEhrolldineRE A%kt B 1RE BEMCR A Rischnd Mofed dls§l for expect ed

noi se and al | owe |stort|o estil ma sta I cal
par amet emsodet, ahll ¢heoestighanad ststwluezﬂqia:ailﬁaérs of t}ﬁl\d)r@mﬁ sutsed(s; Fi .@n) @eshows one

enmbodi nent t he met hod of, the ecodi n ure... Gven the scal ed
bi n encod’?“?Fg %ﬁriﬁ@@oﬁer’@?‘)dg‘lwt&)f dh 382 gYIgdS?Oql%PWF‘? dthal 10
mappi Ny Tverdihd sEzh@dEi?P&ﬁB@ﬂ Ql'aﬁﬁté‘@q (ﬂ\l: Q)"ﬁiﬁo@h a &QEES' 2123 and

estimated statistical parane ers 54, ow ng pr obabi |es are
det edi na@epppitee}s aBd therekps@sd IIOISQ&IElqdmmmmtpttgonl?(lqm)el fhand ewmapani nt q(j)

condi 1 on sl By S FRARE biBap kg Re iR ebife "oasrti ent

value y; 15 given that the point g(j) was used in encoding the

correspondi {hg éﬁ(ﬁbaﬂilniﬂPog)?@xﬁf the ebR0§%(j) vdi&isbd ﬁpéﬂébéhhkl(hepdoﬁie);pf)dnﬁﬁig the point

g' (J) was used in encoding the corresponding original coefficient; and
the condi t i oginalsosHigentiand Pi (y:ij) of observing the distorted coefficient
val ue vyj

e the conditional probability Po(yilj) of observing the distorted coefficient value y;
15 given that the point q°(j) was used in encoding the corresponding original

coefficient;

e the probability P;(j) that the point ql(j) was used in encoding the corresponding

original coefficient; and

e the conditional probability P (yilj) of observing the distorted coefficient value y;
20 given that the point q'(j) was used in encoding the corresponding original

coefficient;

(where j is an integer index of the discrete mapping points which ranges over a finite
interval {-J,J}). Using the results of the probabilities and for each possible code word
b (where b ranges over the 2¥ possible error correcting code words) the following

25  score is determined (step 57):

n J
Se(b) = Py Ib}= P{y,.--,y) 1@ ") }=T1 B, (i 1 B, ()

i=1 j=-J



20 given that the point g (j) was used in encoding the correspondi ng
original coefficient; (where j is an integer index of the discrete mapping
poi nts wwa@h2is#seges over a finite interval { -J,J 1). Uspamgishmis@sul ts of
the probabilities and for each possilke code word b (where b ranges over

the 2k p@sisbdres arerthén erluaeat dnﬂ@h@&ﬁﬂé \M@H’dqﬁt)hai mexihardsamé ﬂﬂ)re?.ﬁ:(ﬁﬁ@r eis

determ ned (step 57): 11 n J chb = P{y (gibs
, gnb'selpgted ﬂndzpfb\'reswndﬂ to|theppstingaged ean«ieq watsmv@l(< dalapend @*F@W i&b 1/ 01447
14 The scores are then evaluated and the code word b that naxi m zes the

Sc(b) i | t k
ata wor 0 bt (e B B B b K o et o

data word b* e met hod
of wat er mealéd bgl amsoallgg$Elgl éﬂ) fidMendeodding (Kigi 6B) iaAyhieinehchllinget dwti ng (Fi g.

6B) whi 5 water is perforned so as to

si npl Sf y VY?E\ a r&%"l"ﬁé‘? Ph SEWBPPVé‘F@& Pheps¥iEaging ie he noi sy i nmage
P. As shcwerhﬁrﬂaa fffh tHeHolsy@nhYe #1€Ad WG ih Fi® 6/43%1&@&%%&155& toS
transformed into its DCT transformrepresentation t=DCI(1) (step 60).

Next, t hdetwasgrsfaokad is trhsfomneshint ity BCErtchasfogdm(repregenéitipn itaRDCAE) BEP domai n 10
accordln%;8 o the order of the off-diagonals starting fromthe top |left

cor ner 1) and ending at the right bottomcorner (no. M as shown in
Fi g. GC It should be noted that the DCT donain corresponds to a frequency

domai n r epr esandxathe trafdfoinh Codffidights araﬁfdelreﬂl(ﬁep Bp)lﬁltlﬁbD@@doﬂQﬁffl cients are
ordered di agonall)( fromthe | ogwest freq uencg e., DO situated at the
top HEft acenrding te he&f@ﬁ@fﬁh‘@ﬁ@éjﬂaaofl@qé@ﬁé%g 9mtthmt01sd@ff evrnes @pt Desdcor ner M
Each of f I . fs i ncl udi ng
roups. (SR fe ety Boom comst tnd, SPLRSABkm T FREC, R opbBHIERRA Rl T et o
of N tr arkd DCT domedih lconrespbadstsatﬂmlmena@d coohanl rdpréseptatidr) oifnhemmagree ordered

igﬁr firci ?&tfem%g rté ﬁlsgp 8&dcoe?ﬁélgntg ];;e océhg gc? glaalggnallf}dt?om efl[)gvggt }eq;[.lgnclih wher e
(i.e., DC) situated at the top left corner 1 to the highest frequency at the bottom right
15  comer M. Each off-diagonal (e.g., L, L) represent a range of frequencies including

groups (i.e., off-diagonals) of coefficients within that range.

A subset s of N transform coefficients is then selected (step 62) from the
ordered coefficients corresponding to off-diagonals indexed from L; to Ly where 1<L,
< Lp <M. These coefficients are to be used as the covertext signal s=(si,...,Sn) in

20  which the watermark message or data is to be encoded into. For each off-diagonal
with indexes in the range [L; L] a statistical parameter is computed (step 63) for the
coefficients corresponding to this off-diagonal (where i is the index of the coefficient).
In this case, the statistical parameter is the estimated variance Q of the set of
coefficients located on the off-diagonal of the i-th coefficent. Coefficients

25  corresponding to certain off-diagonal share the same estimated variance.

The formula of the estimated variance of a set of numbers {g, L is well known in the

x-l i=l

field of statistics and is given by:: V = -—Za —[ Za )



< Lh <M These coefficients are to be used as the covertext signal
s=(sl,...,SN) in 20 which the watermark nessage or data is to be encoded
into. Foweawissed f -di agonal w th indexes in the range [LeRCTIBo1a1447
statistical paraneter is conputed (sti8p 63) for the coefficients

cor r espondi ng Fae ehdhi offaifgodilagmineds t(rﬂfb‘?ﬂh&hécrété ndaBfin ?M%oﬁfputeaqste
coeff|C|e% In this case, the statistical parane is the estinnated

vari ance OT ecqliécrététm%l’ﬂ’“tgééwqf@l%’rﬂfballqwﬁdtséﬂabdis@ﬁémdﬂdﬁlagonal of the
i-th coeff. ficien 25 corresponding te~certain of f-diagonal
share the §t8 nég‘gﬁ)’ngﬁfg’ﬁc\? ’icéﬁ%%l Srﬂge”feeg’m@,a—éf/e—h@’ hergig ivaeibalar i ance of
a set of nunbers ga; L W;j ,wantheKKZfleId of statistics
and is giRAEIMgE that qpnirols the Bisual disgortio level. Higs @Qvoﬂswetsmém@wmm 15
For egch mbdeldlbRde PRimaa Wdial sﬁtenyaaéﬂfgvgélrﬁﬁac%a% mp RERGE Rk QB! ed

(step 64). The discrete mappi ngs depe an a sca I stortion
| evel . tshouml;o,qmt@d that Néﬂ@lcoeffmemmeompdiridmg @rthe sama oﬁfgha:gehaldmde by D, =
di stortion

EQ ., t th t
I e\(/?el Thlecrs (g)lrserrg?fl f’*@?lr?? n??ssgia&ed Bﬁgrgg%ggfesmmplqg% ‘ﬁﬁ%n vi sual
system arsﬁigmﬂyanlﬂz ré(ﬁjéir?écxﬂﬁbﬁm’g SSrhitatildi (CdhbdqRBniiy Wda@l‘i‘érstorﬁén Rhqul d be

noted that all e coefficients corresponding to, the sane off-diagonal have

a conmon RiFERIFEPighpaineiamiformsatlandiserstesnanping he e cah be detesmivadpi ngs

t her glpy PQT‘;I{O 'y reduci ng nappi ng conputation. Consequently, for each
di stortion leve iraneter D; a pair of uniformscalar discrete mapping -
q and gl can be determ ned 10 by the foll ow ng: qD (x) = 1lround x

|-}D an oyn x+11)D| 4 4 where
round( qLe&«\l) srou g%ﬂ-ﬂ 2 rard q@{x)@ muadr—ea+—i . The rrappl ngs
d, ., Q; t ake val ues t hé Jdi%strete sets 1(@) .)D}4 4 Jand 1(2j-2

1)D}-_~, respectively. W denote by q;(]) and q 1(j) where j is an integer
15 index the correspondi ng el enents in the above mentioned discrete sets.

where round(-) returns the closest integer value to a real input.

The mappings g;,q; take values in the discrete sets {(2 +—)D}°“

j...—en

A S . . . .. .
{2 _E)D} = » Tespectively. We denote by qi’(j) and qi](]) where j is an integer

15 index the corresponding elements in the above mentioned discrete sets.

The watermark message m is encoded as a sequence of N bits denoted
b=(by,...,bn), using a code selected dependent on the type of transform ordering and
for optimizing subsequent decoding steps (step 65). In this case, the message is
encoded using Hadamard matrix rows as error correcting code words which

20  accelerates probability computations during the ML decoding process. Each block of k
message bits is mapped into the appropriate row of length n=2* of the Hadamard
matrix of order k, where k might change as a function of the off-diagonal and as a
function of the expected noise power. In this embodiment it is assumed that N=nR,

where R is an integer.



The watermark message mis encoded as a sequence of N bits denoted

b=(b1, ..., bN), using a code sel ected dependent on the type of transform
orderi ng vemd2/1958¢ opti m zi ng subsequent decodi ng steps (sPepr@E)pi44n this
case, the nessage is encoded using Hadamard nmatrix rows as error
correcting cod@hebindsy seuerive be-(ac.c b isdriseddedethe codfficieangubtsat i ons during
the ML deco g proce Eac blokof k rmessage bits smappedlntothe
appropri ate® ?’UWS'SfUS}“&{E‘?ﬁ 8’(%@"?%{8% ()G%?Hﬁ?l?tﬁ% tiﬂ? W@Feﬂéi“ Rd where k

m ght chapggfiggnd séd-ﬁ@ﬁ&é QHFIQ‘CSCEIQQ bﬂ{ énc%fﬁg% rftRd 35 ch t K}:)i'; ﬁn of the

expected noi se power. In this embodinent 't s assume ,  Wwhere R
i's an int egesficieM®uoR) the 586 sRGEF(s1 B0 siDise4Hausted. itballyi, ﬁmrcpeﬁ"&:mnesrme
b=(bl,...,bn) is enbedded in the coefficient sub-set s=(sl1,...,sn) using

the scsal e@ca@dhs@r%@h@@caiﬁ@?ﬁﬁn{e‘ééﬁ?déﬂedtﬁ? tBOERn01at e et ergme ket

coefficients sequence x he scaled bin éncoding is perdfprmed for each
bl ock of n coefficients until the sub-set s=(si,..., sN) is exhausted.
| ni tial | ydefined as@gbévei mdéhtssth%lraéloEbeS‘&@ﬂndbe espeatgdi(he, worst Casg) peiscapmvesr a
defi ned bg%% e fornmul a ere. s is E +7] defi ne‘g as abo nd 11 is
the rati o*Bet 8?‘1”{3%518 é’@f”é& © 13tio pyigmster B8 8“}“’*%’1“% &Rﬂé’i‘em Yt he

cover ! ext nhéliiiy RYURIE forliinf fhddds BRI IR oL s IRIBAnE AL ! Mental Iy

by neasuring ifs value fo I mages and varlous nol se"types. The
stronger thechigloir ge valdesofiry. @mmMmunﬁ]leud ofifnoisk is éﬂmeerrwdlmunmhmgabwof noi se
is chosen by determ ning how 10 robust the watermarki ng scheme needs to be,
and tH c&bﬂlé%tbéﬁ@teﬁr@axkanm@h@mepfed%to bgetnsy therserrespondingo@lus 5@ ifot ed t hat

i n anot her enbod I t.er end,on the.index i and hence
is not fi Qé&‘m‘?ﬁ rﬁgléqué%g%f}g fi%&m% éﬁfq‘?g Thiphe BaraeiT S TR vect or

di screte gaydReashdiRdex ﬂﬁ{cﬁﬁdﬁbé‘%ﬂndt'ﬁxéﬂ%e%hle@%oéfﬁfzieﬂ@%@tﬁeﬁ pdd! | owi ng:
15 g(cs) = (gDb/ b (ar ),..., gD~b" (M1)) Next, the difference be vveen as and

i ts mappelSiDE s eator dissiskn mapRiags emdAeiemeined ingitep:§4) as defiesrtly thet o obt ai n
t he wat er f@fo‘&ﬁgg.s' gnal x:

15 Q(O(S)=(‘101bl (wl)a”"QDnbn (asn))

Next, the difference between os and its mapped version is subtracted from the original

sequence s to obtain the watermarked signal x:
X =s+(q(os) —os)

The coefficient sequence s in the DCT representation t are replaced with the
20- watermarked coefficient sequence X and the resulting watermarked transform
representation is denoted by t' (step 67). The watermarked DCT domain

representation is then inversely transformed (step 68) to obtain the watermarked

image i'= DCT'(t").

Referring to Fig. 6B, the decoder receives the watermark image i' after it has
25  been exposed to some form of intentional and/or unintentional noise resulting in a
distorted or noisy version of the image denoted i* . The decoder extracts by

estimation the embedded watermark data given the noisy image i* using Maximum



X = s+ (q(as) -as) The coefficient sequence s in the DCT representation t
are replaced with the 20 waternarked coefficient sequence x and the

resul ti ngvowr/exssamr ked transform representation i s denot eBCDYBaI/0144St ep 67) .
The wat er marked DCT domain representldtion is then inversely transforned
(step 68)led11m@dslﬁ¢pdm@ Initi adlyprthel2QT tnamfgnn of ﬁ%&gy(lmage i*Refleterrhingdt o Fi g.

6B, the d t _h 25 b
ex pogeg tagl%odtd? 55 g)’; ]%(?f héﬁ?m%gﬁa&a H}'eg%géfﬁrfﬁtce ’i%{?ﬁ:tﬂ t* |tr§’e"‘¥%’sﬁf? ing in
a dist Orﬁ'@@e afe PrEY iV @ ShOR nRfntA JriBee ROl kdibin encmﬁﬁgﬁs&g@

extracts (@é estimation the enbedded watermark data given t noi sy i mage
i * usi ng ®ERI7TAUNNNDSFRsel HBo®eATTRn Bt /oddeted accoming toedff ‘Hizgdnalestadingg.

oot 5a. 172 W FTed bR ot fhe knGnl & b rorferdfor WelRe ot (he

noi sy i rthg%ﬁ"ﬁaem&dﬁf@deﬂeﬂ mﬁbsstasme (FrBNRLY ofa$ uahd6me fodfAkiehB e scal ed bin
encodi ng process step In this case, the coefficients are ordered

accor di ngrelestegi(sten; b)gsﬁlamogdlagmﬁg%lgmﬂ aut-ses St(iop, oféfliagenalnindexado. 1) and
endi ng at tit or r (no. M.. Once the coefficients are

or der ed, fr&ﬂ&‘) ]gmlhegg <Brr£i of N transformcoefficients is selected
(step. 71) correspondlng to the original sub-set s (i.e., off diagonals

i ndexed fromlbhctarddrivewridr ghe inethdd of thérprebdnt invendon,ar dasaenadi that thhe net hod
of t present . invention, it is.assuned, that the 10 distorted image i* is
o sudtl b ERARRLITAEE T o il B e dfeoriEineg hed b sech Y the mwﬂcm

par amet ergarfettld Of el d}i%‘ﬁzh W@érﬁfaﬂ?erdl%ﬁg-sé%n%%tes&rﬁ&e@% Qefet AR
determnlngthe stati cal paraneters (e:g., the valancee |mat|ons

Q *) for Staistieadipesamessrs (&g mQWlame@stlmayonST(Dﬁé) for she maisycedrsipar amet er, Q *

ub-sot |y PR Sob e B RReG Qnf o erPanndd BRGRR e Bhlptclal T of

uni form cbfsaragbmmﬂmq& SiB*seBfich fhe Sak ehanh&scRiMiRRE tH0fubaRed
of f-di agonal 1 n the same nanner as conputed for the scal ed bin encodi ng

rocess (step, 73
proces ( pA pal)r of uniform discrete mappings q°* and q'* are then computed for each

off-diagonal in the same manner as computed for the scaled bin encoding process
(step 73).

Once the statistical parameters of the watermarked sub-set is determined, the
encoded watermark data b* is extracted using Maximum Likelihood decoding (step
20  74). Specifically, for each observation y;, estimate the probabilities Po(y;lj) and
P(yilj)) of observing the value y; given that the points qio*(j) and qil*(j), respectively,
were used to encode the corresponding original coefficient s;. Using an independent
Gaussain model for the joint distribution of the DCT coefficients, the allowed
watermark distortion and the expected noise in the attack channel, these probabilities

25  are given by:

YADE flEo. expl-(v- Bt * ()} /07

l1+e+7

where 8 = P

and 0, =Q, *(1+¢&+1n - B*(@* +£)).



Once the statistical paraneters of the watermarked sub-set is determ ned,
the encoded watermark data b* is extracted using Maxi mum Li kel i hood

decodi ng WeIBRS8R0 74). Specifically, for each observati oRCYIBO1®$447nat e t he
probabilities Po(y;lj) and P1(y;lj)) 18f observing the value yl given that

the points q; Orejapratid pesBabilities P&(ﬁ%ﬂawﬂ}sf@ﬂu@mg ehevcmé@eﬂhlhg p&iagode the
correspondj ﬁ‘g original coefficient sl an i ndependent  Gaussai n nodel

for the j%i P 2ed gt r(l donenepiing thewerrmvné@éfongmaéﬁ@ejﬁcmesl aelindopendsat er mar k

di stort| y""éf]fél n0| se in the attack channel, these
probabi | i t 183 ‘%‘Q%s?éﬁ%?@%y I"a(Yi11)= 2- exp{-(Y _pgb*(.i)y/6,2f,

where /3 = 1+8+r7 and al2 =Q *(1+8+11 /32(a2+8)). a+8+77 WO 02/15586
PCT/ 1B01/ 01447 8 Thela prl N b| lities Po(j) and PI(j) of using the
correspondi ng ﬁé { n(d )q ?*(j) in encodi ng the corresponding
original coeffici ent 5| 'are i ndependent of yi and can be estinmated by:
Pb(j) =21 * exp{(gb * (j))2 /Q *} 5 For each Hadamard code word b (where

b |
D oronGES Over Flpal RSB A Bl p GREREIRS GQF PR O o1 | OV 10
Y, 1' b, ( ordectingRinde Wiords) the follqmngsomemeompu&dchosen in such a vvay that t he

di fference ipvy, I|) Pt,. (j) -, Pb (y; I j)Pb; (j) is negligible for
every i and for 1 j=_J 10 b E {0,1}. It should be noted that the above

def d f t oY 8 d
e L e L A T vz’h”ll%f?é%??nngﬂﬁ”iél ecti ng

of f-di agonal coefficients during watermark encoding so as to facilitate

probabi | i tg/ conmput ation using a fast Hadamard transform
ere J is chosen in such a way that the

difference ZP,,( VDB, ()- ZP,,( ¥; | DF, (J) is negligible for every i and for
jemeo j==1

10  be{01}. It should be noted that the above defined score function is efficiently

computed using a fast Hadamard transform. Hence, watermark decoding is improved
by ordering and selecting off-diagonal coefficients during watermark encoding so as

to facilitate probability computation using a fast Hadamard transform.

A set of scores is computed for all of the Hadamard code words. The code

15  word b that maximizes the score function is the estimated watermarked code word
b*. The watermark code word b* is decoded using the indices of the Hadamard
matrix rows to obtain the estimated decoded message m* (step 75). It should be noted
that according to the method shown in Figs. 6A and 6B coefficients are ordered and
selected according to an off-diagonal ordering to facilitate simplification of the

20  determination of Sc(b) using Hadamard decoding however it should be further noted:
that the watermarking technique can be optimized similarly using other transform
orderings paired with other decoding schemes in order to minimized probability

coniputations performed during ML decoding.



A set of scores is conputed for all of the Hadamard code words. The code
15 word b that maxim zes the score function is the estinmted water mar ked
code wor o0 Dbz/1558he wat er mark code word b* is decoded usi npCct/miiondi7ces of
the Hadamard matrix rows to obtain tihe estimated decoded nmessage nr (step
75). 1t shoul ¢, #R fi&deBthg deb@iptRESALHEDEs Specifitaietmishesket k) sich 251 gs. 6A and
6B coefficients are ordered and _sel ected according to an off-di agonal

or der i ng spesificieansfarat, eneqding. ideeading. gpd Brdering tynes HePldeoPARYidh2 of Sc(b)
usi ng Hadamarnd d Pe [t d fur t t he

wat or rmr B AOE WERATA R QB E RS e in A8t ST B Ren B Eyer, e 2

or der i ngskipad irethe Wit thatahéerspetdfiodétails seeldawe be empluyekdto practidertheri zed
probability conputations perforned lg-ié' ng .M. decodi ng. WO, 02/ 15586

PCT/ 1801 posSaut inventionn I pbepins@aehsnye ke Wi SR ProRessiBE SisRs 8% ¢ detail s
are set B [l : : } ing, and

orderi ngfbg %/rlp(gesscﬁﬂné‘d(}rn 3%}&?@%%&}%\5?8%613%{1 re %E%Iﬁnﬁﬁg%@gtgggfﬁghof t he present
i nvent i ofnvehtiomi | | be apparent, however, to one skilled in the art that
these specific details need not be enployed to practice the 5 present
invention. In other instances, well-known image processing steps have not
been descri beq, hidiflgh itholigh SEABAt JfAhSYRbdht WMRAGES Bivei Beyn ABBHbEd ing t he
present invention. In addition, although el-ement of the present invention
have 1Beeronsdidnbeth acertip codoilimant ibis appregiaied:bat the HVERBIRDSt . it is

appr eci at.ed, t hat. t he inv i n i i i ot her
e coERisRRl in A Vel BPOkE AT APsedpBRITIER o pluRiBbact B DI OCT
shown angaftRal eRddiyentaiovad atd dassiibedl Byoway of illostrationdyin iowagnded to be
considered limting. Reference to_ the detajls of tg' S %&‘g’g‘di nt i.s not

i nt ended iptgndadip ecrasidersp dmiting. Referearsto thadetils S AMPRLIPE i 3o y

Lhose [ eqhifas: 1o fuit ARALHRToARe BRARDNRA thinidifes roY@R bhBthoN Rl 5586

15  regarded as essential to the invention.



W claim 1. A nethod of watermarking digital imge data having an

associ ated donmai n representation conprising the steps of: encoding

wat er mar Wwalar/e586i ng an error correcting code to generat ePCEROGEH7
wat er mar k dat a; enbeddi ng the encodeddwatermark data into a first sub-set
of elements of a domain representation of the inmage to generate an
enbedded sub-set of the domain representation using scaled bin encoding;
conbi ning the enbedded sub-set of elements with the remaining unenbedded
portion of elenents of the domain refdeABMSation of the image to generate
a watermark enbedded donmain representation of the image. 2. The nethod as
described in @b, further conprising the steps of: transformng the
digital image data froma spatial donmain representation into a transform
dormai n representation prior to enbedding the encoded watermark data into
the first sub-set df el ehertlodof watemddmeg digitaldprage date hevioganf t he i mage;
and inversely traqgﬂgénin the W@%ernark.enbgpdfd domai n representation of
the image to (j’éﬁ?& { Oén%gé"tPF?Fnaé%‘f%nl?%% &R1°8t Pon of the wat er mar ked
digital image which includes the digital inmage data and the watermark data.
3. The nethod of wahesding Wakemak ddessirgdckridr cbiredtitic 2odhier @neratescal ed bin
encodi ng conprises the steps of: scaling each el enent of the sub-set of the
domai n repr es €REYEASAMAIREA tage with a scal i ng paraneter which is
representative of the statistics of the inage data, an expected noise

l'evel and an al | oveglligh@kid QRodRIARAern¥rk B2t Ime8GifiGhb kB0 ddfidhts 21
mappi ng each scal ed el enent to one of a pair of skewed discrete mappings
dependent on tofie dopyircreprea¢rdatiomn of tawimags po gelienaje em cmbediledatiesetwif k

the domain representation using scaled bin encoding;

combining the embedded sub-set of elements with the remaining
unembedded portion of elements of the domain representation of the image to

generate a watermark embedded domain representation of the image.

2. The method as described in Claim 1 further comprising the
steps of:

transforming the digital image data from a spatial domain
representation into a transform domain representation prior to embedding the
encoded watermark data into the first sub-set of elements of the domain

representation of the image; and

inversely transforming the watermark embedded domain representation
of the image to generate a spatial domain representation of the watermarked

digital image which includes the digital image data and the watermark data.

3. The method of watermarking as described in Claim 2 wherein

scaled bin encoding comprises the steps of:

scaling each element of the sub-set of the domain representation of the
image with a scaling parameter which is representative of the statistics of the

image data, an expected noise level and an allowed distortion model,



data bit to be enbedded into each scaled el enment; obtaining a difference
bet ween each scaled elenent fromits corresponding original elenent; and
addi ng t meody/if5e6 ence to its correspondi ng origi nal el emreRCTARD1IODI4EI N each
wat er mar k enbedded el ement. 4. The ne@ihod of watermarking as described in
Claim2 further conprising the step of recapturing the watermark from a
noi sy version of the waternmark enbedded spatial donain representation of

the image: transforp ng@&h%@ﬁédakmeﬁmioﬁebpygﬁ%m@weamsefeté he noi sy
wat ermark enbedded 1mage 1nto the transform domain representation;

sel ecting a sewepmingsulepsadenpdn ik dogiasgtefaf @rpotgponding gnerted watarkack enbedded
transform domain representation of the. e which corresponds to the
first sub-set cﬁ)alla@I?g(f’r@%?rg,e%ggé)g?%%ﬁlﬁﬁalggglg%ﬁ\q?cal paranmeters of the second
sub-set of elenents; extracting enbedded waternmark coded data fromthe
second sub-set of sHtsinRRtadifférehcetbapwednedach sdajedrdarent d@moils ng schenme whi ch
uses the statistical _ paraneters, an expected noise and all owed distortion

nodel and a sceRriesRPNAE it elegsab@ndt ed with the step of scal ed bin
encodi ng; decoding the extracted waternmark coded data using an error

correcting decoder, ﬁ%ﬁﬂe@ﬂfe&&ﬁe%ft@éo&&é&rﬁﬁﬁg&Qgiﬁé?‘él"‘e_rﬁéﬁt&?&ﬁﬁiﬁt_e the
wat ermark data. 5. The et hod of watermarking as described in Caimi4

wherein the stachvwofermatk cachieiddef] depentded wat er mark data further conprises
the steps of: 1) for each of the second sub-set of elenents and for each

discrete mapping dft er nfﬁylﬂgtho%\&/\g/ eﬁ%?r%g%%é&gg%éemmg%ﬂ@r a first

probability that a ¢i ven mappin ue was “use correspondi ng
origi nal el emestimpMsidy the ttog of tecsitusnbthsetat@matd fomntmisyberdosefhad
probability of observing each elenent of the second sub-set

watermark embedded spatial domain representation of the image:
transforming the spatial domain representation of the noisy watermark

embedded image into the transform domain representation;

selecting a second sub-set of elements from the noisy watermarked
embedded transform domain representation of the image which corresponds to

the first sub-set of elements;
determining statistical parameters of the second sub-set of elements;

extracting embedded watermark coded data from the second sub-set of
elements with a probability based decoding scheme which uses the statistical
parameters, an expected noise and allowed distortion model and a scaling

parameter associated with the step of scaled bin encoding;

decoding the extracted watermark coded data using an error correcting

decoder based on the error correcting code to generate the watermark data.

5. The method of watermarking as described in Claim 4 wherein

the step of extracting embedded watermark data further comprises the steps of:

1) for each of the second sub-set of elements and for each discrete

mapping determining:



of elenments given the first probability that the given mappi ng val ue was
used; 2) determning a score value for each possible watermark data code
word det avoonexsdsé rom the first and second probabilities; BET/Hmii®ci47ng t he
wat er mark code data word that nmaxim 28s the score value and thereby

provi des an estimation of the watermark data. 6. The nethod of watermarking
as described in Caim5 wherein the transform domain representation

corresponds to DCTé)fa%ﬁﬁfsﬁ%mbﬂﬁmewa,gh%ﬁilﬂ@pﬁ%sgm@@@s%se@% Licehents. 7. The

met hod of waternarki'ng as described in Claim urther conprising the step
of ordering theespatingudrigiel elsfment witkihdheitsdaftiset pEelements; t he DCT donai n
representation according to the order of off-diagonals and selecting the

first sub-set of transform coefficients correspondin di agonal s
wherein groups of t é”Ff?nsdtprg -ﬂétgto 8%%{‘{15%%?0 re?ﬁl%%lég)fclghgisgééng H '\%gt common

di stortion andofeRimefeavehie deiterbtbilis thaBthe BhvenRippath adudescidebed in
Claim7 further conprising the step of ordering the transform domain

representation coefficients prior tq selection  of the second sub-set of
coefficients wher eif ey 8c0se Kalugfor sachpassiblecy ik dapsodhe sane

transf or m domaj4l &?%ﬁr%ﬂ R%n ;i gnﬁtsegdﬁg-p%@gabgfﬁeg;oef ficients. 9. The

nmet hod as descri be ailm 8 wherein the'step of extracting the
wat er mar k coded data using Hadamard decoding. 10. A system of watermarking
digital imge data Dorlseting thgwateamiily eode daigiwadl thatrageipizes e searef or :

transformng the digital, imge data.into a.t.ransformdonmain representation
Lo generat o fi VAE 4P bty FOLef B SyioiGn SO AT oo B gas ™ 5
encodi ng watermark data using an error correcting code to generate encoded

wat er mar k dat a; enbgddi rthdmethedoddedmakiiprmidksctidedin Olabma Whersh sub- set
of the first
the transform domain representation corresponds to DCT transform domain

having associated coefficients.

7. The method of watermarking as described in Claim 6 further
comprising the step of ordering the first sub-set of transform coefficients in the
DCT domain representation according to the order of off-diagonals and
selecting the first sub-set of transform coefficients corresponding to off
diagonals wherein groups of the first sub-set of transform coefficients have

common distortion and variance characteristics.

8. The method as described in Claim 7 further comprising the step
of ordering the transform domain representation coefficients prior to selection
of the second sub-set of coefficients wherein the second sub-set of coefficients

have the same transform domain location as the first sub-set of coefficients.

9. The method as described in Claim 8 wherein the step of

extracting the watermark coded data using Hadamard decoding.
10. A system of watermarking digital image data comprising:

a first digital image processor for:
transforming the digital image data into a transform domain

representation to generate first transform coefficients;



transformcoefficients to generate a sub-set of enbedded transform
coefficients by using scaled bin encoding; and inversely transformng the
wat er mar evenbedsed first sub-set of coefficients al ong weehiBamniwat er mar k
enbedded first transform coefficient23 to generate watermarked digital

i mge data which includes the digital inmge data and the watermark data;
and a second digital inmage processor for: transform ng the watermnmarked

i mage data into theen_tcsaﬁgwéﬂnqﬁmwusiﬁ B 83QbALLRTY Qlde 8861 M ansfor m
coefficients; selecting second sub-set of the second transform
coefficients wncoded wasemsskdatd; to the first sub-set of transform

coefficients; estimating.statisti.cal parapmeters of.the.first, sub-set of
transform coeffi cieé]ﬁtfegg it %eqcr?gcagwgq%g??rg?iia%gm&a Qlisigsusbésc?(li)ﬂ%thg E]tgs-ts et of
coefficients; trafoidGobMEiandeddacwalbrer if sidedddd @amstdim second sub- set
of coefficients with a probability based decodi ng schenme which uses the
pr edet er mi ned eHjcisns Pavanetaled upegedingpatd s of the scaling and nappi ng
steps, the noise a i i . | wat@ehs i K i stical
paraneters; and dggg%lk%g&%‘ﬁéeﬁg&lg?g%t‘g% vvat%%g%ﬁ}egg?%&ggi%%@an error
correcting deweffrientvsdens withtnoe-verterararicanbekitd figst tadsotm coefieienise t he

wat er mar k dat a. . e 1
to generate watermarked digital image data which includes the digital image

data and the watermark data; and

a second digital image processor for:

transforming the watermarked image data into the transform domain
representation of second transform coefficients;

selecting a second sub-set of the second transform coefficients which
correspond to the first sub-set of transform coefficients;

estimating statistical parameters of the first sub-set of transform
coefficients using image statistics of the second sub-set of coefficients;

extracting embedded watermark data from the second sub-set of
coefficients with a probability based decoding scheme which uses the
predetermined scaling parameter, known aspects of the scaling and mapping
steps, the noise and distortion model, and the estimated statistical parameters;
and

decoding the extracted watermark data using an error correcting

decoder based on the error correcting code to generate the watermark data.



