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net wor ks and net wor k- based conputer systens, and nore
particularly relates to a nethod and system for
provi di ng network and routing protocols for utility
and home area services. SUMVARY OF THE | NVENTI ON

[ 0002] The exanpl e enbodinents illustrate a routing

sc MBTHOQDPAXD SYSTEVRFOR PROVIDING NETWEORK AND
wirel ess LAN) operating in FHSS node to enabl e twoway

comuniROUETINGRREFOLOLS ORI U'BHel T SEERV([QES
as electric nmeters, water neters, gas neters,

Di stribution Autonation (DA) devices, and in-prenise
devices) that are IP hosts in the RF LAN network,

i nt erconnecti ng w tREIIE Gkt THE INVENTIONSt em (al so
referred to as Back O fice Server or BOS) which is an

| 90Abk t Tha figldpfithe mysntien glatesigepanally\ve aetwarksandaiaiyerkybased

| ARG e TR RS PRIR b 5 SHBTR Py fo
| prolidvidk hedwoikl aidsislSsg pmtdd@nsafm htlhﬂ?&nﬁmtrfbairbﬁy services.

| Pv4- based WAN cl oud. The nethod for routing |IPv6
packets in the wirel ess LAN network includes providing

an Access Poi nt (ﬁﬁ’ﬁg’ suI ation

(e.g. of IPv6 into | %ﬂgacketgﬁfln Its capacity as

t [0602]at é‘h/ayxdmplwemboﬂhneﬂmﬂlwmate Wablitirggethpme and pngoeols in an
| Pv6 end t devi ce e

ERF Bftisct (GrrexirEe P RaEs L AN bpst e IS oRB papable two-

[ WPSImMMRhGSHs ‘tié:tw&éi'leutiflﬁﬁI BAd RérBe Géwg&vdsﬁ&ﬁasaél&:trlc meters,

capabl e of establlshémg radio transm ssion paths to

t Watepmetirs, gas mptefss ikh uh@pAutpWI)ondDA)cde@tchsrand Py-premise

devi ce d th orlth

Vi BRmb e 1 RSRR YL R N L ARCRr Bl RUREME e Wipgne sty
tapalsmate refeched Aas Back @ﬁl&d&eﬁsf&iﬂ op mtvﬁhlali B an IP hostin a
routed using the data link |ayer (Layer in the CSI

nsteless oriied WA (Widel Ascacipotlp), mﬁa%wwﬁ Zba i uesien in the
lé(émbécﬁ%)nf%ﬁ{ is [E?enﬁlw‘% abReth gﬂ ga'nt &é}%ﬁﬁ%&i r11)v4 for

d set Vi a upstre m can as t

rteaﬁsnhmmn thrdughithe typutallp dP w:based W Adldlstd r Thd mbthoﬁefor routing
ul%%/% rp%(z‘?l(rre]ts in the wireless LAN network includes providing an Access Point (AP)
that can perform encapsulation (e.g. of IPv6 into IPv4 packets) in its capacity as the
gateway between the LAN and WAN, and providing a plurality of IPv6 endpoints or
devices that appear to be directly connected to the AP at the IPv6 level.

[0003] Physically, the endpoints or devices are capable of establishing radio
transmission paths to the AP directly (single hop to AP) or to other IPv6 devices
(multi-hop to AP), and the algorithm and methods of this invention describe how the
network topology under the AP is created and packets are routed using the data link
layer (Layer 2 in the OSI model). Devices or nodes come up, discover available
networks, select the networks to join, choose an ordered set of viable upstream
candidates as their next hop in their routing scheme, register with the upstream

nodes having the best path and link cost, and ultimately register with the APs

associated with one or more of the available networks. The network discovery
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nodes having the best path and Iink cost, and
ultimately register with the APs associated with one

woerooshs@4pf the avail abl e networks. The net wor RCT/US2008/006687

di scoveryprocess conducted by the nodes insures there

are routes to forward packets upstreamto the AP for
egress to the Utility Host System while explicit
registration with the upstream nodes and AP provi des

the AP with the nost current notion of the network and

i mgmse sondvgtedthyathe inodesansuestberel avewraitentotfoerard packetseupstream

. ' ' | $.0.x. mul ti ngres rot'.n )

16 AP P atrBssdo e HBHET Svadit. bibits BRDAGH regtitelifif with the
I’lqism@dirh%oddzsaarﬂ%P PFovitds@hA\RP WigtathRWAYsE kurrbHHfibn bif éhe network
above and other preferred features, including various

r%\sien%e‘t thpt waf§E canglse flomt dawnstreamdo élaﬁmd@at is @fmultl egress,
He{ﬁ Fess Wt{nﬁ RONERE WIREEa H&%E]?H&&r dah b% tt%‘ﬁ

ere e accdnpanyin raw ngs an
met\t/bﬂ:sczhmrmm rh(bre\aMPd (gbteways}er stood that t he
particul ar nmet hods and systens described herein are

<9804 bg %@/W&fanrimtlargtp.r Wr%feamrgs Hisdndipg vargous novel details of
[
gt Sl 8 BSOSO SR

art, the principles an erein
nteﬁcrhimdewph wfedniatovbe amompanylng dmwmgsar&immedmut 81 the

Wi, t.hou arti € SCOo th ventio :
S D SRR e ok PR R R Pty b s Rgeerioed
iHekdih taf@é}@&mtﬂgew%v@hﬂhknﬂ%%ﬂ)karﬁfﬁﬁ'aﬁ iRdithkien® AQRAII be
possi bl e enbodi nent 0006] Figure IB is alternate

risersteodttytthese skilledda thﬁ/@t éh¢ pragiplss knd feahiresedasaribeddferein
i%é ? ?rﬁl%fggg% %@a%%gggﬂé hUILlQ ?)93 l:mgo i glgslvcvl tfl(l)l}tt%)epartmg from the

fagramof a wre
nebmmaﬁhehn@ﬁﬁmp033|ble enbodi nent. [0008] Figure 2 is
a representation of the bit by bit structure of the

i nk Iayer header of a packet being routed. [0009]

Figure 3 shoWRiFEDER Eﬁ?ﬁ% ¢ i senent
message sent outﬂlﬁy adnigf 3&%%@ est pat t 0 a
r{ﬂﬂ@fo]c uFigureniA wibskrates tivnoveyall tetwpflOdrohitdetue o€ ode psssible

Si Lfied representation of the routing table
é@p%ﬂedata

[0006] Figure 1B is alternate representation of the overall network architecture of
one possible embodiment.

[0007] Figure 1C is a generalized block diagram of a wireless utility network of
one possible embodiment.

[0008] Figure 2 is a representation of the bit by bit structure of the link layer
header of a packet being routed.

[0009] Figure 3 shows the format of the Network Advertisement message sent out
by a node about the best path to a particular network known by it.

[001 0]4 Figure 4 is a simplified representation of the routing table constructed at a
node after it receives network advertisements from its neighbors.

[0011] Figure 5 is an example of a list of routes of different route types that may
be present at a node.

[0012] Figure 6 shows the format for an “upstream registration” message sent by a

node to another node upstream.
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node after it receives network advertisenents fromits
nei ghbors. [0011] Figure 5 is an exanple of a |ist of

wo ouBaesesed di fferent route types that nmay be pPERES1008006687

a node. [0012] Figure 6 shows the format for an
"upstreamregi strati on" nmessage sent by a node to
anot her node upstream [0013] Figure 7 is an exanple
format for an "upstreamregi strati on acknow edgenent”
nmessage sent by the upstream node to the registering
n@aE3] [ Bguad 7 i gueanplé romt fox anplpstfeammegisfretioran " AP
regi strati on",, nessage sent.,b node he AP it
enRulegepehy, FRESOR e By yg Vaftredfisipds o W eisisring node.
'd[‘OblVﬂt r afgdige 8 RearCQRLK ForRfat fd?an ARPGeBRIrNRLT message sent by a
escription contained wthin the "AP regi stration
mosiedg the AB@1Bishes tguegisttowtthows a net wor k where an.

sa0de. | s nnected. via . qultiple I 0 e than .
o001 s Bighls, § APAGF U Rel AR o e ARG R B Ffprion
FRoatigedWithia the * AP régSthdtidnl iessiget he ordered |ist of
upstream hops generated in the end node M 1041 for )
e(répb@s F tgumel(%\%rws@mwgﬂt Whergap cad 9108¢ iscepngefed; ia multiple
t j Lok Fi 12
JaByE R BHOATBHE AR skl Efess o LU WANHERIR, 120
o001 Tje Figuke thitsreprIemation sfte ofd2oDlist bf gpstesadBhops g@nerated
representation of the reordered |jst of upstream hops .
gBrils srdrpdeMi 1041 dorearesgdo Mepyorkelyriag dhe Ryogesgof pmgng up in

' : ute updating in the network
AHE hB&k ik ﬁeﬁéﬁ@?ﬁ FI%C. i?’. P g

depicted in Figure 0020] Figure 14 represents a

sl@fp8le ReguvoiXk dephets chemdtvork af BBered,1 wisdray shangs in one of the
ng- poj nt devices conme up one by one. [0021] Figure 15
itk B ¥lshas 36

‘l'ink costs between all the nodes that

qe019st aRuks 3 [sha feprEdtmthGaH 61Qhe Iréo%e%gamgtfbf%gs@eaeﬁ Reps
in one possible enbodi ment. [0022] Figure 16 provides
cgeneratqst indhes erst nadedMrfor egressito ad¥aiwprk diringrtbe piocefOofaghite

Fi gur.e 17.is S ry .of -t he ute determ nation and
SeliSe 'k et MBI edlin plellte 1211 C o' PUEL RS Doot ad
o020 t BRmufet Aespkesehts fai sgitp®: dedwbik WRére aailaple SPeS] relays and

end-point devices come up one by one.

[0021] Figure 15 shows the map of link costs between all the nodes that can
establish RF communication links with each other in one possible embodiment.
[0022] Figure 16 provides descriptions of the notation used in Figure 17.

[0023] Figure 17 is a summary of the route determination and propagation process
that occurs when a node is booted up in the network of Figure 14 to get established.
[0024] Figure 18 describes a multiple egress/multiple network configuration for

adaptive routing.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
[0025] In the following description, for purposes of explanation, specific
nomenclature is set forth to provide a thorough understanding of the various
inventive concepts disclosed herein. However, it will be apparent to one skilled in
the art that these specific details are not required in order to practice the various

inventive concepts disclosed herein.
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[0024] Figure 18 describes a nultiple egress/multiple
network configuration for adaptive routing. DETAILED

WORBERSBI4 ON OF THE PREFERRED EMBODI MENTS [ 002B(T/U8200$1606687

foll ow ng description, for purposes of explanation,
specific nomenclature is set forth to provide a

t hor ough under standi ng of the various inventive

concepts discl osed herein. However, it will be

apparent to one skilled in the art that these specific
di®026]l sSame padtionsedthe defailed dssetiptions that faltdve eretpresented in
varlou LNy, tiv co cepts discl.osed. her |
B EPETRES gh sFEBREC toPra R GUSRH SBELHORs RAAAN hin a
it & SREhes . I’Ifhe*s@ﬁlgsnthfmlaki@@hbhbﬁﬂsarﬁlﬁ‘ép&yémﬂhdr@ are the
representatlons of operations on data bits within a

ciopanstused b sy skiitpd yethg dgiernreenssing as ta mpst edfestisgly convey the
r e n
B GRRS AL NDIR oS SRERH T UR S, Pl IR KA s
tgeae&upsct@nelee@fo lbehe be1f-oorskstém sefuracsosderial mﬂ paﬂaIﬂdl 8teps
art. An algorithmis here, and generally, conceived to
eading 1 3 d%%wg ireyudint Thestips AEcthgse regpiring mampwations ofphysical

@Eﬂﬁu&ﬁadlng to a desired result. The steps are those

ui ring mani pul ations of physical quantities. [0027]
I [tOO%TiouItd;hbleldth@erme m mindghowense\tbat, allt dfdhesaland simildrgemns are

atﬁg)legllﬁggc r t ﬁb ﬁ%%{p?gé}‘gqﬁ%) sl?)?szé CI af @F% awL?rglrg,erely convenient
Clab e Bt tb AR JuARRles S Unl Qs bhR ey ankdd étﬁ%l@iseai)‘f)arent

s eC|f| cally stated otherw se as apparent fromthe
mdby fedloviing diseussion, itts amvrquﬁ«édiaatl@@lugh@at the description,
c?rEscig %tlﬁzgr?g e?%lg é'g Iansg.procress?%ﬁ%hfPS u{l

"‘Qﬁteemiraﬁg n@"“d(inl ayigt eirthdlike) refer to'the apidyandProdssést a

like, refer to the action and processes of a conputer

SSPEURIST Systes; Af $iEYIag Fleslronip P%m%%ﬂﬁfi"r*@ thay magipudafeg and

Pl 05, B e D ARl S 8] ARAEE Al he computer
Sssystearts segistars andarr&:nmmés ireoothiee datiarsirilatyeepredertad as physical
siml.arl epresented as sical quantities th|
BN SRR R eI bepiories G Setsees o olfetie
SlﬂfdﬁﬂaﬂBﬁEtﬂ?éfb an°sh9§§&?or difPRy BEdsdson or displ ay

devi ces he present invention also relates to

afpasdlat Iﬂbe pmserpen‘femtlnn rtpotrbletes to apparatus for performing the

operations herein. This apparatus may be specifically constructed for the required

L & or cglculatln or
s g

purposes, or it may comprise a general-purpose computer selectively activated or
reconfigured by a computer program stored in the computer. Such a computer
program may be stored in a computer readable storage medium, such as, but is not
limited to, any type of disk including floppy disks, optical disks, CD-ROMs, and
magnetic-optical disks, read-only memories (“ROMSs”), random access memories
(“RAMSs”), EPROMs, EEPROMs, magnetic or optical cards, or any type of media
suitable for storing electronic instructions, and each coupled to a computer system
bus.

[0029] The algorithms, processes, and methods presented herein are not inherently
related or restricted to any particular computer or other apparatus. Various general-

purpose systems may be used with programs in accordance with the teachings
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operations herein. This apparatus may be specifically
constructed for the required purposes, or it may
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activated or reconfigured by a conputer program stored
in the conputer. Such a conputer program may be stored
in a conputer readabl e storage nedium such as, but is
not limted to, any type of disk including floppy

di sks, optical disks, CD-ROVs, and nmagnetic-optica
dheskis, orri agy pnoye crBVEniERidO @bmt norg &mdxahzatam@satus to

TR the S ed et SR8 eIt SRR ir & gty of these

SéyRfehitOvidl HpLarcidd thd@dsttptdrobow AMtla®BGbn, GR8/preSsht ilveRtion is
conputer system bus. [0029] The algorlthns processes,

Tisd vigy @&m@do ey pmﬁcwﬂépmammmlmage It will be

ﬁﬁé&sﬂe@ fhaf %51% gr nah é?lg.{)%l %8'4 I%Ey 9 IBLH t%rlﬁlg);i/er%eent the

ara pose’ sys

u&eclnugstdftm ﬁgem asrtieaaﬁimdd&m‘ﬁ. with the

t eachi ngsherein, or it nmay prove convenient to

construct nore specialized apparatus to performthe
rRAREL 4S8t Bkeps. The required structure for a

vari ety of these systens wi Il appear fromthe

di®e3 0] piRleﬁambg tookKigutenl Aa,th:hdrmnnnicatimls messmkting ndesrd plorality of

' not ence to. an articul ar
SFesiEap st 1 308 nes” ke Blongangiudr et Fdrtereiardtorg) and o
Vetld nforefAREQIP ANII(AYs) WHIBINA0eRIBRVLAR 169 Ul1ss otherwise

i npl enment the temof the invention as descri bed

hegted, rAPS\WaEbEQs fe{rtr@:;g]as Reprewaysig The &Pgmtsm may be

R STENPAGA) 3B URL SSRGS oL A s 10

(FpichBaWide B\@ea)NeWrEé (WAWNsY).0 Adsaek OFfid¥ySteACRES Be 1mplemented
Points (APs) within a wireless LAN 160. Unless
o%@%wrsréowwwunwéewaeﬁ b expmplemesnizal sery@fsueh agcangral

as%r\;eﬁgg‘é@oli wn 1 &P SIB 2@%2@ l%g}ﬁ\?? éﬂtéﬁ(ggogsoon%%? e

nore bac Ice s sten1 ia one
nettworkss 110, typically Wde Area Networks (V\ANS) A

RG] o BB, Spdiy Puios hae o g G viE R PDS) 130

aﬁld?&%ﬁﬁhﬂt%é%d dRRcRICEHRMUJ, Py (ﬂééro@ell £ailahid nfBYorks 110

be i rrpl enented across one or” nore networks.
by listening to all neighbors it can set up links with, may select one they should join,

and may choose a set of viable upstream candidates as their next hop. Note that in
one presently preferred embodiment, CPDs may act as a proxy for BPDs. However,
alternate embodiments may allow BPDs to participate directly as nodes in the

wireless network without a proxy.

Example 1
[0032] Node M-1, a constant powered device 140 in Figure 1A, hears

about the two networks WAN-1 and WAN-2 of the type WAN network 110
(with unique IP addresses) from its neighbors and register with both AP-1
and AP-2 of the type Access Point 120 that provide egress to these WANS.
It does this through the upstream nodes M-5, M-6, M-18, M-2 and M-12, of

the type Constant Powered Device 140 in order to communicate with BOS-1
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[0031] Referring to Figure IB, nodes, such as battery
power ed devi ces (BPDs) 130 and/or constant powered

waelewsass4{ CPDs) 140, may di scover avail abl e neP@DUER08/006687

110 by listening to all neighbors it can set up |links
with, may sel ect one they should join, and may choose

a set of viable upstream candi dates as their next hop.
Note that in one presently preferred enbodi ment, CPDs

may act as a proxy for BPDs. However, alternate

enbodi ofgthe symé:yenaial SevvePrY). tEachaf these pedes rolay emistryctagrouting

N e
F
s SRS S A AN A0 s o

addr es@dygrtipedorast eEegiessdysbe sexihap): dgachinode apbsequently registers

AP- | { 2
or ovi Ab Vg e bp RO GGE R BBl o Calel 120 mydeeer
upst r egasksfdRs nétwork Mdpbloghtah capdbiti’ df WH Heviced int 1h93:ontrol

type Constant Powered Device 140.in qrder to
conmuniidaleo oiherdasegss) Nodehmay W@l@@d?@éﬁta@emﬂethe $tatps of their

Each Ofnnh&ﬁﬁt% n'%% Srs!Bd I%ggéglrl&(ﬁ&:ﬂ%r dpaufe! RGr txleiart_]ﬂléhé.h

an ordered néxt espon
costs (adjacency cost between the | ocal node and the

sts (advertised cost of
%Eg% @ﬂglﬁgﬁ%ﬁg&ch node subsequently
r@o3 3 eThe ﬁ;lfb%\lnflg W dhpleletnbéBithéf PROVIEIsIBPL het@fik-based system
gateway 120. Gat eway L.)L 20 may keep track of the networ

t andohethod afichoonpaing and mrtromngaﬂ mtlldyamett@snuanltlhtts network.

QB PR 16T el losk TR O R L PR O P that may

N @RBES fmplemEnt@NbdRmeRtd iof ald eseﬁdaﬁvenﬁdiﬁl Wtility network 170
regi strations. WRELESS UTILITY NETWORK [ 0033] The

fIBPY Briudlg cag grprose eleplsenisdarices Al aerodesy Iya preferred
c on ]F’ Rtaﬁ‘%delé&“% e@ﬁ% rfﬂ degj’ b% HlF&:'técP(;\;e?g vﬁE&ess local area

|hgaut Ity nautlltyn
[rmf)\aél]k (EiAQNIY E721 Qnitlse acagmiebﬂdt ntkg netvoark, thie dgX mayfbesa

ut|I|ty network 17 may be sedt0| | emrept )
SbghoRgodaar %?rntheﬂso@@&forrm INg P 2 gl qrﬁ wE?wmce area
1660 tHEBM; 11§ C WY S0 f% eNRh Bl R Cmi RIS AN Thay B used,

nodes. In a preferred
which may or may not overlap, such that a given electronic device can be connected

to (or be part of) only one wireless LAN or multiple wireless LANs. The nodes may
be any type of electronic device. Examples of electronic devices, or nodes, include
utility nodes, which may include a utility meter or may connect to a utility meter. A
utility meter is a device which is capable of measuring a metered quantity, typically a
commodity like electricity, water, natural gas, etc. Utility nodes which connect to a
utility meter may include a network interface card (NIC) for communicating on a
network, may include one or more RF transceivers for communicating on one or
more wireless LANs, and may include one or more utility meter interface devices (a
given utility node may interface with multiple meters, which may or may not meter
different commodities, such as electricity, gas, water, etc.). Utility nodes may also
include an in-premise device interface to connect to in-premise devices through an

in-premise network (which may or may not be a wireless network). In-premise

-6-
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enbodi nent, the electronic devices 171 may be
connected over a wireless |local area network (LAN)

wQaZ®s/156344 he exanple of a utility network, thePCHNS2008/006687

be a nei ghborhood area network (NAN) corresponding to

a nei ghborhood or service area for the utility. As

shown in the exanpl e enbodi nent, nultiple LANs may be
used, which may or may not overlap, such that a given

el ectroni c device can be connected to (or be part of)
alevice onterfage eainpsets LoAN-premisg! dey ke toprowide siscomhisnicatioms link

JRREeeod b it il BT e B s devieke | AR GaeIh E iy node

NR&ESTovIMRI aCdbniTR¥nitAtfdrnd ik detthdeh ithy in P RiseQeviBRY and the wireless
connect to a utility nmeter. Autility neter is a

devimpenioftions npavark semestedto theag ity ngde‘a Qe peamples of

%?%Woh}cydevgéég lmc%deyco%%ng&%ﬁ ! evlcek( Sﬂex v\ﬁe{% %Cﬂ baes é%s may be

nat ura conne

tusediirliéablld feyevigibreor s“ﬁt?e}htieﬂélbwld@n@eﬁeér%) thisusehioht dpptiances (e.g.
card (NIC) for_conmmunicating on a network, may include

dﬁ@lgsfat% %atﬂphghtéﬁswkm@ﬂlé@ceéﬁwrbmow%ompwwg
q{ev{ggg Fe %’g ec%ﬁséi tor?%ddems 'P@sl H«Q’@e@ N&e. ?Pe%ﬁng devices

uti I'nterface devices (a’given utility node
rsayh asnteéayf ga‘tewwytdccm Ipbint) reutee toz pther nhivatrkmgydevicesygjrones or

no different commodities, h.as electricit
520 PRGRERC bty Sloyaze evIeR: GABOA Rl S d A aERien s
Of!brl%'k BRpRE afl @MCHR dryBFill 3aCorl Ih&QRARE, wWHicH MapP bEMa fot be

evi ces through an |n(£ren1se network (which may or

relle teoplugeing tova ubilitysgri @tmmlkt) a metﬁrgi/mmgew@lwoaénodlty such as

t nect 0. Lo p S vices t
ci Cﬁ%@a‘i‘ﬁ%‘ﬁaémf‘e‘h LéfeB“’F?AE éﬁl}ﬁlﬁ 1 efsn%egé‘?paﬁ%f‘efh%ammg
i dngyleyets), deytheedevigtashith et Zlﬂesfouﬁdwm atﬁdrhé byisinegkeram@way or
provi de a comruni cations |ink between the in prem se

W@rﬂile&@tawwtbwéowtm &elaye sy handlgrcopmaunieatigyrhetween electronic
Ccﬁ(m:%gtl ?fi anPth %réﬁés L/fl% d 79! d For é} 1 %‘%ﬁg conld rov1de

ectroni c devices I nc e conmuni i on devi ces, such
asneetnitapniiexesen(ths clvayorie dused ammtheaimfrsntuetmee/ pSiherwireless

or sa eI ite televisio ousehol. d

5P i e SOl PR ASViGRa i 1 TR GH gh as meters,
cé‘P&lfr'oﬂﬂ: Rk aESPays SUE - r)lay 3| f&frﬁas‘%lag@ R k13 may
devi ces (e.g. gane consol €s, storage devices, P

perfoenshe Binctignswtatlridenigesionsofesrs on henstwetkay
SR g RERESs B Lra R bR bty BhsBr 8y SF b gt M may use

dﬁ iffeQuert a&ﬁﬁﬂhhféﬁhm dhihdl @8 cothidiffRAbhPprofstol. In one
icles (for exa an electric or hybrid car

or
(ﬂrw@ptly eraferred empp ragpﬁlemayn@pr mase efghe wireless LANs 172 are FHSS
(Frequency-Hopping Spread Spectrum) networks.

[0036] The LANs 172 are typically connected to one or more access points (AP)
173. A given LAN may be connected to only a single AP, or may be connected to
two or more access points. The access points 173 may be connected to one or more
wide area networks (WAN) 174. The WANs 174 may be connected to one or more
back office systems (BOS) 175. The back office system may handle a variety of
business or management tasks, including participation in the collection of metering
information, managing metering devices, security for the network, or other functions

as may be desired in an AMI network. Examples of back office systems include
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boxes, gam ng consoles, etc.), or other devise which

may be found in a honme, business, roadway or parKking

| ot, or other location. Relays may handl e

comuni cati on between el ectronic devices 171 and the

wirel ess LAN 172. For exanple, a relay could provide
clmmngrﬂndaccwntlbstSMﬁems,thXﬂeemrs,mtagedl@meaen ayrtiernheas may be

i nfr,as r rel ess net Unl ess
olfsr?gru\}vl get 1{?\8ork3,t<2a?a wara\% t%szemsn We net work such as
NPT, Noldesivithin the dominfifSoationd RMRBE:, wafiéh maRYe alLYN or a
perform as relays, and relays may performthe

Wi QFrescombipatinarofheh, ceay Immicsia Maing Qne REMese PIOLICols.

\[Mlqrg eefr%] S)h%cwdé ?1{} %ise%trgf%'él d%z%g ;%}143’ ?J?Qé/ceg%fﬁoeﬁp fa router, or a BOS.

c®oMe nodstmpise Matm@imumemmgdaw Gomeha bcedpablerof

one presently ferred enbodlnent or nore of the

viqrEpERIgaynagn ile pprgmay bs fariid Eﬁfﬁﬁﬁ“ﬂﬁlc%‘i‘%% either

SipS4 ok i) @&n‘{\%&fes %0&53 ahe okt Mgnﬁﬁv%};ﬁbfé&é wan IPv4

connected to one or re a cess

gbafckct Mimllbesmnm auhythe abﬁﬁ tyo @tasbhstghmﬁmzl tuomel iErpugh an
to t WO _or e acces Jalo] The ac

v BB s SRR bR SRtesb AR ol G AEFE5T within

@k erk@ss (:MMunicEﬁon -ﬁeﬁvd%%mi'&ﬁn%% ddReiscREd RS @Rk Qully

one or nore back office systens ( 175. The back

Hdlowe system rray handl e a variety of busi ness or

g@pﬁglg {Tlﬁgénet o;?l%s %ttlézl @%&H’?&}] nl%})gr(giiﬁeln{: 5 pouttmggxrcl)t%ccgl L%%ed 1S a hop-by-
desp meRi-cgres/iultyingress hlgerithet Mrdbten@tm@g h;ebpﬁimmbumw/from a
as may. be desired in an AM networ k. npl es of back
o#qsrleaéloglywéahén%ww@bwqt awa%wétoabce%mlp HEStESAST @fsor
R Bl RS RRACKS St AR bE T i B Yol a packet

[ [DGB predierdyprefetrad emblodincanrhopi coahisansnotatsed foe evaluuaning the

may, be LAN or nbi nat,i on.. of . bot na
o e 81 e o BreRToHRE oBPb R CorEibCABERY Hepuch an
i &%d&ﬁﬁeﬁ‘tﬂ a ﬁb&&Ha? RElEctARY tdifle wRthtBd R¥vesBeRRcGABR as the
point, a router, or a BOS. Some nodes may be able to

cmnfemtrdmutetmgamﬁgmt padketssone may be capabl e of

| g@ﬁ%ni grgt ﬁe%egeﬁtllg%%’gg\“@ emgoa%régt, rerlarXutti)r?g }g:r%Pocoi & uos];d in the

initial network discovery scanning process by the new node through all slots or
channels to get to all (preferably) its neighbors and to get acknowledgement
responses and an initial value of link quality estimates to those discovered neighbors.
This initial link quality estimate may be used to select a number of best upstream
neighbors to talk to (the number selected may be configurable).

[0040] Registration of a node with its upstream nodes, in the presently preferred
embodiment, means that the node intends to use these upstream nodes for egress to
another network. In response to registering with the upstream node the upstream
node will add the registering downstream node to the downstream routing table
entries maintained by the upstream node. The upstream nodes may also proceed to

maintain up-to-date timing information about the registering node in response to the
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| Pv4 or |1 Pv6. Sonme nodes may be capabl e of
encapsul ating | Pv6 packets in an | Pv4 packet.

w@dastsamal | y, some nodes may be able to estabPCEHISZNG/ 006687

| Pv4 tunnel through an I Pv6 network. The conmunication
bet ween nodes, and the routing and used within the

W rel ess communi cati on network connecting nodes, is
described nore fully bel ow. [0038] hi one presently
preferred enbodi nent a routing protocol used is a
hregisteying by the dowmstreamsiodal Nodenpusisg tlabyglr eachrotlicyrare

i ErEasF 43 pRan g S eskariph BetinaiNcin e T8 remain in

Lb‘?ﬁé hRRER hAAgOpackOmS tHeSRINL AOU i IAn@FHSBRedMRlidues. TiPthe current
det erm ni ng\et he next hop for routing a packet hi the

prebosimest, thedmeing apdagppigeriask oniiop detguransies messages, but an
E@(@ﬂ&ft ?ang% ﬁ'lfb‘r%z*tl%g etxgﬁaxgggﬁgc ﬁtlgggga fﬂflgre%sélggeé% nQ data

I even oops I'n~suc

esxbhaligedort a pﬁcﬁcﬁ@uémmtﬁehlqt‘dr exAfiple) uh ¢hendrder 6139 mlnutes).
| owest netric value _as the greferred route to transm:t

P84l sThe oesdptiph oha@ods wisene r prose ef thedRsripayithes fake
gxlﬁ&upﬂpgr sHhA6P? rdcéss% bﬂ}gpfo% It {llr oug € re sterlng

I scovery §canni ng proces ne
glodt o s ratimgnable abd irgete that thé btatus rerftlm nmleys up ts date The

nei ghbors and to get acknow edgenen onses .a an
rionfa eIt e AR e Ce S gt icely b Tip<aheauenty than
hé FYSFa8En Qﬁihgﬁlbtﬂfs?rearﬁ hoge.l IH the %keslaﬁt‘f&kpr‘%%i‘fédte‘{nbodlment the

estimate may used to select a nunb
Jmmmneutww@psof@qeawwld Ko nurrber seI ect ed may
be configurable). [0040] Registration of a node with
its upstream nodes, in the presently preferred
eAbDRBYIING neans that the node intends to use these
upstream nodes for eqgress to another network hi

r espons& KOAPERENSEVGNg with the upstream node the

L{Bﬁiﬂeagh&or?o%e‘%b' 1?(9'@'1 th@@nfe 556 %aﬂ&i"ﬂé&x!o‘?é%&% €

wnstreanirou I'es mal ntalne
tillentiffesitforend-toogtel rotiting umiyr;mmmuimd&mmk;byad mnqlmer fPG/éelddress.

t Latain up-to-date timng m{or tion about

1Byp addpisry awscuRiorly Suapnsital b By é%%n@t B%FWPH%PreﬁX

%W&SM ﬁﬁﬂbﬁg UiRdascésthl RYistAanioy ey a%&@ wihBE AR fhe AP

preferab to exchange™timng information

pBay mddhe hgde znseat ofld L\/Esc(Typmhcrrgﬂn Yafe) comanhlr@dthh anng'e)rk

pc%%k g{l]r?ltll)lr‘i] inc udlﬁg ttlféAﬁLv%télél;a yr utg %ré X ngloc ate w1 th tthe Subnet
the node is joining. The node may then send a Dynamic DNS update request (RFC
2136) to the Network Host Utility System (BOS) DNS server. When an application
server wishes to send traffic into the Wireless LAN, it may resolve the node’s DNS
name into an IPv6 address for Layer 3 (IP) routing through the WAN to the correct
AP. If the WAN is IPv4-based, [Pv6 packets may be encapsulated within IPv4 with
appropriate prefixes for tunneling through the IPv4 cloud. At the BOS, the received
IPv6 packet would be decapsulated.
[0043] A node may register with multiple networks either on the same AP or on
multiple APs, in which case, it may set the priority order for the networks it belongs
to based on its estimation or calculation of the lowest cost path. In the presently

preferred embodiment, the node will have an IP address for each network it is
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1

(9]

20

enbodi nent, the tim ng updates piggyback on any data
transfer nessages, but an explicit timng information

wezekasges may be triggered if there has been nECHESZ08/006687

exchange for a preconfigured interval (for exanple, on
the order of 30 mnutes). [0041] The registration of a
node with one or nore of the APs may then take pl ace.
This registration process will preferably pronpt the

AP to add the registering node to its routing table
angistierfsiuvﬂl t ¢ DNSesesvatmay assodidte thesd B addregses witdhenode’s

e regi.stration,of, a nod t 0occC
A P TERE Rilebadtrnd e ) ek Aded S He DNS server.
fWﬁé&B BUY 9&Hv¥Y nlthé W ARSI WIS to kéhd (REFRIMDINE Wireless
preferred enbodi ment, the frequency is on the order of

dmslg @vé?ﬂys sarvergnes thrapgiRtbesrndidate VB ovpliressey @rder while
30,1
ol he Rk e s baln b TLESTAN R clopd iy be

ftﬁi%fs@@ bl Bnéuibyulﬁﬁﬁg theUuP a6 Packevvarthke Byosasemmrqw én mwﬁpacket with
address. | Pv6 addresses are typically conposed of two
|apgTapatate et to enagle Wnpelig wor k prefix and a 64- bit

host part. Upon successful registration by a node with
the AP, the AP may hand the node a set of TLVs (Type
l&ﬂﬁﬁkﬂﬁﬂkﬂéﬂﬂh@ﬁﬂhkhing t he network configuration,

UPBHAIE hBRat e 3Dt 988 br el B Tolfh ot VRdjesBiedn by a

ﬁﬁx‘i‘cﬂw"’hr@’lgﬂpaﬁd@waéé @l % ft?fﬂd?osﬁ‘lte(rﬁ%@ ey erﬁl%&lﬁ‘l%nt each

Net wor kK Host lity stem ( BOS) server. Wen an
apdE ih@saomlara sg@l&/mter\faosh éhhqr@nﬁv@dun@macan aviemodtipleadiscrete link

i rel resol ve the ' nane .nto. ,
AAF plege Lt UGRS3 pRaPE By R SRR elebice's
WANG 2idréss. TE liakUaydPbrdaticdsbeddédN sy B ivek ﬁfﬂ?ﬁﬁ!ff. fft: /P41 ones).

packets may be encapsulated within I'Pv4 with

eﬁi‘ﬁk@b frapgnaitted afthdies lpeal broadeest pddressare pEpierably nresessed by
he recei ved | Pv6 packet woul d be
é§§§ggﬁﬁ§°gg%‘ﬁgg%§? A node may register with nmultiple
networks either on the sanme AP or on nmultiple APs, in
mhl h case, the priority order for the
3@¥P%%Fgﬁé§mf NBased on its estimation or
C{@b@ﬂil afiofft Pfilushtel M cdnsitRAldT (e AP BiyBF BABE WHich may

carry the information as explained in the table below.
[0046] The flags carried by the link layer header shown in Figure 2 are shown in
Table 1:
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prefer

for each network it

red enbodi nent,

t he node w |
i sregistered with. The DNS server

have an | P address

woregsaseseci at e these | P addresses with the nodeCEHUS2008/006687
hostnanme in a preferred order according to the

policies defined on the DNS server.

When a BOS Server

in the WAN network wi shes to send traffic into the

w rel ess LAN,

the DNS server goes through the

candi date | Pv6 addresses in order while resolving the

nbalded host nane. As descri bed above,

nnnnnn

l'\l f\IIA
\ZLIATA%AY!

~the WAN | Pv4

+ ho D6

Faidlept

ho + od
Ilﬂ.y T T I MVCI OCU N

Name¢ he BOS server

Aancul ot .
Iy Cll\Ju o Ul ull ||u LIIC LELE'AAY4

qscrawther4 packet with

rog
ADDRES
for r

’SY%E%Ppreﬂ X to ef

0044] Each 7
uting in the Wrel

YER

lg’g&%i Up %H&nbé‘r mhﬁﬁt’r vfersu()]n is
Secei o g Frand i iAoty | gy

agldr es
enbodi

O her
| ayer
byt es
| ayer

(al'l g

Proosbprded to its
ment, each node h4

enmbodi nents can hd
addresses. Link |3
long and is the dg
br oadcast address
nes). Packets trar

High& lb.)‘Hr 9fcfta@cﬂ i@ this
s only a single interface.

we frulOx0p1 $SNirewtng protacak

wyer a ‘ ' 8
e SRS pfEoheR: EB1oct

maybe (0x08: Pl Nethbikihg priotddol

ismtted with this | oca

br oaddast address are pref et abxf7pPdfebrlsBachy everyone

RS

I i nk I
expl ai
by the

C RF Li
|gure éyHQI ustré
ayer header which
ned in the table b
link |ayer headel

?@gmmgﬁroﬁﬁ&'eg%s c%ntamed

rﬂfdll: Ethe

lt %ﬁ hp %ea%np%%cl gthe so ce
g Yrﬂlée%e ! flpeo

SQWRSGAOYted C&fﬁﬁse 2 are shown

| 13-TRH
the fl
node g
enbodi
he set

l®erd: Tabl e 1 [ 004]
ags are foll owed I
enerating the pach
ment, the source a
to the broadcast

[ ITHSisiskd WRdH @RE dced i epdfa®ed? The
DY nitidfval fs%@t BIPCESH PILADA is

§é;ﬂﬁ alB Tﬁé Q‘?inits d¥cr@fn%f1§ﬁ e%gry hop

can nev

}%ac F)t()tfﬁy]e S&% illust rat pd

| 18-22 ¢
addr eqg
hi thd
Rout e

andi na
eRa-hR

WCEreht Offiet sour ce
s of the next hop

presently preferr
bit is set then tl

in-the destinatid
HA—t+he—agestihRat

&delre®en pﬁckfeﬁﬂ thavdeh’ tayse lsbérce routes.
ties RAEKBI0 Wher Be Pacl&® Y fifsPsent into
Rk RO nf?[ktmcﬂefnehfb% aPRWrG Bop the
1%3%%@6 dst of hop addreSses

ress—t+s—inecl ||rlgrl

RAN2F V
ei t her
packet

liBr®ropnl y t he one |
case, the final 4
is to be routed t

\She IoP laysr syppoits Bdeleld of priority, this

adetiemaps dirddilg tole@rist pabtitdes.t he

0.

26

Source Route Bit

Indicates whether the packet contains the entire
hop-by-hop route to be used between source and
destination.

27

Preserve Source Route

Set when the L2 forwarding code should preserve
elements in the source route when forwarding a
packet downstream. If this is not set, the L2
forwarding code may strip out intermediate hop
addresses once it has made a forwarding decision.

28-31

Reserved

Reserved for future use

[0047]

As illustrated in Figure 2, the flags are followed by the source address of

the node generating the packet. In the presently preferred embodiment, the source

address of the flag can never be set to the broadcast address.
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[0049] If the source route bit is set, the packet
header contains the full path the packet wll take.

woRis/15d58¢ a packet can be source routed betweRCT/USZH08/006687
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nodes with no internmediate hops (i.e., Add Cnt is 2,

and the destination address is either a node or

broadcast address). This is a nechanismthat nay be

used to interrogate individual nodes 120, 140 from a

term nal such as a debuggi ng nobile station. [0050] If

t [0648Jou Asallnstrated ibiRigurs 2nthe sewtce atdresd i@ foldower bly thg address of

code on a nhode ) ke deci si on based an the val ue .

oPe st hopdPEEEeKED P OF s 40. B e BlkEbreferrehgnbotiment, if the
FRislireSRotie Wittis k& tREH ik ehfirellist Bf BopPadds&ised@idiflz HEME destination
fromthe RF LAN towards WAN network (117) or Central

Suldyess 1 inslyyed., atherwagepnihihepae jaext hoprs Bpeciiagdadn idleer case, the
. nod ' Lf.the Add
e 08128 s Bhaily 48 ph BB LE RS 1001 Fona

ad049s s Bhé Bourberduts b ishef|ghd pdvket idadéh@neaaketha figll path the
al l owabl e L2 egress destinations. The addresses in the

fRACkEr willkigke. ab¥Pte thasra packettcan bR sauree Bred etwggn two nodes with no
_ . : .

PR (R AT A28 A B sl I a oo

parokddastcaidrdss). rEnoisteedetimnasndilif mag be ukdd tdanteirmogite dmdividual

in ca of congestiaon or failyre. Wen a different L2
SR 120,190 e e erminal Sl ot deisa R RO R ¥R oLl d be

r OBV d1£i8E t\BEe RLIBIE [EBRREL 1R L@foﬁ@@ﬂdirg do¥elonY node may
zeroing out the previous fiefd Renovi ng t he previous

noakwa dedision hassd dadhe valhe bf)thee’dishwtqmmoﬁcldr rFom erargple, if the

FRPRKETCRRYS s Fe® aBarTR hePB e e IGRBIPGY Riyerds waN
St Bk (101 @P&%exﬂae‘sexrvab(MO),tihﬁe%ELthgﬁicﬁced@&ﬂ%@%aded to any
when a packet goes through a node's L2 forwardin

FegERes edeer A 1 Mreotvgtem. ol thy Addrassigount és grle@tspb“@nah grneans

t T : ' T
o8 T RERTESIrp S In FETAREEnldnlk & BERRICYE allowable 12
Npgiess dé@thatiddd) mﬁhﬁdrense‘s_ i&eh? fc{irlg'afdm abksfot ta néh\ﬁ)rlté\ﬁre ordered
t 120 t L in ul.l .spurce route mnus
&?gyg?rale\g%%cﬁ’ é%‘f’vinqa?ﬁggséragg tggnqség‘%ﬁ‘ra_glﬁe nurber of hops
o51ye 1ang %%Hrd@éb%gﬁﬂ@%ré&?éf?hdneﬁgie%ﬁﬁé? chilBe Altodté@1o a
TTL maybe y the a

e maxi mum confi gured m ni strator.
| iffeteat b2 dsgimiatign pr efse of echgestimdomfeiitre. Yebdea diffegernt L2

m)e{sg?%{]q%d? glit i_eg,atilie %pev?cgu%rn% Sorls(eshoﬁlg blé2113nt%2>\cl)ea<ij &%}Slgr l:?lyr €
decrementing Current Offset or zeroing out the previous field). Removing the
previous network is intended to help reduce the occurrence of routing loops, where a
packet could be re-injected further away from the destination than the original
source.

[0052] Preferably, the TTL gets decremented when a packet goes through a node’s
L2 forwarding. Packets going through L2 forwarding are dropped when the TTL
becomes zero; messages with a zero TTL destined to the local host are delivered up
the stack. Nodes 130, 140 which are sending messages to the AP (gateway) 120
without using full source route must preferably set TTL to be at least the number of

hops on the longest path they have leading to the AP 120. The maximum TTL may
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[ 0053] Delivery of unicast packets is preferably
acknow edged by the DLC (Data Link Control) |ayer.

wBe@ads@Ess packets may be i npl emented as uni caBCT/US2008/006687

packets in the FHSS schenme, and are al so preferably
acknow edged. It is not possible to send

unacknow edged uni cast packets. Wen a node 130, 140
sends packets to a nei ghbor, the MAC | ayer nay report

t he nunber of retries and the eventual success of the

t beagumfiigursiddry. tha h@nim‘stvmﬂ( Ih glyeepresemily peefprred embedisienf, packets

t hi for ion on a basi s
SCREYReRT bR on FidPess Shi BBt eaRaetn AT MRS
rrouss]ng pémmﬁmleawpme@llypfé?&amptaekﬂd%%dgédrwth@ MIC (Data
onents: nei or scan and discovery - ne
rﬂalrr{ﬁtcmanbéayern %@@adce@pgckeas mey bwmhlemtqd@a mmcast packets in
Bt?xg El%gsche g,?agl raée :Sﬁ,tgéegérﬁgﬁ/tac lﬁgggfdggttslghat-r ;boess1ble to send
smiasyxsdvelaugadl UniZRspddietsc Wkerenhodeyl 301 F4@ s¥ida phékeks to a
Forwarder) for Layer 2 routing and the code entit

visighborahe Mae é@@s mayert thsaiymbsy f refpigs-a5€ faneventual success
E&{thé %Lné‘@%a@ﬁq?hé h oﬂ?i QP&% Eg%fc?uﬁ%gse%t ifttdHn3fon on a

timng ormati on between nel

i perercighbesbdses. t he M_IVE thr ough a set of APIs. NElI GHBOR
SCANAND DI SCOVERY [ 0056] Nodes such as CPD 140 nay
initiate network discovery when, for exanple: It has

ROVITARGESEBR§STEMdes (it is not associated with any
APs) Conmmuni cati ons wi th upstream nodes have been

sl@084]edIn thietpneferredi emhodimeat, ithetopfing subbystemompyb¢ divided into
ation loss A periodic registration

n@gggl gt“?%algélgl 8’?eqt§s APs has failed at least 3 times

A neme[geﬂ)wgdgnlaﬁda@h\éevérzsed[0057] Nodes such as BPD
130 may initiate netwo di scovery, for exanple, if

t he [neighbppmatiienadss nat ed master (CPD node 140) has
been 3Qy %gqgratlon with upstream neighbors

- node registration with AP

[0055] The presently preferred embodiment of the routing subsystem utilizes the
code entity DLF (Data Link Forwarder) for Layer 2 routing and the code entity
MLME (Media Access Control Sub-Layer Management Entity) for acquiring
neighbor nodes and maintaining timing information between neighbors. The DLF
interfaces to the MLME through a set of APIs.

NEIGHBOR SCAN AND DISCOVERY
[0056] Nodes such as CPD 140 may initiate network discovery when, for example:
¢ It has no viable egress nodes (it is not associated with any APs)

e Communications with upstream nodes have been severed, either

administratively, or due to part failure or propagation loss
e A periodic registration message to one of its APs has failed at least 3 times

e A new network is advertised
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[0058] hi the exanple enbodi nents a node discovers
nei ghbori ng nodes using two basic processes: broadcast

waele®snssny and nei ghbor queries. Wien a node cRPEEES29p8/006687

the MLME may find all of the node's adjacencies (or
directly connected RF links) through a "broadcast

di scovery process”". It may do this randonmy to

deternmine when it should start sendi ng broadcast

di scovery franes and then choosing the channel on

ViODEH t Dlodessiichhae B?ﬂibhﬂba@y indtiate agbrork fdiszneerycfonanahple, if the

ectiaon may. be.done r then cycle
gk obrg e bt (CER RV b amgias Fotn SERaC2 e

bioessic asd thdiew & féreynlfdcmsm@a nbh@di@@d\te@hé}ghbdf{r%%degusmg two
at the last slot hi the preferred enbodi nent,

prasisepracagerst broadesst diseqvesy sidorsighber quem\}@hgn a na@mcqrses up,

SFEMREH o B RP R PRI BRI i

ttheJughar ®réadasiditesvér9 pRyceartc dsihayglis ey endomAP By @s&inife
and passive. Wen powered on, the device may enter

a\g@%% shopudd aﬁagtéé%ns brrsdeashAiseevery frames §mb thengheesinethy

J aﬂﬁeﬁ o) twﬁlﬁllrf' Poofgna?%e Bf&%&éﬁ@&ﬁco‘%gp@ g @e&tnﬁl may be
er I seconas. t may ent Ive I scovery

rﬂmhe ravidom iy elt agxgrthaséywlb tdi'rcmgb\eeeqy sdhir aansonittigseach successive

xpired hi ass overy node, .a node it a

iBacRsh e B iearhe o0 mesb ol Reani Ga e GE 1 R HeL g preferred
f drRBREBmehty 911§§x|oké‘ss%fua$aﬁi?ee9 i€k bRfadBade 'eﬁs@§ver£/ Ga6fRlis i dn
t he di scovery process has found a ne

(evéhadhanosl)in the happing Segﬁem:ewé HmﬁléssibhseleLMOIﬂfo t hen

TR LT,
WidgtesEige BROPAARS. lWhérﬁﬁcBW&é@bn {hb usweamap%n&ea%gﬂemve

di scover the network environment nore quickly

chispovastmeds whergdcsends ay disdoxerydramesias ransfontizedwaterysls which
n

18RS, 61 SSRI2SH IR0 8l LKLy I when

caggrqséwe dpooeery daranioddas eqeiedi g passivel ditdoveryqtiede) a node may
i es Lqe criteria to, ref rablé; al | nodes |n i1s

it 2 gl phest Bmediepvees sehiiig Bpdedst chispvonrdagnes, pRisally of

Cthé bfder 8f afifuted. aced in the nelghbor response. If no

criterion 1s given, all the nodes in the list may be

di086@ld Omce the dhimiogaityqrocess panfoend a neighbor (adjacency), or a set of

neighbors, the MLME may then query the discovered neighbors for their direct

neighbors (preferably, all of the direct neighbors will be provided in response). This
may be done to discover the network environment more quickly (in contrast to
broadcasting a large number of frames in hopes of contacting any one particular
device). The neighbor query mechanism is preferably a simple query/response: a
node receiving a neighbor query applies the criteria to, preferably, all nodes in its list
and, preferably, all the nodes that “match” the criteria are placed in the neighbor
response. If no criterion is given, all the nodes in the list may be placed in the
neighbor response.

[0061] The MLME may notify the DLF when discovery is over i.e. all (preferably)
nodes have been queried for their neighbors and an attempt has been made to reach

those neighbors.
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[0061] The M_LME may notify the DLF when di scovery is
over i.e. all (preferably) nodes have been queried for

wo b@snsasei ghbors and an attenpt has been made POI/DSR0$1006687

t hose nei ghbors.[0062] Using the list of neighbors
built up by the MLME the DLF will try and find
advertised egress routes. It may acconplish this task
by listening for "Network Advertisenent” (NADV)

nmessages fromthe devices in the MLVE s nei ghbor
t[8062]. [sidg3he listeof Maighborsduizityap b theadME theeDBF vatl tofand find

t whi ch i .ude.th .h cost h
Ol e Topleas B e desomoli is 5 B LefiBRirafdigovork
CAGHersennt BNADW) tnkest4pa5 BAT B8 e tibEd in tH@NﬂQﬁE’sﬁ\ﬂléi%hbor table.
candi dat e pat hs. p count is the highest nunber o

HOPe3lt hdhe Vivecssageanay alvediseld sehei egseps aewes, Mapch may
Sigl(é glael: %hse é%ﬁie os‘ %np ﬁgﬁll\n@{]\%}t E)ﬁgltelﬁ sL 90%??5} l%'iql-gc#s? 1snt?1%. l%\?'est cost

nj unction cos ornma
t RS0 INAEY/ Wit B GRrdss (AP whonpsthllgdhdidate phtts. Prftdouat isahe
MAC address is the MAC address of the device_the .
e ghest RuEbsrhops theh mustbe fakemntorreach thatReresss Fom qount is used to

It ~dcS j - el
Dot AR ool B BHIES R AL BRI 0By fom
Fofahe NIAD Edwssdges e sterwsinr gerie\Be dlierDé¢stiaatiar MAFE alidyiess is the
S , _each node can construct a routing table .
1 YIRYC SF s 07 ekt dodectha pgiosl pdveRtsshesh alimatslcqmiag from. In
| 68 chieiNg 11R2&HeQipoifi§or @l W) kince FBAvIrREaRM At ARy their
paths to that egress node. Preferably, each of the
agagss ablles. pat hs is described with a next hop, flags

060 "5 et RSB e R0 Al o

| Hode Ta cOIBEABNEFIutiap tdble listidgtBe hailotks waahble! thelegfed®inode
be advertised by the node etc. In the preferred

o ddentifiying eadi ¢fghe neforkssard the availabdgpatheio fipt egressqode.
SRR e ke Bl LD BT rong

nhay typsef phthe ind thietlimki aadipath codisn Fhedlaigsl ddechte thieikad bf toyte -

of the link in providing. long-termegress to the

et 18&1)6@3@3%% Enigy 11t fhe téﬁwwir W%ﬁﬂeﬁvw%ey the node
CAPL 1 1Rd pfé?eﬁé@etﬁQéﬁihﬁﬁt, Wl dieiwilldRtde e tegiderT @ it fpstream

[0065] Fromthe routing table information,” nodes nay
cwdstforuwhich thetotw cdstr{tink andipath chsip) todhd metwiotkhisgh¢ legst. Other

mitahen? e st ol SRR 15 uaifls VRGP RS AL SE it 1k in
providing long-term egress to the network. An example of the information which
may be captured in the routing table is laid out in Figure 4.

[0065] From the routing table information, nodes may construct a forwarding or
next-hop table with a list of destination MAC addresses, a type associated with each
address, and the path cost for it. In the presently preferred embodiment, the type
reflects the selection preference associated with the destination and may be one of
the five: source-routed, hop-by-hop, direct adjacency, breadcrumb, or local. Figure
5 provides an example of the route types that may be listed. In the presently
preferred embodiment case of a destination of the hop-by-hop type, it is listed along
with the next hop from the source node. In the case of a destination of the source-

routed type, an array of hops is explicitly stated with the destination in the
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address, and the path cost for it. hi the presently

preferred enbodi nent, the type reflects the selection
wee@Basamce associ ated with the destinati on aneCTEg2008£006687

one of the five: source-routed, hop-by-hop, direct

adj acency, breadcrunmb, or local. Figure 5 provides an

exanpl e of the route types that may be listed hi the

presently preferred enbodi nent case of a destination

of the hop-by-hop type, it is listed along with the

n@xwarldmg tablemMul& plecantrees foothe shine dhginatisr nufy be listed in the order

ation of. the.so cer o anjarr

FanePoriet kg g Aefepmer pofhu by R o ndy fid'md palf B3t m
tthﬁfp%s%[)dprﬁﬂsdeﬁ%odhﬁdéﬂtl Whéh €4l te feab® DebtiatiDAMEN the
destination may be listed in the order of preference,

viKaBtp mhglomﬂl@@pé? il Sastivse Anegf tha hoppyehop| exiriesibatiae

AL in PR E0 dtn RS 86 oA AB Lo 1R,

I on € eXa

t ﬂhe rasmdg alxgdrithlfnl dlbivs\feethe Reutirfg ihfoemiatipn b;aiﬂmpe@ at the 8Surce
that are maintained in a |inked list in order of

i rm,d.eé%gm%be pRuEceauEte entry for Restination d; biesirusturingea forward set of
ngt tgglﬁé;‘g&gtﬁhliiﬂpﬁcﬁirés@Weﬁ q oh{%? eﬁm‘BU&frﬁ@lté E}{e‘}{d&%%%se the

source no e to create a source rout
dvrba@crtirob rdes itihadpicked 4p flom passing traffingt sonfopavar oh tsae
of paths to the destination address. Yet, in other
enbodi nents, the node will use the breadcrunmb route it

had pi ckedGEBOR dmNasdimcEraffic at some point in
time. NEI GHBOR MAI NTENANCE [ 0066] In the presently

pl086@r r buthg psescadnpreiiradopstreane and deWgﬁmarrsn@gldoors are
onsta £l eac
CORSEAMN: mailBnbd Pl WEM Bedl ot Col AR R R AlHePBHIRG pssaces
cdsea If@r s@rﬁéhraﬁﬁiﬂgl tR@ clodR¢ amiDsbesriAthathddeb c@mnaéb%ange packets
packets with each other. This constant contact

f il paebiothery Thds eRnstRn gonts angd feedhackigay b%?edfby?tﬂe L2 routing
Myl & £} &uﬁgﬁ%’gﬁse&@hfcﬁ n;;%%guﬂﬁé .ude:  Nei ghbor

updat es ar ni cate ownstream devi ces in

t i mengNeighbéraupders arsscommiptiested seddwitstivhiEdelvivesl & €@iing update
if their downstream or upstream has gone away. [0067]
A nodeP&@CeSst ream | i nk characteristics nay change, for

exagpl ﬁodé’mﬁg the I\L'RNIE ?&‘Hét@&q{e thR G whdR¥am or upstream has gone

away.
[0067] A node’s upstream link characteristics may change, for example, when:

e Upstream node goes away

e A new preferred upstream is detected

e Link quality changes (smoothed over time)
[0068] In the presently preferred embodiment, these rules are applied recursively,
to all upstream nodes in a path. When an adjustment occurs, the node recalculates
the costs to each of its egress nodes. When a node’s cost to its upstream
significantly changes the cost to one of the networks it routes through, it distributes
this information in the next set of MLME beacons to its downstream nodes.
[0069] In the presently preferred a change in network information is propagated
with a “Neighbor List” message, with the protocol type field set to 0x2 indicating
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A new preferred upstreamis detected Link quality
changes (snoot hed over tine) [0068] In the presently

w@e@Basdsed enbodi ment, these rules are appl i edPCT/US2008/006687

recursively, to all upstream nodes in a path. Wen an

adj ust ment occurs, the node recalculates the costs to

each of its egress nodes. Wen a node's cost to its
upstream significantly changes the cost to one of the
networks it routes through, it distributes this

i thattor pertialdsst pﬁclwngemi@heir@eﬁsttibumwﬁl orecoerobpadiment, thys can reflect

do stream.no 0069] ..In sent referred a

HRARRBRR o chrgPrteton TP s b i 3R Bstream
"&@p@emrcahm a pARSuRa Qetwork Rffebevdly BécRaf nd ]Y)Iﬁgelfx‘oﬁiagle a
set to Ox2 in icatingthat a partial |ist of changes is

M@""* List} meswes i3 senbwith shopigiarehtype seiite U o msiqathat the
PR DS UBERIRESS Rl ARG RS GRRo R 1 1O

stream pears, causl
P@070]c ulrpthe rpeéseﬂﬂlypﬁ:ﬁ’érfwtdm&ﬁid}ﬁnaﬁpm are nbﬁﬁ@@ﬁbout changes in
routable, a "Neighbor List" nessage . is sent with the

prreéw%dpp?lygxé bY e ReplogiEatwOTkTABIERtlion MaTsagyd i ABRIEast o it

DS e BT Pe s S R R REF sl Bl by

aroatano b icOmpibtabsiwif thdiamgsasammoded, and/kr thedolkaggtshiy eadhaof them.

periodi ¢ network registration.nmess are

DA Bt Ssenin S ey diniey B8 Reuhi b p gmoothed
NAREgEs At Pad K@us@ﬁ’ byih@@t‘f”%kdet%ﬂnfﬁ%ﬂm‘k%&@f@r fduting
conplete list of théir upstream nodes, and/or the ITnk

cuspeses: i waedthet RS Bkand 4 smcmped mfe suscpysqegentage. The term

[ d nent he VE. kee S t hed
P EloBlieE TR0 e of Merdbiudafimt Wotay TR Bie i Goonyy
| preferre@ sibolident ate la{fé}aglblg ResaBe fotnuld 6ind6thcRabtrapae A

snoot hed i nfo success percentage. The term "snoot hed"
raveEags 1B *tsampley o= oF —AVe s trBe abaneraging deesqiet sequyrg a large

(ol SP Aoty RISt s 8P B brind 1430 St 2850
Selcentréilabl¢ athountA).“hibturg™.t Wetenh Iﬂstmy&gfergtodmmnoh the new
o e e T Y AR S8y she 4 and B

GAMids0hdrgd b\evﬁiﬁgg%éanQBat thé §$éi‘5g’e has-H'ﬂ@re th?s"té?ghhﬁ{ Shlller A
refers t06 how nuch the new value affects the current

svabusish tha\ﬁmtwglanemh can nseyother ayeraging| teduhiques thed are dasdable

B _val nean that the average has
Ve MR Srer e Re ot e iy
[0072] The RSSIis the received 51gnal strength indicator. This value may be

measured for all frames received from a node. In some embodiments it only has
limited use in link quality calculations as it may not give a clear indication of the bit
error rate of the link. Preferably, when any frame is received from a node, the RSSI
of that frame is averaged into the smoothed RSSI using the averaging formula.
[0073] In the presently preferred embodiment, the “info” success percentage
criterion is used as the best measure of link quality and therefore in making routing
decisions. The “info” success percentage is a form of packet success rate. The term
“info” is used to denote frames other than the ones that started the communications.
The first frame sent to a node targeted on its hopping sequence can fail due to

interference or due to the receiver being busy. The info success percentage, in
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val ues. Ot her enbodi nents can use ot her averaging
techni ques that are desirable under the preval ent

woetsosds4condi ti ons. [0072] The RSSI is the reP€i/usmh08/006687

signal strength indicator. This value may be neasured

for all franmes received froma node. In sone

enbodi nents it only has limted use in link quality
calculations as it may not give a clear indication of

the bit error rate of the link. Preferably, when any
finglwdinigont e these Gdmees that thertergeted node RIBternng fdrand mpkihe frames
i ver i nto the smoot hed RSSI, usi t he aver.agin
ARt of g TR RO T e s T Ry st S AR ot vary
t featly With theSldad 66 thefEcivdt! dUe irnfbishedesPpertenthiseeid cassidédied to be
best neasure of link quality and therefore in making
ribabesdndieatpseliik quakiey." i nf 0" success percentage is a
form of packet success rate. The term"info" is used

to denote franes other than the ones that started the

communi pDBREGISNRATIOSWITHROPSFRBUM BEEGHBORS
target ed on its hopping sequence can fail due to

i [90E4#k e Eashrrodsrmayy explisiyregistss avithehe ypstrrgnprdes itiptends to use
SRRl e PSSR AT o 86
f kezpmp-tatdateht@mstganforofativh eba tramegsringmede pmd\kiedes a

link quality. that . d t Ly wth
e TR 2l o L hisraRgieR it Katticsdn TgepRi floagiowards
| the 60184, BRI 8o bAKAG thoiBodrest i ndicator of 1ink

gual rty. NODE REG STRATI ON W TH UPSTREAMNEI GHBORS

[10073]] Ehe hodorbgistary wathgtsi upstream neds by sending i an [{Fpstream

st.r.eam nodes 4.t d-ntends 40.uUse in_a networ hi.s_,
RSP TR PRRES s THRPSR R8T e SRt ARl s wve
adrideWdighBorkesihddirhtrfetelat Fht helghgorhod Ohemthi eria ioued to cull
the regi stering node, and keep a downstream routin

tdgyynstrepmmpdesiithen ai ypstegm hegomes ayqrloaded nDayeeoitly a low
f , :
[ﬂbegﬁfg{oﬂ#ﬁfdd&agﬂ FrchH BT thé}gforﬁ{)rl%tgusrﬁﬁrgg 16 phiiNFGR) are

€ node regl sters wt m no
smaftreamgially selacttdpsforedenidiagyitt mgh nozbbarheod hbalth metrics.

BB S 5 MRS R A S S
el PROREEA0E pedhdiBatBBH id &n ﬁ;ﬁn‘é&ﬁ%éi@tr&iﬂrﬂ. THRWMEHHEABod cost

nodes when~an upstream beconmes overloaded. Devices
viss the reeigichnr hendyrdad:moetdc besddtuponetoombiadiod of iter mfrobers of

RS GISMITR R adeR¥W DI Y ELST tY) are
[0077] Potential upstream nodes either positively or negatively acknowledge
“Upstream Register’” message using an “Upstream Registration Acknowledgement”
message. A device’s “Neighborhood Health” is updated based on the value of this
acknowledgement. Potential upstream nodes give less weight than acknowledged
upstream nodes.
[0078] The format for the “Upstream Registration Acknowledgement” message is
given in Figure 7. The type indicates that it is an “Upstream Registration
Acknowledgement” message. The “Seq Num” is the sequence number sent by the
requestor in the “Upstream Registration” message. The status code of the response

can be one of the following:

e 0x0, Node successfully added
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preferentially selected before devices with high
nei ghbor hood health netrics. [0076] The format for the

WO dpstiseasam Regi stration” nessage i s specified PCI/BSIP08/@06687

6. The nessage type indicates it is an upstream

regi stration. The nei ghborhood cost is the

nei ghbor hood health netric based upon a conbi nati on of
t he nunbers of potential and active upstream nodes.
[0077] Potential upstream nodes either positively or
negat i fdl, Wode failedite bgaddddost r eam Regi ster” nessage
usi ng an "Upstream Regi strati on Acknow edgenent”

nes 8agéZ, Nodevgieded dugoi highinaood Heal th" is updat ed
based val.ue .of this.acknow edgenent. Potenti al
upst'r e@%’ }ﬁfégg? agl{e\%gyﬁ’glgg m\/\a}érlzi't Wtegt han acknow edged
upstream nodes. [0078] The format for the "Upstream

Regi stration_ Acknow Zﬂ?errent " message is given in
Fi gur eN@DEREGISIRATIN WATHAR hat it is an "Upstream

h&it t. : " " Se .,
B0, 0 SR EINBIER A EEans oo Ml
"rpshge@RIBY | The ARIBihinessags ageaind ke 154t af addressde obHhiodes in the

the, response can be one of the follow ng: . 0x0 d

s‘{;ﬁ éé@%‘? ‘Uﬁlltk}até ?@I%Sﬂrﬁg 1QSg ¢SS5 URgiream %Ed%l H%thlélgg‘g,cos't
NQglsi4ted fethedci Bt fsiBah Rdes, 0K ﬁla\)//\’u%ecohﬁaiﬁﬁ i;8Wother
bei ng mai ntai ned NODE REG STRA TION WTH AP [ 0079] A
maddidategietverks (ieprstritedby thecagrasPnbgessafitbivseqietwonis); asd their

"AP Regi ster” nessage (AREG. The AREG nessage
¢Bftains the list of addresses of nodes in the AP s

Neb8Gr K Thé &rmiab 6f the HREEThétgagdeds 8ivie 8% Fasurd!BS The e is set to
nodes, and the |link cost associated with each of these

updicpiediis o dREGImessege. afhedVdiinis setrif therg stmere detarfesend. Seq
R A L

tused MREftiEegR G atiors M@hsage is senfFingtiiléipR: pafile Ehylp AREG Nelighbor
to indicate it is an AREG nessage. The Mbit is set if
tdsafrabes an ppiecanneds iy the paths wisd by the registering node.

[0081] The format for a AREG Neighbor description within the AREG message is
given in Figure 9. The MAC address corresponds to the upstream node or a network
egress point that the registering node is informing the AP about. Cost is the
recorded cost to either the upstream node or the network egress point being
described. The E bit is the Network Egress Node bit. It is set if the neighbor
description represents a network egress node and not an upstream neighbor.

[0082] When the node is successfully registered with the AP, the AP will place the
node in its routing table, and make sure it keeps up to date state on the node. The
node sends periodic registration messages to the AP (on the order of every 12 hours.)
The AP will update its routing table when it sees subsequent AP registration
messages. If the AP misses three consecutive registration messages, the node will be
culled from the AP’s routing table, and it will need to re-register itself.

[0083] Inresponse to a successful first time registration, the AP will preferably
send down a set of TLVs containing any network configuration information. This

list can include, among other things, the AP’s globally routable IPv6 prefix, AP’s
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up in the network is described bel ow Table 2a and 2b

wo e@Basase |1 i nk costs of all the |inks that arkRCT/US2008/006687

detected and established. Table 2aTable 2b [0086] When
M (1041) cones up, MME nei ghbor scan discovers
R2(1032) and R3(1033) adjacency in the first step.

Upon establishnment of adjacency, R2(1032) and R3(1033) -
send Network Advertisenent nessages. Specifically, in
tfﬁe_bibond step, R2(1032) sends a Network

oot e oo Al o+

f'\UVCI l IoCTIICTIL ||cooa9c aAgv<Tl L I DI Ily UIIC C I CDD I UUL C UTU

Network 1 (10Bimk via AP1(1021). The nesdawkeCesit ai ns

t he r 021)|, the network aaddress
Wl &Sﬁet&for 1(0I1§216 orl | Pv4d addr pee\sa the

adj a@é?((tWZ)estNd:tozohk(lD@@)l) ag seen by Rl (10)(%1), t he

no)élem(Jg]I{nﬂgﬁg %[é)( T takes to reach t'g@t EQTr €ss

st cost| of the path to the

gyl

netvvorkl((:i@j})&mﬁmg) short not ation, we cap state

NA N\ L Oﬁ mI')I:C‘C‘I AP/ 1004\ o]

r\L J.U\.) i DCIIUD NADV IVI_\\/ I_\LJLJF\L\)\)\ Lan NI =) W= SA 1= =y By =

35)] 1502t1b<—b8~(h‘2§t d t hat |R2(1032) does4®ot

adverti [ oute it] has to AP 1(1,021)
b@@gﬂh@%gﬁ is 45 vhich is nrpm‘i(? than 35

Next , |AP(1(E2)h+R(d1(35139p R3(1033) sends NARY nmessage

M TEesponse advertising ONe egress Toute via
AP2(1022). hi the short notation we can wite

[ [9886J03 S hemavidiEl OMADM(M s, umm%@ﬂoﬂ%mﬁﬂ%ﬁs R2(1032) and
Thi i f ol d i . 4
?@%@9? ' 'eﬁwe&tt{%? Pt steBy iﬂa%nﬁé nge of aéa?%%ﬁ%&bﬂ)
peﬁfd*Rfr‘(‘?@%)%@ﬁd Ne%&%veﬁfk@nﬁﬁ?ﬁ%ésﬁ@esa ﬁ@&ﬁféég? ih 'tlﬁat second

next upSt ream OpS to use. UpSt ream
hmp, RAHR) sovlsta Netwosk Mvd:msezrpsttmmgmdeemmgm)egress route

h t R3(10 th

S Rwb R 107 HiacuRitTpRl): ThE Fitbsis donRRy MAC Address of

| Auall(q 8 Bl themetérkiadaheds cRss @NiibR& rﬁm\(E\m orlIP4 hddrksy), the

step ML(1 041) attenpts to register with R3(1033) b
\swﬁlf 5

SRERFERTY East 104 messen Oy & L(5P3 Inethe mpximpmpsymizs gfﬁops it
rERQ b réh%hrﬂﬂe Whﬁ@i?)&fg%ggﬁe&% st toFR eLgQ{l %ﬁtsto 8 Getwork

sixth step sends an
R8g§).sWUsiag lacshonAnktaamb odg ememtmfRsel@BZ) senbis NIXEVBO

AR AOBRESSERF Lrtor b $JaD) b 6 e Soisg easa R doss ot
fIvERWE theMirdcPRouteiY 8RS 1 &P BR OMYeRause the path cost is 45 which is
greater than 35. Next, in the third step, R3(1033) sends NADV message in response
advertising one egress route via AP2(1022). In the short notation we can write
[R3(1033) sends NADV(15, MAC_ADDRESS(AP2(1022)), 1, 40)]. This is
followed in the fourth step by M1(1041) calculating the total cost of networks by
adding the path cost and link cost and creating an ordered list of next upstream hops
to use. Upstream node R3(1033) has a total cost of 55 while upstream node
R2(1032) has a total cost of 65. R3(1033) is therefore preferred and placed above
R2(1032) in the list as indicated in the tables 2a and 2b above. In the fifth step,
M1(1041) attempts to register with R3(1033) by sending an Upstream Registration
message to R3(1033), reporting no other possible node for this egress. The sixth
step occurs when R3(1033) sends an Upstream Registration Acknowledgement
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conmes the eighth step where R2(1032) sends an Upstream
Regi stration Acknow edgenent nessage to M (1041)

accepting M (1041). M (1041) is accepted because it

has no other potential node for this egress. In the

ninth ste (gél 041) atte tstorelster with )
ARRESEER 1) lelayl hamgtm@l\ﬁég t)thl(l&‘} Mssasgepted because it has no

08 AR BR8P LA AT U8B b g0 g onere
MA111 B4 atténips es @’égi\sjep‘\ﬁthRQ( HB[)Jiby SshdAgkapUbsietganRBfistration
Message and passes (1041) the_network configuration

(PRE8SABE (P m@% mpegtsng m\eshgppssible nodofon hyogeress. Next comes
1t B RATES0ZEN, 7ol RAE AL Ngeemen
aneesape Ma(t(mg) atoepting Mll(PﬂPﬂlOJM(DQL’O)ﬁll));s aeepiedibecAise it has no
o Beresi i Heds ot B samsss. 1 5BS e Slr. A CQ0BE) Hfbraptsgp register
AR WEB2H) 085 ©§RESd M AWPORdgisthiiod @@Qs{% AP r@%ﬁ‘s Rt3( £93398s an

Acknowl edgenent MesSage and passes
nepsieata noda it lgtﬂnds toouse( b aditly stleP\ﬁﬁltarmjwhstg ARNH)ZZ) accepts

HHURED By Senb My O Ry R B RS s

t M1t n e ek Mdnfighdidh (SRaulg nav@ﬂmss CDRNSdARES;
21363 UPDATE msssae%; to the Network DNS server with
i AB2(19¢8) s Befvesks px bué#?ZﬂrﬂZ@)lcmlzaowrm’éet%Mﬂ(%b The next

A T e A e L

s&zmdmg ?P%gfsddm@sMeSsmge U ghelé\i?ﬁs(H.Z(ﬂ)ﬂﬂz) as[ad@Pgireahin ﬁodehlt
L G S e T TR,

cﬁ@glawgml ActiBRIABENRAYRL b0 p RS, OPNEYulslamElk

is depicted in Figure 1 he only difféerence
bainfigutation daoetkblyilhes addiessaDNbgaddiess etch & Pd 61219 netveork prefix).

TR R N AN e PR
L0519 ) Bedd Qﬁ%aﬁﬁ@ PN (I&Iﬁ@,@B@SUmAll‘E%éﬁag’@ foQhe Network1
A]glz\lglsggvjé)r with 1$51I%§1§ )ad(rir%ssct%rnopuugtheiPé(tl 822%0 The last step occurs when
M1(1041) sends a Dynamic DNS (RFC 2136) UPDATE message to the Network1
DNS server with its second IPv6 address through AP1(1021).
[0087] The method for updating routes when a change occurs in the network is
illustrated using an example of a link cost changing in the network of 1000. The
changed network is depicted in Figure 12 with the only difference being the dark line
indicating that the cost of the path from R1(1031) to AP1 (1021) has changed from
20 toS.
[0088] First, R1(1031) updates R2(1032) via MLME because R2(1032) uses
R1(1031) as an upstream to AP2(1021). R2(1032) re-computes its cost to
AP2(1021). The cost is now 15. R2(1032) updates M1(1041) via MLME about the
new path cost which is 20. M1(1041) then recalculates total cost of networks by

adding the path cost and link cost and creates a reordered list of next upstream hops
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AP2(1021). The cost is now 15. R2(1032) updates
M (1041) via M.ME about the new path cost which is 20.
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addi ng the path cost and |ink cost and creates a
reordered list of next upstream hopsto use. Upstream
node R3(1033) has a total cost of 55 while upstream
node R2(1032) has a total cost of 50. R2(1032) is
therefore preferred now and placed above R3(1033) in
t toeusei $ipstrae npde BB (138 phas astlotazbfcost ofi6& wnkeapsticdnonois

SREUD 3 n st e of ShaRad Y arTs Midetots sty ard aced

Al B3 038) 6n NRA(sLOPRY recbrdetclaaist ofh@&te iBesrhRebe ihown in
Regi stration rressg%ﬂ 1%@089 A smal | -scal e RF network
dBignes B Finally, &I(E031), BR(103 e snd M (14 g sendsithe updatest e

t fﬁ orﬂ{a‘?ifoﬁ & Sgth é'{%’ﬂ %@a d t/i%%%&%) &?a ﬁlgﬂtrl%%(%enodfc AP

determ nati on
SRegistraitionwhessggd he Access Points (series 1520) and

reIa (serles 1530) are_brought up first and then
%b Ay engllsqaleRF neiwgrk depicfegrip dagusp 14 xgllinext g useddel
r
"‘E‘“E*%E Pl Stk Rl GRSl Rof P e SRR oG Bagation
RrFotkaye p typic scenati6 where thedA coesscRoipts fsdriesn 552\ﬁ))t almdl-?ekgys Eseries

1 |IIustrat the eferyred enbodi wher ei
L350 ateoriii i mneBben G aanBIRaies TophEh el HBaas
t Puseitadid BiBufeOls, @fe 1k ARt e ?p&?ﬁét%@éﬁ/néﬁesm%%ﬁhsh
upstreaminto the adverti sed network or downstream

f opmmihisatzanserith eash ofleax in gho K kayen Fegured6 msq:étmvgmm unction

SRSt 11505 SRR 5 oo
t o exdldn g Oddus bt khefoded tarbstdBiRh routdhospdtReion| ldalﬂeery of
of not advertjsing routj gg i nformati on bacll)< al ong

pRacketa upEEHn it theraduertised pefvoBgor dynstrepy frop e advertised
tmhgﬁk%rﬁ“ﬁﬂ eeﬁﬁ%ﬁ%&gu“ ng Ioops [0091] In one

present pre erred e I ment the routing nmechanism
[ [ﬂOQﬂI]ap(tesi td e hated drp at Btep & ofiRigure AMOR2 @S82 bvanadigetises the

cicbep e N Sangh ) B3I beR e BRI ThRemmiaue ofno

%@Eﬁfsi@oﬁ@ﬁif%tron%@k LRYE a3 ﬁ%ﬁe AhvErB& is called “split

i nherent” operational features of FHS gular timng
updizoe’ tegheigne erd prevynts mouting lbemsquency hoppi ng

t [%BB P]i 9 fneortleopr&elge%l?/%referred embodiment the routing mechanism is adapted to
be compatible with, and take advantage of, the Frequency-Hopping Spread
Spectrum (FHSS) access scheme used in the wireless network of the preferred
embodiment, and leverage some of the inherent operational features of FHSS.
Regular timing updates are necessary in the frequency hopping technique to address
clock drifts at various nodes which need to remain in synch to synchronously
exchange packets. The routing protocol keeps packet overhead to a minimum by
using the frequency hopping timing updates as “keep-alive” messages for sending
link status information. Alternately, timing updates can also piggyback on any data
packets that are forwarded. Unless otherwise noted, keep alive messages are
messages sent to update information, and may be sent regularly. “I’m alive”

messages, which may also be used to update routing information, are typically sent
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synch to synchronously exchange packets. The routing
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the frequency hopping timng updates as "keep-alive"
nmessages for sending link status information.
Alternately, timng updates can al so pi ggyback on any
data packets that are forwarded. Unless otherw se

not ed, keep alive nessages are nessages sent to update

i Wfa@nﬁmdeot%,r exanipleayhdne maietis magallyapdwered b or aitiodeted into a
nessages, which may al so be used to update routing

i?]%‘g? tion, are typically sentto announce, for

epodyP] € IVEIRR A csbimenti thérk icah by nd BYSuAEsht fNthelconventional sense
introduced into a network. [0092] |In such an

eiftibelransing prefeed apandbworkoutdizingiKdSS stlremezeNodes are targeted

convant | I se i r Qut.i t [_.on . .
ARAEDhE BFionE B Rekl SLfie. ThAgRIE P58 3] g jvention
ddisetodury ussianlapstedttioh @f abasddesst whehebyaRe lidbayeObtoadéhst frame
protocol in this inventiaqn disclagsure

Rising et ote MAG agfisavietall ongsditb i 7B hin ) lagrgpsmitted on
b i . . .
RAASY %Sérf%ﬁff:i‘x?@ F#éﬂgr?@ﬁﬁ?g%r@%cﬁo%%l@tdﬁﬁ%ﬁl 2brddklermined

ones ( I's transmtted on
ewait finglbetwemn eablamaedmissiant i ng at a randonml y chosen

SR oo oBE S LTS o S5

gﬂl‘ﬁtdébls&ésé‘ﬁl%i‘l RepMiBseOBbachiifg EAAbIING iPAPFASSLbased wireless
escri bed herein uses beaconing capability in an

meS8otkaskate aibeatansis apstindic breddeast oa amsateimrknosvrafrequency
eriodi ¢ broadcast, an certain kno freguen .

Sl ol RERa 3 o BpR Rh istRe Tk TG Prrconypich can

eoRels a6t bpeatile whighbors & mbiéh meecefieiknbihafdbidiRg & routing

nei ghbors is much nore efficient than sending a

reeiedg cappgighhas. dubenoprisgitsor shortepSarumission dyithdlower
SRS AT PR Dl U AN s
nhersfge desa natrafaiedion padkesupoa-failaasm ssi on packet s

fajlure. [0094 . | ferred .
B8 s orctivetentpre1gr e BbRUmeLbeE FPRUE HefEpl doseribed
gfﬁe‘?éiﬁ A Gest @ X bRYIbit HRECAREEREInSut TRk &Y 8? gf&iérv‘i?&§

the devices (nodes) in the network instea _
r(@bgésnn e netveoranstewdyofaelyirgeon arst gatdwayhat the roet efthe wireless

E%hgmgrﬁ(l&?}%glcgﬁllaﬁ?%@a (ﬁ?tnggfjeé'giltgg g(; gﬁlgdersp &en -%o?r{t Iselects a
preferred set of an ordered multiplicity of upstream nodes to use as next hops to go
out to a WAN network through multiple Access Points (also referred to as gateways)
based upon the egress route advertisements with the associated path costs for each
route and each hop. Upon failure of the primary route upstream or to the Access
Point, the fall back to secondary routes and/or Access Points in the end-point’s
database is immediate without any wait for a routing algorithm to re-converge since
the routes are already pre-converged.

[0095] In one presently preferred embodiment, the routing protocol allows nodes
to migrate from one WAN network to another WAN network. When an upstream
node advertises its known routes to a downstream node, it sends out a set of egress

routes to all available WAN networks. The routing table at each node lists next hops
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preferred set of an ordered multiplicity of upstream
nodes to use as next hops to go out to a WAN network

wa boosasds44rul ti pl e Access Points (al so referredP@DUSE08/006687

gat eways) based upon the egress route advertisenents
with the associated path costs for each route and each
hop. Upon failure of the primary route upstreamor to
the Access Point, the fall back to secondary routes

and/ or Access Points in the end-point's database is

i thraaghanetiplet Axsgss Bointsviar 2l anilahl erWAN ngwarlgso miaking & quick

re conver glggﬁ nce the,routes ar

atlon n, 06699% thF Rrigiary %Ii, eg%lﬂ ?%fl%l?eé:f)%ﬂg unavailable.

con

e[rmbgeljl MeNéne ;Sx’éébnﬂ?lﬂréfBﬁed)élﬂb@diﬁienﬁ|eh<§h/\§od'éct€ iStetitself with all
m grate fromone WAN network to anot her WAN net wor k.

vﬁé HPEFeaprades dnntepdetoisee rlihe spsirgaps nadecian novUkesp & o a
1I %@%ﬂﬂ%ﬁab(ﬁ&ﬂﬁﬁ% od%.l_ﬁfzﬁfrﬁgu &g{eﬁsfg %r? gﬁ(fgomt can

exaﬁ)hbaﬂ ediged prévharilyehop Hyd’m@t\hlliew ghlynthd héxp Ihep,ﬁb(heﬂ& source or any
P0| nts for Ly avai | abl] e WAN net wor ks, maki ng qgui ck
5

Qe stbrsAuEElyss Bded 1 theawssoee headeppt fhappokst. Gaaue, the
%Mt{%nbﬁﬁfé@k oHHﬁM?Hc@.ﬁi gg%%%mti Whéte @ﬁf?rﬁﬂ& B%:dered

preferred enbo reglst rs its
allidt of hedag nkmougla mhmhdhs packet hastogsst is euphzcltlsr hetaddst the gateway

OR3Fe fBGaBe Kedler R oo iR e B tun lep e e
Qﬁofo@UI &6 18¢cldTR ik Yn AR X116 0Pec A0k bo8e &f‘ﬁ%eﬁﬂtﬂhﬁ%exhﬁ@s in

fromthe source or any node subsequently is added t
Fﬁehmélgf&gé)aﬁ%wbgweﬁ it tthﬁeaq@law@phoqu frosuy theen for rhep-by-hOP
t| | ncI
S A 50, 9085 oI W8 e

Whingidsiva ﬁﬂﬁ‘ﬂéehndh ﬁétrahﬁnﬁ;aﬁ)ﬁs iad es(ﬁnlr inré hdvantapeas Mya wireless
the gateway in_the nessage header .is also within the

s%‘ps%rkowhqrﬁ the B 4igks teminto e EansieRt iim eatafeotla@sfhuon the current
qh§&1tf?)§1%@oid@ obEx‘(x) %rsldﬂl%lﬁﬁe'scﬁib \Ahlygé\%)esqgmoﬂ&% \é@gﬁmques

tiple next ase an
tahefcabﬂ:dmtqlmthepfﬂsm q‘frfmindtlhﬂmfor hop- by- hop

oPOOG LB exanik SotlheBhict &dg‘%eﬁhe@ﬁesq‘irﬂfﬂo%?fé@% fr
r @ dAABRIMB To 0128 wihidfark §lt§1ﬁﬁterfgﬁt%s g e?ﬁ&fe fr8maraffic
W rel ess network where the RF | s ten be

tnassing dnoughit.nEBreadcrumy” zoletes ars rdlscaltd@démm t:hmnode s routing table

S o SRR GRS RIE bt £ BB o
[ofeised) CEhedt rcﬁu’:téd, &hidh 416 $n addition to advertised routes, serve to expand the
list of redundant links available to a node for ensuring successful transmission of a
packet.
[0098] The example routing protocol described herein enables the sorting and
preferential ordering of next hops available to a node to route packets to a
destination in an IPv6 network. The sorting logic may vary in different
implementations. In the current embodiment, the sorting logic uses both the origin
of the route information as well as the path cost to the destination and link cost to the
desired hop. For example, a next hop picked up from a “breadcrumb” route that was
gleaned from passing traffic using an infrequent path is given less preference than a

next hop tagged as being used frequently in “hop-by-hop” traffic. Multiple next
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[0097] The exanple routing protocol described herein
has provisions for "breadcrunb" routes which are
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passing through it. "Breadcrunb” routes are discarded

fromthe node's routing table when the all ocated

menory is full and when they turn stale after a

speci fied amount of time. These routes, which are in

addition to advertised routes, serve to expand the

| hogts voithin @m‘mmmmbik@tm brathl Ehopby-hopd eatbgary would be

ensuri.n ﬁ | nsm of a acket . tl‘{E@OO%%,gs
R S IGRE i pordE g Bab o d MRt SF RUSARY

t mllseletfbﬁ@umldahsﬁ eemarthésalo AbAkeAre A8scPibed X theRRSIS of this

avail able to a node to route packets to a destination

i Mverianpy 6 netvvork The sorting logic may vary in

‘QfOBSL??IIhﬁ rgﬁt?rggrgg(}cm ileﬁsgn%f uerr%{% gﬁlowwg ed{{E rgldn of the

i s’ifr@ﬂig‘ﬂiigim [ﬁsfeii\ﬂidm@ﬁ rédaftlpaidd 1kSdr th@lihlbPassing the most traffic
destination and |ink cost tq the desired hop. For

eREEH3IcaN I@Hﬁblﬁt\’vlﬁ%w pandibgrefore degrpedy “stiong el}u@ ippebling greater
&#&%1 bighrrtaRvwl CRNGH IR HAGRAAG RS § hieallik g c@ﬁlent traffic

requent pat s given l'ess preferencé than a nex
hkopd baggcﬂﬂa\aslabiellmg tol a posdible qertrtidpyis ialso chngidérgd Iwheﬁ anode

traffic E/UI g e nexthops within the "breadcrunb”
c‘g’co%?frtbe stipat hOpdB.USS- hop" category woul d be sorted

| jo1 00N WIS 188k hdift aﬂ&\%ﬁ Q)' refisteP oh lﬁ%lﬁﬁ‘l{e heGRstks (r&lﬁﬁﬁg in

are ot her Optl ons avai l glrs route sel ecti on,
_ttﬂmesled@g@ttmg] suudtiple alésd;cme@esl) anud thh@NSesteavdrsapefblc bf sortmg these

t Th
SPHS sk 1 PR EVARR Rt 88 BrrafbaBiink BEaters hgstmame,
| theieGis howRI EBbd FdtecorBdHink fgﬁﬁgﬁﬁd of tHiFReElirtd fe RF AN
| ink passing the nost traffic over a configurable

wi ndow (and therefore deenmed "strong"), thus enabling

HEAPBATANCRIG X RO RODTER MePHAY M For RouTmG
e[@(l 01jav Biguad | & showka partisulposaivotiedepdosimdi® cdnaria |tl$zQ leverages
nS|d re mhen ngde .chooses .t he best next hop

e royt cscriRsden s ARP el etheriProy dedgr ané rba@ﬁcmg and
235%#95&bﬂ§%%%55§mﬁ£93U|t'ng in the node getting
pl e resses) and the DNS server capabl e of
slo102lng Thhk ecsmnlgl?algn‘ﬂhmsbem&ddmraﬁh mgpatrticudarty adpprabid ©
p&)epllocylrr(l_:‘esr’lts}c Scl)lrch as %}Pl cynlerlﬁu tra(?ec{1 1nci‘elgureq%StT%e notion of registration with
multiple egress points and the notion of configurable link costs may be leveraged to
enable several layers of (almost) instantaneous failovers. For example, if AP-1, a
device of the Access Point type (1810), fails then the next available AP-2 may be
chosen, essentially, immediately. Further, if AP-2 fails, packets could fail over to
routes via AP-3, and so on. Consolidating all the APs at a more central location
encourages network advertisements of routes through all the APs to the end-point
nodes, resulting in registration of these end-point nodes with all the APs instead of
one or two APs as in the scenario where the APs are spread out. These routes up to
the different APs at the central location look very similar in terms of link costs,

insuring that they all make it to the routing table (in the preferred embodiment) of

the nodes and thus provide a robust failover mechanism. Relays (1830) may be used
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there is now a nethod for controlling ingress of
traffic into the RF LAN. LOAD BALANCI NG & ROBUST

WORABAMER VECHANI SM FOR ROUTI NG [ 0101] Fi gur e BGI/BR908/006687

a particular network depl oynent scenario that

| everages the routing algorithmdescribed in this
application to provide for |oad bal anci ng and robust
roll over nechani snms. [0102] The routing al gorithm
described herein is part[cularuy adaptable to )
diepixtsdehe reagly ehthgse adwsritngments|fosbateer AP torendingintanods ratio.

T; .on registratjon. with Ltj pl e .eqr.ess ,poi Bt s ;.
PR RS Bt SBEREL lellloh Fh AP Bub a0 sl i
| @vieitiagests dtaheAabdse Poiitetoadchledy @528 HalancRigBrehible resource

i nstant aneous fail overs. For exanple, if AP-1, a
deevsrralouy fof pertaan baes oplaffic t ype (1810), fails then the

n vai . , .
oAb Fap SRIBUOK ns, BTN R ASEh oRRSRRS Balbuly
f embodimentst dlomawte st wilbbeAieadi]y sppdrenio toothoseskiBal indhé anghat it
al tqaeAPs gt a.mre central |ocation _encourages

PRI 40 FBPPHS BTRYDUGR 1B BRFCHL IoRPS AT Hiap thass oABe
t SrefeiRd @BfhoRRhétis 8LEBed 5‘6:631@.: lt'[‘hﬁgmb}nbé SN tRAt ABpAing from

these end-point nodes with all the "APs I nstead of one
othe spwit aPtheasvantionhe scenari o where the APs are spread

Th he di.ff APS.. h
Cltpanar TAe 164 Bt Sttt sty MR st Yot ot be
CevnbiRlerdd8dtfiting inhal wayerhelsbopdfand inveRtidhR givint by lie

table (in the preferred enbodi nent) of the nodes and
tanpengndalaines, wthes phas the aracediag dasseiptiansand alleyaziagons and

SR EEWARR S4P 5 B o TR LERET Pl AR s eppraces

Riuetelrer nore, traffic managenent policies on the APs
may be utilized to adjust Iink or path costs at the
Access Points to achieve | oad bal ancing or enable
resource reservation for certain types of traffic.
[0103] The invention has been described with reference
to particular enbodi nents. However, it will be readily
apparent to those skilled in the art that it is
possi bl e to enbody the invention in specific forns

ot her than those of the preferred enbodi nents

descri bed above. This may be done without departing
fromthe spirit of the invention. [0104] Thus, the
preferred enbodinent is nerely illustrative and shoul d
not be
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equi val ents which fall within the range of the clains
are intended to be enbraced therein. CLAIMS W cl ai m
1. A conputer inplenented nethod, conprising:

di scoveri ng nei ghboring nodes in a wreless

conmuni cati on network; receiving information on at

| east one egress node of t HL.MMS ess conmuni cation
nﬁ&ﬂﬁ&ﬁr the egress node information including path
cost ' Tor at |east one hop between nodes along a

SEQIENA mpitdraitiplénteridibmetibesconitisiig: and cal cul ating
a priorjity list of neighboring nodes, the prLoritKN
list ofisedianggeishbeang pedegdravireless emppgication network;

nei ghbgr. i I [ t : ress
node, e AT bf ot ReH 38 oo P R ot MISEL
ocorhunenipatidn bk, tinr egatssineds infomeatiompanddadingenatinesbe for at least
al o segnent., of a route to the egress point using

O i peL O RARS 2loBE GREBTFIG Gt AR SerEssRRinG 8N

cl ai m dalc A eA PrictitSARY 61 hdightiing HBAEL, Bk AIRARS list of sends

i ncl udes: brégdggstéﬁ at.lgéstn%ne dfscpvery§f$a%€w?6ng

t inslen detarse imseleadingi a ndi gboring mode far dorvaanding taypackst to the egress
rec iving network egress adverti sement nessages in
r'&8Fonses to the broadcasti ng at | east one di scovery

frame whereliecaleul@ng the bHBriW list is5eSed SRS PEREdR or at least one
network, the network egress advertisenment nessages

i Bl RRGVER) Radies plomgrargement ofip ratel ta dhe egierss nodrtasngribele
OfortedSotit ELE Lcation network. 3. The nethod
o{o cl gcl) muig,e \Ag}gorog?%ﬂg networ k egress advertisenent
nmessages i nclude network addresses of egress nodes
sociated with the wreless conmunication network. 4.
e ne lalemoda_f qu«m!‘f, WiERR ACRurag ngIghgring BogRaAcludes:
cost i pehsdeBng 4NKast B¢ discovery frame to the nodes in the wireless
communication network;
receiving network egress advertisement messages in responses to the
broadcasting at least one discovery frame to the nodes in the wireless
communication network, the network egress advertisement messages including the

information on at least one egress node of the wireless communication network.

3. The method of claim 2, wherein the network egress advertisement messages
include network addresses of egress nodes associated with the wireless

communication network.
4. The method of claim 1, wherein calculating the path cost includes link cost

for at least one hop between nodes along a segment of a route to the egress point

using the corresponding neighboring node.
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for at |east one hop between nodes al ong a segnent of
a route to the egress point using the correspondi ng

wmeioghhsed ng node. 5. The nethod of claim1l, WhBCEUS2008/006687

calculating the path cost includes signal quality for
at | east one hop between nodes al ong a segnent of a
route to the egress point using the correspondi ng

nei ghbori ng node. 6. The nethod of claim11, further

conprising: registering with at | east one egress node.
73. TheThemkthed of claimi lnmdierdincalpeatingoig piath gegt includes signal

! : th | ) i do | b
BRiBnBE al Ratlond eBnsr e mO0E AR St R ARSr b dfress
sgghmIingdthe dofrepbRding nteigqabsﬁié%ﬁ@%epoi nt using the

correspondi ng nei ghboring no The nethod of claim
1, further conprising: reporting a network address

soci ' Heglrafehd .node with a DNS
;a,%r verﬂ%&e{ﬁgg%rfr%pﬁgdl’l n ce‘fgllnﬁ??,ggg'urt her conpri si ng:
r ecei vieptedingegiisitriedst one e@sssageef rom a node in the
W rel ess communi cati ons network; and registering the

node in a list of nodes for receiving egress route

| T or Pl d QBthod Af iR mqle%o&gﬂéihgg in awireless

comuni cati ons network, conpri Sing: di scovering next
hop noctgstarmgtvieh stilest ess intamednitcrddean tine¢comomknications

di scover,ing, at lL.east one access point to the wireless .
RN Iie Moo BB Rinc ARnggr emeRiRy Rkt bl SreRudR using
QRE caGEPOHdiAL nBighbering oM. I €l ess communi cat i ons

network; selecting a plurality of nodes as next hop

nodes for comrunicating with at | east one access

i nt;~recepVi t | nf ion fromat |east one
ofr’ théT@?§§%§gggah%§%fBﬁ%%pﬁ§§g§%h ndconstructing a

rout i ngpbdrinke detvoorktdddrdse uisotigtadWith thetregisterifg abdewith a DNS

fromthe
SErver.

9. The method in claim 1, further comprising:
receiving a registration message from a node in the wireless communications
network; and

registering the node in a list of nodes for receiving egress route information.

10. A method of routing in a wireless communications network, comprising:
discovering next hop nodes in the wireless communication network;
discovering at least one access point to the wireless communications
network;
registering with the at least one access point to the wireless communications
network;

selecting a plurality of nodes as next hop nodes for communicating with at
least one access point;

receiving routing information from at least one of the discovered next hop

nodes; and
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The nmet hod of claim 10, wherein the given destination
node i s an access point in conmunication with a second
communi cations network. 12. The nethod of clai m 10,
wherein the routing table further includes preference

i nformati on specifying the preferred order of

al t er neanstryetingsa roytiag gabl@ﬁometbc rowingonfommdon recmrved from the

at |
FPENB s B AR sl PR R PlasFalelb Sl atemate
| ptR t R piven destitatich AedPinethe eenaRinidafiondmitiverk.
specifying the preferred order of alternate paths to a

gi ven destination node in the communi cati ons network

tp at r
B o BRI O PR g fn s
f poittharcoommpti¢giongrith & savovd cgmanuniakions nettverid ed for a
specified destination node in the wrel ess

comuni cation network; selecting a next hop

appr oprh@ﬁﬁtﬁoqrofua%w {vhifsh fhfaefoﬁtﬁfgfesayﬁ%ﬁﬁahﬁau&&

the specified desti nation node; and forwardin
prrefesence anfotrpatem spetidying ehetprh@pred oBder O eltcmath(pathsfto a given

m. 12, further conpr.isin iving a packet
R neg it Do PR e i node- i h-t he
Wi rel ess comuni cati on network; selecting a next hop

aﬁgroprlate for transmtting the recei ved packet to
sh@b@ﬁﬁ@@dd€§hmﬁd@b@HﬂWb@@npﬂﬁégeln sel ection of

the n ef&&wgr%%@%gglgg Fig?é l?lf(Erg{attlhlrl %ﬁ é gﬂe(?erteﬂ 15?09%?}/189

packet I ng € pr nce oI hf or maton
tdpatifEpg chefpre&npd etdur b€ ditanate paths ta b igbrenalestimaioRsiode in the
formardlng t he packet to the seleqéfd next hop. 16. The
AROHBHRIGHICs FERorl (o aHipioRe afee B i tBe Wikielass peygmunication
neges ncl udes broadcastlng at | east one discovery

frame to the nodes in the wireless

14.  The method of claim 10, further comprising:

receiving a packet intended for a specified destination node in the wireless
communication network;

selecting a next hop appropriate for transmitting the received packet to the
specified destination node; and

forwarding the packet to the selected next hop.

15. The method of claim 12, further comprising:

receiving a packet intended to a specified destination node in the wireless
communication network;

selecting a next hop appropriate for transmitting the received packet to the
specified destination node, wherein selection of the next hop appropriate for
transmitting the received packet is made according to the preference information that
specifies preferred order of alternate paths;

forwarding the packet to the selected next hop.
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further conprising: receiving network egress
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broadcasting at | east one discovery franme to the nodes
in the wirel ess communication network, the network
egress advertisenent nessages including the

informati on on at | east one egress node of the

wi rel ess communi cati on network. 18. A nethod of

- communicating in a wirel ess network, conprising:

el vi C qQrwardi n e in the, .
Wl o8 Rl iaifl! € @R h LA R Fint Pabages.inctudes
d&%hdéh@tm%ﬁt 18858 baE BisEOVei R SRMB D 1 HodedirdiBs bwifkddsson
node in the wirel ess network and at |east a parti al
r URBUPISAEHENAWSEK. nat | on node; determ ni ng whet her a
preferred route exists for transmtting the packet to
the destination address, and in the event the
del.er nThatrediod of cldimt 16, fiarther ebmprisiegr out e exi st s,
replacing. the rec |ved rqute fromthe packet with the

pr ef er FESBIVINGLASEWO 735 RAXTTHRRCR MRESPREER Ht TFRPISADIHEF
”%ﬁdéa@tlﬁé‘ﬁ 18Ast BhERORIYRAN RS R Hdeid fe R,J]Fewsg ut e

included Tn the packet. "19. The nmethod of claim18,
V\mmumcathrm rétwoda she pawbikadgress mﬂeentm@h@mmbssages Ims:ludmg the

k t ted,f
RESRATRB R o T s et s B e NieeRE Sh o pipwork
route is a conplete route speci fying the nodes the

packet is to traverse between the access point and the
db%t i nAtmethodh efieommunicatieg et WHEgless netWarknceBPrighier ei n

the pr Fecgﬁzfn%da O%’%ﬁigteat Bﬁ’%rﬁ{n@rﬁag %r{ {h%'u/l?leés%%a{/ A Rhe Jeceived

routes 1n orwar di ng no
apackeriatluting a dmtlﬁﬁldnraalﬂrdsh eorréspuAdid nga desimation hbé in the
desthation node. 2 The thod of claim?21, erein

t yue éft%ertwpﬂ%%q% gast qaatial utee thedestingtien il es i s
based YgoMifi r&ﬁ&ﬁ&%g;?reféﬁjeéf Sorfts %ﬁ%ts%@ﬁiaﬂy&ﬁdhx% th@ pna&et to the

of the at least two routes . The net hod

1®stlh§tr¢rtmidrese,rqmdi igtingevedt tilcco’mmnngttme xg thhbthe rpmfesed route

t ehxelst\é\,lI rref)a‘laglﬁg tl‘l:eor%{)ecf ?otulteoﬁ‘o the pacii('et with the preferred route; and
forwarding the packet to another node in the wireless network according to

the route included in the packet.

19. The method of claim 18, wherein the at least partial route included in the

received packet originated from an access point.

20. The method of claim 19, wherein the at least partial route is a complete route
specifying the nodes the packet is to traverse between the access point and the

destination node.
21.  The method of claim 18, wherein the preferred route is determined from at

least two routes in a routing table of the forwarding node, the at least two routes

from the forwarding node to the destination node.
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receiving routing information fromat |east one of the
di scovered next hop nodes; constructing a routing

w0 aBas5dskom t he routing information recei ved fPONUS1968/006687

10

15

20

25

30

di scovered next hop nodes, wherein the routing table
i ncludes at |east one alternate route to a given
destination node in the comunications network. 24.
The nmethod of claim 23, wherein the given destination
node is an access point. 25. The nethod of claim 23,

whar ei he sleghadaafictymadl , sitheesim thealetasmiration bistween the at lgest two
"Btties TEBARpBTa prereBre Tl ARoBe G muhd Ry 8 bRl bvo

Cexaitesi ncl udes a |ink cost for at | east one hop between
nodes al ong a segnent of an alternate route. 27. The
met hod of claim 25, wherein the preference val ue
oCi r ' n the path cost of

%33 asg%%lqlae egirbt{c i ﬁgg&ﬁggﬁéﬁﬂgg of claim 27,
wher ei dlstdne:npgmlaxﬁaginddss bathe Gvitybess cainmumasition metvadrk;

ink quality, link reliabjlity, sucgess_rate qf
t r ans nfeSEiVYIE ToRtpg Mfemation fmyn 4t tlepst 60t Ogﬂge jsRoNEregmext hop
thsyesout e associated with the path cost. 29 The

met hod of claim 27, wherein a wei ghted criterion is

used ammgut:tlmg apmtuhng tetle &onptbn emitmgiinfodmabomiacervgd tilpen the
pr.ef erence candi dat e te. 30, The metho
DFSEaRired et o Rodedy wRifiribe et bl et A el Mternate
I utetoUSE e destifatiél sHdedn tecdbti@itatichsHetw@Rst one

ot her node in the wirel ess communi cati ons network. 31.
The nethod of claim 30, wherein transmtting the route
usg d “fh% e%d%f%gdlrth% %%l'(e%t Ae@?ﬁ&tl %rﬁeodgtl?% access
node in reless ‘comiuni ca K

ppsihor med in the event the determ natl on is that t he
preferred route exists. 32. The nmethod of claim 31,
wherein the route is transnmtted to an access point.

335 Therpe ;rgﬁﬁi)dct;f e A %eremgzﬂ@dl@tl Lg':;rpél étQPoute is based on
transmtte e tfransmtted e I ncludes at

| tha pathogostsdforn e ﬁ)mmdrrgtm&ie\tathmieaBMmmatodd with the
transmtted route or the path cost of the transmtted
rout e.

26.  The method of claim 25, wherein the path cost includes a link cost for at least

one hop between nodes along a segment of an alternate route.

27.  The method of claim 25, wherein the preference value associated with the

route is based on the path cost of the associated route.
28. The method of claim 27, wherein the path cost is based upon at least one of:
ink quality, link reliability, or a success rate of transmission of packets along at least

a segment of the route associated with the path cost.

29. The method of claim 27, wherein a weighted criterion is used among the path

cost components in determining the preference value for a candidate route.
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30.  The method of claim 18, further comprising;:
transmitting the route used in forwarding the packet to at least one other node

in the wireless communications network.

31.  The method of claim 30, wherein transmitting the route used in forwarding
the packet to at least one other node in the wireless communications network is
performed in the event the determination is that the preferred route exists.

32. The method of claim 31, wherein the route is transmitted to an access point.
33 The method of claim 30, wherein information transmitted with the

transmitted route includes at least one of the preference value associated with the

transmitted route or the path cost of the transmitted route.
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