KEY GENERATION METHOD, TERMINAL DEVICE AND NETWORK
DEVICE

CROSS-REFERENCE TO RELATED APPLICATION

[ 0001] The present application is based upon and claims priority to Chinese Patent
Application No. 201910000352.X, filed on January 2, 2019, the contents of which are

hereby incorporated by reference in its entirety.

TECHNICAL FIELD

[ 0002] The present disclosure relates to the technical field of information processing,
and more particular to a key generation method, a terminal device, a network device and

a computer storage medium.

BACKGROUND

[ 0003] The 5th Generation Mobile Communication Technology (5G) will permeate
every field of the future society and play a key role in building a user-centered all-around
information ecosystem. Security architecture is the guarantee of the normal operation of
the 5G network. An authentication protocol is the cornerstone of building 5G security
architecture. A user equipment (UE) and the network generate parameters related to DH
key exchange each time. Generation of these parameters requires use of asymmetric
algorithms, which consumes a lot of computing resources, and is especially unacceptable
for Internet of Things (IoT) terminals. Moreover, this processing can only protect against

passive attacks (eavesdropping), not active attacks (man-in-the-middle attacks).
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[ 0004] To solve the technical problems, embodiments of the present disclosure
provide a key generation method, a terminal device, a network device and a computer

storage medium.

[ 0005] In the first aspect, a key generation method is provided, which is applied to a

terminal device and may include the following operations.
[ 0006] A first key is determined based on a long-term key.

[ 0007] A current session key is generated based on the first key and at least one of
additional keys, and communication with a network side is performed based on the

current session key.

[ 0008] The additional keys include an initial session key generated when the terminal
device is connected to a network for the first time, and/or a session key used in previous

session. The first key and the additional keys are symmetric keys.

[ 0009] In the second aspect, a key generation method is provided, which is applied to

a network device and may include the following operations.

[ 0010] A first key corresponding to a terminal device is determined based on a long-

term key corresponding to the terminal device.

[ 0011] A current session key corresponding to the terminal device is generated based
on the first key and at least one of additional keys, and communication with the terminal

device is performed based on the current session key.

[ 0012] The additional keys include an initial session key generated when the terminal
device is connected to the network for the first time, and/or a session key used in the
previous session with the terminal device. The first key and the additional keys are

symmetric keys.

[ 0013] In the third aspect, a terminal device is provided, which may include a first key

generation unit and a first communication unit.

[ 0014] The first key generation unit is configured to determine a first key based on a

long-term key, and generate a current session key based on the first key and at least one



of additional keys.

[ 0015] The first communication unit is configured to communicate with the network

side based on the current session key.

[ 0016] The additional keys include an initial session key generated when the terminal
device is connected to the network for the first time, and/or a session key used in the

previous session. The first key and the additional keys are symmetric keys.

[ 0017] In the fourth aspect, a terminal device is provided, which may include a first

processor and a first communication interface.

[ 0018] The first processor is configured to determine a first key based on a long-term
key, and generate a current session key based on the first key and at least one of

additional keys.

[ 0019] The first communication interface is configured to communicate with the
network side based on the current session key.

[ 0020] The additional keys include an initial session key generated when the terminal
device is connected to the network for the first time, and/or a session key used in the

previous session. The first key and the additional keys are symmetric keys.

[ 0021] In the fifth aspect, a network device is provided, which may include a second

key generation unit and a second communication unit.

[ 0022] The second key generation unit is configured to determine a first key
corresponding to a terminal device based on a long-term key corresponding to the
terminal device, and generate a current session key corresponding to the terminal device

based on the first key and at least one of additional keys.

[ 0023] The second communication unit is configured to communicate with the

terminal device based on the current session key.

[ 0024] The additional keys include an initial session key generated when the terminal
device is connected to the network for the first time, and/or a session key used in the

previous session with the terminal device. The first key and the additional keys are



symmetric keys.

[ 0025] In the sixth aspect, a network device is provided, which may include a second

processor and a second communication interface.

[ 0026] The second processor is configured to determine a first key corresponding to a
terminal device based on a long-term key corresponding to the terminal device, and
generate a current session key corresponding to the terminal device based on the first key

and at least one of additional keys.

[ 0027] The second communication interface is configured to communicate with the
terminal device based on the current session key.

[ 0028] The additional keys include an initial session key generated when the terminal
device is connected to the network for the first time, and/or a session key used in the
previous session with the terminal device. The first key and the additional keys are
symmetric keys.

[ 0029] In the seventh aspect, a computer storage medium is provided, which stores a
computer program. The computer program, when executed by a processor, implements

operations of the above method.

[ 0030] In the seventh aspect, a key generation system is provided, which may include

at least one terminal device and an authentication server function (AUSF) entity.

[ 0031] The terminal device is configured to determine a first key based on a long-term
key, generate a current session key based on the first key and at least one of additional
keys, and communicate with the network side based on the current session key.

[ 0032] The AUSF entity is configured to determine the first key corresponding to the
terminal device based on the long-term key corresponding to the terminal device,
generate the current session key corresponding to the terminal device based on the first
key and the at least one of the additional keys, and communicate with the terminal device
based on the current session key. The additional keys include an initial session key
generated when the terminal device is connected to the network for the first time, and/or

a session key used in the previous session with the terminal device. The first key and the



additional keys are symmetric keys.

[ 0033] With the technical solutions of the embodiments of the present disclosure,
when a final session key is generated, in addition to the long-term key, the current session
key may also be generated using the initial session key generated when the terminal
device is connected to the network for the first time, and/or the session key used in the
previous session. In this way, security enhancement of the session key can be realized
without making a significant modification to the original authentication protocol. Further,
the symmetric key algorithm has a low requirement on the operation of the device, and
then the power consumption is also low. Therefore, it is more suitable for use in 10T

scenarios.

BRIEF DESCRIPTION OF THE DRAWINGS

[ 0034] FIG. 1 is a first schematic flowchart of a key generation method provided by

an embodiment of the present disclosure.

[ 0035] FIG. 2 is a second schematic flowchart of a key generation method provided

by an embodiment of the present disclosure.

[ 0036] FIG. 3 is a third schematic flowchart of a key generation method provided by

an embodiment of the present disclosure.

[ 0037] FIG. 4 is a first composition structure diagram of a terminal device provided

by an embodiment of the present disclosure.

[ 0038] FIG. 5 is a second composition structure diagram of a terminal device provided

by an embodiment of the present disclosure.

[ 0039] FIG. 6 is a first composition structure diagram of a network device provided by

an embodiment of the present disclosure.

[ 0040] FIG. 7 is a second composition structure diagram of a network device provided

by an embodiment of the present disclosure.



[ 0041] FIG. 8 is a composition structure diagram of a system provided by an

embodiment of the present disclosure.

DETAILED DESCRIPTION

[ 0042] The technical solutions in the embodiments of the present disclosure will be
described below in combination with the drawings in the embodiments of the present
disclosure. It is apparent that the described embodiments are not all embodiments but
part of embodiments of the disclosure. All other embodiments obtained by those of
ordinary skill in the art based on the embodiments in the disclosure without creative work

shall fall within the scope of protection of the disclosure.

[ 0043] As illustrated in FIG. 1, the embodiment of the present disclosure provides a
key generation method, which is applied to a terminal device and includes the following
operations.

[ 0044] In 101, a first key is determined based on a long-term key.

[ 0045] In 102, a current session key is generated based on the first key and at least one
of additional keys, and communication with a network side is performed based on the

current session key.

[ 0046] The additional keys include an initial session key generated when the terminal
device is connected to a network for the first time, and/or a session key used in the

previous session. The first key and the additional keys are symmetric keys.

[ 0047] The present embodiment provides a plurality of specific processing scenarios,

which are described below.

[ 0048] In the scenario 1, the current session key is generated using the initial session

key and the first key, which is described as follows.

[ 0049] Before the first key is determined based on the long-term key, the method
further includes the following operation. When the terminal device is connected to the

network for the first time and has completed mutual authentication with an authentication



server function (AUSF), the initial session key is generated.

[ 0050] That is, when the terminal device is connected to the network for the first time,
the terminal device completes the mutual authentication with the AUSF, and generates
the first key, which may be denoted as KSEAF _first.

[ 0051] The subsequent operation that the current session key is generated based on the
first key and the at least one of the additional keys includes that: the current session key

is generated based on the first key and the initial session key.

[ 0052] That is, after the mutual authentication between the terminal device and the
AUSF is completed, a final session key KSEAF* is generated using the first initial
session key KSEAF _first in addition to the first key KSEAF deduced from the long-term
key K.

[ 0053] The terminal device is connected to the network for the first time, completes
the mutual authentication with the AUSF, and generates the first key KSEAF _first. After
the mutual authentication between the terminal device and the AUSF has been completed,
the final session key is generated using the first key KSEAF _first in addition to the key
KSEAF deduced from the long-term key K.

[ 0054] With reference to FIG. 2, this solution includes the following operations.

[ 0055] When authentication of a terminal device is to be performed by the network
side, the network side determines, according to a profile of the terminal device, a specific
authentication protocol through which the terminal device is authenticated. The
authentication protocol may be 5G AKA or EAP-AKA', of course, there may be other
authentication protocols, which are not exhaustive in the present embodiment. In addition,
the relevant information profile of the user's terminal device may be written into a
Unified Data Management (UDM) when the terminal device is subscribed with the
network side. Then, when the terminal device needs to perform authentication, the UDM

determines which authentication protocol is used by the terminal device for processing.

[ 0056] The terminal device and the network side perform mutual authentication using
the selected authentication protocol. Specifically, the mutual authentication between the
terminal device, for example, UE, and the UDM/ARPF is performed using the selected
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authentication protocol.

[ 0057] After the authentication, both the terminal device and the AUSF of the network
side obtain the first key deduced based on the long-term key K, which may be
represented as KSEAF.

[ 0058] Finally, the terminal device and the AUSF respectively use the first key
KSEAF and the initial session key KSEAF _first stored in a secure area to generate the
current session key KSEAF*. Calculation of the current session key KSEAF* may be

expressed as follows:
[ 0059] KSEAF*=KDF(KSEAF, KSEAF _first, AP),

[ 0060] where KDF represents a key deduction function, for example, HMAC-SHA-
256, and AP is an auxiliary parameter used for an auxiliary function, for example,
preventing bidding down attacks. It is to be understood that the AP is an optional
parameter, which may be used or not used, so the AP may not appear in the formula.

[ 0061] The initial session key may be stored separately in the terminal device and the
AUSF of the network side. Specifically, at the terminal device side, the initial session key
is stored in a Universal Subscriber Identity Module (USIM) or a storage area where the
information cannot be tampered; at the AUSF, the initial session key is stored in a storage

area where the information cannot be tampered.

[ 0062] It is to be noted that when the terminal device is connected to the network side
for the first time and is authenticated for the first time, the initial session key may be set
null, that is, when the user is authenticated for the first time, KSEAF_first=null. After the
authentication between the network and the user is performed for the first time, the first
key KSEAF* generated is set to the initial session key KSEAF_first and stored in the

terminal device and the AUSF for a long time.

[ 0063] With regard to 5G AKA or EAP-AKA!, the former is developed from the LTE-
based authentication protocol EPS-AKA, while the latter is an authentication protocol
defined by IETF, which is used for the UE in the 4G network to use Wireless Fidelity
(WiFi) to access a operator network. In 5G, based on the EAP-AKA', the UE can not
only access the operator network through WiFi, but also through a 5G wireless access
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network.

[ 0064] The authentication protocol AKA realizes the mutual authentication between
the UE and the network by means of a root key K stored in the USIM, and derives the
session key. The assumption of security is that the root key K is unknown to anyone
except a network operator, and thus an attacker cannot deduce the session key. However,
the report [1] shows that this assumption is not always true, because the root key K may
have been leaked at the production stage of the USIM card. So, a passive attacker may
eavesdrop on communications using the session key derived from the root key K, and the
exchange of messages between the UE and the network. An active attacker may use a
large number of stolen root keys to forge a base station and launch a man-in-the-middle
attack. The leakage of the long-term key has been regarded as a key problem in section
5.2.3.2 of TR33.899. Both the 5G-AKA and the EAP-AKA' are threatened by the leakage
of the long-term key because they are developed based on the authentication protocol
AKA.

[ 0065] In this way, the security of the final session key KSEAF* can be guaranteed,
because except the key KSEAF generated based on the root key K, generation of the final
session key also depends on the first key KSEAF _first. The attacker cannot obtain the
final session key KSEAF*, unless the attacker can obtain the first key KSEAF_first,

which is a relatively low probability.

[ 0066] In the scenario 2, the current session key is generated based on the session key
of the previous session, which is described as follows.

[ 0067] The operation that the current session key is generated based on the first key

and the at least one of the additional keys includes the following action.

[ 0068] The current session key is generated based on the first key and the session key

used in the previous session.

[ 0069] That is, after the mutual authentication between the terminal device and the
AUSF is completed, a final current session key KSEAF* is generated using the stored
session key KSEAF_pre which is generated last time in addition to the key KSEAF
deduced from the long-term key K.



[ 0070] That is, after the mutual authentication between the terminal device and the
AUSF is completed, the final session key is generated using the stored session key
KSEAF_pre which is generated last time in addition to the key KSEAF deduced from the
long-term key K.

[ 0071] With reference to FIG. 2, the details are described as follows.

[ 0072] When authentication of a terminal device is to be performed by the network
side, the network side determines, according to a profile of the terminal device, a specific
authentication protocol through which the terminal device is authenticated. The
authentication protocol may be 5G AKA or EAP-AKA', of course, there may be other
authentication protocols, which are not exhaustive in the present embodiment. In addition,
the relevant information profile of the user's terminal device may be written into a UDM
when the terminal device is subscribed with the network side. Then, when the terminal
device needs to perform authentication, the UDM determines which authentication

protocol is used by the terminal device for processing.

[ 0073] The terminal device and the network side perform mutual authentication using
the selected authentication protocol. Specifically, the mutual authentication between the
terminal device, for example, UE, and the UDM/ARPF is performed using the selected

authentication protocol.

[ 0074] After the authentication, both the terminal device and the AUSF obtain the
session key KSEAF deduced based on the long-term key K.

[ 0075] The terminal device and the AUSF respectively use the KSEAF and the
KSEAF _pre stored in the secure area to generate the final session key KSEAF*, which is

calculated as follows:
[ 0076] KSEAF*=KDF(KSEAF, KSEAF_pre, AP),

[ 0077] where KDF is the key deduction function, for example, HMAC-SHA-256, and
AP is the auxiliary parameter used for the auxiliary function, for example, preventing the

bidding down attacks. AP is an optional parameter and may not appear in the formula.

[ 0078] It should be pointed out that when the network and the user authenticate each
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other for the first time, the session key used in the previous session may be set null, for
example, KSEAF_pre=null. After the terminal device and the network generate the
current session key KSEAF*, the current session key will replace the session key
KSEAF_pre used in the previous session and stored in the terminal device and the
network. That is, after the current session key is generated, the current session key may
be stored in the terminal device and the network side respectively, and replace the session
key used in the previous session for storage. Then, when the session key is generated
again next time, the replaced session key used in the previous session is used for
generating the next session key, which is processed in the same way as described above

for this scenario, and will not be elaborated here.

[ 0079] In this way, the security of the final session key KSEAF* can be guaranteed,
because except the key KSEAF generated based on the long-term key K, generation of
the final session key also depends on the session key KSEAF_pre stored last time. The
attacker cannot obtain the final session key KSEAF*, unless the attacker can obtain the
session key KSEAF_pre stored last time. This requires the attacker to continuously
obtain the session key KSEAF pre stored last time to continuously obtain the final

session key.

[ 0080] In the scenario 3, the current session key is generated based on the initial
session key and the session key used in the previous session. The details are described as

follows.

[ 0081] The operation that the current session key is generated based on the first key

and the at least one of the additional keys includes the following action.

[ 0082] The current session key is generated based on the first key, the initial session

key and the session key used in the previous session.

[ 0083] That is, the present scenario is based on the scenario 1 and the scenario 2, and
the final session key KSEAF* is generated using the initial session key KSEAF _first and
the session key KSEAF pre generated last time in addition to the first key KSEAF
deduced from the long-term key K.

[ 0084] The generation and storage of the initial session key and the session key used
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in the previous session are the same as that in the scenario 1 and the scenario 2, and will

not be elaborated here.

[ 0085] The difference between the present scenario and the scenario 1 and the
scenario 2 is that in the present scenario, the session key is generated using the initial
session key KSEAF _first and the session key KSEAF_pre generated last time in addition
to the first key KSEAF deduced from the long-term key K. The final session key

KSEAF~* is calculated as follows:
[ 0086] KSEAF*=KDF(KSEAF, KSEAF_first, KSEAF_pre, AP),

[ 0087] where KDF is the key deduction function, for example, HMAC-SHA-256, and
AP is the auxiliary parameter used for the auxiliary function, for example, preventing the
bidding down attacks. AP is an optional parameter and may not appear in the formula. It
should be pointed out that when the network and the user authenticate each other for the
first time, KSEAF_pre=null, KSEAF_first=null.

[ 0088] The security of the scenario 3 is higher than that of the scenario 1 and the
scenario 2, because in this scheme, to obtain the final session key, the attacker needs to

obtain the first key and continuously obtain the session key KSEAF _pre stored last time.

[ 0089] Finally, it should be pointed out that all the scenarios provided in the present

embodiment use only a symmetric key algorithm (key deduction algorithm).

[ 0090] With the above solution, when the final session key is generated, in addition to
the long-term key, the current session key may also be generated using the initial session
key generated when the terminal device is connected to the network for the first time,
and/or the session key used in the previous session. In this way, security enhancement of
the session key can be realized without making a significant modification to the original
authentication protocol. Moreover, the symmetric key algorithm has a low requirement
on the operation of the device, and then the power consumption is also low. Therefore, it

is more suitable for use in the 10T scenarios.

[ 0091] As illustrated in FIG. 3, the embodiment of the present disclosure provides a
key generation method, which is applied to a network device and includes the following
operations.

12



[ 0092] In 301, a first key corresponding to a terminal device is determined based on a

long-term key corresponding to the terminal device.

[ 0093] In 302, a current session key corresponding to the terminal device is generated
based on the first key and at least one of additional keys, and communication with the

terminal device is performed based on the current session key.

[ 0094] The at least one of the additional keys includes an initial session key generated
when the terminal device is connected to the network for the first time, and/or a session
key used in the previous session with the terminal device. The first key and the at least
one of the additional keys are symmetric keys.

[ 0095] The network device in the present embodiment may be considered as a device
with the AUSF function at the network side.

[ 0096] The present embodiment provides a plurality of specific processing scenarios,
which are described below.

[ 0097] In the scenario 1, the current session key is generated using the initial session

key and the first key, which is described as follows.

[ 0098] Before the first key corresponding to the terminal device is determined based
on the long-term key corresponding to the terminal device, the method further includes

the following operation.

[ 0099] When the terminal device is connected to the network for the first time and has
completed the mutual authentication with the AUSF, the initial session key used by the
network side to communicate with the terminal device is generated.

[ 00100] That is, when the terminal device is connected to the network for the first time
and has completed the mutual authentication with the AUSF, the first key is generated,
which may be denoted as KSEAF_first.

[ 00101] The operation that the current session key corresponding to the terminal device
is generated based on the first key and the at least one of the additional keys includes the

following action.
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[ 00102] The current session key of the terminal device is generated based on the first
key corresponding to the terminal device and the initial session key generated when the

terminal device is connected to the network for the first time.

[ 00103] That is, after the mutual authentication between the terminal device and the
AUSF is completed, the final session key KSEAF* is generated using the first initial
session key KSEAF _first in addition to the first key KSEAF deduced from the long-term
key K.

[ 00104] The terminal device is connected to the network for the first time, completes
the mutual authentication with the AUSF, and generates the first key KSEAF _first. After
the mutual authentication between the terminal device and the AUSF is completed later,
the final session key is generated using the first key KSEAF _first in addition to the key
KSEAF deduced from the long-term key K.

[ 00105] With reference to FIG. 2, this solution includes the following operations.

[ 00106] When authentication of a terminal device is to be performed by the UDM of
the network side, the UDM of the network side determines, according to a profile of the
terminal device, a specific authentication protocol through which the terminal device is
authenticated. The authentication protocol may be 5G AKA or EAP-AKA', of course,
there may be other authentication protocols, which are not exhaustive in the present
embodiment. In addition, the relevant information profile of the user's terminal device
may be written into the UDM when the terminal device is subscribed with the network
side. Then, when the terminal device needs to perform authentication, the UDM

determines which authentication protocol is used by the terminal device for processing.

[ 00107] The terminal device and the network side perform mutual authentication using
the selected authentication protocol. Specifically, the mutual authentication between the
terminal device, for example, UE, and the UDM/ARPF is performed using the selected

authentication protocol.

[ 00108] After the authentication, both the terminal device and the network device, for
example, the AUSF, of the network side obtain the first key deduced based on the long-
term key K, which may be represented as KSEAF.
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[ 00109] Finally, the terminal device and the AUSF respectively use the first key
KSEAF and the initial session key KSEAF _first stored in the secure area to generate the
current session key KSEAF*. The current session key KSEAF* may be calculated as

follows:
[ 00110] KSEAF*=KDF(KSEAF, KSEAF _first, AP),

[ 00111] where KDF represents a key deduction function, for example, HMAC-SHA-
256, and AP is an auxiliary parameter used for an auxiliary function, for example,
preventing bidding down attacks. It is to be understood that the AP is an optional
parameter, which may be used or not used, so the AP may not appear in the formula.

[ 00112] The initial session key may be stored separately in the terminal device and the
AUSF of the network side. Specifically, at the terminal device side, the initial session key
is stored in the USIM or the storage area where the information cannot be tampered; at
the AUSF, the initial session key is stored in the storage area where the information

cannot be tampered.

[ 00113] It is to be noted that when the terminal device is connected to the network side
for the first time and is authenticated for the first time, the initial session key may be set
null, that is, when the user is authenticated for the first time, KSEAF_first=null. After the
authentication between the network and the user is performed for the first time, the first
key KSEAF* generated is set to the initial session key KSEAF_first and stored in the
terminal device and the AUSF for a long time.

[ 00114] In this way, the security of the final session key KSEAF* can be guaranteed,
because except the key KSEAF generated based on the root key K, generation of the final
session key also depends on the first key KSEAF _first. The attacker cannot obtain the
final session key KSEAF*, unless the attacker can obtain the first key KSEAF _first,
which is a relatively low probability.

[ 00115] In the scenario 2, the current session key is generated based on the session key

of the previous session, which is described as follows.

[ 00116] The operation that the current session key corresponding to the terminal device
is generated based on the first key and the at least one of the additional keys includes the
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following action.

[ 00117] The current session key used by the network side to communicate with the
terminal device is generated based on the first key and the session key used in the

previous session with the terminal device.

[ 00118] That is, after the mutual authentication between the terminal device and the
AUSF is completed, the final current session key KSEAF* is generated using the session
key KSEAF _pre generated in the previous session with the terminal device and stored by
both the terminal device and the network device, in addition to the key KSEAF deduced
from the long-term key K.

[ 00119] That is, after the mutual authentication between the terminal device and the
AUSF is completed, the final session key is generated using the stored session key
KSEAF_pre which is generated last time in addition to the key KSEAF deduced from the
long-term key K.

[ 00120] With reference to FIG. 2, the details are as follows.

[ 00121] When authentication of a terminal device is to be performed by the network
side, the network side determines, according to a profile of the terminal device, a specific
authentication protocol through which the terminal device is authenticated. The
authentication protocol may be 5G AKA or EAP-AKA', of course, there may be other
authentication protocols, which are not exhaustive in the present embodiment. In addition,
the relevant information profile of the user's terminal device may be written into a UDM
when the terminal device is subscribed with the network side. Then, when the terminal
device needs to perform authentication, the UDM determines which authentication

protocol is used by the terminal device for processing.

[ 00122] The terminal device and the network side perform mutual authentication using
the selected authentication protocol. Specifically, the mutual authentication between the
terminal device, for example, UE, and the UDM/ARPF is performed using the selected

authentication protocol.

[ 00123] After the authentication, both the terminal device and the AUSF obtain the
session key KSEAF deduced based on the long-term key K.
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[ 00124] The terminal device and the AUSF respectively use the KSEAF and the
KSEAF _pre stored in the secure area to generate the final session key KSEAF*, which is

calculated as follows:
[ 00125] KSEAF*=KDF(KSEAF, KSEAF_pre, AP),

[ 00126] where KDF is the key deduction function, for example, HMAC-SHA-256, and
AP is the auxiliary parameter used for the auxiliary function, for example, preventing the

bidding down attacks. AP is an optional parameter and may not appear in the formula.

[ 00127] It should be pointed out that when the network and the user authenticate each
other for the first time, the session key used in the previous session may be set null, for
example, KSEAF_pre=null. After the terminal device and the network generate the
current session key KSEAF*, the current session key will replace the session key
KSEAF_pre used in the previous session and stored in the terminal device and the
network. That is, after the current session key is generated, the current session key may
be stored in the terminal device and the network side respectively, and replace the session
key used in the previous session for storage. Then, when the session key is generated
again next time, the replaced session key used in the previous session is used for
generating the next session key, which is processed in the same way as described above

for this scenario, and will not be elaborated here.

[ 00128] In this way, the security of the final session key KSEAF* can be guaranteed,
because except the key KSEAF generated based on the long-term key K, generation of
the final session key also depends on the session key KSEAF_pre stored last time. The
attacker cannot obtain the final session key KSEAF*, unless the attacker can obtain the
session key KSEAF pre stored last time. This requires the attacker to continuously
obtain the session key KSEAF pre stored last time to continuously obtain the final

session key.

[ 00129] In the scenario 3, the current session key is generated based on the initial
session key and the session key used in the previous session. The details are described as

follows.

[ 00130] The current session key used by the network side to communicate with the
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terminal device is generated based on the first key, the initial session key generated when
the terminal device is connected to the network for the first time, and the session key

used in the previous session with the terminal device.

[ 00131] That is, the present scenario is based on the scenario 1 and the scenario 2, and
the final session key KSEAF* is generated using the initial session key KSEAF _first and
the session key KSEAF pre generated last time in addition to the first key KSEAF
deduced from the long-term key K.

[ 00132] The generation and storage of the initial session key and the session key used
in the previous session are the same as that in the scenario 1 and the scenario 2, and will

not be elaborated here.

[ 00133] The difference between the present scenario and the scenario 1 and the
scenario 2 is that in the present scenario, the session key is generated using the initial
session key KSEAF _first and the session key KSEAF_pre generated last time in addition
to the first key KSEAF deduced from the long-term key K. The final session key

KSEAF* is calculated as follows:
[ 00134] KSEAF*=KDF(KSEAF, KSEAF_first, KSEAF_pre, AP),

[ 00135] where KDF is the key deduction function, for example, HMAC-SHA-256, and
AP is the auxiliary parameter used for the auxiliary function, for example, preventing the
bidding down attacks. AP is an optional parameter and may not appear in the formula. It
should be pointed out that when the network and the user authenticate each other for the
first time, KSEAF_pre=null, KSEAF_first=null.

[ 00136] The security of the scenario 3 is higher than that of the scenario 1 and the
scenario 2, because in this scheme, to obtain the final session key, the attacker needs to

obtain the first key and continuously obtain the session key KSEAF _pre stored last time.

[ 00137] Finally, it should be pointed out that all the scenarios provided in the present
embodiment use only the symmetric key algorithm (key deduction algorithm). The
symmetric key algorithm has a low requirement on the operation of the device, and then
the power consumption is also low. Therefore, it is more suitable for use in the loT

scenarios.

18



[ 00138] With the above solution, when the final session key is generated, in addition to
the long-term key, the current session key may be generated using the initial session key
generated when the terminal device is connected to the network for the first time, and/or
the session key used in the previous session. In this way, security enhancement of the
session key can be realized without making a significant modification to the original

authentication protocol.

[ 00139] As illustrated in FIG. 4, the embodiment of the present disclosure provides a
terminal device, which includes a first key generation unit 41 and a first communication
unit 42.

[ 00140] The first key generation unit 41 is configured to determine a first key based on
a long-term key, and generate a current session key based on the first key and at least one

of additional keys.

[ 00141] The first communication unit 42 is configured to communicate with the

network side based on the current session key.

[ 00142] The additional keys include an initial session key generated when the terminal
device is connected to the network for the first time, and/or the session key used in the
previous session. The first key and the additional keys are symmetric keys.

[ 00143] As illustrated in FIG. 5, the embodiment of the present disclosure provides a
terminal device, which includes a first processor 51 and a first communication interface
52.

[ 00144] The first processor 51 is configured to determine a first key based on a long-
term key, and generate a current session key based on the first key and at least one of

additional keys.

[ 00145] The first communication interface 52 is configured to communicate with the
network side based on the current session key.

[ 00146] The additional keys include an initial session key generated when the terminal
device is connected to the network for the first time, and/or the session key used in the

previous session. The first key and the additional keys are symmetric keys.
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[ 00147] The present embodiment provides a plurality of specific processing scenarios,

which are described below.

[ 00148] In the scenario 1, the current session key is generated using the initial session
key and the first key, which is described as follows.

[ 00149] The first processor 51 is configured to generate the initial session key when the
terminal device is connected to the network for the first time and has completed the

mutual authentication with the AUSF.

[ 00150] That is, when the terminal device is connected to the network for the first time,
the terminal device completes the mutual authentication with the AUSF, and generates
the first key, which may be denoted as KSEAF _first.

[ 00151] The first processor 51 is configured to generate the current session key based

on the first key and the initial session key.

[ 00152] That is, after the mutual authentication between the terminal device and the
AUSF is completed, the final session key KSEAF* is generated using the first initial
session key KSEAF _first in addition to the first key KSEAF deduced from the long-term
key K.

[ 00153] The terminal device is connected to the network for the first time, completes
the mutual authentication with the AUSF, and generates the first key KSEAF _first. After
the mutual authentication between the terminal device and the AUSF has been completed,
the final session key is generated using the first key KSEAF _first in addition to the key
KSEAF deduced from the long-term key K.

[ 00154] With reference to FIG. 2, this solution includes the following operation.

[ 00155] When authentication of a terminal device is to be performed by the network
side, the network side determines, according to a profile of the terminal device, a specific
authentication protocol through which the terminal device is authenticated. The
authentication protocol may be 5G AKA or EAP-AKA', of course, there may be other
authentication protocols, which are not exhaustive in the present embodiment. In addition,

the relevant information profile of the user's terminal device may be written into a UDM
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when the terminal device is subscribed with the network side. Then, when the terminal
device needs to perform authentication, the UDM determines which authentication

protocol is used by the terminal device for processing.

[ 00156] The terminal device and the network side perform mutual authentication using
the selected authentication protocol. Specifically, the mutual authentication between the
terminal device, for example, UE, and the UDM/ARPF is performed using the selected

authentication protocol.

[ 00157] After the authentication, both the terminal device and the AUSF of the network
side obtain the first key deduced based on the long-term key K, which may be
represented as KSEAF.

[ 00158] Finally, the terminal device and the AUSF respectively use the first key
KSEAF and the initial session key KSEAF _first stored in the secure area to generate the
current session key KSEAF*. Calculation of the current session key KSEAF* may be

expressed as follows:
[ 00159] KSEAF*=KDF(KSEAF, KSEAF _first, AP),

[ 00160] where KDF represents a key deduction function, for example, HMAC-SHA-
256, and AP is an auxiliary parameter used for an auxiliary function, for example,
preventing the bidding down attacks. It is to be understood that the AP is an optional

parameter, which may be used or not used, so the AP may not appear in the formula.

[ 00161] The initial session key may be stored separately in the terminal device and the
AUSF of the network side. Specifically, at the terminal device side, the initial session key
is stored in a USIM or a storage area where the information cannot be tampered; at the
AUSEF, the initial session key is stored in a storage area where the information cannot be

tampered.

[ 00162] It is to be noted that when the terminal device is connected to the network side
for the first time and is authenticated for the first time, the initial session key may be set
null, that is, when the user is authenticated for the first time, KSEAF_first=null. After the
authentication between the network and the user is performed for the first time, the first
key KSEAF* generated is set to the initial session key KSEAF_first and stored in the

21



terminal device and the AUSF for a long time.

[ 00163] In this way, the security of the final session key KSEAF* can be guaranteed,
because except the key KSEAF generated based on the root key K, generation of the final
session key also depends on the first key KSEAF _first. The attacker cannot obtain the
final session key KSEAF*, unless the attacker can obtain the first key KSEAF_first,

which is a relatively low probability.

[ 00164] In the scenario 2, the current session key is generated based on the session key

of the previous session, which is described as follows.

[ 00165] The first processor 51 is configured to generate the current session key based

on the first key and the session key used in the previous session.

[ 00166] That is, after the mutual authentication between the terminal device and the
AUSF is completed, the final current session key KSEAF* is generated using the stored
session key KSEAF_pre which is generated last time in addition to the key KSEAF
deduced from the long-term key K.

[ 00167] After the mutual authentication between the terminal device and the AUSF is
completed, the final session key is generated using the stored session key KSEAF_pre
which is generated last time in addition to the key KSEAF deduced from the long-term
key K.

[ 00168] With reference to FIG. 2, the details are described as follows.

[ 00169] When authentication of a terminal device is to be performed by the network
side, the network side determines, according to a profile of the terminal device, a specific
authentication protocol through which the terminal device is authenticated. The
authentication protocol may be 5G AKA or EAP-AKA', of course, there may be other
authentication protocols, which are not exhaustive in the present embodiment. In addition,
the relevant information profile of the user's terminal device may be written into a UDM
when the terminal device is subscribed with the network side. Then, when the terminal
device needs to perform authentication, the UDM determines which authentication

protocol is used by the terminal device for processing.
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[ 00170] The terminal device and the network side authenticate each other using the
selected authentication protocol. Specifically, the terminal device, for example, the UE,

and the UDM/ARPF authenticate each other using the selected authentication protocol.

[ 00171] After the authentication, both the terminal device and the AUSF obtain the
session key KSEAF deduced based on the long-term key K.

[ 00172] The terminal device and the AUSF respectively use the KSEAF and the
KSEAF _pre stored in the secure area to generate the final session key KSEAF*, which is

calculated as follows:
[ 00173] KSEAF*=KDF(KSEAF, KSEAF_pre, AP),

[ 00174] where KDF is the key deduction function, for example, HMAC-SHA-256, and
AP is the auxiliary parameter used for the auxiliary function, for example, preventing the

bidding down attacks. AP is an optional parameter and may not appear in the formula.

[ 00175] It should be pointed out that when the network and the user authenticate each
other for the first time, the session key used in the previous session may be set null, for
example, KSEAF_pre=null. After the terminal device and the network generate the
current session key KSEAF*, the current session key will replace the session key
KSEAF_pre used in the previous session and stored in the terminal device and the
network. That is, after the current session key is generated, the current session key may
be stored in the terminal device and the network side respectively, and replace the session
key used in the previous session for storage. Then, when the session key is generated
again next time, the replaced session key used in the previous session is used for
generating the next session key, which is processed in the same way as described above

for this scenario, and will not be elaborated here.

[ 00176] In this way, the security of the final session key KSEAF* can be guaranteed,
because except the key KSEAF generated based on the long-term key K, generation of
the final session key also depends on the session key KSEAF _pre stored last time. The
attacker cannot obtain the final session key KSEAF*, unless the attacker can obtain the
session key KSEAF_pre stored last time. This requires the attacker to continuously
obtain the session key KSEAF_pre stored last time to continuously obtain the final
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session key.

[ 00177] In the scenario 3, the current session key is generated based on the initial
session key and the session key used in the previous session. The details are described as

follows.

[ 00178] The first processor 51 is configured to generate the current session key based

on the first key, the initial session key, and the session key used in the previous session.

[ 00179] That is, the present scenario is based on the scenario 1 and the scenario 2, and
the final session key KSEAF* is generated using the initial session key KSEAF_first and
the session key KSEAF_pre generated last time in addition to the first key KSEAF
deduced from the long-term key K.

[ 00180] The generation and storage of the initial session key and the session key used
in the previous session are the same as that in the scenario 1 and the scenario 2, and will
not be elaborated here.

[ 00181] The difference between the present scenario and the scenario 1 and the
scenario 2 is that in the present scenario, the session key is generated using the initial
session key KSEAF _first and the session key KSEAF_pre generated last time in addition
to the first key KSEAF deduced from the long-term key K. The final session key

KSEAF* is calculated as follows:
[ 00182] KSEAF*=KDF(KSEAF, KSEAF _first, KSEAF pre, AP),

[ 00183] where KDF is the key deduction function, for example, HMAC-SHA-256, and
AP is the auxiliary parameter used for the auxiliary function, for example, preventing the
bidding down attacks. AP is an optional parameter and may not appear in the formula. It
should be pointed out that when the network and the user authenticate each other for the
first time, KSEAF_pre=null, KSEAF_first=null.

[ 00184] The security of the scenario 3 is higher than that of the scenario 1 and the
scenario 2, because in this scheme, to obtain the final session key, the attacker needs to

obtain the first key and continuously obtain the session key KSEAF_pre stored last time.
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[ 00185] Finally, it should be pointed out that all the scenarios provided in the present
embodiment use only the symmetric key algorithm (key deduction algorithm). The
symmetric key algorithm has a very low requirement on the operation of the device, and
then the power consumption is also very low. Therefore, it is more suitable for use in the

0T scenarios.

[ 00186] With the above solution, when the final session key is generated, in addition to
the long-term key, the current session key may also be generated using the initial session
key generated when the terminal device is connected to the network for the first time,
and/or the session key used in the previous session. In this way, security enhancement of
the session key can be realized without making a significant modification to the original

authentication protocol.

[ 00187] As illustrated in FIG. 6, the embodiment of the present disclosure provides a
network device, which includes a second key generation unit 61 and a second

communication unit 62.

[ 00188] The second key generation unit 61 is configured to determine a first key
corresponding to a terminal device based on a long-term key corresponding to the
terminal device, and generate a current session key corresponding to the terminal device

based on the first key and at least one of additional keys.

[ 00189] The second communication unit 62 is configured to communicate with the

terminal device based on the current session key.

[ 00190] The additional keys include an initial session key generated when the terminal
device is connected to the network for the first time, and/or a session key used in the
previous session with the terminal device. The first key and the additional keys are

symmetric keys.

[ 00191] As illustrated in FIG. 7, the embodiment of the present disclosure provides a
network device, which includes a second processor 71 and a second communication

interface 72.

[ 00192] The second processor 71 is configured to determine a first key corresponding
to a terminal device based on a long-term key corresponding to the terminal device, and
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generate a current session key corresponding to the terminal device based on the first key

and at least one of additional keys.

[ 00193] The second communication interface 72 is configured to communicate with the
terminal device based on the current session key.

[ 00194] The additional keys include an initial session key generated when the terminal
device is connected to the network for the first time, and/or a session key used in the
previous session with the terminal device. The first key and the additional keys are

symmetric keys.

[ 00195] The network device in the present embodiment may be considered as a device
with the AUSF function at the network side.

[ 00196] The present embodiment provides a plurality of specific processing scenarios,

which are described below.

[ 00197] In the scenario 1, the current session key is generated using the initial session

key and the first key, which is described as follows.

[ 00198] The second processor 71 is configured to generate the initial session key used
by the network side to communicate with the terminal device when the terminal device is
connected to the network for the first time and has completed the mutual authentication
with the AUSF.

[ 00199] That is, when the terminal device is connected to the network for the first time
and has completed the mutual authentication with the AUSF, the first key is generated,
which may be denoted as KSEAF _first.

[ 00200] The second processor 71 is configured to generate the current session key of
the terminal device based on the first key corresponding to the terminal device and the
initial session key generated when the terminal device is connected to the network for the

first time.

[ 00201] That is, after the mutual authentication between the terminal device and the

AUSF is completed, the final session key KSEAF* is generated using the first initial
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session key KSEAF _first in addition to the first key KSEAF deduced from the long-term
key K.

[ 00202] The terminal device is connected to the network for the first time, completes
the mutual authentication with the AUSF, and generates the first key KSEAF _first. After
the mutual authentication between the terminal device and the AUSF is completed later,
the final session key is generated using the first key KSEAF _first in addition to the key
KSEAF deduced from the long-term key K.

[ 00203] With reference to FIG. 2, this solution includes the following operations.

[ 00204] When authentication of a terminal device is to be performed by the UDM of
the network side, the UDM of the network side determines, according to a profile of the
terminal device, a specific authentication protocol through which the terminal device is
authenticated. The authentication protocol may be 5G AKA or EAP-AKA', of course,
there may be other authentication protocols, which are not exhaustive in the present
embodiment. In addition, the relevant information profile of the user's terminal device
may be written into the UDM when the terminal device is subscribed with the network
side. Then, when the terminal device needs to perform authentication, the UDM
determines which authentication protocol is used by the terminal device for processing.

[ 00205] The terminal device and the network side perform mutual authentication using
the selected authentication protocol. Specifically, the mutual authentication between the
terminal device, for example, UE, and the UDM/ARPF is performed using the selected
authentication protocol.

[ 00206] After the authentication, both the terminal device and the network device at the
network side, for example, the AUSF, obtain the first key deduced based on the long-term

key K, which may be represented as KSEAF.

[ 00207] Finally, the terminal device and the AUSF respectively use the first key
KSEAF and the initial session key KSEAF _first stored in the secure area to generate the
current session key KSEAF*. The current session key KSEAF* may be calculated as

follows:

[ 00208] KSEAF*=KDF(KSEAF, KSEAF_first, AP),
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[ 00209] where KDF represents the key deduction function, for example, HMAC-SHA-
256, and AP is the auxiliary parameter used for the auxiliary function, for example,
preventing the bidding down attacks. It is to be understood that the AP is an optional
parameter, which may be used or not used, so the AP may not appear in the formula.

[ 00210] The initial session key may be stored separately in the terminal device and the
AUSF of the network side. Specifically, at the terminal device side, the initial session key
is stored in the USIM or the storage area where the information cannot be tampered; at
the AUSF, the initial session key is stored in the storage area where the information
cannot be tampered with.

[ 00211] It is to be noted that when the terminal device is connected to the network side
for the first time and is authenticated for the first time, the initial session key may be set
null, that is, when the user is authenticated for the first time, KSEAF_first=null. After the
authentication between the network and the user is performed for the first time, the first
key KSEAF* generated is set to the initial session key KSEAF_first and stored in the

terminal device and the AUSF for a long time.

[ 00212] In this way, the security of the final session key KSEAF* can be guaranteed,
because except the key KSEAF generated based on the root key K, generation of the final
session key also depends on the first key KSEAF _first. The attacker cannot obtain the
final session key KSEAF*, unless the attacker can obtain the first key KSEAF_first,

which is a relatively low probability.

[ 00213] In the scenario 2, the current session key is generated based on the session key

of the previous session, which is described as follows.

[ 00214] The second processor 71 is configured to generate the current session key used
by the network side to communicate with the terminal device based on the first key and
the session key used in the previous session with the terminal device.

[ 00215] That is, after the mutual authentication between the terminal device and the
AUSF is completed, the final current session key KSEAF* is generated using the session
key KSEAF_pre generated in the previous session with the terminal device and stored by
both the terminal device and the network device in addition to the key KSEAF deduced
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from the long-term key K.

[ 00216] After the mutual authentication between the terminal device and the AUSF is
completed, the final session key is generated using the stored session key KSEAF_pre
which is generated last time in addition to the key KSEAF deduced from the long-term
key K.

[ 00217] With reference to FIG. 2, the details are as follows.

[ 00218] When authentication of a terminal device is to be performed by the network
side, the network side determines, according to a profile of the terminal device, a specific
authentication protocol through which the terminal device is authenticated. The
authentication protocol may be 5G AKA or EAP-AKA', of course, there may be other
authentication protocols, which are not exhaustive in the present embodiment. In addition,
the relevant information profile of the user's terminal device may be written into a UDM
when the terminal device is subscribed with the network side. Then, when the terminal
device needs to perform authentication, the UDM determines which authentication

protocol is used by the terminal device for processing.

[ 00219] The terminal device and the network side authenticate each other using the
selected authentication protocol. Specifically, the terminal device, for example, the UE,
and the UDM/ARPF authenticate each other using the selected authentication protocol.

[ 00220] After the authentication, both the terminal device and the AUSF obtain the
session key KSEAF deduced based on the long-term key K.

[ 00221] The terminal device and the AUSF respectively use the KSEAF and the
KSEAF _pre stored in the secure area to generate the final session key KSEAF*, which is

calculated as follows:
[ 00222] KSEAF*=KDF(KSEAF, KSEAF_pre, AP),

[ 00223] where KDF is the key deduction function, for example, HMAC-SHA-256, and
AP is the auxiliary parameter used for the auxiliary function, for example, preventing the

bidding down attacks. AP is an optional parameter and may not appear in the formula.
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[ 00224] It should be pointed out that when the network and the user authenticate each
other for the first time, the session key used in the previous session may be set null, for
example, KSEAF_pre=null. After the terminal device and the network generate the
current session key KSEAF*, the current session key will replace the session key
KSEAF _pre used in the previous session and stored in the terminal device and the
network. That is, after the current session key is generated, the current session key may
be stored in the terminal device and the network side respectively, and replace the session
key used in the previous session for storage. Then, when the session key is generated
again next time, the replaced session key used in the previous session is used for
generating the next session key, which is processed in the same way as described above

for this scenario, and will not be elaborated here.

[ 00225] In this way, the security of the final session key KSEAF* can be guaranteed,
because except the key KSEAF generated based on the long-term key K, generation of
the final session key also depends on the session key KSEAF_pre stored last time. The
attacker cannot obtain the final session key KSEAF*, unless the attacker can obtain the
session key KSEAF_pre stored last time. This requires the attacker to continuously
obtain the session key KSEAF_pre stored last time to continuously obtain the final

session key.

[ 00226] In the scenario 3, the current session key is generated based on the initial
session key and the session key used in the previous session. The details are described as

follows.

[ 00227] The second processor 71 is configured to generate the current session key used
by the network side to communicate with the terminal device based on the first key, the
initial session key generated when the terminal device is connected to the network for the
first time, and the session key used in the previous session with the terminal device.

[ 00228] That is, the present scenario is based on the scenario 1 and the scenario 2, and
the final session key KSEAF* is generated using the initial session key KSEAF _first and
the session key KSEAF pre generated last time in addition to the first key KSEAF
deduced from the long-term key K.

[ 00229] The generation and storage of the initial session key and the session key used
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in the previous session are the same as that in the scenario 1 and the scenario 2, and will

not be elaborated here.

[ 00230] The difference between the present scenario and the scenario 1 and the
scenario 2 is that in the present scenario, the session key is generated using the initial
session key KSEAF _first and the session key KSEAF_pre generated last time in addition
to the first key KSEAF deduced from the long-term key K. The final session key

KSEAF~* is calculated as follows:
[ 00231] KSEAF*=KDF(KSEAF, KSEAF_first, KSEAF_pre, AP),

[ 00232] where KDF is the key deduction function, for example, HMAC-SHA-256, and
AP is the auxiliary parameter used for the auxiliary function, for example, preventing the
bidding down attacks. AP is an optional parameter and may not appear in the formula. It
should be pointed out that when the network and the user authenticate each other for the
first time, KSEAF_pre=null, KSEAF_first=null.

[ 00233] The security of the scenario 3 is higher than that of the scenario 1 and the
scenario 2, because in this scheme, to obtain the final session key, the attacker needs to

obtain the first key and continuously obtain the session key KSEAF _pre stored last time.

[ 00234] Finally, it should be pointed out that all the scenarios provided in the present
embodiment use only the symmetric key algorithm (key deduction algorithm). The
symmetric key algorithm has a low requirement on the operation of the device, and then
the power consumption is also low. Therefore, it is more suitable for use in the loT

scenarios.

[ 00235] With the above solution, when the final session key is generated, in addition to
the long-term key, the current session key may be generated using the initial session key
generated when the terminal device is connected to the network for the first time, and/or
the session key used in the previous session. In this way, security enhancement of the
session key can be realized without making a significant modification to the original

authentication protocol.

[ 00236] The embodiments of the disclosure also provide a computer-readable storage

medium, which is configured to store a computer program.

31



[ 00237] Optionally, the computer-readable storage medium may be applied to any
network device in the embodiments of the disclosure, and the computer program enables
a computer to execute corresponding flows implemented by the network device in each
method of the embodiments of the disclosure, which are not elaborated herein for

simplicity.

[ 00238] The embodiment of the present disclosure also provides a key generation
system. As illustrated in FIG. 8, the system includes at least one terminal device 81 and
an AUSF entity 82.

[ 00239] The terminal device 81 is configured to determine a first key based on a long-
term key, generate a current session key based on the first key and at least one of

additional keys, and communicate with the network side based on the current session key.

[ 00240] The AUSF entity 82 is configured to determine the first key corresponding to
the terminal device based on the long-term key corresponding to the terminal device,
generate the current session key corresponding to the terminal device based on the first
key and the at least one of the additional keys, and communicate with the terminal device
based on the current session key. The additional keys include an initial session key
generated when the terminal device is connected to the network for the first time and/or a
session key used in the previous session with the terminal device. The first key and the

additional keys are symmetric keys.

[ 00241] The system further includes a UDM entity 83, configured to complete
authentication with the terminal device when the terminal device is connected to the

network for the first time.

[ 00242] The terminal device is configured to complete, when being connected to the
network for the first time, authentication with the UDM entity, generate and save the

initial session key.

[ 00243] The terminal device is configured to generate the current session key based on

the first key and the initial session key.

[ 00244] The AUSF entity is configured to generate the current session key used by the
network side to communicate with the terminal device based on the first key
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corresponding to the terminal device and the initial session key generated when the

terminal device is connected to the network for the first time.

[ 00245] The terminal device is configured to generate the current session key based on
the first key and the session key used in the previous session.

[ 00246] The AUSF entity is configured to generate the current session key used by the
network side to communicate with the terminal device based on the first key and the

session key used in the previous session with the terminal device.

[ 00247] The terminal device is configured to generate the current session key based on
the first key, the initial session key, and the session key used in the previous session.

[ 00248] The AUSF entity is configured to generate the current session key used by the
network side to communicate with the terminal device based on the first key, the initial
session key generated when the terminal device is connected to the network for the first

time, and the session key used in the previous session with the terminal device.

[ 00249] In addition, the functions of each device in the system are the same as those of

the above method or device embodiments, which will not be elaborated.

[ 00250] Those of ordinary skill in the art may realize that the units and algorithm
operations of each example described in combination with the embodiments disclosed in
the disclosure may be implemented by electronic hardware or a combination of computer
software and electronic hardware. Whether these functions are executed in a hardware or
software manner depends on specific applications and design constraints of the technical
solutions. Professionals may realize the described functions for each specific application
by use of different methods, but such realization shall fall within the scope of the present

disclosure.

[ 00251] Those skilled in the art may clearly learn about that specific working processes
of the system, device and unit described above may refer to the corresponding processes
in the method embodiment and will not be elaborated herein for convenient and brief

description.

[ 00252] In some embodiments provided by the present disclosure, it is to be understood
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that the disclosed system, device and method may be implemented in another manner.
For example, the device embodiment described above is only schematic, and for example,
division of the units is only logic function division, and other division manners may be
adopted during practical implementation. For example, multiple units or components
may be combined or integrated into another system, or some characteristics may be
neglected or not executed. In addition, coupling or direct coupling or communication
connection between displayed or discussed components may be indirect coupling or
communication connection, implemented through some interfaces, of the device or the

units, and may be electrical and mechanical or adopt other forms.

[ 00253] The units described as separate parts may or may not be physically separated,
and parts displayed as units may or may not be physical units, and namely may be
located in the same place, or may also be distributed to multiple network units. Part or all
of the units may be selected to achieve the purpose of the solutions of the embodiments

according to a practical requirement.

[ 00254] In addition, each functional unit in each embodiment of the present disclosure
may be integrated into a processing unit, each unit may also physically exist
independently, and two or more than two units may also be integrated into a unit.

[ 00255] When being realized in form of software functional unit and sold or used as an
independent product, the function may also be stored in a computer-readable storage
medium. Based on such an understanding, the technical solutions of the disclosure
substantially or parts making contributions to the conventional art or part of the technical
solutions may be embodied in form of software product, and the computer software
product is stored in a storage medium, including multiple instructions configured to
enable a computer device (which may be a personal computer, a server, a network device
or the like) to execute all or part of the operations of the method in each embodiment of
the disclosure. The abovementioned storage medium includes various media capable of
storing program codes such as a U disk, a mobile hard disk, a Read-Only Memory

(ROM), a Read Access Memory (RAM), a magnetic disk or an optical disk.

[ 00256] The above is only the specific implementations of the present disclosure and

not intended to limit the scope of protection of the present disclosure. Any variation or
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replacement apparent to those skilled in the art within the technical scope disclosed by
the present disclosure shall fall within the scope of protection of the present disclosure.

Therefore, the scope of protection of the disclosure shall be subject to the scope of

protection of the claims.
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CLAIMS

1. A key generation method, applied to a terminal device, comprising:
determining a first key based on a long-term key; and

generating a current session key based on the first key and at least one of additional

keys, and communicating with a network side based on the current session key;

wherein the additional keys comprise an initial session key generated when the
terminal device is connected to a network for the first time and/or a session key used in the
previous session, the first key and the additional keys are symmetric keys.

2. The method of claim 1, wherein before determining the first key based on the long-term key,

the method further comprises:

when the terminal device is connected to the network for the first time, completing

mutual authentication with the network side and generating the initial session key.

3. The method of claim 2, wherein generating the current session key based on the first key
and the at least one of the additional keys comprises:

generating the current session key based on the first key and the initial session key.

4. The method of claim 1, wherein generating the current session key based on the first key
and the at least one of the additional keys comprises:

generating the current session key based on the first key and the session key used in

the previous session.
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5. The method of claim 1 or 2, wherein generating the current session key based on the first

key and the at least one of the additional keys comprises:

generating the current session key based on the first key, the initial session key and the

session key used in the previous session.

6. A key generation method, applied to a network device, comprising:

determining a first key corresponding to a terminal device based on a long-term key

corresponding to the terminal device; and

generating a current session key corresponding to the terminal device based on the
first key and at least one of additional keys, and communicating with the terminal device

based on the current session key;

wherein the additional keys comprise an initial session key generated when the
terminal device is connected to a network for the first time and/or a session key used in the
previous session with the terminal device, the first key and the additional keys are symmetric

keys.

7. The method of claim 6, wherein before determining the first key corresponding to the
terminal device based on the long-term key corresponding to the terminal device, the method

further comprises:

after the terminal device is connected to the network for the first time and has
completed mutual authentication with the network, generating the initial session key

corresponding to the terminal device.

8. The method of claim 7, wherein generating the current session key corresponding to the
terminal device based on the first key and the at least one of the additional keys comprises:

generating the current session key used by a network side to communicate with the
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terminal device based on the first key corresponding to the terminal device and the initial

session key generated when the terminal device is connected to the network for the first time.

9. The method of claim 6, wherein generating the current session key corresponding to the

terminal device based on the first key and the at least one of the additional keys comprises:

generating the current session key used by a network side to communicate with the
terminal device based on the first key and the session key used in the previous session with

the terminal device.

10. The method of claim 7, wherein generating the current session key corresponding to the

terminal device based on the first key and the at least one of the additional keys comprises:

generating the current session key used by a network side to communicate with the
terminal device based on the first key, the initial session key generated when the terminal
device is connected to the network for the first time, and the session key used in the previous

session with the terminal device.

11. A terminal device, comprising:

a first key generation unit, configured to determine a first key based on a long-term
key, and generate a current session key based on the first key and at least one of additional

keys; and

a first communication unit, configured to communicate with a network side based on

the current session key;

wherein the additional keys comprise an initial session key generated when the
terminal device is connected to a network for the first time and/or a session key used in the

previous session, the first key and the additional keys are symmetric keys.
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12. A terminal device, comprising:

a first processor, configured to determine a first key based on a long-term key, and

generate a current session key based on the first key and at least one of additional keys; and

a first communication interface, configured to communicate with a network side based

on the current session key;

wherein the additional keys comprise an initial session key generated when the
terminal device is connected to a network for the first time and/or a session key used in the

previous session, the first key and the additional keys are symmetric keys.

13. The terminal device of claim 12, wherein the first processor is configured to complete,
when connecting to the network for the first time, mutual authentication with the network, and

generate the initial session key.

14. The terminal device of claim 13, wherein the first processor is configured to generate the

current session key based on the first key and the initial session key.

15. The terminal device of claim 12, wherein the first processor is configured to generate the

current session key based on the first key and the session key used in the previous session.

16. The terminal device of claim 12 or 13, wherein the first processor is configured to
generate the current session key based on the first key, the initial session key, and the session

key used in the previous session.

17. A network device, comprising:

a second key generation unit, configured to determine a first key corresponding to a
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terminal device based on a long-term key corresponding to the terminal device, and generate a
current session key corresponding to the terminal device based on the first key and at least

one of additional keys;

a second communication unit, configured to communicate with the terminal device

based on the current session key;

wherein the additional keys comprise an initial session key generated when the
terminal device is connected to a network for the first time and/or a session key used in the
previous session with the terminal device, the first key and the additional keys are symmetric

keys.

18. A network device, comprising:

a second processor, configured to determine a first key corresponding to a terminal
device based on a long-term key corresponding to the terminal device, and generate a current
session key corresponding to a terminal device based on the first key and at least one of

additional keys;

a second communication interface, configured to communicate with the terminal

device based on the current session key;

wherein the additional keys comprise an initial session key generated when the
terminal device is connected to a network for the first time and/or a session key used in the
previous session with the terminal device, the first key and the additional keys are symmetric

keys.

19. The network device of claim 18, wherein the second processor is configured to generate
the initial session key corresponding to the terminal device after the terminal device is
connected to the network for the first time and has completed mutual authentication with the

network.
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20. The network device of claim 19, wherein the second processor is configured to generate
the current session key used by a network side to communicate with the terminal device based
on the first key corresponding to the terminal device and the initial session key generated
when the terminal device is connected to the network for the first time.

21. The network device of claim 18, wherein the second processor is configured to generate
the current session key used by a network side to communicate with the terminal device based

on the first key and the session key used in the previous session with the terminal device.

22. The network device of claim 19, wherein the second processor is configured to generate
the current session key used by a network side to communicate with the terminal device based
on the first key, the initial session key generated when the terminal device is connected to the
network for the first time, and the session key used in the previous session with the terminal

device.

23. A computer storage medium, having stored a computer program thereon that, when
executed by a processor, implements operations of the method of any one of claims 1 to 5.

24. A computer storage medium, having stored a computer program thereon that, when

executed by a processor, implements operations of the method of any one of claims 6 to 10.

25. A key generation system, comprising: at least one terminal device and an authentication

server function (AUSF) entity; wherein,

the terminal device is configured to determine a first key based on a long-term key,
generate a current session key based on the first key and at least one of additional keys, and

communicate with a network side based on the current session key; and
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the AUSF entity is configured to determine the first key corresponding to the terminal
device based on the long-term key corresponding to the terminal device, generate the current
session key corresponding to the terminal device based on the first key and the at least one of
the additional keys, and communicate with the terminal device based on the current session
key; wherein the additional keys comprise an initial session key generated when the terminal
device is connected to a network for the first time and/or a session key used in the previous

session with the terminal device, the first key and the additional keys are symmetric keys.

26. The system of claim 25, further comprising: a unified data management (UDM) entity,
configured to complete authentication with the terminal device when the terminal device is

connected to the network for the first time;

the terminal device is configured to complete, when being connected to the network
for the first time, authentication with the UDM entity, generate and save the initial session key.

27. The system of claim 26, wherein the terminal device is configured to generate the current

session key based on the first key and the initial session key;

the AUSF entity is configured to generate the current session key used by the network
side to communicate with the terminal device based on the first key corresponding to the
terminal device and the initial session key generated when the terminal device is connected to

the network for the first time.

28. The system of claim 25, wherein the terminal device is configured to generate the current

session key based on the first key and the session key used in the previous session;

the AUSF entity is configured to generate the current session key used by the network
side to communicate with the terminal device based on the first key and the session key used

in the previous session with the terminal device.
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29. The system of claim 25 or 26, wherein the terminal device is configured to generate the
current session key based on the first key, the initial session key, and the session key used in

the previous session;

the AUSF entity is configured to generate the current session key used by the network
side to communicate with the terminal device based on the first key, the initial session key
generated when the terminal device is connected to the network for the first time, and the

session key used in the previous session with the terminal device.
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