; 1] kKl mopqgr st e3e. d @6 T. Q\ 17 Septenber 2003 WO 001 55774 TRANSACTI ON
SUPPORT SYSTEM PCT/ GB99/ 03091  The invention relates tg7 8efempel 8h0FYyst em
for supporting conmercial transactions, nore especially but not exclusively
a conputer system for supporting trade of goods by shipping, wherein

shi pping will be understood to include transit of goods in ocean going
vessel s, air-fVOOYFY?™ rail-freight and road haul age, for exacpicBos/dion

several centuries there have been established procedures for international
trade in goods based around the use of a Bill of Lading. A Bill of Lading

Is a 10 docunent used in connection wth.shi prent of good I er
(or other party causing a shipnment) to a buyer (or other mmwmmu‘mmummmty)
via a carrier. MM@M generated by the carrigg,when the
seller gives ov arrier for shipnment froma di spat ch
port to a destination port. The Bill of Lading includes an i t he
goods recei ved BRANSACIHONSE S8TEMverification by the Hmmmmmmmmm“]e
good condition of the goods.. The Bill of Lading al so includes a*(_%%];ract
yot

between the car wxmmﬂ@m%@wcl udes an undert aki ng he
Garner only to hand over the goods a e destination port to someone who
produces the Bill of,_ Ladi ng%,. _._ After generation by the Garner) the Bill of
Lading is initially T fe BoSelaesitorr compptesf syskm &u| $upportinghicbremedoial goods
are in transist washctiohe nfodé BdpBdiallyt i€ nli diky by S e gmthe seller
to the buyer) often via vari,cr))u_s iynte_rnrreéﬁ g?%&?%ﬁ@ﬁ"‘%@%ﬁ% tfgrefqu?mgg bank
and the buyer' s ¥ goedsthy thipring: whetsin Bipping o¥ill badiderstdod toieiadendigiust ed when
. presented to t h@oduaid defdn dine VBI85 HL128E |.ar in.exchange for the goods.
goxe’re details of ga conmon gtarngnsa%g?gt#e@g% &age%ﬁpggﬁéngfoagﬁlﬁﬁg%i' EFXappls.  heir 2~
respective banks is §f6fFvgek eanfubiesitherfHievayorenl sstablishel prodedired \fe infetnatidi@l carri er
at the di spat chyRQr . gobBEbKE] b K KL of Lading. apd certifies
t he goods tq be corrplgeote and iﬁg_lgo%gmgi %?%lﬁﬁgl‘géelpg'eﬁ ?nggLﬁ?&g Bid | of
Ladi ng and dPvedoqumeptised in ¢oandetionivish sksphent ‘o€ gbxas Kromny séllee (or GtiRe iphrtyt he
seller's accountapéhk i shidgesfle t ci.ated with the good I { a
letter of credit an%_ bslmlal eo? oeig an 3°§‘r%’z§é§?ws‘§g Barrté’imé'}?ta fgper O@ef%ééﬁ{ ember
2003 WO 00| 5577kading is gcnerated by the carrier when the seller gives over the goods to the carrier

for shipment from a dispatch port to a destination port.

The Bill of Lading includes an inventory of the goods received by the carrier

15 and a verification by the carrier of the good condition of the goods. The Bill of Lading

also includes a contract between the carrier and the seller that includes an undertaking

by the carrier only to hand over the goods at the destination port to someone who

produces the Bill of Lading.

3} ) ' After generation by the carrier, the Bill of Lading is initially in the possession.

20  of the seller. While the goods are in transit with the carrier, the Bill of Lading passes

from the seller to the buyer, often via various intermediaries such as the seller’s bank

and the buyer’s bank. Ultimately, the Bill of Lading becomes exhausted when
presented to the carrier at the destination port in exchange for the goods.

Some details of a common transaction between buyer and seller via their

respective banks is now described. The goods are handed over to the carrier at the

(LS ]
W

dispatch port. The carrier generates a Bill of Lading and certifies the goods to be |
complete and in good order. The seller takes the Bill of Lading and gives it to his
bank. The seller’s bank may then credit the seller’s account with the sales amount

associated with the goods, if a letter of credit and bill of exchange are also present for



PCTI GB99103091 the transaction. The seller's bank then sends the Bill of
Ladi ng to the buyer's bank. The buyer's bank now in rece

Lading credits the seller's bank by thesal es anount annggﬁﬁ%mhgﬁgE%%yer S
account by the sales anmount. The buyer's bankthen sends the Bill of Lading
to the buyer, who is then in possession of the Bill of5Lading and thus able
to pick up theWgdad¥74romthe carrier at the destination pordr/GHonpIosCt i Ce,
the handling of the Bill of Lading by the various parties is often affected
byt he exi stence and terns of other docunents involved in the transaction,
but thesecollateral docunents are not descs.i bed here for the sake of
brevity. Moreover, the Billof Lading is not itself a paynment instrunent,

the correspondi n?n paynent |,ljtstrur1ent 10often takes the formof a Bill of
Exchange or Draf t¢ "AGSFYHPR- (The ssllsr tipank shea seusts shegBilliof dsdine butive hexer abaaknot

- descri bed here. TihrRe Riykd Bhﬁﬂch&ﬁ“;{lﬁ
non-transf erabl e) i nst rsument l ce”ﬁ%fhﬁéﬁléggﬂa g&éciﬁ g%}??‘?l{e&éﬁh%‘tbvﬂae
changed. In t hissa&agmountsad éﬁt“ﬁ itherbuyes’ stagenudoby ljze saleshmmanto Ve bube sgagids at
the destinati on pRf kend® et R i of 15Ladi t e tine
of its generation bye the ear ngrigcrmgs&)%ggmjeXn ‘{hlaeis lEﬁc‘?r B gn P%H%S‘%ggéﬁieléa uyer

of a non- negoti abfdingnd|thusfable seipicyup Ehergwdsrfroedtheoaraeraathedesﬂhgmq:onThﬁ
non-negoti abl e Bijakticef r s aStra

Ladi ng. However . |bt&l ie tgé_lg%m&ddefzhergagﬁggn Qyt SYOI% R 75{ i'f P“Beé‘faffﬁ?z‘ﬁﬂ Yy to be
a negot i abl ei nst tgrexisiencei demtemfaalzae dbhmadesngmaﬂeid tliw;tﬁfsaoﬁaxlﬂ e welanged
during transit of he de nat bu in

f act not be the uol{afl%?%ﬁfgtg@? ar# g‘htt% gs%flﬁﬁi eresfga‘ée saﬁﬁ? ﬁ'gt’%?"%/f the B‘Hy

ilnter nedi at e endef badinggs nothltselBlalptavmént Itnsdumgn thih eoreebading 9Hmeat MOE@inAb! e

Bill of LadinRg i d en t B|II

of .Lading is gengi}%lﬁ Iékgg @gq%rﬁgfggtli r}?lxcmf‘%e ﬁx@gdég%‘p@&nﬁ‘@@ é Hfdiess he
Bill of Lading i derunpents arbhaet descritedtherel f t he Bil | of Ladi ng i s negotiable
when generated, the h 25 . know t hat. To Order Party, i.e. the
desi gnat ed buyer, rnat;G/ﬂl %ﬁé‘g&eﬁ%“ﬁ‘g {3y s 2 nopynegetip ‘) £ NQEREPRle)dpstuEitng i s
generated as a netgwhlplathheleﬂdaied (bﬁyetadmatgbeadhdng‘emehbth}éea"ahes tHeNARREH Holind

transit, then th i,ve t he he destination port

t owhoever pr oducgsg;t?({tﬂdngolwfr ?g‘%gsdf“rtggf' “ﬁ“’é‘g'ﬂ)ﬂ '&F}’Web&é‘ﬁm@eﬁb‘h he To
Order Party dfat baflingnt thegimeed its paslagiorBbyl the Ekfrﬁ@laﬁtﬂé aEpaItdh fof. Thangfdaly any
party in possess t he Bi iI's 17 Sept enber
2003 WD 00/ 557 741’%%%55‘5'16%@“ %Q‘u%dt%?’%c‘ﬁ tdhtatasﬁa?%nﬁlé%eedoﬂhdtonendor se
Bills of Lading hegotiabiedill ofberdngxmmhedtoa@dstrﬂgm,sﬂb@mgamgo not become To :
Order Parties even t ive, and pass_on the Bill of

u rec
Ladi ng. Banks gener al vgveé'] &‘SGH?V"d%fPﬁe"BW%PY%fP” idosbrding e a pegotiptlq  of
Ladi ng to secur elmtlmmqnt o $shich @iseithe degighdtédoBuytOcal bl @harRed LirRs wWaRYOIMEH 10
the t ransact '29” d fe g‘%‘tsl abl ill of Lading may also be negotiated the
erson who pAysi gaﬂ Py S °€§°§ e fesigpgtecbugeranay iy fact got bg the yltimetegedipient oh
B dnk. Such & Bi te Bodds nlsnghrdian ARGy SiBbrs R i B of Eadlitlga"ﬂﬁﬁ‘émgééed

The To Order Par%iy al [l ? dded at sone stage prior tot oods
bei ng pi cked up %ﬂ%gﬁ’tﬂe’ c@ ©; EF ng isyefarredde @5 tha o Rrdgsderty. ﬂ@amﬁy:&ﬂ of
general |y banks Dadimpois gm@d%edtlg' tﬂ@l@ﬁﬁér i:mrtdag sHécﬁlepWetﬁé}atg@B@l{ fe&gﬁtéﬁsem‘v‘”t

and so wll 10 receh%z dIrg ass on a bl ank endorse adi ng
wi t hout entering"®R e?r\}’QE 8 Ending is pegotigble yhtrmyaghteq! ke qarrier wilk
possessi on of25t hiendsi kHat efe t@dJrM Fafty 218 Qhd dMignBted |b§§'é?r I:ﬁhy cﬂe[n gru?(ilx'axttsut hey
have extended. Hgge ed?e‘ C&é er ci al | nt er medi ari es 16 e

t hemsel ves as a % pe Bill.of .adipg tsm%tdeaseﬁezqnablﬁﬁdtefshadmgmme éu}teher

wi th a blank endaragedin tanfif, thefl Ghe Qe i} 5vmth
a specified To Org a@Igarntum the gl:ll I ogmpél?ﬂgpgrhg%googss he(hag%lh&ﬁolng’g“ y who
mekes no change t™ °°t"F|’é”‘Eﬂ“F‘f“‘&FfBlLaﬂi-4¢glgand thus relies solely on phy5| cal _
possession of the Biljtj isQ il Jﬂﬁfﬂ' B&sﬁ:g f&sﬂléﬂ?}, b§cﬁr Pirtg(sf?a? I’o%t € neﬁou%t%?rﬁ;tlz%ﬁ aThl S

has t he advagha %at confldentla ity I's retain sl nce S an
an

i nternediary § 1 be ghanpsd Ryrfien oanty inmpossersion phithe Bt ofdnding hHewevey ita§ t he

Bill of Lading, since there is no evidence 20 ~ on the Bill of Lading to
trace back previous holders of the Bill of Lading unless they were entered
at sone stage as the To Order Party. It will thus be understood that,

especially in the case of negotiable Bills of Lading, the conventional Bill
of Lading transaction systemrelies extensively on undocunented physi cal

possession of the Bill of Lading. Mreover, it is conmmon for 25 there to be
di vergence between the apparent |egal chain of endorsenent on the goods in
transit, as evidenced by the Bill of Lading, and the real chain of

constructlve posse55| on of the goods through posse55| on of t he B| II of

ey -



25 mninmumtransit tinme may be several weeks) in which case a forger has
consi-derable tinme to conplete the forgery. Although the i Bill
of Lading procedures are inperfect, their continued exi g??r%égemégse??ﬁg; mai n
transacti on system underpinning international trade is a testament to the
fact that to date no viable and superior alternative has been 30

establ i shed. BVY@OY$HMi c transaction systens are. well|l estabti/ehsbdon ot her
areas of 17 Sept enmber 2003 WO 00/55774 PCT/ GB99/ 03091 -5banki ng and
comerce. in sonme cases alnost to the exclusion of conventional paper
transaction instrunents. Notable exanpl ess.are the conputer systens operated
to underpin electronic paynent transactions. An e-nail approach to nmaking a
Bill of Lading wor eI.ecthrgoni cally has been previously proposed, but fails
because it does NotPEAREMEAYTE AR At eadarsrBills of Lading tp denkst fonexantpls, and
conventional Bi thus,dhnksaidinogbesithid BSTOFR} PfesQed MEIB th&! BRivR oY, %epé%ri gi nal
Bill of Lading. If a.co fer record is generated to repre’sen‘% aBill of
Lading and it ~P%th9%§ﬁ%‘fﬁ)ag’c“§d5ﬁfﬂ‘éﬁ?“§faﬂ¥ prly pn plysigal possession af the &l off ng
party, the Bil | Lafindiaedco@ th §ifor 1 o bl 21 I i s a Bill of
Lading, if the systégm cannoﬁi gl‘%di‘ﬁ?ﬁ‘?‘gﬁt"b"z?emg; en t"ﬁ}éﬁjf%}%%egt{/mﬁ‘m?’he Bill of
Ladi ng record at the® Pesetble Biff ophadisg machlsoHis negqsipted thetpemoBivhe plpkicalpdi ng

record at the tpeesgs it (i feap : ch: ectronic systemis
still nore pr ohg to thte(ht‘?/pesf’ E)t:‘flt #Sr'\ég%%&gzéglaagr%ﬁﬁgér?‘hfﬁ‘fﬁa’ég %sl"%zll%f
Ladi ng descri be§rdshBirty, whilerhbank tehdorsil| TheTo Oadtr Rertyi mayriatee by added Qryaieer
record that pasg by . er, syste and. i s thus prone to
% ication by aﬁg} pEv?_rttg %i%r?&?\k@@bé%ga ?’ %’%‘r%h T aleﬁgﬁhe ‘{f]_‘}‘“é‘é"ﬂtpéﬁbéﬂ%oos -6
MARY OF THE 89U¢Eilyrpanks dranat iwdshlteappeardn preovisthie ehelinasf prddkssmedt ahdisy wilivent i on

are set out 1pn R j ' ndent d . depepdent claj ns. Features
of the dependen%ebég‘llﬁﬁﬁas) nayygb@gacﬂcl)%gi%ﬁ%crf egmgflh%glgée'btg°‘\l ﬁ'&el?"ﬁdié%ﬂaﬁnt
clai ms as appr offrd Ba GrdgnBariynalthowdhi theattiliae possdskien oft thaBilk dfdseing %Ok kéi & y set

out in the clai r.oli pnvention there is provided a
central i zed dat g%lgtsetegpgd;scgé é‘ﬁ]g‘h%??tégg’é‘%f‘%ﬁ‘g gﬁ?ﬁ‘@ﬁcﬁg’g}%ﬂ%%’? gﬁ%ﬂs\&i’r}’k

t hrough a nessayish kegnter thagsalves s a Toh@rdetdMarp axindidate thalr iatefegtQi Stry recor di ng

the entitl ements of i < ar. e fined group, to perform

prescri bed actions iTtrl?D%gﬁdge{l&grﬁagwoa&eﬁng%rfﬁ%oé‘j\ﬁffgﬁ%ggf%‘h ?fsﬁde@BPEI%‘?dehe users
becone elnti 1§ edwitly a\specified Toof OtdbreRarty dths iijlmaf Lading ma)pbﬁsfﬂ&b@ﬁ_ckbﬁagcbﬁ%lob)’_ a
ecord takes. pl SAE° pt SBhee CRRANRLL Ao Bus Pt arberreor |
instruction to thhdillaf bistiseto dshblish oflsexte KiRiiftertstsS t THIE hisOBS alh@hig: haf erred
to as registry | j r,title registry instructions. The database
per f or ns accord%d%g&{ngglggl g%ﬁe’r?gnﬁdc?gﬁ? rad’éf‘gé}’c 2#5r EniGisrRTan: henky Wil rematny by a1l
users. To beconmwnkaowsirthe trinsactioat historygofulsecBilliof LEdiR) isinhbr@ i &fidehddt 0 a
service congpac | system service provider 1n which the intending
user undert gﬁes&%%opﬂegglr ggﬁ%’%iﬁﬁ“ﬁg’f‘%%‘%u& heiders ﬂ{e@e Bilf ofJsading upless thgyat | s,
each User agr eewsre aered stamle §thg@as bk THOERAPAY. a User of the System t.o be
bound by the provision f the rules. As a result, each transaction record
in the central dat aBta@ 8’8%@'3 P‘Pf{eﬁfﬁ’ﬁﬂi that, espasially in fhe roasecaf gregotighle Bikkwofi on,
change and exhalliigpithe eunvéntiohdy BINAEILabing FaRfikfidd sySfem! RF USRERivel] &
integrity of thed%entral g,ta can _be nmai ntai ned who Ty autondtically by

{ abase ¢ ] |
the system appr U FReBrd p sé’g]ﬁ%?ﬁssl%é’f‘he@é]ﬂ pieadingn Mareavey; iy dsccomimon fer- mai | or

ot her messages tedead ye diverhdnee Bideden tRf aphddGit NegBIURRIR O LAdSrstRer: BR ! A5G set  of

| ogi cal rules def{;i 0 Since every user has agreed to be

ned in the rul ebook. _ | .
contractual Iy b6u eﬁmgy“st%gg?‘iﬁ? g’%d&??‘]h%ﬂda‘%&’iaﬂﬁ & feak ehainf ofr epngstuctiteect r oni ¢
i.nstructions topassesdéreof théadde h poshéssioR B SRR of \

PCTI GB99I 03091 g hgx‘s%, el eg{b?otnl?dc@r, g(():orsélls are con?rg%?ﬁgﬁhg%ﬁéﬁroﬁg on all

affected users, glr° PURYRIT 't ot rekianton e vrigrentso ol Bill ofbadinge Theromiust m t o

the rul ebook. Mailgey 6ie Billhye Llaagglsﬁwmwhsré%gﬁems Bala M@@g&&%gﬁﬁ%&cm d
rom the

contents and changes thereto also foll owsautonatically conmon
contractual arrangenent. The central database can5thus be naintained in a

whol | y aut omat ed manner by the service provider throughchecking instruction
conformty against the agreed rules and notifying affected parties,al so as

defined in the common contractual arrangenent. Further, the changing..




functions and significances of a bill of lading take effect automatically,
through thefchanges to the .transaction record) solely r er
initiation. No subjecti velOassessment is requi red of thg?% eiﬁtf §2893any

i ndi vidual record held in the central database) i.e. there exists no human
system supervi sor or adm nistrator roles for theday-to-day processing of

t he transacti oWOr0®8dr4ds. Each i ndi vi dual el ectronic record ipgrRiBesdsgd i n the
dat abase by a user whobel ongs to a defined group of users. Arecord is
created by nmeans of a registryl Sinstruction sent by an instructing user
concerning specific property rights, suchproperty rights being vested in
the instructing user. Each record nay be created, inaccordance with the
instructing user's instructions, to be capable of conpl etetransferability
to other users o¥itytheRifl efLadingnis: Mthbumlqmqﬂotmnant {pecifispeat frimsid ofxg@§RdEACh
record has one gk cekpMped | § Hol dership is defined.
20by the presence of % usern 3‘?@?’ |p%r o@gpﬂg%h'gg]a%r/user ina field of the
record. The.. hol der H%{‘SCVGMG‘MPM prectidentiané daveloped rwHidh@und@ e dhetdtdctRigekysi ve
entitlement to REES cIRERRSH R hol der to another user. Passing the

hol der st at us IS acﬁl evegif) ! L%{j:'ﬂ ryé%fnhol der/user sending a registry

i nstruction iPnstr uct@?Pgn%lpramcarsdhmmmpeﬁmﬁmmd Bilbait LadingHos the kithEgboli t he
hol der field of yhhg LERP $1& Eac | ectronic record can be
converted into aslphysfllﬁca ogdaﬁré ldes ﬁ%&?ﬁ“@%ﬁﬂﬁe We’rre"éﬁlfﬁigdhe a

regi stry instruckdmple thit twh erigiodlciee gﬂferatebahebeﬁeﬂdaﬂpm ohe@ Hischadl' dbiald {1 ement

of a holder to t and 0.b|| atigns |n the underlying ,property
i reliant on tﬁ&r"g’%é}macﬁgﬁ i RORdS In ﬁ?ﬂ ﬁ& he’s‘iaﬁﬂWem@db%P‘}“thhﬁ anot her

rlollédesi gnat ed byyearso bt th bu}@lr m&feabla&]ﬂék UPaRd GHOA Bt 110 kafer! é%ﬁ
contingent 030 SHl6! |votgﬁ}5y 39‘h re.the user so designated and
si mul t aneous’ y DEing T hE Qf%‘i‘ssmgl ‘@eBt”e‘?fﬂé‘f’mQMSh%llmwy&t banks.
PCT/ GB99/ 03091 Cgmenfouyehemrsenarad)hawanq&uext i@ 6blfu@ing §5HANAY € Hobvaht fonld 2

di fferent role E‘e otf g. ‘8‘1‘# truction. Such dlg{ferent roles
provi ding different ri gsn? 38 SnERoT B samegqedsy theyphole é)"sﬁmspb@ée or

di rect the di spm;fraudoevemif thhengiﬂimiﬂfohyd 136 isPiRPAE Mldpke ﬁﬂ@gf idd 9%311
a t he user SO

si ngl e user bei rescrlbed coi ncident roles
desi gnat ed com‘ng}%cllfgig ﬁ&m ef?‘éd?"? fQF Trandulent @etivim iy espeqinlly igdy forvheeotieblrad

created the 15ecBills. of Thdingahés® kspetislyNHA6lahlOBRiofse] BllisR@ Lfa&lﬁé habe & Blr d are
conpl ete and no lg 324 desi natlons are permtted and the reco

terminated. EacR®I%&E ‘%f“&y BUGTRE 7S Secydyder laans @ meseazed which cqmlcmiuh tion to
specific audit be amhduleew,t obtiinéd €]t GAtED B&SibledDr HOMBEIGE Yor Q:E}.ﬁfp[rl. [egor di ng.
the legally si gnéltf nt 10, Eassage of rights,and obl i gations

endor sement chaPAHPE Hing £ singls consienmens oheodwistseeveitymessage from the dat abase
to the new desi gnee, AmeepkdipR@tdels ifdrgery OF fhedflll @?ih&ﬂ@tﬁq Bih fLaﬁﬁg

el ectronic I COL d i.,s capabl e of being nodified by the user Feat ed
the record in a OB the R may Eﬁids"t"?fy‘h? geqds acthr destipstiopipoxisd y perent . by t he
hot der of the 1Whe @tbﬁﬁcﬂs thﬂf&géﬂsﬁﬂll dtRading fogthé ithto qugé?xﬁg gxﬁetg&tafu} led to
nodi fy, decline_to nod % create a _new el ectronFc rec &dr ds
based on prescr feBEFaenrtal}l""egf EFepsignee et To Qrder Patyr $cops feiafswbeamﬁs bémg
tenporarily suspéthesbnash the & [ structions sent
by the hol der of, the record. &%ﬁgﬁaamm?{l{;éﬁuﬁlgﬁg{dyﬁéﬁy ?réﬁmspup%'ort in
this way allows obtaifiing  ghotegopy of the Bill oflLadigg.alnt theyense ofockra tahsmzahyrshqbs,

particul ar 28 CeoifRih SRkt ¢ radi onal based
system and ot her_pr evi ousl| %cf:lgir?t gcerrsﬁbg?gvd&%l[ gg‘%”rl%tr]l?ageéfor%cé cofls“léoa)%PA system
of novi ng of rmf)?‘ﬁ@”@ﬁpl;‘ﬁeﬁ forgery. paper forminevitably takes tine as the
docunents nove from Al 0, [ i fof t untries a d of ten
different continents. | ﬁ@ggﬁe«ﬂhﬁégggﬁéggn c!)fal‘rat(al{ng[hmc(é uresv\ﬁér'g’ iPient is
traded many 25 P‘?”ﬁ‘ﬁ'éed("émgﬂce agthe l@ﬁﬁdtrmsgctlmu#}’stemamgﬂmm)mg intenmtmsnar EadE at the
original docunmegties b h t schat | ex system
of letters of i ndeﬁetﬂt\;?i h’@ [}aﬁ @Lt Fo &éeoﬁév‘\;la%et gnd Su eru%lahe atvagg S’FH\/\A‘I up to
try and cir clmvestablished.s %m‘bhlemantam@ddlstms)met welt iestéblistietli ig attiep@read BT OVi NQ
t he speed enables those involved in international trade to be nore certain
of being able to get the goods and to reduce inventory. 30 (2) Miuch of the

information contained in a bill of lading is repeated in 17 Sept enber
2003 WD 00155774 _g_ PCT/ GB99/ 03091 col | ateral documents. The potential for
error in conpleting collateral documents and the bill of lading is high and

a high proportion of docunents have to be returned for anendnent.

El ectroni ¢ docunents reduce the risk of m s-keying as the sanme infornmation
is re-used in conpleting the docunments. (3) 'The use of a central database
enabl es eI ectronl c records to be made tarrper proof . Aut hent i C|ty |s t hus

o, o o L s -, o "



.) 10 record conpletely rendering it unusable. Paper docurrents are prone
to mnor alterations that can have serious inplicationsg Efewt%r]
chai n-based electronic mail systemw th the bill of Iadl ng tac e8 as an
el ectronic record would suffer fromthe sane probl ens as paper docunents,
but to a nuch greater extent. (4) The use of digital signature technol ogy
and el ectroni cWOME$4 cat es neans 15 that the recipient of periEss®ea can be
sure that the nessage cane froma particular party. In this way the
possibilities for repudiation are limted and, noreover, carefully defined.
This all ows specific user-repudiation actisons to be incorporated, these
being referred to as business refusals in the follow ng. (-~)
Confidentiality is .achieved, since the el ectronic docunents can be 20
encrypted to preRPBkRe HHLAMASFeE siedome easessalmeost &Wﬁexqtusallnquce:e/emmhal paper
information. (6)trafkdcticf oV ve [ and al l.ow for
machi ne veri fI(CZitI on of lngﬁfgonggtgﬁgg{n@lésn%oﬂglc %%gf IS ePsRe 0 s aved
in re-keyi ng andWHerm# s ecEictiayment oasactiomor e secure and accurate system

pernmts users to be r the p wor k wi thout the
necessity for_re-pr oggseg‘.“ﬁgg"m“%° "%ak(‘f‘(g 1?'@ ziﬂgmﬁ%waﬁ‘l elsrronially hapbesa s .
Further aspects RipMiouslyareposed, it failsebecansecin tioed moBsake SXRGIEM béco@ oPYheldle

ttached cl V\D 001 55774. PCTI.(GB99/ 03091 -10 F
get ?greunge?!s?gntg?trtﬂe &Hﬁegﬁ\[}gﬁg U X 1< ess%wrﬁBWWPZy%“&rPé‘gM@%eor :

carried into ef fefdadingf éfrﬁemutesrmmwlmmera{ay to\Ryresent £ BANBf Bading dnl & i ,s

acconpanyi ng 5 IS di.agr.am show n
,{gﬁorpmt ?/ongf I 03\/{ géﬂn&/gehztr‘#n{s}ys e%“‘%‘ﬁﬁ%ﬁ’eh’t%f“?ﬂg& Biﬂyng“t‘ﬂlé%ﬁéé%g reﬁfﬁé

sage handl i nqosum its functidnalineasta Blllfbf Lﬁ@‘lgs if b, system cannot distidgtish YetiveS QNS

internal stryct in nore detail 0O Figure 2 sh.ows
structure ofwz; ;E;g sg{gtgg rﬁﬁll ﬁtf’%ﬁ? e §ttt %lfeégv‘g%ﬂﬂ'fynﬁ‘déhﬁﬁ@é!a’éé%fﬁlﬂmf a

sendi ng user to ladingceond an@eu&ﬁfmxhhg(phk@h MBRoVER SHETf B@d&ébxb@%tédw stei@f the
central system Flrgure 4 |IIustr recejving user's ac d msnt of

receipt of the forwarged® ﬁl’ést§%°§€ J’EaF‘b#’?'Fg‘i aroynd pgiiplenills of grding é@@frbe

Figure 5 illust reessibdeeherBilt of Mldli}@ i$Heelys caﬁﬂnél‘fil‘o@m%ﬁ%%@?sr{ﬁmﬁgh sE\‘f‘e?a?' pt of
t he forwarded nmessage or qlir‘]'g %ffromt e sending user: Figure 6

ill'ustrates a user << ST Prqnie $0 replicatian by any pastg ithy transacsiamehainhr ough a
SBRf - FBRf sequence; Figure 7 illustrates all type header flows; 20 Figure
7A is a table summarizing nmessage flow and type headers; ~ -~ Figure 8
illustrates identifier structure showing the identifier parts of a user
identifier, a user division identifier, and an extension; Figure 9 is a .
bl ock diagramillustrating signed nessage flow using the nessage handling
unit; 25 Figure 10 is a flow diagram showi ng sendi ng a nessage fromuser to
user with signature verification and acknow edgnents; Figure | 1 shows
basic organi zational structure for certificate services; Figure 12 shows a
Wple certificate chain; Figure 13 is a flom1d|agran1shomnng t he I|fecycle
subscri ber certlflcate 30 from begi nning to end;




17 Septenber 2003 WO 00/ 55774 PCT/ GB99/03091 -11 Figure 1:4 is a sinplified
illustration of atitle registry record as presented in terns of its fields
to a user; Figure 1 ~ is a block diagram showi ng nessage flow far title
registry - operations; 5 Figure 16 illustrates nessage conponents show ng
the I nstruction element for the title Y Figure 17 is ai? Septefibag2@iB8 show ng
the process of creating an electronic .bill of lading; Figure 18 is a flow
di agram showi g the process of desi g g p grating a new holder; 10 Figure
19.is a flow di agram showi ng the process of designating a Consignee; Figure
20 is a flow di agram showi ng the process-of designating a To Order Party;
Figure 21 is a flow di agram showi ng the process of bl ank-endorsing an

el ectronic bil : gure 22 is a flow di agram show ng the
process of des - A gure 23 is a flow di agram show ng the
process of relin qU|sh|ng a pledge in an electronic bill of lading; Figure
24 is a flow di agr Rartigitwwndypyefeing qspeotseﬁ&eﬁfverﬁmﬁ are GétGt i thelaecbgpanydiper € a To

d i i h th
or ocess of”r oqUERTIoN] S el Festis iR cerfinl SRR kB bR 1 gur e

26 is a flow dwn&gh@erbﬁﬂwit\depgndein&laﬁ}nmaﬁ;ﬁopaifatedmmlc&gbmaﬁwbmtha@ﬁm@n
el ectronic bil] lof {1& F%ghjre 27 is a flow di agram showi ng the process
of granting ar%ﬂéfﬁg'ﬁf X5 B ectronic bill of Iadi ng; Figure 28 is a

f1 ow di agr am showi m@cdrhi]?ig 4 mgemenm‘m mﬁfer@rpﬁﬁmﬁwg c%ﬂrﬁ*z&p&a]gtﬂﬁkecsﬂeh' of
| ading; Figure 29 is a flow di agram sho t he process of. processing a
switch-to papeCHrdedt SXslem YSTPYEY Agnete V\%Hg'iﬂléghaﬂ neRsagp handling dwite fboyr senent

{}kgai n; database forms a registry recording the entitlements of the users, who are a defined
' group, to perform prescribed actions in relation to electronically created records. The
users become entitled by virtue of their designation to prescribed roles by a
previously entitled user. Designation of a user to a prescribed role in a record takes
place by means of a system user sending an electronic instruction to the database, these
electronic instructions being referred to as registry instructions or title registry
instructions.
The database performs according to a common contractual arrangement entered
in to by all users. To become a user, the intending user is required to enter into a
service contract with the system service provider in which the intending user
undertakes to agree to and abide by a defined set of rules. That is, each User agrees, as

a condition of becoming a User of the System, to be bound by the provisions of the

. ) ' rules.

As a result, each transaction record in the central database goes through a
complete life cycle of creation, change and exhaustion, entirely under the control of the
users. The integrity of the central database can be maintained wholly automatically by
the system approving or rejecting user instructions received with e-mail or other
messages solely on the basis of their conformity to the closed set of logical rules
defined in the rulebook. Since every user has agreed to be contractually bound by the

rulebook, user actions in the form of electronic instructions to create, change and



17 Septenber 2003 WO 00/ 55774 PCT/ GB99103091 -t z Figure 31 shows the
format of a system nessage including nmessage and docune I hof, and
atitle registry instruction and attached el ectronic biﬁ?s%p&ﬁgg?ﬁb&?eBL);
Figure 32 is a table summarizing the title registry functions and which
patty can 5 execute which function; Figure 33 is a table summarizing the
title registry"PINE¥Toons and the conditions that apply to tRCFrGBWgUre 34
is a table showing for a Create instruction the functional elenents of '~~
~ delivery of attomment notice) allowance of business refusal, creation of
endorsenment 10 chain record and delivery .of an endorsenent chain record,
Figure 3Sis a table showing for Nanme Hol der and Nane Pl edgee Hol der

i nstructions thee‘dfxalds Chd nal el ﬁments of delivery of attomrent notice,

al | owance of busihess Taf st MefonEstualy bindiag sa alrffeetpthisers, @eayiddd and
delivery of an enitahseneiktructishh AhemsélfGUoRorm %o Fie FES R N | €, .$howi ng
for Name to Order,. Nane gogsi gnee and Bl ar’?k Endor se iogstl\’rh%?:(tﬂlfe%Eli33 ltg az
functional el enSigREICHe §E|ths, pgsacsion Feqort apntents ansk thanges athéretnaaise fallbwbusi ness
refusal, creati QitoRhtic@Nd &bsREMmdkddad el 81Y Of . 2N

endor senment chain record; Figure 37 iogtr%ﬂ%gg%g S S\F/i\n Elée ?%'%ala‘;ait%e\?@cfa“

si mul t aneous i ndt% etmaimangdna o whelly aviosiated Onasherrhyrths sarvicel etovider yraih

att omment not i CQhechink HIAREEn DhfdUS ' gon of f- '~ .~
endor senent chai n re%ord and del i:é}eér%ﬁgtftﬂeg{%p%%%?s%é%thm%Hfgeicﬁdlp%‘?f&sr d;
Figure 38 is a 24188 dhesi gthe comann Refitactel Pirasgepaen.n sEurther, itken chaiging
functional el enggicgordfand SlkhikiSinYes ¥ 234 J kce. al |l onance of business
r(i usal ) creation of émndorbslenélr]ets cﬁg{llilgﬁqezglgé gtﬁg&geart?r\%ﬁ’%sﬁ%ftﬁﬁﬁgh tp‘e

endor sement chaihAngec i9r dhe pansactionresoBl sokslyausdablusersinisiatiory 106 sabjéating t
Amendnent i ngt r YebdoQl: (Wed b ersion) .t.he functional elenents of
delivery of att om"ngnt@mnl%/!tre%;q(t:héél gﬁﬁ%\?\‘g%%ﬁés %t?angdé‘?“ﬁ' %aé r7°8'fdu€§ei‘ip)n theesptrabn of
endor senent chaidpiabage; decthern dxiste o ieman syktemrsupsavlsut L BiAinisGRe) Folds TGOS ;
Figure 40 is a t3@hl.€ i [ G ant Anpndnent instruction (wth a new
eBL 30 identifier oﬁ%gpt%\grﬁ%%%t%gfagﬁo@ﬁf?@f del i very of attomment notice,
al | onance of busi nesBach indivi@aptlectiveic R2AHB iDL MR 4athiaié G2A9EBARL - 13

refusal, creatiqg & NARES .0 record. and delivery. of an .

endor sement chai nm(rpgfes.cor d; landE E‘lgpgﬁggéefl gsre%?r%éss%?ﬁ %I‘%’yoﬁ‘%\s Fieregitors a
sender may rléceilﬂﬁtmc_élsn aentelyubn intructing i Wet toxersing cpeify pRP&ABI rights,0fush i N an
I ncom ng massag%ropcdy l'ighls7be§?gp\$e§tgg) o thgqg?mcting user. Each record may be created, in

accordance with the instructing user’s instructions, to be capable of complete

transferability to other users gr limited transferability to other specified users.
Each record has one holder who is a user of the system. Holdership is defined
20 by the presence of a user identifier of the holder/user in a field of the record. The
' holder has exclusive dominion over the record and exclusive entitlement to pass the-
status of holder to another user. Passing the holder status is achieved by the current
holder/user sending a registry instruction instructing that another specified user be
substituted in the holder field of the record concerned.
25 Each electronic record can be converted into a physical documentary record
(hard copy) by means of a registry instruction of the holder of the electronic record.
The entitlement of a holder to certain rights and obligations in the underlying
property is reliant on the attainment either prior to or simultaneously with another role
designated by an entitled user. Other designated roles include contingent or

30  discretionary roles where the user so designated (and simultaneously being the holder



WO 00/ 55774 -14 PCT/ GB99103091 The best node enbodi ment of the invention is
now described with reference to the acconpanying draw ngssedtempéf 2608
Overwite The present systemis a technological and legal infrastructure to
facilitate trade transactions through electronic nmeans. It uses information
technology to fransfer ~..s . nessages and store certain information, and a
| egal systemo OMP2Y and contracts to 10 determine the ef fPeTGBIABOSCEr t ai N
nmessages and updates to the stored information, as defined in a Rul ebook
which is reproduced further below The follow ng text describes the
operating procedures of that technology agd its operation. The business
effect of the functionality of the operating procedures depends heavily on
t he appended Ru he erational rules of the Rul ebook are al so
recited al ongsi laghltg gé;corfg%r%"ﬁ{e?e\fjatﬁtde%‘éﬁedfsaﬂ& piifeeefupledy meaes fgergistivonal

rul es are mandatnsiryctiomdSush diffieregt rolas sry g RAS Y afPSHobAGLod@W i N
accordance with the ﬁ%lrgg?ng()k" and are also reflected In ny desi gn aspects
of the computer systemiRed Fishoss o ik thei digpositien ef the wadedsling maspeacis on
support system cdiditivtal @invesingde%i Bdin hgS1ol hi nt are defined
in the Rul ebgok, 20 %asi c C%)er atjon gg?ﬂrait%ct u_rté) d;# 5§3gl§e{§§%§mﬁrﬁemgtﬂfeuct ure
of the present SY5ten EBHH{ 1CBEWnicHng freeisydnstaetivohito the user which hed érbdidde

regi stry, the userecdrl ahassfier, thAfsabtRAS r r ' C d_the user
systens. The rregsa e handliﬁgjg unit 1 s eg‘ugé;@ttﬁear%;e?g@%eacgglpﬁe% agé@?; er

el ectroni c nessagelPss HepeRdicd aydthererard isterminatsdg t hensel ves and the system
service provider, argkc electioRRRbdde & A BSSages ., once.sent . The
(rrﬁssage hand| i ng ggl t, aﬁ%gsed in tgﬁgg%?lg%%h%.sysg@n%%ﬁ&?gn L wsafis ayditny |
sérver for tranSHortRt Al Pesdahyiss ap sudnresenens chainarecordiag alzalseallly osigrifoggri ng and
storing the l0espagas e a8EMIi ) RYAR'TIRS he user database to
check user identi %er .[ghThe' rreggdsags %ﬁ‘éﬂ%ﬁ’éﬁﬁ?‘%é‘%&“@%&ﬁ’&%‘[‘?fr\‘ﬂ Pmat i on
30 into the ti tF’éss?gﬁg‘?“é‘i fhe daiabase weg'esxew desigper decardisg tr temlevisadesipReddal
interfaces. Mesgages 17 Septenmber 2003 WO 00/5S774 -15 PCT/ GB99/ 03091
may, at the sender's option, include "attachnents". which are docunents or
other units of di gi tEafh ¢leptrenigmacoudris capatiie ditsbinigdditiad 9 SRager whidheordatdi! ©

registry is a databagde Qo ' created from and i.ntai ned by
nmessages copgerning | ght%ﬂgﬁg%ﬂeggﬁgﬁ%ml?P?’%‘i‘%{'lsﬁ'é?f‘tgg“’éﬁié@i"qu@e
transactiond? TIPS {The pser thapereated the excordds enthled toRbEBN detsigeltd ModGHrUNCE i ON
with the |egal erbepnediiechill f85h S Rladdic.Atesellpsystem to show the

changing rights of systemusers in reflatl onof’Bre%fﬁib et ronic bill of
| adi ng. The user datafesietpaic recerd isdapabée affbeinp tentpomtiiyaospemied hs SSIEM USer s

and is used .s Pfegcﬂbédquigi\jgfi%ttcrtBRsesrentaopg%eah:g' Qﬁéjﬁzed users, limt access to

the present system _and 1 eterm ne Gy of nmessages received
fromusers by the n@8eaitiity talranilli trensaction support in this way allows a number of further

Co 20 ~advantages to be attained, in particular in comparison ‘with the long-established
L traditional paper based system and other previously contemplated electronic systems. -
9)) A system of moving of moving originals in paper form inevitably takes

time as the documents move from Holder to Holder in’ different countries and often
different continents. In some instances, particularly where a shipment is traded many
times (e.g., oil and dry bulk cargoes) it is rare that the original document is available at
the port of discharge. A complex system of letters of indemnity, which bring a new set
of problems, has grown up to try and circumvent this problem. In addition to risk
mitigation, improving the speed enables those involved in international trade to be
more certain of being able to get the goods and to reduce inventory,

30 (2) Much of the information contained in a bill of lading is repeated in



The user support resources conprise a collection of online information
about systemusers, help on use of the present system I

alerts, your account status, and simlar informtion; amggsﬁmb%rggs for
| ive support by tel ephone or e-mail. 15 Further support resources nay be
added as desired. The online user support resources can be used through a
Wor | dwi de Web MOSEFY Messages cannot be sent into the nessxmgmodiaond! i ng
unit and the title registry cannot be nodified through the user support
resources; they sinply enable users to | ook up needed infornmati on and
update the information pertaining to thengel ves. 20 User systens are a
user's conmputer facilities, including a communications link ,., ) .. to a
net wor k connect eduto the message handling unit, desktop conputer hardware
connected to thafo REFANASIBERS RS PotersiRl for prepr Jo Fomplstingfeoliateralattimayts ameéndi ng
and recei ving nessUas 4i%igN9hichend BRIRIRp AN Qutibid have 6uel LSy four of
t he conponents Iistgd above are cent FaP gervi ces ‘E)rovsitigé%ngof“gmf%é”system
service provi der®®egament- fleglFagic gpraments triducorthonishitof wiseeyisy Stseths , samk
provi ded by thi ridfoRaditod isveN&ats i i reaus, and need to conform
Wi th the specifications defi nedcogd);/S tlﬁé&ggarc\gﬁgggpr ovider for interfacing

wi th the messhge hanf®i ngThgrise of Ficgurak ddtatiabed ermblestlegronioeecydstte he ' nidds UCt Ur €
and al so shows tdyg ikt inan; transaction flows betweep the
conponents. Further riryrrlt er na|h%sht°$€gtﬂ§'g§nsg¥egt e?tﬁ{;lﬁsgme\{;’s Trelierdilitp003 ~ vo
001 55774 PCT/ GBY91 geGghrough@ceasgpet ppublie retvnln forrexknpie e hlmeSOURIKe ks t he

nmore inportant inbar iRt Xe sagin en users, browsing the
er support serﬁ\}lB_ces, h@%gn%}’%éﬁ?rﬁf%’ @efngﬂ 9 ﬁ“(fbdﬁlévﬁgé’f’m%p?fof‘tmﬂﬁﬁburces

and user dat abaseensteapied elacteniggtdoninheld infthe bemtrbli database eg@insdifityly sRRERESHAT

messagi ng bejyeeq e I.nci.pal ang of communi cation 5 between '

users of the pres?ﬁf%ééglf{g& fegﬁeélf‘éclf r%?ﬁan@e'néﬁégdgg‘m?ﬁ"ﬁ ¥R PPREs CagioRandl i ng

unit, which checiterationd thabgs hevechriove isigfioas MbreP@S 8 @Baid-Bis@lgétrodiP BiafleSSage

handling unit al royides. f acknow edgnent of each nessage as it is

received in or des?g'f‘[g “gtéégﬁélltoﬁ%dg’éﬁﬁ% edte'ﬁg"f‘e CHEUS ERd rould spfier fop the

delivered. 4. . sRagpwblemgasdyapardodugheitibundainfieh pe&ér extépport resources, to ~

send anot her system user a nessage using, t he nessage handling unit, a
user nust know the r é‘?l p?@lﬁt"sesor}ﬁ?éta%igawit?gp@rhg( a?dsff!%cg?m? esytifictieemenss i ne
user support 1T esbaitiwescipinabif@ meegeisar b ard Biakhe meaRRt ARE HIHEL pRticular
identifier, to f'ang Q4kis QL h§‘|r av&ill.ab%e i nformati on about users, check the.
status of massadles,' and® OBt BF ROSIheY i9F repudiatign ate limitsd ands poreqyescangfully| |
through a sinpl elefdd- Bhoviews ipetific hirerpudiitiol QéticAe R YeaRoRRRMIALEN SSindT 2
user may al so update certain 15 infor i on about the user. Regarding the

i
changi ng of i nf 6?%%?%‘8%?‘1%‘“?%%%&@9“'Qgglﬁiewg-r esources and user database,

the information.in tt# USEHnfiGAREIRY tis e, Cifce Othe @leB@IrES dbduMBhid Qﬁ’rr be
enrol | nent pspPcess by, whi ch new users join the system After enrollnent. a

qs'zr updat es” 1t senfrﬁ?%ﬁi' RRFIVEN upputhogsed gerersdp commerriglysseretdntammetipmbl e t hr ough
t'h

_user support res@ircesll oP@heRagas dichs ifireveasdci@ey Wid Midwh fort hichie
registry, users jntrs ducgﬁ{gecords into A title registry by

the ~".. -
sendi ng digital I'y er2gheqt FESLRgEcr s SopHiderabls ﬁ@él@&@%swaﬁm resyisgiand By t he

sane nmeans, theyhumat eériffcationh & mdrdécRuirdBid RBurk® sHRAALmENRSES 1 HE Brg§urﬁnd
nodi fy their st%u?}ﬁand relations to those records and the rights they
signify. Wile nBRMFPRES Wi Woskvithout the meqessisy forsprpioesssing whicks iscestlysmie b
browsers,  t hese Rhyphopreses have been designed for a far greater |evel of
reliability and security than is common in Internet applications. 17
Sept enber 2003 WO oof’%‘?‘?ﬂspmr@%qr%eme inygntion are exemplified by the attached

claims.




The present system secures its conponents and information flows mainly by
user identification. resource access controls, docunment 1agpRNHS2bHHN,
nmessage integrity checking and nessage encryption. Regardi ng user
identification, the identity of all individuals using the system5 and
their conpany affiliations are investigated and certified before usage is
permtted. FacY8%5Hat tend to weaken the reliabili ty of &aar/Gagvoesdual
user's identification (such as repeated | oss of a snmart cards, |ack of
long-termfamliarity, etc.) are taken into consideration in determ ning
whether to issue a certificate identifyi#f@-the user. Regarding resource
access controls, the ability of a user to gain access to and 10 use the
conponents of t @ SE&H PP emJds Limied to the user's legitimte
requi renents. Fur —ac ' of the systemis tracked and
audi ted. Regardi ng docunment authentication, all nessages (including the

attached docunents t ontgin) are digitally signed by the person

ori gi nating them .By‘kb?){%eﬁ‘&i‘%“g“ff‘%;"dg’ﬁgﬂ‘iﬂﬁ%@t%@é&g%ywamsshs@mm@p

i denti fies it sekdmiodinth effivereffRAGAYRW Hadd b Xyéf%x%&k@ﬁ&'oh}(an%‘ﬁgﬂar to a
wet -ink signature on ia‘\%?cg.er docunent . e digital signatufe has the |egal
ef fects prescri Segmﬁ%r“ in the Rul ebook. Regardi ng nessage integrity
checking, verifying a digital signature nmakes evident any changes in the
digitally signed mszl_sakge made li)e%we_en the time when the nessage was signed
and the time when ver$F§ dalsi Hrblachokiagsmm showing dnformssien tflowy berwean2fystear i f | es a
message' s di gi t edmm@ngQindfuging the UGBS the mehed HARIINE S | ressage

{h- ndling unit. It then s s on the rresesage o_n{ﬂg ﬁ?g?ttﬁaﬂgg&é}lﬁﬁ ed as free
‘fYom tanpering. Regar®#fh W8 Uppamab steicyapstof ghe titlp fegistmeingmareldntailpf a nessage

wi shes, thel8ender rRyureDHowpinhe JFRFRALS; SO that, as a practical matter)
it will not be readabl e by users 25 other than the intended recipient. Sone
| egal systens regul at'®8't %élug{,aéﬁﬂsa}slmgiatr?esmq fromen sofidingraserytptai rexeivirgnali | i ti es.
users subj ect tﬂudd@ﬁ)&ﬁnie@@?éhaﬁ&dﬁﬁg%ﬁ?i_%f‘%éJentré?Fysgg,ur se, need to conply with

appl i cabl e encryptiaon regul ations. at conpliancte is required by the .

force of the regul atfi@¥s %t Heswates Vhestecedvieg bser’s iekngwiedgradnt rof aeteipe o itie i N t he
Rul ebook to conpiryariddtniessi@Obrids | 2850 . The present system i nposes
No restri ctigns of its %_?7 éﬁ'%?ﬁ%%%“?g‘%%@“%% 55774 PCT/ GB99/ 03091 - 18
own on the (e of erfég9pHt ilbysirates thaveteiring usol smon-acknawletdreenp bARtdimAl thei Mi t s of
what its inpl emmaled%‘éiaga&ig?ﬂaﬁng@ﬁmege Q. aggomodat i ng. Sone of these
security processes work automatically, but gome require the user to take
certain actions. Ar a8 tillygiraten ayses's sndidationl of its onent theignoses invageakrviight v
neasures 5 incl ugerePfdrtalfiekcey Saf ekeeping) pronpt action after losing a
private key and general system security. Regarding private key saf ekeepi ng,
as section 2.4 expl digwse 7 ildludrarwesibgpeiwadee fibwi;n t he present system are
digitally shgned to g ip.authenticity verifiable. A user system
.Cfeates a digital si ! g"?ﬁé ggttweosﬁgfﬂm’é\%‘f’f‘%%ﬁf“@&‘I‘da%i’edt’?é%%S;requi ring the
‘user's 10 private kdygureas lidusgaesnidedifier sietrei showing tifl i@eHitier fur6 @F GUsat-i ons.

The resulting sj LSvassociated with that private key in a
practically unn%dg'?gtgélqse&\aggﬁn |eﬁt€tté"’£ﬁ YR that private key can create
the user's digital diigyed ismdock tiagram\ilusyatingpighddamissagOflde 8find e mREshoeat € key
secret and secUgRdii . inthe way that a check-witing machine or other

si gni ng devi ce nust be kept secure. Use of smart cards, passwords or
personal 152% dent i f iFigrd Wnis afinwelizgraRhsihg senditlg S indhsh@y frne Gief loluderRpi@C edur es
hel p keep priva; secure. ardin ronpt action after losing the

private key) if e securi 'key becones uncertain or -
conprom sed, the rerfiglye 11shbves tasiy Oganizdisnat Shdciufd BrdeRificAWRENi@kel y. A digital
signature can be traced 120 t hat Elrgi vat e keygl through verification, 20 but it
is the certificate tHATe HSbe¥ apmplecerifican it e key with an identified
user. By revoking tigueerd isfd flow BiagrhkiQhsiping tliiSR§E06fF AbBScribtS&hlfet h the
rel ated priygt efréﬁﬁ)é .and consequently, digital signatures by that private
key are not attri OFEB 8 P 8% he user after revocation. A user can revoke a
certificate in the manner provided by the user's public key certifier. 25 2
Message Handling Unit Miuch of what a user does with the present systemis
acconpl.i shed through the nessage handling unit. To send a nessage to

anot her user, enter an electronic bill of lading into the title registry,
or to change rights in relation to an electronic bill of 30 lading in the
title registry, a user sends a nessage through the nessage handling unit.




17 Septenmber 2003 WO 00l 55774 -19 PCTI GB99103091 Message Conponents A
nmessage consists of a series of components, as illustratedednfenihedpo832. As
Figure 2 illustrates, the principal conponents of a typical nessage are 5
nmessage headers, nessage part headers, type headers, docunent parts, and
message end indicators. Message headers are lines of text appearing at the
begi nni ng of aM¥FE'4ressage to route it (such as "To" or "HermmdYyg3edindi cat e
its "Subject") indicate to the software how to process it (such as by
noting its "Content-Type"), and serve simlar 10 purposes at the |evel of

t he message as a whole. The nessage headeris are prescri bed by standards and
are not specific to the present system The principal standard prescribing
nmessage headers for {_..nterget nmai h.usijqn the Sinple Mail Transport Protocol
is RFC 822 of the Int&Vhdf ‘Ehymputsd gSQFFﬁ%kafFibF egiflsy EFUr 19y Pivessted e par t
header s, nessagesmapftsdieids eerhsetit 0 parts in accordance 15 with the
specifications for I\4_.1Iati pur pose I nternet Ml Extensions (MME). M ME
message format is stafdardi Fed MeGknfiperem phowping) messages §gw1 Bp Kitlsf regisey

| nt er net Engi neepérmipngask Force. Each part is delimted by a header noting
its content type and_the encoding used to pass it through e-mail channels.
The nmessage part hea%‘é‘frg1gﬂlés‘ﬁ‘?é%?sii%mﬂwemﬁéhqwimh%hm@meldmﬁmdeme not
specific to thegrgsent system 20 A type header is contained in each
message. This is a part of the message i~ -) ~~ which indicates its type
and function within Figge bf sacinw digerem shewing themuoesss ofiereating b elettivgicphile s ent
system s | ogs) fboflabiggregi stry, and other records. The type header is
s@gifi c to the present s%_stem It contains data tagged as elenments in
dcdordance with the Hftehtisa oy diegrsm shavina g psasess dbdssigeaving & ypehadd; ni ti ons
prescribed by the sepiyire®o; I i : r label ing data.
It is prescribed in a'gspecli??iﬂgggydgﬁﬁ{aﬂgﬁ%éﬂéixr%isgg%&sﬁggpéﬁ k:ﬁ?fﬁgnﬁeanguage
(XML) 1.0: WBC ReconfiB#ieidP ioh flawslinzeam shpwitgethe\orobetavofl desigbiinGonBoOtdetim as  of
10- February-1998gy.t is available online at . http://ww.w3. org/ TR REC- xm .
One or nore docunent_parts may al so be included in a message after the type
30 header. A nessagefigiy 2aver Gow diagramrsbowing htheadnbcdss @ficlanRandosgingeac

consi sting of agecdohicePi@IRAE: 2003 WO 001 55774 -20 PCT/ GB99/ 03091 docunent
i ntroduced by a nessage part header. The docunent parts of a nessage are
often ternmed? " att achigunidisa flowalisgmotshowilg disipeetss of desighdting b Ple@geeDoCUNMENt
parts are optional, n.in.nopst nessage ent.jnt pr esent
system The form of ﬁ%%%%ﬁéﬁ?% fam showin tthespbogﬁgffr@ﬁ?%“spﬂéaBEg%‘éﬁfm system
and is prescri bélctppictbijbofNadifg; st andar ds. A message end indicator is a line
consi sting of a singg marks.the end. of the nessage. as whol] e. The
nmessage end i ndi cat glt@frggtﬁg% gltg;dha éafndS%\?\m?g(t)}F pé%fﬁﬁioﬁa%%ﬁ‘@g,apg?geeﬁ 5t a
message accor di Ag Qréer Partyds designgedini | st andards (mainly RFC 822). ~ -~
Message headgrs) nes ri ers).and the type_.header are technical 10
déx'i ces useg).%mai nly lfl%??rzrggsl an%&g?ligg_rﬁ?ég%‘gl% pﬁ%%%&&é@“‘ﬁﬂ?ﬁ Heendment o€ enes

and serving as @oplecioniebil dftadinghei r contents. The nessage headers are not
signed or encrypted,g:; the matter within the i ncludi ng the type
header) is. The abovl:e@itrss%s?ﬁgn%}bé’r“f ‘g’%a"ﬁf)h%’égr PORSSE Odfyng ampendmestiofan o7 t he
form of a nessagkectranictbilbofdydinge m

Figure 27 is a flow diagram showing the process of granting amendment of an
25  electronic bill of lading;

Figure 28 is a flow diagram showing the process of surrendering an electronic
bill of lading;

Figure 29 is a flow diagram showing the process of processing a switch-to-
paper directive;

30 Figure 30 shows an example of an endorsement chain;



15 Operational Rule I : Form of Message A. A nessage shall be in the form
required by | ETF RFC 822, IETF RFCs | S21 and | S22 (M sy and.

| ETF RFCs 18;t.' and 1848, Farther, it shall have techn?{ga Fy préggg)?’
content as according to the specifications described herein. 20 B. A user
shal | disregard a nmessage whi ch does not conformto the requirenents of
this Operation¥OMS¥# except to the extent that another rHca/GB9sME0sIeS an
acknow edgnent of the nonconform ng nessage. Conposing a nmessage into this
technical formis .a task for the user systens, 25 rather then the nessage
handling unit or any other conponents mai.fifai ned by the system service
provi der. The nessage handling unit does , however require that the nessage
be in this required form It further requires that accredited user systens
denonstrate an abi | i {43! SoMp e Ormmu sEagystemimessegrdnclidingratssagdandy may do so

by providi ng on-cemearinfoRid®n, b f dele keolsBy ikl liorS @l b di y
capabilities, |inkage wth L7 it reglely in S R30S &0 1 03001
_7] _ local dat at Blnd document systens, and other functionality to aid
in creating a nessaggigud 3 8kabRSahAM Ml i ILaRhay recei ved
nmessages in this raw eran Aauser syszt gr%c&glgl‘e lc’c))tr?g'ﬁést}éf]g%/nﬁg‘ihfcngmt% nmessage
headers) and “exC&fstiteiwhich fggianeshooting, 5 only the to) from dates of

sendi ng and recei pt, raid 358RikBRlsuib LG j st. ln contrast, the
type header and docurrlgnts within a nmes 3‘53%?‘5’5@5‘5&5’%%‘8%&8&%%% doi ng
busi ness vi a t hahgbprpbpthemyst em al t hough usually in a nore user-friendly
on _ screen display.f I, f o of the e headers are usually
presented in nore rea abF£H3&9}5;E%vﬂ@l%?rfp%rg%’é%&‘Fu?’d$%1§“°69%$ggﬁe%ortant

and definitive rdgliveryof atdmamenonoiiceullopbncretnaiges rdfl3alperedion Sendlemage handl i ng
unit. 2 ? Type Headgk : @do | ow Three. principal user activities, '
i nvol ving the nessage?rﬁgﬁgil‘élll‘% G%ngfeéne%cé’ggéﬁ‘i?ﬁihg of nessages, the

i ssuing of acknow edBigenBSisetablesheving fortiane Hukitt andqNagfe Plédgdeafousal s t o do
busi ness. Regar diBgeb ' f es, .sendi ng a message from one
user to anot her us_ertl ggﬁhfﬁ&gb%?gg%cﬁg%ié‘%tg %%bﬁ%%‘ﬂ’im&tg’°§‘i§trﬁ‘°‘é{§‘°?ﬁfe title
registry with irpstinesorefusahsrentipnpéertonsement dhnin edcbrdand detivey 6fad Ghdomssmedt €at e an
electronic bill pf. lading). As noted) the message consists of a type header
and possi bly one or nore i ncluded docunents, along 20 with the headers used

in routing add proceEigurndg isheblBlevigeior Ragas Oideg Nagmk 0emtasiaindglnecei pt of a

nmessage sent thr the present system .a user receives a nessage

originating f rorr]:“:;i g&%},e,ﬁ o?/tvi%ﬁsstg? g%ﬁ@ﬁ?’f‘%%&é’e? °?9§E’E\W notgH HigWenB g

Messages) requi oébusinks rafesaletrvdtigofleadyisenent thaerRebr@and AeliVery JTRS SR entet NOL i f Y
5

t he present systcﬁmltego%, the . incom ng nessage was received. An 2
acknowl-edgnent is not an assent to any obligations proposed in the

acknow edged nessageFigirt 37 s a siblehowisy Tor diBwed ymdtandhi BertiAL b RBcRgSage
The reci pi ent

arrived in op atic form and not hin re.

at’:inow{ edge?or egreefnf) %@aﬁ?@' °r€'§§°§’éf§°é’"§\9&?1 pvap é’g‘?‘@@ﬁﬁiw’ greion ples t o
proceed -wi t h angndvrsnee simimeapbaddelivaryloh diBsSa@a: chiteResdi Ny busi ness
refusal s pursuant topa I ey F nd acknow edged nmessage, ~0 the recipient
of a message may notllg‘ﬂfe‘?@esa&% °§ﬁ%‘i‘gaf§%@f°“ieﬁ’é"tdg‘iW‘é@iﬂﬁﬁféﬂﬁloﬂahtends to
17 September 20@BmY¥iDs Olefhry/of aftioihdaB%ics) 3R Wandedk BusRess3Ghdal Bredtidn ESPONSE tO
t he nmessage thaten&Fhe recj pi ent %gs recei ved and acknowl edged fromthe
ori gi nal sender ZFGLE} Féﬁgbrﬁ ord gnd deliveny of an qndarpementchain regerd;, t he type header
of a nessagest akes OFigate 89 8 @ble showingtor £8fah AhdnbmeHt QIR (wid! B Gé a2

i nplications and c.oqttgnéh .Th?se .
version) the functional elements of delivery of attornment notice, allowance of business

refusal, creation of endorsement chain record and delivery of an endorsement chain
record;

Figure 40 is a table showing for a'Grant Amendment instruction (with a new eBL

30 identifier) the functional elements of delivery of attornment notice, allowance of business



5 differing fornms of type headers are noted bel ow in expl aining these basic
nmessage processes for creating, sending, and receiving 1
Sendi ng a Mesaage yr Sending a nessage from one user to$§§§@%§?m6?0@% t he
title registry consists of a 10 two-stage novenent: First, the sender
transmts the nmessage to the nessage handling unit, which then relays it to
its recipient WIBSSF@ssage handling unit checks and tracksrefdsams®age
flows as an internediary between all users, so all nmessages pass through
the present systemen route to their final destinations. To send a nessage
to another user or to the title registry,;sthe user creates a 15 nessage
wth a type header in the formof a sent nessage or SMsg. A SMsg is the
form of type heg%gr for, a message sent by a systemuser into the nessage
handling unit, aly Seafjen afspdorssment ehin tedoed and defivenyof a enlorsetrentrckati pi ent . Waen
t he message hangdBngnit receives a SMsg, the nessage handling unit:
Checks the nessage to determne if it satisfies the nessage validity 20
requi rements of an SN&EE 41lipgdeseriptiorSiithy ebryrs p emderatian eeceivsastayqeglt dreader, a hash
result of any dogidrRRtsors Bt &d e tinme of processing, and other

! | i heonlif
information. Stores the nessage 'n F%%“ﬁ%%?&?%%&atabase conponent of the

nmessage handping unit for a period specified in the applicable records
retention schedule. (A 25 Records Retention Schedule fornms part of each
Oper ational Service Contract between the system service provider and a
user. Either the Records Retention Schedule fromthe sender's contract or
the ultinmate recipient's could apply, or both, depending on how the

.(s hedules in their respective Qperational Service Contracts are worded and
t he options chosen by each user in making its Contract). 17 Sept enber
2003 wo ool ss~~4 PCT/ GB99103091 Returns an acknow edgnent of receipt by
the nmessage handling unit, if it received the nessage and found that it
satisfied the nessage validity requirenents. This return acknow edgnent is
a nessage having a type header in the formof a "System Acknow edgnent",
abbrevi ated BACK A HAck does not indicate receipt by 5 the ultimte
reci pient of the nessage; rather, it nerely indicates that the nessage
handling unit has received and processed the SMsg. If the nmessage handling
unit receives the nessage but encounters an error checking it, it returns a
type header in the formof a Bolero Non-acknow edgnent (BNak), where Bolero
is the trading nanme of the service provider. If the nessage handling unit
never receives the nmessage, nothing 10 is returned to the sender.
Accredited user systens provide a function to link each SNlsg wth its HAck
or BNak and alert the user after a BNak arrives or a nmessage remains for a
specified anobunt of time without either a sAck or a BNak. Forwards the SMsg
on to the recipient (or recipients) designated by its sender. Once
forwarded, the SMsg takes the formof a Forwarded nessage, abbreviated
5F$®g. 15 The recipient of the FMsg (the relayed SMsg) nmay be a user or the
title registry. A FMsg ordinarily differs fromits antecedent SMsg nainly
inits type header, nessage identifiers, timng information. digital
signature (which is the service provider's on an FMsg and the ori gi nal
sender's on a SMsg), and in its elenents having to do with the title
registry. j 20 Awaits an acknow edgnent fromthe recipient indicating that
t he forwarded nmessage (FMsg) was received. Figure 3 illustrates the fl ow of

~this process of sending a nessage via the nessage handling unit. To sum up,
the basic information flow in sending a nessage to anot her user or 25 the
title registry consists of ( 1 ) dispatching the nessage (a SMsg) to the
service provider, (2) receiving an acknow edgnent fromthe service provider
(a BAak) indicating that the nessage was received and processed by the
service provider or a BNAK indicating that it was received but not
processed or forwarded, and (3) having the present systemforward the
nmessage (now an FMsg) on to the intended recipient.



17 Septenber 2003 WO 001 55774 PCT/ GB99103091 -24 2 2 2 Recipient's

Acknow edgenent of Recei pt Acknow edgnents by users pro h1g to
Operational Rule 2. 5 Operational Rule 2; Acknow edgene?l?%gétﬁsﬂ%%ﬁ/ggng. | f
a user receives a FMsg nessage which is technically inproper, then the
recipient shall, if possible, return for that nmessage a UNAk nessage to the
message handl i Wé"@ﬁ? f4at its earliest reasonabl e opportuni tpcT/dRedesbar every
ot her FMsg nmessage, the recipient of the nessage shall return a C7~ick 10
nmessage to the nessage handling unit at its earliest reasonable
opportunity. Wien the nmessage arrives at .jhie recipient's user system
Operational Rule 2 requires the recipient to acknow edge its receipt
pronptly. The rﬁﬁkﬂéﬁﬁms acknow edgnent by sending a nessage with
a type header i er 15 acknow edgnent (UAck) to the nessage
handling unit. On receipt of the cock, the nmessage handling unit then
relays it on to the ﬁ_{_ll i nal sender as a type header in the formof a
delivery notificatio ?%‘iﬁ?‘)d? eippodimpeat of ghedmention ist riow describidivath g tequest ed
notification of #eidoiadyinddrh®. 4 illustrates this process. 20 The Lk DNot
sequence i ndigcates recei pt of the nessage by its intended recipient (the
reci pi ent spe?:ifi ed as the user who is to receive the nessage); in other
words, it shows L@_g&ﬁﬁnﬁﬁgﬁgessage arrived at - its designated recipient's
user systemin accordance wth the technical requirements prescribed by the
syst em servi ce provi dB¢ presyt sysenyisi tecnalogitabend legal infrastpiartio tomitatd iRilge adm t
that the recipi aphsdd I 2 age, has_.the.functionality necessary
tydyread the message %ﬁlgaer ik/h éf“lcygﬁﬁrq%ﬁ séd_geu%sr infrpAtion sphnglqey &y transter
contents. or agrrRs&eed and store eertein pufornzatiyn, abd b d@hi Seteinroftriles HRASTORERLS (S €€

Rul ebook) . AjdJA Indi cates nathing nore than the sinple fact
that the messageqé g?ﬁ?%/é%%g%&pgp%éé%hnq‘?ﬁgﬁ/ a‘fpld%}gsrf@sté%@@‘)ed dnforation, 85 it was
forwar ded from tdsfingdr bseRulebgalt whiclhss acprddaced furthef KBRRE. €G! foRAAR: VIR

00/ 5577a PCT/ (B g f rded. nmessage does not arrive as a
technically val ?%écgﬁ/%%tn%pg}s&g%ée&g%tn grre i\ ht}é:\&r%1 tﬁ?@éﬂj%yéﬂ CRSPAfIPT- abiteduginess t al
signature or is offeet of he funetionalityrnftheaicfatingiprbtturasdepddig heabilEor 8 ifBbRRd

returns at ehﬁm i of a.user. hon-acknow edgnent (LIl ~c) to
t he rressageyﬁandl i ngékunipr{l @ Qﬁﬁget%ws?&&é’fﬁg%gfﬂieg@kﬁm filso ﬁect‘tgﬁ HIOF@pI?d&y@etz) t he
j original sEndetlemnnemmtioe pocrit@s.niThg ogerdtipie r&l@aﬂehahdhu}r?‘é‘né BhdihPbn @
failure notifi cg#,;tgpusferlzsl\gotc it 'I;Il]e messa(gg ha,rl%l]i nq unit will also return a
FNot if no UAck I's received For Y Récseacyahiiie Rilsbogk. pndasealso eflecieddn  The
originator of thenpElsSEyespamyofsthe Codiptd: isPRaM us bl RihlMentidehIBSSARE

handling unit wil] I e default. The original sender may then
address the proﬁ{aes%agﬁéy@g?éﬁp%h the FNot as the reason for failure, 10 and

then resend the nessiges giver spkaal ateltiigsas thistdoidfen e Bded BRSOk,
illustrates 4ghe non-acknow edgnent process. Accredited user systens return
KTAck or U ~k nessages autonatically as each FMsg is received, without
requiring the rddipi Basic OmratiotebStpiiredidiPpaesséds Operational Rule 2 requires,
a recipient nmay onl yTgeend a L¥~k if the 15 nessage as received appears to
have a critical technicarctgff the presputsystesm gompyiseicthe pessegsdndlingjunidi thait ™ t hat
the recipi ent wititihegistraithe \GerftiandBase, Aeist b o FesHR &S 3Hthe Ui WaGs, L0 read or
be bound by the mess%%e orﬁ%nt gnds,t,o di sre%ard the rr_essagge. inply put, a
t~k indicates a fail (ensiPerbudlingunitis p s¥stam foppassipg sneciltelecuerininessiges auses.
whereas a setidebetvelrl syisReSteefs QiméHia thendBRls) ani NGl GRIBS s AL 1rBA Jruﬁnttdht%{
response wl | b% t;‘orthcon;ietﬁ(?s 20 due to human volition or ?na%ﬂl y to
proceed, i.e., thEESEFHPILATe Fsssases gpceieath Thompyesgharding pitjenised imtbhier Wi t h
the content of tpheenBgS@ges a?speoial- mdReEeeval FortrdnGhorifag Bhessddes g(gl fgé]vgﬁr’gant tn a
T~i feccam A rreés e ga% be received technically intact But’ huke no sense
to the 25 recei i‘“ﬁ%sﬁ B1OSBIpRINIS[9Eing e messegas wacersenti Jywerks closehnwith thelsat e t he
message to a budlataess toCdhadkeusts il‘iﬂﬁ’i%s.t'ﬂmet}ﬁesggg -ntililga&}ﬁtalgo%er?atsqeir Sa. buations,
t he nessage Jaay,be unwel cone or otherw se worth 1 ghoring 1n tHeTee pient's
j udgment . | P sudo dhertitls regisinaed theyser suppdrpiesantces vy sproial ferfates. Messgpenal
sender of the nessage that the recipient intends to take no action based on
the message and will ignore it.




17 Septenber 2003 WD 00/5S774 PCT/ GB99l 03091 -26 To notify the original
sender of those intentions, the recipient sends a type t form
of a sent business refusal (SBRf) to the nessage handli Eg%ﬁfem&v%lbgﬁ in
turn relays a user's business refusal. (FgRf) to the original sender of the
nmessage. 5 Figure 6 illustrates this procedure. The recipient of a nessage
may send the SBROUSSA ch triggers the FBRf to the origi nal roarabesisomni t hin
24 hours after the message is received. Any other convenient f . tine
period could be selected. The SBRf will be confusing and_ contradictory if
it is sent after the recipient has alreadys.taken sone apparent action in
response to the 10 rressage To illustrate, suppose that R, a recipient,
recei ves and dullé ackg gzd%es a message fromS, a sender. R then replies
to Sin a nessag 2 ALY $55der 3 PPRgy inglude atiashments vhirh are flosokedtnormtiet ursitsor t |y *
, R later |OOkSoﬁdr§uQImfgh@gﬂ@ﬁﬁﬁﬁg&,};[@me@ag{ld decides to ignore and discard
it. A SBRf -F~Rf sequence, after R s earl nmessage to S, could be
confusing or anbi guoUge UHE BEisIYisRsiabase hiinfawationsieated Bymi mdlmﬁtdm@débp
expl anation in lfedsd@s EdnB@nih@ ¥kt b GieR § s ence r by
foregoing the SBRLq tion engl ?e Iy agﬁmmornrp reggﬁjfonﬁgé%cg a?H&*Py gto
t he sender ex{)r FéSt‘F? f%corqﬁﬁ@ﬁmabwsuse@mommwyh the Mgalguleeidbmwicgand Type
~- Tpa~P Messagesofithe plR@nMBSSAAS shAN e A erent, functions
necessary to 20 pr ov?de ggﬁl gh- éssurgnc%lg#@ gﬁf‘o’ri]\é&ééeilﬂ# &ge(rzsem RO Blnct i ons
are indicated by"'?‘:ﬁ@mwlﬂéfl#éla&ers in the nessages. The varying forns of the
type headers have varyi g gdishiefik ger varyi ng
(r){gfjratl ons, often another nessage Hg ?‘%SJ&I%@“%}]@? elbeougﬁygtgmﬁléﬁﬁ S§ehin t he
sage hand! i ngfouifentity progerr @d7alshmnuir ueBss htrimeadcgspao hﬁﬁ(ﬂ&ﬁenf Isybténs;%uence)
Wi th one Nes$@gedetepmink R3GHHE 7TA in tes as able the
type header forms i1l ustrat rggrﬁggﬁagsgéggs rfcg effoén pire yc ?Tﬁ"e?sf‘gfrﬁaéﬁh’&gvmge
they go) and whafitt hey mean. The nunbers in Figure 7A refer to the nunbers
used in Figure 7. ¥re §fé Yo 00155774 P 99/.03091 Al |l of
these messages are digta @%?E}eﬁegg? AePRe AR ech &rq"ga nforpation, abowy; i ¢ al
signature that fFPE wes. itfelpcent userpf theopreseot eystemf bﬁll&ﬁﬁslzmﬂ M@Woudh@o&rﬂ'

si gnat ures and Y racti_cal
sense, an origi na gglﬁtswnfgg@goég&k l\fé‘&)a%elggg%@rqge Sipput b’éﬁgp@éggrﬁﬁm‘s not i on
t he ot her tyb‘g hstdierrsypriort raomlm beraddet ai dbsrreﬂcmxbemanemﬁuﬁfmfré%&uée! pe
header types ar I r are ti onal pendi ng on the
ci rcunst ances. e,fggrbéglge{ag o er ngwﬁ%B@E%ﬁmW%kI\?egﬁg"tsl‘f’éim%tbeé@é%‘i e all
of the type head‘e¢ssagf:rhandlmg\nattlzmdlsherrﬁﬁesadgﬁﬁvtchafot 66 MRAifsE t@o@éhnﬁ& Qsgeri es .

h 11 I :
deer oyst oms e praeblet Bed BB et M hipok o anedty RbTRSIACG e
"reconciling" 'Fh%mﬂlrrhitwn@ntaufmgmheﬁfseltrgspe headers i ndi cate the varying

di rections i which flow i,n the nessa ndl i ng unit. Besides
i.fgi cati ng rrfebssage flmg%v%%geac g Y P ﬁ%%ﬂ’é‘?en?aﬁﬁ @ finga cormmynicationsdiskent |

such as-user i ddnta fisteork caméctedlid)ttﬁ&ﬁdsmge anbmuhg dfnettﬁﬁd%psccﬁﬁﬁuﬂ:? hedwhe t he

nmessage. The ty t he nC| ns use t he server of
t he message hanﬁﬁ% F%Ségﬁ tth%f L@‘f&a §%f§‘§a’%1g‘8f S@%‘i&‘& ARpding sand ¢

satisfies requi rrmgsnésmgeSjmmgmnﬁﬁsagaMHmamng and routing, and
authenticity. To pr oy ﬁ{{] acklpﬁg%g %s urance, the nmessage handling
unit checks the type 0 °u5? ied & G“quP“%G?mﬁ?sdE@@@dle

requi red cont®entthe sysenr saredcd provillereton@X isef€ C Thed Ah @HAPENER, 3R ByRdnst Rese
cont ent

require
q m‘?ow?ed by third-party vendors and service bureaus, and need to conform with the
specifications defined by the service provider for interfacing with the message
handling unit, '
Figure 1 illustrates the system structure and also shows the information and

30 transaction flows between the components. Further internal structure of the title



20 2.3. Included Doc ~m Knt~ As explained in Section 2.1, a nessage

consists of a type header and one or nore optional docufpgkstenibkt28sased

i n nessage headers used to route and process the nessage. The precedi ng

section explained the various types of type headers 25 recogni zed in the

present system This section explains what the present system specifically

the message haN@I¥#§™unit and the title registry) does w t RCHGBHMANN S

included within a nessage. ' Docunents included in or "attached to" a

nmessage are incorporated into the nessage by a user systemin the nanner

required by Internet MM standards. The-30 M ME net hodol ogy provi des for

transport of the docunent within the nessage 17 Septenber 2003 WO

00/ 55774 _7g_ PCI/B99/.03091 t hrough_t he di gital communication channels

used for e-mail géfo%%ék}o,me{% Fleyre tjj‘bi TYype Btr"hggﬁéer impogqns énforgation fiayys| are

t echnol ogy, M Mmedmeing heitvequrusats, Bervising tﬂer@&Khﬁ}ﬁngéwi@Wclﬂ%h@ﬁMath%’ eling

t hrough the e- tiI srystem and it does not pass any information about the

document ot her tFaRSHRPOBATSRUTRRS ARdHTRR database.ang ipterastionovich the titldregistgh e- mai | S

channel s. The systenR&@rRf hésading e NS 0 i .not_scan

t hem or exam_ne their contents.angnge in%?ﬁ}t%ﬂpr?h{gp lltd%és g@é&gﬁnﬁr&%ﬁ %’% about

a document consiPEREETLYSers of the Paisers AYsigBbis telep i essapg e vip dire messmad@sl)ing n whi ch

it was cont ai nednitiwiichfchedk® it logdeaehi 4 a et.erm ne

whet her one docungni purportin étohb[ggs%ggﬁ&e%saséergre%g%ﬁ'aﬁ%ﬁxhgsrsagfgmfdﬁ%ed

i dentical . That “f ?I‘?ﬁ’t"ﬁﬁﬁﬁf ackppyledamenhefeactamessagire it id egstivéd imrordeno t he

docunent. To detasyurd theseHREHRAYmANS. HAGHIRMEljeRal dentical to another, system
fponents such as the nmessage handling unit conpare the "hash results" of

the two documents. ARFRAElPeheaAng thesonding usek suppprt EesouzcesEto beadmbotalsystemes sage

di gest”, "criopt QseraRdy i \ . "ol | ical .dgcunents,

w thout relation tqmﬁlﬁgell%u{gpﬁeg?%% hg’?ﬁ% %@Z{l S‘S.eg i?ﬁsékg&ﬁ‘g%cwegg%gw

docunents by a ddsatifigser yserdR.i Theeonlipabssosupporhresbusce? Enabliamenento lofX )p  Whi ch

uni quel y identi fo, ke’ s GLRGHE : ot her docunents |.ogged in

the system Accor(gliserrl uIge;ﬁlS %Rﬁgé Pé‘g%g]ﬁgﬁgﬁ%g%%i]eeﬁ rét:al;"c‘)a(r?\io? %foé'ylésffspﬁlf‘a&tgeg as

fol I ows: O ner atiBf &l mEAsages, 3nd-olmiie beiw for useDdfFee-pressitspaten? 3ll Rosughachgdocunent

that a user sendgep. st - - ity a docunent IDin

the prescribed for rrh? 5&%%;&6%%%t/ﬁ{?ﬂﬁn%%%%%g%kgﬁt&tb&gﬁ} %usﬁg%rgy F%Demdg?icgrﬁm a

general i dentdi f iifprmation aboytdhesysem i ndi cat or .

Regarding the changing of information in the user support resources and user

database, the information in the user Suppon resources originates from the enroliment
process by which new users join the system. After enrollment. a user updates its
information using special online forms available through the user support resources.
. 20 Regarding interaction with the title registry, users introduce records into the
' ' title registry by sending digitally signed messages through the message handling unit."
By the same means, they enter further information to update those records and modify
their status and relations to those records and the rights they signify.
While making use of familiar desktop applications such as Web browsers, these

25 processes have been designed for a far greater level of reliability and security than is

common in Internet applications.

1.2, System Security



17 Septenber 2003 WO 001 55774 PCT/ GB99/ 03091 2g_ The user identifier is
the systemuser identifier of the user who first sent tmsgﬂ@mpg ¢fto the
system (User identifiers are explained in section 2.i. ?le base
user identifier and any user division identifiers are |ncluded |n t he
docunent I D, but not the extension of the user identifier (if an extension
is used). The Wersessav4a i dentifier is a series of al phanuneripercha@eiers
whi ch uniquely identifies the docunent from anong all docunents sent into
the present system by the user indicated in the user identifier formng
part of the docunent ID. The version indiLgator is a portion of al phanuneric
text indicating the version of the docunent. 10 The above three
sub-identifiers together conprise the docunment |ID. Together, they forma
uni que identifier fofn% PSSR ecures|its lernpfinents ?!Nemfobyatlonﬁbm mEijy ot
necessarily be upique eXEIRkE . v ti 0 of the sane
docunent may share thttiauds%:gﬂirﬁé1 gocurrinac{eks ng}&s rrJl}gLEm P%@ rﬁ%l‘%éal ERE des

t hose basic conpBAEHY shegfingand messegaencrymiont he sender creating the | S
docunent | D can .choo i.ndi.cat or to show
that the sender re Rggsa}ﬁée&lg{jg%ﬁﬁ ol théo}:dgﬁg 8[ mﬁm ual?n“ﬂ‘égré‘

nonbi ndi ng, & draaf their gempany affdintions ﬁrlemafbstlga&d mdtqeméed mfdire upeR p'emndaocurrent
is successfully ” receiyv

docunent can r evﬁaggveltlﬁggﬁ%@e&r?g%? %ﬂﬁmma(’f?’ 'ﬁ{}‘qw%dé@eﬁetr Sé% ?‘gﬁﬁ‘ws‘f"gﬁ‘ki ng it
up 20 in the useepesiappess tof et cels, laElonf aaongamn famﬁiraﬁ@elatcgtdré/&kérpldﬂ? abl e

to review a docyjp the.repres ive must ( 1)
(I’fée a user |dent|s{l]‘§eértgn¥nrh§| caﬁ'ﬁgw‘?tﬁ%? l§srr‘rfgaf“e§“%°§$et‘&8?§ g‘ed’é"ér s
ani zati on and (2) Rmrdmg.xa&oume a&esslcantrdls;)ﬂiehenlxwttharsenb ghif Gbdekser landd f the
docunent to ‘é.l?"iﬁ cxmm t e division id lers included in the
ent

ot .
rel evant user |er%°ne%‘?1c?t(‘§3 Pﬁeé“m%'ft&'a s f“f“lﬁeg iPsthe BSEsdegidmais havi ng

25 a nonitoring rpcrtmvmd:m@é’urtﬁmeceas td@ﬁumg%toftkﬁ s§steneid tthkéﬁnd%udiféGUfTent | D,
subsequent nessages o0 the dogcupent its docunent
ID. If the draft i nd|Re afag?g ggcuglﬁm Q‘XI?HB‘? eahlt “ﬁ?@%‘ég@‘“ﬂ&?%‘?‘%&“?@ﬁq ace the
previously fil ecﬁodonnntsethﬁy Wnldm)armeig&tmyesxéiﬁdirbyrtﬂe béi@ns&mad@cmmntlay
identifier. %{ ?l |Slf the draft |nd|cator ;vtﬂdlcatlng 30 that the
document is f| na nga BIREW HESEARS? Wé(?glrusffv‘g ‘Fst‘ésglf ith Shefagssaghdn & Kayew . 17

Sept enber 2008 \MiodaBFitdlar BQ WRGCTkCRANAE 30 bager scagent M aNe difita Sighafurd
previously fil ednagl nd may send along a copy of

t he docunent. @E%nglntfé%%p I ts@ﬂ?‘frﬁtén&é&gb%&handl ing unit processes the

new nmessage, i t will Regmmkg msagiomumtchs&mg FBEyiHP GUATBIHL slghhiid &ﬁ&?r m ne.
whet her they are |detnt| cal th Pﬁ@w ou filed docunent and documnent
%"éﬁ“ Rt

ID. If they are SHSFrea%iEn mﬁﬁ?ﬁfl‘f“’ﬁ‘@ bERYESD thetime W§°”a‘hBI ~ k;

for the ShLsg sendsage wansigid and fiRQkieON KN \Grifl@GoROE plabd hﬂ{evidré‘s@nt sggtexﬁ et ur ns
a BAck if thgl0 messa e iS Vallg@‘éﬂg all other res Deacr i

iop of ~ument Tvvr?ré 0a TeFRe’ % IVEPRIEES s TeRipt ‘%n‘gil “Essagfclﬂ?eﬂ‘? @esﬁﬂﬂf’que
identifi-er but alasdiingnfnr NAtth@NseB@OGE thet MedsatieBnlyCUT # 86 vrifled O fYeel fn
docunent Type |s s%ePgorted as an indicator of form Docunment type 1ndicates
the business rol®¥f ™ 8he docunent as defined in the present system As of
this witing, the doRegidiig ydafe TRMyRRn A0 YheQbndePSF HREIIRRE sage
types defined for EDI FACI. ? 4&e denr'?l ?l catel 0?1 of U-P riﬁanﬁmiﬁﬁgﬁaﬁcatl on
of MPee~g, ~ The PHSOLIPLIRE message oo that py aprarsioal magieraiyaull nesde readabledyyl wers he t ype
header and i &l Uslieg tHl® &id iREHde & REBRAC Rbime RbaldyiBRSBfe P ERiIUIES SnREPONENT S

are assenbl ed

of encryption capabilities. users subject to those legal systems will, of course, need to
comply with applicable encryption regulations. That compliance is required by the .
force of the regulations themselves, and by the general requirement in the Rulebook to

comply with applicable regulations. The bresent system imposes no restrictions of its



20 into a nessage) the nessage is ready to be sent to another system user
or resource such as the title registry. Sending a nessag-psﬁbteprﬁ,ref.gb(gg ng any
ot her significant action via the present systemrequires the sender to
declare its user identifier. On recei pt of each nessage, the present system
checks for the user identifier and verifies the digital signature on the 25
message accor dVA§%85374t hat user identifier and the rel ated pabGBeos®y
certificate. This verification process is to prevent one user from

i npersonati ng another w thout detection. It also ensures all users of the
present systemthat only Enrolled personsjggoverned by the Rul ebook can send
and recei ve Messages through the nessage handling unit. Thus, a user nust
supply a valid user identifier and digitally sign each 17 Sept enmber 2003
WD 001 55774 - 31 PHETINCED 85ePS ovRion deshwolasy. ?thfdhwtw oracticel it of ihiasitsect i on
expl ai ns user i deplehbh@l gsanhbabeiiotsoflhBliah] v S gn their messages. An
information streamis the channel linking two digital information resources
such as a Wb br owsePomaRf taess sparity mpessienyorkauiomhanalinthuosoms teqeizemhe anasi St s of
si gni ng t he packetake (iRl aktions! Qe f .ar ou of packets
that conprise the stre,ama %gnﬂ&%e&%éﬁtcﬁ ger?ffl Plg?éﬁ?geﬁécg?e s.°8§‘rs&¥ PFBIe s the
name by which a iBJudedrvaie key safckdenioguprenmpt attiontaliter loOnge prent keyyund generaBecause
it is a nanme, thesssekudigentifier is different froman address, including
an e-mail address) and other attributes of the user that may be recorded in
the present system Regaplinetnrivate key,safakeepingras sectahd)eowplathoad] nsiapessbitict | y
speaki ng, identig -1 Lt ldentifies.a location.in a machine
{Wgere e-mai | can ét;%r@sregt(s:sg%t\e/lg(i& &Xﬁ_falelir'r%ﬁgbe%atad’?%es?fewla’lu 8m5“§tv?rgj leqdubsess, a
't €l'ephone nunbersystem gregesredigitad signatun thomgie s mathemaricdl frécess b@liffglthe adef’s | but e

L tr ot oo ny EAERADY jathumbd o iR B slgitne GUPTRIOP 6 TEI1/58 SEMBIT ompany.
That identity, dsamdcintddwith thatgmivait kepinheprastiaitysuratistakable heed Sidck @ffogel 1 Ot her

conpanies, is : identifier signifi.es. All sysfemusers are
conpani es, rat mthtcﬁ%ﬁnﬁ%ey ic%l“of:lr(i'/aiteothea‘l‘s‘eresnﬁ$l UERANET 1T YrEY Imagrant fackser;
representing a demprivate keflsereeand epureanithus e wayehiti 4 ¢heck-wekm! Bachide 3r

, alth . iated. To i t i dentifi find
out mor& & nf or matieonetl Bl b T e S o Byl reieh user

support resolfr cdéentificatigrenunrhms (BI), and similirsesisier procdaired fidlekeed pivkkegice to a
conpany di vi si or;e‘g‘;e departnent, and an "extension" noting at ever the user
wi shes 25 Figure il lustrates optional additions to the base user
identifier. The divi Régardirigtheorhpt héton afieMekin® Hheqnivhed Rey( i@ dedudity FHaz@dad €xt in
the figure) arekgﬁcolgco%tsiuonal .and determ ned by the user. They are entirely
for the user's conven SncE ARE FfafunRiyniscdy dhe é‘%‘&ﬁ’( fif dQieveky dis eertificihook) .
As Section 2. 4. 3memngibtelyns, digahegnatisasn beliite€ @Mt 98¥atd 109 tirs\RAtvkdfgGbnuser
responsi bl e §pr bhﬂﬁ ig@ssag.g reigar dl ess of what divisions or 30 extensions
. are tacked onto the TiEECeTHEHs T aociates that gExate keyepith @p Mdepicdoisen 7By 32
- PCT/ GB99/ 03091 Témekiny sliecuertifiedts, ithecuspy dltssdeiate RGN BacdhtdiSHivaR key! S/E
i dentifier when c%he ustﬁir 8j s .enral |l ed. Subsequent changes in the user

gauephp dietal signatyres by tht REYAOKRY aze ot ptbHeble £ thepgasfier at M onal

identifier are rareg,
change such as aevveatigeraA ustheansy@keareericte GEthP rared BlovideRs thy/ dePSpdld Wi | |

not recogni ze auser .identifier after the user withdraws or is e~cpelled,

or while the usekfyfeé'n Srspended. Oderational Rule | ~ scr~Q-pjving User
| dent ~; gr- Wizdn R~~r ~t-iced
') hiii: II ”- II .

Much of what a user does with the present system is accomplished through the
message handling unit. To send a message to another user, enter an electronic bill of
lading into the title registry, or to change rights in relation to an electronic bill of

30 lading in the title registry, a user sends a message through the message handling unit.



In every nessage sent into the nessage handling unit, a user shall include
its user identifier within the elenents specified for it7lgepidioetpdbgm 10
Qperational Rule .i ~ ~l~list~~e ofa Ucer ldent(frgr A user shall not
attenpt to include a user identifrer in a nmessage sent into the nessage
handling unit when either: (a) the user is not enrolled in good standing,
or 15 (b) the ¥XW&Hi4ervi ce provi der has not assigned thatparsssvspsdentifier
to the user. In the event of apparent misuse of user identif er contrary to
this Operational Rule, the - system service provider has the right to
return a ENAk nessage to the sender and r.gdrain,from processing the nessage
further. 20 7 4 2 ertificatPs anr~ T7igital Sid ~ - User identifers are
public to the user group. Any active user can | ook up any other user's
identifier in the user support resources, and a user often keeps lists of
common user idenlLfi &MessapsCompopafly address book for sending nessages.
Because users all have each other's user identifiers, the user identifiers
are not a secure neahsSNPFIEsEONSISE REMTeriesal compoderts puillusrated ncfigfko2.e, a user
general |y cannot. rel iaghdidurd Afi8tst user i dentifier.that a nessage or
docunent is gqenui nely si%hrﬁed b!)ils ’E%Q?‘sig‘g?°§bt§§a°’?/§°§§m{ ﬂtfeai%t’é‘i‘?'pimfefsé%i’ Yser.

Rat her, that 1 nfiBiSEAse beadhsumessize pdrt doadefsr type hindersisiotumentl st ald mesSdggnat ur e,
if the digital sSingfdicdiog. can be properly verified by reference to a valid
certificate. 30 17 Sept enmber 2003 WO 00l 55774 PC1'/@GB99/03091 -33 ? | .
Creating anri Veri~i Mgssagg hgagers arealinkis gift tekt appeiag ur eher Rglthing JfrO%hale CONP! €X
mat hemat i cal calgdsbaat kP Pute r.ggul warge nunber. uni gye to both a
qﬁ‘en unit of data agnd a g%tesg_&p%i 3gt gpﬁFer?/rfl) ey gfg “bilfﬁtrrb’g iciipfqgte to
ot'h the signed S9B¥ae ApW 19 mocess Yisudly apby naiing itk E@onténs-TY ), dhdickal sinilagnat ur e.

Accredi ted uger [ f Lonal it or creati digital

si gnat ures on neps%gpggégsqg th,li\?-b'? Ig;bqgned# Jé?a%éa% %}"b?%t tl?eem?s?gﬁﬁ‘%“g?’édfe Prescribsdh be

verified as its b¥i g#ndards and greavair spedific tdehespreseadsyd@ing Tay dﬁﬁé}ﬁh‘} @haagot her
[ igital

mat hemati cal prog&s$hit "verification". To verify a i si gnhat ur e,
a conput er runsqg furllcgtefdggnasg‘%en g‘%“r‘%ﬁ‘a SRR LR Hungy dhea Simplg Pranspertts to

have been si gnedreteedl is REEr 82D bf halnterneT Baginsefimeyek Paewll i ng unit verifies the
digital signature on : e that it receives and forwards, and every
user rmust verify t heRgéé%%/gcrg&%a%g\g/?ndléﬁa& S 3}°§5F¥°5F’°§?V¢q?§ﬂ‘?}? Bar in gegerdgnceressage
that it recelvesvihubpspacHightions fanMultipurpes Iaeettasid Ekgkidhs i (MIMES. MiMeT

syst em conponentg. all f _the.servi prQvider, if the user is to
be certain that t ﬁgeﬁé?ggg %:tgrlr?%rglzf‘ﬁ ﬂﬁ"ﬁ%én fg:%ée?g} @d JPB% ofidhe. Inpgmet
accredited user Engincesing Task FarcdcBmohpdrt aldelimiedibl b byadbhods itd %n@hiGjdedhd

si gnatures, and : o_autgmatical l.y as ages are received. |
Besi des veri fyi rﬁggéd\?%"tggg\%&é?og%agst ﬁ:ﬁg%ugbrf'%g%&g sr;e%éeéﬁag"‘rw hepdess et gi tal | y
sign or encrypt Peesefihed beths MiBiEtstanidris and bld @otSREHRIE thB REbsdnOEpspded on by the

message handjg ng uni §.. Th resent .system does not verify any digital
signature on such a éoty%folgeﬁgr)reér’lst < a"lféd? ﬁ%]lh messager dpis b PR efihiegneseage

decrypti-on is | éfhichtindi¢ats its @pk pacfubctivh vifhtr the pRRELNTRE andednbéy | %%---e) in
this speciali zeqwg glgttsgl e-n§,i nat%e sense, Irﬂgans a digital récord
i dentifying the er asgﬁgf’ﬁ\ éegksg%,a"ﬁﬁ recagds; (T4 type benderripspetific | i sti ng
the private key t4 Beomesse sylempili vétkainsk@a {agged o5 QehRh in Bidbrabith NG RY

is a large nunber unique to its

listing its publd . blic 25 ke

pri vatg key, pangx %ﬁ%ﬁé‘f@?‘é@t‘@ﬁ%&%%‘} flctupens typs sletimtions gepscribed byt serviee or

I dentify it<25pripwerider. BL is Biieetiou lfdrilgbe RubtaRl M@ bi8sckiBiIn @ EpeSifEioR ellftled AT €

mat hemati cal l'y r.‘E,I(tgt q)? B’ﬁ‘ﬁit j-ISCOVEI’I nE the private ke%rby_ know ng the

public key is comtat UP angiage, §KMER 1.0) V30, Recamepiendation; adppted (hyethe

verification yi SVetBWdpomstt CoidoRi@mUAd of i1d-FelRRRASdoRAL ﬁsis(ajvlilagg Sx{(if?x} laﬁ he
igrtally

digitally signed_ unit of daja was not altered since i1t was
si gned, and %ttp.”www.wB.org}l‘%/REC-xml.

One or more document parts mdy also be included in a message after the type

30 header. A message may have one or more such additional parts, each consisting of a



17 Septenber 2003 WO 001 55774 -34 PCT/ 3B99103091 (?) that the digital
signature was created with the private key correspondi ng té% {Hﬁ? tﬁ?bgc key
listed in the certificate used for the verification. That r i C

tum identifies the Holder of that private key (the di gltal signer) as a
particul ar user, and so the verifier can infer, based on the certificate)
that the digi t&’looﬂ’ﬁﬁﬂature was created by 5 t hat parti cul arrcrssmye/o3gr suant
to the Rul ebook, a digital signature is absolutely attributable to that
user, if that di gital signature can be verified using the public key listed
in a certificate issued by an the system.sgrvi ce provider and valid when
the digital si gnature vvas created. Thus, a digital signature is deened to
be a particul ar ser L. O(a) It is verified: The user relying on a
digital signatur ‘P‘E‘T’\t &m‘?ﬁ“q s BGiace park headert [The docyimentipass afnatessage s NOt
verifiable; (b) dftee t@red HidagdeRs"Vag chediped certifier: A
certificate which |d?%t| fies a non- edﬁ;ﬁegﬁg)g%&%ésg?r%% b Ié? YR HEEs not
have the private HbTE SRnBon inpmost inessapes sanf inahe prewnl $yste@ad'ht rinrer ences
that are erroriequ,sumd 2L Rdts a is valid when
the digital S_l ghat ure \I/)vas c?%a?éecg% @%{% egsrgézsmtérngﬁ%&nfssp(r%&rébea«?f' ecMVE n t he
defined term?si%# ds. A nmessage or docunent is "signed" when it bears a

digital signature thatm&abe ovided. in the foregoing list.
Further, if a message or doc urlrlgoﬁ{abl;ssS%gllng&nplsm}gtoqgéwlgfi deriile ong of the

appl i cabl e | egal MGSEGERT & Hbple. sThfegeasaheregd irtdicaton tsrthe ﬁaﬂmﬂtwa?ll@@ifovﬁdg b e 2. 2) .

. For a messageng L8 must digitally
( Ib)gn it as requi ?edt?ﬁesgﬁg?%b?gl al fn%&fcpe '}m‘?géﬁiﬂf g’ﬂ%ﬁi’?‘gg&? )di gital
gnatures). To sum Msssa@ hhagqri. ahessagg ipart thegtlens anC that e Real®SHEIRnNEAN 2

particul ar prg vaf n of, that .di gl t al nat ure indi cates
whi ch private keyﬁ\‘;\éfggﬁﬁ% fn'l;f k g’%"?nga?ng 'i’rf’cessé’f'?d SESRESP ts[’ieglf‘%ékees"lef??ﬁlaé@lt e

whi ch user hol dsse!matasmomamre fdmeghe:r Icmténtghﬂhefmepd’agé)ﬁéady@rdré‘ h&a&é@@ ort he
nessage can be n Rul e h'

Digital |l v_SS~, n?&\%&%%élg%u@%% é’%\t ?‘QF%’&I‘XR‘? headgn) seach message
sent via the rressagem?amw mgsummmzed%y oparztm‘ﬁapmme:rela&@@?a WO O ep{ 74 -35
PCTI GB99103091 (;p,g g‘; %, le i: Re~quirementc f,7r Digital Signatures
(a) A user shall ate 1 te igital signature using a private key which
corresponds ko the pa~blic key listed in a certificate issued to the :rser
by an accredite I fber . £h) t system service provider has the right
to return a eNAK nessag and refrain fromprocessing firrther

a message whi ch#4 diressage sidite 94 yie i re@iireii P TETH BFO 23, NEBF RPES #d;gpal Rul e.
1322 (MIME standards), and IETF RFCs 1847 and 1848. Further. it shall have

technically proper content as according to the specifications described herein.

) ): 20 B. 4 user shall disregard a message which does not conform to the requirements of
. this Operational Rule, except to the extent that another rule requires an
acknowledgment of the nonconforming message.
Composing a message into this technical form is.a task for the user systems,
25

rather then the message handling unit or any other components maintained by the
system service provider. The message handling unit does however require that the
message be in this required form. It further requires that accredited user systems
demonstrate an ability to compose messages in that format. They may do so by

providing on-screen forms to fill in, text editing and display capabilities, linkage with



OQperational Rule R~ Vet; ~i g ~Yl cagec Received A user shall treat a
nmessage as of questionable authenticity if it is not sigpedptethdéf©bo3d0 may
di sregard a nessage which is not signed. Operational Rule 9. Authenticity
of doc: rmentc A docunent sent in a signed nessage is deemed signed as
received in that nessage, regardl ess of whether it is signed as a separate
unit. 1S ?.4.2wR.0063tent ation of D,j,gital S, gn~t"rPC in pirGeytgosr~ AS
menti oned. one of the principal benefits of the present systemis that its
message handling unit tracks nessages and provides for assurance of
delivery through message acknow edgnents.,;To provi de nessage tracking and
trustworthy delivery, . 20 the present systemacts as a disinterested
operational internediary between users. The -. process of sending a nessage
from one user tdo@h@athasesiagd doqvmienti systrep a8 qlhentiectamalite se idkig drdatingS@ct i on
2.2 above., The nq)ers&?gnt section explains how digital signatures fit in that
sequence. In each step along that sequence, the sender digitally signs the
message. When 25 t heApsersesim silbondmasstindispldyakajred mesags agis(thw edrkidi N9 an

el ayed from t ha st e B ashey & Farerpaet st it exbemionebisthopttenar dod
nessage attests only thhie, fremi datealoi kintliyig @fid febeiptOsdGubjadt heRBE BbldSnSledNa, Ur € on
t he ori gi nal NeSSALS: L is figure.illustrates this sequential signing and
messagi ng processrren 15 g, %ﬁ%e@dfeﬁ%“e%‘ﬁgrfsswasammfmg y 86 As
Fi gure 9hs hg}/vs, doing tnsissagn tl(;d prgsemcﬁygbmﬁilthsﬁgn%sﬁmy iﬂ@dn&ﬂu&e{r{f%ﬁfy - ”) the
nmessage handlin ni t. procgeds a sequence of steps as follows. I A
geis_ age i s sent g;Frgent (é%%v?afyo %gﬁ_hsté‘? h‘g‘q?irqr}éﬁ’%ﬁ?‘? brgdais e ughally prgpanted 48 gns  and
ends a nmessage mae tehiabkBag§ Y tRMEddeNBrWPidy dnQipdrdhiVab dbfihiveQolk ihe

reci pi ent. 510( 2), The nessage handling unit issues an acknow edgnent in the
formof a poSi tiQ?(YJV°§Wﬁ8¥ﬁs§t§ﬂ¥£ﬁl‘,mﬁ%¥ﬂaﬂ@ﬂlgtuﬂﬂ-as a BAck or a negative
acknow edgnent referred to as a non-acknow edgnent or HNak The nessage

handling unit verjfies the sender's digital signature on the SMsg, chec~CS
its authenticitmﬂﬂ%@%ﬁ%@ﬂ%a BAck to the original sender if the
message handl i Ng UNi Thie¥ BRRSPaY uleBhidvirRs iﬁJaﬁng ihgln&eéagéﬁalﬁﬁﬁ' Hnit Treth@! t al
signature, and finds tfhe content in correct form If the neSsage handling
unit fails to véF’f%f“yﬁ PrEesyegh 1thy issyinghak ackaowedaments yof geceint g handling of | n'
form it retlsr ngefasaBlto-icklsinesshe BAck or HNak nessage is signed by the
system servi ce provi ,..(3) The nmessage is forwarded with a forward
nessage or FMsg. |f ??érdg%é'efsf“&ﬂﬁgt oo messpgss ngnding adngssage from ane user o ed

di gital signat uraBothét@sdrr toh ﬁr%mﬂhﬁéﬁ J-eXOLPJeQP&; aéil% tftfgrr%@'éué/gﬁglggﬁgt%gmg

handling unit returps a BAck to the origina der and
message on to i t'SPUIFP Adinstipbies (weh assaeate anpipgigonicThih ofNetlige) Asdiotsidi the | v
signed by the sysdhRBR SRV 68 PNhdEind phRNy SleG iR LDl gat es
that the ~qu% i's _frorﬂthe ser_\',;/)ll5 ce pr o?/ipgerc,yar?g’lr?ntg}eflﬁérhlgﬁg?%gﬁtggfgﬁ hat t he
mgssage handti nd"'@rﬁ“’t eRdeEs Yspdip Equtipe andipracpssige theanessegeder ' s digital signature
on the original SMsgRegafdideh SckiRGE®E ] int2 Or REHYk n vides. On
request, the system segiiﬂal ng prqvi%qergov%lft. pro%éésg{ggrsggtf Eh(%%(é% htg{ %resen?
verification in SEteRthshe usepfeesives pmesspgs arigingting fr@es fellow u@opemtion Ralbe
original user's as{gRASHERiRNEML bl . LS: ilabl e gn request)
fromlogs and records rracfghnt%ai ne%%y a%ﬁ%ap%té“rré\?:v@g r%)c?g\gl:égﬁesreepoﬁeﬁgfs@eﬁﬁ%s a
type header for M%§ie8Y & noidy theameseteySivs ghat Ittt incomisg chesshget wisMeepived. &xi St .
Al t hough t heyssulasitRiiciedt YNEA t L Sin N 53 iGmBL RS the
sanme, the FMsg reflectg_?;s fo%iag%ma%}nfygg&a?ﬁ% I%éspotg?jd;mgg 3‘%8%‘%%_%8% der
run parts of. th@sﬁggtlémﬂ@b)nmqunce thai the medsagera@d/ed il propes) @mhdndal i n
ot Oyt he o dornf Gnd Afhifd Abk T SRR WBiB0chlS i Po Bl melEg SETRO P°
the recipient declines to proceed with any business proposed in the message.

Regarding business refusals pursuant to a received and acknowledged message,

30  the recipient of a message may notify its original sender that the recipient intends to



17 Septenber 2003 WO 00/55774 PCTI GB99103091 _37_ (4) A user acknow edgnent
(LrAck) or user non-acknow edgnment (U~lc) is issued, On i e
FMsg, the recipient verifies the service provider's di gﬂ??lgﬁ{s%bﬁgégég on
the FMsg. If the nessage is properly received and verified, the recipient's
user systemresponds by sending a Lick to the nmessage handling unit. If the
verification f#0%SH/4 a technical fault is apparent, the recrgBesnss user
systemreturns a Ut~k. The L7Ack or UNAK is digitally signed by the

reci pient of the FMsg before it is sent into the nessage handling unit. (5)
A delivery notification. (DNot) or failurg.notification (FNot) is issued.
When the nessage handling unit receives a LrAck, it relays a DNot to the
sender of the 10 original SMsg, If the nessage handling unit receives a
UNAK, it relays BXFROACYHY hessronsegiontie messaber thatThe rBiijgient oras Frbdatved aad t he
case may be, beafcRnoWiigdl fBint @k oSdigianlil,€ Oof the system service provider.
and that digital signature attests to proper verifiability of the

reci pient's digital 3PgHEtW tesritrenbasichoktions. the tybiheadsFloga Mesa@aRkebandl i Ng
unit handles a ; ref.us BR. f) from.the 15 ul'ti mate recipient
inaway sim] aﬁﬁfguﬁﬁﬁﬂ g&ye&}%g‘?ﬁﬁ“?"f‘%w‘ nh%ﬁ”fmﬁ I"“F‘ﬂ§?‘?1%{¥-i heese he
message handld ngliffgiing fenms\ef typietheadetsearelingted atlowiigegilditing SHeGSasie NRge 7- 4 1 -

AE .nr ePr 12n ~P%L€3‘S@9‘fl°';&yati;é%%ﬁnﬁﬂ%ﬁ%gfehgvi%xggﬁeg esent system a digrtally
S |

si gned message and the docu %%gal | y deened to have been
signed by the user listed in the certificate used to verify the digital
signature (See Wl ); Operational Rule 6). All persons using
tAfe .user's user 1dentifl private key certified to that user are

[

Yefutably deened t Seridinge mebmgeiiin o syt 16 RREREEHY tHe Gile BRI caASkS of £ DE

bi nding 25 oyt L I ok) . A private key is deened to be
certified tomt hg@ agtggg ‘f‘é‘%?ﬁ‘gﬂﬂt‘éﬁﬁ es“zhi‘éf‘ SERUR the mestaee, 19 Shesmessagn hapdlingof i el d
of the subject funis)whi¢hthen relaystii thiits akcipienOXThe imefsag®) HdRdIMB Yiniebietks AR fRREAT

wi thin the subj E'aﬁtm%séagi ﬁbwsat thet us%r' sDFQ@ti o[‘u in cooperation with the

i ssuer of the certiticate: THOJLBENEY seivryel! tssrs Bellrasepgesrapstheoyen

i ndi vi dual repr dsemesettisysesgn @frodtb® theiffhalte@pimnkigr 2003 WO 001 55774

PCT/ GB99/ 03091 user and their keis and to trace and audit individuals'
activities within th& GE8A BesHes1e pother yser ontosthe ftlerpagistey,) the pser obatsreqagpc
anrl 11 nn,."130" message witls£type Keated iif\fle fORE SALGHt Méssagh Bﬁs@&.sﬁaﬁ@gf;%&%' g unit
may encrypt therrg ifhtgey W sh. Encr%}’pti on is not required by the | ebook,
but users may cHb8®EGagTdoramastacspeatbynusystemaisar i Wermessagt Handling enip rmh ent
system the usero bidethadRm RGOS uMatdBlipie, USer or a .user representative

is authorized to enc Ft messages. |If so, the ~ user or user 10
representative may eNCFYHE Misegehgudling pnitreceiven p Filss, e pesspeedandbing it cat e

listing the system SEke¢k< @heP nRVdaBe o AfuteSRS Clel RELsi ceipt of .that
nmessage, the, message handling urzlllgkte tcc)iecﬁe;%'?lg {ftf?ugsalmnfggitpg ‘B?S?%t\éﬂ'ﬁ*&y | f
{hp message tandfd" Pmeniof as&¥gs on a nessage (such as an FMsg) based on the

I'icom ng nessage, thg ndl i.ng..unit.. enc ts |t _using the.
recipient's public Key iﬁ%gge ?ﬁ%@dﬁ?gg%saﬂ'p? H%aﬂerd%@%/sgﬂfm'ttd&@i deusents 15
private key. Opérchdedmal, thRtiie ofl frocessinigy andAviRs még@aioha t he extent pernitted

by lain, if a user e s _a nmessage, the user shall do so using the
public, key listed i%&%X@ﬁéer fl}efsf‘%eafré%{)?/rﬁ“éﬁf‘gez.%‘fbaiea')‘m‘i‘l’é‘“‘?“éé\ﬁéhe IRESHAEE

accredi ted cert ibhndéing unit fof la)pediahiptified i e ypiodR fetlcredhidischdadiscal es t hat
its public kﬁy 'ﬁworpsel{elf%%gn g&\regurl]ec Fo¥rgs;[ ;Iwa?tndf egcrl]deperational Service Contract between

the system service provider and a user. Either the Records Retention Schedule from

the sender’s contract or the ultimate recipient’s could apply, or both, depending on -
how the schedules in their respective Operational Service Contracts are worded and the

options chosen by each user in making its Contract).



(c) is published in a recognized repository. 2~ 3. Publi . KPy CP~.r;f..~r;
.", Public-key certificates are used in the nmessage hantit §ggtethibet 2003
establish the authenticity of nessages and optionally providing for their
confidentiality in transit. The authenticity service is provided by neans
of digital si g@gto%%s whi ch depend on certificates to associate the
digitally sign 4 with its signer. In providing 30 conPECHERIYAW ¢y
service) the certificate is used to assure that the person establishing the
17 Septenber 2003 WO 00155774 PCT/ GB99/ 03091 -39 confidentiality encrypts
the confidential data by the public key 88- the person who is to break that
confidentiality using his or her private key. 3.1. Basic Rnles and , ~~1, ~

As Figure 11 illustr@tes: .l Qwi ng. rol exi st regardj,ng certificates,
i ndependent of ot her ?lo__ez}sn %évagdgﬁlé?ts n"’??&gsﬁxa@%“ieffa%%ga\_gha b dhitstry,
for exanpl e: Theecqiveslthe messagehand domdahyy it huitfiell SbIMSssaR MalidityCRE@®ment® Ot her
wor ds, who crea ol signs certificates, apd.then sends themto
t he subscri ber strﬁ?sr?g&g %%&Mleg%gnfﬁseg%‘ﬁ?é?i Bape ¢ Sypediegdse iy thegform of ger son
listed in a cer tysienatdnaledgrentiolbtieriaed pAdk. t herdd dotahe: ik@YatCRES %20”0“ ng
to the publig k?’é Iltlsted in the certificate. The Subscriber is alsoO the
person who cf eat &< YRT fesipiegy @ﬁ% JRestees; dather; Honeselpyndiqaies thatthe messegee. The
person is ternebandfigy GrifURE Gedelved and\pikséca iRy bR, 119 s Lsted in
the certificate, and the "signer” ensreef errélg% totasm%{ggggpﬁl‘a& [ gltt al

si gnat ures. TherREYSjithednessres Dut prcoumiers presrvn checkingih dtretiine 2 $ipg headerdih t  di gi t al
signature, afteforh%fe B8k Qbn-8kn ' i%ﬁhg ' . sends that digital
iﬁghat ure with a message to the ér\{élﬁd ?frel%_(par ’%ﬁ%ﬁ%&%@ﬁ @f ggdsl?%gmﬁﬁ ital

si gnature. The WRepgrviagprPeidary Ifitieanesgage handling unitmever Reeias theltesshig€linbMing
signature ang t RGetmald b b t blish the authenticity of the
digitally signed nes séatgfg{.e%%ﬁgr' Fggﬁrg%l{e 8?e§s}f5tsem§pf?ivjd%ﬁﬁwt§?"6? y%?a&lb@@s@ I'n
verifying the cwithitf RchbepNakhed A6t Rebyr aer PaRARASROM Lhakizaidhatta 13- dat e

i nformation aboute ht‘ls cur roﬁnt va‘%i dity. - That . information is ordinarily
obt ai ned from aff OHFY 1B ¥ BEE Siow ittised Biskore B¥akcer ti ficates. and

i nformation about t Fefwardsiiid sMliyloR &S Mk Yeciient Bk BRARALs) &esfggétéﬁ‘?@ & gRository.
It provides sup§ort for the process of relying on certificates using

i nformati on obt SRssarHrrdsds thmd'sg takepthe farmofi e Fervarddd okesvege, shbmviaeed. M5 These

certificateqsel etLdcihlh rgles in the message handling unit
as follows: The onl ;‘BlActc;eo?égl tegrz{hgsrél}pr%d gﬁs g?é?a?'i%f:iacué'fre(’g tﬁ%&f%réglﬁt?’yesént
systemis the sBfsg adngpilpdiffderfoni iteantdchiznopesaiaily of itd e MaB&GCRbssEXSt €M
Qther |ssuers coul so. be .accredited i n due course. The service provider

4 _al ed | -0u ;
Hefspiirging ipfarmatiqn. digital sigpatire Sehichis the sewice proMideriseqn anand t hat

.1
perforns the isste

(L:B?tS r5 571(7:'2 pzf 8vi desctdne tidesriginkissefder't Bh & sli€Yd) Bdnld G BélBments HalinpeP & WRR the2003 WO

title registry.
'-'.] ' ) 20 Awaits an acknowledgment from the recipient indicating that the forwarded

message (FMsg) was received.

Figure 3 illustrates the flow of this process of sending a message via the
message handling unit.
To sum up, the basic information flow in sending a message to another user or
25 the title registry consists of (1) dispatching the message (a SMeg) to the service
provider, (2) receiving an acknowledgment from the service provider (a BAck)
indicating that the message was received and processed by the service provider or a -

BNAk indicating that it was received but not processed or forwarded, and (3) having the

present system forward the message (now an FMsg) on to the intended recipient.



PCT/ GB99/ 03091 The Service Provider and all Users are Subscri ber/signers.
Everyone who digitally signs nessages sent via the ness J nit is
t he subscriber of a certificate by which that certifi ca’?g%(?g%eér\?g??jfi ed.
The Service Provider and all Users are Relying Parties. The nessage
handling 5 unit and users verify digital signatures and rely on them The
design of the WOI¥sH# handling unit places its operator, theTRESYENISEr Vi ce
provider, in the role of relying directly on a user's digital signature,
and then forwarding a nmessage bearing its digital signature to another
user, who in turn rely on that digital sigpature of the service provider.

I f the nmessage handling unit cannot verify the digital signature on a
nmessage L O by reference to a certificate on file, the nessage handling
unit returns a BNak to the sender and does not process the nessage further.
The message handlj ngpikdit s bl L ¥rsians all messages that it sends.
It digital signature 1S veri pre-uy a “tficate distributed to all
users. This two-stagécimowledgmentshydescprotreds dctordiiediOpratieabRille 2N Secti on
2.4.2.2. 15 The service provider is the Repository. The service provider
keeps all user certificates in its user database. Wen the nmessage handling
unit verifies a Qeritived] Rale gnAtinpweleddiic el Mefigedshe needed certificate from

t he user dat abastfa.j avgﬁen a.user_verifies the service provider's digital
signature on a HeI<SHEE FYven R EYPHEessage hich At technicrlly imtapem thab B treaiient

rel evant certifishal, ¢ pbssivd) il fd s ERES & B mestd) ew't{é »@?sﬁ.'e%a%’hw%" re
oversinplifies ~ what happens 1 n the upper part o‘% t he di agram f&tever. 1n
(I‘?’ﬁUI ng cgrti fi %{’%@f"i‘t%@oﬂ@éﬂ}wom%ﬁ&es on ihnfor_ mati on obt ai ned from
others and on the gprolr L rs enter into contracts
for use of the present gggr?'teprr!%gggf %%réyﬁ'lf’%mioﬁ eh"éesﬁa%rs}'ﬁ}fﬁe{fﬁf' ajgicl o
Certifi . prPlOA" pressage ro-the raessae b@ndling irtradr @s asliat Busghibdd opperaiegl Whi ch
identifies a named person with a public key, and contains other information
needed to manage and |limt its use. An |Issuer undertakes significant
responsi bility for tWaen theonessige amivesnatahec rtipieht’ CabesysiRcopiiora! il

Parties rely on jf es, to.establish the authenticity of nmessages.
17 Sept enber 206%3@&8%%%{2&%2{0%0&%&8§5§Tpt-"~rimﬁ‘ﬁe.lq’ﬁdf°|‘fé"ﬁf makesyhigt 5
certificate is acknawledghend bpysendiug & inesdagowithfa Spelhedderain e Giat s £ ugp t he
certificate.yqd n g ' rtyficat a certifier digitally signs_ it. Wen
usi ng the certi fa%%gwg Q%Sgn\t/gt?z}c%u‘)at ‘afﬂgﬁ%ﬁ hapdline oyt é?“ g"ﬁ"ép‘\)’é ther PRk heist
verify the digi tnadssagé bemdling @nitfieri 1R i€ 6fi td fhe GALiRal séhdetedsQr iR G RET t he
certificate is %lthefn' igital signature on that

ti,c. To verify 5 the d | .
certificate, the WV af%ieg‘rverl’fg"g%{%;&?%@”?@' gfrfb? prader of the] qrigingt BMsgoregupsigiin t he

Vel
necessary publ i molifieatiest delscri ber identification. The digital signature
on that other certifjcate nust |ikew se be verified to establish its
authenticity. VerifiE&FaAusKes thisprogeses a chain reaction of verifications

(of the digital signaThy fckomict QkduehdeCiliBstes regeint & T i ne

“ending with a public key that i s&.ree-lei abll eS‘C‘i ?eﬁ%%t- -btg?%begsé rtgff‘iééétgpdfg Fi gure
12 ilTustrates tefiRieR (B¢ Fecipieacipecificd astthe bsei whe Grietriceivs theenasmnge)! medticr f | cat e
chai ning". The RyiRek sifws tlat B Smad rrificate.chain . in,other words,
the number of certilicates to m‘%ﬂ"% ggﬁ\'f’ﬁi Letrqgrc}gség[mtféafe«sllpwf“rf BFFETR o
verify a digit alin geeprisnes withite dehmicali raquiretnynts fpeestritedicly hé sydien Gervickf i cat e

and its antecedei,pg,,&]'n hai The nu r. vary fromthe three
certificates shown ieti P ge%frﬁlpggg%ﬁ ia()rﬁ‘flp‘ir%%ﬁgss‘f&%}/“.“bﬁ‘f‘%f‘? F&‘P’é?mn&’ f83nt anr |
MPani ~ ' A L~45Catthe messhgd, dias Thee imGidn@lty @0&ksd¥pasired @F B&dek forGRIE Shas S

st andar di zed miiléﬂl:%e% 0I TL{. X. EOQ, and certificates in the present system
conformto those ot argiar JeicePRAY AL conients. ok agrras WHR o aspepis aBY plliggiiap in
certificates arehdinessaparsed RuicdsokX. L ORci2Risedudfce illi@led AbthBBMore than the
Tel ecommuni cations Upion (1TU) fornmerly CCITT) and the first of the series
of draft st andarsH‘épl‘b%c‘ttH%t thensssags api ved aep taghniesily valid message.rexectiFgitvesr i ng
~Task Force, entforaied i‘r&nmr&gﬁﬁs}sﬁgnpga@w@&d CRL Profile". This draft)
termed "PIClI X-1" in this docunent and el sewhere) has been highly
influential although it is not yet finally adopted. 25 The certificate

st andards) however, are quite open-ended, and | eave nany details to be
defined in specific inplenentations. This section describes how the present
system i npl enents those details of form and neaning.




17 Septenber 2003 WO 00/55774 PCT/ GB99/ 03091 The cust omer - provi der
relationship between a subscriber and a certifier is teqp@dnfember 2003
"certification account'' in the present system For each certification
account, the certifier (a} enters into a contract with the subscriber, (Ii)
confirms the a&g%lgsﬁ% of - facts to be used in certificates) and (c) keeps
a certificate acco history. 3.4.1. Opening Certifiratin§CHReBRO3H- ~
The certifier opens a certification account after a user is enrolled in the
present system pursuant to a service contract with the service provider.
Precisely what is ' ~ ~ "' required to opeéi-that account depends on that
contract. 10 3.4.1.3. toing .ertifieatinn Arrn"nte The certifier or

subscri ber may cl oseye L i pn account as proyided in their
contract. C ogur e of H{tt%gfog@(;:&g%&{e&g enée%F%'i‘q??m[V&“H fFéﬁ'B%aYlY Hehd-Bisermrseeand vi ce

versa. O osing ducethtr fehs ab uoverifabtodigiial dRKOGT is bV HRAbS RERENEPL] Ment of
the 15 subscri bq_ﬁsa%earegsiert otf the present systen) although it may affect
the ability of the uSer-ro UEE™f A&PEiegdeningas forp of a s glonpeimpwiedgnirat ause a
valid certifi catenkptorthambssRd hfisLng. Mhe SR8 Mn@idNRi bandl i ng
unit. 3.4.2. Certi, ~cate T.ifP Clv"(l N 20 Figure 131#2{?15%??%5%% Srfcl’qg‘howi ng
how a certi fiPcatBsipAgender awmessage sentaining 2 type hdgder omibs formlof d falhemoaficast ed by
its subscriber, apg)." fiRHEsR BSd b e D Q. s revoked. The
subsections descri b)e the eveats s 3{\%}%“%“%3‘?‘%{@%%%%‘?{” ﬁ?&g‘?éﬁf‘&d fetail .
When an account thesmespagnexithiran timeoutiratiod: eThe brigimit@® dfhd ER4RR RASG@N 2

paper and i nk- sig together with certain infornmati on provided in
qr\§| tal form Bglggﬁg‘g’g%@frﬁée qceH R'f'"qhgg MR [Eﬁ? %‘&,%Y_t $éuly Brecoriginal
babl y has no sendenmeayotherdidgiesaiht problegirhdiguted i @et bt GEIHE réBEHRS failueO t Ni S
initial or "jgoo ] 8 re c(g tificate agusé‘ be requested on paper. Odinarily,
this first certificate DecoMmSEagafs anpsrarionag pisAtd mai nt enance certificate.
The certifier may pubigirsh iairite (eeriohiablinoRle@8mdn pcdse PASEdIREY user &ysilhe
subscri ber 30 pgrtrrit[%cgr the contract between tﬁe subscriber and certifier
provi des for pubiieator! Wak7messasess sepatiogltyzasesch OMsS 7y 4eRivsd, GRIBLD 3091
-43 |'f the safek@eﬁhﬁge@éciﬁiéﬂetosé@wdc{?&{' s private key beconmes conprom sed
or in doubt, or if the subscriber ro |onger wishes to be bound by its
obl'i gations with respeOpPeraipnal Rule 12 repwirgs.ca recinient misy coniybeand shumkdifrtsgyuest

the certifigs t %eEs@%/@iﬁqieéeMd & e&r-k ftd %a% g:cg’lei%.?al/%gﬁlti&{aﬁ?auit.nx W g{pglarnfgp Ee bound

certificate. so that neither the subscri nor e cer

by it any | onge®sed® indisate ghabtharicipientiwishesmot torhakeeretdived tipvadseuge Gefubes id cat e
unavai |l abl e, evelqbhpYednl e || y.unreliable, if.is inportant-
for the Relying Party f%c%m?:tﬁé?&%l‘%%gg{é’ﬁbnsﬁnﬁ Solr%dlirfgﬁdethe fnﬁss?ﬁeglmp?y put, a

crl Di stributi on"& ndisatgsi afafure in message tdeliveryfor tiperentt tachnichl-causes. Ghetesd 4 Cat e
has been revoke sage i unj t rforms this check when it 10
verifies a digi ?%n!d;g?ogﬁg%a; .S_‘"%E@?aﬁ%ﬁﬁ “5_ QT TeHROBS; Wil e foraraming|
signature, i20c| doi wghunk@ Vofifidti 6€inBBiRY i 18 Procedsli Bl HR! redhigit Aokl ﬁot‘\@iﬁﬁ g'essage
forwarded from the rressaa?g‘v{g‘andl ing unit. the user nust veritfy that -digital
signature and cREBIESFye B hohE contepyobthemessegs. cat e used for t hat
verification. The subscriber's user systemordinarily checks for revocation
automatical Iy, without intervention by the subscriber, 15 but the

subscri ber neve Slieed "’ SUERSSHAFUANYTQ ylceggassure that it does so.
Operational Rerle |1A-méskekhdyObd RkeilRRAVRARMdaM intact but make no sense to the

25 receiving user, perhaps because the recipient cannot relate the message to a business

context known to be significant. In other situations, the message may be unwelcome
or otherwise worth ignoring in the recipient’s judgment. In such circumstances, the
recipient may notify the original sender of the message that the recipient intends to

take no action based on the message and will ignore it.



When required to verify a digital signature, a subscriber shall check the
Repository listed in the crliDi stributianlbintsfield in i (or
in the issuerfield if 20 crlDjstributionFbints is not i W,ﬁ(}é@%@@ﬁr?@@%at e)
to determ ne whether notice of revocation has been posted for a certificate
necessary for W?ﬁ{g/s epification. Wen the subscriber encrypts information
usi ng the publi &y 'listed in a certificate) the subscri bdCT&RUNP1a| so
check whether the certificate is revoked, 25 although that check is not
currently mandated by an operational rule. Revocation of a certificate has
only prospective effect; until revoked, a&2¢alid certificate remains valid
until it expires. Thus, a digital signature created before a certificate is

revoked can be properd.y. yerifi and, anpt her, user y rely on that digital
si gnature and hol d rjs?plg\rlllg{ %1% éﬁ%g?l Sepdef ﬂgthg%’é‘[‘?i“i‘%é?&? Festpisgt pands paype
certificate usedhdadsr in ti7fosepf entre budRLS rdRI0QARD f ﬁepﬂé@%%m'?%%ﬂit - 44
verification, ev‘tgl{lll if.n guhe Zubscri ber's private ke)y had been stolen and t he
certificate 'shoul'd HatE BLR 2rUstotiness rpfisal GFRRE) Ixtbe erigipal sTidee of the

nf' Revacgl i nn anfleshgei ts nl.S~~na; tx!re 5 A certifcate is revoked at the
time listed ign t he n%tice 'Pf revocation. In determ ning when a digital

si gnat ure was’ cr eat ed @uefdllgvatesthisprosedues: consi ders all relevant facts and
ci rcunst ances, i ncl udh@gcinlagt ¢ i ressage or ~ doext ment
bearing the digital si gnaipur e(?fla.r%gsa%%&% %ggf%%g%@ngéfsﬁee?ﬁfﬁ ®noti ce
of revocation t hefiginzhendarhwithid 24 baocafter te messapeis eaceived) CARCIhER lcortviediiBre WheEN

noti ce of revocagd j i i [t propriate repository. The
antract bet mee.ﬁﬁ[%léﬁ%rfggrc W?Féeg&gﬁa ?Heeg@ﬁ‘g'@rtﬁetfg?&é%ﬁd(f%‘ﬁ@tﬁwlfhbw soon,

ter receipt ofseat sfeeqtiestedipibinchas alitdd) iteien WUES affafeRC hctibl 8 FRHHES I

revocation thgo bl ion. 1 S Publicafion into a Repository I's now
descri bed. Alp(g egg%f%g'r l)}.b ?lglgtéa(r?le’ 'Ilﬂpf’??ég:’d& BECBIPL Freenwesiend 44 ackapvisiacs ag

noti ces 011: re?/o_olatsisazn fromé:,!a}st_&ridexatlempr_xr' ﬁvﬂﬂes% bexﬁ?hi%sﬁgef@zlldﬁ;{g?q;h%@;&{r ﬁj,tg t he
process of relyi rtificates. e,repository is listed as the

| ocation where n’E[ci:ltg i“glgl%g Q. ST o R Aaer Ilmﬁdg Q) hfesstgsdrom S and decides to

crl Distributi onFigiant Indfdiscarditl ACSEREHERE SigBéncs, SAHECs Qe RssRRY 5 CBpRHEVI der .
20 The message hcan |.i ng urH,t checks that repository for notice o?

revocati on of a “MUSIBRPLIMGRNGEe Rafruld ayaidithay pondusion b dnclugingjay explnatiangnat ur e
on a nessagel$erthe ¢ g ieldhor ERSSRIFRANA MY Myt fordkoilit sﬁ?;a bn! = 25
The title registry is a central electroni g(iudat ’abas}é oééb-oiﬁhftgererm i %‘ﬁm’?el ating
to el ectronic bidoHelyand sigmalyrsgndingpatordinanosMsgwn theseniler expsessiag Rlsiiltagionow t he
title registry processes electronic bills of |ading. A basic know edge of -
traditional paper bills of lading is assuned. The Title Registry is a

dat abase appl i cat+Br=RmmanyetMesiageslome paHeédemsng the 30 rights and

obl i gations containeg,igaég 1 'iI of lading (eBL). The Title 17
Sept enber 2003 VIO 00/ 55794 @fﬁ%&g? ?3%'15’8 & T forve Yitreehe RiREs necessary to

) _ provide a high-assurance messaging service. Those functions are indicated by the type

headers in the messages. The varying forms of the type headers have varyiné
significance for users, and they trigger varying operations, often another message with
a responsive type header, within the message handling unit.
Figure 7 summarizes the type header flow sequence, with one message
25 triggering another.
Figure 7A indicates as a table the type header forms illustrated in Figure 7,
where they come from and where they go, and what they mean. The numbers in -

Figure 7A refer to the numbers used in Figure 7.



._ ) Registry does not store or read the eBL docunent but records

i nformation about the eBL contained in the Title Registjygi h@OD.
Thus, the bill of lading docunent itself is sinply an el-gg"t3 oh{bgpggéfggi on of
the bill of lading that is used today. The Title Registry instruction
together with Gv%w?%'m is referred to as a BBL (see Figure 3152. The BBL and
the Rul e Book provide the functional equivalent of a tradi FFHFEP'B®ber bil |
of lading. For each BBL, the Title Registry creates a set of records
containing: ( 1) the parties (user IDs) involved;, (?) the function
request ed/ conpleted; (3) the type of eBL:27and (4) the eBL identifier. 10
Creation of or changes to a Title Registry record are nmade by instructions
i ssued. by aut hori zegl p@hdsk BSssagkd 63 Qi gl re .sent as nornal system
messages. \Wen the nessage handi i ng {gllltlgl {l@g%’ia&gélag @é?f{jlég%ﬁtdéﬁ“ﬁli ng a
Title Registry S#sayrgdhat &ils vedfichgomwaFa sndrh énfomasaggobOdipi® sihhitids BRoi stry.
.The Title Regi $fakdocVidly es_the.infornmation, creates or updates the
records, and returngseaglhfrggh’f‘t%eet%mf%é'"‘réssag_e 15 handling unit. The nessage
handl ing unit adds tlhe prassaal tenteoart diRiraERAGHEsSbRIBRUBuRIE LR MALLS;L he new
nessage to the r%%rphenhl. tTo avoi d receivi ngqil nstructions out of sequence,
the Title Regi sTPYOORF FHESYRR headers igjasries or §hain ragtionn Spme of by yipe leadessage.
One i nportant diyptd metaltematbBow Sthiie. srRsle JREINME MRnAdiRaRE P! | O{ﬂJ adi ng and
an eBL recorded inﬁﬁthg Title Registry. Pe?ger bi I?s loggﬁata?r‘f’écw Ccf’é'lly cone

in sets of thre&CSEited Uy systems can link-fogetberrreastocia athaftheptype beailgs fiams i s not

necessary in thearjpuemesdigeSthic8iprise 2R dling .unit

gjar antees the griginal f ontenitﬁbof tﬁgﬁggﬁﬁ%@'aﬁﬁwa@efal%%n%glsel
&)er ating Carri ?ntngess@gq_ ek nSOTER et aystemsgizr to this) praceds bhbinkTig febatedegi Stry
records all 1oi gh,@gsagglgg*ngﬁcgg&i'.ons in a single place. The eBL can be copi ed
to nultiple parties for information, but the ability to act is determ ned
by the status of thelheslifsgnt fasms pitype headerRigiicatertiye vryingdidéctibRn twhighecor di ng

i nformati on andme@idet ahi i recards)..the Title Registry also
carries. out four Eaggldi £ cl)nale?&gﬁﬁecs:ltl#glﬁé &ﬁaﬁ 'gles(m‘%fc“)tm%ﬂ’ﬁ?ﬁ%t qw, ‘each

notifications; WPy header formaeuirtsaterttinecontBit, ssh @n ated Sdxaitifdie Bnd REHnERE: ( 3)
managenment of agRbciFeilcistala ' 4) conformance with the rules as
stated in the Rul e Book. 30 Wﬁ?@hﬁﬁ%@%ﬁ%@?&%&d@% PEAGPa, Means uged

Sept enber 2003 WIheEIrEEIithe METiEDONDS 08T of thSiMIBAMPIARARS beAgHdgIh4L AND! et ed

in the Title Regkisies Yequiterh IS L.ssued to the sender and receiver(s).
4.1.1. Natp_rP of |§ | ecty nﬁ?ﬂo&ﬂc%m(%? S’Ba%grﬁssﬁgﬁ i"Sng, T“grﬁ‘fg‘f’“tgl%i TP of
lading is a docRrReft thatdragiiegiandyssaracce; the eresagehantiiingfunk ehseRStha§p@hdaggei pt  for
goods in-carri ageaci nfetiatd Lor that carriage, and a docunment entitling
the holder to del‘iz_a\Sery (_)# t% %‘%‘ggosprfcreg%’{ffgu'%grcﬁ“é?t.ls FIPRECHO THE 16Xt ¢ he
bill of |ading NS eXamineispmeoinbase cantent equikmembi pper and ultinmately to the

buyer of thgpgoods, . . r' _ and 'it nmay pass through the hands of others
such as banks along the way. As they 10 cone into possession of the bill)
t hese persons i 1 and obligations - in relation to it. -The

Funct! ons of a bi |1 St Seion 1 S bfSher it ol sapes endstpuons

el ectroni ¢ recomers optipalidoatmeatschll entesed i Grieksapy ieadels usedtb rdudinBProeQ0 St S Of
an electronic rg 1 ofl. goc nent .15 in copbinatjon with transacti onal

i nf or mati on, The&g c"umaﬁéi POartng éﬁ@%é’ﬁ&ém B Fariops |tRes . tymh deaders unent |
digitally sPynemcdspizehin tharprésan sydims ThRORBANKplbins Whek B Sl §Ystddf, OPEI L s
of a docunent Qf?c'saﬁ isned in sectjon 2.3, including the hash result that
can be used to deter & WR 3}2‘“‘%1}?5 WY Afeb titlesrepigintdosnvith slogwmsntier . The
bi || -of | adi ng ideludedsvithiniasnedéagé.t al | y si gned as 20 part of the nessage
creating the electreopic bill oc{e . adi no. As with all docunents -. included
in digitally signed TESSRGEcUdERdn aF cAttactied 47" hiessees apiprorpesated inthtieent i r e
message, rat hermessen by @ ushi@ydas WML inaiRS Gghir&Pbyl MternbDRINE shan@fad 3NY

docunent is,se i.[t 0 e central parts of the system malntalned by the
service pr o%/(l)gdg&l IM/lgam‘fﬂ}’ﬁ“gmr%%§5ﬁé’ehaf?fd1f?"ﬁ©°mﬁf the dgqument  withins theemensaged by its

docunent ID. This docunent is ternmed the 25 "electronic bill of |ading
text" or eBL text. The transactional information is related to the
associated bill-of |ading docunment. For each. electronic bill of I'ading,

the title registry maintains a database record in the formof a table which
is knowmn as a "title registry record". The title registry record lists the
user identifiers of users who occupy certain roles in relation to 30 the

el ectronic bill of lading) as well as certain other data. The rul ebook
interprets these '



17 Septenmber 2003 WO 001 55774 PCT/ (B9910309t role specifications to create
certain rights and obligations in relation to the el ect

| adi ng. Users enpowered to change the data in the t|tleq?§5ptep{rd§h2§(§:%rd do
so by sending title registry instructions in the type headers of nmessages
sent via the n@éﬁ@%@ handling unit. 5 . The electronic bill of lading is
thus ( 1) an e % . a document reading |ike a conventi SRECBIYAREr bi | |
of | adi ng, combi ned with (2) a database record, ternmed a title registry
record) kept by the system service provider to record the transactions in
relation to that docunent by which systemlfisers acquire rights and
obligations under it pursuant to the rul ebook. 10 4,1"? Ti~gic ry Pte. The

following are t Titl e istr |nstruct|on
The terms that gﬁeoq%t% g%it%lg%rg%gaflﬁn %Iﬁ@e}falﬁgarf(’%‘i”f“bpﬁ Vefs & fRispleot

possi bl e. Howevegepermlesledteninsndintechrology.t IIME degedot poddé e BRRAME NG A ot hers
altered) to take unt. 15 the specific features of the present
system and eBLs ?dﬁ%%rtst |a(‘:'§llln§rthmﬁl¥’ tg%l'f:ﬁlp@é‘éséem Pl oSt Bass ?/“Vb‘égmowser | D
named as one of ablam theadocireant atherathdni thebardingh R hbssar$ td M6veNdhioieh Daki Cr eat es
the BBL (carr} er OC). This field is mandatory. Surrender %arty is the
party to V\/nomthe 'ﬁ’é w Il be surrendered (the agent of 20 the carrler) | f

the Originator is al She sheenSuepender of asdudent, Hidodgh &t QOéssno'f'%anutﬁ or SNi pper
is the party that contracts with the Oi ginator for carriage goods

This field is neRAREEMET (¥fder The “tf‘l’@ab‘ﬁ‘r that the gystqng kawalangbwsdqcmnmm
person who woul dcohﬂtteofnh&ﬁhdﬁaﬁ RSB Mmedsape (G per
g-o urrent The Ho der és the party that iﬁgsa(ZSmJesn esfwl%ho&%vgﬁp@e@?% paper
| adi ng i Brmatonagedssarilg detsrmipg whethenprerdocimenBBirpdrting mdenamed
To Order party ote G@ﬁwasgmele,(taha&kd CRAQ , l; G d as a
Bearer Hol der: Ei.t h tbl der or a Pl edsggitl—%%pﬁaub?s@%ﬁ%zm%?é L[nllﬁa‘gdgee
Hol der is the pa F?"}’ ‘F“rf&’it hdpsument| edge on the HBL. A Pl edgee Hoider is a
bank that has proviré@etemiiskwhetiRaBid & ed by
the BBL 30 (typicall y t hr ough a let tdg?m%? S(:fr?igﬂitl{cgdtg aL&tﬁ'eIQ % gﬂqgcﬁa ?égtgt he
bank to assume tHED§Sitpinessage a?ld@aap{némrarmeﬁlas&newwsmmpmml 03091
(subject to ]‘Ahﬁsﬂ tedtiM ik ia I e nt of a
def ault When, the BBL has no rr?ngrrgam{r% %htggn%lgﬁlt eﬁsos?g%éjo%égt Q@ﬁ%ﬁ"ﬁﬁw
endorsed), tht Phedsur’s opisea? (n seclawbdchwtasvtthowr@ugeeo ﬁe@g&irefﬂenloﬂer
Ei ther a Hol der g#).a Pl edgee Hol der is mandatory. S To Order Party is the
party that is the endorsee of a transferable (negotiable) BBL. The Title
Regi stry can al so maintain a bl ank-endorsed (no named To Order party)
transferable BBLZ.J.IDM&;%LE}&?&BE&&{&?'- Consignee is the party that is
normal |y the buyer of goods and 1s naned on a ( , ~ non-transferable
(non- negot i abl e) BBL.TheHysiem  wacks decugsnts drvalk. dormnwmlémmﬁcr (adwoy tebises al D
(regi st er ed) 2€ artdggunient FH+ try, Tit egi stry
Wiyl act on instructions )%/cv)dr}ﬁﬁga%na#uteiy 1d'§‘?t§‘ie$] i doc‘?ﬁ%& Bl%ﬁgr%@ 't he
sanme root nane. doS¥mentisloggrdein the sysem. us@qcofdﬁbbe ﬂ@Bﬁbn(:spomhng:ope%m& mlei s the
Hol der of a BBL)stphigted't8bl1ows0€- JP* (root ='"Shoe") will be able to act on
the BBL as the Holder. 15 4.2. Rolec in RIPrtrnnir Rillc ~f T a.i:.,~ The
rights and obligations of the users in relation to an electronic bill of
| adi ng are groupggh,) ) L ied.ect, both the traditional functions
of a bill of ladi'ng and t EFAHS LS i ons have been replicated by the
oper ati on of 2% heFari eacke abegnestt thas a2Berbdngh irke elpssyaemetar dseefshilhegeifr al es as

data fields withigduferh i }Snd §8cibdafornl €COTd- 11 those -

A document ID is made up of a user identifier, a general identifier and a

version indicator.



f .. fields in atitle registry record, the title registry stores

i nformati on about the status of the electronic bill of i

rights and obligations of systemusers in relation to ib?qkpgﬂﬁggfgagepicts
inasinplified way the |ogical structure of a title registry 25 record.
The fields in 5&; g%*ustratlon are explained belowin this section. The
content of a role Tsl éld nmust be a user identifier, includi mfT4FRo90Y,
division identifiers (the parts of the user i dentifier i ndi cating
departnments or other subunits of the user%, but w thout the user identifier
extension. Although a full user identifief%is listed, any person able to
digitally sign on behalf of the user can send a title registry 30

instruction to effectrhau®ehegGel t ry. for the_user) unless
linited by the 17 Sep?errber 55%3}54\‘/\% %B‘ %%f?%gg%ﬁfﬁﬁfbg Rfirst §F§2[}i‘§er s
own system Wi |doeumensintaghe systenn (Uske identifiees sre &'{;ﬂmﬁddsiﬁ eambrmll.h)? Rdttt e

registry record carries out title
registry instr ucl;(aIEJ(}ﬁsLS(r 1@5'&1%8133}'39% rgﬁuesém(g‘ﬁagn dePté‘I s frg ng 5 ?‘/ diifs thedagiment IP, when a

user having the %@ﬂﬁﬂsuemenspmwerhedm:dgm&teeafantesehsﬁmﬂﬁ u@dpt her user to that

role. The progesses to roles are explained in
sectl on 4. 4. Oigectl onﬁggiggégg%?gggt%gnfs ?Pﬁpqaﬁ‘gﬂeéﬁlc\%’éc‘erf Which unigeelyyy at or

, 31 f 1 Cr 1 Thddantifiesi thisdaguméng fromemoonmnall dmﬁmags @A ifiloale, préseft spid by Mat

creat es the el el 9i& adi ement with the

Shi pper. The role 0 IC}CPSHI‘%{‘SSPCI tlﬁer\fﬁ?’?l%%a"pﬂfggélf’%{i“?gtl O inthe title

registry as now desciidbetiondsdiataristamttionlof diplbaineatxt BAWRng R/ Versiba®F Can be
ered into the, dg,[ugnkn atitle registry record for an Orlgl nat or

‘earner), althoug a real-world, practical matter, only certain users _
will be ablelGko act E&aban’ thteé mﬂ-lﬂerftxﬁ&ﬁ toggﬁlér)’coﬁhﬂﬁseli&e&ocﬁﬂéhth? CF% as the
Originator of an ?Itgﬁ,&ronlc | adi ng 15 its user entifier

in the Originator e 2 4Gy e“"f@'ér%’" Q‘Fé@t’ (?“b?qgh eﬁhefllﬂdlitsﬂ@ Thpa S04 N

Ori gi nator ( car meessarily/Awr uiiqugFonéxample oo disahot 1&%&&@&&1@%@4&@&:&&%&UCh
when creating an, Sé@g%ﬁrlgn ¢ bi I#g | adi n as described in section 4.4.2.
Once an electronic fracat Wé‘s“sb@é nfigabat ed, no user can deS| gnate a

new . 20 Originator Besides thoss bnhadbgtpoﬁdﬂ% dﬁ@ﬂodﬂ@:ﬁ'lﬁ ftﬂeesfen&e?%{%ﬂ%%@sb' ][IS
ni c bi

Ori'gi nator. An s t he : create an el ect
of Tading, a’r?d %1’&"3’{& @gpﬁ”d’) %%u‘&h'gff em@ ‘SHFﬁb‘@F‘°ff|“|“ﬂ“taF°alt° shomytat thend it s
initial To O dersedaatr :teyardxrthe identZRAbGRRAY asgirélihgnew' bl AnBfing, (ﬁ-§ﬂ ?a?her
explained in se é%&mwgy grant or deny a request to amend

A

el ectronic b|II Y(3) carry out a switch-to-paper 25 dlrectlve

gi ven by anot her useonce4he2d02mnéﬁursrse&@ssﬁuﬁwcsﬁwﬁﬁh?ﬁﬁ drx zis%néeb?sr REEP"
appoi nted by th%fg el nator to receive the surrendere ectronic bill of

| ading. The tidé regi eyt caisdiey s mogementsshropety thrapresentsysiesmby Rokingieus i nal
transfer of 28n i det useniswpbit Ibso@Ees! afhNg uted 1k GEérésex%ﬁxQ' BeOhbid B revidls gnder

Pay t y) ) 17 Septdgcumeeat 1%0(99 pl\r/és\oen(t)g}lls?e?n? 7tllx1e xl':;gl;lsentatl?é 21?12(9(1) i1a5v2 a user identifier.
indicating that she is part of the user’s organization and (2) be equal or senior to the
sender or recipient of the document to be viewed within the division identifiers
included in the relevant user identifiers, and (3) be listed in the user database as having

25  amonitoring privilege.
Once a document is filed under a document ID, subsequent messages or
documents may refer to the document by its document ID. If the draft indicator is on,
a subsequent message may also replace the previously filed document with a new one |
bearing the same document identifier. However, if the draft indicator is off (indicating

30  that the document is final), a new message never overwrites an older one. A new



when delivery of the shipped goods is to occur. The Surrender Party role
has a nunber of properties in the title regl stry as nOW1¢%9fénlp(%}|206§y user
can be designated the Surrender Party (i.e., have its user identifier

pl aced in the Surrender Party role field). 5 Only one user identifier can
be designated th ender Party for an electronic bill of |ading.

Desi gnati on of ‘a 0§urrender Party is optional at the Oi gi ndtGyCB903091
(carrier's) discretion. If no Surrender Party is, specified, the Oiginator
(carrier) will receive the surrendered electronic bill of lading. 10 Only
the Originator of the electronic bill of -B&di ng can designate the Surrender
Party. Once designated, the Surrender Party is entered permanently and

cannot be changeg functi.on al though it can be

changed by anendrrg%éegrg& rtgkéceglrogsﬁgtﬁeﬂdg‘fu"l?f‘thydfflqi?&mﬂf?‘ IR, andompyspendt or  as

described in secbtlti’nsna 4opy. &. thel SocTimentSulir uBifl @ cafdafhin @REResSRE L‘Mi?lgéx § power
a

to performany tﬂ Eea nse;vr Sfunctlos inits role as Surren rty.
4.2."i. Shimer KRG pper ?F?ée p'b Pl sheck ther dacpmeny copst and; dpsument ID to

ori gi nat or / car neletefoine whahehhqyrmdﬂidexﬁﬁal% tHeNRe
Shi pper is the SI%| Iﬁa][h or ex&?rter f the qtapmo%ds $Sﬁléd’%o%{§§1gﬁ9d”do§?m?,§|
field has a number o hPEARYFrLical; the pstsage hapdling aigit eatyrys @ BNARDfur desssiybed.
Any user can be sésfnglii dicadnédafori identifier
placed in ' the Shi pggler role fiel %Q&%leﬁﬂy Cgtﬁeerwﬁg\éﬁe{gg% E%S&gél?eg’ﬁ%sfaéa t he
Shi pper of an el alid dmaikothar raspegts. | adi ng. 2% Every electronic bill of |ading
has a Shi pper designated when the electronic bill of lading is created. The
(Cll gi-nat or who creat es the electronic bill of -lading designates the

i pper, in accorb ARLLOH geumgntclypent wit h t hat Shlpper 17 Sept enber
2003 WO 00l 5f774. PCT. nat.ed Shi is
permanent |y entered g%%g%%ﬁg’?&f) ‘%@ga“ us(,’cuc11n “hor fi?"lt’ggr & §l5?y
functions, ~al t hdufgmnation gbayt b%@lhar@exdmby oallmhﬂd@mnexafTvbh@ fbgstlel Qg - bi | 1
of | ading by |tsn@a|togbmh?r as, described in section 4.4.5. A Shipper does
not have the power to pertformany title registry operations 5 sinply by
virtue of its role aBoSmicpipupe indicatsi thp busimessprolaaf sheddiciriént be QTined Hethe 1 O1 €S

besi des being a n.section 4.3 C |nat|on W th
other roles, a Shi %’%g’% Ee(r:na??!§s ﬁlggka%p}hg doiun?fm)‘y‘ﬁe'g‘?ygq‘?é‘f‘}é°§ Heocyment oF
Pl edgee, if ¥he ﬂmaﬁﬁ)@mmdsﬁraﬂﬁa)EQIMT aneously Hol der of the electronic
bill of lading; 10 - (2) Designate a Consi gnee or successive To Order
Party, or bl ank endorse the b| II SO as to make it transferable by changing
its Holder) if tife—Shirnsifig Hbergy it ;. s bil |1 's Hol der-To
Order or Bearer Hold urr.e de i . the Shipper is also
si mul taneously its Ho dlg%é}fmgée'c&e? °’(‘ﬁla"be ‘Hesis‘lg'gs mattiguary, the terSrhepdpraad (whi ch
is expected to sluged- écrcgmcrasa)uponamdoﬂzBmésé&geRmbl@ﬁi‘ése&BfﬁMEfﬁB&eQ§se&1&€d
el.ectronic bigl | ;0§ eQhVve a i}chtoaer directive, i1f

¢ $hi pper is al'so sinmu ta éous 48 f senhtody tbﬁSé}‘Ste\%ﬁeW#Se@a%whto be
the Hol der of t laethelitetegisty.c b| 'l of Iadl ng cannot perform any functions in

relation to that bil éending a message or performing any other significant action via the present
system requires the sender to declare its user identifier. On receipt of each message,
the present system checks for the user identifier and verifies the digital signature on the
25  message according to that user identifier and the related public-key certificate. This
verification process is to prevent one user from impersonating another without
detection. It also ensures all users of the present system that only Enrolled persons
governed by the Rulebook can send and receive Messages through the message

handling unit. Thus, a user must supply a valid user identifier and digitally sign each



20 4.z.4. Con~cigng~ ,~ i ~ A Consignee is the buyer or inporter, the
peison who is to receive the goods"' according to a nontzggiensestios

el ectronic bill of |ading. Wen a Consignee is designated for a
transferable electronic bill of lading, the bill becones nontransferable.
The Consi gnhee L,eld has various properties in the title registry as 25
now descr i bed.wﬁlr’]@ssfjger can be designated the Consignee (i'.’(éT.")-‘BﬁQQ}’él its
user identifier placed in the Consignee role field). Only one user
identifier can be designated the Consignee of an electronic bill of Iading.
30 The present system does not require a3onsignee to be designated. 17
Sept enber 2003 WD 001 55774 PCT/ GB99/ 03091 -52 In creating an electronic
bill of |ading, mtdgeQ i@FbRALN st Lanate a. Consi.gnee of the bill, if
the Originator is not clies.i gnat| ngﬂ'a oge%?odleerxp%g? {3 ‘f‘%P“‘feFFa?ndm% Usetit t er a
To Order Party $giellpsienthdicgiessagesed fox a bill) its current Hol der-to-order
or Bearer Holder can dgsi Consi.gnee,. .5 Once,. desi gnat ed, the

Consi gnee i s entered pgir%hn%ﬁg%g‘fe%nésnt €& %P“lﬂlég t@ﬁ%‘é@“ﬁ%‘??ﬁ'@“ﬁ?ﬁ?% title
regi stry functionsas aWehbuyheriatd sover. Bigmiipangefmyion BRAABRMstOSF sighfie

el ectronic billof i .1 ts . Origi.nator as described in section 4.4.5.
The Consi gne%a V\?ﬂl?(,p ﬁék?tg (ggasilg&s%u?}u?l?c&ﬁgsag‘%mt BrRuRsYt Rapketsy thagcogipeiss theni ¢ bi | |
of | ading has tdwweampower to: 10 (1) Request amendnent of the electronic bill
of lading; (2) Surrender the electronic bill of lading to the
Originator-carrier or designated Surrender Party; and (3) Gve a
SW_t ch-t o- paper2.4ils &lzerildentifigg the el ectronic bill of lading. If the _
@:$i gnee is not al %ougehe HqJ der _of the electronic bill of lading, the

si gnee 15 cannot perfbdref‘ﬁ' I6hy® e tpme g gyhichy 4 sysismy wer iSrknown withinothder Party
i s the endoi®eepredntayiteranBéaiaii ie a @hBe HORECdRkitiL: i9hifkRM A ad BR&O! € fiel d
for a To Order -~ title registry has various properties as now

t in.,
.- 20 descri bed™ lfrb%l ell'fgﬂfa%g?iff'ﬁ'@%éé? iuteeef the uper eyt may boxsearded(n the. | have

its user identigreseint spitan.eth paRichlg ah @Rl A8dreds Ab& rbl, Skithly spedlMoY id@MBy HSEr
identifier at a ti r@ﬁcan be_desi gnated the To Order Party oﬁg an electronic
bi |l of Iading.*¥5™ie"i{adise lagpuereinadeaching yhere evpsilican be Fesi@ddein eParty to
be designated. mill &R, likda fReldels! PRIcPhdik hlimbd:, leaqth&qocahbx?cé%eé,% pator nay
designate i er, Party (as the Shipper instructs). R Bear er

jj ibnitiFlI To.Order, Par, N, P .
Hol der may &1 so °déiPgH 5‘["8’“& i lertyfying a FRsRRagy. byt iein notithercomparydieelf. elmndfng t he
bl ank endor seneibseatiritufs nay khan@ Witk 41y e Qind 3R iddndE B khfe'cgrﬂpdnp. e To

identity, as distinct from all other users and indeed, from all other companies, is what

the user identifier signifies.

All system users are companies, rather than the individual employees or other
. 20 persons representing a company. Therefore, each user identifier refers to a company,
although often abbreviated. To interpret a user identifier or find out more information -
about a user, look up the user identifier in the user support resources.
A user may add onto its user identifier a reference to a company division or
department, and an “extension” noting whatever the user wishes
25 Figure 8 illustrates optional additions to the base user identifier.
~ The division identifiers and extension (the italicized text in the figure) are each
optional and determined by the user. They are entirely for the user’s convenience and
have no legal significance (see Rulebook). As Section 2.4.3 explains, other users may

consider the identified user responsible for the message, regardiess of what divisions or

30  extensions are tacked onto the user identifier.



17 Septenber 2003 WO 001 55774 PCT/ GB99/ 03091 -53 Order Party role field.
Once designated, a To Order Party may designate a succeﬁ;sgéptgy,bgrmggcess
anal ogous to, endorserrent as described in section 4.4.3.3. Once a To Order
Party has been desi gnat ed it may be changed by the process described in
section 4.4.3.3. A user V\/mch is the current To Order Party and

si nul t aneous! yWP8PHEH (i.e., a Holder-To Order) of an el ecPELEBL/BI| of

| ading has the power to: ( 1 ) Designate a successor To Order Party for the
bill; r (2) Designate a Consignee, and thereby convert the electronic bill
of lading into a ~' a non-transferable bsi-l: 10 (3) Blank endorse the bill
and then desi gnate a new Hol der, thereby maki ng the bill transferable by

t he new Bearer Hol de'i‘h ﬁg{& Pl ed Be bill y desi gnati ng a Pl edgee; (5)
Surrender the bill to tHE '&57%‘1" %fPY)‘ ST @SFHENS gAC Bﬁefﬂé@@ﬁ‘ﬁtﬁedw@nrtheemtes Party,

and 15 (6) G ve earoflvd. t SubscqGenpetpages ¢ the Gdel MBnefiRF ark R, ﬁﬁrgs@ftrre%@ér%n? rgoes ©
| adi ng. A To Orde ar t annot perform any operation In regl stry

unl ess the To Ordté%P aﬁ‘ﬁ?‘g‘yf”%‘%‘r% <hpRgg suckrAs Gumsrgert Mhe pisletheservide prdvideaf f ect ed

el ectronic bill dedctivack ag. wilugh r@:o%:ﬁzeq qgeé icj!ljeﬁﬁﬁe){ h@ra{be ﬁera‘l'lﬁ?%@tévgr%éﬁg:-&eaelr s

termed a ' HonerFFlo O dei 20 4

i s anal ogous %t o & $8FE’B‘?‘Ftf‘%“ﬁ‘ﬁ%‘ﬁ?ﬂ&ﬂ“possessr on of a bearei bill of
lading, i.e., one that is transferable by changi ng physical possession of
the bi-ll. A Bearr HoI der i's creat ed by bl ank endorsing an electronic bill

of lading and t prixyingidiserddentiferdithen Requizdd i n section 4.4.3. 1.

Th B Hb|e a othe W ng unitCa
us) a Bearer W mka% g%lﬂl?r' e 2‘5 %(e)ézggﬁ gl—'i{)f’de?l. asal\Fr'ﬁ%?‘éeu'éy Bfoperti es

1e|§ect ronic bill ading. The role

inthe title regi?eé’fﬁ"yWéfé'”ﬁ’éﬁﬂ’%s@mebéddfomyytbsarsteman be designated a Bearer
Hol der (i.e.10 have its user identifier placed in the Holder role field of a
bl ank endorsed el ectronic: b| | 1] of I adl ng) 17 Septenber 2003 WO 00/ 55774
PC T1GB99/ 03091 “rsueticyal Rulg [fusgrof a fentifercan be the Hol der (and thus, a

Bearer Hol der)- fous@rnshgl{l ﬁ&taft%t ?o zlal'lwe auser z‘gemz,r/‘l S ina message sent into the message

handling unit when either:

(@) the user is not enrolled in good standing, or

15 (B) the system service provider has not assigned that user identifier to the user.
In'the event of apparent misuse of user identifier contrary to this Operational Rule, the
system service provider has the right to return a BNAk message to the sender and

refrain from processing the message further.

20 242, Certificates and Digital Signatures
User identifiers are public to the user group. Any active user can look up any
other user’s identifier in the user support resources, and a user often keeps lists of
common user identifiers as a ready address book for sending messages. Because users
all have each other’s user identifiers, the user identifiers are not a secure means of
25  authenticating documents. Therefore, a user -generally cannot reliably infer from the
user identifier that a message or document is genuinely signed by or associated with
the identified user. Rather, that inference should be drawn from the user’s digital = -

signature, if the digital signature can be properly verified by reference to a valid
certificate. '
30



A Bearer Hol der exists only if an electronic bill of |ading has been bl ank
endorsed. Blank endorsenent is also optional. An Oigingt 8eptefief b653 . I N
creating an electronic bill of lading) or the current Hol der-To Oder can
bl ank endorse it. Successive Holders of an electronic bill of lading are
desi gnated as %ﬁ%ﬁri bed inr _, section 4.4.3.1. As nentioned above, while
an el ectronic PPS53H | adi ng i s blank endorsed, designati n§CHGBR¥OI® i s
equi valent to designating its Bearer Holder. 10 The current Bearer Hol der
may desi gnate a successor by maki ng anot her user the Hol der of the

el ectronic bill of lading. The Bearer Hol-sier may also elimnate its role by
renovi ng the bl ank endorsenent and designating a To Order Party or

Consi gnee. ' The, cyfrent Bearer I.er of . an_electronic bill of |ading has
the power to: 1 Pedr eI A8 da slenalictier (by desi gnating a new
ol der for the bl ankActigal sigthiet CalkORbA didnpld md Bl calligioBoptier ol der
cannot, however, bl ank endorse the bill because it i1s already blan
endorsed: (?) DISIYRAALAE Fynke uifuepa both a-given unie phdsja adravgiven pribae kdyect r oni ¢
bi Il of 1ading tThalage humbe ugigadlobollyiné §ighddNRhi A9 1RUGHES V& 19, O fer
Parties; 24 (3) djé)gesl %gate a_Consi gnee, agd t her e%)t/ %%%@gﬁ]tm%qﬁgeyefset ronic
bill of |adimg tPF"a HEHBEe t AsHedited a5t aystams| inclyde( fhctiphatiifer theetingi digitaby
designating a Plsggers of missigeguest anendment of the bill; and (6) Gve a
swi t ch-t o- paper di reggi ve for the electronic bill of lading 25 4.2.7. Pled
PP A Pledgee is a fifHHficsdigita] sienafurais prostedaticambevesifiedhesiita signer Stsighaturt b

el ectronic bill thfsignel dsth BY ndARH atthel LIAARS) i.pped gopds or
g@f_pri ng paynent for J.hem,gThe Pl edgeee rgllﬁeﬁ%glel?g cﬁﬂgn’%ﬁegegﬁﬁt@ﬁe?ﬁ es in
he title regi st"FS}‘g a digital signptuserigcqompgerIuny HBEDS 2Rd) pRCTETRADHS ARD that\ny
syst em user iodepuipbheio HaR bebEsifRg! P . €. l.aced in the
Pl edgee role fi el'lc-jp e y-gnes%{s%eramlqﬂ%ﬁﬁc |'etrﬁ%@gsgagt(eihﬁ%m'g%ﬁ““o@ng%’stpbnat ed
the Pledgee of &Hgital dgnetugngnceverytmessagethat inchorives af Rewirds aid oeryakeranit edgee
i's not mandat or Werifh {088 ce TRovidHE [ Holder can designate a

Pl edgee. One Pl edgfge = a°|es‘5§° nae?rg dégnﬂglt ﬁgﬁ T feceed B Hedyel efiyshever a
Pl edgee i s desi PHBPEY frome thpmssigeschandiing bisiy oaothernpstént ednpenddRSingd 36r@d] t he

Hol der of the plsgd@advRe & iR Lll . of .l adin So | ong as the Pl edgee
remains Pledgee) it iIs _a?sorﬁgllﬁtggﬁéeglsﬁpé’aﬁg%wg |tcﬁ°im§s %f%?lme?ﬁ?“’m the

si nmul taneous‘%y {SPREICE-povider. iAD acaeditediuser sPiterl aser deimbuberated AbilRy @OBEHE GAMA]

desi gnate a SUCGRSSREs. e 1ts user identifier fromthe Pl edgee
role field and t%gr ebg'/%?ffgﬁé%e?E%S%t?némﬁiﬁg&&&essﬁgeﬁwgﬁgﬁe%i ch is also

si mul taneously the Heesilles verifying digital Rpmtlgaeniidsaess) a tesminasonmm@ny sigs 15 (-1
) Relinquish itg, pledes ing.its user identifier fromthe Pledgee
rote field; (2) rEnf'o'rce %%’g%lk g%féé'g%li}l t?}ggrregmgﬁ f"ﬁig%(’f‘?’aé fon; yethe- gnessager
Party) if the elherdlinpmnis Bh¢ preggnt byattmndpes aomekifibheyndigion dnmed on lsichid 1S

bl ank endor , 2o]| siqmply renmoves its.user identifier from
the Pl edgees.‘?gl gggﬁgﬁdﬁdc%ﬁggtggyﬂﬁeé%lﬂﬁxIgég?c&p%%‘sl-m ipctie gpeipientefithe g
| 0nger pl edged; document. (3) G ve a switch-to-paper directive for the-

el ectionic bill of |ading. si.gnat e a successive Pl edgee Hol der.
The Pl edgee Hol der cgg%@tﬂ?atﬁom\(fj\%{\?ég’e)cgﬁ?g? ﬁﬂéﬁ?‘é‘g%f‘%w*‘%mw a\ﬂfﬁ“glﬁe‘i%d not

al so Pl edgee. AddentifyingdimeHoladraf e prisai®ked gbich Whindibatk® nbioly BisOmbiolider exists
only in theory. title istr es ewl y desi gnated Pl edgee al so
t he” Hol der, and kgygg)gaﬁs&th%%r%va eﬁ(g’f R %‘Fg‘gé&gﬁﬁ%ﬁ%ﬁ%ﬁt@gwh&pm der

whi |l e al so FSeddewis a large number unique to its private key, and therefore, the public key can be

used to indicate or identify its private key. The public and private keys of such a pair
are mathematically related, but discovering the private key by knowing the public key
is computationally infeasible.

If the digital signature verification yields a positive result, it demonstrates 1)

30  that the digitally signed unit of data was not altered since it was digitally signed, and



17 Sept enmber 2003 WO 001 55774 PCT/ GB99/ 03091 -56 The Hol der is the party
who is entitled to physical possession of the bill-of
the electronic bill of lading is switched to paper. Theqfd-bslggteq%(r\evgsaél el d
has various properties in the title registry as now descri bed. Any system
user identifi e@ &3‘/? e designated a Holder (i.e.) have its user 5
identifier pla ¥ he Holder role fiel d). Only one user PET/GBY9/93fYH can be
the Hol der of an electronic bill of lading. It is nmandatory for every
el ectronic bill of lading has a Holder at all tinmes fromits creation until
its surrender. A Holder cannot delete its3sser identifier fromthe Hol der
role field. 10 A systemuser who is currently the Holder of an electronic
bill of lading c i t her system user as the Hol der, unless the
Hol der i's al so P@gdﬁ i q’{fqt'tapf—%'}agléer Wt crEaiRd withs the prginite key i‘?ETeéHOIlﬂlaziltmglerray
change as |ong alslbtlhkeyblnsltdd if sheaweitifivee (ded Gor,thd VeRifAiag, %&Pcex‘t{ﬁ’é‘d? "ﬁl Il is
created until it LSigs Sutlh g[n% gﬁor svmtched to paper). as the
power to: ( 1) DeLfEsthe fRrivaiadeyihe E‘taaS‘S’ER‘,b*Es}*sﬂaV’édelSdemd(sof not
al so Pl edgee) (tﬁ§ ve:ﬂﬁeecaa intfor, bad&tt srhPeepitcatd] thRGHe M Sital Qbnal ic b| I I
of | ading; ? %%t %lgg#est amendnent of the el ect I’%I’?I cétgll%ew C?%Eeg%g
~ta_ tPS Anr TEfLE AM%Yctronic Bills yf L~di:~r 20 Tradition bU|It up
over the centuries prPomuaﬂes) HEREEBIok | AHPRP HoBsturk N atRbll di ng
whi ch can, for exa e clean or cl agisecr;,g surr alaht 48‘? a'%bmabtle ta?b}'% and
so on. These di st tt}?abﬁ@“ﬂéﬁé?“a‘te c3p lffé’legﬁesltusfnérthctnUblmskwfhsteadt tng:mﬂtattehel r
el ectroni c formissed 6Pk WRySem i sBrvich Srd¥ides L.adi ng
ument sent into the reseyﬁt ssyste?r,trcan o\r’ﬁlg>§’Pa}ﬁﬁnth'f‘dlgﬁ&h sigﬁf}géd"aﬁr |

I’‘ean, dependi nd™"Gff hBW/S W‘@ﬁ‘@?ﬁ@t‘b‘iewﬁmbﬁsp@ﬁﬂd&;usﬂr@ufpart| es draft the
eBL Text. However, tq)ihes@ifed.ateldsQng Nels

| adi ng) the func?\ @nal ity.of th eet |st §‘“€8‘?§ :h{ré% CM?élwsIVngél%gbased
on whet her the &f% g‘r‘%ﬁg’@“ﬂ? 15In°'d1°“ﬁ"ﬁ>dﬁ ng is operationally active. That
functionality al so agsjsrheEmaoReNAl LRALR t 0
transferability ~ and disti ncltl ons ?)aset %ﬁg‘{aﬁgﬁmc%ﬁgggtg ﬁgeate T%“ch
Sept enber 2003 \igsnEBfsEnOREXIstEn UYL/ A0BG IMhidhaioen it rhqusth@pmta lep Sndivaredi ne
these distincti gyshdastae Wi® R4 d bilit
4.3.1. Oper a$| onal Stat PS 5 An eﬁtlggggérﬁsc E)Lr?éleﬁg eg{gad‘ﬁ gggg"gﬁ’"’r‘?}%ugh a
life cycle o > cr@®dtion and termination. The operatl ons that the title
regi stry can perfor R H’hﬁd%}hﬁ% ng vary dependi ng on
whi ch state the el egtc?orln c bil &{P&%Slﬁwrg&:;sn& Fil efly, the electronic
bill of |ading has tﬁP@éfﬁpmﬁ@mﬁﬂ@tﬂnmﬁw defined geror ‘sighet?. IA’lfnGsng’é @ctive

state, .~,~' _ .docurfientis)signed™BY sdspen lLle an
anendnent is pendf'?]"ée naEa s ?%‘a‘ggééé Cﬁ%l{ap%t?nﬁ%fe tﬁﬁ ?“Ee ve\l;\l,ﬁf‘g pf%"é‘[?fits from
the el ectronic it f?fegPlaalhﬁ‘g Fithemif ket @diobdmsent unstgnemrtabati‘sﬁesaﬁtya

transacti on FIPRGplkcabld flrhi t n an Oiginator
xpig operly creat e?ggncael gegtr%qr?mm% ;I}Fga?cﬁﬁé%g“’%@ee ulPe%g %gqgt ate is

i nterrupt ed when t heFenamessagaiteberyerifiatdd mlthtshwlag thnSende mmsmgtmﬂgdtgﬁlitaisus

i ndicating an ung W Th tive state ends 15 when
the el ectronic blcfi‘%‘9 %eﬁ:ﬁ&ﬁ@?@@?éﬁ%‘g% B for d?ﬁ‘t?ﬁségng%’feis)ve state, the
electronic bill of | §e||swg maﬂd%eﬂtsrgaMetssaadtcas nesagd whled paficsl&Cirivae

4.4.3., or pledggd, a urrendered. The
suspended state |5 entereﬁgotﬁ]}ﬂ(‘ilgp ;8 ?FE ‘F‘ﬁcéteﬁm RIyate &Gt e usgd to
amendment - of 2% hefraateds endondentifisate indmbte I“md:ihmg:r tolasthaQrivait Reys Us ARG propdrat €

Fequest for amendninrte g ihfel SpbEReTERe CBRt “and compl etes the
anendnent. \Wile an el ectronl c bill of lading is in the suspended state) no

r 1 on r 05
opeatosae ), >

amendnent .

n the rant| ng or denying of a request for

A user shall digitally sign each message sent via the message handling unit.
30



The termnated state is entered when a party with the necessary power 25
surrenders the electronic bill of lading or swtches it{}@ecpRRfer 26637y Of
the termnated state is irreversible. Mdrreover, no operations are possible

on an electronic bill of lading in the term nated state. Section 4.4. bel ow
describes in nore detail the operations that cause an electronic bill of

| adi ng to chany® ¥ teen these operational states. 30 17PCEEBYHMBYE 2003
wo ool ss~~a -58 PCT/ GB99/03091 4.3.2. Transferabili~ tat C The criterion
differentiating the active, suspended, or term nated status of operational
activity is based on the stages in the |i.j®& cycle of an electronic bill of

I ading and the operations that should be permtted at each stage. The
criterion differenti colog ,descrlbed in this subsection is
the transferabil f —Lef Hdangigs QI8 ng. Since transfers are
oper ati ons consiat lAngerQ-ﬁzald&S&tg naaﬁgmg sl%ﬂ&ﬁnt}Q&mE%?Flv&t@ kﬁ' W o FpBhds i) €
transferability |ff<? ? g per haps conceptual [y rather than f)unctlonally
fromthe oper at i"6nB&blig gy byed *f’h%cé’ﬁig‘f"é"rﬁsﬂfeétfi’ weguiseh 8 ap erereditad crrifie. st at es
of transferabil igye AaRR syrvite PAddides I NeHe dged A
non-transf er abl e(bbs/t ate is ent gr ed \Aﬁdgﬁf’iﬁé}%(?g{%ng?or ré%?!r’ggrﬁn%oxgdp

Order or Bear¥r %I"Wé‘l'”fa@%P@ﬁ@fleSﬁIafh@m\mngevthblfmém sdtigfiyithenaiprelrents Of
l'adi ng. Entry infaudd-nenuruansferable state is irreversible and pernanent
as far as transferability state is concerned, and ends only when the
electronic bill of Lading enters the 1 S ternvnated state by surrender or a
switch to paper.p,l Q - Jes are not possible with an
Eﬁctronlc bill of g ] - 1 abl e state. A-transferable
thte is enter ed! yserhalifredyd 'gqsmxt-’ of Oﬁbasmgmdvl'eersaianﬂwy @ide norBighed) Duseb! ank
endor ses t heygqe g%!ﬁ N Transferability is interrupted
whil e a bi Illdlqs%dl.}d?%g espdlg%é'ﬁlg%gr"ag "gct’y state ends when the bill is
made non- transferabl e 20 ~ by designating a Consignee or when the bill
enters the termaAa j al. . . The current To Order Party
or Bearer Hol der—™o 1 & ' } Ef" desi gnate a successive To O der
Party or Bearer A—lddccjmmt Sdﬂem gwgbeel mesﬁgmu dremed (igrall angectife ibitkdr messagbged) ) or

desi gnate a Con non-transferable). A pledged state

i s entered \Ahensraég}ﬂg%ée}m@ehg?'é]ffﬁgg %F“ﬁflé‘ﬁij(éé %or a 25 transferabl e
electronic bldl of |ading. The pl edged state ends when the Pl edgee enforces
or rElinquishes 14

rel i nqui shrmrent F j t i anended or
swi tched to paper. TAameﬁﬁxmsd ((me gf tldqsiinglpatbeﬂeﬁtmf the §i¢€dﬁﬁ§>&temels ik gter) To-

R oy oo 8hE: BRGR, B plRladinatn it Gisotas b v tioseh
PCTI 6899103091 Asessugé edcnbwledt?mhfsl bigrotite nﬁisaéeetﬁaclaiﬁg @pﬁfr@&w&maldeﬁsteax e
activity in

cgtronic bil i cal l asses
through a sever a’fl ?rese'ﬁtsséi(?'f' B%asc?rde Vet ‘F’F‘iﬁmqa& @teB%eg}“ﬁg?eﬁng{‘ yseend! EThi s

progress changespr@bassaoflsmdiﬂgea hﬂeishgé fr@giofid Gér ECEdIHEr fsQrmﬁlhfSte§|s@cﬁxEﬁ@%C bi |l
of | adi ng. Throuc{,%s ; ruI eb?I hoi_g changes, i n (? %l n.turn effect 5
change the right$ 0 10 SEHPR APeve: hhs RIPSSRY s6riiop §xRlgjns howigitahrignatusgsifit of
| adi ng, much I|i Iqatlmtqaqlmase bill of |ading changes hands and transfers rights
along its transactional .cour To effect, these changes in rights, a user
occugyi ng a role havP o $iep ”ﬁ‘@’&dﬁ‘aéfetq@e’ﬁ%mseﬁ‘% ?‘é\‘@?’g@%@‘ﬁwss&é’er‘@ef‘o
rol es. Besi dzs dhsbxgnat $yStef, seiitls HElBYs d MesBagd YintRBhyY af RIRANWREEEhent) from one

user to another, it digitally signs the message relayed from the original sender. Its

ll. -

digital signature on that forwarded message attests to the verifiability of the original
sender’s signature on the original message. This figure illustrates this sequential

signing and messaging process.



. role may perforin other operations affecting the title registry record as
well. This 10 section describes those operations. The feg¥ -e%eiréoﬁal i st
of instructions supported by the Title Registry. The functions available to
parties are summarized in Figure 32. ( 1) Create - allows the creation of
a record in th@oﬂu&%ﬁ Registry for a new BBL. (2) Nane Holder - transfers
hol dership in an eXi'sting BBL record. 15 (3) Name Pl edgee PEIGB/0309hanes a
Pl edgee Hol der or transfers a pledge in an existing BBL record. (4) Nanme To
Order - nanmes a To Order party in an existing BBL record. (5) Nanme

Consi gnee - nanes a Consignee in an existitng BBL record. (6) Bl ank Endorse.
- renoves the To Order parry in an existing BBL record. 20 (7) Enforce

Pl edge -makes the Pl r and To Order, party (if .. one
is naned) of a trans?x grgg%fcgp %ﬂﬁg t{\%ﬁgsﬁ&'g&]:% St ?‘ baléﬁf_‘m?e%ryf‘ﬁ‘(%w Rdtiest
Amrendment - r equRastage hapdlingrini prosdeds byt asequentedf bty aBBIlO®). rel ated to the

exi sting BBL record(g). . dnent - grants the anmendment by
updating or creati ngﬁgéﬁﬁ%ég%g%ﬁ H@E‘? tfgﬁnmélﬁs@ ﬁetgq“@mﬁé'@i‘@?rr%%m@ﬂwm%y
Anendrent - denisewiseivessagen dremrisafyhanding it 08 hadiRBl heeapgs) 1N the Title
Registry to their pr?,- mgguest aEregdrrent State. b‘;ﬁll Swtch to Paper -
requests the “Ori gi nat’or it &PeRPEab20dling Wit isjupsan pekpeiedament isnthe doror ofys nal

BBL. 17 Sept erpositive20KdwidB0&k, 2Edrfed 1843 bl KaBR & LR Rike 3 rrender -
returns the BSL to the Originator (to fulfill thg oﬁfﬁ‘gg‘g’%@‘%‘%‘ﬁ“ Re
contract of car ' &fEjon-asknelierernnsbor-Ritals nThermassage hagdlinigtung verisis sersyndeecor ds i s
descri bed speci fgi&@l digha@ionl e Il 2 ect | after this one..
Fawever, this secét;i p(lléﬁr?ot es at th’e Agﬁl{sgtéiamﬁ%nglflyaﬁnﬁr}g@’ TS PRk st ry
erations have te erigingbsendenif tisf messige barkdling weneom@tly m&ﬁaﬂk%ﬁﬁﬁﬁ@gﬂepg k of
the nmessage jpandikdi@Os;i i ration affecting the title registry is
r' -.. acconpl i s,ledm%mu}rreeglﬁgﬁgﬁﬁg & e&é&‘é’&é“ﬁ?ﬂhl AR5 Message hangiipg unit sg- DNot
sequence 10 explfailsneweritnths digitalcign@ur@ propaty @Sindd érktsd Irdbad it rbudnk 8815 1 n

Figure 15, refergn nuger.al 1 denotes the SMsg nmessage sent froma User to
t he Message HanJI% F%Cklﬁrr\gﬁwesfaﬁ%“@gﬂ’tdr%ilthwitf’%Fﬁ”‘?“eﬁ’@fl@ﬁce nuneral 2

denotes the input frENThdRedhss $BavaaWin Drokd mb Lt sy ry of
the Central System . reference numeral l3 dgnot esm %Eégrb?e%é'n%gloﬁg%hfgr omthe
title registry foghephgnal sndedsaryp varified dipitalosigabtasand siattechnicafyar@Re ©
nuneral 4 deisot @sma taGhd hihalid ok f to the affected user (if
required), and ref erencesgagfjrrprallﬁe% 1%%1&]81?38@5?%? oﬁ%’f“incs%nags?‘é?ﬂd U sender
of the SMsg reg&tay mEsseasPplieity Yhmathprcipieapaci fMsgalThy FMdgds pightdlgrsignadiby
operation changigg.d L,; ti registry: . The ‘user initiating the
operation sends a r%egrggegrlé@%ég‘lﬁ & gkagﬂﬁggﬁég%%ﬁ’ ‘éd%“)afe?t bt FesGREgmIth m t o
the message handérviag promider, afichatfufivb gite¥R SBAGR: MBGhgeARRAIINR dnkiShab )bﬂg;eﬂy LT

[ [ 16. In

header an el enent.. ed Lnstruction as illustrated in Figure
addi tion, the" Qéfh%%ﬁéé usseé‘r"“ﬁxfﬁ%“a FIERANTE P8, g Qrigind B8, Tasxthe Dyemtionsb unent

"ip the nessafe. Skivize €BhtrabeybvidBEOn RGhest) thel sidny 80 cd ;5}0\'/’i§4rivﬁlﬂwo§ﬂ% gx%op '
enforcing a pl edgg}ia requestjng or denying anendnent, sw tching paper or
surrendering th8" BPRETFREHPY Ingreptdagge Withthe Qperptinnal Servi@ X optrirer The aigimabt i ons,

the sender nust ubdelsigdaure il BBloridigatavs 'tﬂﬁilaﬁg'sog N Lage 18 It

an error to include a eBL Text \r/:/%le‘n no%]lsr equire .rgﬁﬁgggﬁéégﬁeagésjgﬁ%r heed not
i ndi cate the re8epian bythegprvicopigviders feisg hherapsiradd dormufane foartl i ng

unit and/or titlsfsd @t i ' omatical |y as described in the
sections bel ow V\hi%hgtﬁ&esgc}s/thévr%g? %e%g{ nruolpllg’f‘q%g%ﬂe %‘ﬁﬁar@éﬁ&%{%éﬁd gﬁ%‘gsages,
regardl ess @F with SMsBBmaine thpisemé, she hegseMde fitsiloudingahe Sradiiing KemSMagcsressage.

As usual, when the. nessa
. providerrun p.

"

e
g‘ts of the system. Consequently, it is not precisely identical in form to
the SMsg, so the digital signature on the original SMsg cannot be verified against the
resulting FMsg.



17 Septenber 2003 WO 00l 55774 PCTI GB99103091 -61 handling unit receives an
SMsg with the Instruction elenment, it returns a BAck (oj7 *&n&ﬂerb?@ SMsg
message is technically invalid as defined by prescribed criteria. .? | f
the SMsg nessage is technically valid, the nessage handling unit passes an
I nstruction ba&gq g{;“its Instruction elenent to the title registry, which
processes 5 the & Muction as expl ai ned bel ow with regardPEHCBYREpeci fic
type of Instruction. After processing the Instruction, the title registry
returns to the nmessage handling unit a code indicating whether the

processi ng succeeded or failed. (3) After3%he title registry has processed
the input fromthe SMsg Instruction) it reports the action to affected

users (other than thgyse r 10 in the formof forwarding
messages. each of Whlﬁ():h Egg‘“‘%’&{)‘yfﬁg&%ﬁg‘g@gﬂ% B PE MRS T RIS meRA A dser s
recei ve such FMiguadesGmgesipi of tax phisj, BRCehGkaWefifds BASHvitd é}#oﬁdefr%ﬁﬂig“i{af y
operation. (4) message handling unit forwards the FMag nessages

After th
to the affected F8&Me °5ﬁH Ry 5 81 s Popsivupgeivedransisisrified. thhescipissiage
handling unit r diﬂrggge,ﬂaegpgndshg, %&ggra gz_f“:kt Qethgrdlgga? g‘aﬁ}{??gn ZZ‘?%& 3

delivery notification DNot nessage indicating that
carried out the veiietienciiloer aaechnicalfoult is @ppaging ttieckredipibg’ snuedri i it ten@iSa t O

af fected users. ydx OBE @k £ai 9 _acknowl edge the FMsg
notification by retunung a%{bg%,kq% ﬁ%nﬁ{eps%%la%g%g’ﬁd‘fci‘%ﬁ“\é\ﬁ&?%’P“%ﬂll??‘ﬁ%“és FNot to
- the sender of t kent Bisihe messgedendling unitt. 20 The SMsg nessage has the sane

overal | structure as ther nessa exceptthat jts SMsg type header
géﬂt:‘ai ns an el enent ﬁg%&ai"ﬁ%’t %qrtrlgf‘it‘(?ﬁ‘?b%?sts(iql Hure aetidigation Fer) ds dssweds | ed
X

xnpl e i n Fi guithed Ghe ndsergt REHINOnk QBte RSB, € AMySb Biot B%hel BT Std on
necessary to1 update the title regi sta&, as explained in greater detail in
ag

the subsect i'dns OB#0Q! Mg s Hths Bessage it rpaejves pVdR intplayhe FNot oehe egi stry
and the SMsg Negs@aRSenddfd The i el s that effect them .can be
classified inta t %e cat egor | e?k{))#%%aﬁg%'r eagﬁgén,ca(gg)matyr %ﬁsﬁ%"ﬁ%&e(@@m& edges,
(FI) anmendi ng_, | l(@);?@w 108 titeayiterg ssm‘de @fcijvigsn,l\liahctgai_‘lg_gitab sipapee .r?uéafsetatﬂr@er) of a27
el ectroni c bi ol ’ I.s..af fect an iginator (the carrier).

Sept ember 2003 \7\0%%?@59;}{ rt?cééinﬁé%g@@@%ﬁgﬁgiﬂ"??]ﬁﬂé‘?r occur as users
change their rights Erdneisdgt daidliaganit hadiesel @6t baRks Blubdl (&fre) A6thNLE

pur suant tolgheegul ebook by designating users to roles such as To O der
Party, Hol der, _‘H?f“dﬁ%%?“‘é‘r?d‘“’cyﬁé‘mhf@éUl‘Plﬁedges result from financi al
institutions desi gnagipiie 10 REIBRY MBS iRReR] ?&e’ﬁésﬁgéf@rdméfggﬁ%fﬁ@ t%ehhg

el ectronic bill of |ading anal ogous to collatera
institution hasdBLRISHABECSEPSshAwMCi ng the sale of the shipped goods. While
desi gnated as Pl edgee, the financial institution can enforce or relinquish

its pl edge. Amangiﬂng of an electronic bill of lading is authorizable by the
~Originator of amt=-4& f lading on request by certain
users. 10 Sworender imgh dehiSsy@Eh e dibi ' i Ly | adi ng. has run
itS course. The el ectroérz?\lg bi ﬁll of I%%?%Slg?és\&égsrgd gr?g%{rhggg{uéneﬁtggl ni't;i nat or
(carrier) or th&cdegaly dersnedpa have repm signedrbyi e 'user digtediin thi feertifiemtecused toone) .

The Originator QifpHe/dfMgesonRiafel ¥ee'd en LR otd on.t he procedure for
delivery of the shf?p‘geg\googgs_. © vﬁe\tq%:%lb%% t'dlggggl?rg%daggl%@e@érfor med if
necessary to conver tAhRer&Ins using tieqistsis userlidengifier andiarmivate kpapestifieios theat t he

request a user Lir 3R iRANEOP Gledled tf QIVE the authority necessary for their acts to be binding

25 on the user (see Rulebook).
A private key is deemed to be certified to the user if the user's user identifier
appears in a subfield of the subject field in a certificate. Other fields may also be appear
within the subject field, at the user’s option in cooperation with the issuer of the

certificate. Those other fields can be used to manage individual representatives of the



The remai nder of this section exam nes each of the operations in those
categories in detail. 4.4.2. Crea ing an .|P~ttonu, ~~ an

el ectronic bill of lading initializes a new record for tES%gtﬁﬁbee?thQ%
title registry with a reference to the eBL Text. The record contains bl ank
fields for the\?é‘g&g QHS roles possible for the 6i11. Operational Rrle 13 r
atdna an ' ~~~ 25 When creating an el ectroni c BETGEBYI3WAI ng,
an Originator shall: (a) conplete the title registry instruction by: (1)
Suppl yi ng the docunent ID for the eBL Text; (2) Designating the Shipper;
(3) Stating whether the electronic Gl &B-lading is transferable or non30
transferable, and 17 September 2003 WO 00155774 -63 PCT/ GB99/03091 (i) tf
non-t r ansf er abl @ser GRS t transferable, either
desi gnate the To Ur delrﬂg:gg\re?sﬂ/ugremﬁgg '9{]%8“ {imﬁke bl{Y'“‘is Wiglin e Wsetfor sed;
(~) designati ng°{8%@z%ﬂﬂrender Party (if any); 5 (S) designating the Hol der
of the electronic 6i11 of lading; (b) attach the eBL Text in the formof a
docunent; and (c) S|gn and send a nessage (including the title registry
instruction crea sape afidDocntmeme and the eBL Text to the title

registry viasthe ne d iy he remai nder of this

section comment s ons[?%gfs %Jﬂ %ﬁ%fmﬂlfl 'Bessaﬁﬁi‘“a-[‘f‘%l“ﬂ‘é%}’ Rt theay; )f creat es
an el ectroni c biiey wish. | Bulirypgon Bhiot péqiranby sheSRIBEBoBIQ st IQks ﬂh%tcﬂagél
bet ween users Rg’;ges%%gl nators and nmay create electronic bills
and users who can title registry does not restrict when an

Orjginator may creat4s lmpleeiemed inctiei peesdrfo syteh, the fuser A&thBaGk redor@UWiHRthdra
lectronic bill of lading. Creation t‘akes pl ace

| ustrates cre
| J)) tu he fol | ow n%tgt?l gersrepre(serﬁfﬁbveljsi“ﬁi&"éedu@e‘?“"@?‘sméﬁﬁﬁgeﬁ h& o thgiusert wruser eat es a
nmessage to tlhe rap&sagavhaﬁdlehﬂg;th‘ﬁﬁsiage 'EHS% Hﬁﬁ%ﬁgﬁewﬁsa @erﬁﬁ’ﬁfe ﬂs«%ﬁ?% in the
SNl sg form Zogsi%' title- reglstr hen sup eqwred
i nf or mati on. & feﬁ‘é‘?er PrOYifg ASeubselbRr PR KecAiPt B t@msﬁwehmmdw of the
message, the O hayidiiag ot decrifer usSHSitsPRVADRE Ufthd Q@ss%é%@ﬁﬁ%ﬂﬁ%&ﬁ%%%e BBL.

which directs the title registry to creaté a new electro £ 1 adi ng.
Wthin the O ealS¥#e @ Bﬁ%‘ﬂk“"ﬁﬁ?é’aﬁadlogﬂﬁaﬂceﬁu@msage,é@e mespagerbadling unit
parameters) as érehp@ibusinghd r@dipibdd a Qcunent .| D for

t he accorrpaw ng gllgﬁ Te>l<r% (b )pthg pglicgg:eﬁa?%;reaﬂgxﬂcgfaeévﬁg%%}ml% new

el ectronic Iyate ke, ng isto be "negotiable" (i.e. transferable as
described in section 4.3:?.) or "non-negotiable” (nontransferable as
described in section 4 3. 2 The title registry checks this indicator of
transferabili t yReratignak Rule;|Gs EnotunsingMassages, for the el ectronic bill of |ading

to determ ne To the extent permitted by law, if a user encrypts a message, the user shall do so using
the public key listed in a certificate which:

| adi ng

;. 20. (@) is issued by an accredited certifier;

‘ ) . ' (b)  contains a keyUsage field which indicates that-its public key may be used for--
encryption; and

(c) is published in a recognized repository.

e ]
(¥4

3 Public Key Certificati

Public-key certificates are used in the message handling unit to establish the
authenticity of messages and optionally providing for their confidentiality in transit.
The authenticity service is provided by means of digital signatures, which depend on
certificates to associate the digitally signed data with its signer. In providing

30 confidentiality service, the certificate is used to assure that the person establishing the



17 Septenber 2003 WO 00/55774 -64 PCT/ GB99/ 03091 V\/net her the role
designations are consistent with the "' negotiable" or "1oSeptesdbr 2003"
listing for the bill; (c) the Originator also includes its own user
identifier to indicate which user is - sending the nessage and creating

this electroni | ading; (d) the Originator may al sQ eci a

Sur r ender Part\gomdgslyé'ndl ng on whether the Originator mtenﬂgT’EB”éPa%/ghori ze
an agent to act on its behalf when the bill is surrendered; (e) the
Originator specifies the user identifier of the Shipper of the new -

el ectronic bill of lading; 10 (fj the Or'r3§'rnator al so specifies the initial
Hol der of the new bill; and (g) the Originator may specify either a

Consi gnee or a Eenfﬁéﬁtmuvl%aérb s thOk l {se, the new
bill and thereby make its Ho}?fder %Jﬁgﬁlggedragb%ﬂ bl evl%lf?n@%ﬁ@ cb‘ét’o[y is
desi gnated or t éeabfl!ai°°P§deB‘I1aélﬁ1<“SEﬁdjt§r°SbQ§pnYdtﬂekevnstructl on . must also
indicate that the bill is "negotiable". If a Consignee is designated, the
15 Instruction rnust also indicate that the bill is to be "non-negotiabl e’
(3) The Originat f nmessage (or ' attaches toit) a

docurrent thas is (o AeEras ilGbEX Ol lidds ofic! adiag, Log. Lhe eBL

Te:ct. This docunent nust have a documen '?tsrf?“ gates,
requirenents, i iRdeRRafeng of pther tpdss thata pesson may haviein it mgistgr, foraf@ph: The title

registry stores thisy d in ap cabl e 20 docunent
retention schedul e. Ilgqlgégggg{rl\lgr%g ?a"%hr?ﬁeﬁu&%eﬂ Ay ! 'gf’tk’?fcwr P‘(gP [Greaes
[ nst ances -. of wphdigitathy Sldmaﬂﬁn&tesbqndmlsag;/th‘mﬁ td thestmﬁcﬁibéﬂs fiedh thegS Ui NQ

fitipl t t B 11
(ot P Sounter 0 s ) St b B 7 B0 e o so.

users can fdPegdhetphizate bfn'fcumsponda:gab tﬂb exmlib &ty 1pRedtindt catiiQR0d TheBhtstqdee

4) Th tall t th
B Toxt and tnd Ve v 8FSn PAS sl shetiedlVate B i el TR o t o

message handl i ngerson is. te(med ths ‘Sobscritey” Shigrefers ages hd QRS %@ ihandl i ng
unit checks the, f on,to t ith the e validity

requi renents, i ne ﬁ%&?\gndéﬁ)ecﬁl wg’e“lrffg“%?ﬁse‘iﬁaf' n? a?%ﬂ’b"&ﬁ?f verification of
t hg/ Originator's di ngtedlelmggha? ibrtie %ﬁ’soh k&wﬂ?}ﬂiﬁﬁx&@:@mr%@a digRal sighdthre, rﬁ@x‘ stry

and/ or ness al so checks rmo message. 17
Sept enber 23%3 %g’ ‘ggl?e?g %7%1%93%9 ‘ggtafﬁ‘énad‘i"@l“t"ﬁla @Fij?ﬁtter‘hﬁ cannot
be verified or mhynppmt Whauéﬁﬁels lﬂxetdigitaﬂ'ﬁigm@ 'Tﬁe Rem trafly el

handl i ng unit i gl nat or. t he nmessage i s

est-abl i shed to et‘lé? 8%%“?% ng\?%}ra‘ &n‘g g certigiratey o ?St 2ﬂilSé theawkraticiyref thhe eBL-
Text included i digithity signsdmepeages St or ed. 5 (7) If the title registry and
message handl i ng unl,f.hefﬁndst t he rr&ssa ]glned and technically valid,
a record for the new €l ecttoRi £ HFFeto f°‘| ﬁij i 10 yepifyingothe cartifipte. tthe | e

regi stry and@0t h&elyingtRasty shaldesbrds upsdgintortlaton b i dubthdl Fhity 2l Fhaf Nt €r ed
iy that record The title re |str sends arressagethroug t he
m@ssage handl i ngnf%%a{mh'é\?fdr'f@“!k'(?bé{’ﬁ‘ Er@@g‘ “%@'&EF@W qr dlatabpse ahetifisatesand

Hol der of the nemd infeemationrubout Mhdnl. Dhat HﬁEUthQ or afﬂﬂaaieois tté?ﬁecﬁ'i rl{eﬁ&ﬂ&gf Ii’gr ty, if

one i s designhat ed dThe nes serves as notice of the creatlon t he new
el ectronic bil | POFAFS PR éﬂhg“‘@f“ﬁ%ef Felxting on eertificaipy sipgtinformation oblsined ed wi t h
desi gnati ons of fromloay aithortl Bess anil othE¥@otedy €l ectronic bill of lading. (9)
The title r(igi stry then confirms the successful creation of the electronic
bill 15 of I“Adi ng by'¥e&% GRIcHETRsAralsamar onp digdeles indhamessarg batwlinglbming uni t
havi ng a BAck typhlibeader to the Oiginator who created the new el ectronic

bill of lading. That_type header includes a report fromthe title registry
of the actions it h a-ghet"& credlted Issuer of certificates in the present system is the service

provider, i.e. the operator of the present system. Other Issuers could also be accredited
in due course. The service provider performs the issuer role pursuant to a contract with

30 each user, and that contract provides the details of this relationship.



Once an electronic bill of |ading has been created, it becones active as
described in section 4.3.1. beginning when the new recowlsieate%q%@tzggsi n the
title 20 registry) .. , .. The infonmation entered into the title registry
when an electronic bill of lading is created) including the eBL Text and
desi gnati ons) %Iw/gseﬁgai ns inthe title registry and available to permtted
users for the tine specified in the applicable retention s®rEFEPHEIHNtry of

the new electronic bill of lading is also noted in the chronol ogi cal | ogs
of 25 nmessage flow, and that log is retained for as specified in the
applicable retention schedule. Transfers.qf an electronic bill of Iading

pass rights and obligations fromone 30 user to another. A user nakes a
transfer by desi gnati{%g another user in a role field. 17 Septenber 2003
VD 00/ 55774 -66 PCT/ CEo8TYS08%vifeand s Hpnrs aspsSubseribestsisners.z dvetyoner wha ansf er s

based on prior pligialy sigfs MedsdpeP A€ Kiabhd hids@fe hABilROuni bskhansf er by
one Holder to a su?lcessor,, transfer to a S&30T1esi gnéé’, m}tlrgﬁ% éurbs‘ir%’erao‘rao O der

Party, and transFRPcaooyVhighthat cerfifiatsesan baveifiethk - endor si ng. For transfer by
one Hol der to a sucCEsSSHicelPréiel SldNdsk r'egjh,hgs awHol der i s anal ogous
to transferring th%f{)h si cgl r|p(§)ssessi on l]cg)f%mtpﬁel |}])3%eg'f Tﬁ%&i’sﬁ"g@? hi"idﬁ?ﬁ wer e
in tangible for MM oS VT rdigitalosigmatuees gndbrelyt anetherur Thendesigolofidhe nebe@pggnat i ng
a successor. Fomatdliafshieplated i@ oHQRSS. - .is._simlar .to making
a paper bill of ~. gl | gc?j né,"og'fqr, a1: gﬁteﬁstgr%lhs%ﬁfgﬁﬁﬂbggdg{ i By gole ofgelyinge ct ¢ oni ¢
bi Il of Iading 8y Sneysssdisiel sigsatiet and then Sorommding @ nessage Bearify ithaligi@ar ty or
capabl e of bei ngighiaako AR S84 I .1.f . al so der,, can
.U%Pr,'-ender t he el gctron?c bi | o’f.wﬂ-é;gilglug‘%&f %gﬁgﬁlis\%‘? reo‘%_fb"l‘ﬁé“‘d‘b"ods. -For
frhnsfer to a TEWERH thinmesyage hrdling iwiitcairet paify ihe digtiall3jgnstire Gh laGleBagOr :
creating a new kegtknai LB oof | adi si,anating.a To Order Party is
simlar to issuing a neé%??éaxjgﬁcg&pcglp@?’ tB?F’Iegstgﬁe }%g‘ﬁlnﬁd‘g‘[téﬂ‘ﬂrﬁ%a Rk Ytk s
order, and handis¢rged andtdves ha pidsedsithel miesshger falidpl YThe hiessabé BRALAg uwhASallPNY as

the To Order Par hS 0ot al Hol der. and t hus, Hol der-to-order, its
capabilities ar gt%%lg}impﬁmal? é‘%?sa etﬂa?a{h Sﬁ@f‘s[}f ﬁ&l‘_taoﬁlﬁf@f“-’% Boregidiable by Bear er
Hol der desi gnat e¢rtificadodistitrutedde alf asers, Thisewd§thRProcks iBdRadrDERiASrdaRs 80T Si NY
the bill of I|adipg i8-8 specified endorsee. For transfer to a Bearer Hol der
by bl ank- endor si ng) Pra¥ik endor sement £ ags 20 the electronic bill of

| adi ng as beiPng bl ankieesarive peavidentt thé RBpoSAGIES Thb Ger@isé Hiokider KeepsA0RE: Party.

It | eaves the el i.c.bill of |ad transferable sinply by changing its
Hol der. It is tﬁﬁghéa%gf’gé‘%&%“tdB‘a%i‘sepaB‘g‘gn el 'Pesfargai‘é'fdé'f‘%lﬁluévﬁ&ﬁebéeﬁl@qﬂl The

next subsect i onsigastariinubtains tigrmeedee terfifidatdifford theesRr datdRe! Wisn PlisePlbred | VE

el ectronic bill ﬂ%fseljvpcgg%gid rE’Iéed%fs of electronic bills of |ading, which are
transfers of 2?5 I nterests tor Pt PEABe gy WEssEe; if PLiajpy ynip-date dnfesmatiemed i n
section 4.4.4. 4bomt B¢ felevaidcersifiae by chécRinga rdgodider. As section 4.2.8.

expl ai ns, t Hol der. nal.ogous to.,t ersopn who woul d have physi cal
possession of the elgﬂé P %Il’ﬁ %m'gﬁ“fel °V8fs‘q“g§-’i°§d‘fhaﬁ appens,jarthe ypRes pat (f dhe
doCument. 30 Thédiagiamy bowdvire Indbsiig ckHificAa] B0MssMbiQelics dRMhfolrhdith bRain&Eel Ve

t he paper bill ?Jo Ig}qeisnag i f Y]’ilr Sept ember 2003 WO 00/ 55774

PC' T/ GB99/ 03091 ~BPURSRE pthe prgpiirpenpprogessin whighiusess snter ingg qastiests foruspober .
Further, if thetﬁyipkdseritsysbhfuﬂknﬁmd@ﬂﬁ;?ﬂtl@e%sd%&?i bed in section ~.4.3. ~.,
its Holder is a Bearer Hol der described in section i.2.6. Thus, designating
a new Hol der of a bill which is not blank endorsed indicates who wi ||
henceforth 126 edRi dttificate R t he paper bill when the sw tch-to-paper

IO

A certificate is a digital record which identifies a named person with a public
key, and contains other information needed to manage and limit its use. An Issuer
undertakes significant responsibility for the information in a certificate, because

Relying Parties rely on the certificates to establish the authenticity of messages.



5 directive is carried out. However. if the bill is also blank endorsed,
designating a Holder is equivalent to designating a Beaﬁerseﬁggln%'rzoajge
initial Holder is designated when the electronic bill of lading is created.
Thereafter, the bill always has a Hol der, because the title registry can
only substi tutg, &75%7 A" user identifiers in the Holder role field. It
does not enpty PR¥¥7%1 d of its content. 10 The instructi oRCTiGBINBYignat i ng
a Hol der may be conmbined with either the instruction for designating a To
Order Party, designating a Consignee, or blankendorsing the electronic bill
of lading. It is always automatically comdined with designation of a

Pl edgee; so that the user designated as Pl edgee is always al so desi gnat ed
as Hol der. The desi gngd L@ P, a omati ¢ a

not be included in a titl ghn&ga?%ttésg?ﬁ%terg {ghﬂ%d by tﬁ%@f‘ﬂh&t a cgg‘ﬁgw

Hol der of an el &ignpwigion thsjcerifiese. Ilaéhsmggatdntaxcatarzr@ntﬁei—mbﬁiﬂ& sihs ft.NWhen

el ectronic bill I title registry
i nstruction de3|u8iﬁ<gatﬂ|éﬁdgeﬂt gpﬁde\lﬁnl-%?génglf%gr“at“ﬁafheevie’ég‘trr"b‘ﬁf &ertﬁf% ‘b&ltal adi ng;
and (b) Attach tigeamBlon Takeertiffeatt kedetcethine whe: ehelabribicadd is htinfld Tdwdd@e form

of a docunents; %Lq[i n n ssa ncludi ng that Instruction
and eBL Text) to é&% fl?'}aqniél oy ﬁerst?ﬁ}e’\?kfe vef‘ﬁg ‘T&‘ﬁ%? & Hthan enifictate . The
remai nder of t hiobtainghg meocssmptmhnker aod stﬁaatbeﬁaamﬁtdti@ﬁatrh&iéli%l slgnath?@ can
desi gnate a Hol e current Hol der of the

er ejt her t
el ectronic bill q‘%? tﬁ&(fxm%ate “Séﬁ‘? tb??ﬁﬂtﬁs? togestablish 3 authenticitye Verficatier ¢ bi | |
of lading. 17 ﬂ&aprtcdmibea cIRB0BacEn emeaﬁaﬂlénmttﬂgﬁdl Qr%ga%res &bceitdnbder may

|gnateanew tronic bi]l | ading I's active as
ge cribed in secm%gg‘;ﬂe@&l&ﬁmﬁﬁ?‘[}%‘?’“ 3 Rpu ﬁ%‘é"vélt*’éﬁt"?lﬁwi’é"l‘bﬁ’qt peing certifiging is
pl edged, thed0 Hol derFipay lziﬂﬁastg:rbaues dhaifl Qalctiddl, WRiEh @.Gbﬂietixﬁeswf’xﬁec{j%%ﬁ&?et or is
al so Pl edgee anght he ,,u etﬁl gtn ed.the Holder is also sinultaneously
designated as the A%y % u %‘ﬂfsg“h%t‘fe&tﬁcﬁ‘ﬁ§h%§i efhertveords, the heraber ol y when

creating the el eetifieusao bitidh aof/eriﬁadlnﬂg ref®S if-bidel @ vhffy £|dté§t£1r g?éFxﬁﬁl}e
designate a new Ider ocesses are invol ved (1)

tne

Using a user sySt metdtli’eq?fdiﬂ‘?fﬁ fhéf%“ ferand itsanfegedents jpethaschgin. The numdenessage
handl i ng unit. hﬁy&&)fﬁh&hﬁﬁécddﬂ@ﬁkb%@ﬁtdtﬁeﬁlbﬁﬁu&rﬁgged by the user

desi gnating ;t,he new holder in the create message by listing the new

Hol der's user identifier within appropr| ate tags in the Instruction el ement
of the nessage Bype Gsafiate. dadiaprogidch as the Docunent | D of
the bill to be affe,I:Rgt is al so re U|red t her e. 3) The user then
digitally signs the HESONEY a&%WF‘&t‘%%Qeﬁ‘ﬂ@wﬁé‘tﬁIﬂéﬂé@? mgnly by THAR 08N and -
sends the rressagmideﬁtﬁaattasl‘iﬁ&me%@eﬁﬁ‘ysléﬁa%hﬂoﬂﬁm%ﬁsé stafdddas AS_for any nessage,

t he nmessage handl i ngTunlt checks the nessage's authenticity by verifying

I

the sender's digital iP§RASP3} standards for Publicoey camifigttssrae Respmmenidiiaw X.60% | e
r egl stry al 20 chehkIdidigatibed TeledordnltRicRASBRiBn (I*l‘fJ foPfer m@%@@@(}lﬂt g unit
gna

title regis y can ot properly verify the |g|ta Sl ure or does not
d the form 2 gdfﬁgsséa&@% %ﬁbee‘%}gg‘tvh@mﬁé%rglag@f theanthrtien Gngimdeting-et ur ns

a BNak y W . (5)Ta§kfFofdaeenﬁﬂ€éldW50§ céHifidateahd BREDANE TH dyaﬁrt!e%ﬂegd ﬁBP 4 he
message found to the title regqi I's updated ﬁangl ng the

B&‘f val i d, str

content of the Hofifeflocpyent and glsewhers, has basa h@ér inflaential; iltheughot ist e yee W

Hol der 1isted i findiiadomesage type header. The forner Hol der's user
identifier i,s renoved fromthe title registry record for that bill. 25 (6)
The title r &3. stry t ncegtiisiE rstagdardse hevieven snd ghited epshgndedj eml hvet haenmew

Hol der by ret ur gethig toOpet g S h g unit,
a DNot: nessage havi ng a&ggiaem%/pg‘gﬁﬁggﬂ Qﬁlﬁﬁé hrﬁlpﬁ’ecﬁ& ga%‘b”% fes a
report from t hePEesdnt wstemyimplements those dethils Cé&nn@nempanu‘rxas taken. The title
registry notifies the newy designated Hol der of its designation.

34 User Certifier Practi
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17 Septenber 2003 WO 001 55774 PCT/ GB99/ 03091 Desi gnating a new Hol der
general ly does not affect the status of an el ectronic bilFISeptenhtzeati2093
However, if the designation occurs as part of creating the bill, the

conpl etion of the creation process |leaves the bill in the active state.
"fh~ title regy",gw 77[1ecord contai ning the designation of the Hol der remains
inthe title registry and available to pernitted users for FEHEBY03A!
specified in the applicable retention schedule. The title registry
instruction effecting the designation is also recorded in the chronol ogi cal
| og of nessage flow, and that log is ret#lned for as specified in the
applicable retention schedule. ,st 010 4.4.3.2. Desiunatinv a C a, ~~~ As
section 4.2.4. expl apfas LCORs f. ectroni.c bill of Jading is
anal ogous to the Coﬁtst}ggcﬁfétgagrf@%ggé\}gﬁfl %’ngﬁwﬁ%’ngﬁgﬁ%‘[ﬁf%ﬂpé ab?eft}fj“’bfs | adi ng.
Desi gnati ng a CHv¢dyheeartifigition acchient binaltt presentysvinh.| Farfeadhaditifigation account,

non-transf erabl @.,f oI nt._on. Designation of the nsi gnee
ordinarily occuf%s‘e cgﬁ&g(gfl%“emi lﬁtgtaﬁgmﬁc‘fvé‘ﬁetﬁﬁa@f"’fg’ Q’ﬁc%‘} Bt ggﬁ?%“aﬁff P of

| adi ng, so oncefacts¢o @orsed ignesficack.and (Pkedpd scettifichiededoimt histosy. cONt ent  r emai ns
unchanged. eration Rt-lele ~ -~ Drign~~~cr o, aig~ A An Oiginator
may designate a Consignee in creating an electronic bill of |ading 20 (see

Oper ati onal Rul &4d413)pening CBtififaiogiasdogitt € a Consi gnee, a Pl edgee Hol der,
Bear er Hol der, or Hohlger ect I‘%I’!:_i c bill of |ading shall.

kg BLAS S an o .
(a) Conplete a title Tegrstiy T ASETIHEAUPY AFCOMYE PR R4 s srrrlledbinde praseet f or
that el ectroni csysiell pwuahtadiangivie@ndnizde: Gh e @ovi@NstoRigRd MediRESWILE is
ik;Sg_l.judi ng the tiretl.edrte i S rg/_ [ nst‘iquct_'i on, tothe title registry via the
sage handl i n§G Rt g@é}a 3ePoHRLFePeRds gn that contpscti gnaling a o , ~; ~g~", ol i

| der To desilgnate a Consi gnee Hol der, the Hol der of an electronic bill of

| adi ng shall 30 rformthe procedures reguir~d in Operational Rules I;I
~and 15. The ti t@gi@mﬁmméﬁw 003 WO 00155774 PCT/ GB99/ 03091
instructions desi gnafhengrifiCorsabRribes flay 3fsO Bk RetBORbH A&BuANE pilden may be
sent ivlthin thﬁ1 san;g me%?oaﬁge. t;“[he remai nder of this section comments on
that Operati onal**RIPE= Al e gf aEPuTheRReals eRiBates the copiRet gdericewprem
creating the el ectr ollbsingdial dertification Cicbdimt Rbds ARt reikfd wWeErBIEIE I gy St em
has retur necs{fsan cknow edgnment notifying th iginator that the bill has

the O
been successful FIPSTIPELASAySerphibe prgsenbiystemalthenshiitonayraffept tay abiliswpfithe yael der of
the el ectronic ibse tl&fsyktadiaﬂﬁlpmca%&&r,%%ﬁu&nﬁa@iﬁéeﬁ?%é qn ired' St 1 Oned,
of ladin

an Oiginator nust be creating the electronic bi i to 1
designate its CBSSPERIXiE therprssagehandling wisi der -t 0- or der or Bearer Hol der may
designate a Consignee only if the bill is-active and transferable. As

Figure 19 illustrates) tq designate a Consignee, the follow ng steps are
performed: ( 1 MWMM,@@& creates a nessage to the nessage
hﬁnd! Ing uni20; 1 ~ (lfzﬁuré natigad ﬂ%&ﬁﬁ%}wih@%o%?@rqegﬁatg%@éiﬁss “ﬁencﬁ)sgée'd,g.nee by
l.i*sting the new Consi ?n,ee' s user identifier within appropriate tags in the

I'nStruction el ehEREeY d‘@ﬁ’@‘%ﬁ%&&bb}t Ypeubprsibere pnd teumingiesr when digexglirésrdr dsmat i on,
such as the docuvekdd. iTh @bsebdtfs 8dsdrdvelit eb?nt?ght)gﬁ Erﬁgci fZ&%hﬁ‘?in‘ Hdllef@hdion that

the bill is "non-negotiable", is also require
en an account is opened, an initial certificate is issued based on a paper and

ink-signed request together with certain information provided in digital form. Because
25 the account is newly opened, the subscriber probably has no means of digitally signing
a certificate request, so this initial or “bootstrap” certificate must be requested on
paper. Ordinarily, this first certificate becomes the initial account maintenance .
certificate. |
The certifier may publish valid certificates in a repository, if the subscriber

30  permits or the contract between the subscriber and certifier provides for publication.



(3) The user then digitally signs the nessage containing the Consignee 20
desi gnation and sends the nessage into the nessage hand*}ﬁgmgﬂhé'zéﬁi As
for any nessage, the nessage handling unit checks its authén |C|[y
verifying the sender's digital signature. The message handling unit andl or
title registry also checks the formof the nessage. If the nessage handling
unit and/or tiYQ¥584i stry cannot properly verify the di gi PGH/GEIGIEL ure or
finds the formincorrect, it returns a 25 BNak; (5) If the sender's digital
signature is verified and the nessage is found valid, the title registry
changes the content of the Consignee rolé3field fromenpty to the user
identifier of the new Consignee listed in the nessage type header; and (6)

The title registry then nfuins. the syccessful designation of the
Consi gnee 30 by ret L}FﬁF ﬁ%g\??pé"gt‘?féhensé@%?%% SREMHF kY Pecames camprpisedresisage

having a BACk t yqubt. beEidde Subscribér roabigeWRKes ZOBDoMR BOUsTbligaions With respect

PCT/ GB99/ 03091 to the_sender. That type header includes a report Fromthe
title registry B2 fHificate; the subscriber shouidaequest tip gertifier|te revokg theroprtificate.f i es t he
new Consi gnee ORevobatiod BVAIGARS ihe Bertificdare! RAGnAPRABEANESbLTLE L ent

Hol der (perhaps, t hrough the sarrerrlregs?age aas t he one Cébég’f']?g%’%?%é&e?ﬁrg

Consi gnee desi g?%‘f‘iiéh anyt lpggenot i ce i ncl udes the fol | ow ng text notice:

' You have been desiginat@fbcanntdies Htl dole @E bik& @érﬁﬁéa{eoﬂlitxagaiguel af, |ading
Ty pacity as H8

in accordance wi th the Rul ebook. By virtue o our capac \er of

this el ectroni ctBrgh it ke beogar npolly virelighle.cit is impastagtdor theiBelyige Reitow chwka To
Order Party, Copg m?&ﬁary%@@a &f tho EriDiE#tq_?ﬁﬁ%nPo tef hﬁg tosﬁayagﬁeyﬁﬂ%ﬂq%ef S)

_c"f,.irmon behal f of thé Oiginator o I's 10 el ectronrc adi ng_
the carrier) t¢ratificatedhagjoronisevaired. Tbevmbssagd hrmiliyg umit perfdetis this chietktvies it i f the

new Consi gn [ | . | der, it may reverse the designation b
returni ng tggt hzcr%efﬁe&lgégaé?ggtn?@ma Hr%'g‘ée&g‘é'{’% frse fFEdES 2 id%I SEEE: f or m
Wi thin the tineivgludipethicodrvisk pRovideos digitiletinatieng avhessagehRrvdrdddefroneiest r y

record i s updat it he new.designation. provi ded.that the SBRf nessage
is sent before ?‘ o e}tslll"%lhn ¢ S He se’%g‘ufta Y gﬁﬁ'&ﬁﬁeﬁ’g“&m ity Fl'ﬁa? &ration to
the bill. Alterreyedatien of the ertifivgte aswiefot thhtwerifipgnion. nThe subsdoiper liser kel @ UAck,

letting the ti . i se. or taking .acti.on in relgtion to the bill
ot her than ret E?@l#ﬁ%ré@g#@%ﬁf&%’%@sﬁ“&ﬁ?ﬁ?ﬂéqgﬁ'&tﬁgtfla “ﬁﬁ%@?“?sﬁ%‘m’

el ectroni c B | busthelsaiohcritgr meyertiteleastrbre raafinsibiliegb asird thavdidseskdie titl e
registry is updated. 20 The title registry record containing the

designation of the Consignee remains in the title registry and available to
permtted users@p ' haepp for Revocdrionhe appl i cabl e retention -

schedul e. The title regi r .'r,u ,ion effecting th esignation is al so
recorded in the%ﬁ"r@ﬁ%’iﬁegg’%’éffyﬂd{ﬁg” ?S'ﬁ‘%’g&g‘bs OV Sé’ﬁlzcg"r‘igfhelifféoﬁ“g'yr et ai ned
for as specifi elstedintirerampiiiabl@reRiceilld Mheahgdie eor iRhe 4s4ue3 Feld if

~rts~ As section expl ains, the To Order Party

De~i vnat i n~?~~ Or]g:ﬁr ; \ : on 4. 2: 5, p ) )
of ,an el ect Pdni & FF‘plBT‘tlloﬁﬁ:ilﬁEF S04 i thg serdcqty) 1o (deterping whetker grotige of
dohvent i onal bi kdvodaion R 6B podebdsr @Ebﬁﬁbdﬁ%&%%&ffbﬁh&%%ﬂﬁ&  Party can
y also"ho é’s
2

ayutidna bR

further transfer the bill," if the To O der Par it. For an
17 Septenmber 2003 WO 001 55774 PCT/ GB99l 03091 -'7 el ectronic bill of

G205 S W g RS AR B B
Hol der -t o- or der ye_rtiﬁcate, the subscriber should also check whether the certificate is revoked,
25  although that check is not currently mandated by an operational rule.
- Revocation of a certificate has only prospective effect; until revoked, a valid
certificate remains valid until it expires. Thus, a digital signature created before a
certificate is revoked can be properly verified, and another user may rely on that digital

signature and hold responsible for it the subscriber listed in the certificate used for



Operational Rule | w Dec~gnatin; a Tn Order Partv 5 A. An Oiginator may
designate a To Order Party in creating an el ectronic bi7 sgptehddi pgo4 see
Qperational Rule 13J. . B. To designate a To Order Party, a Pl edgee Hol der,
Bearer Hol der, or Hol der-toorder of an electronic bill of |ading shall: (a)
Compl et e a~t|t‘%8 lﬁgl stry instruction designating the To Order 10 Party for
that el ectroni &8 | ading; and (b) Sign and send a ne$SEGEYPMEI udi ng
that title registrv |nstruction to the title registry via the nessage
handling unit. O neratiorral Rul e 18: Decignat_ ing a ~STol der-to-order 15
To designate a Hol der-to-order, a Pl edgeed44dol der, Bearer Hol der, or

exi sting Hol derto-order of an electronic bill of |ading shall performthe

d 1-f 17. The tit] t
et ruct | ons. desicanee i R SHBeqRY s Btk bropeh avkomat i srierel dor

may be sent wt@mld@cbmmsage. 20 The renmai nder of this section

comments on that Operational Rule. ..I ~. An Originator may designate a To
Order Parry when creatlng the el ectronlc blllwof | adi ng, but not after the
title registry hagerd ; ek, t he nmessage handl i ng

unit notifyi %g t‘g F{éfg’ nator that the br ; péen successful |y created.
The current Bea Br Bofrevored ¥ ether 6WFC1'{W4 linothe| adiiceg ofrageveadasxm

designate a 25 Qalalsrb@nﬂ w@h@zd'f taf¥i b esj.gnat e,
succeSS| ve To Order P ﬁg e de%%una??{tﬁed@mg Sug' 'ﬁé{kgr Susigtte gl Lol der
(i.e., the Hol déF*Y®! e‘f"f cirgumsigses dreldingdhe @‘npagmarbot tmtbstmdsmgeroeatl ng
the el ectronic b{ak&me@fbebﬁﬁotﬂgdtbﬂblm ghlipegnate its To Order Party. The
njrrent Bear er Hol der. or | der-to-order may designate a To Order Party

y if ~the electronic bill of lading is active and 30transferab|e 17 .
Septenber 2003 VIO 00ASSfd: REIY PRI Ri LLust rates
the process of designating zf TS der Pa%tor?e%o‘{?m“ Y the?ﬂ&gf’ ﬁeimcﬁ%g‘g st eps:

( 1) The approptefos e asppl Emeatbee nanWe@fsug@am lsmlbhshsd;agﬁxehq:pdipnng unit;
- (2) In that megsaeRy. TREHSL! b sting the
new To 5 Order Party's user | %en???é’gfr;@évﬁﬁ Tﬁ??\“ﬁg%%‘%g%"%{ s&°¥3§§“ ?Vﬁe

| nstruction el erf@ff a§er E%Ptrﬁs%@ge%t,yhﬁecermgnust Eifiect lder retieggd deviordtion mat i on,
such as the documiidh gublidfiod he DI II to be affected and an indication that
the electronjc bill of lading is "negotiable", is also required there; (3)
The user thel? digi taPWm%tognsto a R@mageowdmcabm mgrdpbmoi&ons&ndaﬂmParty 10
desi gnati on and $ea6s bhQalBSsSa hand uni As
for any nessage, thgémessgt i Qﬁthﬁ ?Jértt’{a% gﬁ @9&0 s auh‘nageﬁ’t |a‘8‘i5

verifying the s dpfgmpation Hiefi uaqhe Bnogﬁsaoimlemg'bh@emﬁmgﬁtehewﬂitdrylgs listeid tas and/ or
title registry a,sSRc£BEGK S e. t rress

handl i ng unit or tIS[: | e reétfgé}%%%%"gt‘g“ Wﬁlm%rpf’nqeds(%%e?n# tf:

signature or fi rfdratlltveﬂrﬁgatmxssundthyRMEmcapBWkr isl S returned (5) If t he

nmessage handjg ng uni i I ro er | verlf e sender's

digi t al 5|ggiadt ure anghfﬁgéégf anedrlr %BS%’%}& akjrepostt tf”t‘f°§¥‘?‘%t§F‘é°F?t59“€ﬁ&nges
t e cont ent of tenmififate GheteveriBring y usalsedifitabbigndnoe bh@ tisedge isek@ Nhdohigtehe of t he
new To Order Parfayel %&ﬁénﬁﬂt'u'ﬁnt he nmessage type header. The forner To Order
Party's user identifrer $ Penoved fromthe 20 title registry record for
that bill; and (6) The title registry then confirnms the successful

desi gnati on of tihe nﬁﬁ §o~. Order Party by returning a DNot nessage having a
B~k type header t hrough the nessage handling unit. That type

header includfes a repl titld regintry ia tebitlaf ele@fbnft dayab@e drffoRsdkibS Rating Has
taken. 25 Thetlg notifi the new To Order Party of its

es th
desi gnati on. e°“rt°e§t' °5é%di '&na[“eﬁ'e ‘I%”‘(‘Tﬂﬁ’e it Iﬁaq'eﬁ‘if‘des hay Jhe f‘ﬁ‘e IegisHY ent

Hol der (per haps prdfuesesgdﬂecmbmc SHERS EREFATS bike EdaﬁleQFK:‘oﬁHdﬁﬁBélf]ﬁpJ%ﬂQdi*er
Party designati Cic?n the notice includes the .- follow ng text You have

been” desi gnat ed ‘as & R&WBI%er of this electronic bill of |ading in
accordance with the R Titlo®egistByis idatabRe @fplitalish fSrHRARdilgardSrabidbHRg mef thi's

30 rights and obligations contained in an electronic bill of lading (eBL). The Title




30 electronic bill of lading, in addition to your designation as a To Order
Party, 17 Septenber 2003 WO 001 55774 PCT/ GB99/ 03091 - i Bear er
or Pledgee, we (the system service provider) confirm on?ﬁg’%@%?%??lse
Oiginator of this electronic bill of lading (the carrier) that the goods
are now held tglc%gg{“order." Further, if the new To Order Party is also -
Hol der, it may PeVeYle the desi gnation by returning to the RGIHGBAYPEY stry a
nessage with a type header in the SBRf formw thin the tineout period of 24
hours begi nning when the title registry record is updated with the new
designation) provided that the SBRf nessage is sent before the designated
user takes any other action in relation to the bill. Alternatively, it my

accept the appoi I nt returning a L1~k, letting the timout period
el apse, or taki ngé éctidg%y?ortlgtf’réeloét’?agﬁhet%ﬁt‘Iif’é“‘B?thH’“‘o"g?Pé‘FS ipfoEpation gbauhtag an
SBRf. . 10 Desi geRit ¢onginad FahdTideRedRy insridhion, THOS) SeibHil sﬂaicﬁx?gfﬁohym&?@éeﬁnat ed
makes the bill transfera l?%\fedesi natj ng a, successive To Order Party

| e . [
begi nni ng when the |xtarne£|9téc§’i njok the SHLAL feding Wekis ugpddodmy Or der Party
desi gnates a successiTue Tile KRy infinictivn tdeBBerbiill] thé Eﬁiiﬁéf&é?ﬁbsisteg[ ?FL& with
nthe title

the transfer possible o e successor begi nning whe

registry is u%da@%cg%lg‘f%ml%gg‘%lpéﬂé‘“‘?Q’Qi@‘ﬁ?"%éﬁ%ﬁ‘lf tho flngtionklreguivilent of a
desi gnati on of t inelitibaal @astebillBarabiMg.r €enains in the title registry and
available to permtted users for the time specified in the applicable
retention schedul e. %ﬂ’eeaf"'i‘ BBL. the Jiitle; Regisiny srepige @ iserpf stcorls tcomgninge(1) the

t:;ﬁa{_s.i‘gnati onis a;ka‘p‘tigs (@mbdﬁﬂvdlﬂdf(b?thQhﬁ)&%'r&’cﬂfe&%d'ﬁok@%}eg; (Pgﬁgﬁ't%?gﬁgds[g\#e dﬁlng.
Q' f an electr

"';\t,- log is retai eg for..as sge0|f| ed 1n the ap

. )pq aBLIfenfifieti ng i s not al ready transferable by Bearer

Hol der, creatong a Bendhfién bobAgE ko b iTiRORSHSLS ank-endorsi ng the

bill. Bl ank-endor si ng consi sts S?JE?IOang“r%gﬁfgéﬁszgyeﬁe%fé? ?%nlfi%deb Y 'Ins"B"F{‘]‘Tq’édi ng as
Y

bei ng Bl ank EnddF¥edy Autharized parties. Tigse ingjiustiony prevsiaitcds nhaml sysemehéssages, Of
meking its Hol dewhet tehdssdgk Handi ! Thg.new B | der may
thereafter transfer the bsf’fgf’ si n%?ytﬁﬁ?%% Vg‘l':gi ﬂ%ga{gtcscgﬁglﬁg‘ﬁra zg‘r"g‘%?b‘ bed in
section 4. 4. 3. 1. 0ftRcinn i forardsithe messegeato dve itk Begistiys TheHEitlé-Regieny vakidages bl ank
endor sed el ect r ok gnfénlation trekidd! € 3 0Ql 55774

PCT/ GB99103091 Desi gnata.ilor:p a tﬁﬂev%?tgfeﬂlzﬁéggg’l E[rﬁgggy gerﬁwgot?/ W48 sect i on
4.4.3.1. Thi ¥ séapdling unisclhsaressee lindlirig-unitdddssthengsult te clier somiet’s bietshge and

| adi ng. n~I nrci nighaedd & a6k LR i . tng =nPratmai Rule 19 Blanl < E
A, An Oiginator nmay Bl anf(\L E%ggggesg) ngﬁ reﬁgpel%nt%?i(‘)omgv(? 1J;|re1cfmg$ I?sg'éﬁ“ﬂ&s PH %y eat | ng
it (see Operati oif@#enRuthe TitlsRegigry ofdy Bimitsa siigttonsmectan ied gstemarsaghi | | of -

| adi ng, a Hol der -t o- gndgk el.ectroni pld . of | adi shal.l: (a
Conplete a title regist rypoii:}%]nstj? Eﬁ%’%l?lg%‘oﬁﬁlabgwgﬁnbéow’r@eg? %5apteﬂgg °;_Ha‘!.lmq @%aﬁ

el ectronic bill <L Fepsdeddn hpditle Registey. Papethitinof |Rting typickiigicomeainisos ofdhtet e

aut omat i cal | yo r eRyass DY i egi stry. upon processing that
bnstruction.); andg( b) Sith(ﬁ1<’Sté dtoggiﬁglgg O%nlﬁlsr%léée'?min CEPS RGPS et it
g egi stry instruckerayse the gessage handling uniggguartmtees\theaorighml eomeanefthd sagdrisig UNi t .

15 _. -~ o.~a ~0O:N®ScRNbLIVRS .Hol. der, Bl an~ A The Holder of an

el ectronic bill of | aéTl‘lngv 3%1? géml‘gtésmﬁeﬁfée@[‘ 435‘?%18‘5“%’@??"%‘ a‘F‘{fQT &’H&ti on
ef , ~' ecttng t he IBigishk r€ondonlb Bgtendndiobligatiomrind singlt platd)@hé éBIL €nlbe bopidd iy
record. B. A Holdafisik Qs . desi gnat.e.a new Hol der an Instruction
in the same 20 nesslgégargéss l{lue’ﬁanaé'f)?’ts?g&g%ﬂ’ﬂétﬁ%ﬁ isﬁg“"?’}i@dgzﬁ}m@mﬂﬁ%%emnt.
The new y de3i grBlein thd Tite Regimyeby becones the Bearer Hol der of the newy
Bl ank Endorsed el ect Erpzmdﬁio? &ol rgcordix)xg i'nfo'nhatgn and controlling access to records, the Title

Registry also carries out four additional, functions, namely (1) automatic notifications;
(2) assurance that the eBL is enclosed when required; (3) management of amendments |
to the BBL; and (4) conformance with the rules as stated in the Rule Book.

30  Maintenance of endorsement chains.



of lading. ., . "~,nr rrta ~I ~ Tranf~r~ by Bearer Hn d r 25 A Bearer

Hol der (the Hol der of a Blank Endorsed el ectronic bill 97 Septimlid) 208y

desi gnate a new Bearer Holder by the procedure reduired in Operational Rule
14 for designating a new Hol der, The remainder of this section conmrents on
that Operati ona,l (@g{,ﬁ. 17 Septenber 2003 WO 001 55774 PC1' | GB991 03091 Only
the Originator ng an electronic bill of |ading or th&CEGBAUEIHOI der
to-order may bl ank endorse an electronic bill of lading. An electronic bill
of . lading can be blank endorsed only if it is active, transferable) and
not pledged. 5 As nentioned above in this4gection. for one Bearer Hol der of
a Bl ank Endorsed bill to designate another, the Bearer Holder sinply

desi gnates a new Hol %enasocgescrl bedl If? Ct‘lld n 4.4.3.1. To nake a Bearer
Hol der when none exi sts" RIOFENHS I° CRBlesH it the Titly Registryr g regult isj issued to the- or der

bl ank endor ses istndeddhdFecgiverés).21 il | ustrates the process of bl ank endorsing
an electronic bill of lading, the operations of which are now described: (
1) the appropriate user creat es a nessage for dispatch to the nessage

handl ing unit; (42) SRR TS eqigser i ncludes a bl ank endorse
indicator in the for f a 15 Bl ankEndorse tag in the Instzuction el enent
of the nessade type HSHBRISHC s Hbill of ladigeis acﬂaﬁlanensaxmdaxacmrdmwmnt | D of

the bill to be aévaescdsed@ fRIpobd3 Gh ropi,c bill of
| ading i s "negot ° ij %8 reqﬁz?ll?deggnat wﬂg&d&e%ﬁé@’qégﬁ S Qrment y si gns

the nessage cont® ﬁ?tﬁi‘% ef‘?\‘@‘“m’ Q‘H‘RF‘WPEIQ‘FSeoqsé@mhﬁcmdﬁ‘unchmaﬂy,&ﬁealgmof nto the
message handl i ndading hoveBoi4lle daitief @thdh¥pp hand |ng uni t
chks ~its autmlget o'g%everleﬁgth thﬁgﬁg&a’twt q’gt 5 820%re. The
fre sage handl i n@nfgﬁﬂ’fayamgs/ ugh WFéar}degf gthery sudhas bexmacalongm wayt mmﬂhc}t he
nessage. |f mhecamsmsosbbaﬂ&l bife billi ﬁueéﬁepex%bﬂsln‘?ay &5 x%trf tscafgﬁlﬁ&’m?e”y

verify the digit 51 signature or find ormlnc
returned; 25 (5)'°?t1‘°“1t91’é nmessage handling unit and t|tIe registry properly

fy th d li.d, titl
ogi stry marks the o Sotr e A iR B0 LRGP RRAS Wheute sl

changes t he conf¥istionspf & hidl of iadine dwdrilepeplacingrite Ipepef inedion iwdthefepdanic ragoels.
To that end, an electronic bill of lading consists of an electronic record of a document
15 in combination with transactional information.

The document part represents a bill of lading. The document, digitally signed
by the carrier, has a document ID and the other properties of a document as described
in section 2.3, including the hash result that can be used to determine whether the
document is identical to another, The bill-of-lading document is digitally signed as

o 20  part of the message creating the electronic bill of lading. As with all documents
) . ' included in digitally signed messages, the digital ‘signature applies to the entire™
message, rather than to the document specifically. The bill-of-lading document is sent -
into the central parts of the system maintained by the service provider via the message
handling unit, where it is recorded by its document ID. This document is termed the
25 “electronic bill of lading text” or eBL text.
The transactional information is related to the associated bill-of-lading
.document. For each. electronic bill of lading, the title registry maintains a database
record in the form of a table which is known as a “title registry record”. The title
registry record lists the user identifiers of users who occupy certain roles in relation to

30 the electronic bill of lading, as well as certain other data. The rulebook interprets these



(6) the title registry then confirnms via the nessage handling unit the
successful 30 Bl ank Endorsement by returning a DNot nesgrgentBRBengod BACk
type header to the 17 Sept enmber 2003 WO 001 55774 PCTI GB99103091 77_
sender. That type header includes a report fromthe title registry of the
actions it has%éaken. A new Bearer Holder is notified by the follow ng text
in the FMsg ne &°é5é774" You have been designated as the Hol dBET/GBINOBIE

el ectronic bill of lading in accordance with the Rul ebook. By virtue of
your capacity as Holder of this electronic bill of lading, in addition to
your designation as a To Order Party) Co#d%i gnee, Bearer or. Pl edgee, we
(the system service provider) confirmon behalf of the Originator of this
el ectronic bill ! ( r hat. the .goods are now held to your
order." The newr%ée?reggééﬁlg?scfglre gzrlrtg?/grggnv IseAnf RENEGHAS 37 ErlugR, thihe eleptinnici ng t o
the title 10 re§illofining. Hessuagoweied o chargy e damachRe tiildregiitey SBIRI d§ Qg W t hi n
the tinmeout period: of. hour s bhegi nnin 1en the title registry récord is
updated with thgglﬂggﬁlg%%?lgﬁg'{l fstrélﬁt,“%ﬁfrb'b? g@‘\é\ﬂqﬂﬁﬂi ofygssagesrent wiasthe esshge sent
before the desi badtimplmitser t akes any other action in relation to the bill.
Alternatively, it agcept .the appoi ntnent by returning a Lnctk, letting
t he timeout %eri od e 55%%‘50% oL} ofilading is, s Gﬂla’i‘?ﬁ/[r@x&taid@ﬁm%tneﬁﬁngﬁhela ot her
15 than ret ur ni pepveniofifaper BlitoTHadaip(lenfbined wid (B :fatabfB réeoldl lebmdla 41 NY
makes ‘it transf ra&ie by, its .Bearer Holder. The title regi §try record
contai ni ng the bFa reéﬁ%’o?‘%ér?én ¢ SYSHRE PREVIFS PioNidert ot negord dhi transgctiamsdin

avai | abl e to perehitibh @ahasdesumeft®y whitt siste frd ghtd lLhaah! e 20 ~
rétention schedule. The title -rggi st r{/ Fﬁgﬁgﬁ%%ﬁ&g‘?’gtgp?%g&?%&gn .
dedignation is 5?’%“8ntrt%§‘5f‘ﬂﬁ’8°lf'n the chronol ogical |og of nessage flow) and |
that log isl@etained for as specified in the applicable retention schedul e.

_4.4.4. Pl edge II b ',rgq. gﬁ&rti ~E~,25 Pl edge transactions reflect the

activities of f ; : ions involving bills of |ading. There are

three main pl edge t IThefollewing B )hd RARE thatlfShaHaa a”ﬂtl@REQis‘%%Q "“3[0 I 4aqui shi ng
9 edg

a pledge, and e for&li 29? a pl edge. Regarding designatin ee, when the
current Hol der - FB2ogfete Sreptbaised inbe paner ot gisciseds wherPipessiplee Hoivevegnt er s a

user identifi erndwiefnstHage 12des [ | f |ect.roni i1l of
ot 9 6 et 46 € el

| ading. It gger&%)é canverts the bill to ple } .
Sept ember 2003 RFGHIE Sertutes of the mueyent Gt and =B Ls dnipanéquits. In lescharashi tharey power s
of the To Ordercanahlyye 0 BRAMEKante® bRk ofVilk aﬁtiés.*ﬁ?atﬂ-{-lé.l I's pledged, as

a

described in section 4,3.2,. Designhating ah 1niti Pl edgee for an
electronic bill of ["ASIMAYr issthepastyshas greaten thgiBBInGsarmierorrVEQE). Al fidhd isl  of
| adi ng to a bantamiatosy. Sort of security for a docunentary credit. Once a
Pl edgee i s desi gnat (éd, it may also designate 5 a successor. Regarding
relinqui shing a pl edqEenderpagtiisshepagy t9 whons the BB il besirrendated <the egeor afi nar y

transferabl g0 sttt bgriers. WO SHIRSE i%°%°%“j°ﬁq§r %%tg{th dentd Jo% ﬁ{e fromthe

Pl edgee role field. That deletion i1s the rell shment™ 0 ﬁ'e pl edge. _;
Regar di ng enf or ci ng SHIPPIrdsthepartyithat pantrmitewifete Priginatodor cirage bf the gocghit S i N
the 10 securi tymgﬁaaag%@go,p_y t he pl edge, the Pl edgee designates itself
the current Holder-to order)”if a To Oder Party had previously been

desi gnat ed, or Bear éloldepisdbe party thatds wmialogeusamitie foisbh whé woaldilage hiadickieen

The Bl edger - T o Tom mo Banebaritcs Ble ekl "1EIRI 1S e Fef e Bl ror o
detail. 15 BosigHilied iiecsive shempapal dilbofhdingi therRBLLid switches tgpebs, Whenthea
Hol der. \When a BBL has no named To Order party or Consignee (blank endorsed), the Holder is
described as a Bearer Holder. Either a Holder or a Pledgee Holder is mandatory.
Pledgee Holder is the party that has a pledge on the BBL. A Pledgee Holder is
a bank that has provided risk financing for a trade transaction covered by the BBL
30 (typically through a letter of credit). A pledge enables the bank to assume the rights




new Pl edgee is designated by entering a user identifier into the Pl edgee
role field for the electronic bill of lading in questiofz skpenibel b603
registry also enters that user identifier 20 into the Holder. role field.
This section describes that two-step process in greater 1 , detail.

Di nerational Ry Gosriz - ~79~~Pnation of a Plec~Qee Holder For a Holder to
desi gnate a Pl edgeé Hol der of an electronic bill of |adi ngPFUFBPEIL 25

Pl edgee Hol der to replace itself as Pledgee Hol der), the Hol der of that
bill shall (a) Conplete a title registry instruction designating a Pl edgee
Hol der for that electronic bill of |adings (b) Attach the eBL Tezt of that
electronic bill of lading in the formof a docunent; and 17 Sept enber

08 10 0L TSI b P I Tl

handling unit, basTooamedib Quder paty drhlasigRet(bieik GaSRERNIE: PRideb Bl dEPE" at i onal
Rul e. The curre@etscA—é(gli c%gra Hencl i nga_gg%r el%, Hol d}gr, Hol der-to-orc?er, or

Pl edgee Hol der) - can desighate SPe r. Kithe,q Holderiqr o iPledgge) Holder isading i s
pl edged) its Homdmiatorys i nvariably also its Pl edgee, and that Pl edgee Hol der
may thus al sp trans Pl edgee can be designated for an

f he bill, A
electronic bill of |T§L‘?fh°gje*’8ﬁ>'( {5 the party that s, the jendorsse, of ¢ ransterableabegatiabld) As

Figure 22 il usBBh! B, Tide Regifat taralfl main®nCA B86&-nBYSLdVES nhii6y T9!dQwi ng
steps:: ( 1) The a%gérbggﬁﬁuser creates a nessage to the nessage handling

unit; (2) In thety i eThisEsld isoptiosalat es a Pl edgee by |isting the new

Pl edgee' s user i deniGofdigiee Withdhadty A0 §OkrhaiyGhd ' 1S L gn
‘ement of the nessa(él%e gezsyge %e,glder.' Fur.ttﬁer.?ggrgdeg(-)%fag#%s%%ﬁ&é%at he
odunent 1D of PWETAFFADIE Gopraegqhiable) BBY. Thisfieldisgptiesak equi red there; (3) The .

user then dilgital | y Mdr@Rer, bdyeUREHS a8 stéred)ican Bé anﬁf\ﬁ_apf(‘iﬁgﬁgést&g@&-o%f}“ on

and sends the mg% ge into the nmessage, handling unit

message, the me :@ ¢ Regityi Wil achondnserhetiorsfrom ¢ paitst tsdong asitheyUsy IV elmiek yi ng t he
sender' s di gi t athe Sdn@adtafe. FhPRst kB8 Uobd= anget | istry 20
al so check the .form of the‘rressgigiéﬁ?ftguﬁgﬁﬁgggaggbtha?gﬁﬁ pwlgstﬂ{'fﬁlil{l&gr title
registry a ., cHrBplghopssr Shogd’(ropt £ri8hagigwillie abledm att wnaheoBBE esithet he for m
incorrect, a BNaldérs returned; (5) If the nessage handling unit ant title
registry prﬁ)gerly verify the sender's digital signature and find the
nmessage valid, the title registry changes the content of the 25 Pl edgee
role field to the uselesidasbiit 8fusefridye new Pl edgee listed in the nmessage
t ype header. The forper edgee’s user Identifier is renoved fromthe title
registry record for nHghthendobligatonscd theiusers intrélationite reclecaonis bitlyof Eimg ent er's
t he new Pl edgeears gidasd id I ¢fid ' ; .0l e.fi in place of
what ever user ideﬁti ié!rltg\?\géss tédﬁgérﬂg!;:trggﬁl&h %%J@ﬁge‘%‘?c%ﬁles orf gaﬁfs%rl?dn‘qgﬁa@
confirns the sulfieexhpse fistions dnveobeen freplitatednanthe Opdhtiod gf ahdotitle’ eEisy)i Ng, Vi a

t he ~nmessageaf andﬁi.blpﬂ:eb&m. rheordo iR roflE %?@agaeﬁcrﬂcﬁ\(’\’nﬂ% a%tl@'?‘ecgll(stry record. In those

v . fields in a title registry record, the title registry stores information about the status of -

the electronic bill of lading and the rights and obligations of system users in relation to
it.
Figure 14 depicts in a simplified way the logical structure of a title registry
25  record. The fields in this illustration are explained below in this section.

_ The content of a role field must be a user identifier, including all user division
identifiers (the parts of the user identifier indicating departments or other subunits of
the user), but without the user identifier extension. Although a full user identifier is
listed, any person able to digitally sign on behalf of the user can send a title registry

30 instruction to effect a change in the title registry for the user, unless limited by the



17 Sept enmber 2003 WO 001 55774 PCT/ GB99/ 03091 -sotype header to the sender.
That type header includes a report fromthe title regi Sﬁ?SeEﬁgrﬂH&@Z@@éi ons
it has taken. The title registry notifies the new Pl edgee. | der of its
designation as such. Designating a Pl edgee,for an electronic bill of |ading
makes it a pl eq\%aﬁlsgélal as S described in section 4.3.2. bep%i nni ngﬁgv\,hen t he
title registry Is Updated. The title registry record cont ai FHT/fEpo/fao1

desi gnati on of the new Pl edgee Hol der remains in the title registry and
available to permtted users for the tinme specified in the applicable
retention schedule. The title registry ing¢ruction effecting the
designatioris is also recorded in the chronol ogical |og of nessage flow,

and that log is . i f . specified in the [ cabl e retention
schedul e. 4. 4. 4. %Q' E?g%”?rfgﬁg’%h%%?P%E‘aﬁgr%n‘aiﬂ“gﬂﬁﬁ‘ée ﬁ?t% ddte title FeRiws t he
current Pl edgee' tcordgheyiadeiptdrdd veiren fhe ditte iebistrPtaaithg 06t title kst @ls@lcridli ch i n
turn has the effect of returni n%) the @i Il frompledged to 15 transferable
status. This section deacribed: ¢ KE° By Ut dide regfsty drhep & Hsemhaviggithe wauisite] |
O-~era~ti onal Rt béveer ResjgniRed itselfor. aotheriusdd totBatdole. CTheprReeRs fIPdeEigﬁétiH%hl}eéh ‘a

pl edge on an gzl egotrgloni c bill of |ading (other than by nam ng a successive
Pl edgee Hol de? as "RFoVF GPEAer in sBpiop A Srrupn fe descrbes thegples thwresalyese Hol der 20

shall: .. (a) Conplete a title registry instruction which (1) renoves his
desi gnation as a,Pl edgee, fdesi gnates a new Hol der as required m
Operational Rule the eBL Text of that electronic bill of

l'ading in the form ofTha OigmeteE® the 2ontfabing Shrdibr, HaGses B crBurdBES AR okiDG Udi NT
ﬁat,- I nstructi onﬁ_aig‘ﬁ?eBL Text to the title regl stry via the nessage

andling trnit. gy Agrecrment with e Shipaer; The plgof Paiginalgr has warjous popeties |
relinqui shingoa plthagr.reglst a§ RvPdeb@BEd. Of this section comments on that
Oper ational Rule. 17 Septenber 2003 WO 00l 55774 PCT/ GB99/ 03091 gl Only
the current Pledgee MBI erRfyunconahpyes A wher gon belererpdhinterthefield fraditiec bi 1 |
of lading. An O fegisitgtedrd GRTUACHT AT ra HAL reating a
bill (or in any c‘)etghﬂgys1 circunst an%ggr%%?hgpﬁﬁﬁgtmgglb\?ﬁd’ pggtp:gﬁg%%’
transferable, th@UrerginNsarovillheablyivacess cariorsindadler Party (often the

Shi.pper)) who can t hesmBlRnke: ERARNSEd bhBe BiidihatorGE BB Rl G ¢ bill
of | adi ng rrui be in the pledged ;slt at us forédllat“g P eci%%gmggmroé%%%’ﬁ&'%’h its
pl edge. Reli é]ui U3 ysergdentifigrdsig dhe Qsiginator solefieldnpt ying its Pl edgee role field
so that no Every electronic bill of lading has an Originator (carrier).

An Originator (carrier) designates itself as such when creating an electronic bill

of lading as described in section 4.4.2.

Once an electronic bill of lading has been created, no user can designate a new

- : .20 Originator for it or change the user identifier recorded as its Originator.

———
—

An Originator has the power to: (1) create an electronic bill of lading, and in so
doing, designate its Shipper, initial Holder, and its initial To Order Party or its
Consignee, along with other roles as explained in section 4.4.2; (2) grant or deny a
request to amend an electronic bill of lading; and (3) carry out a switch-to-paper

25  directive given by another user.

4.2.2,_Surrender Party

A Surrender Party is the person appointed by the Originator to receive the
surrendered electronic bill of lading. The title registry uses the term “surrender” to mean

30 the final transfer of an electronic bill of lading to its Originator (or Surrender Party)



Pl edgee is designated. This is inplemented by the followng steps: - ( 1)
The current Pledgee creates a nessage to the nessage hanglddneibiriogod0 (2)
In that nessage, the current Pl edgee includes a RelinquishPledge subel enent
within the Instruction el enent of the nessage type header. Further tagged
data, such as W@O&% Jélrrent ID of the bill to be affected, is al so required;
(3) The current z e then digitally signs the nessage cdHI&BIPEL he

bl ank Pl edgee desi gnation and sends the nessage into the nessage handling
unit; 15 (4) As for any nessage) the nmessage handling unit checks its
authenticity by verifying the sender's di-g-tal signature. The nessage
handling unit and title registry also check the formof the nessage. If the

nmessage handlin e itl.e registry cannot properly verify the digital
signature or fi %Vc# p Iqéel“?’&(r%rf#}ﬁeﬁlgmefiéqu? 18 X@Q&kn@ésl‘%ﬁ"ﬂ?rﬁéwj rofchag & hurplfer t he
message handl i n@foropértiesinl theititle Rgik@Pissbivedrigdaer |y verify the sender's ~'
digital signature an nf iugleg thﬁge fessage valid, the title registry changes
the content of the Pledges ForietFrmtd e Sursasy Pagh §i.q chaverhie user idemtifieegi st ry
then confirns tpacedincleshiradder Bty Rejeifigdrent of the pl edge by returning, via
t he nessage $and| i ng u&it a t. nmessage, having a BAck type 25 header to
the sender. That typSnp@abBser identifierfan be.desigpaied the Susrenden @amtyi fot = eleegomt ry of
the actions it Iliboftladin. No notice is given of the relinquishment of a

pl edge. Relinquishing a pledge discontinues the bill's pledged status and
returns it to transfgfséﬁi‘ﬁ@"s?fa% Gurresderi Pastynig ontienal aththetQrigimatar's o(catierls) i S
updat ed. 17 SelpeRtierif 36 Sdrredber P Tkl -82.The.title

r € i;stry record refl eg‘ii ng the rel ‘:‘?ﬁg&?ﬁkﬁﬁe'nt%‘%?g{“%g’ogi}"éﬁfgé"‘l}’e?ﬁ”éY ®in the
difle registry ANTFder Tl%"g'P’é‘cP'Hc’ﬁBF‘m-tted users for the tine specified in
the appl i cabloe ret enOhIgheSORREr 8f th bl i; L& uctd on effecting
the relinqui shmi)nt i's ZI SO recordedIPﬁCtﬁohfg b?hé@%déf%%al}{gg{? %3’“’0““ cggage
flow, and that | ‘is retained for as 5 specified in-the applicable
retention schedul e. @nd. dksidnatddNiHR! Gl ~ Vo £ | l.edge, , t he
current Pl edgee | der of gl;l,t%l {ehgtsﬁlwgr Eﬁyl ﬁgpé,,f}g |e§%£%ft§p£'g§ °ft Pﬁa
current To O derha5gsd by rormaliitle pegistry ifuinctiony, althouhtituas be biengudey aidesdniddt

Hol der - t 0- or der bof thk bledthRic® G DAL j i.s_hlan ndorsed (and
t herefore haa; no To Order @ggﬁli , b?tltgbb%g%ére%%g%ﬁ%gﬁssﬁc{%’i HYenmoves its
desi gnati on ‘ds Pl edgBt® Syreeader Farty dees| ot hine the apweer thiqletfam anbhiits: fegietyt on
describes the pPraResS iPks SR:HEOEG: g&rgugj edge in detail. 15 Operational Ru a
y .aor i a PleQ-e Wien a To Order Parlv is Designated To enforce the

pl edge on an electronic bill of lading when a To Order Party is currently-
designated, a Puedgegnhial der shall: (a) Conplete a title registry
instruction designati ng_itself as the To Order Party and renobving its

desi gnation as Pl edg&Shippg is the pyrson cOtipatingwithethelorigimtorhmsadfyethe shipthedeli NQ

that title rggi ofhY gbdds id dedilfN 0 fitle . registry_.via the ssage
hagdl ing unit. Q ;—_rg at | on@ﬁ f‘ﬁg'l (e)ﬁér‘sthtg—%slﬁi’%?scﬁﬁ%ﬁug %?’ép@&&%fW&ﬁmEaﬁ%e
Pndor ced Shipper role field has a number of properties in the title registry as now described.

Any user can be designated the Shipper (i.e., have its user identifier placed in -
the Shipper role field).

Only one user can be designated'the Shipper of an electronic bill of lading.
25 Every electronic bill of lading has a Shipper designated when the electronic bill
of lading is created.
The Originator who creates the electronic bill of lading designates the Shipper,

in accordance with its agreement with that Shipper.



To enforce the pledge on an electronic blll of |ading when tt is currently
Bl ank 25 Endorsed, a Pl edgee Hol der shall: (a) Conpl et e1aSeptehtber 2903t ry
instruction renoving its designation as Pl edgee; (b) Sign and send a
message, incl:rding that title registry instruction, to the title registry
via the messagg Ia&ugﬁqj’l ng unit. 30 The remainder of this section coments on
that Operati onaP ' e. 17 Sept enber 2003 WO 001 55774 PCTPEBSBIWB01 - 83
Only the current Pledgee of an electronic bill of |ading can enforce the

pl edge. Cenerally, sonme event nust have occurred giving rise to the

Pl edgee's right to enforce the pledge. HeMever, the title registry does not
inquire into whether the Pledgee actually has such a right. 5 Figure 24
illustrates the proc : ORGi .pl edge. .Enforcing a pledge where a
To Order Party is deg;ﬁ%n%%lgﬁqqd‘s{hgusggfj %n’? Pg"ﬁﬁenflﬁéntgrﬁﬁré“‘gf’a&&@s@ angedr

desi gnati ng a né®ngeor@atiétte regsutyyfunctibnst dlthowgheictan ®8ickanpéd by @fendAgt bni S bl ank

endor sed, enfor : | e . 1S substantjally the sane as

rel i nqui shi ng t%gegﬁ{hréc(}glg?glFag%f!\[/l?yﬁgsqfﬁgaP{)?srf%?C“E‘fdéaéeé\éml-ﬂ)‘l*-a-er as the Bearer
Hol der. 10 The ti t| eAr¥hdfpst dops daemvertte poovei foypeafodn WEHE Fifle flofsB 6 LdalYs t he

enf orcenent af %‘r@l)ﬁ@g im@[)ttipsorggh §t§e enf Oé@i ng, Pl edgee Hol der may notify

t hem i ndependently.’ Enforerng aopt SUBT ek SUPPRS PAWVers detisg frombpther rofes | adi ng
transferabl e by bedides beingreShiftiee dyedetlad inf BotoRW.3H0 @Rbnh@nQifSlng faBear er

Hol der, begi nni @ﬂipéﬂﬁ& th}e title registry is updated. 15 The ti {18 registry
record reflecting enforcerent of a pledge remains in the title registry and
avail abl e to perni tt@)Desigem aftoldet mwdgee,eifslmi;fpkﬁﬂlalwsiﬁm?anéo%ki}ﬁ |
géﬁent.i.on schedl&ﬁ. l'm?e? tit og e istry instruction enforcing the pledge is
150 recorded i PRECHPSRE SHIBBE | 0og of nessage flow, and that log is

retai ned forllas specf Designate atdvasigielot GREs8ve BS ORdel S I 20 .

~ .. 4.4.5. Arepdmentc omapct roni (é:mﬁl |l c of Ladi %* %é%%&g?oﬁset%e
present system “a GocUNEeREXe ['Hransierably byhharging, ive Koldse if ithegStippen iseBbo Text )
remai ns unchangsithulthnesiisiyethie bifl'sMaRieOTS Otdeabr BearefBglliped. Subsequent
references to the doGFgent rrg}lég no, changes to it and nust match the
docunent's 25 attri bdt RETeRdr te &l iitheShinper ip plae dmultangansiy its Wokier-ThOrdeo c unent
was originally oeloh teidoldeNaR ThonkiBMe ewRitH fslefHdb BP0l bs a FardBENEIRL | Cal di gest of
t he docurrentl, whi chnéhg cgqreesent system uses to conpare all subsequent
references dr i nst ariéb&eqestamendmsatpbtte elsaionin billef ladingoer giveea switdh-toi n or der
to assure that phRydifctvepifaeShibpdrtio silitahudes %% ment on file in the
present system 17 t ember l%003 wo 00~55~~a P 99/ 03091 -84 Al though
the present system vt [FPIPPERAO bas ceaspdstq brytha dlolder of thereidetonye till dffiading t | e
registry recor dcinbt parfgred dnl Gitkidns & BafidiPfa (1! | Of lading can be made
relate'to a anot her, perhaps nore recently filed eBL Text through the
amendnent process. Al though terned "anendnents”, anending an el ectronic
bil I -of | adi2og KAV eaSonki@feed €xi sting docunment unchanged and nerely nakes

t he docunentary refeéﬁirgce inthe title registry point to a dii~erent
ddcument as the operafPiuenesis tehuyer edmporter.itheparssgivdioriy torrecoredhd goolisides a
field containi ngechbidtgORCa RBR r £ Ql; adj n L. Fext. That field
serves as a refer encs. 1o the&aet%fl_gm%gx%@&gﬁgqg gﬁg%g'tﬁ%ﬁ(@o&nt SRTEa8t % hat
fieldr .. to |Pesienaed,doy gotensierpble| elegteonicobibly pfodnding, alse ailk bedongs trog-

el ectronic bill tradsfekadfl Nthe (ﬁ)‘ﬁﬁ?\:{nel(}olte fi@l&%s rv'&%u% g{o : iesdﬁ?tgergn% ggigtnr?};sns

unchanged ar}g avai l abl e in unal'tered formfor ere
now described.

Any user can be designated the Consignee (i.e., have its user identifier placed
in the Consignee role field).

Only one user identifier can be designated the Consignee of an electronic bill of
lading.

30 The present system does not require a Consignee to be designated.



This "amendnent” process occurs in two basic steps: First, a user requests
the Originator to amend the bill, and then the Oi gi natprseptemeer 26E1t s or
denies the request. If the request is granted, a new docunent IDis
substituted for the former one in the 15 title registry, and the
transactional data in the title registry is then applied to the substituted
eBL Text so th¥POH&pre- amendment rights and obligations BET/E€HIN0MH user s
resune in relation'to the new docunent. Because the Oiginator creates and
signs the eBL Text, the Originator's approval is necessary to substitute a
new docunent for the one already referenggd in 20 the title registry. O her
interested users . besides the Oiginator can request an .. anendnent, and

when they do) the tiltnl e r.egi st r%/ suspends the electronic bill of lading so
that all title registr§3URE anuetsuone bl of glading.ntbe Qrginatort ¢he dasigndteat or

grants or deni eEohdighe@BRRCHIE, R thé OHEIRRIr is nbh Beslghiting a T8 Drdk PYty B RatRAf PrOCess
any di al ogue between_t he Orlg%}nator and ot her users in detérm ning whet her

or how to amend?fet 2 Ip fsiey Porty hasdeendesicratad; for e illy f% svrvannoldérato-otdet bre
registry record Bl Holddh €an'dB6isiRR G dofisifilet her denied or granted with a
substituted sBL Text, Thus, the title registry instructions regarding
amendnment s are t hr ecPRedesignaigdithe Gangjeres is entpeed pammpnently maheannotiba dimeped and

deny amendment. uén ﬁ&hﬁ@l&itle@@éﬁ‘s’&?@ﬁ@ﬁ 5. dithGugh $Fas bd dhal bl SygRends
oper ati ons affectiéng,BQ the title r_oex?gi st'rf aﬁ%s%&%&glﬁ'&&%u ‘?l@%
Originator for ielestranishill efdading by its Otiginator ay AesSribed émdsetion2008 WO 00/ 55774
PCT/ GB99/ 03091 -85 raguSstibiRe wis '| lelr!' LNl ude a d nt
e;’&e[ai ning its reasons forlétthr g%ua\égsatél,“q‘ggﬁ(fgplr %géldg'{%g&“aﬁ%‘{f’é‘ﬁg’@fé@
telision. Any edpsinghas g Bevestion will not involve the title registry until
the Originatr deci dg@$rifRed . . F _. . - Agrant
anendnent title regigfrngf ngsltﬂ{hgglgll{tgn Pglg%gﬁﬁgﬁ@?%l{nﬁator substitutes a S
“new eBL Text for the(2bbusrepdenthe claettopicibill afilmsiingao the Originetot-tartiee of degigadtedy
record. The el e%ﬁﬁ&ﬂkt‘j’aﬁ%}-%d of lading then regains active (rather than
suspended) status. A denYy amendnent title registry instruction sinply
returns the el ectroni3tGlye hswitch-to-papendjrettive dartthesdecsord bil ofladihput any change

toits title regg r inder of this,section exan nes the

amendnment pr oceg{';‘t%|g Exrésﬁggg%)%gml%g téqtlgl °r 02. Af.ege.ﬂfm Jl;lgfgfimg’ghiﬁgﬁﬁ*‘%ant The
amendnent prldcesannot perforn anyditle tdgistbesperaiosest s an anendnment. That request is
directed mainly . to the Originator) but is recorded in the title registry in
order 15 to suspend further transactions in relation to the electronic bill

of I adi ng whil e %2d% TnOrdrlarty request i s pending, as described in greater:
detail bel ow. Oneratj ~| ~6~ Reqgreterti n nd t. T reguest or
AT Pty = e b B TR TG g

propose an amendnent ext, | eate a
title registry irgisthieldcfor @rol QrdehBarfycinnthofitlaregsne dsrearious prppasies; as. now( b) Si gn

and send a "%SS??ﬁriﬁé&”t aining that Instruction to the Title Registry via
t he message handling unit. Operational Rule 27~ Granting or D~~ving
Rrla~, ~, a~t 25 The O Agy nset oan b daipnabdatTooDider Pirfyl (i.ef haiv@disnger dektifieei pt of

an amendnent re . f.arwarde t he message handling unit shall either:
(a) Grant the a%ﬁg&n%n%t?'gﬁffé&?&g} (b) Deny the anendnment request.

Only one user identifier at a time can be designated the To Order Party of an
electronic bill of lading.

25 The present system does not require a To Order Party to be designated.
In creating an electronic bill of lading, the Originator may designate its initial
To Order Party (as the Shipper instructs).
A Bearer Holder may also designate a To Order Party by an instruction

removing the blank endorsement on the bill and entering a user identifier in the To



30 The remai nder of this section comments on that Operational Rule. 17
Sept ember 2003 WD 001 55774 -86 PCT/ GB99103091 Any Hol det7 Septembauzil3
anmendnent of an electronic bill of lading. The bill nust be active and not
pl edged when the anendnent is requested. Figure 25 is a flow chart
illustrating the grocess of requesting anmendnent of an electronic bill of
| adi ng. The st®BI5¥™ nis process are as follows: 5 ( | ) PAEGEMMGPri at e
user creates a nmessage to the nessage handling unit using a user system
(2) The user includes an amendnent request in the Instruction el enment of

t he message type header.. The tagged dat &3i ncl udes the docunent |ID of the
electronic bill of lading to be affected; 10 (3) The user then digitally

signs and sends nes to the present system (4) As for any nessage,
t he message hangr?eﬁtgarﬁvnfofea‘%ﬁ%c@?e Q?Ség%é‘ﬁ‘iﬁeﬁ?té@Frt%P”bWaMé?ﬁlﬂﬂyﬁerﬂg;“‘tchﬁorsender' s
di gi tal signat ubgaandesabmibgelResifodsditent, @f d8s@fbed RReBS5a98. | f the nmessage
handl i ng unit cannot Frogleréﬁ/ verify the digital singnature or finds the
formincorrect, it r8P§An® Gdesdany has been dsyienated; | mabe shageedtharihll proggss. uni t
and title regi sideyribedrin feytidnags. xrnder’ s digital signature and find the
message valid, the title registry flags the electronic bill of |ading as
havi ng an am@ndment PEFRIMRHFD ishe cureah TR Order Bartytaad gigitenesusypdolde die. st al so

enters a requestﬂoiddsmébfde%fér&léc{r@%biw’ehﬁélnéﬁ‘é%%?;%wé‘rft&e“ ed that suspended
t he

stat e ‘and subsequent gﬁerati ons relati nf to equest ed anendnent; . ' 20
) €0

(6) The anendnent redURestennE asyseegsar da @rdesPartyefohe bjllnat or. To do this, the

title | .. registry @epeifenh® aChidaed gi : i i1l of

I ﬁfgi; ng, via the nessage%ﬁgandl i nglgu%ﬁ'%d}g&%pcgheht ae'?el cg&ﬁéﬁggﬁf a?%‘t‘-“oan
dnendment has b@@pn-raBEmEpledilEr om t he sender of the message; and (7) The _
title registmy then @pphhy GRokd\ e Rl | Og: .0 t request 25 by
returning to the, senggr, Vi aothee neggcg%gd alﬁg‘[t?%g&uﬁgﬁ%mgg%%&l&%@?%eage

havi ng a type h&adeansiprable pthe pgwiBester Holesk That type header. includes a
report fromthe titl@)piedeSle'vril Qf debiRSiri i it has taken. Requesting an
anmendnent gives the g? eggfoni C %Ie%lgﬁ%lﬂfégl?%e’t-he suspended st at us

begi nni ng when the t Prandagithe bil) to the Qriginatortcarii¢rar designated Stirender| Paryt i xed
for 30 term natiagn of that status, other than by a grant or denial of the
anmendnent request. 17 Septenber 2003 WO 00l 55774 PCTI CB99103091 The title
registry reddrd ref|@tEivagswitnh-to-pepeeditectiverforahesiatrenit bilefiading in the title
regi stry and avail abj gt q,gq;q ers faor the.ti,me specified in the
appl i cabl e retention sgkgggégl e. ﬁahggtp?’t%?"en PLEPLH R ﬁg?“!‘a elgfsh%uﬁéﬁﬁléesti ng

t he amendment | dodPrdey Ragty ds aleal sinltaniseustyhthe oldeg il the affegedoélecirpsis afeof | ow)
and that |og isJ46fakpgd 7 Liied in the applj.cabl tention
schedul e. The O g%gnat‘ or, oﬁdﬁfgﬁ&g{ﬁg%%éﬁ%%ﬁ?mr 8%“555’[ ﬁigl °r'ﬁ’t(§' tely
directed, can deny the request as described in this subsection. 10

Overati onal Jgul @mﬂﬁpﬁ” Amendnent Reqrt!est To deny a request to
a}-n?nd the eBL Text of an electronic bill of lading, its Oiginator shall:
! - A Bearer Holder is analogous to the person in physical possession of a bearer

bill of lading, i.e., one that is transferable by changing physical possession of the bill.
A Bearer Holder is created by blank endorsing an electronic bill of lading and then
designating a Holder as described in section 4.4.3.1. Thus, a Bearer Holder is simply
25  the Holder of a blank endorsed electronic bill of lading.

The role of Bearer Holder has various properties in the title registry as now
described.

Any user can be designated a Bearer Holder (i.e., have its user identiﬁef placed
in the Holder role field of a blank endorsed electronic bill of lading).



(a) Conplete a title registry instruction in the formprescribed formto
deny the 15 reguest; and (b) Sign and send a nessage, i héSegtemper2803
Instruction, to the Title Registry via the nessage handling unit. The

remai nder of this section comments on that Operational Rule. 20 Only the
Originator of 0?) 59‘{)r onic bill of |ading can deny another user's 1 ..
request to amnen ﬁ_e ill. The bill nust have suspended st RGTEBIYPIYhe
Oiginator to deny the requested anendnent. The title registry does not
inquire into whether an Oiginator has a legal right to 25 deny anmendnent
or whether any user has satisfied any consi-ti ons agreed upon with the
Originator for obtaining an anmendnent. Figure 26 illustrates the deny
anendnent process, i ch proceeds, as follows:, ( 1. ) The Oiginator creates
a nessage to the m\g@élé'eonﬁé.’ﬁedlam T gﬁg?ﬁ%’]d&r (rag thug.asBeargr Holder)1of an

Sept enmber 2003 WRcOMiISEN é#laficd | GB99/ 03091 _gg_ (2) The Origi nator
e.cpresses its intenk ho d t he, amendnent request by including a tag

i ndi cating deni al of “an® FKisE oglyeid tan i elpconico pith 9t leding hisebketyplank e

servi ce provi derendoritd. BagR efottaheh: sRkh Uptnalt e document 1D of the bill to
be affected and the re(rtbjest identifier of the amendnent request denied; 5
(3) The Originator tRBPIEBGIF SarisDsingratingen desyanic bilbef lading ag thetcorrénne
message handl i ngHaldwr{To Ofdbr cADIdnRendRRY iimeSSage, the nessage handling unit
checks its authenti Ch{é‘)é bi\{, verifying the sender's (Oiginator's) digital
signature and al so cRECRS™E Heldsrspiag elsrtrqnigbilkpbladingare designated avalsseie ihandl i ng
unit cannot propediod 4€3.1.f YAst Aendhdi iRbe, Si - ' t.he form
Hjcorrect, it retéur..-ns a Break; (5) | %&t%?ﬁg@al%gmﬁgﬁﬁﬁ{ &g&gﬁgtls yﬂ]ﬁ)ti tle
rdgi stry proper %985 qesizpatias & Hplderris equiynigntiterdesighaging its Berax i ldei. nd t he ,
nmessage valim the tirgd 3 | | ectronic bill of
lading to indicate that &gﬁﬁ?ﬁﬁﬁéﬁgﬁﬁ%ﬁdﬁ%@%{é %fg%egéééis)pg‘ﬁgm? BURYT B5¢F 6)  The
amendnent r equedhe feldernpf therelactipnicibill of fdinke T Bedrerdiabder nifipelss klithinad s
registry, then sgme t iy nj G. bj.l f | ading)
via the nmessage han Ii%&ﬁgi% bgngg%ggrr%eg{ew;?&ag%s q%télgtégrgr ng r%ﬁ@h&ﬁent has
been received f r"OR5iE¥E sender of the nmessage; and (7) The title registry
then confirns the progessi 3 Fad: eturni.ng to the
Ori gi nator a_DNot nessagg_k‘in%gip%r(j}i%r]lgﬂ%&%ﬁﬁ%ﬁg?fﬂﬁnﬁgﬁﬁwr&?' a 20 BAck
That type helder i ncflddesignaterasisyrReater Holderi(by ddsighaing e g Hojdenfor thedlagkt | ONs

it has taken. DeRydrd eRBctdl a deent discontinues the suspended
status and returns Tt he gF ec?@?ﬂ%ﬁl%:&%%)l ?heo adl ﬁ&r a%nogi%f”fv?/‘@r’gfaﬁlf EoBR gi nni ng
when the title rteaftibithegausest igplikatheblank2Bddfed; titl e registry record contai ning
t he designation of t e ' inthe title registry apnd_ayail able
to pernitted users fgﬁqgﬁ%rg?ian%e(g%éci 788 'R° r?8“V§Sp%‘r"?°1°§i§?%° ?'Bféﬁ%(‘f‘%n
schedul e. The t ite Pre traggferable hy dasigbating sucomsideTyOngr Ralties;anmendnent is al so
recorded in 4ohe chropgRghLal f flo nd that .i s retained
fgr 'as specified in ?ﬁe a%p iac%%ﬁg&re’eatqgﬁ}%%gﬁcos‘%’%%%ﬁalggmg'ﬁ%‘n °IT?a%mg toa

o - non-transferable bill; o -

{

(4) Pledge the bill by designating a Pledgee;
(5) Request amendment of the bill; and

(6) Give a switch-to-paper directive for the electronic bill of lading
25

4.2.7. Pledgee
A Pledgee is a financial institution which has an interest in the electronic bill of -
lading based on financing of the shipped goods or assuring payment for them. The

Pledgee role field has these properties in the title registry:



17 Septenmber 2003 WO 00155774 -89 PCT/ GB99/03091 ~.!~.$.3. r~ntlne an
AmAnr~nPnt 12 can"fact An Originator) to which an anendiéSeptesthes 2008 s
forwarded, may grant or deny the request as described in this subsection. $
D~~erational Rule ~9~ ~rantin~, ~n Anendne, ~~ R au ct To grant a reguest to
amend the eBL (? pf an el ectronic bill of Iadi ng, its Orlenl_nator shal | :

(a) Complete a |tﬁe registry instruction in the form presE 1t he
service provider to grant the request; and 10 (b) Sign and send a nessage,
including that Instruction, to the Title Registry via the nessage handling
unit. The renmminder of this section comméhts on that Operational Rul e. Only
the Originator of an electronic bill of l|ading can grant another user's | S
request to amend theyRi n iate a ment on
its own. A request rrusts}yﬁgg}-el:llgl&elgxhnlurﬂrgr @é’}l% cféﬁgrp%ﬁl ‘J’pgféeégev\/r‘be @aczi?‘s‘bql‘:

Hol der or the CBR%gegmdfidd). the bill to be amended and the bill nust have

t hereby have suspen inquire into
whet her an Ori gi nat gﬁmvh%%g&ﬁeaﬁpg%tauﬁg\%n & 'P%eﬁ‘d%g‘ﬁ?‘g?“e‘&f&egkctmw

grant ed, or whi biHefladingyy user has satisfied .any conditions agreed upon
vviththe Ori gi nat or an_anmen nt. Figure 27 illustrates the
process for granti ndj g%?aggigflatrﬂl?dgee'éﬂmw nt. The following steps are

i nvol ved: (1) The o4 gpndamromeeatmreammssagmeixgmmepﬁ@g%sa%efmagu ing unit

usi ng a user ( The Ori or resses its intent to grant
t he arrendrrent % (feggﬁ"y la|m)r)1t(t:11“ R g? Eégefn%%‘?hﬁpﬁi“%tls emigagiedathendnent
request in the Pleqlgw pr wcauidomtically dedighare thei wcﬂdeproQtHeCiﬂ?é’dgedTélé‘ctrBﬁggﬁldofdat a
ludes the reg ggt dlg I |ﬁ of the request -granted and the
ldrgurrent | D of tﬁe new eé{] sdhe iR gﬁ“ﬁi"f“f“@l‘ “étdﬁ ‘ﬁ@ls%lﬂf’lg?fh Pledgee which ise
anendnent cafrbi dseslmultaheopkletlell-bm‘ef@&hﬁeduPlé@eﬂf{olh@dl ng into one, nmultiple

17 Sept enber 2003 V\gﬂ #55774 90 PCT/ GB99/ 03091 docunent |1 Ds nay appear in
the granting | nstruéti o deFignate A-SERFSAT O% By flaleta its isepidentifientiom dwi ¢ bi | |

of lading into Piedget wﬂeﬁ‘lew @Hkh&féby@hﬂ@}ighqdalpgdéy I1s of lading, it may have

multiple Instructio %F E{IB r?’Ehe same amendnent request identifier, but
each indicating a srelb%f: S VBIGR 1575 simulteneeysly the Helderdig, %@p@eaﬁeldeBhaSText

included in thethepovessage. (3) The Originator then di g| tally signs and
sends t hat ssage tBJ%ﬁl ssage, handling unit; 6 for any nessage.

t he message andl i ngDJielpay él? edgg by Qﬂ?tﬁ’édisl‘é‘?rt@enﬁ enfean thePlrgdeectrelesender ' s
(Originator's) figlgi tal signature. The nessage handling unit end 10 title

regi stry al so check ilhe formof the nmessage. |f the digital signature
cannot be (2) Enforce its pledge by designating itself the To Order Party, if the electronic

bill of lading is not blank endorsed. If it is blank endorsed, the Pledgee Holder simply
removes its user identifier from the Pledgee role field. thereby becoming Bearer
20 Holder of a bill no longer pledged;
“) . ' (3) Give a switch-to-paper directive for the electronic bill of lading; and
(4) Designate a successive Pledgee Holder. The Pledgee Holder cannot,
however, designate a new Holder which is not also Pledgee.
As mentjoned above, a Pledgee which is not also Holder exists only in theory.
25  The title registry makes a newly designated Pledgee also the Holder, and does not

permit the Pledgee to designate another Holder while also Pledgee.

4.2.8. Holder



verified or the formof the nessage is found to be incorrect, the nessage
handling unit returns a BNak nmessage; (5) If the nessagé7Septdmbey 2008t and
title registry properly verify the sender's digital signature and find the
nmessage valid, the title registry resets the flag on the 15 electronic bill
of lading to 'Wbo‘/‘s?‘}v? that an anmendnent is not in process any |onger; and
(6) The title registry then confirns the processing of theP 9%t  deni al
by returning to the Originator, via the nmessage handling unit, a DNot
message i ncluding a type header in the formof a BAck. That type header
includes a report fromthe title regi stry6of the actions it has taken. 20
Granting ~n anendnent request discontinues the suspended status and returns
w t he anended el ect rgpi din ti status with a new eBL
Text, begi nni ng, \Aher;l(ngrg{ebl({ef ltsltge) a%‘)’ 15 eggfegﬁodgtlyé’ﬁa PPRfEssionef sheebitheEnt title
registry recor dadisgdecumentnit tHere:letlrddmebm eglaahhgys svihed (@ bapah T8 HBIRSHHI Tt ed

users for the t a8 icable retention schedule. 25 The
title registry Fns?ar%ﬁgﬁug ge‘h ﬂ@“ﬁ%‘gg‘étﬁb"ﬁ&ﬂ’éﬂfsci‘? dal so recorded in the

chronol ogi cal | og ofAnyewsteryarsé:l 1dm1ﬁandmttibaaesﬂg%ed 8 Hoﬁe@'(lrkeg]gw ‘58’8‘% "o

38/e2|5f7|7£e1dpl : thgﬁigglldg%ggl ?heé%ﬁntl qul‘ﬁgh:guefect r(%; Seglt FI of lading is

anal ogous to the pré]sllmtnauswﬁtaofme&mpmﬁéH&uérlofgfelgca.gﬁlggmtgylah&? consi gnee or
endor see (generallyItl er, or gﬁ‘;rter he carrier 1nTreturn for the

he b
shr pped goods. It doe%mﬁ'b OBHRR &R £iRgtresic ik af ladipphasiadiodisr attali times fiprhy
pdi cates that itsheedtivh huntilsitst sarérideat &Coldks cﬁiﬁxapaélé%@f’r lu% @&gﬁﬁe‘i’eéo?{kl bel ow. S
a -

y the follo C rrender an el ectronic bil
%ln\sr ghee, if Y\fflq% ‘g?g%hlt he Hol der; and (2) the current hol der-to- order

The bi'l| must be acui yeeAndernao ipbasasdus { dered. Figure
28 illustrates agroc&ss (;f sulrrendgﬁ nmo‘%pe B Qﬁcgﬁmtgzgg q‘?ﬂa 18 ‘faﬁd ing ..

which is perfor NARPRE SYBEm BRF #ghesileldss; UHW the 1101§lerT§r%so(Bb¢dgeegnee or

current Hol der-to- orI‘deH IaEre@TEes hand uni t
0 RS elecnidkie HROET lﬁrﬂvédteﬁrﬁy ?lgaﬁ%ea%gl?n t:h Egls

using a user. sysh n} (é% Consi %gee or

Instruction in RS ¢-&r "bf"’éé‘&el"ﬂ’é@it Vilk ip ereafed witid i ipsugendered or §Ehtehedr160r mat i on
i ncl udes the dcmpmant ID of the bill to be surrendered; 15 (3) The

Consi gnee of HoI der - 18 Srder then digitally signs and sends t he nmessage to
t he rressage handl | n§ KiQlfer-hag the pawerrtgy (b)r@esrﬁa@sag’éedg«teriéoldmmagaccmdl i ng
unit checks it SHaddr enrdtiaGb PMd I i ature.
The nessage han(%h?gng uni t anﬁ)rvﬁldl‘we@ér&gm}?%ﬁ gg%ﬂg‘%’v‘?zﬁ lﬂ% ie téonl’ lg of the
message. |f thé & d?t?ﬂ#eﬁfrﬁglemqm@frthetqletctremrbgroﬁladlyg 20 system cannot -
properly verify the d| gital signature or find the formincorrect, the .,
message handl i ng unrt returns a BNak ~ .. (5) If the nessage handl ing unit
and title regi ty—pRissand Lypesaf] jecBitlpofiading digital signature and find
t he message2o/al i d, trl%ﬂmbhbhxﬁuf tronic. bill .of |ading
as)surrender ed; c{and §5 (6) Thgqf}::t éex?“fé‘l‘?g ronlla?%elr'l&igzléa’?or PSS t lgd’fr ender
by’ r et ur ni ng t JO4Pge WaICh asl fopexample. lrve“éaaepr qlwsetdhﬂrafgbtcm“mégothb&%dnd sdat type

header i ncl udesrhaser @iRtfcions "dRRRriIfye errélsttlfgr bills of lading in their electronic form as -

implemented in the present system. A bill-of-lading document sent into the present

system can, for example, be claused or clean, depending on how the Originator and its
25  counterparties draft the eBL Text.
Hoyvever, to these traditional distinctions between bills of lading, the
functionality of the title regisiry adds a new typology based on whether the electronic
bill of lading is operationally active. That functionality also adds some operational

nuances to the concept of transferability and distinctions based on that concept. The



registry of the actions it has taken. The title registry sends via the
message handling unit a FMsg nessage to the Oigi nator &h8eflembended3 Party
(if any)) notifying themthat the electronic bill of |ading 17 Sept enber
2003 WO 00155774 PCT/ GB99/ 03091 has been surrendered and inform ng them who
t he current quﬁgﬁﬁ?ﬁ or Hol der-toorder is. Surrender nmakes the el ectronic
bill of |ading ated begi nning when the title registricT/eBY¥Yat ed. 5
The title registry record (including all prior transactions) of the
termnated electronic bill of lading remains in the title registry and
available to permtted users for the tims7specified in the applicable
retention schedule. The title registry instruction effecting the surrender

is also recorde ronolo cal sage flow, and that log is
retai ned for as%é%gg'y}ﬁb R TR ptE‘TSF &5 P°é‘°?sre$ Fffg'bﬁp%weﬁmc@vnydeo
convert an el ectrasferabiliy. | | of | ading from paper to electronic form a user
directs the Originator of the bill to print out the bill-of |ading
docunent, sign the printed versi on) and pass it on to the next appropriate
party, as set o#B.1i rOogatatietap®ktes 15 3. 7. As a technological process) it is a
nmessage ultipately djrected tQ the O’Igl nat or and passing en route through
the title reg!ast ry Eiso 1tbluaﬂf Ining, Passes Bwqugh (o kifeccyslel of oreatioackindg as
ternmi nated, as t&ﬁﬁlﬁ&tlobedh&)@:leﬁﬁbnsmefhéfntwf}@istry megerféiw &nqne él?ctxﬂu%ﬁl

Directives~~or i ~~l edped Rttlc . 20 To direct gl nat

el ectronic bil| 28 gl"?ﬂldﬁb"“m & Whigh ﬁ%ﬁe%@ﬂﬁéﬁct"@ ‘#\M‘#msm Brieflypthpaper as

required in Rul eoekic bl offhdily has ec gl Hb0Rs cioBLARIs b {eds‘?f{te Bear er
| der, or Con5| | der shal |, a) Conplete a.title reg

§iistruction in {n Finie & suspsndedistayy while ans amendmentris omdd\graxtdcnlsdlhaeet t he

Originator 10 ,t'EanhﬁEH $thle RARE Feosul

including that | nstructi ?)n toemt1 %?Bn?tﬁle(g%%@?cg@rlép\%d%gt &Tgygausgeg tﬁandl i ng

unit. Qperati onfinctignality a5 a transacyiopjsurpRrt instrmenbier Di r ect i ves fQ Pled~, g~

Billy To direct the 16 hGiv@akeb n his

pl edged to switch it to 30 ;;apeegysgglg?ﬁqﬁtl%ﬁa rp%p%y‘llreagmkg UQ%??@)? its

Pl edgee Hol der ©fiag| The active stajst isnipterrumed Sy UB0¢IEEDTIA um:wrcmmeaagl 93

(a) Conplete a fushdned selsShdidhtihd St M&Bl‘v@gﬁéﬁdﬁlm r;q%sm PheRGld Bgde0y the

service proyjider to grant the request
15 when the electronic bill of lading is terminated. In the active state, the electronic bill

of lading can be transferred as described in section 4.4.3., or pledged, amended,
switched to paper, or surrendered.
The suspended state is entered if a party with the power to request an
amendment of the electronic bill of lading does so. The suspended state ends, and the
20 active state is resumed, when the Originator denies the request for amendment, or
grants the request and completes the amendment. Whilé an electronic bill of lading is ~
in the suspended state, no operations are possible other than the granting or denying of
a request for amendment.
The terminated state is entered when a party with the necessary power
25  surrenders the electronic bill of lad'ing or switches it to paper. Entry of the terminated
state is irreversible. Moreover, no operations are possible on an electronic bill of
lading in the terminated state,
Section 4.4, below describes in more detail the operations that cause an

electronic bill of lading to change between these operational states.
30



(b) Sign and send a nessage, incl irding that Instruction, to the Title
Registry via - the nessage handling arnit. 5 The renmai ndéiSepfenber2062ct i on
comments on that Operational Rule. The current Bearer Hol der,

Hol der-to-order, or the Consignee Holder of an electronic bill of |ading
can switch it w%?ger, if it is not pledged. If it is pledged) only . its
Pl edgee Hol der ' 5_-(I.(A4'[Ch it'to paper. In exceptional circutaVGHI®E991 t he
system 10 service provider can also issue a switch-to-paper directive, but
only if a critical user has been inactivated. If the service provider did

not then intervene) the electronic bill akglading woul d be permanently
"stuck"” in the title registry. Acritical user is one whichis: ( 1) the
Shi pper, if also,the | det ;. t he Consignee, if the Consignee is also
t he Hol der; {3) -to-order, unless the bill is pledged;

(4) the current 15 Bebeeviterioh differentidting e biifeLivspeniict, B} 8986 ed Uards ¢ t NE
current Pl edgee he system servi ce provider | nactivates a

Hol der . \hen,
user, it checks ?W“{dﬁ‘ﬁ% ARy ‘t‘i"i‘sfe%0 tagyftages in thedlifelexcleofrmeleamonic bidlroffadmg us er

occupi es one of ardiahediRiGolsMhaeshodldBe birmRRY ai &b ét:?gte.e%hécrgx}ﬁoggk}{é&%ﬁ?@ger

directive. The electronic bill of |ading nust not already ted
when a swi t ch?t oth8 /PSlog% Aeseribed in this subsectign iscthe transferbilifi afitheel@ronit billsger at es,
a sSW t ch-t o- papefading S tinte tthafdferk Srel Ll : ~The

g el s FEAIET B oL e b 11055,

appropriate user creates a nessage e ness
user system 25 ?%cu}ﬂﬁ’ql‘hé'ﬂﬁ@@!’llwlffgs v pasizhpsicanprphuabiy fathgr thani fusdtiofially paper .
The Consignee or frblahid@perhim@’s@RE, | ncl udes an instruction in the form
p e)__scrl bed by the seryice provider. The information includes the document
1D 'of the bill to be Gisytaregistinguiphep betweqnIred istatesi swarsfombilicy, gichely hop-Si gns
and sends thap nﬁﬁﬁﬁg‘gle;&ngfgﬁbwﬁ%gﬁhandl ing unit; 17 Septenmber 2003 WO
001 55774 -94 PCC/ (GB99/03091 (4 I any nessage) the message handling
unit checks its aut hehfprirangelghle state isyanterpdt wien senOkginasordiwgieata| HaldegTat ur e.
The nmessage handbidafoHater BOE N regi st al,so ch he fqormof the
message. |f the message hfam@l ér?\%&%ﬂg{e% ggﬂ%%tnﬁ Foga? %‘5‘3@{‘?35&%3%& %I“Hberl y
verify the digitiafo % gﬂ@ztrwfsrabhe.statmﬁ iqréxgmm andi pemmine Gk farcas dadferbtsilit)
and title T §‘ St O SORERR M Bk L ungh e Sl P OC e ieE B 11 o
the message VAl i@tmipgied state byosurmendes or g swikchgs papive  Ttaesféralsility Gtal2i dhhng$ ke adi ng
as bei ng swi t cheghtbhossBRRGH ; .S Leh-to- r directive is
R (AN A e F ORI
iginator o e e ¢ lsfatelis enfer en@n Origima S SajB OdaPartig uni t,
a report that a giyigghiifel Bk ndh AMLLGD phOMBRST ThaS, oen fiecel vad rom the
sender ‘of the message.” The title registry - Figpsts 8Y tdpaTePiecle
Originator to det billis pledged. Thedra@ferghilitpsiate ehdsowipe tfetilNRAnddh hon-GinkfRGblE Ve .

i focti ve, oot Reepisaing 3ontgles O it g I Grerk e o anereing 19 ¢ he
processing of t hBheswrenttilot Qedpraluety ofliBearedt Holderlyf artesinsferable Gilll @ay bé%i_gﬁ&@ﬂer vi a
the nmessage handl Qg header..i.n the formof .a BAck, That_type
header includes a r eﬁ%épit.(} ??dgltmyat?ﬁeo r B IR ‘E‘F‘Igﬂ}at%? Copsignes {making the bill 5
t aken. pledged), or designate a Consignee (making the bill non-transferable).

A pledged state is entered when a Holder designates a Pledgee for a

25 transferable electronic bill of lading. The pledged state ends when the Pledgee enforces

or relinquishes the pledge. In the pledged state, enforcement or relinquishment of the

pledge are possible. The bill can also be amended or switched to paper. Transfers (e.g. -

designation of a successive H_older, To Order Party, or Consignee) are not possible.
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Sw tching to paper makes the electronic bill of |ading term nated when the
title 20 registry is updated. The title re is g try rectr Sepentlendoom al
prior transactions) of the termnated electronic bill of lading remains in
the title registry and available to permtted users for the time specified
in the appli ca&b% ’ésﬁ'} ention schedule. The title registry instruction
effecting the WV paper is also recorded in the chroREFGHPUEN1| og of
message flow, 25 and that log is retained for as specified in the
applicable retention schedule. 4.5. .ndorc n hainc The Title Registry

mai nt ai ns an endorsenent chain for each BBL. The endorsenent chain reflects
the parties tct the contract of carriage. The service provider 17

Sept enber 2003 WO 00 224, PCT/. /03091 .- 95 manages the creation and
del i very of endor serré%? m%‘ﬁ?i%‘%? I%"eecs?ai%ﬁﬁfP’PFéatlc‘,’BﬁritSﬁ%Eicaﬂh‘&q}' g fegtien Hhét

transfer of the 2BBlectronissbill of iladisigytypitall§ . phssesOheagh @ Revefal E&Q%E%"‘éﬁrﬂ?i ns 5

The Title Regi sty i r rd in the endorsepent chain enever a new
party to the contra@tb%%#uﬂggatr%re P‘gglg“ﬁpé?gfﬁé ges ¢hip 1 thetitlsregisipyaerord forthe v

becomes both a lsridwic &l of Rdingr dBiroyparthe/rubbodRisHE SR@Ges A%l ix'li gﬁHL&ﬁﬁgf one
of a nunber af icgﬁhg&g%ﬂpgﬁvs‘wese i.nggﬁ ructions are: Nane Hol der; me
Hol der and Namc To-Ordef party  orcEihEiaaRe thaglseionie bithofladingmueh likd gnee
when the Hear er phigF dilrofriaiirgschixige® Binls dderrah&rert Gighk dRhg R@&&E BbnaRfsi.gnee;
Enf orce Pl edge i’Ifo ehgcqrﬂ% is1 a To Order party nanmed on the gL; and o ant

Amendnent in some CIFCuits & 48 TIghIs, 4 USer OEGRYER 8 rele bavingstherequisiey @wen t he
endor senent chaidesighesothérases icsroRfl BRde¥ildsin@icAE Y &S| elwand (1)
the Hol der who imﬁe alaso t.he To Order party: %lelcgmas t'he1 %ogﬁ%apl nee i (i)

tlhd Hol der who %° AteE oo 4B Qpgrations ffedsing dhy tile traistor choord partell. THimNt
amendment alldo idstion deadribes Bose@pitbné. N t he endorsenent chain when there is
an eBL with a new eBhlitd@nt.ifier., In this case, the record is created for
each eBL anmended whe'“t'RECIRH Het liftof dpsimyctions supportydcleyr thp Jiitley RepistiCotid gnee.

IT a valid busi fisstons efailié toipiniCieSininekized iR fighiclhe Regi stry renoves the
party issuing t bysi ness refusal fromthe endorsenent chain. 20 Figure 30
shows an exanpl &7of TFHE SR the sreation of A arspiddmiba Titls Registry fohenew BBL.def i ni ti ve

rul es regardi ngpherNaaie HIMOL GRITRAL hid i descri bed
[ hofdé_ﬁgl_ﬂ ll5[)%1 e%{?g‘?%% %%%fl'nr eP..,pnt 25 The

vvithreferencls t% Fi %es élg to 37. 4.5

Title RegistPy Wil ¢ Fledee Holderse names acMedeee Holder orettansfers whidmdgainannber  of
functions are cexifning®8d.redogyel y: Nane Hol der; Nane Pl edgee Hol der; Enforce
Pl edge; Requestﬁ@mar]gme ; Grant Amendnent; Switch to Paper; and Surrender
BBL. 17 Sept elBer W o1n8mes 21T PRI RO inG8 08isting®BLTeerdli t | € Regi stry

wi |l not delivers)t heNaaedRhseEe D hahifai dhnifnek Hanleg ﬁ)l{gcbéLsreg%).t y. The
definitive rul ef6 r e%‘?\'@?ﬂﬁ when an endorsenent chain I's del'i vered are
described with Fafe U5t gees tpToQdg party in an existing BBL record.
- 20 (7)  Enforce Pledge —makes the Pledgee Holder the Holder and To Order party (if
C) . one is named) of a transferable BBL, in an existing BBL record.
(8)  Request Amendment — requests the Originator to amend the BBL(s) related to
the existing BBL record(s).
(9  Grant Amendment — grants the amendment by updating or creating BBL
25 record(s) in the Title Registry,
- (10) Deny Amendment — denies the amendment by returning the BBL record(s) in
the Title Registry to their pre-request amendment state.

(11)  Switch to Paper ~ requests the Originator to create an original paper BL from
an original BBL.



S 4.6. Lookingsl ' RPg~p, ~ A Wrldw de Wb site restricted to users only
enabl es users interested in an electronic bill of I|ading7Sepfenudrob3its
current status and other information about it. In general, the information
about an electronic bill of lading is confidential according to the service
rovider's co ith the user supplying the information. However, in ..
5)0 accordance%vx{)?tﬁésﬁémat contract, celroltoaiyn ignformati on may BEVEP¥OPBLed to
certain persons at certain tinmes. The Wb site uses certificates and
Transport Layer Security (formerly Secure Sockets Layer) to assure that
only properly identified user representatdves have access to title registry
information. Further) a user representative can obtain access only if she

has i nformati on ni W JARY] accordi.ng to ser. dat abase. 15
Besi des the int &rs ct$%h%b9€st+¥§eﬁh§%§z‘rtg?¥a " ‘bagoéi(‘r? é"&‘ﬁdﬁ?@’t“ﬁﬂwnbi}" %] ephone
inquiries to theosgeidfcariggepvi der hel p desk. The access limitations
applicable to the Wb site apply to the staff supplying information at the
hel p desk. The information that a given user can obtain varies dependi ng on
the type of i nf didaat TidaReg era Qénefahe requesting user. For nessages,
a user can ol%t ain cogi S 20t. of, TRSSages ..t has sent or received (although
most user systenms keclS"EBPFHLR WGVIng iLle Jeaisry recomists fescrbsd spesificallyl andinsage

handling unit t dewibirethtiseation®pier iid dne) HWEvr, s deticInoteE N thd dUfidRf tﬂ!.xt%ﬁiopn in
title registry él%l#her current, or archival, a user can obtain I nformation

of which the usdP® [Ye fegIITQBSrtiont havech) copmen: Wap of fusiag theogengrsl stessetios user
hard___ previously [fatiewoiR@f thé@ikksage mn&lﬁ@runﬁ_ygaﬁmp&aghnrafebtln)é_ﬂlﬁe&gsm%)%l ges sent
f.xom t he present s&h&;&%S as WEH: as copi es of information sent I'n,” so
felrieval of th&% Y Grans o e messpgedepdiing Jpit’s sMegi FMPITDRpte Faauenge
necessary. Tioe RHliGESn SR Y018 A ifRPREDN e8! der-to-order, or Hearer
Hol der is designated include the advice regarding the transfer of rights
noted in the precedi Bgigeetd sfesyncegumasal|l denotes thePsg medsagelsent drochor §errent

chai n | eadi ng t Qo tRQIGYE MarfhiSd i

describes. . 17 .OSeptenbgér 200§é %agﬁﬁ%g%?g&ﬁ%&%%8@?@:%_32%_%%}9195” or cenent
The title regi stifnpt framche Messpgeotlandlingobnis bothe TitteeRegistryrof dre Senttolr Syarent
chain, the sequUesERn@muhEaNsiea | e hig: |

to-order parties, t?) t?sers haevél;tﬁsgtg%reg]gnr‘t%lgig%Bﬁrlgl?yetfsheP%#lééryg;&rﬂ‘{d%gtfp%Fg%f

el ectronic bl3 | trdaiahese Hedatearsfemustmintsesdi4 Gestotsasa npticerimtbie igmiaf aiFdise to the

| nfor mati on avaigkghlPused MGeRfeHRl SASRubiSrale 3BAEY by ek K6 f flEne @
bal ance between the privacy Interests of system users and eir need to
know i nf or mat i orferdseRf therSMsgregardingicomplitignt s and obl i gati ons. The technical -
operations i npl ement pf, RadAns i TRy, t abl e for nost
users but pei haps 10 n[F(}tash‘ficlﬂﬁ.Qﬁil‘ﬂdepepresenoﬁt‘”sa{f/\és}![cgl%%l éigag%@g%{r?‘gr\? l%{y'pron‘i ses
bet ween users suppl effedh¢ per inktiatimthe loperitioarsends mpuessage hayirgad type headérrin ct i ons
on the availgpi Iy feod [ . hni cal ability.to obtain
t fansfer infor matdtlelt %ergif%&@fﬁ é;ﬁ%%f‘%ﬁf‘ an-c!)ip H? ?1%{ ?ﬁ’ SL omeS%F%f“ﬁiufl?s;'Xétf)g'@?/en
where the preserheadsyat demapit {abeleda s evict i asoifltistard GrOFighe dion Tk adiitsdnethe

information, praqnses betwe users to | nt ai rivacy may restrict a_
user's legal 15 s}}dg?]'}ﬁ“s?rdm@&%&&i‘@g‘df F’f’ﬁtengll‘i‘t(fﬁ .aq 1t ip thgrmessage. The ARk a)

bal ance, only i rifeatneed hovhe intladed it RliuitRing of Gitiag £pladyd, RHRAGRS: dehhRg

avai |l abl e i nfor mateiﬁg ﬁboq%gﬁl edges i ncludes inforrriatjon about_transfers
by one Pl edgee t0 AHorher” '8 2R on Syresadenipg the slrctronic, billRS Jading: Frselr s by

Hol ders and 2R haithet @hractiohs) thle 4eHdBOmMERe fcRble teleBEText th the Mg AéRagedth o' €XCEPL
that the endorsenent 20 chain will indicate when an electronic bill of

| adi ng becones BREAK tEAGBPSEANTyde ateRhi Text whanagt sepuizade ThhSso(messagynge) it i s

agai n transferr g, mdtQednd R 5 ahh\é. conf i tialltw of. er
Hol der transfers i én cofe c"burc @ee sfu% ec Tgsgaggvgéraadﬁgﬁla{“@ss@grhgﬁélggq\%ﬁe
system servi ce ndior tide registty wilbdaerménstautohmaticaliyi @k desofiigadrim ttheosectichis beibwi ned i n

the present oy otafiln &hsFlk 16! wd?EF 4P S350 3L BRisRles e RSL SRRk

4l

t he el ectronic bi | adi ng non-transtera i
endor sement  ¥hairecipitms tersetdenindzbeslin the BMEd Aiessagd t AL uslas i viea theOmedigea
Consignee is therefore not avail able, and indeed, is non-existent.

Information is also available only for periods during which the bill was
active.. Any transfers occurring outside the present system (such as after
an electronic bill of lading 30 is switched to paper or before an initial

To Ordar Party is designated) are unknown to 17 Sept enber 2003 WO
00/ 55774



-98 PCT/ (B99/03091 the title registry. The scope of the information

i ncludes transfers both before and after anendnent of theSeplemberfoady) .
Users who have the ability to obtain the available transfer information,
and - further limts on their ability to obtainit, are the following: 5
The endorsenment information available to a To Oder Party is as follows.
For each to-or'd®P¥S4nsfer or pl edge that precedes the reqbE€BEBREPL O der
Party, the To Order Party can obtain the user identifier of the transferee
or Pledgee and date and tinme of the transfer or pledge. |I' - The
endorsenent infornation available to a Cgjrent Bearer Holder is as 10
follows. For each to-order transfer or pledge that precedes the requesting
Bearer Hol der, the current Bearer Holder can.obtain the user identifier of
the transferee GPYHPRYRLECSivR 2p Shisg wihithe iTper et ion slementnié fetimeos Bagkddye. The
endor sement i nf INARIFHRIEMEY Rbdsabk . ! e af j QuUsly .
transferable bill is as Mfg%l I Oa\%ﬁ@%ﬁ%&o@cgggc ?érl %EF%C? b%?“’g‘lr"?é‘lg“g‘lf'e’%ahe Consi gnee
can obtain the 15 us@ literefMsomessageds techmicatly salisif the ewssage Hahding @git dagedat e and
tine of the tra r e. The endorsenent information available to a
Ori gi nator of aqﬁfgﬁﬁuﬁg g%:fg‘g?q fs I.“S“%Et’r"&efe&%ﬁg‘. 10 g itle zeefstry, wdyichrnspcesses pl edge,
the Originat6r afie BstsutioreaepRited belGwivit1ghd RPGRR Epebik 't@@ad’f‘ IR;NU?;O the
user identifier t he t.ratgs{qeree or Pl edgee and date and tine o he
transfer or pledy&" POESSHE GBI dwn R titls repistmstums to the messags handliog wnitSur r ender
Party of a ter mcodeisdcating Whdtifer &4 pioedshi cdb@d ofBRkY. t ransfer or pledge, the
Suaender Party of a égrrgnd red oc switched-to-paper bill can obtain the
(u er identifier of tHé fEHndretile registn) dayemossred dthe einputdfromntheoiMache
tfansfer or pl edgseruMIBGYRborts; i | ' vail a ly if the
electronic bill of | adicﬁ'% Zgo hase%l%gﬁeﬁ%{egﬁg?sg?ggldéﬁé sg%dr?légf]ttlﬁerfég? its

hi story, andlOnig/th formief Iasivaring messages sach of whith has agypedeadat in teerMsdy Fam! he

transfer is to nt. chains are sent, to the designated user
whenever a @nsﬁgﬁg{e?segr}lg—%ﬁ\ggs% %)Msgr'ﬁeé?a,geso‘rs “Hpgiped b °8% “t?fe@gl&ﬁat ed. 30
4.6.2. | ncoDoct epérationr ~ 17 Septenber 2003 WO 00/55774 -99 PCT/ (B99103091

Many docunents sent @S:ﬁqgégt and used in the Present systemrefer to other
[

document's. Many docu c BFS5R8e hapdling s fosyards the  Yiege massages Haytthe

i ncor poration peffedtddusels andhejtedct Buben TRk eSARS theGnesshfChaRitl BhARKerdlfA! S Wi th
i ssues t hat 1ajri se in sone |egal systenms concerning docunents incorporated
by referencei n '8 5pder of dhet originah f¥sg mewrgesy delisiery raification Vet encsiage pr ocess
of | ooking up thelidaBhLthange : hyper| | ism
common in the Wrl dvvi_gge Wébgﬂéij%gi;(ﬁ%é%dngn@ﬁ?gn%ﬁgloasaggsésnb%ergn@tggupp%rti ng:
external entiti @8tificationssg affepted usees dfione ar amvredfgbenafrilo twedcknowihelgothorrss of

i ncorporating agg ver. ifficulties arise if the_incorporated
docunent is not na%d@ﬂ%yeranﬁg g_Lg U(I:‘\F]gatl&f ?’e?ségeeﬁaé'ﬂ@@dl}““f(ﬁmw&Fbﬁ?&emt fose
difficulties, thedprafthersMsgmedsege permts users to post comonly referenced

,docunents o resources. It is then available

ine in the online user support
t'o system ursygrs throt@%ﬁé‘emﬁfé?aﬁ'@iﬁm%?ﬂmaw &t 9% othen EFTARY, exeept

Com’runi Ca_t I on prtl&'ft Qg Qlldsgclgmhéf cb'xﬁﬁgs é.nn elétﬁ@ﬁ gméd%gﬁxc# , asvmsgi'ra (I'il en
docunent is posted, the System service provider assigns It a uni o'
resour ce | ocat orthe( sirplifies exemplegine Bigemet 160 tThet hstpasiomelemasrdonand thekes t he

d t il ' . The URL is.uni f i Il d t i
in the user  suppirrenogheRsto vl e i rasi: &Spiite PrasEERURER B ovi dor

posts document s sphsectignswf thioseaione- n$i | request to the user support

resour ces. | ess th | ng user and.the systemservice provider agree

ot her wi se) :%?e 20 po@t’%@%%c‘g‘r’?zﬂ?g itgealgfl S A dft 1S Eﬁeséa% &% system
users via HITP) mstw@ssion. eleichis e BTt the! Can"BrUastifled infd the 8£408& 6f.0(a% t using
the Secure Sockets. lLayer (SSL, also known as Transport Layer Security
(TLS)) and specifP&y éa)éf S, &9 plsdessi () amspdingr(e) surendering angd §) switohing toray post
a docunment for mpgfeerence to the user support resources by further agreenent

with the systemservice provider. 4.7. Ti t Regi~~ F m-~~p,ns 30 Further
aspects of the titl| eCreaganof pgelectraric biips lading lsrf(SaFtﬁb@’cﬂlﬂi%’ewtor (the carrier).




17 Septenmber 2003 WO 001 55774 -100 PCT/ GB99/03091 In nost cases. the Title
Regi stry accepts only a single instruction at one tinme. 1TISeptent=p2008 s
with the Nane (Pl edgee) Hol der instruction in which an additional 5
instruction can be issued sinultaneously. A Name Hol der instruction can be

accepted sinul {y with any one of a Nane To Order) Nane Consi gnee or
Bl ank Endorse instruction. A Nanme Pl edgee Hol der instructi G&T&SBA9/43691
accepted simultaneously with a ~~~1 ' Nanme To Order or Bl ank Endorse

instruction. 10 The sinul taneous functions described. above can be issued in
the sane nessage. No ot her sinmultaneous f.gmctions are avail able. The

si nul t aneous functions V\,i |1 be available only if the sender has the right
to perfarm each of tl:ie nctions se aratel .15 4.7.2. MIti Pr;r. In nost
cases, the Title Regi StT #rsz%cé’é?ft‘@e’% aﬂ}geéheé’i ’Fﬁj‘Fsé‘“@ﬂﬂlgamon@meanteienEmcm

exception is witdf lhch@ pesuesd 0 REEGRBE bABREARIY uskR S5 LHG! Request
Amendnent, the uest .the carrier tousamenélérl%\sh%1 %)9 %éy of a

split or conbi nZF ’;elH%ldeé’pcf‘inf’g °f38d Yelkfer requests the creation of nuitiple
BBLs from a single 20leBgds reshllﬂ fxamCﬁ}ﬁﬁHldT@nsn{uh@nsscﬁﬂ;ﬁﬁ%&g}ﬂge?\;e%ﬁ%ﬁgﬁgﬁ ation

of a single E’SBLéﬁgwrultl For a I t he
requesting user ‘381FGE makes F@“@B‘S bﬂlb°ﬁlﬁéngﬁftﬂ|°§°lﬂé@fxdlate§al fonoddit that the
Oiginator wll inempiondasdxichded uﬁiﬁdﬂ&mf‘(ﬁ%@gggpﬁ]e S h@go kl{hlglde ebls. For a

conbi ne Request A gdrrent t he requesting user se s to
the Title Regist®y,° g the ﬁ’@“@ﬁ"@ﬂﬁ‘ﬂ?wmﬁmepleslplqnmhmpléﬂga G ant Arrendrrent

i ssuing a single eBLA,deﬂd qu,glggt o | e issued to the
Tit),e Registry at one ti r;{lepo . mei%'?,glS t@%g&% 3’6“7&@?‘3‘7&'8‘&%@0 fan
Y GB99/ 03091 Tlgstraniq lP‘E°ﬂéQ}P&;?f’rfyql@ﬁth$mfmerSr ansferabl e (negoti able) - and

non-transfer bl e (NOBukAGRnE 3 rmne the
negotiability of the BBL. A t&uz;ﬁ)sﬁ‘ﬁﬁgfle&%ac b%sgflgéj gaéﬁP’éﬁS tBwse Alsred To
O der or bl ank- &HIBMECRI! pfipdingys sependasedsto ﬁteélﬂgmaEB(sansr) hemé smﬂ&qﬁmlw a

naned o"SLInee (ekariinagdh, iRt ABf! The CHIMLANG SRR PER MR et S 51 1 O

motion the procedure for delivery of the shipped goods.
Switching to paper can be performed if necessary to convert an electronic bill
15 of lading to paper form at the request a user in an appropriate role.

The remainder of this section examines each of the operatlons in those
categories in detail.

4.4.2._Creating an Electronic Bill o Ladi

20 Creating an electronic bill of lading initializes a new record for the bill in the

title registry with a reference to the eBL Text. The record contains blank fields for the
various roles possible for the bill.

25 When creating an electronic bill of lading, an Originator shall:
(@) complete the title registry instruction by:
(1) Supplying the document ID for the eBL Text:
(2)  Designating the Shipper;

(3)  Stating whether the electronic bill of lading is transferable or non-
30  transferable, and



The Title Registry also provides a nmandatory transferabl e/ non-transferable
field inthe Title Registry sub-envelope. If a To O der1p&eptember 220Gd or
the BBL is blank endorsed when the BBL is indicated as non-transferable,
the Title Registry will reject f . ~~~ |l~ ~ the nmessage. If a Consignee is
named when the%{gﬁéig% i ndicated ss transfeirable, the 10 Title Registry
will reject th gage. 4.7.4. eBL ldenr;fPrs~doc, ~, a~ | r RGA/GR¥/0F | e

Regi stry adheres to the sane docunent |ID convention and syntax used in the
message handling unit. This consists of a RID, a General ID and a Version.
15 The RID is an al pha-nuneric string of -430 nore that 64 characters that is
the registered User ID of the Originator. The General IDis an

al pha-nuneric string of ?I%;rn)r(ﬁ‘flthar)J 6§ characters that is specified by the

Originator and which nust” BEtf{FEAeoddsignae (fe Lonsignée ox/er sion i s an

al pha-nuneric string of 1) ifesfetdbRreihs: dAMACETSOIBAbarlyS: ic?}gt,},apnal ly
added to identi ft,%éb%pw%@g.eg docunent. Two eBL identifiers that are the
sanme apart fromthe versi F%fber correspond to two versions of the sane
eBL. The | at est 'ver sfbdesigadring ¥RONAendePP@ (GrRHAMENt | Ssued by the
Oiginator ag a resu@] of a. rﬁg:}f@tﬁ i ssuéd by the Hol der. The conbination
of these attrfibutes EhABBENEHiglolder of teeiecraipbiliofleding's uni que 25 wi thin
the system The @i t|®taBege e8I Yexfem S0 of3G6EMendfaf t docunents, therefore
the draft attribuyte is ngt permitted in a Title Registry instruction. 17
Sept enber 2003 00V Send @ meesperlinsiging the|tigs ragisery iraurilitivh ere®edyivaler’ y 1 ecor d
is. created or chaRghda) dbbfe dhiitie® BRI & hd il e sender and
(ﬁgt omatically notifies the party aff ecttedm(et?géew&cetgaet%%g%mgf%?’512’@7%’rs}. Thi s.
means that when sending an instruction to the Title Registry, it is not
necessary tdo0- nNanme Fheh@eBhdESFthid foctd e ke to inform
addi tional parti es,vﬁe mpy do so. eféggoﬁﬁgﬂgé?\%ﬁpgglé na leé the party that
the Title Registry wneOrighgior (parrie) ereptessmatyetrdniortall ofilglingniThe pdesehs dybtbrher t he
resul t from t hedddshbiiifBastishivedivel E lv,a single nessage i s sent
to the receiver._ The cas%Js in %@%?&%?ﬁd@%pﬁ%ﬁsﬁgﬁy BF edﬁ"fé’ﬂ“‘%?‘gs
sumari zed in FP@G‘?‘%g%‘ﬂ.“semwhpﬁamOt-EncJoced PRL. C henk It is not always
necessary to encl oseryelfe RBlstryMide NER ntaining a Title Registry
i nstruction),_either becaﬁs?st ergmlﬁsr no@%@ﬁﬁl&f’%‘é‘m %’Pg'f‘ﬁr‘??ﬁftaf’ﬁﬁct ®hecause
the parry afifec ‘é‘d’fkfj%-ady possesses the eBL. To mai ntain consistency, the
Title Registry checkgn&o €08 the. | s..encl.o n it is required. |f
the eBL is not encl osged 15 _wﬁ%ﬁesr%%ﬂlgféfd%n %lﬁcérowtsoﬁgogg &t rc§"a§!ﬁ"} Sssue a
negative resul t Plasdyitbrfolewingstepsi | | recei ve a BNAK. The requirenments for -
encl osing the eBL arg) guayard ' ILOME 3. 4 7.~~ng Arendnents 20 The
Title Registry Fr oyi(?es gérf% ur?éflggéﬁqu E{re g(grrlwgg?]agoﬁecﬁetatses tah?lbsﬁ%ﬁ P Y MErRSst
... 1. . ~~ granbandling witn Fhemessatrbasta ty pedeadscinitiersmsg e, 1 equest  amendnent
i nstructiongpgs purp | Y. eri provi din aciljities for all amendnent
( nequests. The requeg?)elli-}g3 élt)ésrg{ggwb?%{‘ﬁ?esueﬁﬁéﬁ% % reguiredinfereatianode thepe act ed
upon by the Ori fatauchion vitment tWithinTthd bisga@itRidey of @ahdifige, /Ghidithi@FENdMENt
request) it suslg)s%?g)%teamll 25 E\cti ops on the BHL until a grant or deny
amendment i nstruct ion ] SEd "ea“bﬁ[}“‘[‘ﬁec@‘i@?hat“’éwb directy: Hhe ditlefregistgi of er ent

types of amendnesite & aew @Rt onlcehill of 18Rk Withif QHE ' Lhe Title
Regi stry issues a ,?eques-t | D t(; t‘)he&l O%i gl} nlat oréx\%ﬁ%eﬁgge%}gﬁtgﬂrgﬂﬂgag‘f' :
amendment i nst r PEEHEH WEbenns pprametersiay Sdlowshi s provides the Originator the
freedomto gfant or (QQWO&Q&t@@%ﬂMocmen{ 8408 trhggcchxpai[nr})i%g Béfll‘gx%ss

envi ronnent .

(b) the Originator indicates whether the new electronic bill of lading is to be
“negotiable” (i.e. transferable as described in section 4.3.2)) or “non-negotiable” (non-
transferable as described in section 4.3.2.). The title registry chécks this indicator of

transferability against roles designated for the electronic bill of lading to determine



17 Sept enmber 2003 WO 00l 55774 PCT/ GB99103091 -103 If the Oiginator w shes
to grant an anendnent request to conbi ne BBLs, he respondSepteniber 2008 equest
| D provided by the Title Registry and the new BBL) regardl ess of the nunber
of BBLs sent by the Holder. The Title Registry uses the request IDto
replace all prgy gisyBBLs with the new BBL. Likewise, if the Originator S
wi shes to grant an anmendnent request to split BBLs, he resg&d@Bo%i%H t he
request 1D provided by the Title Registry and the new BBLs. The Title

Regi stry uses the request ID to replace the previous BBL with the new BBLs.
An amended BBL nust carry a new eBL ident-64-i er. When the new BBL is
replacing an old BBL ( 1:1 ), the carrier can choose either to use a new
eBL identifier oghelfdr ier th a different

versi on nunber. Wen ‘fhﬁg’ lﬁiﬁg@%ﬁnf@?}?@gﬁgglw g‘%& ”F¥°p5‘lag oo neERegotiahle”™ | ) or
when nmul tipl e ndiftimsdbethabidli repl acing an ol d BBL (I :n), the earner rrust use
a new eBL identifier ts .and.obl i jons, of users relative to
BBLs are defined in gc%&é%{gﬁxa{g Eo Inglyides 45, pyn g??bl?e?f@ef fedadicageguhichrusetis s and
obl i gations rel deriingtes message pudiréating qhias:&et&ﬁﬁdlﬁll afnedizdie contract of

carriage. Inshort, pat or t he BBL (the carrier) holds the cargo
inits physical possedls??ll (?rsfjl%*sa A r?gs 8 SRIFHE ArSupEndes, Parynd ?Pﬂ@fétpzemd&lmhebai | ee

in legal terms).theT ﬁeglzﬂomegdsn@t AthoBigd B SgenY kR adt A Bui:éﬁalﬁ%ﬁn t ehﬁ L he
right to give 'Em‘r&ﬁé?&’c“ ons may pass in accordance wt *of the

Rul e Book. When one of 'the pre-defined statuses of a BBL arises, the Title
Regi stry, on behal f @) tiehOrifinator spati€iés the SBMCRIMIfRObE 4R ’stﬁ%&p%f er Wno has
Eést particul ar f"e(tﬁ;nﬂ:smu-rtl&ﬁ notice i's an attornment .notice ers

structive possession ructive possession is initially W|th the

Shi pper and 185 Pas s thoOgintiralso Rt iinkdAPHBP My GAT Y1 aNCES: (1
) when a Bearer Hold en the nane I's al so the To

Order party or Con3|§51the%n§ﬂlat° W§W§%V@Frﬁcﬂsgﬂg°e@ﬂ-ﬁ@@ﬂﬂ@ynam The
contract of car Qrigipetot may mliﬂkeﬁddyrsbﬁievﬂwnblnhﬁd @{e}eg%mg s 3ot DGeshi PPET . A
user becones a %t%fd[fy IE}Q B ntract of'carria en it is both the Hol der
and either 30t ’dﬁé qrly i, designpied ogthecill irBlank Eadorsed cte Instructidre

fol-l owi ng i nst amvetsalso mih?atS@m ‘ﬂfébﬁn 12603004000 03091 (
1) The (Pl elgge?s ar er I—& names %%%tt her dggﬂﬁﬁ%&%ﬁg n%‘ﬁ%lther
the To Order par ‘Pnfnﬁﬁ H’Qlcﬁ &t the bifl isria e {Pnaggpsiehle’ol der of a BBL W|th
a different narred T0(3Q'ldéni fdr YnclWBEB% tHe der .

(3) The Hol der oft a V\nrﬁ?ﬁa dlcffereht *ﬁ%gsagé)(ogoaﬂgﬁfhesﬁgéeh mggm%ﬁ‘ﬁg?

Consi gnee the HYI 8I§°l"e 3)° teph af the bidlof ladine, lﬁothG%IeTe‘qgaThzydcaﬁmmtBﬁkrhawms :
anot her user the dolaintar IThaEH ﬁlnﬁithrxe bh& rI@urQ;l {, 1&‘?&1&% lguq LS Gonsi &ee' 1.

(5) The Bearer tolder names itself the T er part “the oSt Ghee.
section 2.3 above. The title registry stores thxs document as prov1ded in the applicable

? 20 document retention schedule. It is generally unnecessary to attach multiple instances
{ )' - of the same document by analogy to the practice of issuing multiple counterparts of a”
single bill of lading on paper. Because all users who need to see and change the -
electronic bill of lading can do so, users can forego the confusion and disputation that
attends multiple copies.
25

(4) The Originator then digitally signs the message containing the eBL Text
and the initial role designations and sends the message into the message handling unit.

(5) As for any sMsg message, the méssage handling unit checks the message .
for conformity with the message validity requirements, including a check of its
authenticity through veriﬁ_cation of the Originator’s digital signature on the message.

30  Thetitle registry and/or message handling unit also checks the form of the message. If



LO (6) The Pl edgee Hol der of a BBL with a naned To Order party enforces the
pledge. 4.7.9.1 . AttOnm.nt NntirPe An attornment not i1Z&Sedptengissraoaged by
the Title Registry, on behalf of the 15 Originator) when a user is
designated to one of the statures described above as conferring
constructive pease n. This occurs in the three cases descri bed above
with the follow ng exceptions: ( 1) when a Hearer Hol der X&&E3993pel f t he
To Order party or Consignee; (2) after an Enforce Pledge; and (3) after a
G ant Amendnent when a version nunber is used. 20 These are exceptions
because the user who issues the instructr@®n has ) ~- constructive
possessi on both before the instruction is issued and after the instruction
takes effect. Thg NGt b t _not s foll ows: "You have
been desi gnat ed as&?ﬁiem’?—(l;o uEclller o¥ eo‘{% ({]eé?yr h‘irga“ "H © BESspesd Arjectad, the
accordance with "t‘qﬁ%mﬂhﬁnéhl@omkrettﬁ}smla}dtorthdmngmﬁatcyour capacity as Hol der of
the el ectronic Bi II :) d| n% in, addl*{}@m to your designation as a To Order
Party, Consignee, er "Sripragg dtestablishef e beapshnisallypvalidi aher sigued,i ings on
behal f of the odpgxdewmnheaBthxtsnoaJde@mrt&nh&saEéisstofeti Lading (the Carrier)
confirmthat sthe goo 1S oW hel your order"”. The definitive rules
regar di ng whén an at v ornhE e ﬁ%ﬁﬁ‘féeﬂnﬁgnea%sq bandling pait fadscibatnassmgdltd be Fi gur es
31 to 37. 17 Sepcdeambmmﬁmsava\m) DRERS Tof teRew Ble D a user
i s desi gnat ed a%eahﬂgart%/ éhe contract of car rg?i?&ﬁﬁ?&%mé'scﬁeée
opportum ty to rejecty rygndd‘ & nfjishioles As desigpataddnithen@uiginaorper dnyerddyin thas Ui ng a
siness 5 refugatld’. By issuing a valid business refusal, a user
(d SLgnated to a stat@§ onferrlng contractual nexus to the Origi nator
Larrier) rejects hi® FSHissmeisty Seads amesease Fm@hﬂgmagyhanﬂmg&nﬁﬁﬁkﬁ@quence

the parties 100 aheMeAyRIGRICH Bl N tely prior
to the rejected des%matl ore1 bugp%ﬁesgﬁklg?rﬁozg]ltqu‘gnec ebqrgefgﬁ‘g 5’3/ when a
user becomes paf% §ietrender BQSW’E oo ipflesignated. afbe wasnge etves as Borae &F wido! der
names 10 hi msel treaiochf Bk o elB@oki¥ bl ' Sgg, gr.enforces a
Pledge; and (3) there is .a &ant bm‘)tg{aﬂ%a@(ﬁﬁl}e’e gﬁg‘eu@’éa@“ﬁéﬁﬁ%i
Amendment by th@’“hé%"fgﬂaﬂﬂﬁeofiﬂh'faneeers mshersa elecaomiobill beladiagued i n these cases
because the user hagg m{,gy i 1019 g party to the
contract of carrja B )C-l- t uesggr%g{sgnpée"?ﬂg%ﬂggess “lcr??ﬂgrl&eﬁg © Qeqtroni ﬁ%t‘hl n 24
hours and tH8 p&f F‘g‘"&&hﬁmmmgsueesawtlmdgbnhﬂmesk@e Regiling it hivedg alghdon 15
before issuing i ef usa arty attenpts to send a busi ness
refusal after 2%?8%?% tggég)fr{gmatof gé%?rf‘?éedéh‘g’f% eqfrRip Pﬂu](ﬁfll@ﬁ’gr dhatitent t o t he
same BBL, the Theafes lﬂé-gﬁs«tmgorwﬁdxﬂ the eglaeglstwtm&mgﬁ hdtgkehSSUe a negative

acknow edgrrent ( BNA| e recei ves a valid business
refusal) it wll unv@nﬁa\gg enec %ﬂ_c -gglt féage}:ﬁ'g %“ §teafed it jbeqomes apivesasat e t hat

exi sted before f4seribgddn sention ddsli dagitrenh) whsdtha ewi xlelzordilQE kfedted lﬁﬁtﬂeoﬁtféer party
of the refugsl . effagy Title Registry will also renmove the : .. party
&ssw ng the business refusal fromthe endorsenent chain (see bel ow). The

efinitive rules redde diforpatidneanteeedints tHeaitls rdpsfryi Sakn ﬁ%]ecﬁ%ml: Sﬁl”&‘iadk% he
t

contained in Fi itle R.es~ri
conpl etion of pggéegtgglj%cgdpqgﬁ}é e#‘i"’é‘%&?%ﬁ“?‘ff’“ﬁégu@?“ﬁ ip @S title registry &nd sender

and recei ver (s)avaifihls to pereittdtusérs forthe SR shéedlel ¥n ﬂ@@ﬁh@éb‘f‘e%treﬁhow} Jfigei vers)
as described abgy 0tlt{wthe result is.negative) the resul € sénder is

an error code an descriptf 8W°m|°fb‘ll erlaﬁ"é%éﬂatlsq@t%‘dm‘hq thonotogsalrleanft to the

sender is a2fi smessdgetflav, mod itfat @3 i S@Aindd for iiﬁldpéchﬁd:in@tlfeoé?ﬂh@abl% rret%ﬁtﬁd hVer
result informatign, A list of the error codes appears in kgure )

443, Transfers of an Active Electronic Bill of Ladi

Transfers of an electronic bill of lading pass rights and obligations from one

30  user to another. A user makes a transfer by designating another user in a role field,



17 Septenber 2003 WO 001 55774 PCT/ GB99/ 03091 -106 If the sender result is
positive. the receiver result includes the follow ng inflégiSepamiser20031 )
the instruction that caused a change in the Title Registry record. (3) an
eBL identifier, i.e. the docunent ID of the eBL. 5 (3) Status infornmation
notifying the current state of the BBL, i.e. active, suspended or end
state. If actiW@Y4%¥ BBL record exists and can be acted uponhyamst hori zed
parties. If suspended, the BBL record exists but is pending an anendnent so
that no action can take place until the Originator returns a grant or deny
amendnment ( _,) instruction. If in the erdgd state, the BBL record exists
only in the Title Registry log and 10 is no |onger active. The End status
wi || have been e[rﬁtered as a result of a Switch to Paper or Surrender

i nstruction. (4) "fTRESCLIEERCIeERES dair ghnsfdnebBRLon (rid) plactiter wizlnpaper il N

information in toR@adir! RanMly: LRGstRakt t ontract of carriage (i.e.,
the current and past Hol de)r/ Tos Ora‘%eéd%;%%l %retgngfﬁ%feﬁgﬁ' gré?s%(':d?]é‘i %‘ﬁ’é‘é%ef’ 15
toget her with t {f@1dkitea Enharden Beety.ohd gasfer endizaseHelndr by bfjk-Gidodtnh O NMeNt

notice which is freepde%hssbPY when as a resuylt. of -the instruction
there is: a Hol der of a bsfankggeg%g?esré%a BiSpessoL tf%#ﬁﬁf’g {%Bglit%“aq Helderiiee To

Order party or BRoIOBHY; tpneferring theaphPlient gessessioh @ethe KT bf AdiReGE@Sherd 3 1- €

the identifier i i str en a Request 20 Anendnent
i nstruction has gﬁlggkqi&@gu@ﬁ.t%&é&%&%@g&gPgﬁrlflgg?igés‘@é‘llq%\ﬁéﬂ"éﬂssbﬁy t he

message handl i ng uni ¥orijtranséirtty @ rConsigidd\ithe gk isaﬁmn@Ctblinfaﬁiﬁ% a?ﬁge?ibﬁ%f results
.9. Ternt anti

are delivered b & e handling,unit in the FVMsg. 2 . Ter
---C'f%ﬁrl i tinne Thgadg%r s;%?%?or\lﬂqd’eegquﬁggvi ‘é@gleﬁ’“f‘ﬁ@ﬁ\ qfdapling syithaGonsignes it o st or e
1% of 1ading nei wenstretlectored To i Ot Puatyt Srecapaifiel bF beihg bR Chidtga! afid i Y-

All registengd d ss_to this information, negating the need to
send the terns gﬁ?‘%&’%? s}oﬁogcﬁwcﬁrhsug& 'B‘FF{““EPP“’I billjptadingzmd 1ake defiveess f or

storing terns anfthegonds.tions is as foll ows: 17 Sept enber 2003 WO 00/ 55774
-107 PCT/ GB99/ 03091 ). Ihe carrier. sends digitally signed message (SMsQ)
to the hel pdesk. Thel£%t r%erntglau e?’dtehg%twjfﬁétas #Sep "‘éﬂqglycﬁh@rlzlhﬁm and

the date from whicgthgtsheew eeamniarbill apbingalebignating 6 2o Gla& ﬂfh?ttm&*@ﬁ aS{per vi sor

| oads t he terns.sglﬁggpg&@g@i%ions g’ﬂ}o E(Fe systemis 5 interactive tacility.

(3) The hel pdesk super # oot RERTT Ul of laing to3hq designegifideraad handing §MS@e t 0 t he

carrier conflpr ntalget (pevbatilehe Shipper). aAElos®akhE TS OFdeh BXE iPRGAIsH QRERMana( 4) The

carrier reviews Klp }erms nd con .1 ons on the interactive site prior to
th ?llod tojf)éu%

the date of activation. {55 cppaRIlitiss e ypryJimited. WVhengnteaisting Holderdet nessage

(SMBG) to the heidadesBetrer HoMér Ee¥igARE:E RIIRGIER-1Qbradrh Ghel gfemls ];sas}glogg*}d{oti ons .
a con

t hat have been |[odged prior.to the applicable date. (6) i rmation
nessage i s not %%déglm\gékg” bblg°ftl?i’8"gﬁ8laﬂ?fé’§ﬁ‘§ endpgeeappl i cabl e date will. be

extended until a corfor tmfer &a BR&SCHEddr by RleN®ibing, blank endorsement flags
20 the electronic bill of lading as being blank endorsed and eliminates the existing To
Order Party. It leaves the electronic bill of lading transferable simply by changing its "

Holder. It is thus analogous to a paper bill transferable by bearer.

i )

The next subsections examine in greater detail these transfers of an active
electronic bill of lading. Pledges of electronic bills of lading, which are transfers of

7 : . L) . . . []
25 interests for purposes of securitization, are examined in section 4.4.4.

4430, Designating a Holder

As section 4.2.8. explains, the Holder is analogous to the person who would

have physical possession of the electronic bill of lading, if it were a tangible document.

30 Therefore, the Holder the person who is entitled to receive the paper bill of lading, if



15 4.10. Title Ryistrv Instn_,etinn~ In Figure 33, the foll ow ng
information is tabulated for each instruction: 1. Who i $58estembeh20qsrty
aut horized to issue the instruction. All other parties will be rejected by
the Title Registry. 20 2. Mandatory information - the information required
by the Title Regl stry to execute the function. The Title Registry wll

rej ect the nes¥ 68/5517%/4 mandatory information is inconplete. PET/GBRS/I309Mal
information - additional information that the authorized party can send
with the instruction. 25 4. Need to enclose eBL - because the Title

Regi stry does not use the eBL docunent, téwe eBL only needs to be attached
if the receiver requires it. 5. Business refusal - a business refusal can
be i ssued when a}geo rtgﬁlﬂ s?o s. both the Hol der and the To Order party or
Consi gnee. “§° gpill ing 5 LckRs 1 BapeCTHuCRE0if 0B YL is-blo@ls eflorstlh0 i S
notified - the Bstdk@nmgmteétwnwha igal ffected party.
I f the sender i _}he af fected par%tgHgig&algr%e%yé“e\egfroueyﬂésp%eg "éé%g l?ﬂamdl i ng
unit will fil te hpsidegienating %BWHWéQHOf p bidk whieh is Tiot blank endonsedindivates ce -
the Title Regi stwh Wilinehek: i as 5.a result of
an instruction there is a &Htgl b%eernﬂgéfd &ere‘% fvedhd ﬁ{ Q’tudw%ér}he bt Paer i s

al so the To Gr déiregiiye ds cagiedt gy @@WS\icgnéehe tmltl ist dder Blankserdorstde despgattip] dler . 8.
Endor senent chaigpides Creates an entry in the
endor senment chain V\hfeé(r%&lg‘éﬂe&@ggﬁ %f%eg}e?ﬁéltﬁ? fuction the Holder is also the
To Order party or th&hedsiis Geides is deiggatedwhlanr the riecttonichdll bf laginglis\@ehted. t he

Title Registry whyh r ghal en the BBL is transferred
ert ween parties afljtege??rﬁglg%lragﬁ?p%gch &?%pthﬁ et t?fﬁlp & BESOL 74D Pl PPERYS ons are
now further di sdgesddeatifierssinthe Hplder Glecfizide Ifldoes rpmerpprseae(ﬁ&ldaf@@afeﬂt instruction,
S0 allowidie cr eattofatldh fERgabll LMl hof oF B R it o

There is an attornnent notice onl ‘&e Wit eithenthe o
Hol der. It is nelestfp@tgsltbﬂ éestgoatmgeeaﬁ‘e (}rdBBEaruyndatgnamd $ Cahistenbd, Nor Widngh t he

Hol der is al so nee) .or to create a BBL
with a Pledgee Ho 5%% I’% e%goehur glgs l?;)f“ga ‘Pré’ g% m?“f'?‘gltl)f GemhiRsdswiths t o
transfer hol der sihﬁlsmatlcm ahaémcma, rsg tBfBlthe amrddslgrﬁﬁdﬁda m&dg@é TRRAysAlkd Ce 1S
made if as a re n ction t is a Bearer Hol der or a
new Hol der who ?154 léa %Egld{‘f S%ggésﬁ“ﬁtéqnt ad’ ed???e”@%ﬁgf 5%@“‘&%&’@%@9 senent
chai n recordji snn’dutenthde«amaaxtle@istry imsfructiie i nstruction there is a new

Hol der who is also the To Order party. or the Consignee.

QOperationgl Rule 14; Designating a Holder
To designate a new Holder of an electronic bill of lading, the current Holder of that
electronic bill of Iadmg shall:

20 -(a Complete a title registry instruction deszgnatmg the new Holder for that
electronic bill of lading; and

(b)  Attach the eBL Text of that electronic bill of lading in the form of a document;
and

(¢)  Signand send a message (including that Instruction and eBL Text) to the title

25 registry via the message handling unit.

The remainder of this section comments on that Operational Rule.
A user can designate a Holder only if the user is either the current Holder of the

electronic bill of lading, or an Originator creating a new electronic bill of lading.



17 Septenmber 2003 WO 001 55774 -109 PCT/ GB99/ 03091 The purpose of a Pl edgee
Hol der instruction is to nanme a Pl edgee Holder or to trﬁpggﬁgn@epbﬁﬁge

hol dership in an existing BBL record. S 4. ~ 0.4. r~ane To Order The
purpose of a Name To Order instruction is to name a To Order party in an
exi sting BBL record. An endorsenent chain record is made if as a result of
the instructi o0& Mol der is also the To Order , y party. PERCENBIEenent
chain is returned onl when a Bearer 10 Hol der nanes hinself the To O der
party and then returned only in the Sender result. The purpose of a Nane
Consi gnee instruction is to nane a Consi gggee in an existing. BBL record.
When a Consignee is nanmed, the BBL becorres non-transferable. 1 S An

endor senent chai n r(ezgﬁ‘go(il de i f Ig res It of the instruction the
Hol der i's also the cﬁﬁ@@’ eﬂﬁ“"é%‘bl'i‘ﬁ“é eYPi"zQFWhF§1°?t@PlErlee‘tf lgingys when a

Bear er Hol der oractiveas tatitee indectionst 3. smmhaelfﬁﬁe(&xd&ﬁc lﬂﬂ'b?bédﬂ gedmse'f
t he Consi gnee an%ég n returned only in the Sender result. 6. Blar;

kJ .ndor The purt emay desienate amgyydolder Pl iftircqesignatords plep B'P‘&ffka@rthﬁor ses a
transferabl e BBlusérhdbighh®ed the 'FﬁlmldISTQSOQ11q@l'EanI&ﬁEIS'ydesxégate-ﬁhaps tnﬁ 'i’l%gge]% Ofs an

Enforce Pledge instruction is to nake the P der and To
Order party {1f Qtednatos may designates Halderoalysthen anspting mielecironicill eflading. ng BBL

record. An endor senept Fighi1g iNBeRsOtol RsifBRRS: delv bided 881
i nstruction the Hol der féts}@al slo th es'lqo Cgﬂg Sarty Ar? e‘r?lc‘i"tlng er?rcté% Thainis

returned only irtYoed'Sender result. 30 17 Septenmber 2003 WD 00/ 55774 -110

PCT/ GB99/ 03091 The pyH PRiRE a @t REOHRS: .  equest
e) Oiginator to arrend tgg Belgﬁyst hat {é‘“@‘gﬁ qggrl%eg{eg%%%étt?r%e "%eé%f record.
e

ndor senment d®adlisgmait.r et urned for each of the eBLs to be arrended 5

Arrendrrent S cqn be repyqn! gd: itd9m1 g%?%ﬂeﬁt ?ed%g"dle(lgéfe@e 1F|q§gin% mgrnemglﬁerBBLs from

1 original) and to "conbine" cre
original s), mearthtryeatdngssage by Il%vhethBBt\s Holder’ metsdnntlﬁerovmlhﬁapﬂ'mpxﬁaee tE{gsgm stry

for this instrughd Atruction element of the message type header. Further tagged data, such as the
Document ID of the bill to be affected, is also required there.

(3) The user then digitally signs the message containing the new-Holder

15  designation and sends the message into the message handling unit,

(4) As for any message, the message handling unit checks the message’s
authenticity by verifying the sender’s digital signature. The message handling unit
and/or title registry also check the form of the message. If the message handling unit
and title registry cannot properly verify the digital signature or does not find the form

20  of the message correct, the message' handling unit returns a BNak.

| (5) If the sender’s digital signature is verified and the message found to bé
valid, the title registry is updated by changing the content of the Holder role field to be
the user identifier of the new Holder listed in the message type header. The former
Holder's user identifier is removed from the title registry record for that bill.

25 (6) The title registry then confirms the successful designation of the new
Holder by returning to the sending user, through the message handling unit, a DNot:
message having a BAck type header. That type header includes a report from the title
régistry of the actions it has taken.

The title registry notifies the newly designated Holder of its designation.



) 4.109. Grant Amendnent 10 The purpose of a Grant Anmendnent instruction is
to grant the amendment by updating or creating BBL recondgepidmbdrieodit! e
Regi stry. Regarding attornnent notices, for an eBL with a new version
nunber, an attornment notice is sent if the amendnent renoves a To Order
party or Consi gifgswhp was .not the Holder. For an eBL with a new eBL
identifier, an attoment notice 15 is sent for each eBL amdi{d&Bo¥I¥Ypt when
the Holder is not the To Order party or Consignee. Regardi ng endor senent
chain records, for an eBL with a tiew version nunber, no endorsenent chain
record is made. For an eBL with a new eBl-69-dentifier, an endorsenent chain
record is made for each eBL anended when the Holder is also the 20 To O der

party or Consi gnee. Iﬁegig,%q&pgng“gﬁglra&_g%mqf@%rsema@tct g{%ai ns) this is

performed for an eBL with a new version nunper ot Aoy SEBE o\ electropiew eBL

i dentifier, the Wh@bladingentoveeri if ths desinationestefrons pac b &Bd;ingwﬂﬁﬂgwhe“ the
e

Hol der is also t r ty or Consjgnee. 25 Arendnments can
granted to ' splc{aﬁpﬂ;gm%ﬁﬁe(cée?@%%I%é%cﬁsszleagfsth‘%‘?‘@"\s‘m@“f’?%‘%ﬁ-l original) and to

"' conbine' ' a BBL (cibatiteregitryBiord dotaintig e dEREMLSH drdhe 13150k renflRRT 9 that

mul tiple BBLssC sent to.the Title Registry for this instruction. A BBL
cannot be an?ndgglegggl%r%eag é“(':f"lf‘ﬂ? BURFFHRS UiGFSAiRE %amcfﬁﬁﬂﬁediimﬁwramﬁdabm to an

end state (wher getedtionHobedale. | FheadtiOregikty iB@mQﬁQ@"eff&ﬁﬁ%#eg&eeﬁi%gﬁggﬁpgggge%

unless 30 the r WAS de fr an_end state.

001 55774 PCT/ ngg%g‘%éﬁel °“?‘ﬁ%‘°%q1?¥gf>f15.’ﬁ§?geaﬂm%tané thap lageks retpingd Eodlgee
Hol der cannot cleassifedin bempliebleetitioh sdhegndnent . The Title Reaistrv will

. ~8ner~te an P.,.".. 1In,.lA Y\ :r :L.. Oiiginator and Hol der or Pl edgee
Ho) der fields are provided with the Gant - Amendnent. 5 The purpose of a
Deny Anendmel i ' iiggati e amendnent by returning the BBL

records) in the Titlg Regi st Ly, to thei r pre-request anendnent state. ~f
§ section 4.2:4. explains, the onsignee of an electronic bill of lading is

analogous to the Consignee of a conventional non-negotiable bill of lading.
Designating a Consignee makes the electronic bill of lading non-transferable from that
point on. Designation of the Consignee ordinarily occurs only once in the lifetime of

15 an electronic bill of lading, so once the Consignee role field is filled in, its content

remains unchanged.

- 4. An Originator may designate a Consignee in creating an electronic bill of lading

20  (see Operational Rule 1 3).

\ } B. To designate a Consignee, a Pledgee Holder, Bearer Holder, or Holder-to-order of -
an electronic bill of lading shall:
(@) Complete a title registry instruction designating the Consignee
Jor that electronic bill of lading; and
25 (b)  Signand send a message, including the title registry instruction,

to the title registry via the message handling unit.

To designate a Consignee Holder, the Holder of an electronic bill of lading shall
30  perform the procedures required in Operational Rules 14 and 15. The title registry



10 4..10.1 1. Switch to Parser The purpose of a Switch to Paper instruction
is to request the Oiginator to create an original papeq7ieblentferlafsng
froman original BBL. After a Switch to Paper instruction, the BBL record
is no longer active in the Title Registry. 15 The purpose of a Surrender
i nstruction iswbﬁ Esggurn the BBL to the Originator (to fulfill the
obligations in U ntract of carri age). After a SurrendePCTeB9%03¢d i on,
the BBL record is now no |longer active in the 20 Title Registry. 4.11 Title
Regic tv Inctn,rrion PDc Title Registry instructions are included in SM5G
sent to the nessage handling unit. The TR/(DTD uses the sanme basic el enents
as the nessage handling unit DID. 25 The definitions of general el enents,
such as RID and ,General LD, are exactly the sane as for the nessage handling
unit and cont ai H%ﬁ‘gﬁ@é‘r’r‘e@’gﬁ%‘#ﬁ%r‘f’%@%‘ff%@ﬁd&%eﬂ%@@dermaehemzs such as
Docunent | D and Prigéilbxtanalnessagonf ormto the standards specified for the
message handling unit, but are re-produced below for information the. first
time they appear in the text. 30 17 Sept enmber 2003 WO 001 55774
PCT/ GB99103091 -112 Therehiiifer bfthid 5Rfod @myRAA oHBRASERERiofPREPE MESsage
handl i ng unit, for forwgrding to a val ue-added application and/or a
receiver. The Title RBGIEIAYr makdssignate aFonsienen whanckeentingthe klectBMBGll $he f or m
is as fol | ows; dAdhlgEbiNGt VDG SrbeRNYE cejver X, 1
Del i veryAttr 2, Gri Urgent ?, Reter encel?@?ﬁ{%ﬁ%??gg?{kg% ?cﬁ%{e.')mﬂg@lﬁg%t * 1S
FreeText ? ) ForOHeghoritar the Rilldias beop suqcessfullp pleatedat Thereatrent Hoklenw-dkdek bows:
<| ELEMENT Appl i GhtieORAldriof hRAe il TRA > 4 11 .2 " Nane'

Stofid bl #wmgggrgr ® Mate?égx%sfgaﬁe“ on for all

Jstrertj~ The . Nane' instruction is a ge C nam-ng

| L !
(,f.)u nctions namng a pAf Mgntaged, ge Originatommuist (be reedatingi they elettmnicHilh ok Ridg s e

s,

nam ng TUnct 1 ons e e a e gt T e MIBE ORI S Bl RO e et m (5 as
follows: ., <I ERE0ENEner paly Hitkethilbis active ancetpmBsferble. Name |
' As Figure 19 illustrates, to designate a Consignee, the following steps are
performed:
(1) The appropriate user creates a message to the message handling unit;

15 (2) In that message, the user designates a Consignee by listing the new
Consignee’s user identifier within appropriate tags in the Instruction element of the
message type header, Further tagged information, such as the document ID of the bill
to be affected and an indication that the bill is “non-negotiable”, is also required there;

(3) The user then digitally signs the message containing the Consignee

’ 20 designation and sends the message into the message handling unit;

(4) As for any message, the message handling unit checks its authenticity by~
verifying the sender’s digital signature. The message handling unit and/or title registry
also checks the form of the message. If the message handling unit and/or title registry
cannot properly verify the digital signature or finds the form incorrect, it returns a

25  BNak;

(5) If the sender’s digital signature is verified and the message is found valid,
the title registry changes the content of the Consignee role field from empty to the user
identifier of the new Consignee listed in the message type header; and

(6) The title registlfy then confirms the successful designation of the Consignee

30 by returning via the message handling unit a DNot. message having a BAck type header



Enf or aePl edge Raquest Anendnent G ant Amendnent DenyAnendnent 3S

Swi t chToPaper Surrender ) > 4.11.3. CreprPRRI. The Crea&igggbt h@’a?ﬂ&' on
has the following form 40 17 Sept enmber 2003 WO 00l 55 f

CreateBBL Docunent| D) BBLType, Oi gi nator) SurrenderParty?, Shipper)

Hol der, ( Bl a%&%&rse ~ ToOrder Consignee ) ) > 10 <| ELEMENT Docunent|D

(RID, GCeneral I'D; 774; on?) > PCT/ GB99103091 <| ELEMENT BBLTHEEGE903091 >

<| ATTLi ST BBLType Type ( Transferable ~ NonTransferable ~ | LLEGAL)

. "I'LLEGAL" > _F . 15 <IELEMENT Originator ( RRD ) > <IELEMENT SurrenderParty
RID) > <| ELEMENT Shipper ( RID) > <IH.-EMENT Holder ( RID) > 20

<! ELEMENT Bl ankEndorse EMPTY > <| ELEMENT ToOrder ( RID ) > <I| ELEMENT

Consi gnee ( R T datory field BBLType' is used to ensure the
consi st ency of qto )ﬁhee Sﬁ@%’ ﬁ\ﬁ” %eg]egkﬂ desipgeport fgﬁlsl%/tgﬁ!tlfﬁp@str,y of he agspms Ban be
Bl ankEndor se orhaataker der party can be naned. |f the BBLType is

"NonTr ansf erabl e') nee par, st be . nanmed, 30 4.11.4. Nane i
.. The naning functi 8%&335%%%% ‘b"l“%é‘v\ﬂug‘wf”opﬁ’img“ee of jt|designrtionng Hethe

Document | D, 35 Gamisifyge?pisd thelaugeit Ho(der @eh ﬁhfbu@O[lﬂ@ ggﬁheﬁess £I£%F&gnr ee )?)
nsi gnee -~

Pl edgeeHol der . 10 8l ankEndorse
(BI ankEgdor se’ ) %fﬁgtggl‘:%i%ﬁwnﬁﬁ Sefigneg) desr “‘(“CRI“Bl“)ic%thTrf‘élom tox} motiect i on i S
a generic functiYoo haveeteer desigiadd o theHRr & this El@&roﬁfé |bﬁ§ot‘mln{ghﬁ’ aé%ﬁlda:ﬁghe

nam ng sub-functions ecified as paraneters t he generic
9 1th 91 lgxle%oacp gy virtue of youe capacity as Holder of thls electromc bill of

function.
. lading, in addition to your designation as a To Order Party, Consignee, Bearer or
(" ) Pledgee, we (the Service Providers) confirm on behalf of the Originator of this

' 10 electronic bill of lading (the carrier) that the goods are now held to your order.”

Furt_her. if the new Consignee is also the Holder, it may reverse the designation
by returning to the Title Registry a message with a header in the SERF form within the
timeout period of 24 hours beginning when the title registry record is updated with the
new designation, provided that the SBRf message is sent before the designated user

15  takes any other action in relation to the bill. Altemnatively, it may accept the
appointment by returning a UAck, letting the timeout period elapse, or taking action in
relation to the bill other than returning an SBRE.

Designating a Consignee makes the electronic bill of lading non-transferable
beginning when the title registry is updated.

ZQ The title régistry record containing the designation of the Consignee remains in
the title registry and available to permitted users for the time specified in the applicable ~
retention schedule. The title registry instruction effecting the designation is also
recorded in the chronological log of message flow, and that log is retained for as
specified in the applicable retention schedule.

25

As section 4.2.5. explains, the To Order Party of an electronic bill of lading is

analogous to the endorsee of a conventional bill of lading. Like an endorsee, the To

Order Party can further transfer the bill, if the To Order Party also holds it. For an



17 Sept enmber 2003 WO 001 55774 PCT/ GB99/ 03091 -114 The BBL nust have one and
only one of ToOrder, Consignee or BlankEndorse. It is p@‘f%gmeﬁﬁe%?@fd fy a
new hol der and one nore role in one nessage. This is cal a si multaneous
function, The BBLType is mandatory when ToOrder, Bl ankEndorse or Consignee
|s 5 narred When a Consignee is naned. the BBLType must be
" NonTr ansf er abV@0%Sfifen a ToOrder party is Named or the BBIPCAB99/03091
Bl ankEndor se, the BBLType nust be "Transferable'. It is only possible, to
nanme a Pl edgeeHol der for BBLs that are either 10 Bl ankEndorse or for which
a ToOrder party is naned. 4.11.e nrrPPlwsyQ The enforce pledge instruction
has the following form 15 <1ELEMENT EnforceFl edge ( DocunentID ) > A
Pl edgeeHol der cal enforce a pledge. This inplies that the Pl edgeeHol der
enters the rol e SfSUeRl Bidyof di’fﬁ“ﬂ' Heor RTegess applegdugtte erdogsaingntitd opderT cr@sxsterof party
was named bef or eleifftind LAPQsIRSTd J
" The request amendmef]gt i nstruct g}ggrﬁgﬁ?ﬁé@ l%wgﬁm%}éggn%ﬁzl ELEI\/EI\FI'
Request Arendnent ( Docunent | D+, FreeText ) > 25 <| ELEI\/ENT FreeText (
#PCDATA ) > <I| AlJe}s OXH, o . , |t ~ preserve) ~~preaerve~~
> The sender requests the Orgin end the BBL. The anendnent can 30
ei ther be a mew4 dnr&rigiatt m!méeseamwdo&m%eﬁarwn ceenrngQm edeol enidlgdocunent s
can be created. he ol d docunent is no |onger active in
the Title Regi stléﬁngt(?& éﬂ;‘é}’&alz{gﬁq 2003 WD 00155774 PCT/ GB99/ 03091 -1 15
The sender can &Ko Hesignone chOrdérré’afmImww{dlm,eﬁaamdaieaﬁﬁoldérla- One
document to be a new version); (2) several
d icunents to be f@ﬁ?ﬁ%&dﬁg‘,’ﬂcg%\g‘ﬁ%’" %)h(?lljlhent (a nerge), where all docunents
)t he Request Amendf@nt Gompletdvente regierysmrection deyignalingithe BOrder3) one
docurrent to repl aced [ a split). It is possible to
send mformaitbleon concern%ﬁé{ﬂiz%g#}ﬁr \r"ivf’P"?i "% i gi nator as unstructured
(free) text. An identWfi (&gmaads@ﬂamhsageweﬁtngma}dztlebegtjzmzwugt@q to the

Giginator as part of t hgo 985:':12 ;'e%zs r}ln(?tg th me%ltjzgesl}ang;}ng unit, 1.7 rrant Anbar (Pt

onal fule

-to-order
15 To designate a Holder-to-order, a Pledgee Holder, Bearer Holder, or existing Holder-
to-order of an electronic bill of lading shall perform the procedures required in

Operational Rules 14 and 17, The title registry instructions designating the same user

as bath To Order Party and Holder may be sent within the same message.

20 The remainder of this section comments on that Operational Rule.

' An Originator may designate a To Order Party when creating the electronic bill
of lading, but not after the title registry has returned an acknowledgment through the ~
message handling unit notifying the Originator that the bill has been successfully
created. The current Bearer Holder of the electronic bill of lading may also designate a

25  Consignee. One To Order Party may also designate a successive To Order Party if the
designating To Order Party is also Holder (i.e., the Holder-to-order).

As mentioned, an Originator must be creating the electronic bill of lading to

designate its To Order Party. The current Bearer Holder or Holder-to-order may

designate a To Order Party only if the electronic bill of lading is active and
30 transferable.



10 The grant anendnent instruction has the follow ng form <|ELEMENT

G ant Arendnent ( Request| D, G ant Docunent+ ) > 15 <l ELEi\Pﬁglg'pt@%gp%ddD(
NunericlD ) > <l ELEMENT Grant Docunent Docunent| D) 20 ssLType,
SurrenderParty?) Shipper, ( BlankEndorse ~ ToOrder ~ Consignee ) ) > 25 The
G ant Anendnent is issued by the Originator when it accepts the ..
Amendrment Requ¥90VEH#H grants one or nore new docunents (or PETIGBI/BEN S| on of
the - old docunent). It is only allowed to specify nore than one docunent
in the G ant Docunent instruction when the hol der requested one docunent to
be replaced by two or nore new ones (a spt3#t). 30 The Request Amendnent is
identified in the first paraneter (RequestlID). For each docunent granted,

the rol es and ot her isRutes are specified in a descriptor

(Grant Docunent) . Theﬁgl{egzlgﬁ% S%?tesr@f %’Q%Cﬁﬁogt‘ﬁé‘g%%é&°&’d¢5|?éﬂﬁgé@l%ﬁsdé? rol es
are defined i nplfoldawihgs steps:t he Request/ Grant Anendnment protocol: the sender
of the request is th and the old Holder), and the sender of

new Hol der

the Grant Amendment ﬁg%[?%aé’pmplﬁ_gegé‘p‘? & messaepdo |fis Mrstagshandling paig, O i gi nat or
of all the old and t (2 Immbav ntbeapd eiRtuSer ddsighited Tp@mép\pﬁ.g,oqug{i T,

amendnent insstr@tiﬁgp has thde!rhol I o\ﬁjrnglggnofrr? $ <I ELEMENT D%gntghlirrlr%ﬁgynent (
Request I D ) > PGTFCAGEY 6385 {0eHfisr Sithiy; aRproppiate eas ieshe Frstreqyders tlementofinent .
The docunent r eftrs QE6RE typs hbdier. RAHERLATRDIIRN. sl ol il Le no | onger
be suspended. 10, The ?\?\n};pgh to pa.pe.r'F%eg‘tructi%s#gssa%lﬁe&%%yvé ?\fgtg"r orm

<I ELEMENT Swi t ctPitbiedsetectedsae anviadication yhapthaeleesronictbilk offlading i GmegoitabkRd ut ed,
the Originator hasrdqaRed®gponsibility of | S generating a paper version of

tHe BBL. The BBL is no_longer act ive in the Title Registry (the status
(pecones “Ended' ). 4. 1 The usey then digitalpy signs the message containing the To Order Party

10 designation and sends the message into the message handling unit;

(4) As for any message, the message handling unit checks its authenticity by
verifying the sender’s digital signature. The message handling unit and/or title registry
also checks the. form of the message. If the message handling unit or title registry
cannot properly . verify the digital signature or find the form incorrect, a BNak is

15 returned;

(5) If the message handling unit and title registry properly verify the sender’s
digital signature and find the message valid, the title registry changes the content of the
To Order Party role field to the user identifier of the new To Order Party listed in the
message type header. The former To Order Party's user identifier is removed from the

20  title registry record for that bill; and

' (6) The title registry then confirms the successful designation of the new To~
Order Party by returning a DNot message having a BAck tybe header to the sender
through the message handling unit. That type header includes a report from the title
registry of the actions it has taken.

25 The title registry notifies the new To Order Party of its designation. If the
newly designated To Order Party is also the current Holder (perhaps through the same
message as the one effecting To Order Party designation), the notice includes the .
following text: “You have been designated as the Holder of this electronic bill of
lading in accordance with the Rulebook. By virtue of your capacity as Holder of this

30 electronic bill of lading,. in addition to your designation as a To Order Party,



Tlie surrender instruction has the followng formr .. 20 <I ELEMENT
Surrender ( DocurmentID ) > .. The BBL is returned to the; §ebdhibat who
must now conplete its requirenents under the contract o? caﬂr)rh{gge.%%e BBL
is no longer active in the Title Registry (the status becones "Ended'). 25
4.12 Titl . RPE yc~r~, R ,ir pnlr< The Title Registry delivers information
about the exect 08/5576‘1‘ a Title Registry instruction in a stPEREBOYNIYsU] t
PDU to the nessage handling unit. For two elenents in the result
(Sender Feedback and Recei ver Feedback), the Title Registry delivers specific
30 information to the sender and to the pHrties to be notified. 17
Sept enber 2003 WO 00/ 55774 PCT/ GB99/ 03091 -1 17 The Sender Feedback is
i ncl uded in the dnGlnedeBdae bEPledoRe, 2R SRGER Evi i unit.
The Recei ver FeedEack ds included in _?hq F_I\/BGS ellcﬂlt erlgﬁﬁﬁgﬂﬁgggglﬁgg? by the
message handl i nghGuRfiginatasos this efecironigypill fof lafing étherparmier)othatttheegoBdsCite asvdhdiBG.  The
speci fic ‘el enentt§ ybit okdae” Beker 30 the F; t e t he Title Registry 5
are re-produced hére for inf(.)rrma'fl]le(51'%@%(2-ﬂ il{aﬁ%?sﬁzsailgqtl&reff ’%1?’%”0“’1"%‘%‘3% a
standard resul t dp&Htiehey reamingt the tisl registraaimesSBRVItY biype hede in ¢feusat) . The
result is ing udggl ik 2livered to the original sender by the
message handl’ing unit. éﬁgg% |g 4dc°\%éﬁ§ﬁ‘f§ﬁg%glwgt“ﬁgg§’élﬁgeé"ﬁ&ft"ﬁwdt‘hat
relate to the TiurilatedReigh the mew designationpproddeietiathisr SBRE aiesiapd RIsBRbeRR thd O
4.1?.1..~enderF ~d.. back T Title Registry delivers either positive or
negative feed bac‘%mg%?efci wgerg@ﬁagw Btf‘eraf’gm?“n’é‘t‘f"ﬂ%‘i'i §rfhe Rillg Altepstively dbmex
resul ts from an aeeppthe eppuitintR by PRfidg ¥ CafIE CRIAE he! @fdsut ﬁerfoa%%l\& l'idated
- Titl'e Registry instruction. The feedback is delivered in the 15 or
Ed@(EK returned td2HIRACUQIR Erlatigy torthebill atherthan repumingian §BRMi t - The f or i of

negative feemgback | spagenh@ Srd . . ReasonsSOUr
ReasonCode, ReasonDescrglnpt iglqan?. ' @ﬂﬁ%ﬁ?ﬁ@%ﬁ%&j}@%ﬁ%@%ﬁi& >
<| ELEMENT Reasodtepderaie bpdesignating » sudcgsiwnFANTORen ButyDosgomingt wien the #HRCDATA )
> <I ATTLI ST Reaseyuds3&tddrbd OWnhettn: ~ [ eg% 23 _preserve>
The ReasonSource 1S useﬂpl to denotng%pﬁ)g&fg?rg'\e/cge?\%a&fastlaﬁg&g%’ ee:go %?FP tion.
For the Title R&@ il ropaings fransfreablsowiBothe transfes pessinke\osly by B succidser beRasispn Code
i's a nunmeric valyg, o ihibReRt: l.aiended to be used by client conputers.
The ReasonDescri ptxilon lIEIS 5 %Qé‘gésa%trdi ptive text of the error. A list of
error codes 13 i ncl u@ktifle registyy resontil confimingn thg adesigratibre ofi o i0sdetlGlaity er ed t 0
the sender in a .BNAK A\ handling unit. The form of the BNAK is
as fol l ows: <l ELEVENT Bl\itAtE}%ISrEa %ﬁf%ﬁ\?‘éﬁ%%‘é (b%mmea useld For e Spectiled in

the applicable retention schedule. The title registry instruction effecting the

designation is also recorded in the chronological log of message flow, and that log is

retained for as specified in the applicablé retention schedule.
20

() . 4434 Blak Endorsing and Designating a Bearer Holder
If an electronic bill of lading is not already transferable by Bearer Holder,
creating a Bearer Holder for it consists of blank-endorsing the bill. Blank-endorsing
consists of flagging the electronic bill of lading as being Blank Endorsed in the title
25  registry, which has the effect of making its Holder at that time its Bearer Holder. The

new Bearer Holder may thereafter transfer the bill simply by changing its Holder as
described in section 4.4.3.1. In other words, a Bearer Holder is the Holder of a blank .

endorsed electronic bill of lading.




17 Septenber 2003 WO 00/55774 -118 Sender) Reason) Tine, ApplicationResult
?, 5 - Oiginal Signature ) > For the Title Registry, the7 8ppteindat pogdResul t
is as follows: <IELEMENT ApplicationResult TRA > - | O <t ELEMENT TRA ANY > _
I 4.12.1.2. Py$i ivP FPPrlihark . The form of positive feedback is as
foll ows: PCT/ C@B%%?,P‘gl 15 <I ELEMENT Sender Feedbaek ( NotifiedFarti es?) .
Request | D?, In i"on; BBLInNnfo* ) > <t ELEMENT Notifi edPaPFT/EB9(03@®1 D )* >
20 <t ELEMENT Request| D ( NunericlD ) > <t ELEMENT BBLI nfo Docunent| D,
FreeText?, 25 BBLState, Oiginator, SurrenderParty?, Shipper, (Holder ~
Pl edgeeHol der), ( ToOrder ~ Consignee )?Endorsenent Chain? ) > .. <| ELEMENT
Endor senent Chai n ( EndorsenentEntry )+ > ., 35 <I ELEMENT Endoﬂrseg&nt Entry (
Time, ( ToOrder ~ Consignee %?é ﬁo'llqgfhm&k&dﬁf%é&afotvére&inaseenanfb‘*-ulse ¥Ds to
whom the Title Regi epignatg 3RAYi"Cal’l y gener at eO? g reply based upon the
instruction. Theec@ﬁlaggéslogbiaﬁk.andntshgplegtrqna:é)rlﬂsi laging s 40 4
RequestAmendmenf. e tdentifier nust be used in the subsequent Deny
Anmendrment or Grant Anendnent to identify the Request. .The field is only
present in the F %reaizin?JI o g b g donk R i gironic BH L kil ndrrer}t
inst=ttction. T nstruction_jis 5 ,crc;g%;n QI,C,,IOD;@b,’ﬂidfkﬂin@@g&rmtmgui(ﬁst ruction
fromthe SVBG TheniOnigoaientroRla It possible to understand the context
of the reply. TB@E@LB&}fﬂleggpvi des the current 17 Septenber 2003 WO
00/ 55774 PCTI GB 691 119 record,og. tﬂgqipglu,Ho'ngp.}d.u:r'imgfdzrtﬁecrremlevant
parties and the Erisiedipdereraietcrate MO ™'s used for Attornment
information only, {0} IS %ﬂerated when as a result of an instruction) a
pdrty has const r 8% (7@ ﬁoss'es.si on. The BBLSt al epoantabimgtiae status of the
BBL (" active') 'endeda) ° §amﬁetﬁdé’&“53.g'“f¥1'émﬁ‘n§or sement Chain confains the
entries of all contracti n%p,ggnt;gmoﬂ&wﬁgﬂefoBB[he(Te@dﬁ&aﬁﬁd"r’ﬁé“ i pper) and
the time of eWdorsenment. The posi ti.v% feedb@b‘jmg,ﬁleci@éi&twad to the sender
in a BACK by the message will be automatica ly remove _

processing that Instruction.); and

essage, including that title registry instruction,

(b)  Sign and sendam '
to the title registry via the message handling unit.

15

| bil ts Be hen the
A. The Holder of an electronic bill of lading becomes its Bearer Holder when

B. A Holder-to-order may designate a ne

i t. Th
tion effecting the Blank Endorsemen 4
i Blank Endorsed electronic bllf

w Holder by an Instruction in the same

¢ newly designated

20 message as the
Holder thereby becomes the Bearer Holder of the newly

of lading.

e Holder of a Blank Endorsed electronic bill of lading) may

25 A Bearer Holder (th d in Operational Rule 14 for

* designate a new Bearer Holder by the procedure require

designating a new Holder.

.rational Rule.
The remainder of this section comments on that Operational



handling unit. The formof the BACK is as follows: 10 <1ELEMENT BACK

Snt Envel opel D, Sender,’' Reason, Tinme, 1S Appliaati onResyf Segtsmber 2003
Original Signature ) > For the Title Registry, the ApplicationResult is as
follows: ZO <1ELEMENT AppllcationReeult TRA > <|I ELEMENT TRA ANY > 4 12.2.
Recei yer Fee~dback The Title Registry delivers ReceiverFeedback to the
nessage handl iM%’ in 25 the following form <I ELEVENT PEWEBWEIRkedback
Requeat | D?, Inetruotion) 30 BBLInfo* ) > The information contained is
identical to the positive Sender Feedback. 4 12.2.1. Rec iverFeedb~~k~jn the
Fh~~G 35 The FMSG is sent to the naned of76énotified receivers) upon
validation (within the nessage handling unit and TR) of a SMSG The Title

Regi stry Recei ver Fe |s.included in the F Ihe formis as follows:
<t ELEVENT FMSG ( 40%&%%@8‘6@[ Be*g‘“&‘?“ %&%’t"&%ﬁ? &éb‘b‘éﬁ %%S‘ﬁidefl 70
Snt Envel opel D, ®eerdermay Riagleenderse an dlgeantic Bl ofadiag. Recei ver ?, Ti ne,
ExpiryDate, Referencg * licatiponlnfo 2, 10 Docunent ~.) FreeText ? ) >
For the Title Regi st‘lgny ,elef[%g‘R:Ah I ?tcg'?'i“%rﬁaﬁfbfi l?JIE“kaindPW“PBM - 1f 1i is pEVENVENT
Appl i cat i onl nf otrdiRfarablesardinEiNEed RA ANY > PCT/ GB99103091 4, 12. 3. Busi nesc

R~1 The Titl g Regi st enpl t he. busi.ness refusal, PDUs used by the
nmessage 20 hgndl igng %ynxﬁn%'ﬁ%é@@’re ‘%‘BH&E‘“&“!%BQ&C ¢ dfolfierofa Blagky @dg’{é@i stry

i nstruction, antillt bedasigasagaothan the | Bigret! Holdef S désighattPRMed! HSlHerP4s0CESSI NQ
1 SRRF

by the Title Regelsgrglare ir;[s%ctgoqett.ffis.om ated user. 4.12.5.

. To make a Bearer Holder when none exists already, the bill's current Holder-

{y~ to-order blank endorses it. -

' 10 Figure 21 illustrates the process of blank endorsing an electronic bill of lading,
the operations of which are now described:

(1) the appropriate user creates a message for dispatch to the message handling
unit;
(2) in that message, the user includes a blank endorse indicator in the form of a

15 BlankEndorse tag in the Instruction element of the message type header. Further
tagged data, such as the document ID of the bill to be affected and an indication that
the electronic bill of lading is “negotiable”, is also required;

(3) the user then digitally signs the message containing the BlankEndorse tag
and sends the message into the message handling unit;

20 (4) as for any message, the message handling unit checks-its authenticity by

| verifying the sender’s digital signature. The message handling unit and/or title registry~
also check the form of the message. If the message handling unit or title registry
cannot properly verify the digital signature or find the form incomrect, a BNak is
returned;

25 (5) if the message handling unit and title registry properly verify the sender's
digital signature and find the message valid, the title registry marks the electronic bill
of lading as blank endorsed and changes the content of the To Order Party role field to
empty; and |

(6) the title registry then confirms via the message handling unit the successful

30 Blank Endorsement by returning a DNot message having a BAck type header to the



25 The SBRF is used by the receiver of a FMSGwith a Title Registry
instruction to unwind a contractual state. The Title Regy§ | |y
accept a SBRF froma party that is both the Holder and To %P%Wet?ow
Consi gnee, and then only when (1) the SERF was issued within 24 hours of
the related BACK; and (2) no other valid instruction was sent relating to
the identified¥BB¥SSTH0 The form of the SBRF is as fol | ows: PERIGBIENENT saRF
( Snt Envel opel D, Sender, 35 DeliveryAttr ?, Urgent ?, SMSGEnvel opeld,

8uai nesaReason ) > <| ELEMENT 8uai nesaReason (#PCDATA) > 40 <I ATTRLI ST

Buai nesaReason xm : space (defaul t~preaervg) ~preserve~> 17 Sept enmber 2003
WO 001 55774 PCT/ GB99/ 03091 -121 After validation of a SBRF by the nessage
handling unit and [Tit st.r t he nessage handling unit will issue a
BACK to the sengg?deénﬁ‘aéﬁﬁgbﬂédffrdmﬂwés‘F@B%’? 3%‘?‘(“%“)“‘13 fS%StEE’ZOfQ,helaCthHSBI haf The
FBRF i s created tligent he nessage handling unit upon reception of a SBRFand a
valid response fromthe Title jogl stry. The FBRF is forwarded by the
messagehand! i ng uni t A% Prares Elolsler is gptifiedeby s liowing thiidn beemmsy efessaged . The
form of the FBRFyguasveltedd RWenark

FBRFFwdEnvel opel D, Snt Envel opél D, g ger Bt &his eleeupaipb 1g%leonftlf“d‘éng(% AAEPERICR ver

2, Ti me, Expi r yDat8thatsBuizhecki o Vit 0By mmﬁemﬂdddkmﬂthxsatebtﬁﬂicnﬁlm of ) ~
Af ter receptlonlm%g&mdﬁrt@;% BRE g.recefver is
required to return a UAck. The IE—‘JBE%&%{% b-Iééﬂlr6r u?e Bsjgnép,earer or 4 o
FBRF si gnature iPedges. wathe ﬁ!dteam#rvacelww&&der)$onfetrwm1&dalf bihuhe ?Dhgnlnﬁoﬁﬁ‘glugt r y

wi || not negate Jdgodidiii [ ccordance
'Sl'djbn: Regi ~y Fur?ce'lta?%ns lBﬁla@ﬁ%{ ee d{l %5F°°d%?f°ﬁ?‘§3$‘é‘%’?“rp9f§% des a
ry of the funct TeneevaBeardrdivlder imay t&versé%ﬂme'ﬂeixéx&n&!egy Sduiriing i thwhitie h party.

hav
ot 1 nod a1 1 ooateat asBe wlls RPHGE 1Tk BE G iR S o pbriod B8f ot one

time (referred tmuxasbeélsxtmg ohén hadie eagiiry Rgoldne updRedPAitt thefiel Bsighddd ) and

the functions a ach state (covered,in the bottom part of the
chart). The abb evv:m%%f Ghahe %@%'ﬁﬁs?gﬁ”def‘bg%%’f’éli‘e degignateq psen ges quyrothier

S=Shi pper; H=Holadun; maaﬁueirkaRh@auemterIéa%a iEmahes ep@ih@q Ing to
the superscripts In]é::wgg‘r“g bl e of Figure g ﬁly_ecc he Su?l?dlg@ ?—l’arirﬁﬁéol eis

optional . 17 S&ff d@‘% RsOPdselappe) or Faélrg aﬁ@w@m@m 3-'0@1 bil other
15 than returning an SBRf.

Blank-endorsing an electronic bill of lading makes it transferable by its Bearer
Holder. |
The title registry record containing the blank endorsement remains in the title
registry and available to permitted users for the time specified in the applicable
20 ‘retention schedule. The title registry instruction effecting the designation is also
recorded in the chronological log of message flow, and that log is retained for as

specified in the applicable retention schedule.

4.4.4, Pledge Transactions
25 Pledge transactions reflect the activities of financial institutions involving bills
of lading. There are three main pledge transactions, namely designating a Pledgee,
relinquishing a pledge,' and enforcing a pledge.
Regarding designating a Pledgee, when the current Holder-to-order or Bearer
Holder designates a Pledgee. it enters a user identifier into the Pledgee role field for

30  the electronic bill of lading. It thereby converts the bill to pledged status, and thus



2: The Hol der cannot nane itself the Pl edgee Hol der. 3: The Pl edgee Hol der
cannot name itself the To Order party if it maintains thesghesder 2603 The
Pl edgee Hol der can only nanme a Consignee if it also nanmes the Holder 5

t hrough sinul taneous instruction. 5: It is not possible to grant to an end
state (H=ETO or H=C) or with a Pl edgee Hol der unless the request was in an
end state or WHQO¥3581h a Pl edgee Hol der. 4.14. Title Regi st PgT/EBINOBISNs end
Condi tions 10 Figure 33 provides a summary of the functions available in
the Title Registry and the conditions that apply. Refer to Figure 32 to
determ ne the functions available to speggfic roles. The abbreviati ons used
in Figure 33 are as follows: ID - Docunent ID (eBL identifier). 15 T - BBL
Type (transferabl e ar .non=transferahle). - Oiginator. SP - Surrender
Par ey S st pipeth o SRS o e To gafes Repmbonsmest Roidarcuhile ves oy
party. C - Consplgdgee, asBescritdldansecdndd % eDesiNbtidg-an REGH PR LTENI TR onlcD: 25
Referring to th .nrs?ggﬁrscri p{os in the table of Figure 337 1: The Issuer and
Optional partied INESHITBIPERYE & §11HRS # eAnuentigea! pilead ladingme gbank 282 serhof
acconpanyi ng t exdeuritg forlafdoORien@RakedRADhYe d BedgBEi _ ; t er. 2003 WO
00I 55774 PCTLGBY9) o doRieh G e Dhie 4 Mledg? ;:d?rsuﬁ%?tg%é%]ﬁ%. R R 2000
Name To Order of SY&7¥8"Consi gnee instructions. The busi ness refusal cannot
be issued if the Holtehrd3oasidagikhi St ult: instruction. 4:
The Originator and tlﬁ% Ho?derdao%hlﬁ]gggidgal—fgﬁé{é@?gagrlllglg{mt Egéetqesrtaet%s {Or omthe
5 original BBL( 8ylinaty:trapgierable sigfusy the Jlerigee dpletesitsreridentifanifiomBhe Radzeé nle each

eBL to be anendasldATA delattcdlifh Afimen of iOpiddie. T L1 €. Registry actively
.ndnages the state of_each BBL relative to o%r . functional elenments: ( 1) .

!

delivery of attornneteamdisgjearcingy plgdaeoifethe Bledgee st exemise ritsfrighilin te3)
creation of 1gndedca@yRipheseiai vy thEHQHESh : Is f_endarsenent
chain records. Figures e?(fl-t0@37eeﬁr(%\/’?deeﬂ%%gé%‘ﬁ%?%tléafaﬁag%ﬁnpﬂ&ﬁrgg rul es
regardi ng each werisf 2 fiefdas|Parie hadspredibustycbeemfesienatedkoe Bemer Hdied ifabeer any
appar ent cont r agi&GlonRNg1 W 128; t I OHI o 37 describe
novenents from one st at eWtf gﬁg%@ﬁé&? Baltﬂ'%cﬁélgorfsﬁé af ouble dedigifiof 55 the

Pledgee is termed “enforcing the pledge”.

The following subsections describe these transactions in more detail.
15

4441, Designating a Pledgee Holder

Designation of a Pledgee always includes designation of a Holder. When a

new Pledgee is designated by entering a user identifier into the Pledgee role field for
the electronic bill of lading in question, the title registry also enters that user identifier

20  into the Holder role field. This section describes that two-step process in greater
 detail.

p—

’ ional Rule 22: Designation of a Pledgee Hold
For a Holder to designate a Pledgee Holder of an electronic bill of lading (or for a
25  Pledgee Holder to replace itself as Pledgee Holder), the Holder of that bill shall
(a) Complete a title registry instruction designating a Pledgee
Holder for that electronic bill of lading;
b Attach the eBL Text of that electronic bill of lading in the form of

a document; and



result of each novenment, the action of the Title Registry relative to the
four elenents. The exception to this is in the Create chaskpmbel26§3i s no
previ ous state. 20 The abbreviations used in Figures 3l.to 37 are as
follows: w BH - Bearer Holder. PH - Pl edgee Bearer Holder. TO - To O der
party. C - Conﬁ,’b%} 25 A - Delivery of attornnent notice. B - Allowance
of business refu R - Creation of endorsenent chain rec@Fd/GBp/BM| j very
of endorsenent chain (only applicable when an endorsenent record exists).
17 Septenber 2003 WD 001 55774 PCT/ GB99103091 -1 24 Null - The Title
Registry takes no action relative to the”ttornment notice, business
refusal and endorsenent record creation and delivery as a result of this

state change. - A bl @nk %% afdl sefih heSh@hdi Lbriok Snd' i RYSSi bl e to
nove fromone state to tﬁgﬁot heer. U?ll eggs spe i’%‘%?z';évfr}'é'ohg’?%e ,L e tabl es

cover only receiver i nfofhit (iéaregisty iorhawessegsthardiing sender i nf or mat i on.
4.15.1. Create ,f As shown in Figure 34, when a BBL is created, the only
rel evant elenment is the |l 0 attornment notice, and then only if the BBL is
created with a Bear eFhepgshaieder of4hig §ction chiamentod tiat-Operational Bulgee Hol der Figure

35 relating 0 the Ngjge d n I e r i.ncl udes, Nane_ Hol der and
Nane P edgeeDHoI der i ns?}rﬂg{’:tt [ﬁ%lﬁ%.&Eﬁgﬁgggﬁgﬁ%og%r’ng{’}g%”%@’iﬁe%tqrnﬂfqgﬁj‘n 15

bet ween two cas&9lder g dssignpte BRiedges. dbar dectbnit bitl of lding iGllddea, itBHBEYs Cases
when t-he Hol der ;;Qky e ot ange (signified by "0") and
cases in which {tﬁ?lﬂ;ﬁ%?ﬁg@éﬁgéﬁgﬁ%ﬁ e‘?g‘?"s‘"@yﬂﬁw‘g‘é\}wg( @Féﬂi fied by
"1"). 4.15.3. Nane T Pldghercan-be desipmatedefomh diicaoic Bil@f GingQnlyl iBiEacdfe t he
Nfgg To Order, %{}gg%@;@eand Bl ank Endorse chart, includes . Nane To O der,

Te Consi gnee an ank Endorse instructions. Figure 36 does not w include
the sinul ta@ous. i nsAvHigure 2hitludtams, devighasionof b Pikdged ifvoRRPRE RIBWRE k0N The
superscript 1 in Fi g(?lj;]ﬁm% indicates that the endorsenment chain is

e

delivered only with SERTGRIA USY Gieptes dmessagpdo the messpgegpdlisganitinct r uct i onc
Figure 37 is a tabl €2 indhat atebsagp. the @seh dainawega Pledgak bpnRkg MeMelimdgans

instructions. A fitgat.earoup. of all owed sinultaneous instructions are a
" conbi nation of S;ekléd%%uf%b vfl%lnaaé’lpmf’?l”ﬁ PEL it BR SErmckionplsmeps of the mepegeTo Or der

instruction, (iipebeabixBuionGigiQeta, sudh/asIRceRHIAE ITPOORe bill to be affected, is
15 also required there;

(3) The user then digitally signs the message containing the Pledgee
designation and sends the message into the message handling unit;
(4) As for any message, the message handling unit checks its authenticity by
verifying the sender’s digital signature. The message handling unit and title registry
20  also check the form of the message. If the message handling unit or title registry
! ; ) ' cannot properly verify the digital signature or find the form incorrect, a BNak is-
returned;
(3) If the message handling unit ant title registry properly verify the sender’s
digital signature and find the message valid, the title registry changes the content of the
25  Pledgee role field to the user identifier of the new Pledgee listed in the message type
header. The former Pledgee’s user identifier is removed from the title registry record
for that bill. In addition, the title registry also enters the new Pledgee’s user identifier
into the Holder role field in place of whatever user identifier was there; and
(6) The title registry then confirms the successful designation of the new

30  Pledgee by returning, via the message handling unit, a DNot message having a BAck



WO 00/ 55774 -125 PCT/ GB99/ 03091 instruction; or (iii) a Blank Endorse
instruction. Another allowed conbination is a Nane Pl edg?%e’@i@nﬂ?&rz 3
instruction sinmultaneous with a Name To Order instruction. Figure 99 al so
makes a di stinction between two cases that occur as a result of the.
instruction: fjrst when t he Hol der or Pl edgee Hol der does not change
(signified by yo 086574 and second when the Hol der or Pl edgedCHGEBIU39Is a new
party (signified by "1"). Figure 38 indicates the handling of an Enforce

Pl edge instruction. Wen an .~ Enforce Pl edge instruction is issued, the
only relevant elenent is the endorsenent-800 chain record which is created
and delivered when the pledge is enforced on a BBL that has a naned To

Order party. Th r i-n_Fi e, 38 indi cates that the endorsenent
chain is deli ve?ygéq‘g&lrél% theto%?mf&ﬁ 18 et?ﬁ%q} dreeg’ﬁl:"fies azepprt f@’%ﬁ‘f’ lfgEsstsE At V="t h
a nev~ eB versi (ﬂmamﬁonﬁltgpanakeﬂg i ndi cat es the handling of a Grant Anendnent

instruction in the Cﬂ?e%tha N H.e h M EL version. The Oiginator can
only issue a Grant ANEHE s%“?t YR Befecy P‘é?f&ﬁ*‘&?f-‘éwnﬂttonia%suﬂepl aci ng
one BBL with anot her D8Rinatigr Ridtigse oo@eleciiéifc BNIOHLER %‘ﬁgﬁes?tqqﬂ édsl%nl;fﬁs”l ed
forward from.the_ ;}gw ous . B‘hs’I n.this case, the on el errentg ect ed

relate to an amSHUHENE FAAI 452 Sreiringdihen ths tige regisyy FIGPW in which 20 case

an attotnnment noti CeTheS:nl%QEgnstﬂyfredohlecoIﬁm QRS deRgfativn OF thREw b enmoved.
~ ~.. 4.15.7. ant G w th agﬁeweBgilqdleI}ltlfler ig gﬂo@&r

i ndi cates the hé‘?%ﬁ“fsdb ‘*lff“‘ f@%ﬁt”é\ﬁ‘éﬁ%ﬁ%ﬁt?ﬁﬁﬁmweﬁuf@rm Himg specified in t hat

ther e is a new e!BLap;ﬂieiHld fréterition TRRedblel OiTRAL fRfe l’béfas%%ainﬂz%\%o%lskﬂ' cqf? thd 1 er to
pl.ace 25 one to conbine BBLs and to sp ese ases

t ornment not i 8%‘3"35“5‘5 O retorgd “h‘hﬁilimpwtcalri%%f messagh flov, anH ¢hablogds a
Bearer Hol del0, zetfthadges shdeifid@in (Y applitaie ttiibiodARllel S @l so the To Order
party or Consignee. In the latter cases, an endorsenent chain record is
created and delivered. The superscript 1 in Figure 40 indicates that, when
mul tiple eBLs aggiwﬂﬁh%ant Arendment, nultiple attor nment
17 September 2003 WO Q0155774 -1 / GB99103091 not| ces wll be
~delivered, and nul tl%?’éq‘éﬂﬂéfr%ﬁlﬁ@ﬂtfewaﬁl the cyreeaolledgeeis hser flentifiee fbmdheand
delivered S Thelsgsiible i, Wifth & BfikhdsOft (ectorlrbibdy tﬁ’e%xﬁtf{]o}’n bIBgEE et ! On
can be positive a negative. en the resu I'S posi ST Uct i on
has been exécut g&“séﬁ%&ﬁé%‘f%lmv sectipn qul@lbﬁsetbmmceﬁ%ofm@gamsmmtl¢tal i nstruction
has not been executed, and a result nmessage is returned to the sender. No
message is forwarded to any s stem user in this case. Each negative error
i s described fuldPR@poRg & el negge reason code and reason 10
description. Fi g’UB‘ﬂmﬂJﬂl‘&ﬁl@&e%pgn 99&%%‘3915 zgt);egr}fa %c?nl;]zger TRy receive
as a result of validation errors or rrolg e "HEGht ng nmessage.

| nt er nal syst em™éceseiveLlledge felder qslpeovrt@gmsﬁne;momal Wels Sd)gjthe Rivdighlei Holderini t  ar e
not includedygi ngitpe list. In all cases; the ReasonSource is TRA. 15 As
dl)scussed further above, each User agrees) as a condition of becomng a
User of -the Syst@m ?@"Rﬁ@eﬁémgwmmcmwzm ons of a set of rul es which
are codified in a bo t he Rui ebook. The Rul ebook,
and the users' 20 coﬁ’tkr ac%ﬁ%%ﬁgb‘%gzmom{j §under pi ns and enabl es the
systemto function a@® a siapgmresas%Hddwﬁcmrequvmaﬁipemmmﬂepfoperty in that
it .defines thej,ega i ont s of the database records
and the |egal T{é)ect}“(t) %g@%‘?‘%@s eleé’ﬁoglccqpﬁ?—‘{ﬂ 18 1 fig ey 2ﬁé’§§‘)’"‘fhe

Rul ebook is Zﬁow(t?)epr%gtu@wgnda message including that Instruction and eBL Text to the title

registry via the message handling unit.

Figure 23 is a flow chart illustrating the process of relinquishing a pledge. The

remainder of this section comments on that Operational Rule.



25 1. Definitionc ~, retation Accept, Acceptance: In relation to a
Certificate, to manifest approval of a Certificate, V\het1|7€§ep€éﬁ%é$%b3 or by
inplication such as by creating a Digital Signature Verifiable 30 by
reference to that Certificate. 17 Septenmber 2003 WO 00/ S5774 -127
Attachnent, AL 8 (p guDocurrent: See Docunent. PGI/ GB99/03091 BBL Text: A
Document whi ch: ?a% i's sent into the Message Handling Unit PEREBIBYE ded in
the Title Registry as the docunentary conponent of the Electronic Bill of
Ladi ng, and (b) acknow edges the receipt of goods by a Carrier for carriage
by sea. 5 Bearer Holder: A User who is oflbecones designated a Hol der of a
Bl ank- endorsed El ectronic Bill of Lading Beneficiary User: A User who is
desi gnat ed under a Dogvpe i : t o, who or to whose
order, paynent is to be n&%ﬁgngrglgv%%is{gdﬂiﬁﬁvgagﬁ%gt}éﬁgfr%%%e ‘ﬁméelf’%mbléb‘\i‘gcept ed
and pai d. 10 Bl 8hRdiedodr Sdginatmranuon desiepatby Bedrer iolder evhen clesing iavad(ok i t he
Operating Proce ony i f.., Ladi capahl e of transfer
sinmply by desi g%g[ igtgenr %?ulgétﬁg\%\sl&ﬁag’g?& bgﬁ?ﬂtl al g%gg‘f‘é‘?#%? leg\fhe Qriginapere

busi ness” pr ocesd®igngterh Tre@iderdiaty totien the Ghipyek), iwhé cnniieni BMhk S8 e diQVi ded by
t he service provider t LG icatipg. Mes es, and Docunents and
facilitati ngpbusi nescslg%t}(l?’adrrllse gg{rﬁécnbél?%ﬁngtlﬁgt Eﬁgj'lnél%e pi%%'@doi%‘l‘srfpfﬁ@f Rigdeds.
Carrier: A Usertogplinghisicigsgledget s with anot her User to carry goods by any
means of transport, I ss.of whether. the Carrjer is the owner or
operator of the rreanl{seﬂg‘?mssjr'"gﬁspﬂﬁgf Cosisty of empying its Plgdgee tale fipld sathat no

i nformation whi Eldgeais dasigiant it is(@plerhéntdd Dy itheTollcwinPhiepdy nName; 20 (b) lists

Public Key; (c) lists. by n or otherw se.indicates a User which holds
ta@i . Private Key céf’r@%%’ﬁ‘&fﬂg“%ﬂfﬁﬁfé ajmessage iothpgnessagxbandligeiniti s Digital |y
Si gned by i8 |ssuer?) lanbht (@)saf shet diGerTPMALQTin GRS ig%@ﬂ&@%}{p‘i%ggi sib-
definition ascrilbed to it in an associ-ated docunentary form I’tl? cation
Account: The refSP{NEhn theoptrcrioneiementpf seanessags type héaderwtFucher Myged25 Lt d
acts as |ssuer @gdta, G@htai fhi aady t d : t_acts as Subscri ber
of those Certificates. Oertifﬁl&grlzgogmgglyzgﬁeﬁﬁtg%g{]aﬁsfﬁﬁrflca’lXYZ Ltd] to Issue
Certificates to Userd, Theifarrens Pledgdedhengigitoly signsitheimassperrdontainingtheCatirki f i cat e

is also termed Pldgee dizdfion anglﬁtgsttgerorﬁ%%agg {o RE mgégggﬁlg%dliﬁn acknow edgnent by

a Carrier of _the receLEt of good carri age oaF 8 ts ship in

respect of Whi ch t héPeAs for anycinessager theymessygedtahdling tunit icherks itd dutizapdigrsper 2003
WO 00755774 PCT8A8108 9hker's digital signature. The message handling unit and title registry

~ also check the form of the message. If the message handling unit and title registry

cannot properly verify the digital signature or find the form incorrect, a BNak is
returned;

( 20 (5) If the message handling unit and title registry properly verify the sendet’s
digital signature and find the message valid, the title registry changes the content of the ~
Pledgee role field to empty; and

(6) The title registry then confirms the successful relinquishment of the pledge
by returning, via the message handling unit, a DNot message having a Back type

25 header to the sender. That type header includes a report from the title registry of the
actions it has taken. '

No notice is given of the relinquishment of a pledge.
Relinquishing a pledge discontinues the bill's pledged status and returns it to

transferable status beginning when the title registry is updated,



-128 bareboat or dem se charter. concurrently in force in respect of the
use of the ship either for the sane voyage (voyage chart®eggptembbeproas period
of tinme (time charter) within which the said carnage is to take place.

Consi gnee Hol der: A User sinultaneously Designated as Consi gnee and Hol der
of an 5 El ect rﬁg Bi |l of Lading. Communication Link: The |gi t al

net wor ki ng conhed¥¥8H to the Central Systemto be establ i SREHGBY/IBNE User .
Consi gnee: A User Designated as such, being thereby identified as the party
to whom delivery of the goods nust be made by the Carner and al so
indicating the intention to 10 make the #Rectronic Bill of Lading
non-transferabl e Designate: To name or appoint a User to a role in the

reans the act of | Deot Bt oalty Mo S GRh S RhctsniiepesE i M et O
Di gi tal Signat uthe tltlAreeEtrhemimimkalalle torp:e&nlhéd wseds Catltiattingk shécifled an e bipltiedbledi gi t al
0 or mat i on and PO, i Cri s i st SHREIOE HE b sRe e on,
accur at el y det erasdrded {n the )chmﬂeogmr ldgheft mé¥Righ €160 bitadhat' B8 4d tetdlfRd 61 SAt ed

using that Pgiv whet he the unit of information has been
altered si ncé zf?lﬁn"g%éhleenagwcéé% refeauon ‘WJ\@ cal cul at ed. Document: A

contract) bil I, or other unit of substantive, often textual, information 20

sent as a subdi grlggd pari gf,a :ﬁssage. Synonyns: Attachnent, Attached

Docunent. .. Do Docunent | D'~ The unique identifier of

a Docunent sent w . Bm‘eﬁoxamgl at pladgkedle leyrrénh?leﬁge‘étﬂahr[é?%r@?&&&ﬁ&’ 8518&”‘ of a
tificate: Eﬂsxtu interoretation of a Cerrifc~rP authorize its

lssuer. 25 Elec @spiapss| theygurens jf o Grder. Party- of Ahezbill ifrany; andodas brepmes lish its
rel ated Title RHgldSrt-ﬂbabrdBQCQfﬁle eleétforicbill 5NaQhY %%ni[‘en&a‘?s%@@d%e%&ﬁé f the

Systemin accordaa_ ol{] erational Service Contract arter: A
charterparty cofif chrder ) "fl? flees Halder simply, (emeuesi iedesignatian et Bledges0
charter, bet weeltaﬁngiardlﬂ @BE Be@®r QUEE! THis QERRAURERbHeOHD Foc% g &d}{cﬁh %”d

anot her User as ept enmber 2003 WO 001 55774 PCTI § 5 5
charterer, for Plﬁ%ged% ek the Carrier's shi p for the purpose of carrying
cargo either for aspecific voyage or series of voyages or for a period of
ti me. Head (I_:‘g? , A User vvho has entered |nto a Head Charter with a
Carrier. - ' e Lo v g¢ Mdien g de Brg h pgnateg

Desi gnat ed bothTH@Af&eéBzapﬂd n%@eét SR J}d ;Ehs%rcw

Ladi ng. Hol der: A User who |%Q)or ecgnes Doejgl é’?ré;{ed as sucr:z) }\?\?ho |s not at
the sane tine tﬁm’ﬂﬁe’ﬂ“%ﬂﬂedﬂ@rﬂoéd%%ﬂer Hol derlssue a Certificate: To
list oneself as@d)SsUuempldie frideSehibidy @b YGsighalhd Aelr s b

~' Certificate. A ersor11d in. lt e'élbljl;]‘}sll ness ofskgsasugf ng &rt???%:%ﬁ;‘sm{s al so
tetined al0" Cer f# ’@P“’"&‘é‘s‘(ﬁé&"af’w{'ﬁl(ﬁ@@rence to a Certificate, the
Certifier wabch)ssuGeh diaSediGhed hdskdp Mg%

dorsurrent) notice or other |en orm§1v |on sen §i?rﬂ?%fg% %&E@é@%e h dl ing unit
and in a fornat "E&eviaskeMeseqge hendiogent. Message  Handling Unit: The -
nmessagi ng system mai ntai ned as part of the Centr al 15System by the Service
Provi der, as descrr bed her ei nabove Notr ce of Revocation: In relation to a
Oertrfrcate a RS enraissuaiedgg iV hetgrank Lhdorse@ Or a per son

aut hori zed by thg}, 12 B pleléd ont Operati ng
Procedures: The d(e)cflsdrrene {)Qetong;l%legﬁ MIM %'%‘ﬁ rn'?t?%&r d’cegwﬂcre

ar esubst ant 2l | ﬁ"‘é@sqﬂlefréﬁemeﬂeuer-ﬂdscrr bed in the detail ed description of

t he present pat eg Iy t.i ana Pse parts of
the Qperafiri g rocedg"gﬁ ?%{1 r%?i&rbﬂ )”ucm)%gm%'ufg'ﬂdjesrﬁ J 5 d;r}rs E% th which
Users are bound®o c%grpdlryisaderm”agaahch&rg\tha:dtl&:gtmgamtrucﬁb‘retosrhamkard.form
contract bet vveep h; Ltd. as amended fromtine to

time. 25P| edgee %g 'aqig'ﬁé?dr}gw’%lm%mdtr beconmes Desi gnated as both Pl edgee
and Hol dersi nul taneously. Private Key: The key of a Key Pair used to create
a Digital Sisgnature. ey, a|r to Verify a
Digital Signature. Reﬂm%ﬁﬁ’éﬁ%(ﬁhg%%"gn e@dﬁ?\/ﬁ%% “°%a?5 §ital Signature,
relying on the30representations in a Oertr ficate) or bot h. 17 Sept enber
2003 WD 00155774 -130 PCT/ GB99/ 03091




Revoke: In relation to a Certiticate, to include the Certificate in a class
of Certificates, for which the Issuer of the CertificattsSeptemben2d0ie t hat
they (each or together) are Revoked, in response to an appropriate inquiry,
Rul es, Rul e Book, or Rul ebook: The Rul ebook) as anended fromtine to tine,
5 governing tqs rﬁ%gtionship bet ween Users and their use of the System Sea
Vaybi | 1: A Doctf@¥¥ ™ot her than a BBL Text or a Ship's Del PGEHEE®RWES,
which is such a receipt for goods as contains or evidences a contract for
the carriage of goods by sea and identifies a User to whomdelivery of the
goods is to be made by the Carrier in ace83rdance with that contract. 10
Servi ces: The services supplied by XYZ Ltd through the System and specified

in the er ati onal i [ Shij pper :,. r,.which js the original
contractqiong party W'Stéﬂy\lﬁ\}ﬁg%%p%g&%% %franeer??tgo & q“#fs’ adingcap epfpree,the pledge. ?he

carriage of goods byGeselly.ShinpeenOelst e pedired sivinA riloR UREREdgeO} gt td han a
BBL Text or a S%gfo}é@){pé Hd e‘“"‘hChe 1 ctotpt'ai Ns an undertaking to deliver

i dentified goods to an raentir! ed Ul itegesR MfadPt savpinte veeththoses of
a contract of cXledgegetuidly meacwérrighose goods or of goods which include -

t hose goods §i ghed: .roggrl.H di %L‘ﬁ]al |y si gned,_v\,hi_ch is to say, bearing a
Digital Signature whiBHC AilsEatthe Prosess oF erfgreinger Pledgei Enfasging p pledgk i n a
Certificate |ssuereby TXYdrded Garneh dldignhtec s WaStamialipl thd sdd blokdsE af Gopvhen the
Digital Signature.was cre i ber: Aloerson who i's

ated, ', ~ ~ Subscriber: r'sc
i dentified in adtmping %&%“é"?%@fqﬁbl’wndf the sleriopicebilt of lading ds Wenkreadprssdds to
the Public Key lifstceslerit of thé\plbdgoay substinfaly@he AmSUPRESJuldfh hé,pgﬁée??,a\tié? med a
}-s)ub_j ect" .in te%%qu cal . standards. Surrender: The presen%atl on.of a
Electroni c Bi |1 "5rorepageet Holdpres thy BeprerHolderanot her 25 User appoi nted by

the Carrier,10i n accoTitamRereMbtydded for ABRfyHny USRS afRdleB Dy thelerPdrlilent & 0Pt @I N
del i very of theBgaods at the end of the carnage g% sea. Surrender Fsaarty: A

User who is or Fnalthopghitheenioreing Pledzee Hplderiepymawly shepn indrpendesitiyed as t he
person to whom t he BEgekmpi sledde! i ‘ ' qﬁg? bt ain
delivery of the _goods at tgh_eﬁe% dgﬁ‘kg{ hﬂéaégéé’?ﬁ“éggﬁfﬁpggg.@ %ﬁgee%?e& er 2003
WO 001 55774 - 13forperylegssoanionw Halder-to-meeyios Bearer Hulder,Seginuing wherethé ride

el ectroni c reposdgisayys Wphakd)f Or mation used in trade transactions,
particularly those related to shipping and Electronic Bills of Lading. The
Title RegistlPy is anlhggBleiregistyy seporsireflestingrenycerem dfacbladgoneinding in thiatlareans
to: (a) executerd f 448 Clvhi it I Shi tr I
Electronic Bills gf)qu:yLadi n ?Bﬁbt?.eﬂr‘r:g? Iﬁf%r%%aﬁ?etgﬁpg@ospe%g léttg%léép%g?b?{:ur rent
El ectronic Bil | &teion sdedile. Hsditle eegisiminstrestion enforgingithte pladgé is alsb raderdéd ngs

wi th such El ect 50k ehrBidid i j t i A ti-Qn

I nstruction: The portion ggcfaggg %@%ggﬁ}a&x%ﬁ?@% gitr%‘égétdggﬁﬁg&f'fg?g”ﬁegi stry
to enter or chafBRlicetds reipipnspledilti ed i nformation in the Title Registry
Record for a@gspecified Electronic Bill of Lading. 10 Title Registry Record:
?Fhre structured information in relation to transactions involving the
El'ectroni c Bi | | &&= Lamknugents tackledtropic Billsaf Ladingcept in the Title Registry and

linked to the BBL Teaj ‘ ts @MDO ment originated by a
Carrier which is either ﬁ-a[édgga %@sgﬁgf %gqado | pt’smcglleéfnig\r;léer cﬂﬁ?ﬂ‘éﬁmﬂ% To
Order Party: A B&eéreBbebixyremaits wshangeh jushes itswasatigmbliyoreckiwidg riabssdueas t he
Hol der of the ElggbiRo i [ ader or der. The part of
a Message t hat irndi cat teogth?tdgéutlﬁ%&tehgg(f{]’? ?Jhﬁgc%é ?gonh%l Rt 'Pﬁtgha %Vs‘{oél}ﬁ‘e&hﬁ
conveys dat &3 n@adrikues egipred dntd thelpogent syseer wibattixbdvsement ived @igRaly sdceiyed. and

other records, apgnol e [ S,.one more acti.qgns by the 20
System . Uni que, ﬁﬁit%lii?%u&gzsnéaléa@?fg%gglds'%ers't %fﬁﬁb%"(fﬂm’twq‘%b&l‘f ip%/elseélf or
ot her content ofSysemjasesbasenipael al] siblsequernl referendes am ihstddces. 50 the ddoc@fidnor vy

attribute, or sigilar i of data) means th the content ,or. value is the
onl'y one within® g}p é%é%it# :Eg]éhersaa%’ema% rﬁ% a%saﬁgtbatéaeyi ?i“éﬁ’f*@’élld%{‘,‘&ﬁf@n € or

val ue exi sts wi tdhéumentamtfile mrtigepréentlsgstem, ' A per son who has Enrolled as a user
of the System User Certificate: A Certificate listing a Public Key used to

Verify the Digital Signature on a Message Digitally Signed by a User. User
Dat abase: The records concerning Users kept in the System




User Division Identifier: The optional portion of a User ldentifier which
i ndi cates 30 departnent, division, subdivision, or ot heq-,-rgg tentt
identified User's organi zati on. 17 Sept enmber 2003 wo o0o0i s j-3~a erfggs

PCT/ GB99/ 0309t User Identifier: A nanme Uniquely identifying a User within
the System Us ang%lfl er Extension: A notation appended by a User
Represent at i ve I dentifier for the conveni ence of RGTGRI&EI0%And

wi t hout significance to other Users. User Manual: The User Manual issued
fromtine by XYZ Ltd generally to all Users. User Support Resources: The
online informati on and functions provi deeBdby XYZ Ltd via a Worl dw de Wb
interface. User System The neans by which a User connects with and
utilizes the Central A @m he Comruni cation Link, software
and hardware for conposi E edrésedtggte W%l 0. %8 TEERE J9HBeacaRged, the eadi ng
or processing Ddlakegifry, re@si fmehlpatasxlzﬂr&lammwbxﬂrofsmgr dah Yoe fo@h kdifed &S, and

ot her conponent snoRd:! »@38 r SpeC| fications. User
Syst em Speci fi cations’ qu%%ﬁﬁﬁe[gé'yﬁﬁegcf&?ﬁ%ﬁ é’u? fhet 3pendment mRosssem
(including the @dthnughiteemedGhameddmbd”, Mphdish Geelettdnfabi: of Aadify iéa{'éfsctﬁlé e whi ch

is valid accardi pecified in its 15 docunenta orm if no
such terms arge Seglgtgfgﬁoégx?e& &aﬁ\}z’ﬁda?ﬂﬁ giefely makegthe a‘?"@l”i‘i“% fo?fél!Chat the title

Certificate, theeaistyipoint wat difftrenwdabingbni s theabperiios o1, g0Qd Fay }hhtrlesdgéésuer and

has not expired, r been ev ked as_set out int
Procedures. Veri %Qr,d 1@?4(3 ?3@ ‘Gpining t ee agppest, IR dortheypareeppomiling eBL rl‘yxtS| gned

Message and PublTha ﬂéﬂ}spwﬁm deémi’eﬁﬂe r&emaesy T&denY chAd@ing ﬂfe%ﬂm %t B'atgé Lq‘g
.f&gnature on-th correspondi ng

e ll\/g,\g%ggg ﬁéeat ed - . 20 the Private
that Public Key) ‘(%‘5“"‘3‘ s ’Fﬁ€°‘1\}8§§§a@dm§herﬂﬂc&mxc balleﬁlabme,rcvai tered
since its Dilgit glougi tadtrmerdosbsiert r@abminchitted 388 Yid8b| contract
bet ween XYZ Ass%ﬁlgg on Ltd and each User, as anended g?pgﬁaﬁ I{ﬂ%

XYZ Associ ation P EKAL" . A corporate body created to represent the

- Users of 25 System Huixtatmendathi”iddeds Becudah titMissik l'inary
functions assigpe q’XAL Seruw ce CO?llt ?tgi(’:gt %Qﬁé %Pgques%% The

owners, operators g%’?torstg WF‘{de&“’pl?‘B’\FP@l e the Originetorsyjtbersamntsar dertins thei raqme.«hel ng, or
t heir successor ¥ thareyidst i@ gra’ﬁ@d 2& neQ dRMLRID B substﬂedﬁgg%% rﬁ?l%lrer gl(l)eoi:tgl the

00155774 -133 2 de Sco a ndcil i a_ ion PCTIGB
titlé registry, and the transactlonal data in the title registry is then applied to the

substituted eBL Text so that the pre-amendment rights and obligations of system users
resume in relation to the new document.
Because the Originator creates and signs the eBL Text. the Originator’s
approval is necessary to substitute a new document for the one already referenced in
| 20  the title registry. Other interested users ‘besides the Originator can request an
) ) ' amendment, and when they do, the title registry suspends the electronic bill of lading-
so that all title registry instructions are declined until the Originator grants or denies -
the amendment request. The title registry does not process any dialogue between the

Originator and other users in determining whether or how to amend; it simply

25  suspends activity involving that title registry record until the request is either denied or
granted with a substituted eBL Text.
Thus, the title registry instructions regarding amendments are threefold, namely
request amendment, grant amendment and deny amendment. |
A request amendment title registry instruction suspends operations affecting
30

the title registry and is forwarded to the Originator for its consideration. The



5 Effect as Agreenent Between Users. The Rul es constitute an agreenent

bet ween Users, and between each User and the XYZ Associ d7iSeptdniser @868)
acting on its own behalf, and on behalf of all other Eligible Users from
time to tine) and, where necessary) on behalf of XYZ Ltd. Obligations

Bet ween Users. wlbiss3d XYZ Ltd do not undertake or accept any 10
responsibility for s’?ﬁe performance of any obligation or du §¥/8\R%96“3W one
User to any ot her User under these Rules or otherw se. Effect of Service
Contracts. No liability on the part of XAL or XYZ Ltd to any User shall

ari se except under and in accordance w t#$5the terms of, in the case of XAL,
the XAL Service Contract, and in the case of XYZ Ltd, the QOperational

Servi ce Cont r actequésbnguskr FouldHdindriBNInklub@s RoddsRht AN X ndition of
becom ng a User of the System to b)g bound by the@%raow sﬁtsgﬁgﬁgﬁ‘c%fﬁlee Rul es.
20 2.1.3, .1i ;[FIntst and peebersi 3lega sygpsstadseevisiopru sAnybenseihg distussion milhastor dance
with the criterimosthe ad rebiiry i) HPOLihbONALIIRES ¥ [Act as amended
fromtime to tinme, and rmstg remai n s&fth(ouglﬁout éll{ta'ffltgm[S):éehlg}ihtlﬂsdeatuﬁsg‘t they are
Users. Registrar's Re&i#nt avasAment tighe edgisty énstractipn frow thd@tigindtortsabstifuds lay
conplied with tR&y 2BL e SE : i strar an dert akes
that all the information suppl %ffm%o@?erf%gg%\éﬁg%éegllgﬁ FeglrStarlY §°°P‘%ugﬂ§nd
conpl ete in al | clawtonicibd] ofladingdbensegaidh antiyeathen than fwspersied) staus. Each User shal |

pronptly notify the RegiShb@dmekft 0 nf t revi oysl rovi ded
becones inaccurate or m!ys neaglleh‘fgt.“@g#gggiﬁ &@é%§§P &muT7H’§§%ftB’Hﬁé’l‘1ﬂ§003 WO
0Q/ S5774 - 134 PlEYPEl BYYOBwswithou ady cha@ngertaits titleseglsnyheid. cat i on. Each User

jrees that all Messggesms 0? L. 9 i.ts behal f via the Central System
T (a) be Signed by It f’\&?b iy secfiby 3%%%6%‘5%8’8?“,‘1“’%%?‘?@?5 A&y the 5.
reci pi ent. @Perdtdibnal Rul es. Each User shall follow and conply with the

Operational Rules. Presunption of Sending. A User shall be presuned to have
sent a Message as soon as the User has Signed and sent the Message in

accor dance w t h4#id. Cper Requesiiaf ARiehdisent Pr esunpti on of Receipt. A User shall
be presuned to have | Message as 1 oon as the Central System has
correctly forwarded ﬁhﬁgﬂ%‘g&i‘g@wgs 5@871 “%%'b%ﬁaf‘f wayest fafeendipann  (The
Oper ati onal Rul wquestg dirgetrd mairdyncd thepriginandr) s rechied intbetitleThdtly ippaEat € a
- User Syst empwhi r shall. take all reasqnable care to maintain in
good or der. K\g]s@r;ip%g\}g?y. Flftsr%ls?\?ggfésdﬁéelﬁ?ﬁnctﬂ ‘?esaeﬁ*@%b@‘?aﬁw@w@&eﬂw one
User is nisdel i saenduentoequbst srpetdiey; asdestribed ih gieatkisdtaildbloty] : (@) return the
message to its sender via the Central Systemas soon as the error is .
di scovered; (b) refrain fromstoring or retaining any copy of the Message;
and (c) treat tQperatinakRedd 2O Re@EAINLARBeAdMelithe Message as confidential and
not useé or disc i} for an urpose.. 20 2. 2. 1. Validit<r and .n
or~gabilitv Wi ??%3”%&@?”8%% .e"%'ffﬂ'gmzflepggé"é“l}@éﬂﬁff'@%nt of |aw,
contract, cd8toM or Qreaet tidereglimy insPtibn in RSy dF Brn aRERINER Pdqubd;
0 icatio |1 d id d i iti i | ed shall
ol o8 ggnbjﬂg Si%%eag,ﬁ,{,g,ggggg&ge Comsaining that Tustruariot Yo toe s Regrry voe. Co Sha
the message handling unit.

25 The Originator of an electronic bill of lading in receipt of an amendment request
Jorwarded by the message handling unit shall either:
(a) Grant the amendment request, or

(b) Deny the amendment request.

30 The remainder of this section comments on that Operational Rule.



Si gnature Requirenents. The contents of a Message Signed by a User are
bi ndi ng 25 upon that User to the sane extent, and shall drhtse
effect at law, as if the Message had existed in a nanual1:7;§é§|tgne(§%?g$m
Undertaki ng not to Challenge Validity. No User shall contest the validity
of any transagiphgdssyat at ement or communi cation made by neans of a Signed
Message on the grounds that it was made in the form of thePEFEBI%B3NIc
Message i nstead of by paper 30 and/or signed or seal ed. 17 Sept enmber 2003
WO 00/ 55774 -13~ PCT/ GB99/03091 2 2.3. Messaaes ~c Fviiirannra

Admi ssibility. Each User agrees that a S8émed Message or a portion drawn

froma Signed Message w Il be adm ssible before any court or tribunal as
evi dence of the factgmyHiRFQH IR est £hd idence In.the event that a
witten record of an y%ssageqﬁsesrgréétl}?@ée%f’gg‘egegpg’/m%?'haflféﬁlag'by a User, which

XYZ Ltd has aut hent iT@abilanushieaetiveland mt pledgsi oimsn thé ambratest iPrefueded 3) Of the
Qper ational Service gRptIacs l. accepted by that User and any ot her
User as primary evi dlfg%ce of ?%‘Z%ﬁlpgteﬁ?lggg}epf%gssﬁg‘fg‘éfétéqg amgndmanhelfmni cat ed
Copi es to Pr evaflectropig bill afiading aTiressteps oflis piotest retsfoiléwsa di screpancy bet ween
the record of any I @% : uthenticated by XYZ Ltd, such

aut hent i cat ed copy%ﬁ%g rr%gtlelggepgr.e ?Sﬁmﬁ%e&rfﬁ? Prssagehandbing maikusinges 15
Private key Sec¥ftdygiemEach User is responsible for all Messages Signed by
means of its Privatc?.,Kﬁ%) grel%gurdl ess of any failure to maintain the
security of its own .F)I’_I VALE HEIes a8 qmendment reqpest incthe Anskraption elesepionfsi bl e

for inplementi nie aksageagpradey. BRG4gEd JatdhOGRI WeaSH &Hi% Sdli LS site
tpf ensure that t(,jl E’ﬂ‘ﬁé{{}ﬁ‘}i’?ﬁ signs to anad fromtﬁe 50 tfﬁ?@#{é f,cst{o are

ot ect ed agai ns €tf%access, alteration, delay, |oss or -.
destructionl0.. Mesghdte Gantheidigitally Rensd5@ Send SEQinYek ' ssage may
consider it and anyﬁgocutment S Wt hlgrng!ilst asenbi ndi ng'gages@tﬂg?eqq%g@é sn'%;m’provi de,
the sane as if the s%saﬁéa'gdﬁfsﬁﬁﬁd}i‘@ﬁf%agﬁé’ﬁ“%éﬁnlﬁﬁhm’m itsyauttiegiivitgl bpn paper .
25 1:2.5. Noti \eiigdesendstdeighalifdurt SndHist@nt VRO bR e ARG L e K7 LT
es,

and to conply with the rel evant Operati onal € In the eve t its
Private Key has B&®f hF'lf@‘f’g Yt eagngs peppede derify thetdigitak sigratiro naHinds the fonds f or
beli eving that iattedecte ieviadsq gggy; has or 30 may be misused, or used by an
unaut hori zeFI5 per son. 17 Sept enmber 2003 WO 001 55774 PCTI GB99/ 03091

(5) If the message handling unit and title registry verify the sender’s digital

—~

signature and find the message valid, the title registry flags the electronic bill of lading
as having an amendment pending, and changes its status to suspended. It also enters a
request identifier to track which request effected that suspended state and subsequent
operations relating to the requested amendment;
20 (6) The amendment request is forwarded to the Originator. To do this, the title
' registry sends to the Originator of the electronic bill of lading, via the message -
handling unit, a report that a request for an amendment has been received from the
sender of the message; and
(7) The title registry then confirms the processing of the amendment request
25 by returning to the sender, via the message handling unit, a DNot message having a
type header in the form of a BAck. That type header includes a report from the title
registry of the actions it has taken.
Requesting an amendment gives the electronic bill of lading the suspended
status beginning when the_title registry is updated. There is no ti.me limit fixed for

30  termination of that status, other than by a grant or denial of the amendment request.



-136 ~.3. la~gggl;~ Compul sory Requirenents. Each User undertakes to conply
w th any conpul sorily applicable |egal requirenents as 1DSepeniber20d3 ed
formin which data may be 5 transmtted electronically, and as to the
content of such data. Illegal Trading and Money-Laundering. Users shall not
use the Oentra@ogy,gsgﬁmfor the transm ssion of Messages in the course of or
to facilitate: any illegal trading, trading of goods whichPSFER¥E®! aband,
any illegal transfers of noney, or any trade or 4~ ° transfer of goods or
noney whi ch nust be reported to an Authority. 10 Conpliance with

Regul ations. Each User is responsible fo7ensuring that it conplies with
any | aw applicable to any transaction in which it participates via the
Central System and fye titBQe gk I lel C.a ul ati.ons

i ncl udi ng, but ngt ljnmited @?o)c“ﬁgg%g{lgeﬁgtrfﬁgﬁtﬂg: i q‘gmgé‘gg%‘?*’t”gt‘{‘@ﬁ or
i nportation of HBOESruAl arilabierie eerodtted rustrs faxdhel titné spesified inahermyphicadlat |

ey Sooy ot ClRod Lbife SSOAAUR, BnBHBP IANLER, d 3ROkt oy 92 @

protection; or encryption. Messages after
System Upon a Us¥edsin e ichmeaidgingl fogonfimessage llewc amicibhtl lag iipretaifed Follger ' s
right of access em 1.n_20 accordance with the provisions
of the Opera'?i o%ﬂglahesaeﬂrﬂ?/tileggﬂ%ﬁ%Feg}éﬁénosr%egﬁlg' XAL Service Contract it shall be
the User's sole responsibility to ensure that: all its existing w Messages
sent fromthe Cgp : L he,effective date of term nation are
col |l ected and read; aIl ot ner uUset ”b‘ﬁf‘%ﬁsgmit expects to receive
Messages are advi sedThefOriginstod epatrith anemendnient tequeeniififhte PURSRA] cadBshyi t t akes
-a“,l'»"»h;reasonabl e k6 ﬁes&&d%?crigi e for hEr Users the necessary information to
dndbl e future commmicats oReq s BsuPsEstONy ed by it. Switch to Puper by

Resi gning Ud@r. Any User who at the time of its resignation is a Hol der)

Hol der - t o- or der , o.Holder or ] bl der of an Electronic Bill of
Ladi ng nust, at S WA RHEE of its resignation)
initiate the swiednyuoeqdes papend he eRICTUN & ah BleAmRIPEIIRIING I ORYth@o3- 7 Of
this Rul ebook. ., 27 Septenber 2003 WO 00155774 PCT1GB99103091 -137 Switch
to Paper by Termnated User. If at the tine of the cancellation of a User's
right of access(@n doopletavtriz regiinty iishactioh @VihefoP grefdribk DR riRALRS ional

Servi ce Contlgac;e %'S(_t hg XAL Service Contract that User is a Hol der)

Hol der -t o- order, TP Hol der, or a Pledgee Hol der of an Electronic Bill

of Lading, it still| Signldnoverdutessaps cluling SHABIndBucRonXandFifle Rigishhligmay Qi ve,

(v

i ncl udi ng, but Dpt limted. to, an instruction to initiate the tch to
Paper procedur e GREEPEHGNEIng uhitof  his Rul ebook. Neither XYZ Ltd nor XAL -
shal |, however, be under any obligation to issue such instructions. 10

Contents of BBL TextT and lr%entif_i cation. Each Carrier agrees that any
Message sent by hi m &S "SRRINErTAt thigssrtion gpmmenss on thytOpgratinmakRule.han a Message
i ntended to2@per at e Gy theChuiygitaesr ol aficlobtréific bAINEISDE! denPiahSthé? Jsbp& BBL
Text: i ncl ude an ac&nowr?éﬁr@t by 15 the Carrier of the recelpt of goods
for carriage by CEP B)?mf’ C®arrier; and contain or evidence the terns of
the contract of car riha®él mifiatmsRaRdShals!foldBe DEBRSE bt itle
Registry. Charteredq Bills of Ladi ﬁp(} A Carrier Eglgﬂit?eggt(ggyaﬁgé%@%tw;ﬁoni C
Bill of Lading A d to operate,.as a Chartered Bill of Lading which
does not contain or RtiderRgsrdbet AR idqBirdBitoRf; flegaPridht @9€
bet ween t he garri er and tﬁg f_ﬁ%d Char{rqte_rer., %eghg?ﬁgﬂﬁeﬁaa%ﬁ&ﬁgrl%gg%@?s

Desi gnat ed &% SHi"YpRendgent quathether any user hag satisfind axp sandisitves agredherion oith shre
acknow edgnent Opigih#i6r fordbtdifthg SfanfehfindneCei Pt of goods for carriage by sea

by that Carrier. . ,
Figure 26 illustrates the deny amendment process, which proceeds as follows:

(1) The Originator creates a message to the message handling unit using a user
system;



Statenents Relating to Goods Received. Any statenent a Carrier makes as to
the 25 | eading marks, number, quantity, weight, or appateséptember 260%
condition of the goods in the BBL Text will be binding on the Carrier to
the sanme extent and in the sane circunstances as if the statenent had been
contained in 6‘3{33@%’7 bill of lading. Original Parties. Wen a Carrier
creates an Ele @ Bill of Lading it nust: (a) Desi gnat BCHGEMOM3Er and
(b) Designate a Holder of the Bill of Lading;, and (c) either: (i) 30
Designate a To Order Party, (ii) Designate a Consignee, or (iii) Blank
Endorse the 17 Septenber 2003 WO 00l 553%4 PCT/ GB99103091 - 138El ectronic
Bill of Lading) thereby Designating the Hol der as a Bearer Holder. In the
absence of any inst rCtrhons he Bil | f Ladi ng,
the Carrier shall De(g)lcgnat egl?§glr ﬁﬁ%%be?@gét@?tﬁglﬁ%eg%r%?@m} regye ﬁt

| ncor nor g~i on vincBfiag afgdndiatingidents! TonemendmenOoautsttin o fiorm presciotied &y tHeO

i ncorporate its t ndi ti t han by
setting the sai éﬁ‘ﬁ%‘%ﬁd&@%ﬁ%??ﬁﬁg‘% lélgréqh %culf”fmm(’fwgtbggﬂw‘fé&?"md
Carrier shall f&dthavequest igentifierdfthearsqudmertiragest dentede Qper at i onal Rul es.

Ef fect of Inegorporat es tha |ncor tion shall be
affective 10§to mkébgﬁéh&;&g@tﬁsﬁgﬁ ?ggalﬁ’aﬂ iseﬂﬁ% tB?tr%esﬁ‘ﬁ P? hEeACties to
the contract of handlingusige. | ncorporation of Charterparty Ternms. Each User

agrees that words c mt“r BL Text neor por t he row si ons of
any charterparty shgﬁ}‘[%ave the S’ghtbg gP?sg%ethaﬁ%mﬂf @‘f‘fl‘i\g? léid’yappear ed
as part of the Vrifyingthe sederss (ﬁlgmamagdigltbl dignamfe dnadlsaghdcmu@fbnmbfwae

rrier. 15 Intgr | ons A conuact, of . c ge .in respect of
ﬁl ch the Carri g‘r&%sqgf}eéﬁ Yiid }ngé‘f“t’&?ﬁnﬁt H°f‘Y8?“f!§w ‘4‘\@““5%{@““% 'subj ect .

to any interfat ﬁmdsalhefomnmemtectomremnisarmxtakonal | aw gi ving effect to such
i i whi ch mo | d have been conpul sorily applicable if

i nternational conve

a paper bill of IadRrbgﬁlr‘}ﬁ ’Pﬁﬁ‘ggg‘ﬁ’é REYANA Sitle FrEISHY PoBerbyoverify thessndets of t hat
conuact. Such i tigi4lsihatoRahd @'awmﬁésguge Qhlid) el tﬁmafl.-glhawemaé& ABg oslgRm™ed 20

i ncorporated into the lﬂ)(%?tronl c Bill of Ladi ng he event o? a conflict
bet ween t he proWF¥ioBIETIAT lading t Hfl‘é?tﬁ‘éﬂtiaéﬁﬁ‘F"%ﬁVémﬁumonﬁs angidngeral | aw so

i ncorporated and t hgsPTREEmdHdRVAL Squas lpfchem@rme& hSRe @ﬁ%lﬁa@&“ﬂﬂen

cont ai ned |q the BBL Text, the ﬁow sions of the international convention
(33

shal | prevailf, 84y en ﬁ&”ﬂﬁf%‘h%l gingipy ¢f the piprironic billyef lading, [via-the meysege
Transferabili tyhanﬁllﬂ @fid, b Qéoft thlt lal requbst lERCHN I ABMenP Basl BeBh PGV héin

nont r ansf er abl e. king Transferable. Wiere the Carrier Intends tg{create a
transferable El éeé"ll}‘?’(?ﬁ?hEmesPEe # Lading it shall Designate a To Order Party

or Blank Endorse thg7Biteltitle Eefs@f theRodPemi B0 3tdcOGind Of fk {dniatldy the
Carrier Designates a To Ordergsggrtey olt ?s ct gge eéenrcrle d¥m ag\ye agr eed

that: (a) such THTERg Y theDrigipatgn Diia rmssqsewméglgtan@e header Se’fhl:émneqfaZOOS WO
00/ 55774 PChbbCBaSAO AN kyvelheaidr RIS o [onic il of
|Ijlgdl ng can designate ajtynpgweTorG&ler %%@ﬁn% ﬂglotgetggrgé 'ﬁo?etﬁ}‘e actigns Eg

| der or a Cont#kemee; and (b) any subsequent Hol der- toorder PI edgee Hol der

or Bearer Hol der ca ect of. Bl ank Endorse | f the
Carrier gives a Tit p)eeq ‘“5."‘??%“%5} P msnt 4 ‘Fsr%%f:?mgest %S‘EP%T'?# SHrLae || of
Ladi ng shal | bequ}l’Bmthe ¢lectonic il dftlading to haive btgtusi begivathgtwheh eheaitla gighedist hat
(a) the Hol der |siapqBearer Hol der and can Designate a new Bearer Hol der, a
To Order Party, a Pfled ee Hol der or a Consignee; and (b) any subsequent

Hol der -t oor @ér, Pl ed@@@ltlHualngy reoord Bﬁmi:ﬁng thie Helighativa f the Hoidéerainaias inthe~ ~

Hol der To Order Hol .Shi pper.. creat.i.n El ectronic
Bill of 10 Ladi Hg‘; feﬁg‘\% %availg%etg '?egls‘ggfs Ig‘géﬁ%?mmeﬂ‘gf’gﬂ‘rtﬂ Pg‘éaﬁ’fet o- or der
who is not the Steinipeschediie CBhE nitle regigryeytndh anlyid a6 aBiment ish@dods t he
goods descri bed_j.n

Ie n|c of Ladjng to the qrder of t hat
Bear er Hol der ore‘:ﬁoig derE E%k?frfﬁesﬁﬁﬁﬂ"pﬁ’nﬂdgp‘a'b\% Is petaingdcfgr p§ or
Desi gnates a Com@ndam)thddpﬁlxdibleedtdfnﬂ&i&hatdel of Lading shall be non-
t ransf er abl 15 Carrier's Responsibility for Corapliance with Contract of
Carriage. The Carrier shall ensure that the Designations it makes in the
Title Registry Instruction accurately reflect: (a) the express or inplied
instructions of the Shipper arid; (b) the terns and effect of the contract
of carriage as contained in or evidenced by the BBL Text; or (c) in the
case of a Chartered Bill of Lading in which the Head Charterer is
Desi gnated 20 Shipper, the terns set out in the BBL Text as if the sanme
were the terns of the ' ~ w contract of carriage.




25 3.4.1. Procedure for T~p~,fer of Posc~"csion By Designation. The
transfer of constructive possession of the goods, after17 Bepientdeat 2003 of a
transferable El ectronic Bill of Lading, shall be effected by the

Desi gnati on of (a) a new Hol der-to-order, (b) a new Pl edgee Hol der, (c) a
new Bear er %ﬁt’ ’fﬁé‘g(d) a Consi gnee Hol der. 17 Septenber 2003 WO

00/ 55774 -140 p /03091 Effect of Designations Were BETIGHARBOgIS Al so
Hol der. The Carrier shall upon Designation of such Hol der-to-order) Pl edgee
Hol der) Bearer Hol der or Consi gnee Hol der acknow edge that fromthat tine
on it holds the goods described in the EFetronic Bill of Lading to the
order of the new Hol der-to- order PI edgee hol der, 5 Bearer Hol der or

Consi gnee Hol derg 4 @5 der Party Becones Hol der. \Where
a new To Order party is Desig fISter of constructive possession
of goods will take pha&siginator ko \sludtantammdmt tedp@st TOfofWaed, &Y driht 8f &efly becomes

Desi gnat ed as Hahdghuead 46 | der-to-order. ~'' ~ ~ Consignee
Becones Hol der. V\helriee a nerb%Oﬁt;tF'se?ub?ecrb "Desi gnated, no transfer of 10
constructive possession will take place until such tine as the Consignee

al so becones desj / Tansfer ee. |If any Designated
Hol der -t o- or der K - gccept the novation of the
contract of car rk Omtnmqa@cmmdamcﬁe yBI hv&fh@e@ct@n&bzﬂ of St ftsU@ztzngcﬁ r
possession of thg goods will automatically revert to the imediately 15
precedi ng Hol der - ?o order, Bearer Holder) Pl edgee Holder or, if none, to
L he Shi gpe[ [?Eda)t h;cmplete e:}rtlfh%ﬂlrjammtaﬁm xﬁgg%rﬁngﬁéschéed%g sENEf Ejo hol d
e;goods to a r-to-order ear er edgee
Hol der or Shi ppg’ré}vr g{oﬁea"éa%eqﬁﬁfy"ﬂ Rej ecti on by Pledgee. Were a
Desi gnat ed PlledgBe Higrlerd sem] enéssagh, hﬁclﬁd‘@nﬁcfz%strb&zah% Hié%le%k@&y”s pI edge
and returning Hq}‘d"eeseahr B‘fﬂ‘ﬁl the i mredi ately precedi ng Hol der? 20 t
constructive possessi h P& ’goods will automatically revert to the
i mredi at el y precedi ng Hol der-to-or der) Bearer Hol der, Pl edgee Hol der or, if
none) to the Shipper lgand t% fCE“F er shall acknow edge that it continues
to hold the goods to tHETYRYFEPL 5°°"?WF8F”HB$8@W%QP¢&"G@RUBearer Hol der
Pl edgee Hol der or ShOplpate Bfiginkter 6l Bill SOlading ctn t ac
arrier'a Agent Each Carrrg: Eﬁoeby |rrevox(1:lablly agpggﬁtsg%z%gag%seprgts
agent for the pdrhEt&anspderilow edging that it holds the goods to the
order of any Desi gnaTiedOmginadrdmbaihifihey af hBGRMAIn FHRLAE! 7 edgee
Hol der, Bearer Hol der 8’7’ Consi gnee Hol der or Shi Brl) un errq%?rg&%ha% 1. 17
Sept ember 2003 \WETOBIdSDY be gltfmewbwsmghe Holder oxyie @qrx;xgmmrtheu&so bo send
via the Central afigfidedinG the BilPuseRd¢B el BARVE MspdrlePstdviRs T30 he
Carrier's behal f mredl atelx upon recearg)gt of SF “e°ré evant ﬁt{‘égPiEmpR&g% stry
| nstruction. 3. J’P NRRRFoon hesher R, Prigingios hasyg right todayg the amemtmenDesgiigghat i on
of a -new Hol2fer.grantedy dnetvhaheraansl%rcﬁ)&ssdaﬁﬂﬁ@ | Hedividhb t rgation of
: ge BBL, ot her tcgwn on V\$’|0 Is also the HeadahpChat tlter era‘ﬁfee#ﬁ??n r‘?’letgmtﬁ hat t he
10 Carrier, the f"ﬁ.‘?eﬁ’)‘ ObHiBINg AnERNANENty preceding Hol der-to-order, “if any,
and the new Hol der - t Pigaté 9% [lludtatdsARIraHaR For Ahrfh gfe F Parties
to Contract of ﬁ[ﬂma ge. Upon the aécept gnce gé t?e%}ées? % C?t%er or
Consi gnee Hol der® t&sgepwsrryﬂlaeq on as such, or, at the expiry of the 24
hour period all owed {IPThéd)ﬁglﬁaQérlé&@tes Phedshif 1b ﬁé’?&@&ée frlagﬁllmg Rﬂluging i Bef

whi chever i Syt h%yseeanr 1er)

- (2) The Originator expresses its intent to grant the amendment request by
including a tag indicating grant of an amendment request in the form prescribed by the
service provider. The tagged data includes the request identifier of the amendment
request granted and the document ID of the new electronic bill of lading attached. If

30 the amendment combines multiple electronic bills of lading into one, multiple



15 a contract of carriage shall arise between the Carrier and the new

Hol der -t o-order or Consignee Hol der either on the terns1pSepleenteprtoact of
carriage as contained in or evidenced by the BSL Text: or when the Shipper
is a Head Chatterer, on the terns set out or incorporated in the BHL 20
Text, as if th*]vé had,contai ned or evidenced the original contract of
carriage: and TO9%% Accession to Rights and Obligations. TESTGE03091

Hol der -t o-order or Consignee Hol der shall be entitled to all the rights and
accepts all the obligations of the contract of carriage as contained in or
evi denced by, or deened to be so contain®8-in or evidenced by, the
Electronic Bill of Lading; and 25 Prior Designee's Rights and Qbligations
Exti ngui shed. Ugb@mentibs gﬁm € e dgmedi atel y precedi ng

Hol der-to-order's or i ?S }r?g%ggpt%%gth I |otFon r‘%“‘?‘k@h%%%&?m?%é“? iat el y
precedi ng Hol deflegtepnisrtiléef lading into multiptehdistiBbii gigpemhie bilislof lagij sy wager it s

contract of cargy j the rier shall i iately. cease and he

exti ngui shed. Sgiu?@:%?mé%%tngﬁbgﬁ%b °\Ai§“’60?’%%’g]‘;‘§“-’fﬁ StP@ﬁ‘@@Q@'@S’B@l 3.5.2.
New Hol der's Ri piicating Reeparata doeupieot [DatefferfingRef dispirats e BNOTekCRcluddadn RV

Hol der -t o- or der m@£saé§‘?”5i gnee Hol der may, within 24 hours of having received
notification thereot, reject his Designation as new Hol der-to- order or
Consi gnee Hol der, i ri3HiecOrigizese tieeh Idigitaliphdigns and! seall ih@tarhdseugs to e flesshdte
contract 5 of Cﬁz{t{dh@gﬂﬁﬁtbet ween the previous Hol der-to-order and the Carrier
remain vested int previ ous Hol der-to-order) or if none, the Shipper, as
if_no attenpt to now@l4s fdneny matssgacthe RRskapeRARRARIt GRS RE BREGticik by t hi N

t he 124 hour perj, igggwgcefore r.e{&ecti gn.of chis Deii gnati on, the Designated
Hollder - t 0- or der "o CoRS *THES (Orietyater's digitalsignpture, (The megsagechapdiing upibendnovat i on |
10 or attenpfs tide mgbeyeise cinoly thei foit 6 the nlekhgdd OB A difival kigkdud cgfbi pery or
conmenci ng procgeerg.ie(rilgsthaﬁ)ai n%‘ét-he Carrier for |oss of or damage to the
goods or ot herw S&)- It P& fPAP T e myssagrds fauad tehedncarectthemessage handlingwrdt i on at
the time it wasremsubs ENak niedggepur poses of Rule 3.5. Any subsequent notice of
refusal given pursua(%t topﬁaragraph Ref usal by . Notice of this Rule 3.9
shal | be void. 15 3.8 ¥ thepnessage hand|ing unit and title registry properloverify e gendertthen a

Pl edgee Hol der dighdl@fnktreQnll Gins Shel théssdpk SUSE thel ifNRki ' ifsel f as
Hol der -t o- or, er');l Wi t}ignare conse_qu'ence&t hat t he %%‘%ﬁ%§m2ﬁ¥ i°§3‘ge IS
novated in a&¢cofionis byl qfjiadingdo Prisyts $rinmamendnmnt is not improeess 4ny langes; and
constructive 20 pos Shétleqboi Sl .y _

Pl edgee Hol der as a,qaﬁsl der-.t_og,l;jﬂél}&%‘rader.%ﬁﬁﬁg‘%ﬁg@ggﬁ%ﬁg etrn?%al | be
no. novation of FEHENESRitheLrgingtorcvis the myesagpiundling sinigreaiNoo messhgeandhidimgge e

Hol der as such HAakgsq P loel I e 25 3.5 4. Bearer
un~ripr~ No Novg'?i on. eﬁﬁg?ﬁggﬁgﬁ be ﬁg&ﬁg%alie?%ﬁ?nocﬁ' q?snaereg%lﬁgf’lgc@e tétE
carriage upon Deegisgnefithoartios ithaBakerer Hol der. Exercise of Rights. A Bearer
Hol der who whshes ei Laimdelivery. of t 00ds ,or conmence
Qr-?ceedi ngs -agai nst (%rﬁngn tEl?rml91 gr?}f By uaelstldtrﬁs\ré%‘%tngesg% %@Piﬁdﬁ&“ﬁ&gggﬂ%| I
fifst 30 Desi gntiecantended) élecaonibichilite) of tadimgdtor getive etamsipith 4 newheBI) TB@CONE a

party to the cogg,gq,glﬁ{g whe&&e%&tegﬂgyffs uga%)eﬁ. WO 001 55774 PCT/ GB99103091 - 143
The pre-amendment title registry record remains in the title registry and
available to permitted users for the time specified in the applicable retention schedule.
25  The title registry instruction granting the amendment is also recorded in the
chronological log of message flow, and that log is retained for as specified in the

applicable retention schedule.



of carriage in accordance with the provisions of Rule 3.5) as if the
constructive possession of ‘the goods had been transferrttiSestesipen2@BEnr er
Hol der as a Holder-toorder. 5 3.6. Delivery of the r::~ae Persons Entitled
to Delivery. Under a contract of carriage in respect of which an Electronic
Hi Il of Ladi nqw@?ﬁsspﬁen created, delivery of the goods shall onlé be made
by .the Carrier to a Holder-to-order or Consignee Hol der wWRTYHBYEIG
Surnnders the Electronic Bill of Lading. 10 Surrender of the Electronic
Bill of Lading. The Electronic Bill of Lading shall be Surrendered either
to the User identified as the Surrender “®Party or, if none, to the Carrier
in accordance with the Operational Rules. Term nation of Electronic Bill of
Ladi ng. Once the Ti tduge hoSdnl 0 : t |l ect.ronic
Bill of Lading has beenﬂ%ﬁ?grsée'ln%eecrﬁggf&? hJe?%Elldg?tg ?‘%ﬁ%guss‘??’}" %&%TgtlTé’giang shal |
cease to be ef f BaPeq Rill of lading bjita gensigngecor Bndorsen feenesallyrtte buyelr orcinfpoutdrjier
dealings with i i T iStr ossi-hle.. 3. 7. Sv~rit
Persons Entitl egleic%h%ﬁ? %t%ﬁf.f %r tlﬁ%%)hgptp E%?gé(’%%ng{ dtg ‘{%airrlé\)t %@ﬁ%efaenytoﬁg’edf’)%%ldf’o whi ch
the 20 El ect r onb# siBiply indiatesaluit the bill$ wingsatéassalelreibed id elorevdatatithelby. t he

Carrier, a cygrrent . der-to-order. .Pledgee.Holder or Bearer

Hol der shal |~ be_ent HEEE poltoyirh Bt Skt %éiw&%w #"zlr"qﬁ”s“é‘iﬁe“ga&é?wn%i I of

| adi ng i n accor farigdsothe Holdérpan@i et cumera holRuit@stded=or m of Paper Bill of

Ladi ng. The Carrier - [ | on.recei of such a denmand) issue
a paper bill of |adiﬁ‘g%%‘f‘%sh%?@&ﬁ{@{Ptég%“gé‘r?'Eifﬁ‘géeof&ff‘éf‘d@aﬁt ained in the 25
o'[,_i. ginal BBL Text; (Higura2$ilbistemmsribe pocashef afrfendeting bmtlettionier bilJionddag as an
Ekectronic Bill ieng: ' t he date upon which it was issued in
§ager form Di sg?%%gs%g#%g‘}ed%ﬂfE’@z‘g\%ﬁtfpsc)f any di screpancy between the
paper bill &0 | adi ng!xbheiCossigde anminth@loblepwtordenteatsernEsthgdto thbmedshRCt r oni c
Bill of Lading, E}Fp I etct.roni c record shall prevail. 17 Septenber 2003 WO
001 55774 - 144 P @ﬁg‘ﬁ‘}d‘i“%i“ﬁ%ﬁyls%ry of Paper BIll of Lading. The Carrier

shal | deliver that [2p®he ohsigned of MdideBtoiodeR GRQIdSR RS Snsudtidn iR Qhd Rtinl UCt i ONS
of the person Cﬁrr rceg%o tgntit.l ed t‘f md_ i.t, peing: (a) the current Pl edgee
Hol der ; or if RGHE %ly T RrRYger- ed'é'%"-“?ﬁ‘-%r"&f evihe decyment IDafdher . or i f
none (c) the cubillembe duabdiered; 5 Endor senment Chain. Such paper bill shall be
acconpani ed by a re certified Z Ltd of the chain of Users which
have been paltf?ti es tg%(r:% (r?’rges[‘%‘w‘bf"rE"ﬁq1 15 ﬁ‘fi%a"éaﬂﬁ‘i‘sef”}d fsndithehe dat e
of the creati onmedsagehetheinessagetiahdlinpuhit; of Ladi ng until the date on which
its switch to paper gﬁgagod was sent by the Ce%tral ,cs%stem i n accordance
with the Operational®RA & 20y Bessape b Slessaechanding njt shscks By pythesticiyai ng.
From t he nmonent vérifging the bdntertsi dipfikall sten@iudéC Thé MedshiR hbasdllihg Git dn@/ot &t&t@%iﬁrypaper
r

bill of lading, there shall bge no further Title Registry Instructions in
relation to t he®f gtbef]f gﬁﬁ&"‘Bf’FF‘ed‘Fesia&?ji Hgthe msesag handlingninit qgj title registyadi ng

shal | cease200 bateal éanadti prépely vEdifthd BRiATOAERureOdr fidetht IEHEnRbmded) GuePaPET
bl-bl' of | adi-ng ‘l:% th%&?%ﬂl er. 15 3.8. Powers ~f Ptp;P~r~ 0., ~tA~~ronic
Bi fI of- Ladi ng TaBre BPOBERRESmpRENBGr ti es to an Electronic Bill of

Ladi ng) as defined Qs)Bhe m&ialst RS it dndicik ?egi‘s&??ébgsﬂ;f %ﬁ@?ﬁg&&

relation to that, Flectronic Bi'll of Lading in acco nce wt fol | owi ng
table: .. 17 $8plaiepunre sesbfindyls messass yalig, the title registry flags the electronic bill of

lading as surrendered; and
25 (6) The title registry then confirms the surrender by returning to the sender a
type header in the form of a BAck. That type header includes a report from the title
registry of the actions it has taken.
The title registry sends via the message handling unit a FMsg message to the

Originator and Surrender Party (if any), notifying them that the electronic bill of lading
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FunctionsParti esCarri er Shi pper Hol der - Pl edgeeBear er Hol detTBapteqihee20@B o- or de
r Hol der Hol der andHol der Hol der Creat e Bi | | YesNoNoNoNoNoNoDesi gnat e

Hol der YesYesYesYesYesYesYesDesi gnate To O der YesNoYesYesYesNoNoBl ank
Endorse _YesNgy, YgﬁQgg MaNoNoDesi gnat e ‘Bear er YesNoYesYesYesNoNoHol der Desi gnat e
Consi gneeYesNoYes Yes YesNoNoDesi gnat e PCT/GBI/N3091

Pl edgeeNoYesYesYesYesYesNoHol der Enf orce pl edgeNoNoNoYesNoNoNoRel ease

pl edgeNoNoNoYesNoNoNoSur render Bi | | NoNoYesNoNoNoYesRequest

Amendnent NoYesYesYesYesYesYes, Grant Anend#rent Yes NoNoNoNoNoNoDeny

Arrendrrent Yes NoNoNoNoNoNoSw tch to Paper NoYesYesYesYesNoYes Tim ng of
Carrier's Ri ghtRas bEeEsurRfidete@andBforRBlf AL di.Gghed.in the
tabl e, other thag? gr ant or deny arrenc‘Tertgndtans htagtrlréc gu}{aé{“l ?ﬂﬁlgb& Arc%tl&tr'ﬁoé
creation of the”8féttronic Bill of Lading and only in accprdance with the
provi sions of Rul e Iukefit 2003 00/ 55774
-1-6 PCT/ GB99/ 03091 Shlxigprexﬁxﬁldétrgtﬂre%%gg%”é)tfygg@?ﬁﬁ@@% beg‘r&“‘%%\/\gﬁ‘b Cwhich is
al so Hol der of Wlegreisiw itvndateded El ectronic Bill of Ladi ng can Designate a -
To Order Fargy. Ship , Part | der, Unless a
Shi pper, Consi gnee) ?E{n&%&?ﬂ’}%&ﬁ ﬂﬁclu slfcj)sré?r e eTminash er | it
i s not enpower eﬂe%f@ﬂlgbkl@fé@d%ﬁmaﬁm rrl%gtnshﬁnegasttyrmﬂ am&blemﬁiﬂﬂcd‘&aérg% only.

There 'shal | notyp der he
Hol der, Hol der -t o- grng%%%ﬁ'gmggs C?bc]ie feteng f‘ e |‘t5‘8r°%rrrmwy of an
El ,ect roni c Bil | effseting theshimanglenis abnyecorded nithechRineldgies! 16 6fandkdge AbwYankio! der .

Designati o f aus t.helOr enoval of the previous
Iitoﬁder and thentg%tl% F &%zcgraé%af’k%dﬁ" ﬁﬁa@ﬁﬁﬁﬁ%sMFder Any To Order
party al so then Designated remains so Designated until thepledge is either
rel i nqui shed or%%ﬁm Bearer Hol der. \Were an El ectronic
Bill of Lading TS , Desi gnation of a Pl edgee shall make
that person a Pl edgde ceuvectan efeotroric Bﬁwfﬂdﬂr@%ndﬁipef’{oeﬂaﬂ&ugﬁfﬁ' Rgsdrol der
Wiile Bill Pledgg dge ower t Si a new _Hol der, or
To Order party |s or%'leé 8“ mﬂ ?g fl’)‘t put ‘t’%ﬁ%ﬂ?ﬂ%&%&% sighihadge at
va/h Id ch tinme it sprinkdd \Etsmnmdtp&ssatl dh&ﬁltﬂddeﬂ@pp@ﬂﬁht%ﬁ&%?@i@lﬂﬁe%&? dge)

erparty, ;or Lane Bl ank, Endor enforces its pledge) at
which tine |$20%C?‘P§f§§n 3 cta{aprf)‘fegselnfls ﬁgwﬁwed’g?mé‘ﬂg'dl‘%d to ther{driginaior ng
Cont ractual bl argamsmrgsm rbind ihrd&gh the it epRiriRed Bt it Bl flaglie &&B&BE biRdbe
aspermtting anléd I '?Pﬁ nate ny person in breach of their
obl i gations or ut“f%ss?f“t‘ F°Y"n relation to any underlying
contract governing the transactr on Shi pper's Right to Request Anmendnent.
Not hing in thi s shal | the rrght250f a Shr pper) who is the Hol der
of an El ectroni B 1 dt R S AR asE e nt of the

El ectronic # | ITaodzrebade Ogg:hm&to"fu%k&ﬁbﬁzctbw :gél’ddmgﬁtfhzdhﬁﬁﬁoﬁ plebRRld Skr B 11 of
i ng. V\heeapEec ronic i.ng IS current

I orce or the
re evant shi ppi REFFELFEYeE "ék'i‘lgbt""’f H éfzéd’f PRIRReE fi8idey b%gfﬁié’ -y derheancay
require that aIHoldewsdrr(Im;g;QEIs{ota@rjhbm Carrier shall only be given -
by30Messages tofggugt&, é Oentral System 17 Septenber 2003 WO 00l 55774
-147 PCT/ GB99/ 08091 “0BP§te alifle registry prisprncsion n thefarm prescivbed burthe seevied C Tr ansf er

of Ownershi p. Iﬁroﬁderaodr%uhéOF!I’m&b;ttB%mthh@pdﬂBF .gpyion of the parties to the
i ffect of any applicable |'aw, the transfer of

transaction §)r0@; g,

const ructi v& es Sieganesed a maisaggotelydiandaidnstmusiion e TidhRagismy e cont r act
of carriage as ¢ awvisRahding uft, t hese Rul es have the effect of transferring
t he ownershi p or any ot her proprretary interest in the goods (in addition
to constructive possession, thereof), then nothi ng in these Rules y shall

prevent such trmamuzmsvmlwp%grmes% interest from
i hing In these Rul es shall

t aki ng pl ace. %L‘?S Dgenot Affe

ot herwi se be cotfsteG Qﬂg’é‘i@“”dffﬂé€1F¢"Wgwtbﬂé0féﬁdmﬂwhpsR]?dggé@dwtvhrloh are the
subj ect of 30y gPEH dsdeduired inBIbbAISS. FAN i denced by an

El ectronic Bil Iﬂgf Lal!tﬁiqrt ng or otmr)ter T@ng%g?‘t&gﬁgggﬁﬁeﬁ‘?y Validity of

El ectroni ¢ Tender of Docunents. Each User agrees that where a contract of
sal e between Users requires that shipping docunents are tendered to the
buyer of 15 those goods, or to another party nom nated by the buyer, a
tender of documents by neans of the Central System shall not be rejected on
the grounds that the docunents tendered are in the formof electronic
nmessages or imges provided that they contain all the data which is
required by the contract of sale. Sale Concluded by El ectronic Interchange.
Where a contract of sale between Users 20 is concluded, (in whole or in
part) by means of a I\/Essage or by a series of I\/Essages W each User agrees

B B e a & - - I T B T

-..)




contract concluded between them Switch to Paper for Contracts of Sale.
Upon a request fromany User entitled to demand the orlfglggdtemgg,tz@at of
sale) a contracting User will print and sign in witing 25 the Message or
Messages in accordance with any and all formalities required by any
applicabl e Iavxv(t)g/glﬁve effect to the contract. Date of Contract of Sale

sal e contract ({ &d to paper by the procedure set out |’ﬁCT5§¥§@ ’ph
Switch to Paper for Contracts of Sate shall take effect as if the sale
contract had been nmade and signed in witing on the date of the rel evant
Message or 30 Messages. 17 Sept enber 2633 WO 00/ 55774 -148 PCT/ GB99/ 03091
3.10. Docunentary r di s Validity of Electronic Presentation of Docunents.
TheseRuIesvaI ntat.i on.of an nsb

el ectronic tranii sg%nﬁﬂ%r;g{}erﬁg'f' S%e%c’fon' iy 75T B 'b\%&ftﬁgr‘éffcept ed as if
they were the eqmvxda'itemanpapeaqudowdrents where a User |ssues advi ses or
confirnms a Docupgnt on the instructions i cant User
under which a B ef?‘% "a‘gfli% messé'%é’(fﬁ%ﬁ’é&“f%’“ﬁ’%@'éfﬂ' %T’i’lﬁﬁf«%‘t”é’d’adocunents
in order to opeﬂatnesstagehdadhmnmmt ary Credit, provided that: (a) the

Docunent ary gredlt expressly indicates that presentation under the Central
Systemis acCeptable; and (b) the data 10 contained in such transm ssions

is presented in Docurhernéxﬁamdaoéfehndﬁswmcshn&ﬂsmammﬁdﬂﬁlmﬁé the docunents
required to be presegted 4 hg{ H%I t he redlt and (c) where the
Document ary Credit ragﬁu‘iufré defa dE‘iﬂ%ﬂ' eh o Jhe fensignes Heldergof an

aut henti cat ed oelesttopieeill dsiyacmgp:aii ﬁwlf‘eulnads pddey, F@1s ndt PRAgEA! Fif ik 61'8@@311 %ﬁLon i's
E(gned by t hat gteli,}s?g 8@‘%’ vvho I's authorjzed to act and e
Qspon5| bility ORh'IFFEe fan sﬂt" ftee PRRSRi I e3SERtiARAY clscumstaness, tly syglemal s”

Any requir ertent sﬂﬁd@pro@xh& ca IIB is&fe @sw@@&%ﬁ&&ﬁn‘éct@eﬂﬂ Bnlytlpa g‘ﬂk&lms&rhese
Rul es apply, ﬁt an OI’I%I nal " docunent be resent ed shal e satisfied by

the present ati of3SHECThingstivdeh Nk thsservicn provider di mﬁéhemréermne,tth@elmmghﬂlsa| dto
have issued or &f RdingGvolacoeCREHRR Yy Qﬁcﬁ”hﬁtth@&tleare%{a& thb%@éﬂ @L' Zed tO
i es ere

act and to take re pon5| bility on his b

of ~ a Docunent ?i‘?hif € Ja theShipgeryif plstthe Halder; () the Songigses lfth%@fﬂﬁl@@ﬁtl#ﬂio a
nunber of COpl eﬂle(l-iol&r,ctgﬁﬁl%ﬁﬁenbﬂol@érﬂ&@ﬂt&xe qmbs\é tike lﬁﬁrkeglbcfgl:@ (?? WS{SN&O
S

anot her User gi% re |ent ( 3 such a requirement

satisfied bya %alﬂ?ﬁ% B billis Witdeedier @qw\?m@hl’lemwn@m Whenghec h

reci pi ent User; sﬁbﬂﬂl sédvicd BRVIECinRbRREs WaRLr, ?théhuks %oﬁé}nt Hﬁltﬁg rgéxs ower ed

to meke the number of onward transm Ssi ons, e cas be, to

create the numbdfternecHisthesthe ger Qqqmwsaamfr@mbowo!ﬂwﬂddf Sloamwatbeeswmbc essary

to conplete thet&?@m@&h@n in a paper environnent, provided always that no

El ectronic Bill Ladi ng shall have nore than one hol der (whether

Hol der -t oor der, Bear Bie elqsirens biblof diae musti ngbalicadscheseroninaed wheh dewitahrtoHol der )

at any one tmnepaﬂgamu@gs L ders of Electronic Bills of Lading. Were a
er actl ng as an issuing 30 or confirm ng bank is designated as a Pl edgee
| der, - or Bear er Hofti&iguest 2@ rillustratys, Qe pap20 OrBtrijton 04 SSFlgmented as-

PCTI 6899103091 foibRsEl ectronic Bill of Lading for the purposes of the

performance of a Docunentary Credit) the User shall only acquire such

property in and respdhShasippiopsiats uer arentes g oseregeds the messees handlinguoit tiimg 2

Docunent ary Crequrs}ts[eﬂpsactl on intend. 5 6. Smmanr It will be appreciated

that al though particul ar enbodi ments of the invention have been descri bed,

many nodifi %étl ons| a@dAniinsyructionds drcludedbindicting iswitch togyppdne ’Ilhadbnsigrb«hnﬂ t he

spirit and scopgofferfoladt HRARE an' iBYEHoh O the forx]ﬁ7pres g gb?ne sarods provxder
The information includes the document ID of the bill to be switched to paper;

(3) The user then digitally signs and sends that message to the message
handling unit;



-150 CLAIMS 1. An electronic transaction support systemfor supporting
transactions between ones of a defined group of users, eagbptéimbBrfoasser
identifier, the systemconprising: (a) a registry conprising a database of
records in which each record supports one transaction and conprises a
plurality of fjelds in which users can be naned, wherein each record
i ncl udes at Ie‘g PYBH4 field in which one of the users is nBEREBYY3OH at
| east one field including a holder field; (b) a nessage handling unit
arranged to receive nmessages transmtted from. 1,0 the users, the nessages
including the user identifier of the traf®mtting user and a registry
i nstruction, wherein creation, maintenance and de-activation of the
dat abase records ar g pensive to reqistry instructiaons
contai ned in user n:(gggggté@;aﬂggl&{s%g)%gn}ﬂésﬁ SR oBerkS, i aythgnticiydinect ed
to the message Merifing thg semderts digitallsignarate. The messaie\handlingingit dni/ot ftfdrEgigihyi Ons and
t he associ at ed HSSE eicﬁiﬂ{étf%;d erqs_l t he rfégi stry maintenance unit being
responsive to regi s]%ry st Ot Biieasse Jb i migsaes handling weitiangr tislepegistry
instruction typempotemoperly egtifit thy dighall §igtiturO6r BRA R ﬁﬁﬁiiﬁ’d&f‘r@ct,bé’ Bkgfisr egistry
mai nt enance gnit co c}i{ti gnal on a test performed to establish conformty of
the registry”i néeﬂlﬁ"rc&t OBhthgmessags handlingynit y| es specific to the instruction
type concerned. 20 25) K tig)imdssude faRRER {sheds | ein_the, set of
rules of at |east,qne inst rugatgli: on tyﬁ%g?flgkﬁgtihﬁcr%%ﬁbs%? 68t i i er
of the transni tﬁﬁgﬁﬂ Sigagre d thegpesiagp vlid, thetitde ragietry ftagsithe clectronizibill oft | east
one field and on.aingugmmwitj,&hq,ﬁ{,ert he record. 25 3. A system according to
) g( jm1l or 2, said ?{t &ﬁ}gst_ one field consisting of the holder field and a
bl.tdgee hol der fiel d9 Fhredichta-papersdifestivstis forwerded tor the IQeiginatop by thieviitler egi stry
i nstruction10ypesgiseP st ¥ Shey t : be. naned i n one,
and only one, of\b%tﬁg holpnger figﬁ%}?&gﬁgofttﬁgﬁlg é’gég@lﬁg?‘l&g‘ﬁ’ ?ﬁagﬁ"d@“wf?
Sept ember 2003 hapdlingunitsa repart thaaalirecsivel fon g switchatn papenims béentrieived o dieng
claims, each regugd df Ma i n L10Q..: 8t 9-0rde rty field in which one
of the users may be nﬂaﬂ%g@%ﬁ% vﬁq?gwggﬁﬁ}gﬂa&g?ﬁgt %’éégngoﬁatﬁélgr ,BHQH‘HMSma
consi gnee fi el dd§termiisi i theoReigingtort hne pe@med ey dvectina mRdgarding thehdirbtingey have
no naned user; WwRese) r . L, t respective registry
i nstruction _types hg%lgt%%?lgglm%mﬁcgff%ﬁ%&gﬁ,gel\?vuﬁoﬂh%g? 'than otie of the
to-order pafty fiel dVaRbe tile resistry | thenoconfimy thesproasksimgned tel gwikhtdapper a naned
user; 10 5. A syisdc8V8 el Yo cedin | ai s, Wherein
each record further incl udesg?gg%g%n??rgﬁlﬁgggggsﬁegﬁaa{n%uﬂhact,’ﬁ’eg‘ﬁ P %he users
i s named in eacfraef p Backs Eeap s headet invlusles qxepart frane thel title reghirg bf thegetiods t he
users is named |;{R,&a6H active record; 15 wherein, anong the instruction
types, -there is an instruction type for creating a new record, the set of
rul es for the creat Switchiog th fapes makesttheostectrypebill of pting termigattdabendhemprr shal |
be, named i Bgeagh;of; riginator field, the shipper field and the hol der
J'i~el d, and ?%at&?ﬁgﬁsggmﬁarred in the originator field shall correspond

Wi'th the user ident i The ditle ggistiyeretardiinctiding BlY pHisictranstof) oA tikYsinffataccor di ng
t of ) rules for the

to claimb5 when .claim3, wherein the ~ )

create record i ﬂg&@g@f& ?gorftl %9“6@”&%“}%{5}*‘5{@% reBl Y ‘“'g aﬁ@fﬁg‘re & RErgitehusers fofave no
naned user in tthe tiglecyiepificdrio tigeapplicable deter®ibn Fchedulé Y FieciMleaegiahdinfcida Cl ai m 5
or 6, wherein t &?ecﬁr?é tfie ?\I/itcL ltjcl ;?a%erfig ell’lsoarletlzoréeg ?n the chronological log of meséage flow,

25  and that log is retained for as specified in the applicable retention schedule.

4.5, Endorsement Chains
The Title Registry maintains an endorsement chain for each BBL. The

endorsement chain reflects the parties to the contract of carriage. The service provider



respective registry instruction types have in common that they do not allow
the user named in the originator field~to be changed. 847 8eptehitRpaggor di ng
to claim5, 6 or 7, when appended to claim4, wherein the 30 set of rules
for the create record instruction type stipulates that a create record

i nstruction sh%loglg%p} ain one and only one of (i) a user identifier for
naming in the = 1/ Septenber 2003 -152 consignee field, (iiffT4EBI¥EM
identifier for naming in the to-order party field, and (iii) an indication
that no user is to be nanmed in both the consignee field and the to-order
party field. 5 9: A systemaccording to e5aim5, 6, 7 or 8 when appended
to claim4, wherein - the set of rules for the create record instruction
type stipul ates ghadest ; Rl ' in.the holder field
shal | not corres oﬁédstﬂ(l;)be‘ge%lgﬁeﬁgeglg%?’gégé%osf Q’%?#%BS ferqe‘gingﬁg"r “gffa¥%nsi gnee
field or the to-Stchad trpnsfer of the BB resp@titdy. A system according to any one of
clains 5to 9, the registry nmaintenance unit bein fut~ther confi g gored so
that, when a create record instruction is actioned by the registry

mai nt enance uni t ionoh Brdorsamelit Chanyinit is caused to send a nessage to

the user namgd in th- el de . iId fth .created record, and to send a
further nessage to t eehﬁ{slgr%%ié%“ aieﬁaf‘ﬁgr%s‘ﬂ 5 Faforpqmentchaipowhenevena geist em
accordi ng to anyatné thé cantrect pf earrdapk ignatded] THis 00otis ieR a pARP B ofbChoth a

instruction typ re g at |east one instruction type for changing the
user naned in tﬁ'gdlﬁgpnﬁe]reo (?rlﬁglpﬂ‘:‘y ?KE%P%‘FW’IC’PFI%’?‘QE of gpe of A iumbergf instrectionsne

hol.der i nstruct iTheset ippmctidns @are: Name Hoik; Ndhee HEREr andeNdnhd if@rO’@J,’re%W or
trﬁinsm'tti_ng usedo@htgl'_l cortﬁﬁond .tQ a user currently 20 nan In said at
ledst one Tiel d.CORgenes; Namg U Cpnsignee §/hen the Bearer Kpldes nameschimeaif the) cl ai m
3, wherein tle ShtOrdér party @Cohfignet:TrRaMedpolfdRke ik B Th Ordet bty nabPorsthi PUl at es
that the user i%ﬂ,ifi?gﬁf'thg transmtting. user sha correspond to the
user currently namad™ TR AR it §9mg. piruMmsterees 5 Caay ampriment ergites hiol der
field. 13. A systeerdiacdeenditReht@hsih ¥heh there iARBEIWith ARNGrsidd GuinBshct | on
types, there is 1.éxtt lﬁaﬁt one, iﬁ?FZt &ucti on type for changing the user naned
in the pledgee BWBPOPrhe isgha ths o Oder patty Bcomes e Gossignenandfiethe| edgee
hol der i nst ruct iHuidet wheisish fHdlCBhsbgnes heabmésiBe ROOMS Sarty I&RhE atrﬁe%gmaft alsf1e

transmttingsuser %hall correspond to the.user currently named I n one of
the hol der fiel §™A1T 2"FEO™%h Mg Erdorsment chaip oyhen there| is apeeRilopithra mOOEBL 153 14.

A system accor diidegtifi®. &l tBisastIhe 1ERNisJIRBRH €2 dach RBE |a§1ieﬁﬁfeéwh ¢ ﬁl)ﬂelli%] e set

of rules for the, n pl edgee hol der instruction type further stipulates
52 Ao

that: (a) the c8 STORY YLANYiE™Ave no existing naned user; 5 (b) the

user identifier of tHe JalidBadHebd tefiital U BinesRa! the TRle KQSS IRRNRS Eh?c;gaﬂﬁ user
specified to becone thﬁagl edgee hol der in the instruction; and
actioning of thdsSPRE e fusinessyefusal from thsiendassement chginc or r espondence bet ween t he

uger named 20 the pl Eggeaofibiiein bkl aMle WiflutCin BRBRMNLR hdiE g OF der
papty Tietd-

definitive rules regarding when an endorsement chain is created are described with-
reference to Figures 31 to 37.

25 The Title Registry will deliver endorsement chain information when a number
of functions are completed, namely: Name Holder; Name Pledgee Holder; Enforce

Pledge; Request Amendment; Grant Amendment; Switch to Paper; and Surrender
BBL.



10 15. A systemaccording to claim113 or 14, the registry maintenance unit
being configured to cause a.nessage to be sent fromtheirgepaamerandsi ng
unit to the user nanmed. in the holder field or pledgee holder field after
actioning of a nanme hol der instruction or nanme pl edgee hol der instruction
respectively. &é &%7 A system according to any one of the greceding cl ai s,
wherei n each recdld Purther includes an associ at ed hi st or y PET/GB%/03%9e

regi stry mai ntenance unit being configured to action at |east sone types of
registry instruction by. witing data relating . to registry instruction
requests to the history file of the recoPé concerned, thereby to nmaintain
an audit trail of actions requested on that record, there being no registry
20 instruction type i es e, accessed hy users of
the system 17. A Sirg% gﬁﬁgggg@"@m n&{cf%fu\/r he i rs\mglﬂ cg%rb{é:ﬁﬁé%fofddyﬂm 'm 3, or
any one of cl ai ike @fmqueﬂmmcmgpﬁmded eh@r@hﬁmt@axﬁ iaduivdted MO QERIikkdt he sets
of rules for al istry instruction types additionally
have in common %Hﬁnﬁxlﬁégqﬁ%&%% e’f’rlowno nore than one of the pl edgee

‘hol der field and the consignee field sinultaneously to have a named user;
and (b) prevent,g . t;nln whi ch a user naned in the

pl edgee hol der “naned in the to-order party

field. 30 18 A syswmoddWedWElgsxkeemrlcwd% tskrs oMeERbes BRBNnERGE & furt her
chain file in which is stored a tine

i ncl udes an assgci of se
ordered |ist of agcst%%lg%%}\ﬁgq "?'fggg U Hp erenistpus andsother dnfarmagiemateutit- rlact i ng
parties to the gemenml the ihfoineation sdusBRdirord il b Tading iPQInAGnlR  aBloRt; by the

{egl St ry mai nt e ance uni t, v\/ner el nﬂaﬂéﬁgnt racti ng art is de | ne as
|uding a usel dHE"T BORMFfeFORT4fH &Eglsgppilymg( informates) diswepsrand and

the consi gnéé f acebrdaroé with HRACntact &Bﬁhu{ ﬁfonhﬂﬁ)n%b@@'ﬂns@lbﬁh% ntp\%ﬁontso or der
party field of gté:record ystem according to claim1 erein,

1
each time the r 8‘?%‘“8}1%38%%@? éﬂf"‘é‘s%stf‘”&gcﬁtﬁ and Trepspewe LayenSepurit (omaly i ng

party, the regi Sécuy Sﬂate&tlﬁﬂam%%sédfél that ofly pFopBtly ideHGiEY helr &&U%ﬁmﬁ%?hi@ssage
handling unit to sen 6 of the endorsenment chain to the user who is
the new cont r act¥fy t‘bﬁ % Vg‘s informayosny diurtherc® Rest srpresentativg camebtai a¢chss

precedi ng cl ai nenly fFke Hasﬁlr&ha%nlnib%&&mgtphqrbgeédasdrwé BhethsUlhgss T ef usal

instruction %ype for EVOkI ng an inmredi atel’y ~ previous registry
i nstruction!that red§f irreractive Mgk sise, ‘{Sﬁé C%@btalhatrfe@anw by talephane| east

one field, the rnqghestmhmm SVide® hélf idbskb eine oG a
busi ness ref usaiy Enstr neel)dg by chgngﬁ ng the reco@ﬁf’%dﬂgﬁgﬁ“%t“"%

i medi ately preVicoH¥ 2P tt °MF‘E’PW“SH@@&WWW@F@#SKN t he busi ness :
refusal instruction Wﬁkﬂbl&lah&mhﬁ’ttaeévénhﬁ& cah @ﬁtaxhh&néﬁﬁgenhqgrah' dai tgée f the

transmtting - user shall correspond to the user naned In" sai east one
hel d; and (b) tHeBEonsadthe role ofdha requesting yeer. Bor meksagds, dxserraae ebtaie dopidst hi n a

def i ned per eod efmethghd i RasfskR B fePEveld mgt?g%tnﬁ'r#sg\ggtrs&%&gyfee% g«ﬁ) d%ég F need

truction. 21. A system accardin en a 0 C€laimd4,
Wn rein the set t°dFS°F‘|EH e cengral messagp handlingsunitite pbiain b copyswit dikely baratey.pBorf-ur t her

sti pul ates that dnlieti i hal |
cor espond 10 1 e e an i M EhishERler hokle P arch, LBl obi oltafin 10,
identifier of tWBick the e is (ornvpas) satitied; tabd natified, o5 yhivhl theousehbad. previously named
o o o0 of BoBRAET AR, b isd oRlch A RechORRANER Pl ekt oY > 51

accordlngtgclalmZO or 2 wherein t mai n ena ceu Is 30
configured <o t#avell a5 goniesef wéomt!qn@mtngsmtnavdrbgfsﬁmla&smatmhlﬁgmlthe mesemtuct i on

by the regi strysystethwifehli§ BORcessdP3 - 155
The notices sent when a Consignee, Holder-to-order, or Bearer Hofder is
designated include the advice regarding the transfer of rights noted in the preceding

sections, as well as a report of the endorsement chain leading to the newly designated
30  user, as the next section describes.



mai ntenance unit, a nessage is caused to be sent fromthe nmessage handling
unit to the user named in said at |east one field ai ~er 1a&ebfpigeg 2003t he
busi ness refusal instruction. 23. A systemaccording to clalim 22 when
appended to claim 18, wherein the 5 registry maintenance unit is configured
to action a business refusal instruction by reversing any change in the
endor sement ch¥P%5 7% that resulted fromthe irmedi at el y PET/GBPINIES1
registry instruction. 24. A systemaccording to any one of clains 20 to 23;
wherein the defined period _ 10 of time for carrying out a business refusal
instruction is a fixed period of time of-97-approximately 24 hours. .25. A
system according to clains 3 and 4, or any one of clainms 5 to 24 when
appended thereto, the registry instructions including an instruction type
for namng a 15 user in the to-order party field, the set of rules for the
name to-order pakdly Emtseued Chiin RioRs St | pul ating that: (a) the consignee
field shall have no |st|%9namedu the user identifier of the ,

transmitting user  Utle 78IS EepATS ‘f‘??“?"rﬁ’é“ﬁ F th Serderiendarsvmettahelrthe i el d or

the pl edgee hol dequeﬁdeefdansmd,faoelé&}, i@6illioP Bufg bPt w&gue,; n.shall not
result in corres onde[}ge bet ween themusero narrg 9|°n g Ei&l& B Asier

field and thé uSefaing H‘QWFWéW]%‘UW@EFOﬂafilﬂglaﬂeé‘?r@edMOWA system
according to clainms B Ba6h nSfer & a nded

t hereto, the regn_@try |nstgf‘ur%tlE)n?hlnﬁgﬁu&?lﬁagleah@ﬁ%fétusgﬁg%ﬁhﬁ Q‘?g’r nam ng
a 25 user in thETEBASTGHRERTFEheyvacn the prvdcy intanests-of systest wsermlpnd ihtiyneed tot he

record, the set kAbw finfbrBatidrOthac 4@ tr
jt l\pul ating that: vz,a) the consi ﬁggﬂ? ‘gf&g%{éﬂﬂﬁi %@\%l rﬂ{ggﬁfgﬁg?ﬁ é’?’i’%’@“%am&d
sér: (b) the udBPlemens that genesal bpfange, which may e eeceptaplelfoe mosthaskrs borpethagspond t 0.
the user nan@d inBt #iNEeTHIMEABH: shste] i ol der field:. and 30
(c) the to- ordern party ?{rel ctls;’ 8’059BOtr?Qervgﬁg’rég&%g%gtgvr?ghdusﬁrssesuw&mef’% named
user specified it Bﬁéb%blaﬂ‘érlmh’qs’@g cgreater 1epuigtipnseambibe a?@RBility]l &Ginffmatidnsyst em
according to cl g, the tQhni ed .t hereto,
the registry instruct |tons@a:qﬁt():lﬁ193| %mlgkaisﬁg%n?%@ t|'°§)’n }mpp ?%‘E ﬂ'ﬁ AR Endor si ng
a record by remSbiiagt seevensehereshrepreseitenistem giveea tiwr dred:@tlorpardb;em‘ tramber
thereof, the setyinaf instruction t
stipul ating that: (5)“%{ g""ﬁ%%(r%ﬁ“}é ‘JF?‘grh‘ag‘ ﬂlérf"%fyr TRY g5 }ﬁé‘“&ég‘?@'shal |
correspond tl§ t Wéhﬁ%@mmlﬂvdommnthe hol der field; and

As part of that general balance, only information about to-order transfers and

()

pledges. The available information about pledges includes information about transfers
by one Pledgee to another can be obtained. Information about transfers by Holders and
other roles, including Bearer Holders, is not available, except that the endorsement

o 20 chain will indicate when an electronic bill of lading bécomes Blank Endorsed (if that

) - occurs) and when (if ever) it is again transferred to a To Order Party. The-
confidentiality of Bearer Holder transfers is, of course, subject to governmental search
of the system service provider, to the extent that such information is retained in the
present system,

25 Further, because designation of a Consignee makes the electronic bill of lading
non-transferable, it terminates thé endorsement chain. Information about transfers
after designation of a Consignee is therefore not available, and indeed, is non-existent.
Information is also available only for periods during which the bill was active. Any
transfers occurring outside the present system (such as after an electronic bill of lading

30 i_s switched to paper or before an initial To Order Party is designated) are unknown to



(b) the user identifier , of the transmtting user shall correspond to the
user nanmed in the to-order party field. 10 | ) 28. A syst gsptefder ooy to
claims 3 and 4, or any one of clains 5 to 27 when appended thereto, the
registry instructions including an instruction type for enforcing a pl edge
over a record Q, 0%3 nam ng the user specified in the pledgee holder field
as the user specitred in the to-order party, and (ii) del ePFHGBIM3MSEr
specified in the pl'edgee 15 holder field and nam ng that user instead in
the holder field, the set of rules for the enforce pledge instruction type
stipulating that the user identifier of t$8 transmtting user shall
correspond to the user naned in the pledgee holder field. 29. A system
according to an 3 &l 3B 5 to 10, or, an ne of clainms 11 to 28 20
when appended tﬁ}éér)@fe or?gl?tﬁ"ear?lee@cf’get ?fghﬁ ipopmation f%lr‘\‘ esjt3p§ere Potly befpre iandsafienict i on
type for '-, swarchdmyt éfithrbikl(ifalyy.oni ¢ support of a transaction by the
systemto conventi onﬁ%erpa (()ari1 btﬁseéj.sugpﬁr,ti ng of the transaction outside
the system the set ofcFuraLa¥eqpe Abiliyte oRinghe ayailabls fransfer dnfpromtion, iapdil at i ng
that the user i deier fiityoraheii dbitity fob@iH it ke @ folfMingshal | correspond to the
user named in said az Iegst 25 _oFe field, the registry managenent unit
bei ng configured to aiopssmeatinfommation ayailatie tq :/Eq Prsler Pasty itgs faklovercFowat i ng
the record conceached;ordentarifer 5t Pleded thie Hreedies the r&ﬁggﬁﬁé‘l tro fged sage
handl i'ng unit t(r)%'hh?' user paned in the ori‘gi nator treld requirt’’ng creation
of a paper docurtBRt "AREAR opRintheserddentifinr of e transfered or Rledges atdalate mmtthned Whi ch
30 are incl uded ofithe rasisfer of pltdge. MeSSage. 17 Septenber 2003 -157 30. A
gy’(zt}em according to ¢laim4, or any one of clains 5 to 29 when appended
héereto, each recor d #upideesemensdnfomatign available en che Cupsent tBeafer ¢lottei s whi ch one
of the user slomayollvsN a8 GactPidlorddd inGhk B pdi@¥§ 30 BE}@éH@sdth‘é.sr? ue%t{qgearergelgi stry
e

instructions i nmi ntg‘han instruction type Tor surrenderin _Sord, t he
registry mainte & WhrErepeBssEsr $loldst eancpbtainithe gisey ddentifier sof Sher transferee or ecor d
instruction by Ggedgélandadth iid tnfd%f IHe GRishr of fl&1ge €t - Of rules for the
surrender record instruction type stipulati n& that the user identifier of
the transmtting usefbesRadorsemesit, iafopnaiont ayailable tche Gemsignerania prvibisty hol der
field and (b) t hendtedle RANES FIBwR 6eel & 5i¥neh b2l and the
consignee field. 10 31. A syste%ﬁ%&%ﬁ?ﬁg&@g&gﬁe’gqeént%g‘jixmfF\aémggﬂﬁ try
mai nt enance gni SEéepifier of theveinstersn bi Rjedgeciand datt bt timenifeie tansfarss pledze) S
actioned that includgg dér&elestihdm i O . the surrender type, the
regi stry mai ntenance unit rcaJse‘é%{nll!lggééré}s@g%cetgﬁ?nn&fnlatr?bo%"?m‘fa&adsb@%g”a
nmessage to the dRloWsnZpeench transfer ovpledgenthe Originated of 2 saehdered anywitth@ktonanmed i n
the surrender pagey bl ah dhtain il il CQMkas,Peen . o

de- acti vat ed. 1% %2. A sys"tnem accol!ri Iﬁ%r@?gheé{lgslf%?%% chrdgﬁlmgﬁgtﬁ%%ﬁmw to
claim29, the r ®fhstrmysfararpledgpent unit being configured to action a
switch-to-paper instfyiChidbhntd I.ng. A.Nessage t sent from

ngssage handling unit ~to t eXtulgfgﬁdﬁlg[?}% ll{gﬁe ? I%g“%?'\gﬁfiqﬁﬁ}' 81Ir]atf"i"5'lmﬁe,dtbgﬁd to
any user named ithas fellowsyr Ferredelr tramafet yr pledaedthe Barréider Party o€ taciufréndaed F di ng t o

any one of cl ai @R a_Qo_ﬂzg ne .of A clai.ns to 3.2 ~ . whe
appended t her eto,ltﬁe_re frsﬁlfa?%% l?g’gtqsgﬂs ) %}]q}(lﬁwgﬂnfﬁﬁl}ﬁf ﬁb?l”?ﬂ?gta?‘[}cti on
types for ' reqdasendiimeofshedrapsterorgledget i ng amendment, and denyi ng anendnent

of a record, wherei msh rales for t. reguest amend t_instruction
type stipul ates 25 twgt 8‘{%’2&&&%&@#%_3‘2%9? 5 aé(?ln‘g'fe %ﬁéfﬁ‘f"&ﬁﬂﬂ“l"tﬁlﬂ@“&g@ shal |

correspond t% t ihas eseme tansfierdble at somis dmain itschixsdry, andorly Ekid bill RariBghd i ¥

mai nt enance uni thel p iqured to action a request anmendnent instruction
by all ocating anrrgler#én rtrl%%?ﬁﬁ BT P&FWo the request amendnent instruction
and storing that anePufioeemeritdbains ik gént tanik MyighAcSsel whéteverRSe@@Rndeandl i ng
unit to 30 sendp pssage t%eatxrgrel-lotfc?eﬂs nanmed in the originator field of the

T, Or
record, the message ’ designated.

30 4.6.2. Incorporated Documents



17 Septenber 2003 -158 including the request anendnment instruction together
with the anmendnent identifier allocated thereto; and V\hwg@eptetnﬂ%,@gmof
rules for grant and deny anendnent instruction types each stipulate that
the user identifier of the transmtting user shall correspond to the user 5
named in the og'jq%{g% or held, and that the nessage containing the

i nstruction shal { ude an anendment identifier cor r esporRATHEB/E30%1he
anmendnent identifier stored for the record concerned. 34. A system
according to claim 33, each record further including an anendnment _ - 10
pending field for indicating whether or n##- a request anmendnment instruction
is pending, ') the registry nmaintenance unit being configured to set the
anendnent pending fi i request .anendnent instruction and
to un-set the arrendrrg/ir?gy ggﬁgx?ﬁgls#te%%gﬁé‘g%gﬁegi'%hetlffesﬁmgsryéfﬁ‘fl reffr Qentler
amendment i nst r JopweRts. Witnyelocuments incegioster othatBby Fefilee6 nd Mt indospotiah | 9ur ed

to prevent chan : r rd whil.e e _apen nt 15 pending tield is
set. 35. A syst %ﬁlg%?g?ﬁs tgggglogi.cﬁ?%‘?' Pe&gg?q?fg‘ﬁfnég‘i“étlﬁsyesﬁbﬁt atissrimnce

uni t being conf isgue degal Gysats cmeemite nipclnentd HRothorhBS tHyU ki Gide BY S8Rdi g a
nessage to the Ugghionho a_ssg(?gl t he request anmendnent instruction 1ndicating
that the user named im CRa JUCBY Y AWETRte rthe, prgesss, of ilopking dipathel geforemendrrent
instruction resplorgiont thragh hige hyperlinis mechaaRRNGHRMN ih B FRELIARL wib- (A System

according to cl g 4 or 35, wherein, a grant anmendnent Instruction is
actioned by the%@@?g “P‘?“‘Frﬁ‘.‘dn‘ts%’rféﬁw ﬁﬂmwg&gﬁgﬁmmges@w engimtrefatenesfcat he 25
grant anmendment alsosttomate ilmmrocés@oﬁﬁﬁ:bﬂoiatihgaemmexﬁt. the follow ng: (a)
md] tiple existing regords ing nergqg y their de-activation and creation
@fﬂ a single newr ecoﬁgv;vevfﬁ_)dﬁﬁag&ﬁépﬁ lggws’ﬁ"n‘i@’#‘@c@cmwimgowpﬁlableiand 0
mul tiple recdr dsleby cherancéd. VIRt prebfude thobd EfifeiieY, eheGdsie 's#ﬂs%n{ g&%ﬁfus%‘rrs“? :

a single ex{ st | ng

creation of mul tiogl e nﬁ’ﬂ/ r?cor%ﬁi 30 (c) maintenance O

record; and  1POSEPTERHEFISHS -°i‘§§°n§5d>fﬂ"é+‘e‘aéh°i°9h¥q user suppost resowrgése lidxi St i ng
record and cr eattiennviifabla ROsyseh uSérd@ikddgh e MyRerTod T ! frp)lgosaction
support system substant. al Io%cas her ei %bef or}gch deg??qo eﬁ&&éo?ﬁh@’e&ence to

t he acconpanyi n§*UPaRFAGE protocolcgmpontpsed in the WorldWide Wty Wiein theAjocument
YR.AS. Af . Ay. Al ; yeposkl,Qhdsydein. séRite provider assigns it a uniform resource locator (URL) by

15  agreement with the posting user, and makes the document available accordingly. The

URL is unique for all documents online in the user support resources. In the current
system, the service provider posts documents pursuant to an e-mail request to the user
support resources.
Unless the posting user and the system service provider agree otherwise, the
20 posted document is available to and visible by all system users via HTTP, unless
) : . arrangements are made to limit access to it using the Secure Sockets Layer (SSL, also

known as Transport Layer Security (TLS)) and specified classes of public-key
certificates,

25 Operational Rule 32: Publication of user documents in user support resources

A user may post a document for reference to the user support resources by further

agreement with the system service provider.

47, Title Registry Functi

30 Further aspects of the title registry functions are now described.
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7.1 Simul Functi

In most cases, the Title Registry aécepts only a single instruction at one time.
The exception is with the Name (Pledgee) Holder instruction in which an additional
instruction can be issued simultaneously.

A Name Holder instruction can be accepted sirhultaneously with any one of a
Name To Order, Name Consignee or Blank Endorse instruction.

A Name Pledgee Holder instruction can be accepted simultaneously with a
Name To Order or Blank Endorse instruction.

The simulta.neous functions described above can be issued in the same
message. No other simultaneous functions are available. The simultaneous functions

will be available only if the sender has the right to perform each of the functions

. separately.

4.7.2. Multiple eBLs

In most cases, the Title Registry accepts only a single eBL at one time. The
exception is with the Request or Grant Amendment instruction. In a Request
Amendment, the sender may request the carrier to amend the BBL by way of a split or
combine. In a split, the sender requests the creation of multiple BBLs from a single
BBL. In a combine, the sender requests the creation of a single BBL from multiple
BBLs. ‘ '

For a split Request Amendment, the requesting user sends a single eBL to the
Title Registry, and the Originator will respond with a Grant Amendment issuing
multiple eBLs. For a combine Request Amendment, the requesting user sends multiple
eBLs to the Title Registry, and the Originator will respond with a Grant Amendment

issuing a single eBL.

In no other cases can multiple eBLs be issued to the Title Registry at one time.

4.7.3. Typesof BBLs
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is'an aip?l’a-m’xmcnc string of no more that 64 characters that is the
registered User ID of the Originator.
The General ID is an alpha-numeric string of no more than 64 characters that is
specified by the Oﬁginator and which must be unique to this user.
The Version is an alpha-numeric string of no more than 16 characters that is
. 20  optionally added to identify an amended document. Two eBL identifiers that are the
:ﬁ ) ' ' same apart from the version number correspond to two versions of the same eBL, The-
latest version corresponds to an amendment issued by the Originator as a result of a
request issued by the Holder.

The combination of these attributes ensures that each eBL identifier is unique
25  within the system.

The Title Registry does not accept draft documents, therefore the draft attribute
is not permitted in a Title Registry instruction.
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The requirements for enclosing the eBL are summarized in Figure 33.

4.7.7._Managing Amendments
20 The Title Registry provides a function for amendments through the request,

grant and deny amendment instructions. The request amendment instruction is-

R
— -,

purposefully generic, providing facilities for all amendment requests. The request is
issued by the current Holder and can only be acted upon by the Originator.
When the Title Registry receives a valid amendment request, it suspends all
25  actions on the BBL until a grant or deny amendment instruction is issued by the
Originator. To cater for different types of amendment requests (e.g., split, combine and
switch), the Title Registry issues a request ID to the Originator when a valid request
amendment instruction has been received. This provides the Originator the freedom to

grant or deny the amendment as required by the business environment.
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replacing an old BBL (1: 1] the carrier can choose elther 1o use a new eBL identifier or

<mg2nzuoj d_Zonykicak qekaaéﬂmhmﬂi %%@f@,%férﬁffl&%&a Vs aleay gVl ca

A b ) Sl e g BB ] e oMy oc s o apify as i) ca]

a BBL (1:n), the carrier must use a new eBL identifier.

15 The rights and obligations of users relative to BBLs are defined in the Rule
Book. The Rule Book defines legal rights and obligations related to constructive
possession and the contract of carriage.

In short, the Originator of the BBL (the carrier) holds the cargo in its physical

possession as an independent party (an independent bailee in legal terms). The

. 20 Originator agrees, via the Rule Book, that the right to give it instructions may pass in
‘ | accordance with the terms of the Rule Book. When one of the pre-defined statuses of a”
BBL arises, the Title Registry, on behalf of the Originator, issues a notice to the user

who has that particular status. This notice is an attornment notice and confers

—’

constructive possession. Constructive possession is initially with the Shipper and

25  passes to another party in the following circumstances: (1) when a Bearer Holder is

named; (2) when the named Holder is also the To Order party or Consignee; and (3)
whenever a Pledgee Holder is named.

The contract of carriage is initially between the Originator and the Shipper. A

user becomes a party to the contract of carriage when it is both the Holder and either

30  the To Order party or Consignee. This can occur in the following instances:
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N the following exceptions: (1) when a Bearer Holder names himself the To Order party

or Consignee; (2) after an Enforce Pledge; and (3) after a Grant Amendment when a
version number is used.

20 These are exceptions because the user who issues the instruction has

constructive possession both before the instruction is issued and after the instructioni

takes effect.
The text of the attomment notice is as follows; “You have been designated as
the Holder of the electronic Bill of Lading in accordance with the Rule Book. By
25 virtue of your capacity as Holder of the electfonic Bill of Lading in addition to your
designation as a To Order Party, Consignee, Bearer or Pledgee, we the service provider
acting on behalf of the Originator of this electronic Bill of Lading (the Carrier) confirm

that the goods are now held to your order”.

The definitive rules regarding when an attornment notice is delivered is
30 contained in Figures 31 to 37.
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and receiver(s). The result is automatically generated to the receiver(s) as described
above. Ifthe result is negative, the result to the sender is an error code and description.
If the result is positive, the result to the sender is a list of the notified user IDs and the

30  complete receiver result information. A list of the error codes appears in Figure 41.
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carriage (i.e., the current and past Holder/To Order parties and Holder/Consignees)
15  together with the date and time of each endorsement.
(6)  An attornment notice which is free text provided when as a result of the
instruction there is: a Holder of a blank endorsed BBL; a Holder who is also the To
Order party or the Consignee; or a Pledgee Holder.
O] A Request ID, i.e. the identifier generated by the Title Registry when a Request
20  Amendment instruction has been issued. _
' Sender results are delivered by the message handling unit in either a BNAK or-

BAck as required. Receiver results are delivered by the message handling unit in the
FMsg.

25 4.9, Terms and Conditions
The service provider provides a facility for carriers to store bill of lading terms
and conditions on the secure, interactive facility. All registered users have access to .
this information, negating the need to send the terms and conditions with each bill of

lading.

30 The process for storing terms and conditions is as follows:
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20 2, Mandatory information — the information required by the Title Registry to
{ _\\ . ' execute the function. The Title Registry will reject the message if mandatory ™

information is incomplete.
3. Optional information — additional information that the authorized party can
send with the instruction.

25 4. Need to enclose eBL — because the Title Registry does not use the eBL
document, the eBL only needs to be attached if the receiver requires it.

5. Business refusal ~ a business refusal can be issued when a party becomes both

the Holder and the To Order party or Consignee.



' 10% () - "10%6BQR () - y' 10%6BQE () - | WV, | obU411
?10%%9?)5)10&10@0& 0 10%R& ()- 0 10UR'R& ()- A0 10%& 1§ Septemtbey 8908 () -
WV XKXXXJY] [: bU411  fnmlO%R&& () - fmlovR&& () - 1092&&' ()-¢ L |
' 109R8&' () - le% 28& & ()- s109R&&' ()-JYUYYYHZZZzY8bU411l Y 3109%R&& ()--

1092&&' () - 3-

9%d.09@Ek: () - ZF[
S(&109R8&& () -
ILTKITITT]L:

1109%2&&' () -
T1098& () -
&109R&& () -

%0Ys| ¥8&' ()

(%0%K28&X&" () -

| 100%8&' ()-m F FEAYM& £ Joo. F F 10088 ()- SMLOYSBE (
' SMLOY&! () - XgYgZa! ox gxé}%%%%%%g{c tion.

5

10

15

20

25

gs\&{% -- 0, HWOWQANE ()-- , W40% & ()--'Y ,
?(/ | [ () “bW1l Y ?iOO/Q&&' ()- Y +10WQ&&P@/GB99/03091
(%210%?&&' (O)-f Y #109%R&& ()- f Z109RB& () -\

If thogemdes pmes the aff¢aaiQRaty & 6 yecbiver fie gﬁegéagagir{dhnglm&wu

Attornment notice — the Txtle Registry generates a notice of attornment when as

a result of an instruction there is a Holder of a blank endorsed BBL; the Holder is also

 the To Order party or the Consignee; or there is a Pledgee Holder.

8. Endorsement chain record - the Title Registry creates an entry in the

endorsement chain when as a result of an mstructlon the Holder is also the To Order
party or the Consignee.

9, Endorsement chain returned - the Title Registry will issue the endorsement
chain when the BBL is transferred between parties after creation.

Each of the title registry instructions are now further discussed.

4.10.1 Create

The purpose of a Create instruction is to allow the creation of a record in the
Title Registry for a new BBL.

There is an attornment notice only if the BBL is created with a Bearer Holder.
It is not possible to create a BBL in an end state (in which the Holder is also the

To Order party or the Consignee) or to create a BBL with a Pledgee Holder.

4.10.2. Name Holder

The purpose of a Name Holder instructions is to transfer holdership in an
existing BBL record.

An attornment notice is made if as a result of the instruction there is a new

Bearer Holder or a new Holder who is also fhe To Order party or the Consignee. An

endorsement chain record is made if as a result of the instruction there is a new Holder .

who is also the To Order party or the Consignee,
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An endorsement chain record is made if as a result of the instruction the Holder

( ) . - is also the To Order party. An endorsement chain is returned only when a Bearer

10 Holder names himself the To Order party and then returned only in the Sender result.

4.10.5. Name Consignee
The purpose of a Name Consignee instruction is to name a Consignee in an
existing BBL record. When a Consignee is named, the BBL becomes non-transferable.
15 An endorsement chain record is made if as a result of the instruction the Holder
is also the Consignee. An endorsement chain is returned only when a Bearer Holder or

the Holder who is also the To Order party names himself the Consignee and then
returned only in the Sender result.

. 20  4.10.6. Blank Endorse
Y - | The purpose of a Blank Endorse instruction is to blank endorses a transferablé
BBL that has a named To Order party.

4.10.7. Enforce Pledge
25 The purpose of an Enforce Pledge instruction is to make the Pledgee Holder the
Holder and To Order party (if one is named) of a transferable BBL, in an existing BBL
record.
An endorsement chain record is made if as a result of the instruction the Holder

is also the To Order party. An endorsernent chain is returned only in the Sender result.
30
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The purpose of a Request Amendment instruction is to request the Originator to

amend the BBL that is related to an existing BBL record.

An endorsement chain is returned for each of the eBLs to be amended.

5 Amendments can be requested to “split” a BBL (creating 2 or more BBLs from
1 original) and to “combine” a BBL (creating 1 BBL from 2 or more originals),
meaning that multiple BBLs can be sent to the Title Registry for this instruction.
O 4.10.9, Grant Amendment
10 The purpose of a Grant Amendment instruction is to grant the amendment by

updating or creating BBL record(s) in the Title Registry.

Regarding attornment notices, for an eBL with a new version number, an
attornment notice is sent if the amendment removes a To Order party or Consignee
who was not the Holder. For an eBL with a new eBL identifier, an attornment notice

15 is sent for each eBL amended except when the Holder is not the To Order party or
Consignee. ‘

Regarding endorsement chain records, for an eBL with a new version number,
no endorsement chain record is made. For an eBL with a new eBL identifier, an
endorsement chain record is made for each eBL amended when the Holder is also the

P 20 To Order party or Consignee.

| | Regarding return of endorsement chains, this is performed for an eBL with a™~
new version number. For an eBL with a new eBL identifier, the endorsement chain is
returned for each eBL amended when the Holder is also the To .Order party or
Consignee.

25 Amendments can be granted to “split” a BBL (creating 2 or more BBLs from 1
original) and to “combine™ a BBL (creating 1 BBL from 2 or more originals), meaning
that multiple BBLs can be sent to the Title Registry for this instruction.

A BBL cannot be amended or created through the grant amendment instruction
to an end state (where the Holder is also the To Order party or the Consignee) unless

30 the request was made from an end state.
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5
4.10.10. Deny Amendment
The purpose of a Deny Amendment instruction is to deny the amendment by
returning the BBL record(s) in the Title Registry to their pre-request amendment state.
0 10 410,11, Switch to Paper
The purpdse of a Switch to Paper instruction is to request the Originator to
create an original paper bill of lading from an original BBL.
After a Switch to Paper instruction, the BBL record is no longer active in the
Title Registry,
15
4.10.12. Surrender
The purpose of a Surrender instruction is to return the BBL to the Originator (to
fulfill the obligations in the contract of carriage).
After a Surrender instruction, the BBL record is now no longer active in the
20  Title Registry.

1,11 Title Registry [ ion PDU
Title Registry instructions are included in SMSG sent to the message handling
unit. The TR DTD uses the same basic elements as the message handling unit DTD.
The definitions of general elements, such as RID and GenerallD, are exactly the same
as for the message handling unit and contain the same limitations on the data types.
Elements such as DocumentID and FreeText also conform to the standards specified

for the message handling unit, but are re-produced below for information the first time
they appear in the text.
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The SMSG is used to send messages to the message handling unit for
forwarding to a value-added application and/or a receiver. The Title Registry

instruction is included in the SMSG. The form is as follows:

W

< | ELEMENT SMSG (
SntEnvelopelD,
Sender,
Receiver +,
10 DeliveryAttr ?,
.o Urgent ?,
("%_i ' - _Reference +,
- ApplicationAttr ?,
Document *,
15 FreeText 7 } »

For the Title Registry, the ApplicationAttr is as follows:

< |ELEMENT ApplicationAttr TRA >
20 <IELEMENT TRA ANY »

’) [} 1

The ‘Name’ instruction is a generic naming instruction for all functions naming
a party to the contract (including the ‘BlankEndorse’ function). This allows two parties
25  to be named in the two simultaneous naming functions executed as part of the same

’oy \ ) ' message. The form is as follows:

<|ELEMENT Instruction (

CreateBBL |

30 Name |
EnforcePledge |
RequestAmendment |
GrantAmendment |
DenyAmendment |

35 SwitchToPaper |
Surrender ) >

4113, CreateBBL

The CreateBBL instruction has the following form:
40
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"9S109&& () - 5L210W&&§§§§2§§§:§Ll[t:y yua10 1 13(" 10%& ()- |
Shipper,
Holder,
( BlankEndorse | ToOrder | Consignee ) ) »

10 <|ELEMENT DocumentID (RID, GenerallD, Version?) »

<!ELEMERT BBLType EMPTY >

<|ATTLIST BBLType Type ( Transferable | NonTransferable | ILLEGAL)
"ILLEGAL" >

()~ <!ELEMENT Originator ( RID ) »

) <!ELEMENT SurrenderParty ( RID } »>
<|ELEMENT Shipper ( RID ) »
<|ELEMENT Holder { RID ) »

20  <!ELEMENT BlankEndorse EMPTY »
<|ELEMENT ToOrder { RID ) »
<!ELEMENT Consignee ( RID ) >

25 The mandatory field ‘BBLType’ is used to ensure the consistency of the BBL.
If the BBLType is ‘Transferable’, the BBL can be BlankEndorse or a ToOrder party

can be named. If the BBLType is ‘NonTransferable’, a Consignee party must be
named.

30 4114, Name

3 “ ) ' The naming function has the following form: . .

<1ELEMENT Name (
DocumentID,
35 BBLType?,
( Holder, ( ToOrder | Consignee | BlankEndorse )?) |
( PledgeeHolder, ( ToOrder | BlankEndorse )?) |
( ToOrder | Consignee | BlankEndorse )

40  <IELEMENT PledgeeHolder { RID ) >

The naming function is a generic function that is used to name all the roles on

the BBL. The naming sub-functions are specified as parameters for the generic Name
function.
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a ToOrder party is Named or the BBL is BlankEndorse, the BBLType must be

‘Transferable’.
{" N

(\).? ' ’ It is only possible to name a PledgeeHdlder for BBLs that are either
T 10 BlankEndorse or for which a ToOrder party is named.

4115, EnforcePledge

The enforce pledge instruction has the following form:

15  <IELEMENT EnforcePledge ( DocumentID ) »

A PledgeeHolder can enforce a pledge. This implies that the PledgeeHolder

enters the role as Holder and ToOrder. The latter only if a ToOrder party was named
before the pledge was enforced,

20 4116 _ RequestAmendment

0 - The request amendment instruction has the following form:

<!ELEMENT RequestAmendment | DocumentID+, FreeText ) »

25  <IELEMENT FreeText { #PCDATA ) >
<IATTLIST FreeText xml:space (default | preserve) "preserve" >

The sender requests the Originator to amend the BBL. The amendment can

30  either be a new version of the same document or one or more new documents can be

created. In the latter case the old document is no longer active in the Title Registry.
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It is possible to send information concerning the amendment to the Originator
as unstructured (free) text. An identification of the request will be forwarded to the
Originator as part of the notification (RequestID).

\
ﬁ_/h\

10 The grant amendment instruction has the following form:
<|ELEMENT GrantAmendment (

RequestlID,
GrantDocument+ } »

15
<!ELEMENT RequestID { NumericID ) »
<!ELEMENT GrantDocument (
DocumentID,
20 BBLType,
SurrenderParty?,
Shipper,
( BlankEndorse | ToOrder | Consignee ) ) »
_ 25 The Grant Amendment is issued by the Originator when it accepts the
o) ~ Amendment Request and grants one or more new documents (or a new version of the -
old document). It is only allowed to specify more than one document in the
GrantDocument instruction when the holder requested one document to be replaced by
two or more new ones (a split).
30 The Request Amendment is identified in the first parameter (RequestID).

_For each document granted, the roles and other attributes are specified in a
descriptor (GrantDocument).
The Originator role and the Holder or PledgeeHolder roles are defined
implicitly by the Request/Grant Amendment protocol: the sender of the request is the
35 new Holder (and the old Holder), and the sender of the Grant Amendment is the
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The originator denies the Request Amendment. The document referenced in

‘o the Request Amendment instruction will no longer be suspended.
4.11.9. SwitchToPaper

10 The switch to paper instruction has the following form:

<!ELEMENT SwitchToPaper ( DocumentID ) >

After this function is executed, the Originator has the responsibility of
15 generating a paper version of the BBL. The BBL is no longer active in the Title
Registry (the status becomes ‘Ended”).

41110, Surrender
 The surrender instruction has the following form

} } 20  <!ELEMENT Surrender ( DocumentID ) »

The BBL is returned to the Originator, who must now complete its
requirements under the contract of carriage. The BBL is no longer active in the Title

Registry (the status becomes ‘Ended’).
25

412 Title Registry Result PDUs
The Title Registry delivers information about the execution of a Title Registry

instruction in a standard result PDU to the message handling unit. For two elements in
the result (SenderFeedback and ReceiverFeedback), the Title Registry delivers specific
30 information to the sender and to the parties to be notified.
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4.12.1, SenderFeedback
The Title Registry delivers either positive or negative feedback to the sender of
an instruction. Negative feedback results from an error condition. Positive feedback
results from a validated Title Registry instruction. The feedback is delivered in the
15 BNAK or BACK returned to the sender by the message handling unit.

4.12.1.1. Negative Feedback

The form of negative feedback is as follows:

20  <IELEMENT Reason ( ReasonSource, ReasonCode, ReasonDescription? ) »
;o <!ELEMENT ReasonSource ( #PCDATA ) >
) ' ' <|ELEMENT ReasonCode ( #PCDATA ) >

< | ELEMENT ReasonDescription ( #PCDATA ) »

<!ATTLIST ReasonDescription xml: ispace ( default | pregerve )
25 vpreserve"s

The ReasonSource is used to denote the relevant value added application. For
the Title Registry, the ReasonSource is always “TRA”. The ReasonCode is a numeric
value of the error intended to be used by client computers. The ReasonDescription is a

30 descriptive text of the error. A list of error codes is included in Figure 41,
The negative feedback is delivered to the sender in a BNAK by the message
-handling unit. The form of the BNAK is as follows:

<!ELEMENT BNAK (
35 SntEnvelopelD,
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Sender,

Reason,

Time,
ApplicationResult ?,
OriginalSignature ) >

For the Title Registry, the ApplicationResult is as follows:

<|ELEMENT ApplicationResult TRA >
<|ELEMENT TRA ANY >

The form of positive feedback is as follows:

<|ELEMENT SenderFeedback ( NotifiedParties?, RequestID?, Instruction;
BBLInfor ) »

<!ELEMENT NotifiedParties { RID }* »
<!ELEMENT RequestID ( NumericID )} »

<|ELEMENT BBLInfo (
DocumentID,
FreeText?,
BBLState,
Originator,
SurrenderParty?,
Shipper,
(Holder | PledgeeHolder),
( ToOrder | Consignee )?
EndorsementChain? ) »

<}ELEMENT EndorsementChain ( EndorsementEntry )+ >

<!ELEMENT EndorsementEntry ( Time, ( ToOrder | Consignee )) >

The NotifiedParties are the User IDs to whom the Title Registry automatically
generates a reply based upon the instruction. The RequestID is a numeric identifier of
a RequestAmendment. The identifier must be used in the subsequent Deny
Amendment or Grant: Amendment to identify the Request. The field is only present in
the ReceiverFeedback generated by a RequestAmendment instruction. The Instruction
is a copy of the Title Registry instruction from the SMSG. The information makes it
possible to understand the context of the reply. The BBLInfo provides the current
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record of the BBL, including the relevant parties and the EndorsementChain. The
FreeText is used for Attornment information only. It is generated when as a result of
an instruction, a party has constructive possession. The BBLState contains the status of

the BBL (‘active’, ‘ended’, ‘suspended’). The EndorsementChain contains the entries

of all contracting parties to the BBL (excluding the 'Shipper) and the time of
endorsement. '

h

The positive feedback is delivered to the sender in a BACK by the message
handling unit. The form of the BACK is as follows:

{ ) 10 <!IELEMENT BACK (
SntEnvelopelD,
Sender, -
Reason,
Time,
15 ApplicationResult ?,
OriginalSignature ) »

For the Title Registry, the ApplicationResult is as follows:

20  <IELEMENT ApplicationResult TRA >
<!ELEMENT TRA ANY »

4.12.2. ReceiverFeedbagk
The Title Registry delivers ReceiverFeedback to the message handling unit in
25  the following form:

") . <|ELEMENT ReceiverFeedback (
' RequestID?,
Instruction,
30 BBLInfo* ) »

The information contained is identical to the positive SenderFeedback.

35 The FMSG is sent to the named or notified receiver(s) upon validation (within .
the message handling unit and TR) of a SMSG. The Title Registry ReceiverFeedback
is included in the FMSG. The form is as follows:

< |ELEMENT FMSG (
40 FwdEnvelopeID
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For the Title Registry, the ApplicationInfo is as follows:

(g 15 <IELEMENT ApplicationInfo TRA »
- <|ELEMENT TRA ANY >
4.12.3. Business Refusals
The Title Registry employs the business refusal,PDUs used by the message
20  handling unit. A user sends a SBRF to refuse a Title Registry instruction, and the

message handling unit forwards a FBRF after processing by the Title Registry to the
associated user.

41231 SBRF

25 The SBREF is used by the receiver of a FMSG with a Title Registry instruction
to unwind a contractual state. The Title Registry will only accept a SBRF from a party
. _ that is both the Holder and To Order or Consignee, and then only when (1) the SBRF
| - was issued within 24 hours of the related BACK; and (2) no other valid instruction was
sent relating to the identified BBL.
30 The form of the SBREF is as follows:

"< |ELEMENT SBRF (
SntEnvelopelD,
Sender,
35 Delivexyattr ?,
Urgent ?,
SMSGEnvelopeld,
BuginessReason ) »>
<!ELEMENT BuasinessReason (#PCDATA) >
40  <(ATTRLIST BusinessReason xml:space (default|preserve) ‘preserve’s
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After validation of a SBRF by the message handling unit and Title Registry, the

message handling unit will issue a BACK to the sender and a FBRF to the receiver(s).

4.12.3.1, FBRE

5 The FBREF is created by the message handling unit upon reception of a SBRF
and a valid response from the Title Registry. The FBRF is forwarded by the message

handling unit to the sender of the SMSG that has been refused. The form of the FBRF
is as follows:

{ )
(§ 10 <|ELEMENT FBRF (

FwdEnvelopelID,
SntEnvelopelID,
Sender,
Receiver,

15 Urgent 7,
OtherReceiver ?,
Time,
ExpirybDate,
SMSGEnvelopelId,

20 BusinesgReason,
ApplicationInfo ? ) »

After reception and signature validation of the FBREF, the receiver is required to
return a UAck. The FBRF cannot be refused by a SBRF. If the FBRF signature is
25 invalid and a UNAKk is returned, the Title Registry will not negate the unwind
. performed in accordance with the SBRF.
) . . .
4.13. Title Registry Functions and Parties
The table of Figure 32 provides a summary of the functions available in the
30  Title Registry and which party can exercise each function. To provide a complete
description, we have defined all possibie combinations of parties that can existin a
BBL at one time (referred to as “states” and covering the top part of the chart) and the
functions available with each state (covered in the bottom part of the chart). The
abbreviations used are O=Originator; SP=Surrender Party; S=Shipper; H=Holder;
35  PH=Pledgee; TO=To Order; C=Consignee. '
Referring to the superscripts in the table of Figure 32:
1: The Surrender Party role is optional.
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4. The Pledgee Holder can only name a Consignee if it also names the Holder
5 through simultaneous instruction.
5 It is not possible to grant to an end state (H=TO or H=C) or with a Pledgee

Holder unless the request was in an end state or was from a Pledgee Holder.

" 114, _Title Registry Functia | Conditi
( ) ' 10 Figure 33 provides a summary of the functions available in the Title Registry
and the conditions that apply. Refer to Figure 32 to determine the functions available
to specific roles.
The abbreviations used in Figure 33 are as follows:
ID - Document ID (eBL 1dent1ﬁer)
15 T ~BBL Type (transferable or non-transferable)
0- Ongmator.
SP — Surrender Party.
S - Shipper.
H ~ Holder,
20  PH - Pledgee Holder.
4 —} | . ' TO - To Order party.
C - Consignee.
B -Blank Endorse.
RAID - Request Amendment ID.
25
Referring to the superscripts in the table of Figure 33:
l: The Issuer and Optional parties must conform to the rules defined in Figure 32
and accompanying text.

2 If optional party is included.
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3: This includes simultaneous Name Holder and Name To Order or Name
Consignee instructions. The business refusal cannot be issued if the Holder does not

change as a result of the instruction.

4: The Originator and the Holder or Pledgee Holder cannot be altered from the
5  original BBL(s).

5: Returned only in the sender result
6: One for each eBL to be amended
- ' _

: 10 The Title Registry actively manages the state of each BBL relative to four
functional elements: (1) delivery of attornment notice; (2) allowance of business
refusal; (3) creation of endorsement chain records; and (4) delivery of endorsement
chain records.

Figures 31 to 37 provide the complete and definitive rules regarding each of
15 these elements. These tables take precedent over any apparent contradictions with the
text above.
Figures 31 to 37 describe movements from one state to another, and as the
result of each movement, the action of the Title Registry relative to the four elements.
The exception to this is in the Create chart as there is no previous state.
. 20 The abbreviations used in Figures 31 to 37 are as follows:
)} - BH-Bearer Holder. B

PH - Pledgee Bearer Holder.
TO - To Order party.
C ~ Consignee.
25 A - Delivery of attornment notice.
B - Allowance of business refusal.
R - Creation of endorsement chain record.

D - Delivery of endorsement chain (only applicable when an endorsement record
exists). )
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Null ~ The Title Registry takes no action relative to the attornment notice, business

refusal and endorsement record creation and delivery as a result of this state change.

A blank box or cell signifies that it is not possible to move from one state to the

n

other. Unless specifically noted, the tables cover only receiver information and do not

reflect sender information.

4.15.1. Create

( ) ~ As shown in Figure 34, when a BBL is created, the only relevant element is the

10 attornment notice, and then only if the BBL is created with a Bearer Holder.

4.15.2. Name Holder and Pledgee Holder
Figure 35 relating to the Name Holder and Pledgee Holder includes Name
Holder and Name Pledgee Holder instructions. Figure 35 also makes a distinction
15  between two cases that occur as a result of the instruction, namely cases when the
Holder or Pledgee Holder does not change (signified by “0") and cases in which the
Holder or Pledgee Holder is a new party (signified by “1™).

£.15.3. Name To Order, Consignee and Blank Endorse
20 Figure 36, the Name To Order, Consignee and Blank Endorse chart, includes
8 . ~ Name To Order, Name Consignee and Blank Endorse instructions. Figure 36 does not"
include the simultaneous instructions that are covered in a separate section. The

superscript | in Figure 36 indicates that the endorsement chain is delivered only with
the Sender result.

25
15.4. Simul I .
Figure 37 is a table indicating the handling of allowed simultaneous
instructions.

A first group of allowed simultaneous instructions are a combination of a Name

30  Holder instruction with either (i) a Name To Order instruction, (ii) a Name Consignee
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4.15.5, Enforce Pledge

B Figure 38 indicates the ha.ndlmg of an Enforce Pledge mstructxon When an
(f} j Enforce Pledge instruction is issued, the only relevant element is the endorsement
10 chain record which is created and delivered when the pledge is enforced on a BBL that

has a named To Order party. The superscript 1 in Figure 38 indicates that the

endorsement chain is delivered only with the Sender result.

4.15.6.G \ | it BI .

15 - Figure 39 indicates the handling of a Grant Amendment instruction in the case
that there is a new eBL version. The Originator can only issue a Grant Amendment
with a new eBL version when it is replacing one BBL with another BBL. In this case,
the endorsement chain is carried forward from the previous BBL. In this case, the only
elements affected relate to an amendment that is granted to a Bearer Holder in which

20  case an attornment notice is sent if the To Order party or Consignee is removed.

115.7.G \ l it BL identifi
Figure 40 indicates the handling of 2 Grant Amendment instruction in the case
that there is a new eBL identifier. The Originator uses a new eBL identifier to replace
25 one BBL, to combine BBLs and to split BBLs. In these cases, attornment notices are
generated in all instances in which there is a Bearer Holder, a Pledgee Holder or when

the Holder is also the To Order party or Consignee. In the latter cases, an endorsement
chain record is created and delivered, The superscript 1 in Figure 40 indicates that,

when multiple eBLs are returned with the Grant Amendment, multiple attornment
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notices will be delivered, and multiple endorsement chains records will be created and
delivered.

4.16. Emor Messages '

5 The result of the execution of a title registry instruction can be positive a
negative. When the result is positive, the instruction has been executed successfully. If
the result is negative, the instruction has not been executed, and a result message is
returned to the sender. No message is forwarded to any system user in this case. Each

( ) negative error is described f\mhgr with a reason source, reason code and reason

10 description.
Figure 41 lists and describes the errors a sender may receive as a result of
validation errors or other errors in the incoming message. Internal system errors in the

title registry or message handling unit are not included in the list. In all cases, the
ReasonSource is TRA.
15

2. The Rulebook

As discussed further above, each User agrees, as a condition of becoming a

User of the System, to be bound by the provisions of a set of rules which are codified

in 2 book of rules, referred to as the Rulebook. The Rulebook, and the users'

20 contractual agreement to it, underpins and enables the system to function as a support

1 'R - system for transactions in property in that it defines the legal significance of thé
contents of the database records and the legal effect of messages, for example. For

completeness, the Rulebook is now reproduced.

25 1. Definid X .

1.1, Definit
Accept, Acceptance: In relation to a Certificate, to manifest approval of a Certificate,

whether expressly or by implication such as by creating a Digital Signature Verifiable
30 by reference to that Certificate.
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Text:" A Document which: (a) is sent into the Message Handling Unit and
recorded in the Title Registry as the docufnentary component of the Electronic Bill of
Lading, and (b) acknowledges the receipt of goods by a Carrier for cai'riage by sea.
5 Bearer Holder: A User who is or becomes designated a Holder of a Blank-endorsed
Electronic Bill of Lading
Beneficiary User: A User who is'designated under a Documentary Credit as the party

to whom, or to whose order, payment is to be made or whose bills of exchange are to

(“) be accepted and paid. ' "

10  Blank-endorse: To render. by the process described in the Operating Procedures, an
Electronic Bill of Lading capable of transfer simply by designation of a new Holder.
Central System or System: The business processes and methods, the digital
information system provided by the service provider XYZ Ltd for communicating
Messages and Documents and facilitating business transactions, and the Rules

15 governing both.

Carrier: A User which contracts with another User to carry goods by any means of
transport, regardless of whether the Carrier is the owner or operator of the means of
transport used.

Certificate: A unit of information which, at a minimum: (a) lists its Issuer by name;

20 (b) lists a Public Key; (c) lists by name or otherwise indicates a User which holds the

£y . ~ Private Key corresponding to the listed Public Key; (d) is Digitally Signed by its
Issuer, and (e) has the meaning consistent with this definition ascribed to it in an
associated documentary form.

Certification Account: The relationship between XYZ Ltd and a User, in which XYZ

25  Ltd acts as Issuer of Certificates to the User, and the User acts as Subscriber of those
Certificates,

Certifier: A person [authorized by XYZ Ltd] to Issue Certificates to Users. The
Certifier which issued a particular Certificate is also termed its “Issuer”.
Chartered Bill of Lading: An acknowledgment by a Carrier of the receipt of goods

30  for carriage on board its ship in respect of which there is a charterparty, other than a
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established by the User.

) Consignee: A User Designated as such, being thereby identified as the party to whom
{‘ ) -: - delivery of the goods miist be made by the Carrier and also indicating the intention to -
10 make the Electronic Bill of Lading non-transferable
Designate: To name or appoint a User to a role in the Title Registry in relation to an
Electronic Bill of Lading. “Designation™ means the act of Designating or the state of
having been Designated.
Digital Signature: A mathematical result calculated from a unit of digital information
15  and a Private Key, such that one having the unit of information and the corresponding
| Public Key can, through Verification, accurately determine (1) whether that
mathematical result was created using that Private Key, and (2) whether the unit of
information has been altered since that mathematical result was calculated.
Document: A contract, bill. or other unit of substantive, often textual. information
20 sentas a subdivided part of a Message. Synonyms: Attachment, Attached Document.
) . Document Identifier or “Document ID”: The unique identifier of a Document sent -
into and tracked by the System.
Documentary Form of a Certificate: A textual interpretation of a Certificate

authorized by its Issuer.

25 Electronic Bill of Lading (eBL): A BBL Text together with its related Title Registry
Record.

Enroll, Enrolled: To become a User of the System in accordance with the
Operational Service Contract.
Head Charter: A charterparty contract, other than a charter by demise or bareboat

30  charter, between a Carrier, as owner or disponent owner of a ship and another User as
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' To Order Party nor a Bearer Holder
R Issue a Certificate: To list oneself as Issuer in a Certificate and Digitally Sign that
f

' { ) Certificate. A person in the business of Issuing Certificates is also termed a |
10 “Certifier”.
Issuer: With reférence to a Certificate, the Certifier which Issued the Certificate.
Message: Any communication, document, notice or other information sent through
the message handling unit and in a format described hereinabove.
Message Handling Unit: The messaging system maintained as part of the Central
15 System by the Service Provider, as described hereinabove.
Notice of Revocation: In relation to a Certificate, a statement by the Issuer of a
Certificate or a person authorized by the Issuer that the Certificate has been Revoked.
Operating Procedures: The document by that title. (The Operating Procedures are
substantially as hereinbefore described in the detailed description of the present patent
20  specification).
f\ 1 - ' Operational Rules: Those parts of the Operating Procedures which contain”
mandatory provisions with which Users are bound to comply.
Operational Service Contract: The standard form contract between each User and
XYZ Ltd, as amended from time to time.
25  Pledgee Holder: A User who is or becomes Designated as both Pledgee and Holder
simultaneously.
Private Key: The key of a Key Pair used to create a Digital Signature.
Public Key: The key of a Key Pair used to Verify a Digital Signature.
Relying Party: The person Verifying a Digital Signature, relying on the
30 representations in a Certificate, or both.
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KLM kpbA410' s governing the relationship between Users and their use of the System,
Sea Waybill: A Document, other than a BBL Text or a Ship's Delivery Order, which
is such a receipt for goods as contains or evidences a contract for the carriage of goods
by sea and identifies a User to whom delivery of the goods is to be made by the Carrier
(’ ) b  in accordance with that contract.
10 Services: The services supplied by XYZ Ltd through the System and specified in the
Operational Service Contract. _
Shipper: User which is the original contracting party with whom a Carrier enters into
the contract for the carriage of goods by sea.
Ship’s Delivery Order: A Document, other than a BBL Text or a Sea Waybill, which
15  contains an undertaking to deliver identified goods to an identified User, given under
or for the purposes of a contract of carriage by sea of those goods or of goods which
include those goods '
Signed: Properly digitally signed, which is to say, bearing a Digital Signature which
can be Verified using the Public Key listed in a Certificate Issued by XYZ Ltd and
. 20  which was a Valid Certificate when the Digital Signature was created.
} - Subscriber: A person who is identified in a Certificate as holding a private key that”
corresponds to the Public Key listed in that Certificate. A Subscriber is often termed a
“subject” in technical standards.
Surrender: The presentation of an Electronic Bill of Ladmg to the Carrier or another
25 User appointed by the Carrier, in accordance with the Operatlonal Rules, in order to
obtain delivery of the goods at the end of the carriage by sea.
Surrender Party: ‘A User who is or becomes Designated as such and thereby
identified as the person to whom the Electronic Bill of Lading must be presented to

obtain delivery of the goods at the end of the carriage by sea.
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maintain an audit trai] of dealings with such Electronic Bills of Lading.

Title Registry Instruction, Instruction: The portion of a Type Header which directs

the Title Reglstxy to enter or change certain specified information in the Title Reglstry
Record for a specified Electronic Bill of Lading.

‘\

10 Title Registry Record: The structured information in relation to transactions
involving the Eléctronic Bill of Lading after its creation kept in the Title Registry and
linked to the BBL Text.

Transport Document: Any Document originated by a Carrier which is either a Sea
Waybill or a Ship’s Delivery Order.

15 To Order Party: A User Designated as such who is not also designated as the Holder
of the Electronic Bill of Lading. .

Type Header or Header: The part of a Message that indicates its type and function
within the System and conveys data into the System’s logs, User Database, Title
Registry, and other records, and, in some cases, prompts one or more actions by the

20  System.

' Unique, Uniquely: When used of User or Document Identifier or other content of a -
database field, the value of an ITU X.500 directory attribute, or similar item of data,
means that the content or value is the only one within a specified range and no equal or
identical content or value exists within that range

25  User: A person who has Enrolled as a user of the System
User Certificate: A Certificate listing a Public Key used to Verify the Digital
Signature on a Message Digitally Signed by a User.

User Database: The records concerning Users kept in the System.
User Division Identifier: The optional portion of a User Identifier which indicates

30  department, division, subdivision, or other part of the identified User’s organization.
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User Identifier: A name Uniquely identifying a User within the System.
User Identifier Extension: A notation appended by a User Representative to a User
[dentifier for the convenience of the User and without significance to other Users.

User Manual: The User Manual issued from time by XYZ Ltd generally to all Users.

w

User Support Resources: The online information and functions provided by XYZ
Ltd via a WorldWide Web interface. |
User System: The means by which a User connects with and utilizes the Central
System. It includes the Communicgtion Link, software and hardware fqr composing,
' ( ) sending, and receiving Messages, reading or processing Documents, as well as
10 computer security facilities and other components, all as required by the User System
Specifications. |
User System Specifications: The technical requirements for the User System
(including the Communications Link).
Valid Certificate: A Certificate which is valid according to the terms specified in its
15 documentary form. If no such terms are specified or available to a User relying on that
Certificate, the Certificate is valid if has been signed by its Issuer and has not expired
on its face or been Revoked as set out in the Operating Procedures.
Verify, Verification: In relation to a given Digitally Signed Message and Public Key,
to determine accurately that: (a) the Digital Signature on the Message was created by
20  the Private Key corresponding to that Public Key, and (b) that the Message has not

) - been altered since its Digital Signature was created.

et

XAL Service Contract: The contract between XYZ Association Ltd and each User,

as amended from time to time.

XYZ Association Ltd or “XAL”: A corporate body created to represent the Users of
25  System, and to perform the various regulatory and disciplinary functions assigned to it

by the XAL Service Contract.

XYZ Ltd or XYZ: The owners, operators or service providers of the System for the

time being, or their successors in title.

30 2____General Provisions
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2L S { Applicati

211, Parties

Effect as Agreement Between Users. The Rules constitute an agreement between
Users, and between each User and the XYZ Association Ltd (XAL) acting on its own
behalf, and on behalf of all other Eligible Users from time to time, and, where
necessary, 6n behalf of XYZ Ltd.

Obligations Between Users. XAL and XYZ Ltd do not undertake or accept any
responsibility for the performance of any obligation or duty owed by one User to any
other User under these Rules or otherwise.

Effect of Service Contracts. No liability on the part of XAL or XYZ Ltd to any User
shall arise except under and in accordance with the terms of, in the case of XAL, the

XAL Service Contract, and in the case of XYZ Ltd, the Operational Service Contract.

2.1.2. Adherence
Each User agrees, as a condition of becoming a User of the System, to be bound by the

provisions of the Rules.

213, Elisibil

Required. All Users must be Eligible in accordance ‘with the criteria set out in the

Operational Service Contract as amended from time to time, and must remain so
throughout the period that they are Users.

Registrar’s Requirements. Each User affirms that it has fully complied with the
requirements of the relevant Registrar and undertakes that all the information supplied
by it to such Registrar is true and complete in all material respects.

Changes in Information. Each User shall promptly notify the Registrar if any

information previously provided becomes inaccurate or misleading,

2.2, Messages
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2.2.1._Onperations
Authentication. Each User agrees that all Messages sent by it or on its behalf via the
Central System shall: (a) be Signed by it; (b) identify the sender; and (c) identify the
5  recipient.
Operational Rules. Each User shall follow and compiy with the Operational Rules.
Presumption of Sending. A User shall be presumed to have sent a Message as soon
. | as the User has Signed and sent the Message in accordance with thc Operational Rules.
{J) 2 - Presumption of Receipt. A User shall be presumed to have received a Message as
10  soon as the Central System has correctly forwarded the Message to such User in
accordance with the Operational Rules. |
Equipment and Applications. Each User shall operate a User System which the User
shall take all reasonable care to maintain in good order.
Misdelivery. If a Message which is clearly addressed to one User is misdelivered to
15 another User, that User shall: (a) retum the message to its sender via the Central
System as soon as the error is discovered; (b) refrain from storing or retaining any
copy of the Message; and (c) treat the information contained in the Message as

confidential and not use or disclose it for any purpose.

20 222, Validity and Enforceability
' } ' - | Writing Requirements. Any applicable requirement of law, contract, custom or

practice that any transaction, document or communication shall be made or evidenced
in writing, signed or sealed shéll be satisfied by a Signed Message.
Signature Requirements. The contents of a Message Signed by a User are binding

25  upon that User to the same extent, and shall have the éame effect at law, as if the
Message had existed in a manually signed form
Undertaking not to Challenge Validity. No User shall contest the validity of any .
transaction, statement or communication made by means of a Signed Message on the

grounds that it was made in the form of the electronic Message instead of by paper
30  and/or signed or sealed.
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Primary Evidence. In the event that a written record of any Message is required, a
copy produced by a User, which XYZ Ltd has authenticated under the provisions of
clause 2.6.1(3) of the Operational Service Contract, shall be accepted by that User and
( ) any other User as primary evidence of the contents of the Message.
10 Authenticated Coples to Prevail. Each User agrees that if there is a discrepancy
between the record of any User and the copy authenticated by XYZ Ltd, such
authenticated copy shall prevail.

224 R ibilitv for M
15 Private Key Security. Each User is responsible for all Messages Signed by means of

its Private Key, regardless of any failure to maintain the security of its own Private
Key.
Site Security. Each User is responsible for implementing all necessary security
procedures and measures at its site to ensure that data transmissions to and from the

L 20  Central System are protected against unauthorized access, alteration, delay, loss or

) . " destruction, |

Meésage Contents. The User receiving a Signed Message may consider it and any
Documents within it as binding as their terms provide, the same as if the Message and

Documents had been manually signed on paper.
25

2.2.3. Notice
Each User undertakes, to give immediate notice to XYZ Ltd and to comply with the .
relevant Operational Rules, in the event that its Private Key has been lost or

compromised or it has reasonable grourids for believing that such Private Key has or

30 may be misused, or used by an unauthorized person.
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Illegal Trading and Money-Laundermg Users shall not use the Central System for

the transmission of Messages in the course of or to facilitate: any illegal trading,

o trading of goods which are contraband, any illegal transfers of money, or any trade or
( : ) Y ' transfer of goods or money which must be reported to an Authority.

10 Compliance with Regulations. Each User is responsible for ensuring that it complies

with any law abplicable to any transaction in which it participates via the Central

System and for the observance of all applicable regulations including, but not limited

to, those relating to: the exportation or importation of goods; any exchange control

regulations; the movement, handling .or storage of hazardous goods or substances;

. 15 pollution; data protection; or encryption.

24 C f Resienati Cancellati
Messages after Departure from the Central System. Upon a User’s resignation
from, or the cancellation of a User’s right of access to, the Central System in
20  accordance with the provisions of the Operational Service Contract or the XAL Service
) . Contract it shall be the User's sole résponsibility-to ensure that: all its existing-
Messages sent from the Central System before the effective date of termination are
collected and read; all other Users from whom it expects to receive Messages are
advised of its departure from the Central System; and it takes all reasonable steps to
25 give other Users the necessary information to enable future communications to be
received by it.
Switch to Paper by Resigning User. Any User who at the time of its resignationisa
Holder, Holder-to-order, Bearer Holder or Pledgee Holder of an Electronic Bill of
Lading must, at the same time as it gives notice of its resignation, initiate the switch to

30  paper procedure in accordance with Rule 3.7 of this Rulebook.
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XAL shall, however, be under any obligation to issue such instructions.
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3.1 Creation of an EI ic Bill of Ladi
Contents of BBL Text and Identification. Each Carrier agrees that any Message sent
by him as an Electronic Bill of Lading other than a Message intended to operate as a
Chartered Bill of Lading shall, within the BBL Text: include an acknowledgment by
15 the Carrier of the receipt of goods for carriage by sea by that Carrier; and contain or
evidence the terms of the contract of carriage. The Message shall be transmitted to the
Title Registry. -
Chartered Bills of Lading. A Carrier may create an Electronic Bill of Lading
intended to operate as a Chartered Bill of Lading which does not contain or evidence
20 the terms of the contract of carriage between the Carrier and the Head Charterer, if the
] . " Head Charterer is Designated as Shipper and Holder, but the BBL Text shall include -
an acknowledgment by the Carrier of the receipt of goods for carriage by sea by that
Carrier.
Statements Relating to Goods Received. Any statement a Carrier makes as to the
25  leading marks, number, quantity, weight, or apparent order and condition of the goods
in the BBL Text will be binding on the Carrier to the same extent and in the same
circumstances as if the statement had beén contained in a paper bill of lading.
Original Parties. When a Carrier creates an Electronic Bill of Lading it must: (a)
Designate a Shipper and (b) Designate a Holder of the Bill of Lading; and (c) either: (i)
30  Designate a To Order Party, (ii) Designate a Consignee, or (iii) Blank Endorse the
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Effect of Incorporation. Each User agrees that such incorporation shall be effective

10 to make such terms and conditions binding upon the parties to the contract of carriage.
Incorporation of Charterparty Terms. Each User agrees that words contained in the
BBL Text incorporating the provisions of any charterparty shall have the same effect
as if such wording had appeared as part of the written terms of a paper bill of lading
issued by the Carrier.

15  International Conventions. A contract of carriage in respect of which the Carrier has
created an Electronic Bill of Lading shall be subject to any international convention, or
national law giving effect to such international convention, which would have been
compulsorily applicable if a paper bill of lading in the same terms had been issued in
respect of that contract. Such international convention or national law shall be deemed

;o 20 incorporated into the Electronic Bill of Lading. In the event of a conflict between the
) - provisions of any international convention or national law so incorporated and the”
other provisions of the contract of carriage as contained in the BBL Text, the

provisions of the international convention shall prevail,

25 13.Rights and Obligations under Electronic Bill of Lading
Transferability. A Electronic Bill of Lading may be transferable or nontransferable.
Making Transferable. Where the Carrier intends to create a transferable Electronic
Bill of Lading it shall Designate a To Order Party or Blank Endorse the Bill.
Effect of Designating To Order Party. If the Carrier Designates a To Order Party, it
30  is thereby deemed to have agreed that: (a) such To Order Party who is or becomes the
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agreed that: (a) the Holder is a Bearer Holder and can Desxgnate a new Bearer Holder,
a To Order Party, a Pledgee Holder or a Cohsignee; and (b) any subsequent Holder-to-
_‘ order, Pledgee Holder or Bearer Holder can do likewise.
(5 ; _ Holder To Order or Bearer Holder Not Shipper. By creating an Electronic Bill of
o 10 Lading in which it Designates a Bearer Holder or Holder-to-order who is not the
Shipper. the Carrier thereby acknowledges that it holds the goods described in the
Electronic Bill of Lading to the order of that Bearer Holder or Holder-to-order.
Making Nontransferable. If a Carrier Designates a Consignee, the Electronic Bill of
Lading shall be non- transferable. |
15 Carrier’s Responsibility for Compliance with Contract of Carriage. The Carrier
shall ensure that the Designations it makes in the Title Registry Instruction accurately
reflect: (a) the express or implied instructions of the Shipper and; (b) the terms and
effect of the contract of 'carfiage as contained in or evidenced by the BBL Text; or (¢)
in the case of a Chartered Bill of Lading in which the Head Charterer is Designated

, ' 20  Shipper, the terms set out in the BBL Text as if the same were the terms of the
7 ) - contract of carriage. "
3.4.  Transfer of Possession

25  3.4.1. Procedure for Transfer of Possession
By Designation. The transfer of constructive possession of the goods, after the
creation of a transferable Electronic Bill of Lading, shall be effected by the .
Designation of: (a) a new Holder-to-order, (b) a new Pledgee Holder, (c) a new Bearer

Holder, or (d) a Consignee_ Holder.
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%/‘4709/ 66& ()- -A Consignee Becomes Holder. Where a new Consignee is Designated, no transfer of
10 constructive possessxon will take place until such time as the Consignee also becomes
designated Holder.
Refusal by Transferee. If any Designated Holder-to-order or Consignee Holder
refuses to accept the novation of the contract of carriage in accordance with Rule 3.5.2,
constructiye possession of the goods will automatically revert to the immediately
15  preceding Holder-to-order, Bearer Holder, Pledgee Holder or, if none, to the Shipper
[and the Carrier shall acknowledge that it continues to hold the goods to the order of
that Holder-to-order, Bearer Holder Pledgee Holder or Shipper as the case may be.
Rejection by Pledgee. Where a Designated Pledgee Holder rejects the transfer by
relinquishing its pledge and returning Holdership to the immediately preceding Holder,
20 the constructive possession of the goods will automatically revert to the immediately
: ) ) ~ preceding Holder-to-order, Bearer Holder, Pledgee Holder or, if none, to the Shipper -
(and the Carrier shall acknowledge that it continues to hold the goods to the order of
that Hoider—to-order, Bearer Holder Pledgee Holder or Shipper as the case may be.

25 342, XYZ1Itdto Actas Carrier's Agent
'Each Carrier hereby irrevocably appoints XYZ Ltd as its agent for the purposes
of acknowledging that it holds the goods to the order of any Designated or
immediately preceding Holder-to-order, Pledgee Holder, Bearer Holder or Consignee
Holder or Shipper under Rule 3.4.1.
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3.3.1. Occurrence and Effect

The Designation of a new Holder-to-order or a new Consignee Holder after the

/]

( ) creation of the BBL, other than one who is also the Head Chartere'r,; Shall mean that the
10 Carrier, the Shipper, the immediately preceding Holder-to-order, if any, and the new
Holder-to-order or Consignee Holder all agree that;
New Parties to Contract of Carriage. Upon the acceptance by the new Holder-to-
order or Consignee Holder of its Designation as such, or, at the expiry of the 24 hour
period allowed for the refusal of the transfer under Rule 3.5.2, whichever is the eatlier,
15 a contract of carriage shall arise between the Carrier and the new Holder-to-order or
Consignee Holder either |
on the terms of the contract of carriage as contained in or evidenced by the BBL Text:
or
when the Shipper is a Head Charterer, on the terms set out or incorporated in the BBL

. 20 Text, as if this had contained or evidenced the original contract of carriage; and

s

Accession to Rights and Obligations. The new Holder-to-order or Consignee Holder
shall be entitled to all the rights and accepts all the obligations of the contract of
carriage as contained in or evidenced by, or deemed to be so contained in or evidenced
by, the Electronic Bill of Lading; and

25 Prior Designee’s Rights and Obligations Extinguished. Unless it is a Head
Charterer, the immediately preceding Holder-to-order’s or if none, the Shipper’s _rights,
and, the immediately preceding Holder-to-order’s, but not the Shipper’s, obligations

under its contract of carriage with the Carrier shall immediately cease and be
extinguished. ‘
30
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Enforcement of Pledge. When a Pledgee Holder wishes to enforce its pledge it shall

-

Designate itself as Holder-to-order, with the consequence that the contract of carriage
is novated in accordance with the provisions of Rule 3.5, as if the constructive
20 possession of the goods had been transferred to such Pledgee Holder as a Holder-to-
) . ' order. a
No Novation. There shall be no novation of the contract of carriage upon Designation
of a Pledgee Holder as such unless and until it enforces the pledge.

25  3.5.4. Bearer Holders

No Novation. There shall be no novation of the contract of carriage upon Designation
of a Bearer Holder.

Exercise of Rights. A Bearer Holder who wishes either to claim delivery of the goods
or commence proceedings against the Carrier for failure to deliver the goods shall first

30  Designate itself as Holder-to-order, whereupon it shall become a party to the contract
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5 36, Delivery of the Goods

Persons Entitled to Delivery. Under a contract of 'carriage in respect of which an
Electronic Bill of Lading has been created, delivery of the goods shall only be made by
_ the Carrier to a Holder-to-order or Consignee Holder which duly Surrenders the

) Electronic Bill of Lading, o '
10 Surrender of the Electronic Bill of Lading. The Electronic Bill of Lading shall be
Surrendered citﬁer to the User identified as the Surrender Party or, if none, to the

Carrier in accordance with the Operational Rules.

Termination of Electromic Bill of Lading. Once the Title Registry Record has
recorded that the Electronic Bill of Lading has been Surrendered, the Electronic Bill of
15 Lading shall cease to be effective as an Electronic Bill of Lading and no further

dealings with it through the Title Registry shall be possible.

3.7, _ Switch to Paper
Persons Entitled to Switch to Paper. At any time before the goods to which the
20  Electronic Bill of Lading relates have been delivered by the Carrier, a current Holder,
' Holder-to-order, Pledgee Holder or Bearer Holder shall be entitled to demand that the”
Carrier issue a paper bill of lading in accordance with the Operational Rules.
Form of Paper Bill of Lading. The Carrier shall, immediately upon receipt of such a
demand, issue a paper bill of lading which sets out: (a) all the data contained in the
25  original BBL Text; (b) a statement to the effect that it originated as an Electronic Bill
of Lading; and (c) the date upon which it was issued in paper form.
Discrepancies. In the event of any discrepancy between the paper bill of lading so

issued and the electronic record of the Electronic Bill of Lading, the electronic record
shall prevail.
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[ MLO% ™" 10 Suspension of Electronic Bill of Lading. From the moment the instruction is given

to the Carrier to issue a paper bill of lading, there shall be no further Title Regisiry
Instructions in relation to the Electronic Bill of Lading. The Electronic Bill of Lading
shall cease to be effective as from the moment of the issue of the paper bill of lading
by the Carrier.

15
18 P € Parti El ic Bill of Ladi
Table of Powers, The parties to an Electronic Bill of Lading, as defined below, shall

be entitled to execute functions in relation to that Electronic Bill of Lading in
accordance with the following table:
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Functions ' Parties
Carrier |Shipper |Holder- |Pledgee |Bearer Holder |Consignee
and to-order |Holder |Holder and
Holder | Holder
Create Bill Yes No No No No No No
.. Designate Holder Yes Yes Yes Yes Yes Yes |Yes
( L) - Designate To Order |Yes No Yes Yes Yes No ﬁo
- Blank Endorse Yes No Yes No No No No
Designate Bearer Yes No Yes Yes  |Yes No No
Holder
Designate Consignee [Yes No Yes Yes Yes No No
Designate Pledgee No Yes: Yes Yes Yes Yes |No
Holder
Enforce pledge No No No Yes No No No
Release pledge No No No Yes No No No
Surrender Bill No No Yes No No No Yes
Request Amendment [No Yes Yes Yes Yes Yes [Yes
{fi _ Grant Amendment Yes No No No ' No No No
L Deny Amendment Yes No No No No No No
Switch to Paper No Yes Yes Yes Yes No Yes

Timihg of Carrier’s Rights. The Carrier may perform the functions indicated in the
table, other than grant or deny amendments, only at the time of the creation of the

Electronic Bill of Lading and only in accordance with the provisions of Rule 3.1 of this
Rulebook.
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Shipper Holder Designating To Order. A Shipper which is also Holder of a Blank
Endorsed Electronic Bill of Lading can Designate a To Order Party.
Shipper, Consignee, or To Order Party Not Holder. Unless a Shipper, Consignee,
or To Order Party is also simultaneously the Holder, it is not empowered to” give any
5 Title Registry Instructions.
One Holder Only. There shall not be more than one holder (whether Bearer Holder,
Holder-to-order, Pledgee Holder, Consignee Holder or Holder) of an Electronic Bill of
Lading at any one time.
) ' Pledgee Automatically Holder. The Designation of & Pledgee shall cause the
10 removal of the prevmus Holder and the automatic Designation of the Pledgee as
Holder. Any To Order party aiso then Designated remains so Designated until the
pledge is either relinquished or enforced.
Pledgee Not Bearer Holder. Where an Electronic Bill of Lading is Blank Endorsed,
the Designation of a Pledgee shall make that person a Pledgee Holder not a Bearer
15 Holder.
Pledgee Remains Holder While Bill Pledged. A Pledgee Holder's power to
Designate a new Holder, or To Order party is only exercisable when it: (a) relinquishes
its pledge at which time it shall Designate a new Holder and may Designate a To Order
party, or a Consignee or Blank Endorse; or (b) enforces its pledge, at which time it
20 shall Designate itself as Holder-to-order.
) . ' Underlying Contractual Obligations. Nothing in thése Rules shall be construed as”
. permitting any User to Designate any person in breach of their obligations or duties
arising under or in relation to any underlying contract governing the transaction,
Shipper’s Right to Request Amendment. Nothing in this Rule shall limit the right
25  of a Shipper, who is the Holder of an Electronic Bill of Lading, to insist upon an
amendment of the Electronic Bill of Lading.
Instructions to Carrier under Electronic Bill of Lading. Where an Electronic Bill
of Lading is currently in force or the relevant shipping documents exist in electronic
form, the Carrier may require that all instructions to the Carrier shall only be given by
30 Messages through the Central System.
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19, O hip and C ¢ Sal
Transfer of Ownership. If as a result of either the intention of the parties to the
transaction or the effect of any applicable law, the transfer of constructive possession

5 of the goods and/or the novation of the contract of carriage as provided for in these
Rules have the effect of transferring the ownership or'any other proprietary interest in
the goods (m addition to constructive possession thereof), then nothing in these Rules
) shall prevent such transfer of ownership or other proprietary interest from takmg place.
1 ) ' Rules Do not Affect Ownerslup Nothing in these Rules shall otherwise be construed
10  as affecting the ownersmp of goods which are the subject of any contract of carriage
contained in or evidenced by an Electronic Bill of Lading or other Transpbrt
Document,

Validity of Electronic Tender of Documents. Each User agrees that where a contract
of sale between Users requires that shipping documents are tendered to the buyer of
15  those goods, or to another party nominated by the buyer, a tender of documents by
* means of the Central System shall not be rejected on the grounds that the documents
tendered are in the form of electronic messages or images provided that they contain

all the data which is required by the contract of sale.
Sale Concluded by Electronic Interchange. Where a contract of sale between Users
20 is concluded, (in whole or in part) by means of a Message or by a series of Messages,

) ' .  each User agrees that such Message or Messages shali constitute and/or evidence the”
contract concluded between them.

Switch to Paper for Contracts of Sale. Upon a request from any User entitled to

demand the original contract of sale, a contracting User will print and sign in writing
25  the Message or Messages in accordance with any and all formalities required by any

applicable law to give effect to the contract.

Date of Contract of Sale. A sale contract switched to paper by the procedure set out -

in paragraph Switch to Paper for Contracts of Sale shall take effect as if the sale

contract had been made and signed in writing on the date of the relevant Message or
30 Messages.
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3.10._Documentary Credits

Validity of Electronic Presentation of Documents. These Rules will apply and the
presentation of any Documents by electronic transmission through the Central System
will be accepted as if they were the equivalent paper documents, where a User issues,
advises or confirms a Documentary Credit on the insfructions of an Applicant User
under which a Beneficiary User is required to present stipulated documents in order to
operate the Documentary Credit, provxded that: (a) the Documentary Credit expressly
indicates that presentation under the Central System is acceptable; and (b) the data
contained in such transmissions is presented in Documents whose description matches'
that of the documents required to be presented by the terms of the credit; and (c) where
the Documentary Credit requires that a particular document is issued, authenticated or
signed by a particular person, the data transmission is Signed by that person or by a
User who is authorized to act and take responsibility on his behalf.

Electronic Documents to be “Originals”. Any requirement under the terms of a
Documentary Credit, to which these Rules apply, that an “original" document be
presented shall be satisfied by the presentation of a Document beaﬁng the Signature of
the person said to have issued or created the document or that of a User who is
authorized to act and to take responsibility on his behalf,

Copies. Where the terms of a Documentary Credit, to which these Rules apply,
require that a number of copies of a document be presented by a Beneficiary User to
another User “the recipient User”: (a) such a requirement shall be satisfied by a single
transmission of the equivalent Document to such recipient User; and (b) the recipient
User shall be entitled or empowered to make the number of onward transmissions, or,
as the case may be, to create the number of copies, of that document as would have
been necessary to complete the transaction in a paper environment, provided always
that no Electronic Bill of Lading shall have more than one holder (whetlmr Holder-to-
order, Bearer Holder Pledgee Holder, Consigneee Holder or Holder) at any one time.
Banks as Holders of Electronic Bills of Lading. Where a User acting as an issuing

or confirming bank is designated as a Pledgee Holder, or Bearer Holder of an

28
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Electronic Bill of Lading for the purposes of the performance of a Documentary
Credit, the User shall only acquire such property in and responsibility for the goods as

the parties to the Documentary Credit transaction intend.

5 6. Summary
It will be appreciated that although particular embodiments of the invention have
been described, many modifications/additions and/or substitutions may be made within

the spirit and scope of the present invention.

F>
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L. An electronic transaction support system for supporting transactions between

ones of a defined group of users, each with a user identifier, the system comprising;

5 (@ a fegistry comprising a database of records in which each' record
supports one transaction and comprises a plurality of fields in which users can be
named, wherein each record includes at least one field in which one of the users is
named, said at least one field including a holder field;

(®)  amessage handling unit arranged to receive messages transmitted from
(‘) 10  the users, the messages including the usér identifier of the fransmifting user and a
registry instruction, wherein creation, maintenance and de-activation of the database
records are performed responsive to registry instructions contained in user messages;
and _
' (©) a registry maintenance unit connected to the message handling unit so
15  as to receive registry instructions and the associated user identifiers, the registry
mamtenance unit being responsive to registry instructions according to a closed group
of instruction types, each registry instruction bemg actioned by the registry
maintenance unit conditional on a test performed to establish conformity of the registry

instruction with a set of rules speciﬁc to the instruction type concerned.

20 - o
) ) 2 A system according to claim 1, wherein the set of rules of at least one
instruction type specifies that the user identifier of the transmitting user shall
correspond to a user named in said at least one field and one further field of the record.
25 3. A system according to claim 1 or 2, said at least one field consisting of the

holder field and a pledgee holder field, wherein the sets of rules for the respective
registty instruction types collectively ensure that a user shall be named in one, and only
one, of the holder field and the pledgee holder field.
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{‘ ) 5. A system.according to any one of the preceding claims, wherein each record
further includes:

an originator field in which one of the users is named in each active record; and
a shipper field in which one of the users is named in egch active record;

15 wherein, among the instruction types, there is an instruction type for creatinga -
new record, the set of rules for the create record instruction type stipulating that a user
shall be named in each of the originator field, the shipper field and the holder field, and
that the user named in the originator field shall correspond with the user identifier of

 the transmitting user.

20
6. A system according to claim 5 when appended to claim 3, wherein the set of
rules for the create record instruction type stipulates that a new record shall halv.e no

named user in the pledgee holder field.

25 7. A system according to claim 5 or 6, wherein the sets of rules for all the
respective registry instruction types have in common that they do not allow the user

named in the ongmator field to be changed.

8. A system according to claim 5, 6 or 7, when appended to claim 4, wherein the
30 S¢t of rules for the create record instruction type stipulates that a create record

instruction shall contain one and only one of (i) a user identifier for naming in the
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registry maintenance unit, the message handling unit is caused to send a message to the
user named in the holder field of the created record, and to send a further message to

the user named in the shipper field.

11. A system according to any one of the preceding claims, wherein, among the
instruction types, there is at least one instruction type for changing the user named in
the holder field, wherein the set of rules for the name holder instruction type stipulates

that the user identifier of the transmitting user shall correspond to a user cutrently

named in said at least one field.

12. A system according to claim 11 when appended to claim 3, wherein the set of
rules for the name holder instruction type stipulates that the user identifier of the
transmitting user shall correspond fo the user cutrently named in one of the holder field
and the pledgee holder field.

13. A system according to claim 12, wherein, among the instruction types, there is
at least one instruction type for changing the user named in the pledgee holder field,
wherein the set of rules for the name pledgee holder instruction type stipulates that the
user identifier of the transmitting user shall correspond to the user currently named in
one of the holder field and the pledgee holder field.
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10 15. A system according to claim 13 or 14, the registry maintenance unit being
-
) configured to cause a message to be sent from the message handling unit to the user
named in the holder field or pledgee holder field after actioning of a name holder

instruction or name pledgee holder instruction respectively.

15 16. A system according to any oﬁe of the preceding claims, wherein each record
- further includes an associated history file, the registry maintenance unit being

" configured to action at least some types of registry inétruction by writing data relating

to registry instruction requests to the history file of the record concerned, thereby to
maintain an audit trail of actions requested on that record, there being no registry

20 instruction types that allow history files to be accessed by users of the system.

17. A system according to claim 4 when appended to claim 3, or any one of claims
5 fo 16 when appended to claims 3 and 4, wherein the sets of rules for all the
respective registry instruction typcs additionally have in common that they: -
25 () allow no more than one of the pledgee holder field and the consignee field
simultaneously to have a named user; and
(b) prevent a record adopting a state in which a user named in the pledgee

holder field corresponds to a user named in the to-order party field.

30 18. A system according to claim 17, wherein each record further includes an

associated endorsement chain file in which is stored a time ordered list of users who
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named in said at least one field; and

(b) the business refusal instruction shall be received within a defined period of
20  time from the immediately previous registry instruction.

21. A system according to claim 20, when appended to claim 4, wherein the set of
rules for the business refusal instruction type further stipulates that:
(¢) the user identifier of the transmitting user shall correspond to the user
25  named in the holder field; . and '
(d) the user identifier of the transmitting user shall correspond to the user
. named in one of the to-order party field and the consignee field.

22. A system according to claim 20 or 21, wherein the registry maintenance unit is

30 configured so that, following actioning of a business refusal instruction by the registry
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maintenance unit, a message is caused to be sent from the message handling unit to the

user named in said at least one field after actioning of the business refusal instruction.

23. A system according to claim 22 when appended to claim 18, wherein the
registry maintenance unit is configured to action a business refusal instruction by
reversing any change in the endorsement chain file that resulted from the immediately

previous registry instruction.

24. A system according to any one of claims 20 to 23, wherein the defined period-

of time for carrying out a business refusal instruction is a fixed period of time of

‘approximately 24 hours,

25. A system according to claims 3 and 4, or any one of claims 5 to 24 when

appended thereto, the registry instructions including an instruction type for naming a
user in the to-order party field, the set of rules for the name to-order party instruction
type stipulating that:

(a) the consignee field shall have no existing named user;

(b) the user identifier of the.transmitting user shall correspond to the user
named in the holder field or the pledgee holder field; and - _

() dctioning of the instruction shall not result in correspondence between the

user named in the pledgee holder field and the user named in the to-order party field.

26. A system according to claims 3 and 4, or any one of claims 5 to 25 when
appended thereto, the registry instructions including an instruction type for naming a
user in the consignee field to signify non-transferability of the record, the set of rules
for the name consignee instruction type stipulating that:

(a) the consignee field shall having no existing named user;

(b) the user identifier of the transmitting user shall correspohd to the user
named in the holder field or in the pledgee holder field; and

(c) the to-order party field shall either have no named user or the named user
specified in the holder field.
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27. A system according to claim 4, or any one of claims 5 to 26 when appended

thereto, the registry instructions including an instruction type for blank endorsing a
record by removing the user specified in the to-order party field thereof, the set of rules
for the blank endorse instruction type stipulating that:

(a) the user identifier of the transmitting user shall correspond to the user
named in the holder field; and |

(b) the user identifier of the tranémitting user shall correspond to the user
named in the to-order party field.

28. A system according to claims 3 and 4, or any one of claims 5 to 27 when
appended thereto, the registry instructions including an instruction type for enforcing a
pledge over a record by (i) naming the user specified in the pledgee holder field as the
user specified in the to-order party, and (ii) deleting the user specified in the pledgee
holder field and naming that user instead in the holder field, the set of rules for the
enforce pledge instruction type stipulating that the user identifier of the transmitting
user shall correspond to the user named in the pledgee holder field.

29. A system according to any one of claims 5 to 10, or any one of claims 11 to 28
when appended thereto, the registry instructions including an instruction type for

switching from electronic support of a transaction by the system to conventional paper-

‘based supporting of the transaction outside the system,

the set of rules for a switch-to-paper instruction stipuiating that the user
identifier of the transmitting user shall correspond to the user named in said at least
one field; |

the registry management unit being configured to action a switch-tp-paper
instruction by de-activating the record concerned, and causing a message to be sent
from the message hahdling unit to the user named in the originator field requiring
creation of a paper document based on the contents of the de-activated record which

are included as part of the message.
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30. A system according to claim 4, or any one of claims 5 to 29 when appended
thereto, each record further including a surrender party field in which one of the users
may be named, but which may have no named user, the registry instructions including
an instruction type for surrendering the record, the registry maintenance unit being
configured to action a surrender record instruction by de-activating the record, the set
of rules for the surrender record instruction type stipulating that the user identifier of
the transmi_tting user shall correspond to (a) the user named in the holder field and (b)
the user named in one of the to-order party field and the consignee field.

31. A system according to claim 30, the registry maintenance unit being further
configured so that, when a message is actioned that includes a registry instruction of
the surrender type, the registry maintenance unit causes the message handling unit to
send a message to the user named in the originator field, and to any user named in the

surrender party field, indicating that the record has been de-activated.

32, Asystem according to claim 30 or 31 when appended to claim 29, the registry

management unit being configured to action a switch-to-paper instruction by causing a
message to be sent from the message handling unit to the user named in the originator

field, and to any user named in the surrender party field.

33. A system according to any one of claims 5 to 10, or any one of claims 11 to 32
when appended thereto, the registry instrictions including further instruction types for
requesting amendment, granting amendment, and denying amendment of a record,

wherein the set of rules for the request amendment instruction type stipulates
that the user identifier of the transmitting user shall correspond to the user named in
said at least one field;

the registry maintenance unit being configured to action a request amendment
instruction by allocating an amendment identifier to the request amendment instruction
and storing that ameridment identifier, and by causing the message handling unit to

send a message to the user named in the originator field of the record, the message
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including the request amendment instruction together with the amendment identifier
allocated thereto; and

wherein the set of rules for grant and deny amendment instruction types each
stlpulate that the user identifier of the transmitting user shall correspond to the user
named in the originator field, and that the message containing the instruction shall

include an amendment identifier corresponding to the amendment identifier stored for

the record concerned.

34. A system according to claim 33, each record further including an amendment
pending field for indicating whether or not a request amendment instruction is pending,
the registry maintenance unit being configured to set the amendment pending field
responsive to a request amendment instruction and to un-set the amendment pending

field responsive to a grant or deny amendment instruction, wherein the registry

~ maintenance unit is configured to prevent changes to.the record while the amendment

pending field is set.

35. A system according to claim 33 or 34, the registry mainténance unit being
configured to action a deny amendment instruction by sending a message to the user
who issued the request amendment instruction indicating that the user named in the
originator field has issued a deny amendment instruction responsive to the request

amendment instruction. -

36. A system according to claim 33, 34 or 35, wherein, a grant amendment
instruction is actioned by the registry maintenance unit, depending on content of the
grant amendment instruction, to result in one of the following:

(a) multiple existing records being merged by their de-activation and creation
of a single new record;

(b) a single existing record being split into multiple records by de-activation of
the single existing record aﬁd creation of multiple new records;

(¢) maintenance of a single existing record; and
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(d) deactivation of a single existing record and creation of another single

record.

37.  An electronic transaction support system substantially as hereinbefore

5 'described with reference to the accompanying drawings.



