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WD 2004/ 017183 PCT/ GB2003/ 003476 1 METHOD OF, AND

SYSTEM FOR, HEURI STI CALLY DETECTING VIRUSES IN
WEXBTOTABLE CODE The present invention rel at esPCDGB2003/003476

met hod of, and systemfor, heuristically 5 detecting

viruses in executabl e code by searching the code for

KNOWRE PE@TD B, A9 SW@Q‘EM'%GI@,”HE@I{ISTICQ&,LOP PRFEECTING
virus infection mﬁ%%k‘ MTUBISE @{ﬁgﬁt abl e code
or enbedded i

is attached to, n, ‘a program or other

conmputer file containing executable code which

appears, on the face of it, to be benign. One

wel | - est abl i shed net hod of virus ropagation is where

the vi r HBe PispRis nyentigmiclaesdn aang O frtihsysioTs e hosstigally

user's PC, will 10 attach itself to one or nore
detegtirggriruses ihaupchtahie cove Yyasarchingshcdoda forlynovmadtartupastquences.

program once run, wll execute the virus's code

gi Vi ng AtcohfiBorPRBRIG Ubmbitef Gk iQRBEE B vAdR¢ thedidls 9lexéditable
undert ake what ever ot her malignant behavi ours (such as

. . v ] .
cod f Blrhotih 16 0y BanbddclEn, b Gorkm V6ol By Bf A BMRIng Bl dutable
rovjde an opportunity t detect the,vir for .

coddyBich pebeiiy. SR B SH ob 1 RebeiemeOns ValbgPBE e Rlofhod of virus
and_detecting when 15 this checksum changes. That is )

propegatiosip whersrihe viswe obge ackuateday a bostanacginesughachusery £C, will
been devised to detect viruses. Another well-known

attacitshifdo ofie aleheetprograms famdon thepdsemesvckd way theribat pkogram, once
the anti-virus software packages which are avail abl e,

run, WM @k ¥R thE A5 Bodd S0 MM tAE QpISHrﬁhﬁftK td pRPpagdt®igatariddrito
characteristic sequences of bytes (known as

. i ohe Lndi Ui . ;

wnaGAE BT o SRk b b K S SERRE e beon
si gnat ure:based detection is that i requi res sone .

progEyiea iics TERGRARNE GherSHadsling 06 of sput-Spisk i 4 GRportunity to
virus is first detected, to establish a suitable .

detegtihe ¥B¥% foreaxpmply hyraspepiatingchegksums, wathgyregram frles gdedetecting when
to be one which does not produce too nmany fal se

this plosksuny eeanges! That ehofdourse noly omie of thermarfyystiategiesiwhieh have been
for exanple as an existing one with a nore benign

devip@VtoQietkct viiisss.Si gnature i nformati on then needs to be
25 dissemnated to sites which use the anti-virus

package AinBHar@efl kABwR fletiddl dfideeitnPPintse€ dmb i Ritedlif many of the

detect the newy-identified virus.” In recekt years,

.man t he_ no . VT br.eaks have. WD
anti T3 p e B BB e A SR PR rp gramand other iles
for q\ghg%ﬁ]?ﬁhg{ag%%g&ése%gg%f })Fbeytclesn( ecrwgr? tas salgr?atlllrtes)t veliﬁgﬁ irfdlicrert?e the likely

presence of a virus. One of the practical problems with signature-based detection is that it

requires some skill and a significant amount of time, when a new virus is first detected, to
establish a suitable characteristic signature of it. This signature needs to be one which does
not produce too many false positives and which does not misidentify the virus, for example as
an existing one with a more benign payload. This signature information then needs to be
disseminated to sites which use the anti-virus package in question before it can be used there

to detect the newly-identified virus. Inrecent years, many of the notable virus outbreaks have
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virus software to react when a virus outbreak occurs.

Sone internet service providers offer anti-virus
wae@aniTigs of internet traffic passing throughrtteBr003/003476

i nternet nodes as a val ue-added szrvice. 5 The present

invention relates to a nethod of virus detection which

involved vFh QB ¥Efch prophRtd SRE e ih@met &ithit RA&EE AR fBPpublishers of anti-
anti-virus scanning, e.g. of executables such as

Vimsﬁsg)wwoﬁﬁc%c@ %Vheﬁtat\ﬁt‘ﬁ? Sg%éﬁ%k%@rg& though it is by no

ans 11 ed to tha Icatton and may be used in

any anti-virus package. .According.to the present

et St meste et AT udes it Rurocabag B hipmet ratiic

virus infection of an executable inmage conprising:
passingéhropglythel infprnebnedes aee veloe-addpdisgbag®e of known

execut abl e image | ayouts, the |ayouts to which the

execut abhepresangmventidnelasss to d arethddyofivirus datettiatpwhiohl és intended

wi thin the executable inmage by reference to the

to bd Wle SIS herstmmib@uifiltinusA0sholfy @X26T Blddthablie 583 préfftam files

code with reference to a database of start-up co

ORGP L OISO bR bl

. The inyention also provides a system for detecting
antl-yrys RACKHCct i on of an execut abl e i mage conprising: 20
means for identifying, by reference to a database of
known eheenidiaptethepaesent invgpdion shere i napided metherl of Hefseting
| ayouts the executable image conforns; neans for
virud igésetiof yf myexecatableupagockenpwising N t he execut abl e i nage
by reference to the identified inage |ayout; and WO

2004/ 01; a0 i
ﬂé&&yﬁ@ﬂa@?&&%‘e 3 Axtbasd o R é)&'éutﬁﬁﬁﬁinfﬁg@ﬁyouts, the

the start-up code with reference to a database o

layo@%ZJ vnith th&%?}n‘égﬁ}ﬁ?%ee@n%‘j‘@s to det erni ne whet her

I'mage 1S ave been subject to viral

) S A e B S

. the acconpan ing drawi ngs, in which: Figures la and | b
identifiedymage 31880 of a virus changing the programentry

examining the start-up code with reference to a database of start-up code
characteristics to determine whether the image is likely to have been subject to viral
modification.

The invention also provides a system for detecting virus infection of an
executable image comprising:

means for identifying, by reference to a database of known executable image
layouts, to which one of those layouts the executable image conforms;

means for identifying start-up code within the executable image by reference to

the identified image layout; and
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poi nt; Figures 2a and 2b show an exanple of a virus
overwiting code at the program entry point; and 10

wWO-2@u0e718 shows a system accordi ng to the presPOl/GB2003/003476
i nvention. Before proceeding wth3the description of

the illustrated enbodi nent of the invention, sone
terns Wh{elanpt%r eXRhiRn3&He st&ﬁ% cﬁﬁ@%ﬁggfef@ngc?ﬁ)t a @tabase of start-up
checksum is a one-way hashing algorithm- it
r I u
cod@cqlgrac?efrﬁ&cs‘r% d%{ rl’\l&éﬁé%rﬁn{e_r I}qu'ﬁggg lggﬁfﬁ%%a% R%n.lsﬁlé] ect to viral
ances of two fi I es generating the sanme | arge nunber
mo C@fl%ry small. It is also very difficult to create a

file which will generate any particular M5 checksum

Fal se pdbe mvertionavilldesiartherglesiribed by sy fweadinsiting example with

anti-virus product identifies a particular file as
refeleréeng thedosampanyihedeasngsninfwlgth:-t is not. Regul ar

expression: Regul ar expressions are strings which can

be used FlgtresAQ £YA68RSw Bﬁ%&ﬁﬁﬂ% of 8 Rnrﬁ@&ﬁa%gﬁl R gﬂ&g&% entry

pur poses.” For instance, the perl regular xgres i On
om?"hel |l o [O 9] +/ matches any string starting with the
POMbatters “hello', then a space, then one or nore

digits. Sone | an such as p have nat.ive

suppor t ’fgb‘FeSrQ@g‘Wa 2 Shop A QP B SXIBRE 0?9 ¥jrus BYGrEFEng code at the program

l'ibraries are avail abl e whi ch i npl enent regul ar
entreRging$8d on mat chi ng. WD 2004/ 017183 PCT/ GB2003/ 003476

4 Conpiler: According to strict usage, a conpiler

gener at puen® slowswmgysteabaceotdingdis gesdnt Mveptiagr am

source code. These object nodul es are typically not

execut aBbRre PoLEHIHTEwRE fheﬁiésé?kf_ﬁ‘loﬁ 8fitHe i BustcAdM B8R of the
step of Ilnklng by a |inker he action of a linker is

mveﬁé{&tg e ﬁ%@r%}ggm%@ i mage of an executabl e by

oget er t ect nodul e(s), and 5 external

blnary |es duI ref erenc t he : .
ot oaust MIFE Ghesses ng Ry, SIS 1 RN AY BasinEpgeorithm — i
of a header region according to an executable file

genqrafony targgrnugntes (e MD ghacksuymipttoy snadyginga e strgagm t-1gach as a file.
addi ti on of resources such as bitmaps and the |ike.

The Thanceeofitwo"flenpinemting fw sasedarge neinber ae vertyesnaddIttivalso very
include a linker, if required froma technical

diffisilencpedis filoWBich WiR geferit by pAtioGLERDS cheli¥um.
necessarily a stand- alone progran1 of course: 10

conpi | e §ls@k1§§it19£ HB@Mr?\%hé‘ﬂErpaﬁ?vﬂm&t identifies a

i nk I| rarfes an eV|ce rlver

particular file as being malware, whereas in fact it is not.

Regular expression: Regular expressions are strings which can be used to
express patterns for pattern matching purposes. For instance, the perl regular expression

/~hello [0-9]1+/

matches any string starting with the letters ‘hello’, then a space, then one or
more digits. Some languages such as perl have native support for regular expressions; for

others, libraries are available which implement regular expression matching.
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Programimage: A programimage is a sequence of bytes

of executabl e code, which may exist on disk, in nenory
woroodniAshet wor k socket stream In its on-di skp€¢DGBREBM03476

i mage may be part of a programfi4e which also

i ncludes a program header containing the information

nor mal | g faHed A&o?&iﬁg‘tﬂtﬁ&ﬁﬁ , a+om B era@éa% 59# mofk object

virus nust 1 nsert itsel Into je ex on pat

ram. c eqr et
modfiEBb R TrpEgfFouichls éﬁ?e’ﬁe bERE R ¥ typecaflxglgf $elithe
itself to the mdlethenthlslessensthe chance of
Progamsyist §¢ ﬂl& regEe ) ad gﬁOﬁ%létqprﬂ;f Ipikingdby; 4 linkeps The actiopod pdinker is
into may be executed rarely or never. Therefore, many
typically trsgeneragparaignnge 108 ag exactitaple hydatking togctbgrthcrsbjmttmodule(s), and
their own startup code. This guarantees they will be

exter@¥lEsindrg dibragicy whichdfic hiddilets) Beftiefte; Citapro€ucdibn o théiitake may
The on-di sk i mage of an execut abl e program mnust

involv@ @ﬁ@[?rl]@geﬁﬁln of 2Yter ARRINAURESAHE th An CREUBRR! ﬁfe'le@%ut of a target
syste any gl ven operating System may support
of .writin

operfhE3SFef a5 e BRI Ran dlaPormp T 8 g 88%%’38??& ey Jhe term

t he "W ndows PE | ayout . These | ayouts, .as exenpllfled
“comppler’; 25 ysed herein,jg ulmdyd B(e’@FW G Linker, Haegmired fem afaehnigal
e.g. checksum and rel ocation tables for segnent fix 25
standposnt Wiyl thercompaler producss is 1wy ned¢essanidy p stahdrglong pragmam, of course:
(OS) loader as it |oads the program At WD 2004/017183

compiifetd 4162 Pfdan &84 Aftables aehas Ppnantic tink liGkries hhd Béiek diivers.
control to the programby a call to the programs

entry V\ﬁgﬁm i E:NA info %rﬂg'n‘ﬁﬁ’éeeﬁ al s@gﬂe‘ﬂ@e Bf BHEAI R executable code,

header . t happens af er that dep nds on ‘the nature
the.progt the | nd i [
Whlcﬁ nay %‘éﬁ ony és%gf argggr da nﬁlf Ij;r&euinezg?ts o%m‘f(rform the
user-runna r eneraII have ntime
g e Hipgel ﬁgwg;;g]sa%%o Rehvdeta go e% cqufagning the
particular, the runtime library usually contains
mfomwupnneenwy fomnchings U pwIgtE. at start-up and perform
tasks such as setting up in-nenory structures such as
t he pr ofe gamsomed, antushaag insefhigelf irng tleraxeadmnwatht dfemogram
by the program s author generally assunes that these
code@ A1tHOREh, WhddretidABY,Rh® Gitdls dA8hRETRELf My WASRE tir #'BrogRME if M inserts
the runtine library before the author's code beglns to

itseli(g:igtr?petliﬁ? ?ﬁi&(ﬁe t !’thl%< r11és§erfs Ehyﬁ%{méeooﬁﬁg%frlgg&oﬁt?ﬂ Qn&' tHE€ Plaa% it

er an star

. ode ogram created usin wi | |
mseli%lﬁsﬁlfg{le r95’ SRRl RS Br Peiehortefsiiie, mapy ¥ By eplace the startp
prograns conpiled with the sane conpiler and |inker
codepfaprogiams with|thair ey stastwp ende. Thigfeparenies they willl he pxeguteds giving
| east in terms of code found via the programentry
thenrpmbetter chancp odsurdival Abe on-disk image of an executable program must conform

to a layout appropriate to the operating system and any given operating system may support a
number of said layouts. At the time of writing the majority of Microsoft Windows ™
programs conform to the “Windows PE” layout. These layouts, as exemplified in Figure 1,
usually begin with a header containing e.g. checksum and relocation tables for segment fix-

ups which are carried out by the operating system’s (OS) loader as it loads the program. At
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basis for determ ni ng whether viral code has been
patched into the programafter it was 15 conpiled and
wo 2ovk@d7185T0 gain control at startup, a virus CBOT/GB2a093®03476
the program start point to point o the virus start
code, or it can change part of the actual startup
af [ j ' I, j )
som 85t 951 g bt s tm 91 el ey e

po LSS A B hogeES L0 115, ovn code

startup_code, 20 replacing it with a ju toits own
code. A¥hathannsawaficsbeny depcads amthe nagure Pgﬁieé’m&f@ﬁp@mﬂ ep the
and set of libraries will . generate the same startup
compidetentl dinkerl whiclhhawe Hean gsedgo opatet it. oFullf cqmumbpd awser-runnable,
generates. Sonetines, this is because it starts with

proglarid Si@AIIY Hav®h alnfinfClibaRdRkivitath RBAdIQ I HunfBPPommon tasks. In
tasks necessary during startup. Sonetinmes this is

e L SRS, ER ORISR 5 At

PCT/ GB2003/ 003476 6 If it can be identified that
perfTH R 08 2h T UIe TR BolraP NSRRI SHACH e hfan Soefnd heap.
but that the program does not actually start with this )
The prpgeam codgwiiersby thepgogramisayihor gererallaargumercthpt thegeagtions will
can be flagged as potentially containing a virus. This
havenmeh getfernidde yesimeupicode inttheerustimepibeary beforgthe @uthor’s code begins to
it can be identified that a particular programstarts

exeddtd MAIC Bikeis Hofrid say tHa® forhezivehiBipiles hidd fitker aRTRntiRI¢tibrary, the
that the begi nning of this code has been changed, then

start]t;Lfy Sdb gf ggf%ralﬁ URRieAiRins thedD ¢hill BE c&ﬁ@%{e@‘ﬁn@%ﬁar@ﬁom ra[t}éer that

agge otentrally Containing a 'S wou

.ecDe . the case wth the examle in Figure 2., The .. o
aifteli PR i e L B S ARGl ot kB e ibrary extibi
exam nation of an imge. 10 of a program be it on .
suffigiegksimilaritys alpdst inferpsek code fopndatiadielprogramentry ppia,ip provide the
wth reference to a database of characteristics of
basipfoy detgrminirgeihesberyaiahepderhosbeengrashied ingo grecprogramt after it was
mat cher to determ ne whether the programinmage, in
compiéd amellirkedt he start-up code deviates fromwhat would
be expected fromthat conpiler in a way which nakes

the progpaminSdéaRbIG Ststup [ AHIsRan cBIRWIh OB @A BBRE to point t
of the in%elnti on. For the purspgsggd?%f 1%%?% ustrapfaom()pomt 0

the \.g[as I@% cQ)ge a&%%ﬁ?l%h%i%fﬁawng glieez{cgl}]az gtagrﬁa]? E&geg %e%iiaging it with a jump or

Qo

vered from an

rocessed, by, t he stem 10 sho in Fjgure 3. .
call Po 1?s own code. ¥1gure 1 shiows an examplté o\?g virus ¢ a%ggng tﬁe program start point to

point to its own code. Figure 2 shows an example of a virus changing the startup code,
replacing it with a jump to its own code.

As mentioned above, often a particular compiler and set of libraries will
generate the same startup code for all, or a large proportion of programs it generates.
Sometimes, this is because it starts with a standard library sequence that performs common
tasks necessary during startup. Sometimes this is because the compiler generates applications

in a particular way (eg Visual BASIC).
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1) By analysing the suspicious image using a file-type
anal yser 20, the type can be determ ned. For

WO peanmes it may be non-program or program PCT/GB2003/003476
Non- prograns are not analysed fugther. Prograns are
further classified depending on their type - for

ol ot e lf?e%ﬁ?“é@ﬁﬂné%é’lﬁgul%%ﬁggﬁ% By Eetypetm s
COdetang tﬁz}t%ée ergr@rrt éeeé tng%@ TIPSLE % { %13 v%ry susplclous

di sregarded. 2) Dependi ng on the type. of progra )
and tha praghan cibbe Hagger a8 pefpnialbreontining s yEUS &ﬂ%\ﬁ@?bp ébe case with
appropriate start-up code agai nst a database of
the extimple-iniFiguoele. sequences. For 25 instance, Wndows PE
files maybe searched for startup code created by the

M cr osofftit Mh beadened Haf4 Bar(E8ia:r ABR RS HRA 3ddSsimilar to the
Studio C conpiler, Borland C conpilers, the Mcrosoft

comE BSOSO, Bl s e

code is found, but 0 m. does not .act ual |
susplos A tI“?]P’E%FBé“ Eisehe B POy coB i LUl ?Pﬁu%ould be
file handler step 6). 4) If entry point code
thecaﬁﬁawylsﬂle%@mﬁhlé W3- t hat the programstarts with
code simlar to known startup code, then go to the
except i Bine dbpesationt o] pnhe(ﬁ):seuhémbndimeiﬁmrdct@ds by exanfigation of an image
suspicious file handler 60. 5) If execution arrives at

of a bRZra2x be iPEH disk, 4R niehﬁ)rﬁfdﬁ PRABY h Hetworle padket fiam, th reference to a
suspi ci ous' and no further actlon is taken. 6) The

dataﬁzﬂ‘.% Bf ?ﬁa%& Adik€o gllaﬁlrs cﬁ%t wﬁﬁ%n@ﬁleﬁ%d a pattern matcher
st t event a positiv
nstanc enui ne

to defeigiss W ﬁ%}herﬂﬁﬁ%ﬂgﬁ%m o R élﬁ’arﬁﬁﬁ 847 uh 5 i fgm what

whi ch contain recognlsed startup code but not at  the
woulhbe §rpEeRth romBlFoFIIEHHE AR Kich maksh e PERI R SEHREIAPT

the startup code but start with 15 sone ot her code.

These gEiguienbslfowseme cabodiendnhef thd énvention. héordhepyrpdsss of

list. The exception list can work in various ways,

iltustrBGdr) 6t Mgy tadssiatd thattileeth Bescanivdard dgivelwd HdBban input queue and
checksumof a file with a list of known checksuns, or

eachbaﬁe%gfoeéﬁsgtgbﬂiﬁsﬁ/étleﬁ%ofsﬁswﬁ%gw fe £Xpressions, or by

i ng € actal startup code wth a |ist of known

eXCept I o B hS AL e igf e YGRR b 8 )l ShafBh 9, the type

can be determined. For instance, it may be non-program, or program. Non-programs are not

analysed further. Programs are further classified depending on their type — for instance, DOS,
Windows PE, Windows NE, Linux ELF, Macintosh, etc. This analysis is done by file-type
analyser 20. Note that in the case of a file image, the file type (e.g. .EXE, .DLL, etc.) should
be disregarded.

2)  Depending on the type of program, this can then be searched by start up
code search 30 for appropriate start-up code against a database of start-up code sequences. For

instance, Windows PE files may be searched for startup code created by the Microsoft Visual
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20 A further consideration for which the suspicious
file handler may be progranmmed to take account is
wo bat/outigd i ty prograns exi st which "repackage" PQT/GBe@ai003476
files in certain ways. One such type of utility is
the compression utility exenplified by Blinker
i i . : . |
S B R e PR SR gl and the
Delépq)sﬁgb | oader is invoked and deconpresses the
P e e s i mage. In nost 25 cases, the conpression
utility wll conpress the qriginal executable's
startu Io3)C odd thestengode searsp3hdgtermingsghat start-up code is found, but
PCT/ GB2003/ 003476 8 not therefore be found by pattern
the pregremi dogs Actrachially stapt witdthis deddegher it hsudspo shenmyspicious fikehandler
reason a particular startup code sequence was
(stepB)conpressi bl e, and therefore remained unaltered.
This could then generate a fal se positive. To avoid
this, ex ARk : t [ .
woul 4, T o oy BOint bt BB 4gRRHRinE 1Ek B Eis i
Bl.inker's. There 5 are .variqus ways . to.do this for, the
codegiilatia knowh Slertp sBsfeBigod s XUtion it wep (R uich fgandied by
the  startup _code of their own which they insert in
the spspicigyshiisthandler $¢rage and al so checking the section
characteristics (such as nane, sequence, flags) in
| ayout s5)sudli esscutioPErivies at. thd yxiCpdint 74 the pragnem s Haggadinot
Is flagged as possibly containing a virus. This may
be used as suBpisidaglaud 8o datHes h&ion i9fake@Mbi ned with
ot her heuristics to make an overall 10 decision as to

whet hergyt he ' ' I 1
are st o?o)ped g&@%s?{aé}iélé tf)%ét ﬁﬁg}ég EO ggaty nrgiﬁgeﬁ% F %?grb %%tega%nehst o
rad, ¢c b | yse and an exception |list entr

previt e p&fives Roplftat i ford iy BL e Trh B 151 wBth abpear o
occur in f%tu(ﬁe. As well as using this as, a

contaip §RER eote bYf 4 RotgROSRMSTHRIch esiaR Feoenisedstarip gde Pyt not at
conbined with other techniques as part of a larger

the en{ry peint arbprograsnsawileieh foysoe aersor Cenjajo dheastartup ¢ogle bhtystart with
this method may be allocated a certain score, or

som¢ atheetode CFhese gemsnalfiles cahi brginclndédia thexagption list. The exception list
ci rcunst ances. Scores nmay al so be assigned using other

can WelkIih YhtiGustvPBRNindEfe tAPAotAhiYed th coflpErit Pth8MBS eh&ksum of a file
passes sone l'imt is the programflagged as viral.

. e i Sui i al .
e (O e T
aut onprmousl.y, e. g. Vi.n he programfile to a
com h P arwﬂpss'?%wﬁﬁe llsgoft KIPY g FARGn S eREREALCS. If any
operator that intervention is required. Exanple of
excepiieinistinticlnossyespne fusthsr aqtioa is taken.

A further consideration for which the suspicious file handler may be
programmed to take account is that utility programs exist which “repackage” program files in
certain ways. One such type of utility is the compression utility exemplified by Blinker
(www.blink.com) which compresses an executable and adds a stub loader so that when the

program is run, the stub loader is invoked and decompresses the executable’s image. In most

cases, the compression utility will compress the original executable’s startup code which will
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Followng is a sinplistic exanple of an al gorithm for
determning if afileis 25 likely to be a Wndows PE
wo 2dog/01mB3 ch nay be i nplenmented by the file typer/GB2003/003476
anal yser 20. WD 2004/017183 PCT/ G82003/ 003476 9 Read

infirst 2 bytes. If these are not "MZ' then stop

not tﬁ%@ﬁr%?z%ﬁ% P?@a@é‘n b &n B? %gi,lﬂ cHad i GFevel tsﬂg)pos'glg fﬁr some

vari a at1 ng u3| I nt byte-orderi’ng

oy B g B BB o

e archl ng file for known startup code T

unalﬁ@fﬂ%r AP uﬂdi A adalss pasHivee Joerrewd thisy arpﬁwptatmshst entry
ener at ed for the 10 M crosoft Devel opnent Studio C

coulg berpiehted whieh woiddyinrediools sayriligmove ak ptogratexpdsked by Blinker”. There
file Human-readabl e di sassenbly 55 push ebp 8B EC nov

are vaHpus @8y to 46 A fdrfth@ diserditids Witich &8st chillifdQettting the
push offset varl 68 80 22 00 01 push of fset 10c1002280

startlgflccﬁe otheq)toovplp wﬂgzh inltﬁé Qlﬁgg@é?&ﬁ?ﬁlégﬂgﬁ the

50000003%

i bt e

00 nov [ ebptvar 4 6A 01 push 1 FF 15 40 10 00 01
cal | ’; Sgcpthgmgs%, yifeprogram is ﬂggged as possibly containing a virus. This

may be used as an absolute decision, or combined with other heuristics to make an overall
decision as to whether the program is viral or not.

Programs which are stopped as viral, but which do not turn out to be viral, can
be analysed, and an exception list entry generated, so that similar false positives do not occur
in future.

As well as using this as a stand-alone virus detection algorithm, this can be
combined with other techniques as part of a larger system. For instance, programs flagged as
viral by this method may be allocated a certain score, or variety of scores depending on the
exact circumstaﬂces. Scores may also be assigned using other heuristic techniques, and only if
the total score passes some limit is the program flagged as viral.

Once flagged as viral, any suitable remedial action may be taken, either by the
system acting autonomously e.g. by moving the program file to a quarantine directory, or by

signalling a human operator that intervention is required.

Example of examining a suspicious file
Following is a simplistic example of an algorithm for determining if a file is

likely to be a Windows PE file, which may be implemented by the file type analyser 20.
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wo-BooEB1T™eY dwor d_10032B4, OFFFFFFFFh
ds:

83 C4 04 add esp,

4 30 C7 05 BO 32 00 01 FF FF FF FF

nov dword_10032BO, OFFFFFFFFh C7 05 B4 32 00 01 FF FF

cal l

01 call
dmordlo

eax,

32 oo 0
unknown
10030ACReBEIndAD Bt eax,

SO

eqki Bl‘? xon

ecx 35 FF 15 68 10 00

SEPAEAS oS TR 00 o 7% o0

10 00 01 nov

B T B SR

AC 30 00 01 nov eax, dword

eax 75 CE jnz shor t

| oc_100Kbytes4s BE \B0, aenofifle Oslikeliste tsf & Wandows PE file

unknown_I i bname_1
set user mat herr
Exafiipld of et ek 2ileBF RE6WH Sfart
ﬁ%lll( 100300C g?150 68 08 30 Oolﬁ’(?)cl
E8 Bl O
15 C8 3

hﬁc%%pﬁ

ds:

8h%§’118’%1ﬁ; 5’2 ot (glts@z{ pl%@gg@&é@g%gﬁagenega@@for the

17183 PCT/GBZOOS/093476 10

02 ghe Wious SAVIK

tvar

Bepgo

prggﬂt &&gopo 2004/

Hex bytes in file

55
8B
6A
68
68
64
50
64
83
53
56
57
89
c7
6A
FF
83
c7
o))
FF
8B
89
FF
8B
89
Al
8B
89
E8
Al
85
75
68
FF
83
E8
68
68
E8
83
8B
89

EC
FF
10
80
Al

89
Cc4

65
45
01
15
C4
05
05
15
0D
08
15
15
10
64
08
0D
le6
AC
co
OE
60
15
c4
CA
ocC
08
Bl
c4
15
55

11
22
00

25
EO

E8
FC

40
04
BO
B4
4C
DO

68
cC

10

B8
01
30

22
60
04
00
30
30
00
08
c8
D8

00
00
00

00

00

10

32
32
10
30

10
30

00

32
00
00

00
10

00
00
00
00

30

01
01
00

00

00

00

00
00
00
00

00
00

01

00
00
01

01
00

00
01
01
00

00

00

00

00
01
01
01
01
01

01
01

01

01

01

00

00

FF FF FF FF
FF FF FF FF

FF 15 60 10 00 01 cal
83 C4 04 add esp, 4 E8 CA 00 00 00
dde 30 00 01 push of fset

push of fset unk1003008

Human-readable disassembly

push
mov
push
push
push
mov
push
mov
add
push
push
push
mov
mov
push
call
add
mov
mov
call
mov
mov
call
mov
mov
mov
mov
mov
call
mov
test
inz
push
call
add
call
push
push
call
add
mov
mov

ebp

ebp, esp
OFFFFFFFFh

offset varl
offset loc_1002280
eax, large fs:0
eax

large £fs:0, esp
esp, OFFFFFFEOh
ebx

esi

edi

[ebptvar_ 18], esp
[ebptvar_4], O

i
ds: set app type
esp, 4

dword 10032B0, OFFFFFFEFFh
dword | 10032B4, OFFFFFFFFh
__p__ fmode

ecx, dword 10030D0

[eax], ecx

ds: p_ commode

edx, dword 10030CC

[eax], edx

eax, ds: adjust_fdiv

ecx, [eax]

dword 10032B8, ecx

unknown_libname_2

eax, dword_10030AC

eax, eax

short loc_1002171

offset unknown_ libname 1

ds:__setusermatherr

esp, 4
setdefaultprecision

offset unk 100300C

offset unk 1003008
initterm

Esp, 8

edx, dword 10030C8
[ebpt+var 28], edx

FF 15 4CPADGBR003M03476
_p_fnode 8B CD DO 30 00 04 nov ecx,
dword_10030D0 89 08 nov [eax],

&S%@ R



8B CD C4 30 00 01 nov ecx, dword_10030C4 51 push ecx
5 8D 55 EO | ea edx, [ebp+envp] 52 push edx 8D 45 D4

wo e@408M83 [ ebp+argv] 50 push eax 8D 4D E4 | eaP@r/&B2003/003476
[ebp+targc] 10 51 push ecx FF 15 8 10 00 01 cal |l ds:
getmainargs 83 C4 14 add esp, 14h 68 04 30 00 01 push

10

15

20

25

30

35

40

8D
50
8B
51
8D
52
8D
50
8D
51
FF
83
68
68
E8
83
FF
8B
89
8B
50
8B
51
8B
52
E8
83
89
50
FF
EB
8B
8B
8B
89
50
51
E8
83

£f Hhget unk 1003004 68 00,30 00,01 push.ffset
unk_1003000 15 E8 76 00 @n00 eakl _initterm83 C4 08

eddsespoo8iFF 15 30 10 OGuodl cakkxdsiwopd nicbsse 8B 55
EO nov edx, [ebp+envp] 8&®&sk0 meux[eax], edx 20 8B 45
EOEADV eax, [ebp+envp] 5S@apushedax [BB-AHDVEY nov ecx,
ljgbmargv] 51 push ecx 88s85 E&dwpv edx, [ebp+argc]
P2 push edx E8 40 F5 Pr2FF c&R¥r -[RBPTRTE3I 4 OC add
Lg%%, OCh 89 45 DC nov [ekﬁﬁé‘?{?ar_gﬁi, %§X+ar59] push eax
RF 15 48 10 00 01 call ds: eX|eE EB®32' 345 short

1063002440, 8B 45 EC nov Lc),é.\h_yt' [a }E);:E;%mlainargs

C4 14 add esp, 1l4h

04 30 00 01 push offset unk 1003004

00 30 00 01 push offset unk 1003000

76 00 00 00 call _initterm

C4 08 add esp, 8

15 30 10 00 01 call ds: p  initenv

55 EO mov edx, [ebp+envp] -

10 mov [eax], edx

45 EO mov eax, [ebpt+envp]
push eax

4D D4 mov ecx, [ebptargv]
push ecx

55 E4 mov edx, [ebptargc]
push edx

40 ¥5 FF FF call _main

C4 0OC add esp, 0Ch

45 DC mov [ebptvar 24], eax
push eax

15 48 10 00 01 call ds:exit

22 Jmp short loc 1002210

45 EC mov eax, [ebp-14h]

08 nmov ecx, [eax]

09 mov ecx, [ecx]

4D DO mov [ebp-30h], ecx
push eax

. push ecx
31 00 00 0O call _XcptFilter
C4 08 add esp, 8
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8B 08 nov ecx, [eax] 8B 09 nov ecx, [ecx] 35 89 4D DO
nmov [ ebp-30h], ecx 50 push eax 51 push ecx E8 31 00
w@001Tad | XcptFilter 83 C4 08 add esp, 8 4BCTMGB2003/003476
2004/ 017183 PCT/ GB2003/003476 1341 C3 retn 8B 65 E8
nov esp, [ebp-18h] 8B 55 DO nov edx, [ebp-30h] 52
c3 bush edx 5 FF 15 50 10 0Q Q1 call ds:_exit 83 C4 04

ss &fddgesp, 4 C7 45 FC FF FR.EF FFeppVv (Esbpgywar 4],

s §FbFFFFFFh 8B 4D FO nov mgeX, [ ebp+viapp-Hdh] 64 89 OD 00
52 00 00 00 nov large fs: O pex 1@dbF pop edi 5E pop esi
FF BB5pa ebx01 8B E5 nov espalébp d5Dezdp ebp 15 C3 retn
83 HHoWeéver, we cannot si npl \ddear chs$ort this garti cul ar
CT pyfe Paff HNFF55, 8B, ECMOVGA, HKEoPtgar_4lo, VHEEFFRFh 01,
o %E; [rany of the val ues ™e of fS&t é;?@;vé‘trh%q] routines
or S BB HY B8t ures, whi ¢ |1 -§etSy “Fiom™Bf ogram t o
sr Program because they wil Ipo e Ioggi ed in different 20

sg Pl aces, and therefore ha\g%pdi ffegent offsets. For
g gIstance, the fourth instyigcti ongppusp of fset varl,
5p has the byte sequence 68 gtp 11 @6pO0l1l I n the exanpl e,
c3 because the variabl e varlrets

However, we cannot simply search for this particular byte pattern (55, 8B, EC,
6A, FF, 68, 10, 11, 00, 01, etc); many of the values are offsets to other routines or data
structures, which will vary from program to program because they will be located in different
places, and therefore have different offsets. For instance, the fourth instruction, push offset
varl, has the byte sequence 68 10 11 00 01 in the example, because the variable varl is
located at offset 0x01001110 in this program. In another program, varl may be located at a

different offset (say 0x10011EF), and the fourth instruction will then have the byte sequence
60 EF 11 00 01.

A simplistic search could therefore match those bytes that are constant, and
skip over the bytes that vary. For every byte in the program file, we attempt to see if the
search pattern fits, and if it does we have found the code. If it does not, we carry on with the
next byte in the file and so on until the end of the file is reached.

Match 1 byte: 55
Match 2 bytes: 8B, EC
Match 2 bytes: 6A, FF
Match 1 byte: 68

Skip the next 4 bytes
Match one byte: 68
Skip the next 4 bytes

...and so on until
Match 2 bytes 8B, E5
Match 1 byte 5D
Match 1 byte C3
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35

| ocated at offset 0x01001110 in this program In

anot her program varl nmay be located at a different
we@bdogmi716say Ox10011EF), and the fourth instr urtT/GB2003/003476

wi |l then have the byte sequence ;90 EF 11 00 01. 25 A

sinmplistic search could therefore match those bytes

Lo ST A B PO B O o
sl SRR B 57 B B

next byte in the file and so on until the end of the
gengiates t¢ Be arafibri do a Nata ghuctulgyroptaing®: valnvsush a2 ‘Prgsseany key to
8B, EC WMatch 2 bytes: 6A, FF Match 1 byte: 68 Skip
contiige’ Nax seatctbyduds chavR tieb thineffky heualbBcontdinsIkisplata) & thexére an
4 bytes ...and so on until Match 2 bytes 8B, E5

offBl kb b R 1tk e MRh 6Ould r&tGvéty ¥k AR M dnbHR3qutine matches
PCT/ (B2003/ 003476 12 A nore detall ed search coul d

rform ot her checks on the bytes that vary. For
acq‘%ﬁeg{ga[jitgg if the bytes are known from know edge of the
start-up. code which the conpiler, generates tq

be an )
of f set tHOT ASEARCE SYPRAsE that & g priginal RRYteE, Pt yarl cgriqing he string
"Press any key to continue', the search could check
‘helldiaThe ssaschoflgarshmanigbtdwbeont ai ns this data. If they

are an 5 offset to a known routine, the search could
recur si \Wihtgh ¢fbge<Sfhat the known routine matches a
correct Nafch8mytes 8B, EMst ance, suppose that in the
ori gi nalyvipRh beyiks: 6Aaip varl contains the string
“hello'. i%ﬁmg% al gorithm m ght now be: Match 1
byt e 5% HhEx 4 y&:ﬁn‘%g Var%%le &%etcheckl

Match one byte: 68

Skip the next 4 bytes

...and so on until
Match 2 bytes 8B, ES
Match 1 byte 5D
Match 1 byte C3

Then:

Move to the location held in offsetcheck! (in our example, this would be
0x01001110).

Match the next 5 bytes: ‘hello’

If we find this startup code pattern, we then check if it is located at the entry

point of the program. If it is, then all is OK. If not, then this is flagged as suspect (startup code
found, but program does not start with this code).
Example of searching file for changed startup code

Using the same example startup code as before, we could use the following
algorithm to determine if the file contained changed startup code:

Go to offset of program start.

Skip 15 bytes

Match 6 bytes: 64, Al, 00, 00, 00, 00

Match 1 byte: 50
Match 7 bytes: 64 89 25 00 00 00 00
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Match 2 bytes: 6A, FF Match 1 byte: 68 Read the next
4 bytes into variable offsetcheckl Match one byte: 68

wdazooskipss he next 4 bytes ... and so on untilPCMaBeW3/B03476

bytes 8B, E5 WMatch 1 byte 5D 20 Match 1 byte C3
Then: Move to the location held in offsetcheckl (in
our exanple, this would be 0x01001110). 25 Match the
next 5 byta&is 01{1&111,[10 If we find this startup code

pattern, it is located at the entry
p0|nt ofM\A% g?’g;% |t is, then all is OK If
not, Iagged as suspect (startup code
found kM@tc otedrd does not start with this code).

Exaan e of seqrchl ng file for changed startup code 30
Usi ng t Hécarderid eatamaitiy skipesesmeh. code as before, we
could use the followwng algorithmto determne if the

fi Ifcodenioas MaAhCihem RGbyEdsaFdny! BIFS DS ontards @r@;ﬁafrs@ﬁa 18fown startup

seqidénRell FhSHAt 15 byt@i‘hlﬁ’o ARS8 Stal f)%&;u@n@:y LRSS %ﬁ4 ’Ot rgzlse this is

=

I J)

i) oS Rine) s SReRR SR Pre Rt %‘%03/ 003476 13

and o £ Ol t|| I\/Bgté:rt[} 2 bytes 8B, E5 Match 1 byte

°D 5 M atcl}l eS

Match 2 bytes: 8B, EC
Match 2 bytes: 6A, FF
Match 1 byte: 68

Skip the next 4 bytes
Match one byte: 68
Skip the next 4 bytes

If all matches succeeded, then this is part of a known startup sequence.

Otherwise,this is flagged as 'changed startup code'.
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If code did not match, stop search. |If code does

mat ch, then the bytes fromoffset 15 onwards are part
w@booa/oknieswn startup 10 sequence. |f the firstPABGBY08503476

al so match this startup sequence,jall is OK O herw se

this is potentially interesting. The checks therefore

continue as follows. o tg,sﬂ);‘@%gt program start Match

1 byte: 55 15 Match 2 byt es: ., EC Match 2 bytes:

6A, FF Match 1 byte; 68 Skip the next 4 tes Match |
1. one byt & mgghod sfdasgetime; s .*ré%twan ofyp 3equfablg 1mags compysing:

succeeded, then this is part of a known startup

sequenc édentiftingbyiederendsi te aidstabhsgdddows exeduéabdeihage layouts, the

startup code'. WD 2004/017183 PCT/ GB2003/ 003476 14
layodts/tb Mehichlthe Ax editdbldineige deiifofhd;Ng virus infection of an

execut abl e image conprising: identifying by reference

to a dat £t ' .

| ayout s SaTRng i RE B RRL AL R ABRGBY Bl Fergh A the
o tifyin fart-up code within the executabl e imge
lde%@%aé?%gee]ﬁg%u%’t%ldt he identified imge |ayout; and

exam ning the start-up code with reference to a

dat abas EX¥RINLINE SEF-UPF@de Withdpigranes fosg database of start-up code

determ ne whether the inmage is likely to have been
charsofiefistixs to determiat whather thie cmsgeos likdly t@ have been lvalgject to viral

according to claim1, wherein the database of start-up
modifickionchar acteri stics includes patterns characteristic

of start-up code generated by a set of known

conpilers. 15 3. A nethod according to claim2 for

scanni ng the executable inmage for patterns

2. A method according to claim 1, wherein the database of start-up code
characteristics includes patterns characteristic of start-up code generated by a set of known

compilers.

3. A method according to claim 2 for scanning the executable image for patterns
of start-up code expected to be present as a consequence of that compiler having been used to
create the executable image and determining, in regard to patterns so found, whether there is
evidence of viral code interposed in the execution path from the entry point of the executable

image.

4, A method according to claim 3 wherein, if it is determined that the executable
image contains known start-up code but that execution of the image will not actually start
with that code, flagging the image as suspicious from the point of view of possibly containing

viral code.
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of start-up code expected to be present as a
consequence of that conpiler having been used to
wa@e@ane7ishe execut abl e i nage and det erm ni ng, POT/GBIEBM03476
to patterns so found, whether therse is evidence of
viral code interposed in the execution path fromthe
entry pqint.o . c\uit. '
> accor di %gm?tgocfci: P%%?ﬁilgg%wcgélﬁé}bin ,Sr All Mlgt%%{’ gzlglestda & Fﬁnﬁg Iﬁ?‘ﬂ gl%e
t he executabl e, i e contains known start.- ode .but .
execubbIe RGeS R GCo0R SRR RRe Wi S0 codp DY G Brgitiing of tis
wth that code, flagging the inmage as suspicious from
codg Ies been phanged, flagging thepoege b3 suspistava ifionnide ppint af viewdd possibly
WD 2004/ 017183 PCT/ GB2003/ 003476 15 5. A nethod
containdry wiabgoded claim 3 or 4 wherein, if it is determ ned
that the executable image starts with code simlar to
the known start-up code but the beginning of this
code has been changed, flagging the i mage as
suspi ci Qu I the [ f Vi ssi-hl .
6 Gonta nineUpf HecREaR &Y che ot iRk SreBE i heren hetort o
one of the preceding.clains wherein the start .u code
codgliiapas OBt (e PR HEE S0 M CQ TS G faf part of the
W th routines which formpart of the start up_code
startampcoda end ichiging the step pf isentifying the datadn theexerutable imagge
execut abl e i mage corresponding to at | east one such
corrésploading lteis 1east onosqehkatayalue and compinarig iv adithehati@lué. A
system for detecting virus infection of an executable
i mge conprising: neans for identifying, by reference
to a database of known executable inmge |ayouts, to

7. whi ch O'Aesﬂfenf ﬁ??gtfk%ﬁ{uﬁ fiﬁéagtio WlRBLfat A etcﬂ{nﬁrising:

conf or ms; “neans yI'ng start-up co

t he executable.i e by reference 15 t.he .
i dent i f 1A% %‘?ﬁ{;‘iﬁ%&}%%y f%‘%&f“ﬁ%@r?s&a?%has%%‘gfﬂOPﬁanée?‘H%ble image
start-up code with reference to a database of start-up
layouisgto whigh ane af thesq lagoutpthgekequibleeingge caformsie i mage i s
likely to have been subject to viral nodification. 20
8. A symieans foc cdentlfyigg start-wbabde Withintthe exacutahle itlagabymsderence to
of start-up code
the identified image layout; and

means for examining the start-up code with reference to a database of start-up
code characteristics to determine whether the image is likely to have been subject to viral

modification.

8. A system according to claim 7, wherein the database of start-up code
characteristics includes patterns characteristic of start-up code generated by a set of known

compilers.

9. A system according to claim 8 for scanning the executable image for patterns

of known startup code and determining, in regard to patterns so found, whether there is
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characteristics includes patterns characteristic of
start-up code generated by a set of known conpilers.

W@ 200408188 em according to claim8 for scanni ngptTeB2003/003476
executabl e image for patterns 25gof known startup
code and deterrri ni ng, in regard to patterns so found,

h 4 3 0 7

ev1d‘é@ce Crglt « & 1nte ggt?ei én gé‘tr?t%o% ecpqlr—ér%ﬁ Qrﬁéépego%?t o(}thelcg(ecutable
ath fromthe entry poi nt of the executable |mage.

1ma£<b A system according to claim9 wherein, if it is
determ ned that the executable 5 inmage cont ai ns known
start-up code but that execution of the inage will not
actually start wth that code, flagging the i mage as

10. suspi ci Auystemarcoidmgroicliim Ofwherein i6ft ipdatsiniihyd that the executable
containing viral code. 11. A systemaccording to

magd @It 9owhQiaMep 83d% but fhat éxdcﬁtl&%ﬁhmlﬂ@g% vtqtlattot té%ﬁatmtart

execut able image starts with code simlar to

w1thh %ﬁg qla g%r%ttﬁéjﬁnq%? gg %llgﬁ%fl(ﬂ% gro?r?nglge g)gtnq 3t Uew nyo§51819%8ntalnln g

Deen ged, as suspi Ci

) ir om the point of view of possibly containing vi raI

vira 12. A system according to any one of clains 7-11
wherein the start up code 15 database includes records
of data val ues associated wth routines which form
part of the start up code and including nmeans for

11. i dent i f \i sygreinfeecokding tb olaith® @X@onteadih df itimdmermined that the
corresponding to at |east one such data value and

exe&t@dﬂ%ﬁﬁa@g stafts th‘hh:oﬂé‘ éﬁml\éﬁto%ﬁe edpdeted sf@ttlﬁpéjod@fbut the beginning of
detecting virus infection of an executable imge

this %&%‘;ﬁrag ﬁ%:ée at%ha}{gtﬁdé fla O%ﬁ)lreqfnggee;s ug%gl%ﬁg frb%etﬂe ﬁ\@iﬂt Wt\;lgnw of

anyl
lﬂtﬁ of det ec]ﬁ{l (g(iw rus infection of an execut abI e
possiblY Gentaie ARy f as hereinbefore described and
with reference to the acconmpanyi ng draw ngs.
12. A system according to any one of claims 7-11 wherein the start up code
database includes records of data values associated with routines which form part of the start

up code and including means for identifying the data in the executable image corresponding

to at least one such data value and comparing it with that value.

13. A method of detecting virus infection of an executable image substantially as

hereinbefore described and with reference to the accompanying drawings.

14. A system for of detecting virus infection of an executable image substantially

as hereinbefore described and with reference to the accompanying drawings.



