SUPPLEMENTARY TRUST MODEL FOR SOFTWARE
LI CENSI NG COVWERCI AL DI A TAL DI STRI BUTI ON POLI CY FI ELD
WAE0dMB52ANVENTI ON [ 0001] Thi s invention rel at eBCT/0S205/027329
ri ghts managenent (RM system whereby access to
digital content is provided only in accordance with a
digital license. Mre particularly the invention
relates to a flexible licensing architecture
applicable to the licensing of a wide variety of
software products through a wi de variety of
di stribution channels, for ultinmate usage in a w de
vari ety of usage environnents. BACKGROUND OF THE
I NVENTI ON [ 0002] Software piracy has grown into a
billion dollar industry worldw de. One solution to
this growi ng problem has been the use of software
product activation. Typically, before the software can
be executed on a user's conputer a license nust first
be acquired. The_ us el ectronlcall send sone

type of |Sajé’r?tIrEfM@iNTéFR¥ USdeM FTW VVI t h
sone MAARNNS COMNHREIA 9&@“%9@ glméT[@@

software, to a centralized |licensing authority. The
authority responds with a license granting the

parti cul ar usage requested. The software can then be
BEerat ed the user according to the |icense granted

LPF ﬂﬁ BYYENTIQN003] However, there are problens
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First, current software |licenses tend t
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[icense formats may vary from product to pr
liggnsinig iof 2 Medesvanety o6 mftraye PoAGTAhroBgh & Wide, vafiely ofrdistribution
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t structure, ree eW|th

different versions of the application featuring noreor
HAQQGRQQNPWEHEMWWIQN under the base

appl [0@?2‘ It ﬁfgj B facy ﬁgﬁsér% ity bi @Lb@rdﬁgéﬁﬁd&%oﬁg&fd% SOne

code o t application,
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Ssing the COlTp ex censing requlr S
bﬂmﬂle!fﬂi Fhodsec magl efertminidain send[sODO Bipe F)ﬂrdbimﬁe;r oﬁfhe ukee’s

oS B LB PORSE Sl g T A0
cma‘ahzﬂ:dﬂucﬂg_lrg a!uthoatys Ehdautleority egadsgitu libase glyin@@rthe
SRk PRy B Pl B! b oo
litensegrsntad)byathe hothority. can be very bandw dth i ntensi ve.

For [ld&(ﬁ{] S However, there are problems associated with current software activation
solutions. First, current software licenses tend to be represented in proprietary formats that
vary from company to company. In some more extreme cases, the license formats may
vary from product to product within the same company.

[0004] Further, for many software applications sold the product definition is not

a flat structure, but rather tree like with different versions of the application featuring more
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with slow internet connections, this can be a very
time consum ng task. [0006] Therefore, what is needed

wo so0a/1s¥sandard |icense that is capabl e of repreSEORI00§027329
the conplex |icensing requirenments of nodern software

FIP4SSHSRa En e SRy R oy B o
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tra smttal of theetlre use |icense. 005}8(] In
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rrul t Fu@bq UBIerdfbREWEASs 1286t iD 8 ktafklicd HRhey tHAth &ﬂ)alSlB ef
resultin usaqe ri ghts based on _an aggregation policy

r%%feﬁmgd § $qR Wéaensa%%r@ew%nw# Frodesd Rofivare Arplicatms, E’Fhﬂe
BN t§Fonlikie JAREWLNGS [ 0009] Figure 1 is a block

di agramillustrating an exenplary conputing

environment in which aspects of the invention may be

i npl enented; [0010] Figure 2 is a block diagram

sUMmKﬁbquWy networ k environment having a |
var i eti{ of conlgutl ng devices in which the present

i nvelf0Pd ke userivenping sxstem fopen apliratign camprisiag yplurality
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accordance Wt e present | nven
forgrakidaging e udé biggnseagainkiirsyariatyiof gn\monmﬂmmoadlyomﬁeaﬂm of

eﬁ%&l%lﬂ&dt{&ﬂ c%ﬁo&ehpﬁpgﬁ ?6%‘% Af.?g’ %%rhg%g Et zy\flc;eplsqtg% authorlty

present I nvent ure
withew tizertrankhisgt ofcthe ergirawsedixenpl ary met hod for

exte I tin Ilce n_accardange
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BRIEF DESCRIPTION OF THE DRAWINGS

[0009] Figure 1 is a block diagram illustrating an exemplary computing
environment in which aspects of the invention may be implemented;

[0010] Figure 2 is a block diagram illustrating an exemplary network
environment having a variety of computing devices in which the present invention may be
implemented,;

[0011] Figure 3 is a block diagram illustrating an exemplary application

hierarchy in accordance with the present invention;
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general description of a suitable conputing
environnent in which the invention may be i npl enent ed.

wo pooshaisksl be under st ood, however, that handhebdr/UsS2005/027329
portable, and other conputing devices of all kinds are

cont hF‘t F&ﬁ}‘e%s Yfock G1ag1‘39ﬂﬂ&§t{aﬁﬂg W &l %}ﬂ?y ﬁ%&?c‘?%hcy

inve gener pur pose” conpu
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i nvention can be inplenented via an application
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whi cf00ws]l | Figere demd thelfeliowing disaisgjemnare aterclod teeprbviaé a brief
comput er.. ex i nstr.uctions, such, as pr.ogram
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iraplemkited Ut shoull Ht ahdemisod, Bevever, that Kindbéliortalsly, 28 Sther
prograns,

Gener al | pr.ogr am nodul es i nclude routines,
COBP BRI keSO BR e g EE AT res canpre b RS v
inventicar Wwhaa vatgbﬁe\ﬂilepmﬁoaes&@mwfer isrHRb R bel PR this G bne example

Tgbst ract data t%/IF Typically, the functi onal | ty of
Ve tHSPEGF AT YRBHRH BaY #el Do iEplcsiipicH drianenvipripent olindiyosked

hé&d Jeﬁ@cebﬁh%&&h@&?llﬁ[m%lmt QienMRERRES bre ifPRSEed, c.0., a
skilled in the art w|l apfrem ate that the inventron
k8

neRypThed epyiroppieridn Whithihotlisat derispprivesrmagly peprbrowser or interface

1FRO W S elde s, O her wel | known conputing systemns,
envi ronments, and/or configurations that may be

sui t W81 fAlthoyelneirequireddhd inventipn ean YerioipledenteB wia aar e
aﬁ}@fcaﬁdn'ﬂr&ﬁgnﬁlﬁlg 19@ff§&QﬁbgcﬁW§étb asde(' ﬁ%)r 'an %Eﬁllhgcgwthm

| er ‘'machi nes, server ute
ﬂ?@@?i"@éls bropyging |801i§mr€ ehichwil ys ﬂ@msbedml ﬁle@pnqnd@sstoxt df as e d

%@#&@ecu@bﬁ’&ﬁ%ﬁ&ls su%ﬁ??%ﬁ%ém%&ﬁi e,r X En%sexgctg%d\égl ong or

m ni conput ers, maln
mipteecompusrs, surh apraljenaiverkstatonsy sovteise e:obthen delvisdsr Gbneraly, program

nt s ere tasks. ar erforned by.
SRR SIAL AR MO ob gD i AT ke
patmmpaitcala wsks anﬁhpiemkntqmrtloﬁlhﬁ!bstda&t data types. Typically, the
trans i.onmedi um stri but.ed ut.i n

a co
kRN SENE Pt Flosh Go Ba bES iy o5l o Resst fp various
ethoglirheran Maoresvet, Zho@é) skallddein t}&taatrvagapﬁeahta t}iaﬁ tHeUskicRGon may be
a Vi C yre 1 thus
PAT g R e S %‘é" 8‘¥ lé“@ P‘isa Fher wElBRAT P P ERE m
sy@femsrdmﬁaﬁhenlé) @nd/ét dohﬁgliiattoh@thbmw;nﬁé NNaBT®Yor A€ with the
ene aItho h as made cl ear above, the
E R e S L AL AT
madhirs detv%ﬁ&ﬂnﬂauf&m%d Rd NP PaTRRE, N ptRefd8f systems,
| nt ended gug est any limtation as to the scope of
myproprocessor-based systems, progtammable consumer electronics, network PCs,
minicomputers, mainframe computers, and the like. The invention may also be practiced
in distributed computing environments where tasks are performed by remote processing

devices that are linked through a communications network or other data transmission
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or functionality of the invention. Neither should the
conputi ng environnent 100 be interpreted as having any
walependssexy or requirement relating to any onerPOI/US2005/027329
conbi nati on of conponents illustrated in the exenplary
ARREERH R0 D00RRA, 0 b Dot B BLEREN AL i
botinleqal ansireinnte| cohpstenstoragemedia ngluding enegeomy stbiage)deldaes.c e
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iR tfiehﬁltsteﬁlarﬂergfry @&ffl@ fn?b%gssgg Hgg Iﬁa{?i&ﬁg S}??%Eé){llgl’%nIQI may be any

I ncludes "both volatile and n
of seheroliibas o hes yimatures isilinigs memiérs buByr memory conssadleplae,

| 1.4 tatl ol
APl LT L B0 SO RIS CRHLRL IS o o
exathlea anCurtpirtietion serhagéhitreuicaincindé IindesryiftkiadoA@hitdceure

(RSO, B L ATBAAB AR Lo SIPOEh S R i

Elenfroriseitandards Uespcasion (VFSA docat basglatdl ReriphablrCoptpons,

ata str re rogr am nodul e r ot her data.
: r%’ﬁ?cél(@ g?%\éa}esoﬁfﬁ%l‘lg%a nﬂﬁlngzﬂﬂgggus ut is not linited
to, [PAY] RhpubrPROpichilpimblud@nDiayietiof %xﬂﬁftermDVD) bl¥ media.
or

t echnol o . digital versatile disks
ChERUR B Ie ek bE by geblSiaE R et Sesetied BV compute
1 egid eddhelet Bt volrtBRad henvdiatile iiddd, ageovable ahdidn-RRGANE C
séjo;@ge defw ces, or anﬁpot her medi um whi ch can be used
mEGR- SOV Y PlEAHRIS; WOt FRAieRt SOBR SR EPa RN Hedia ap gomprise
cARGRS SBEhgh YnedRMRH tefimbdidatiorMBAANCERPM Ot SFREH Bedia includes both
t%l{ﬁl cal |y enbodi es conputer readable instructions,
voleitigand nonelatlesempyably apdman amaeyable medrimplegntgd jnpny method

orTehHbiBE R for ddtae SF BifcHaBYFIcREs Rnipdfel FealablBh&rilions, data

ot hertransport. nechani sm and includes any information
stysiures girgetamdnedules o other dafa: Gpriputen tatageamediaingludes; bytasmy

lidited t9NeAM, ReIM HEprNE, @dsh HR&%QP& oitﬁe? Bn%glﬁbgtg%ﬁ%io%&i ESrROM,

set or changed in such a manner as
digitrl yernaile disks (@ MIMeor sthghenticalRyjskstoyagef megratip basset@s dnagogtic

tape, magnetic disk storage or other magnetic storage devices, or any other medium which

can be used to store the desired information and which can be accessed by computer 111,
Communication media typically embodies computer readable instructions, data structures,

program modules or other data in a modulated data signal such as a carrier wave or other
-4-



[imtation, communication nedia includes wired nmedia

such as a wired network or directwired connection, and
woweehesss nedi a such as acoustic, RF, infraredpCHOR005027329

ot her wireless nmedia. Conbinations of any of the above

@g%&g&%hﬁﬁ%p gnd ?glhgeg%ggi_ﬁqﬂgﬂaﬂoﬁ &%vg‘rﬁg‘xpe%l g‘Bg 2R l‘q;ng(riulated
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r. tlnesthat hel totra sf er tion be en .
G sy it Ve Bt D4t e B, M P, gk i i
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0 pe I {020l Onhélsglstﬁﬁlﬁﬁfﬁﬁ(&y M80 iBlullesedfhputByst¥iaye MEi@ XPH® km of
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r%lmaﬁt ‘ihi“é’/eli’dﬂ\%PSi?r lp@ﬂeﬁ%@@@@%el@maﬁwm.campgpr Idysush as
d@?ﬁ?‘@éﬁ‘guﬁ M Q(/plcEl'l}gé%r@d h rOMUSYH T RARS) 32 ti;}ﬁéaq}y@'oﬁtlémg G4ty §nd/or
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pl:clag'%le % 326 rm%; of\@;{é 88, ah@né 1 Eg?ﬁg%ll re ?ﬂﬂl%&%}t@t{ (wgfating

ma Isk’1 an optica rrve
sysécanl §34 amnhcmommrogrems tiﬁ atheepmograth Ineydulee h¥@ laad program data 137.

opti %0 . Qr_oth tical
g)% h L uteis al&) 199u<§30\11eé- ’removaglre/nog removable,

medi on-renova
vvloﬂllamph\eaﬂmmmttqr Iswrage mediacBy wayoomempkoﬁna/ Fhyate ICidlnstrates

| exe al eratin envj.ron
+ Baiac S p SRR o1 PRE EoP bl o P e magnete
nreamsaemumuc flisladtivenEvrtahat reads fism ofl ivgites 3 a waddvable) | r@nvolatlle

di sks i.gital video iid state RAM .so
R B it o RERR) 0 e S ooy s fod pemovable,
nényplatiiel dpyical ABRE 66,80t £ 2l CTE REWS besthdrwptida? elifAl OtGh 2
non-r.enovabl e qe interf ace such as interface 140
renpy bl gasTame vapbleo %’ni@iﬁ & AAmBtistoztee dneshia haticgm by wesd in

thaleRerhplitly ©ptadinE @R RBRhaH idc@idt Rt &¥ fbaThiRES o, 1Renbc ﬁpe
rem)v?]bl e nmenory jnterface, 'such as interface 150

S eI A it Hapileddscigiabuided peitselid state RAM,

so‘lﬁi%fa&gl@ONP ahhPehel 1iRE Uhs Bk IRQVIBvA A ib wpﬂﬁfl& é&ﬁlgctktpto the system
n@b” e 1 provide storage of conputer read
bysri<{ thyewghgon-rgme yabla memery interfacp stey@raamtw&ae Ilé@, apghthagnetic

dist Bgve 182tad E]S{[caf &S &REINYS e t;;i}réall?/ btgﬁl Eo sysfte% bus. 121 by

exarrple hard di sk drive 141 ust rate as storing
a BV alle MMepLIneRfades uchapistarfaae 190 progr ams 145, ot her

? rh ggg@ﬁ‘] Mol laRiSes LAl the SR RY" 8\%&{81 Fordgt medPhieu L3%bove

and illustrated in Figure 1 provide storage of computer readable instructions, data
structures, program modules and other data for the computer 111. In Figure 1, for
example, hard disk drive 141 is illustrated as storing operating system 144, application
programs 145, other program modules 146, and program data 147. Note that these

components can either be the same as or different from operating system 134, application
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conponents can either be the same as or different from

operating system 134, applicationprograns 135, other
we@emgn sgsseaodul es 136, and program data 137. OpepCEHUSI9G5/027329

system 144, application prograns 145, other program

14 r ta, 1l r i.ven different
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pH@,@ahﬁVpoﬂt%laQﬁivé}tszh%éria{llﬁﬁ’seﬂfszi.di splay device is also
connected to the é%sten1bus 21 via an interface, such

as alWP?eoAmaneer dor pther type ofr digpiydsvicniselogeanced to the
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system bus 121 . Northbridge 1s a chipse
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. . : i Di L : |
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|EPER Qe R0ty Wiwo B Pevg G Pete B G Eptrgampte of
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ot he e i spl.ay device.is also connected tq
1, 408 Hos 1¥ D Hhes e o BB bt D e @ ediedie S ypigmibus 121
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MR Er 0B FTBORIRE L oly SOPHES M3 afsp psuge oBgt prripheral
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may be connected through an output peripheral
OWﬂ%é??ﬂﬁgﬂfggﬁwfé%§4] The conputer 111 nmay operate in

a nefoupe) K ehe @BMbiitSNNE Hhaybpe A ih QAbGRIked Qmﬁﬁ%ﬂgﬁnﬁir{gqogical
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Qe DR ARG i) Bhiptfer 10, b Ld hou
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hgs !becm lgljllﬁ’f@.teﬂ.m Figurel lodhe Wigicslmonesstivwnispidegiic Figotrei Ininclude a
loEd19Hh %et%vo'rlp&lA%el 7% and a wide area network (WAN) 173, but may also include
other networks. Such networking environments are commonplace in offices, enterprise-

wide computer networks, intranets and the Internet.
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| ocal area network (LAN) 171 and a wi de area network

(WAN) 173, but nmay al so include other networks. Such
wmedosn1dseng envi ronnents are commonpl ace i n of PATES2005/027329

enterpri sew de conputer networks, intranets and the

| nt ergipt [

L0t R | AR 5ethl AN AR oyt 111
cofdected tothg i AN h@t bhmugh a netwofkdoerface omdéemtee n 70,7W)henW$edun a
\Viﬁpne (frﬁmg\A es gﬁ%gmﬁ] qu 1cat ért}crl]uedrrgggsrr:{}%ﬁ 17} or other

xmsmaﬁhbﬂﬂﬂm@ngomnmnmcakmom&rdanANmG3WAN1&%ﬂehsuﬁh'H&
t er nal

s 2 VAR ol BF e e PR TRl DA ot 121

vidthe us;empmnlpt&facmtﬁ@r 61&Qﬁar 1ﬁﬁoprcalte Rédhasisia PiaragRtwdkal

mechani I n envi ronnent , % ? ram npdul es
R EAS0G POgT R ORI ple e Ot o the pombut ot pagEs thereot,
mdyefeaafred mhe Ibﬁo@trﬁgnaﬂy bterag@ GeviRTBY Qaf B ®aynphel AiAde

devi ce. mgy of exa and not limtatiqgn, Figure
hf“}ar%mua% bElustEatgsremy ﬁPPILCaE“i’IUHOW’a@#% reiding gn memory

dedsé B1NG vAN bEBPRENatEEMb e Addorklcbniéctidns Qﬁov@p@r@ %fén%lﬁg and
t hat the network connections shown are exenplary a

offiehmieanyeos A¥atiphiag e semmynicatipnalidobartieAndhe Gagmmaters miy be used.
bet WiRe! h@n&%&'ﬁlﬁ%klﬂq}( HRGLSE Qp récgaqg{ﬂit %%pg{er 111 or

ordlnarg ski | e art can ap C|ate t

ofhgnplismbdevice Fappe dﬁpmpd e pagtrif a@empveter regvorkdndip raggrddthas
Qe@éﬂt nR/fent?on QME &)r an ?P/Pﬁtgr S Ltgmthghﬁ%ﬁ er Bﬂﬁemory or
present In tion p o any c uter system

stezage myitsa ayd amsmbelbemf applretigns@nd Bltowsa@e)cunnn§acr@as dnyamymber

3es currln acr.os
oFHORES wits 0P BRUREE ThE Bl RS 50 SRl 6 4 VPG PR
s¢rnt:r@nmpmnrsrmg chgmp bgmpuoera depdoyed rmmbrkwnhkomehu dilivmg remote
rs d i.n a netwo

oLAMELE Pk AT GO LB AR e
hpne@pm_gramlml@’lIanguager‘]rﬁmmairﬁbtyalm&i-gtet_hﬁblﬁnﬁteﬁwﬂ&bﬁ%ab111t1es
conp g gevice avin ra .Nn anhguage
f unctb %ﬂ 1tsgll1bu eﬁf%rpgl}tlé]g ggcillg%te%%]még%tjcﬁ?m% 9 resources and
seraipestyl dlﬁebtﬂﬁtchz{n@@%edﬁ @inputiy ReliceOMaALYiteds. Fra6del rbdoBic8Sand
shari.n f conput er sourcesvﬁnd servi ces b%ﬁglrect

SETVICES AR % Bt RBIPEE SBLRTIAHON S3A0E sloraghind flisk storee fardies-

Dimwamaﬁlpan@ BRI\ C%agh Bﬁﬁdﬂ\d@rktcal%leﬁffﬁﬂaﬁlﬂﬁmﬁ’% clients to
nfornatloE cache storage, and di sk _storage for

leflf:rla%esthelbf:%l ﬁlmogd:r ﬁb@n@m&ew a‘ﬁtﬁﬁ@ tegayfd, a variety of

dé\@dedialf heRIUPBREatBAS, Mbjeéé bﬂ’éédﬂgzeﬂhhﬁrﬂﬁ}smk?aclt foviftlpfEte
their collective power to benefit the entire

ayhgniiFafion dechnigpesiaf ﬂse nresgifripvention, RF frastgd graphies\nirsdine(ay
havejoas)! imakt Q;ﬂ?owcﬁph 8Hemad dib SR YE G Sxe ?}rﬁ) e 011"](6? gL

interact to | icate authentication tec
diglributed, Pomwv@atemwnmnt Thedisteibutgd eqpmutiog pm‘p@hmna(csyn.pnses

Jn%%ﬁ% obe QY G, %?@Qvérﬁecgm?t é@[}%ﬁ‘?,{ of dg\h% %Q (HOb M10c, ete.

exe ary networked or
Thase Phietisrmay comprise giogranishuetdds; datp stbren,g)rwmnmabimkrghc etc. The

olﬁ%ﬁf@o?npnse portions of the same or different devices such as PDAs, televisions,

MP3 players, televisions, personal computers, etc. Each object can communicate with
another object by way of the communications network 14. This network may itself

comprise other computing objects and computing devices that provide services to the
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conmputing objects 10a, 10b, etc. and conputing objects
or devices 110a, 110b, 110c, etc. These objects may
W@ ooupnises progr ans, net hods, data stores, progreEnusih®027329
logic, etc. The objects may conprise portions of the
SRR oPFighel ff £0braRY 'm%n%geﬁ‘ebt At Ehtioh S0 Mor 10
3 pla )%ers tel evisions rson a nput’ers, etc.
nEychntaly) @@Pplmhomthmmmhtm@swm wthﬂmcdwn teshiigugs off thevpmgsent

IWen£+}$fOFW g&&% %gk?ehgg(tsv\mk 14. This network may

co ut| ng obj ects and conputing

deV| (0929} hhparpalsn/bmpmratcdctm an objedtenyisdseli0afmdyi lghosted on
ention, .each

accor danc as ct .0
ipaboRRET RIS 1) PR REEhe Dl i R onER 4B e
m@vqhm thetchenecatetl Ideﬂtescaabompntére,cshch itluasitioh istretelp eRSEIIAry and

ention .for t ust r.a C el ine 0029] It
thehSRr gyt sl e SieatiiHibe Sl e bbb P getious
digitt] deicbosichds BDAaﬂélkhﬁbn§Mmlpﬂd_y61g e Vot akbbpictskiéh as
I tho ]gj(ejhgg si cal environnment depicted may

.Thuys
e %%QMB %téf‘ ‘ces as conputers, such
i 11 ugoBeyt | PRerd Sre ARARILY 0L/, HobhpaRtshtst B Ryt C&figurations

envi ronnent may alternatjively be depicted or descri bed

thad sHRPP riﬁalb\vto?fi COMBUtHBGNY EnMeats; ks exapRls, cQ@Ppiygssystems may be

chileSt¥d BlgOMSH byNRAZ1RE Y RirSless@Ysems, §9iacw61{ Bv &Glidelguch
as _interfaces, COM objects and the |like. [0030] There

dpsfributedpgiwosksy Comrensly smamygof tlaeorrwmfbmrg coypiad taghedptetnet, which
pFRDick G ﬁﬂds&ﬁkstuxlé hdtwigst QQHbuﬁj:H %BIBPLQHI%%Qd Q%ﬂfﬁgésg any

envi ronnents. For exanple, conputlng systems nay
ddrmaepetwarksoget her by WI reline or wreless systerrs by

lCl(:l)(r: ?ié)g?ﬁt Vﬂrhi&%e %E?Mlﬂgé é’nvﬂbrﬂl tp ltﬁe?e arl gtt lry,\ﬁ %r dlts%arate

€ net vvor s’are cou
n¢twpé4rtrﬁe15p0rt/Wdemtll|at w9y eheb suppert amhigas prrowccblsueh isqrovwr ted, data

sses .many di.ff
(kg)ltlf&/frélgslétaﬁg 8’8@% U 11:@% &,-;-EQFP owgqagc? ﬁrgiexgaﬁle/rln? nglrz]it ]glrost ome
corttwi devanee swrh ak Gglgtswitches and gphsatemapg tssokvet ﬁ:&rtsp@fnhectmty
d| a. that h suppor uni ocC h as
o ik Ry SR B ol R B R AR o8 a7 SRy pdcin i are
ac(cessgﬂe witlaih ﬁ][d‘lmnﬁ)usﬂllgdltba’ﬂ\ﬁfeleas Q&[Q%ﬂ{ohlﬂﬂmil at. C?OMDEI?) oRQfied (e.g.,
Ces suc t. swifches. and a i ances
HERE PR, CBEvsr o pote o) Sotetin Ybks Bt rysaioy e bemagjher
aewirel (elgh €ah®)ee vaeldss @aglRanghds)Gind nfaly bb @fstrBRted Withfrdak €
sible wi.thin the hone using either

noden ar.e acces
hogps @at?a e Rl rereat metismay Pty by Sie] @rapeh satclic
OIHQHE alfNR, tyfSiedily QistepiRsH iR BionlelusiB Y &MU 81 YEEY 13Mn@H VI
afflc may enter, the hone either as wred Cat

arg)a SQ PMEGESHE] aéggltelem@rcon%eém forpqaqlbslspégyf aefkip ql\qyg,ceg)eklgof these
néhSrkleh Bisdr@bni¥ ahd bihetshBat RRAYRmERE @thg{:gcol%téﬂdﬁﬂdg fha

Entertai nnent nedia nay enter the hone elther %roug
ingezgopngcteddo dprmeanpganghhat may besoanecied tajths puiside t\’@dd iby wabief

thB PBmtSInNHoR 0Avakiely of @Rb&ate s&lrkes LaAropd SB}Qge and transmission

of data, and consequently, moving forward, computing devices will require ways of
protecting content at all portions of the data processing pipeline.

[0032] The 'Internet’ commonly refers to the collection of networks and gateways
that utilize the TCP/IP suite of protocols, which are well-known in the art of computer

networking. TCP/IP is an acronym for “Transport Control Protocol/Interface Program.”
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are also energing as digital interconnects for
clusters of nedia devices. Al of these network
wensnosseent s and ot hers that may energe as pre¢DUS1005/027329
standards nay be interconnected to form an intranet
fh@qﬁteﬁ@tycap Be G@s@ﬂﬁ&lta%q sy Qerh BP e%glfagmg?qugﬁgd]ﬂu@a/rem% Bhputer
the Internet. In short] a va% I Sparate sourcg
ngRyogks ifigrconipsted tby rca@eutaqa @x¢cnmgsnatserking poftoapdst that alloe users to
HEABCAUEIS WororRUT Ol MR BB G ASHE SRl |
require ways protecting content at 319 por {i ons of
infhematian ahqmmemmstengwmrmuDMQ th¢ DE3@]t hateghtsd fat @nnmtly evolved

. f coll ection net \wo
AR RS P P oy O R0 bR ofRlas e e R perorming
spmadllaecbcrpermhd erlsOwas |esset1ﬂmelyasnﬂuoutfrestmrmut er

Cont PRSIy Bt il e raniPeriehd e Btk onelgaies

sim adeatkbed, per-go-paes ioe fytafd a@a@@aax;ahlml l:I)/entﬁ is b ieRbbest a
ut ers

enot e conput er, net wor k t erconnected b
R AP GRS  LERILT Lo AEAD oGS Gt geiaed.
Thi, &f @eipudiig] a&'ﬁéﬂit&s a ploedsalel, e Fﬁl‘yﬁrsett d”ﬁndﬁﬁé%% |6§tasks that
in

Because qf such w de-spread ormati on shari ng
TEAURLH %S%?WPKIQG‘%‘EP’CWOQ‘:?r PREr2 N TR flisht nagess ‘t‘tHlZéS fhg Fequested

sEORE hithbit heWaE ME&nbWE SnyAlorRiE aetaﬂsssb%m tﬁ@&hwre}gam or the
devel opers can design software ap ﬁ) i cations
T

seuice Byekh Higp disatseayer 2rshitespes: pettigHaror newerked es@tem a client is
uGRAFALoAp Y WitlBQes El@d%drrieﬁ:@drf? Hesm[rgég%%l J&%?’angﬁgr computer
network 1 nfrastructure enabl es a host Of] ne
eopate &’ thegusmpls ot Figenet2; emputars 1 lﬁeeklﬂba'—tcp gan be thpught of as
cf%@dnq c glhblt ﬁﬁt §tc c-m Be H’l%{l% Qf" as thSse ﬁ % SCIQ’CI' a lOb
e o1 ano

class or group t uses rvi ces héer "¢
elgrmafniging thecdamh@;ths thpn re;phwmd in ehea;hstt cofﬁhutsl;s 1i16a, 110b, etc
819”|p bﬁ 801% ?e(_)rﬁésr 1%&£)iclal§<aareg{ g c%ﬁxs gtaﬂ s isn accesg E\fy vgr a remote
ngIwoRki saddasbye hmm&‘te"rhemhegrpmms'ﬂw helactemln pIfegtesmputer system,
| st@e8puter sy

sthe re ested .service without having to . )
oA Sl G B 5 S R BB e eoE St oaariyin
ofictEmotier umece cmhmehlﬁatlohmmadming Bos pro\iding Idistiittifddt fasdtishality and

articu WO d system_.a client is usually _
al’P onput e lp H lfr?tggoc E%Béga@?ﬁr z@eﬁﬁ@mwnﬁé@sﬂ?%@abﬂmes of the
sqm'emw ded by anot her corrputer e.g., a server. In the

exa H‘s of 1F| ure 2, uters 110a 110b, etc. can be
thoﬁg IofC ’§§ |88W?%°° nicaieptitheane ppotherpilizingthe  can

funeridnBity @hdvidel bgS prét6edd Bywe Foﬂ’t‘i@:ﬁ?le SﬁfﬁéﬁExtlﬂ%sférqi?otocol
(}ﬁﬁ) nmai nt ai ns the data that is hen reF icated in the
&it? OGN REPecal b is usadiy copjppctiop githahe Wosld Wide Web

(WWW Y abbivalR, & @Mtﬁet{iﬁmﬁ Sddr&Y SicBs 2¢LRRRkA pk@soﬁ’t‘é@ Lodtor
renmote network such as the Internet. The client

(LRI o8 e Intsrpet Feotagal (IPbaddgesa isfusedsto lée@ﬁfyuh@serw ot elignt and
con}AteP L6 b8¢h FRQCPIR etk REuras bive ﬂeféﬁrg ﬁ)eaﬁqnﬁjm&qug? REShurce

L Sys stem comunicating with one another ove
Lo resathop ﬁ%amﬂ@ucgmnunm@nmm bé phowgedjomr R |comtnsd1catlons

mbdita ! in QALY tl@r@xeﬁl @ UHG nmfllbtel ﬁlll Sedth oG0S tﬁefr) v%aaf@P/Igf

advant age of the informati on- at I ng capa i es
coppgstions for high-capacity communication.

[0036] Thus, Figure 2 illustrates an exemplary networked or distributed

environment, with a server in communication with client computers via a network/bus, in
-9.



server. [0035] dient and server comrunicate with one

another utilizing the functionality provided by a
w@embocsk3 | ayer. For exanpl e, Hypertext- Tr ansfBCT/US2005/027329

Protocol (HTTP) is a common protocol that is used in

WHRLH 8 gkk&@in%ﬁtlbn}(&g CFggéxlggoyg% Sﬁ m\aég@%e( Wumﬁéf%'f GaldrY 10,

a computer networ ) Sut ni ver sa
lﬁém;rat@mm@cmnmteq WRa Foramuzgipations eatwerk/tls bt o’du¢h haye a LAN,

\9%1]" ﬁ?r%nét é"ﬁf?gnf%gl d‘@f?ﬁ 4 {r%né}SeE g{“ (\a%h\i(ﬁ' drg&e %Lrlnglﬂ}ng devices

ers o eac her
lrlézi dildted16wm 1 8%, alenctveswhlas Rp@mbtemenipomaﬂmamdmwmoe@ster thin

a omTun at i,On can V ed over
cﬁe%eﬁwgg?cﬁ %)Hﬁance er fiewceasrutch 8su ? gg:% tl" é}lgﬁtar and
theelikedn acraydabe w:ldruqrhb pd:sénn uﬁ'aﬂlcmnbﬁshhms oonam“ﬁﬁlfé!dl that the present

RIS GaIRlY 8 oy Fiue R BEYdin g R BP o gttt

pildcsist st&utoecbnea\sbmamnx framtaltrudte8 @6we. 1 N

on with client conputers via a network/bus,
o o ek R e ] PR o G668 HePHOTR DR 14
i€l Bitémetafon iiiafle, @e sSAEMADTard BlAWel Biver®ivith whithhe clients 110a,
interconnected via a comuni cati gns networ k/ bus 14,
lm 0G0y LT0g, ftapgomypyicate;yiia ag f 2 npmber|of kaqweprotogels such as

HATP ServEly 1D Bfay @fso S4rv @8 cliehts 1l B01RE Biaf QMHC%SQ@UF accﬁ§tnbuted
110a, 110b, 110c, HOd, 11Ce, etc., such as a portabl

Celaﬁlﬁmgérwlrcwmh Slommuigg tiensymaytbiivired (o wivelessnhows ramqpnate
C@i@ﬁ’tl de@i’agsel 10Q¥ayVr ?n@f—‘é@nﬁﬁum&%a Einrun{Rons's et\{vﬁrgcﬁ)ﬂs 14, and

g\ , heater "and i ke in accordance wt
npw g enindepandent ¢appmurlieatipns aspreiategharewit. Foeekatriple, intthecase of a

T@gm Itfgﬂé’ %Q% hpr&ﬁ)'(]ﬁ(%t b@B%%o@&gﬁ%ﬁﬁg uctoln{r?gl tgeergcl)fc Eaclhn
chend cempterrld i ded seser gpepweritlandy ‘tferequpﬁdtwmlSdeusmpmcalon

pl;o aano!hH sa()r%%)te\é\@ n 55 r ‘glrtl'g) Ofﬂecttlons[ o ac?eﬁ% vrzli e?us %ers of storage

mTuni cati ons R&t wo
ebmmp loegbj¢dts agresswatrich {118s maybdxgordébr 16 evhich @rtidn(d) ofifiles hay

pnts 11 10 110c et g..
of B B Em{abde, Tho e proimieh T sebcu B spapure
nstumi‘k mlrbﬁfﬂ'dﬂ.t haﬁéﬁg/cﬂfeﬁt chthpireys 1808,d 1616 fewe thabca@lab &3¢ snd interact
cteristic of a di strl

QB saP P eV B oo HRHATGIET s (b Byt wit

chidnk €drisiters WUR[ EL0BP4E.QRA behbedevickd BNtand @XthsRSs 110 may or
may not communi cate via communi cations networ k/ bus 14,

ot DB PTG (L PLACEMBSRARERGS\

t her [GOIﬁEly Rigurﬂ&)/lhmﬁiteb@ EeMBlanoipl BehiaS RRAlrcHyQn hétBrdance with
ient conputer 110 and_server

cont r th e r Eac
o RSt e Sh o s A G OPTR s A ST J A g
cqlleogpnasnlioadable fro@iicto)2eTSSLib&Rakle frodh dtd32050%6hE) B2 1R
access to variqus .t ypes of stor age el ements or

Sa50; SQRECE codg s grrlicalicIP 1 but sach;pd Jicgngable rrpdistol02t395 ingredted as
a BRRfifdt PRAGO cBfablel JfB8inFBMNd independently of one another. The application 301
and licensable products 302-305 may be distributed together on a compact disc, or other
computer-readable medium, for example.

[0039] An example of such an application 301 may be an operating system. A

particular operating system may be available in many versions, e.g., 64-bit version, foreign
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be downl oaded or mgrated. Thus, the present invention

can be utilized in a conputer network environnment
whaoosngssed | ent conmputers 110a, 110b, etc. thatPCEHIS2005/027329

access and interact with a conputer network/bus 14 and

12ifguY e vels P %s§1o@ers1%%gegc %ta@h of thRL veFEi¥nd t%gl%ge%:s a I\M]e_&é%ble

clent conplters and ot her devi ces
paerticd Aihale &s@svemon mETivE EBtlmEMNr@Tth@\m@F dedivel dSThiRAT A IV/EF

tﬁYngR}c%M %n#] ngaE: F%/ %:ﬁhgatl%g 3!)1 %Sﬁmgx?tfacﬁﬁ %f%%eea:}%ilcaﬁ%/m 301

I catlon ordance Wt
cam v@nﬁvc @wmg%yshkhmgl a smgle phnkegawom’mylsmg marhi of dige la:Iansable products

3%9%9 etlh é%rglng Ithe glgfeegto 1? E%rﬁ%i ]lgalrfgc(eblga_sr %g‘lgl%ﬁgg, product that

thdw;aﬂmatdr mlmm 150! u«mmhec adianage d iyt ifaled pubchasdd bf a Patticular
is created as a

eac l.icen cts
I FBEhIR Rrodst SRS LAY I b ROB I o RBI ey O ye
p@cfdugtflfhe @ﬁtghiiz‘ﬁéié canmeso apmbuatcbatam%g a3kl Pidon %ﬁﬁ@&ﬂﬂ’lbﬁlon 301.
ro Istriputed. together on a
: orrpﬁ’@f‘a]dl & facg}ty B acﬁafs&%wapélquéagmg‘gwh@ay Bittfe afusp license
sEXANRY 1R ense O OBRI09AA s SXAHThE 1i€nses BON 309 capst Gtih@ill B30 License

may be an operati g system . A particul ar operating
392»&%%1%986&@65%?%0 3 e GifliRg H3P HrenssidRsWhide gpch heﬁznsamlq

pYSRILE i9EhowhnQ BhERE 119 BAOR YiBErRé, 3ls ndt 288911120 A¢he invention to
versi on, etc. Each of these versions represents a

opiyoap detsepgs tisensable pianeteTherrin ng Bmiite themugnbpraafdicenses that

efindickAGble bRALL RS, cohfify May derive some or all of
their source code fromthe parent application 301. A

manuf0@dtlurlaitiabpsetlisensa 3pT (az quti b the30x license)arodyi eomeprise the initial
| iS]
B efRa Mo Bt WnBen ey SREKESEIFATHL 1R BRE G
ptnlqbaSpmf@hasfer apphitatioh aray bherovaded with ICL-ROM ecm;]aishrg several
er wi shes to usge t her
B0 il ABlicddd, AL SORBE Lot nord o R e R s
Alcc@ansubg e P DROM nviy b es iritiel uqmgrcaﬁlse cbBespondifigtofthid Version of

featured v f the cens roduct, the
the g Rlicaton ngz;a\?}he Gt SERReE ?Flofluflmr% %fl eﬁ?fﬁgle-aglﬁ%wtvslrysﬁhs Apigal use
lltdmee Aappiiantahé aser &EMSS td D@ full Geahaed Vordion sththSapptiositvn

.Versi o cen | e product .may. have a use |icense

el g et fsg%tsiﬁf‘g‘ﬁﬁ‘f f55ed Yersigh 4 seme P geriod has

1@&3— B0 medhaser Satertdasirddio tlpgaide 4 Enothe® BIYHE 1idhéabld PBducts, the
li cense 3 the offline use |icense

| ne us 8,
p'gglg)aser\m?"l hay, 56?10‘?‘1“19&&@ Bbﬁgh‘iﬂf@cﬁ@ﬁhﬁré‘c%’ﬁ%m as havi ng
onl y[ood»d ink uSeEhcese I0B ma§ cORPridtRARL lieDsd éc‘fﬂlﬁe& he user

1=1ﬁ€lrﬁ1vent| on to onlg one license per |icensabl e product.
Shegssprchan guiehased « s trrRARRlisAboR, ayer the ieemeondrampleaWhen

the SR PERRAESs e Qg;&lﬁ:fatlémﬂle%@é}trﬁiy% réqqg'éé-lo defbdtd B aPffiRation

| i cense 307 (or out of ['1cense) nmay co I se
onliyg 19 Kegiyethe ppiisruse E?ﬁnﬁft |Té@| uqeomay preeent thia@ranpfacwreast thg

stﬁ%reSéﬁ)hc\!@Bﬁ W@tﬂfal ofRE bR lESF of W&tgee ééel?lﬁ{ grl'gé@%

a server application may be provi
Agt@rrqu mapufactuseraythgnticates the proof of purchase the manufacturer may present

the user with the online license granting the user particular rights corresponding to the
proof of purchase.
[0043] Offline use license 309 may comprise a use license directed to users who

are unable to validate their licenses online, for example. To facilitate this, the offline use
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versions of the application, each version conprising

nore or advanced features. Acconpanying the CD ROM nay
wheooanisses ti al use |icense correspondi ng to theCwESBNDRT329

of the appllcatlon with the | east nunber of features,

lf‘cgl{se %2 ??16 ne RN bé‘%LtX% Sh?or eQAntlélQ He%e(hs% hs%re ¥&hases the

er access
pv@usu, the uefr ndyebeapired &t firstrenten mumbd:qpprrmpdndmg &rther mrarated

t
o%uEtO C?rﬁ n%fle g a}o:éf gf I:fur{ﬁﬁ D ? }}Je‘:euger qn[g? the ngl?ef,et !(J%r may
respiye ad secood almﬂbdn &0 erodr itith ¢hel USaéS’mﬁiuer rfbmlzimb& Thikgecond

chas ave o.contact the publisher. for a
BbEHan e EBired B dhespr e hied e tisa iy
t@fsfpriiation, duttss a Hastefuaaticadoitexa mPleDYhit B omtbfmtat iy bé RBred in -

urchaseq a software plication, over the
Lf<ﬂ?\@? ét‘“‘g“d NelSe) OmPNEEn Letse “5@% fheiSerAtigapls tq pie the product
a@@?)bmﬁg ©the dfiMe WSEHcARYI00SthE E6tetnEI0A1ER0rBA b V@ Surkd€d. The
application online to receive the online use |icense.

epEal adidatandl Slegisabht compaisesdatarvaith instaiction on by tagriidate the

ofRRd hEHLRR. F’Mrmé e%amﬂ@ Qdcribdd ﬂ?é‘sﬁ&ﬁﬁs fhis é?&erﬁé? Rt Glay state
identifier of product. After the manufacturer

tlau thedath @éheegowfr@ Ppichase skuldxpriesnese fo thpzalnestored et the kpown
1&%{0&5@&6&& ¢ &b?n;}ﬁ%e? T kﬁerﬁ Bg @B d1Qadkk! 'ﬂ&‘eed%ﬁﬁe gEeallﬂztehJé%m

he user particular rights corres ondlng o the
bbpeqﬁwmmbehasp@oﬂgﬂ pr@fffolf pvrehage.aanil ph@hmg 1t3@ainsteke stored value

agﬁg@{ 'te%%gat{l/é;%& d'gz%lgfglﬁzagc?r?' § eﬁlte eegtangl \%ﬁlﬁgt%r M?Qsc%ged furtPer with

i'‘censes on
réppect tockiure &t for eXinple.t he of f1i ne usel i cense may
conp r nal Ildat r. 315 for | e. Wen
008 e SA T LBl Rl S A P EREE 01
nr z@qmﬂare:el with the pregencint@tion Thebheks 3118( #4155 pom dhdgR X Jocdtdiinside

rc pr duc for exa Ie a. of of purchase.
bt B Tae Bl PR kb R e TG iBed s R B e
nﬁp bs eanpribed uwitir thé proéuth HdSean’Vl(D IIMdiﬂlsﬁ fonSa coaipRiet Gcb'ntalmng
may be related to

d
o o sl D e oS U S A 51 g

StduaRsIrocdIT iR Rificatd (HEPES) 43 Ihashshuast in@%?:bé @ed lea<@arﬁtla£t@ the
nown ocatl on

Rﬁzhéﬁseﬁgg nber may be stored in a
Wingh may Emﬂdmwd topvatidate thg peaduetiiisense 41, der exampls. As
illubtrassEpreViGushy Bdudire $Qh¢ SPROMAHNO1 tly MV% aCHhIrLlht? &f H&Kisable

license 309, the external vali dat or
Poflecstnfi2etiadssoriaisdawiihah fath eelt licqmeble psqiactofeghqraaﬂoylated with

okeQTRIEd BRAsed 3D R399, 1F3r ihd %H&%@ fiuefatol onfg/v‘{lcteﬂsa‘f)%l edégcﬁltc% 308 Gnd

offline use license. For the exa descri _
» and aspeciajed ysp ligensss; bave dpensampyrsitieom Figyrest Ahere st lingih o

thB aghb&of ﬁlt@lsﬁﬂ@ﬂ()d&fts B &E’rﬁ%&%edstﬂg H!:é?lsgso{}]lﬁfeéﬁ g0 g S&r@ssécﬂ% the

val ue stored at the known location in t
m@@#ﬁhﬁ§$emmhe system can then validate the offllne use

lic ﬁ&%]?’%e Yo dﬂcetrl Qﬁsghﬁtg1std|38rat3§/tegf)%ssea u %roa P% ts s

purchase chec [
paliey iafng@ﬂgecsuw ag Ih@n@klt)ml Sahdaréd Oxgatioatiod lﬁghtﬂhﬂ)raxioﬁr nal

L%%lxigqeftlgb R]§’L Lj,et%IC &agl%% {J%Ilglé Q%gneral trlrg]hts or policy language allows the

product license 401 to be flexible and suitable for usage in a variety of possible licensing
scenarios, for example. The product license 401 desirably comprises several components

or licenses including use license 308, licensable product level policy product definition
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respect to Figure 6, for exanple. [0044] Figure 4 is a
bl ock diagramillustrating an exenplary product

wo pamenss23101 i n accordance with the present i nrenUSD®NS/027329
The bl ocks 308, 415, 410, and 423 Iocated i nsi de the

1%‘38& %ﬁi@é’a H&gh&%ﬁ el 'Pp'ibﬁc'&zge i f&iu&t'}gy X&E{;&‘H&B

| censes an nent s t at nma rrse
While there thuanly driegrstanse afdach c¢mpcmdniutlus¢mted onFigure dntheteds no limit

LRI LR, A0hs LS 4

Secuflodg] PrloowesgonghGegrantéd matpart(cﬁlSPﬁbe)lsab&]prodﬂu&leﬁﬂ’CBPDLIC
d t 0,.va t RAC.421 C b
e PR e R BP0t R e Pk W el Pt

cempnmls e plufdity bﬂ RiStenclt @trefpoating tsd partiduldrughge @ight grifiel in the

appl i cation.301 nmay have a plurality of Iicensable
b%%% tﬁgf’%pl'%tﬁ)%% associated with it, with each

| i ceupan| eSlﬂﬁl@ﬂyL(aprﬁddflbﬁ'IEf'eld’ﬂ?mm aI(Eﬂsd/\écﬁﬁ’prﬁéb@PQf Initﬁaﬂy, the
| i censes of illustration aon

pﬂmelélﬁrsaa’m“‘eaﬂﬁ? Soizes boasninet b only e appletipa fevsl Krbic ato

Thé &SNS Afon 16Y BPIDERTY 1067hBNRehphHEOPRsFofp8nding HhBE RidiSiuMO
limt to the nunber of licensabl e products, and

usage Hights grgted @2 picg ahide application 30fopexamplr essed in t he
pr odieks;| 'I“r@ﬁlﬁ:@ké&p&rtlﬁcﬂiQQé§hesTrl§ﬁy @519915’5‘% bf&?@ﬁﬁré}ﬁ%e or

IS deS|rany expressed in a genefal rights or
othaigenttisr castesprngding|te the applicateneinagy, afﬁmmmle@g@mlqsaquduct

@S&m&a{% B LSS kmehmqm&@ tl{af biRG ch%L, bhndlé@&ltﬁ g&@ﬂdsgd

ing a general rights or policy language a
Scitft\’@dﬁamphpat@eﬁsf@r %@mpkoﬂtﬁee feriebaiupibersancithewiértterbd by fhemser

bifoRdfe IBLHC s Ehogﬂ J:a*ﬁlb% a!:tlnﬁge?s’g%%?r§§%F g Ritificate

or exanp e uct |cense
4%’0¢ﬂpmléjesomwes @ta wbmp expecrsess how the pbdisies desires the ipraglucise

' C roduct | evel .poli r oduct
spuEILhTo B feontddd FOR Bne LA e YL BE sl S5H0Ty be
oﬂ?mll(ﬂoﬂdﬂtalrm‘rddtms;) sh,lwhenkthg/useEﬁcmlvitbmts@r&ﬁ& or\@pplication the

onelnsta each c ent . .
wef Flsde Paeedf forpfoge paiciugy sSREE T PR Shuticagon e
pmameemg wp;areeabsnannaltdhaﬁmpaescuua@foﬁnay(epeerﬁﬂw@&_ ° 13 theh the
t he. pr.aduc se 40 Teuagerlgts
o‘ﬁefaglr?géﬂg agler%? “FE‘HI“BP 1t %b é%? éCtB'r"@ uct | evel
PPDL{D@Y 15 ths Rurflieh bNBeniablepreidCievid @PDEIE@S1 4 grBRs hnd more
Each li censabl e Produc | evel PPDLIC 4 15 conprises a

fepiuts QF f1 gprYFatisparecabled: dharempp ritererat drphcasaPRs dedined across

the S@@fis PPDICOF [@Nteidddr o 8diGmARSAGEIRL s @P Béér %Pﬁqb QPplication is
r{{0047] Simlar|l 3() application | evel  PPDLI
1o each PBpslesiraoly; qomprisss a nrieatygayelias el s @pfﬂgfftgatl@btwpe In

a%%éﬁ%wzﬁﬁt%sfdgggw%;mn%ﬁwﬁgt%aﬁd;@a i b

todstrpping bowtle copflickis sesattehg t o the ni ni num usage rights
gr anbesh) t Fopetssfle, Qhisdr BEa N b%@hét%y%g% mtlf?i'i)leq}ggﬁg%lg

product level PPDLICs 415 associated with the server product. In one licensable product
level PPDLIC 415 there may be a PP granting the user a right to five client connections. In
another licensable product level PPDLIC 415 there may be a PP granting the user the right
to three client connections. Depending on the aggregative type and the priority level,

several different actions may be taken. If the aggregation type is “sum”, then the PPs may
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[0048] Product key certificate 423 desirably conprises
a proof of purchase or other identifier corresponding

wo o00bhessappl i cati on binary, for exanple. ExanpP@sUsf005/027329
product key certificates 423 are the serial nunbers

te qa?e_dqgée%r gﬁﬂﬁ‘néjﬂﬂg gée? g td%lto?ﬁlgﬂtrcqigﬁtstgg?e%ﬁgﬁsmﬁ" i tg?e is

application for exanp se seri nunbe
“orsridenthe velge pspoqipfed wyb thelP¥r withethe highgsti pridrity éed/elsro#)t twaghesen.

RO 2B RN AELL o FIE A ANl Epe n b i
thexip glestyemrifyois/usdde This blethod dor aggsgatmg comfctprgdtg é¢ deseribed
fﬁﬂgrwﬂﬁgigan&ppge Ilcensed For exanple, a particular

rodu y cer Flcate 423 may be only valid for
cert {ioS1Jpr mghtstasqouamevﬁfe:tatet(t‘EAO’S)eim acxhvam e:seﬂ\ﬁtloﬁmental
oduc i,cation the

RGP 0 s oA e e e S g Ciige er gomputer,
nayokk, oaﬁnym}ll@ Ipicé ofidaes thEﬁi pugliget ifn}iy?ltv&d t(ﬁg:gﬁsfﬁt ﬂﬁe ﬂﬁ'gﬁ Bf the
the par ct certificate 4 then the
Bﬂ&?@ &%M%ﬁj Iy B asspstatedoyithssyerallicensss, and may be
ube tagtitharitic@d a phi9dId licdBsclURBord1d fitiﬁéul;ﬁfusige%%ﬁl 8&Plafied. The RAC
PPDLI C 415 grows and nore features of an

roduct . | evel
4213 g%ﬁwﬁn%méi RABING o thg methodnessched dppending U.S. Patent

ApgRéaticARhEmEIPS 1088 08 T ha RINeSH ltnli‘a%/ c\Sﬁtra{n%sidéD AL c@)?reégbﬁdmg to
I'n order to determ ne which right he user of

2 ppicilahardpre Keptifiqationepmbsr, f@feﬁéihmr»"b desirably
CONP[00SHS 18 aBditiOf td the hG¥Ehre 1&§tlﬂ\§1 1L>n (ﬁ;lﬁ'?l?emctﬁgﬁﬁﬁ%tl 'n?ar}]i

type. In a situation where t
cofppigejan ydepitjes|corergondieg @qgme gmlcldar neppuk neayadtesistise trt o

€ K gff’é 'Wlﬂe‘?l tﬁlaolYgelt 1lﬂﬁ¥1ﬁg FgclsllvgJ thla Bar’ﬁ 8J ﬂE@ 42 {191965193%{1 ?)Iz }Eﬁvg

a user o server ave
pTOthsieﬁh @a’rbll@npng)dumnty,@iﬁbd:r VDI M(ilshouﬂt]tliemlsm@dec@e esdmeiidentifier

er. pr . Lic nsable uct I
o AP R s PR i bW DS s EALEO R B, 36 S e
partcdlanvgagel of em bppliominecs altoved, thﬂpmmbcheﬁthd: paengaliesvork
DLIC 4 anting

eve P there may be a PP
R Ehe 1 i ed TP e Fo P el v B R P ork
clﬁbﬁ@e:mdllmgayohnvb fbeela]ggﬁé@mdn‘é@oh&iﬂgé toxhél cdrb@ratf rdeﬁk‘dlrllf )thuﬁ
ev sever erent. acti ons aken t he
PSPl RS Bk g MR BT wHa Tope hagiee disamales of
nét@gektchexacteiaios mag idchde ﬂﬁ:%n@eﬁdﬂi@inai@fcoﬁﬂrcgﬁﬁs, & DN&Mame, an 1P

onnectlon If t e i,.s "override", the val ue
%?6(93’%@ Hinehvar éhalf% SRisties kppwn R tRat priority | evel

o DRI kb RprACS e SRR 7
RN Ry GBS TP BFITS (LN JaBEC Frice meerarp sristics. OEMs

ofeaiButda kb Rehrs ith bl 'pﬁﬁchm 0?81% dﬁhé#lec%ﬁ{phg%d Tf\é‘&%)?ﬁ‘ér ofhih

respect to Figure [0051] Rights account certificate

softwigofien &E’l’ldfé fkﬁrsp%greamthe REM afraneaiired dibdonule and mestdesive
thASBOSIHMak 1dBe R:rs@lq % kd&g&ﬁ&é\ﬁ %'tl?e%{?c%asdég e Wk 'i:{}ﬂ@.}ter and ce

particul ar user,
cogfpeteayigh they ﬁtppberpijﬁgll IPQPI@( SOEmryre\m thia nta@kertpi&ter ilosteatl hﬁrequlrmg

th¥! ﬁﬁgﬁas&f ofttlne%omputer go through some series of steps to obtain licenses for the
purchased software, but at the same time prevent the purchaser from selling the bundled
software and license to another user, the RAC 421 may comprise some identifier

corresponding to the particular characteristics of the OEM computer. This identifier may
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application 301 to. The RAC 421 may be associated wth

several |icenses, and nmay be used to authenticate a
w@aoobilciskar | icense before a particul ar usage PenUE®05/027329

granted. The RAC 421 may be inplenmented according to

Ep0FL 355 SS6ELLOSA BURRIOA, b Bapl 9L o g o
tgnmpldwanted isng gursygepdneivmy th@arafqn desciibing aﬂlaﬂdanadwsastem and

. o . . or . f

DR WL IR0 e BE OPAR T Bl R e 012D o
uwsahipithesRAGH21 damtiel ;frb\édedcto theeso froard |magufaotutedm-:the OEM, and then

part | h t f I Wh
ARG Ao BERARY 1 S GBSh el S B BRI
indtedled gethe M bmmmtepr W&he:d&ld ptuehael ofaOENIG oaiplite® httdmypts to use

oRaent e P QERE Prseertes FRE T e BacGRT it g vaidard

agsingt tie dﬁﬁf S\RirtpueR OBM et terisfiad] an@ ol e OFM QhRadleristics

artl | ar usage of an apBI ication is allowed, the
"%‘ 1gAuestyd SefRYATe BiReE Pe PRIEWISAK characteristic is
veri faosﬂ ﬁws&m&mr&ess)oﬂcanﬁém@ 8BE® 4@@\6&@%'&6&&0 the
networ k characteristic_my een provid

apGenticals iedtNg 4Eb Axflesaihed éboéfﬁéh%%ﬁ%ﬂ s qsn@@ authenticate the’
deﬁé‘tQi@&ﬁs@Q4dl%sd&§@éd V(/lﬂpafplgxﬂ@dﬁbﬂ gmh'l%fe_*»O‘PfSlB]h%()p RO 431 s

when not in fice net wo

ugeddp agthanticate F@Mfm A&e §8e 413 hmay berbsed tofutbimtipdte the RAC 421
uﬁg%' Eﬂy@%gt@&smeﬁo%e% e kit fn tﬂéj?f]ﬁ‘)lc‘ §uth8{t1[cgt8%13f5r[}%£mple

characteri stl known in e art
URAEC 431 maxycontaiancsigmod valee tat danl betinhpaged agoinstesyadrediang in

o R FAULBTER PN Tl ED i
Rs‘\é?f‘ﬂ/lm éeqlartdmlaheptn chase of one of their conputers.
T I T N——

indeesordanct hath then@esof invention. nﬂotet bfuse ¢is@isek fof a particular apphcatlon
r t but t he purc er of..the co
BB, SR ROt By 5o o et A il hohthe use
11te|neesmavd(ﬁ1enllﬁﬂﬁ coildiﬁdixﬁﬁl(ﬂ af, ate@gifidd, n@?%m ﬁiw&h@ﬁigy Pp”)
C te Q SONe series o stepstootaln
aﬁs?cd*’etﬁ‘g‘ggﬁ F?fﬁ‘ gﬂ@ tF 5%%{@%8 aggraajed H thagpndigions ae netayegified
thich FH2 11061RY & igndrb®fop UEGHAG 6K plfrﬁ&;gé 984 fhe ngttlﬁ%Asglﬁzégl 88set of
er user,

soft e and license to anqt may
aythops m@ﬁ%ené‘?ﬁﬁ%e‘iaﬁ’émin ?heeqmbeéwreégwﬂweﬁ yntilgaghhlicense has been
e@mateucul ar characteristics of the OEM conputer. This

[ dent i fier maw:orrespond to some val ue associated with

t he (B985, 4toPl.apptredmirisaEhpsseledicn go aprligatisa to use. To

ddteTRIRIPHAE BEhty! BeRGerdRY bed¥ S m@%‘sg%& 1 B8, aﬁ%ﬁcaL&{ any license

describj ng a hardware system an rre
asgecdated with By all‘éﬁtlpﬁrstqe@mbb/rremmd AR équabetd reeMiauslyGErh

re§Ref 8 ‘ﬁ g%?é § tth&§ mta? bp ?evgxsaﬁﬁceh IWBldtg % II'J%I%&J:.I% application.

provid fware nanur
E%Ché’ﬁeflsﬁ cn@V ry@mnwcqndttmns tthet slwm Hesatlh@edtﬂmﬁors alidwiag the use of
thg%}}ﬁfcﬂfotn%glbanﬁﬁlg{ ﬁattunz atp\’\‘facafa 10n (Sé. g., time or payment condition).
Each license may also have one or more policy products (“PP”) granting a particular usage

right related to the application. Because each license may comprise several overlapping

PPs, it may be necessary to aggregate the PPs to determine exactly what usage rights
-15-



installed in the CEM conputer. \Wen the purchaser of
the CEM conputer attenpts to use the installed
weodobmesses the OEM characteristics |listed in ther/Bg005/027329
421 will be validated agai nst the user's conputer OEM
Iy S Voo d el L St
oEa PR R} g Feac B Tyl AR £ B b T 1
cpoptsihg tib 8P Sessenidted/with o particwar applidalién aradesiabigpeitipved3The

g T S T L A S TR

chinpetmswelsrel ldenses swyibatsededafar kxanmé.i cat i on bi nary 301.

Sim , PC 431 is ed aut henti cat e t.he C.
201 5T AL e Hethigs A alffSitbed TnBL SR AR b ing
adPaf the mathodfyr Hyenbewlidadinhadh as the BAT X] Ufer dxatmpie. Anthbhging

art for authentjcation. For,. ex | e, the SPC 43 ma
(et eires FOh G PO Tl e A ot Bt AP B e phcgper
uvet] fofexatPlee Ani McdnS&s tht@hndt e ARIRTSET is dbdiraBlfytréfoved from the
d%ﬂj ti H}g,the signed value, it matches the stored

S¢ nsqsipEinggensideied s gecl ared aut hentic. [0055]

Fi gu[oas$] i &t 10f AoaitibirRed Bdtn & is lecBNEBRaadelthé Bdchad arf

| i cense aggr egati on in accordance with the present

ujtimaiely pagreeaigd degethst. theseis np partigwlar qrdsr reguiysd £ dhi sgfection of the
1iddHRes. AaY Eyg,fén{ nRCHAELhnHIE kAW ih HEERSRSy B Red

aut horized. Any condition associated with eagh'. of the

use [008PnsdisS1Psit isclefermingd ifiany eonditionnin the eplestedilicensapre met.
ARIdEscHiBed b iblustyl, Wo rEREL (PFBANG! BRI th&Mbelophibnal conditions

associ ated wit'h each verified use I ensg IS
agsgejntedywithd givieh license.don atanipbm &f tha licensstasspsiatetiveith a praticular

ot B ARF it Op A i FRALE AR e P BOF B
spesifiey a Hata thatithe Thense rsisodb mepite. Batitof theesndititrislin 8actlected
1 - . [ 0056 3} a user o
kRS 08 o AR A it LR Bl el
rafehetorfil D éo sefieat a diffgtenslidehe. user has been granted with

to, t ' ti. | | at
& hOPRIS 8408, BEPP %ot g ro ST e B e Ay
agheepated vdth ppevemislgiegited PPy, BARRsly bgerbiaHd FPs dnaytba&toged in a

e severgl licenses .associated with a particul ar
cH PR, L4 PrE RGNy cOm P} S Lo ATRLPRY Phat
mihipld litehes satypichl Y abelpidstedah ISORBY fokampR, &mpriss an

a&gl i.cation or, a particular feature of the application
AgELCEZNoN RHHY B PAPREEICRSRS Thespresttinuiyre speqiles hoaythis
pétiGar PPBoA Be B créfated AN PP@»)ép&Ef?ﬁ? SHeSsafne BRAgk righ@fhd N9
a particul ar usage right related to the application.
AR EALULPORNh IS USTdA deterraipe Whish PP das rréariby for certast pggmmatien
tyPES AniekariRlY PP & iNEGRSIMWE O aggregate the PPs to
determ ne exactly what usage rightsassociated with the
application the user may be entitled to. Accordingly,
each<{iPbhfctPOGsESi Ng the PPs associated with a

particul ar apRli 9. 9afsikf! v retrieved. The

<sl:policySum name="Maximum
Connections'>3</sl:policySum>
</sk:productPolicies>
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PPDLI Cs may be retrieved froma token store or other
centralized |l ocation on the user's conputer where

wo pamensss3 may be stored, for exanple. [0057] ApCB052005/027329
the |licenses are authorized. The |icenses may be

T NREAZE PP Ha %@W ofdf 2é 98 a%%@@&ﬁoﬁ Bipe 'of ﬁﬁpsﬁle aggregation

val i dation, such as the for exa

paligyhopd ofisua sphteﬁ¢s|tb=ém@e§a@r@t essoaidied Wtﬂhthe IPII’c,sbﬂslébe added to
I I
R s sl S A
cddhei foatiample fbe w;régatwn pdhigy ssciatkd Witk errhaggtogitiog type is
1&1%P§te?§1 ggl b{eoqu)%l t 510, an authorized license is
" BREAUSE THe Iicenses are ultimatel y
aggregated together, there is no particular order

faor -t-he I + han |
O1

L AroncAac

ad P=Y H of A
lcqbulcu T tHe—Set U\JLIUII 1 CITC— T 1T~ CCTTISTSY r\ny

system nethpd, or technique known in the art may be

AggeetatipoU5p]

Agg@g&joniltolics determined if any

bUIIUITI UTIS 1
descri bed pr

Mmym@e opti o

I lIIC DCI Cbl cu I IbCIIDC dal T IICt B AD
eviously, wth respect to Figure 3, there
hEhe vadechf thedtPscontaining the er@rhmﬁthwmamgumehused

I I cerise. I-UI
articular |
KM per i od|

EXdIIpI e, I I lllc I I Cense assocTr at CU Wt II d
censabl e product specifies a thirty day
Theelperdh died rgptaipingsthe thmetioRatimgin is used

Specifies a gate that the ticense 15 set to expire. tf
all of the clpditions. i he sel ected |icense, if any,
S4Pe met, theh #I?H&g%épn‘fa‘ﬁéﬂﬂlfsﬁ‘ﬁes at 525. Else

the enbodi ngn returns to BI0 to select a different
ense. [ 00 associ,ated with the
BJO% Etted Ilctﬂie logfé%ﬁ%gﬁtp%gfva'é G4 &G4t ed with

preV| ously aLgregat ed PPs. PreV| ously aggregat ed PPs
e

P e stor enl’fava‘fl?eégﬁi thg Righes)t(%ggcxﬁe | cP ed
multiple |icenses.

Aprfie Kl
|or eviously, sane assocl a %ao t
A typi cal PP, as expressed in | SO
Table T10F €xanpl e, conprises an aggregation priority and-
an aggregation type. The aggregation type specifies
how this particular PP should be aggregated w th PPs
speclifP¢iindEach 8P ssaveiaigd agid the lipense caimdea@ign @uyat Iif @ ®P specifying
Igrsl?rﬂé gsfra ehghtlﬁ?gotégtt&g{l] gtgnmd@r%d Ihe emb ngnaesgg“ chs ncX yetina
ciche mmmllbélﬂmmrewsislymooddmtmsb (thtﬁ'ﬁhe PP is placed in the cache

>2.26 I > .<s|:policy .
dSllO Rﬁ éeh)ﬁ % rr1] éigsiet ? gfr’] Is SIARS )4% heé%rln? gi?g%ﬁgf{q; in the cache and

the/cslIrerp PB dmﬂsii%nﬁly ag grapatbl evnhl theBR inahechcFadoadling tofHeor i ty
ag) regﬁatloznq?l}%en ?(,jPegilgie("il Qe gﬁ cf,) ﬂeﬁe%&%g 8rf1 thse lglr,cg,ngreg-argl%n type, according to
the priority level associated with the selected PP.
[0062]
arithmetic minimum is placed in the cache.
[0063]
arithmetic maximum is placed in the cache.
[0064]

If the aggregation type is “Minimum”, then the value of the PP with the

If the aggregation type is “Maximum”, then the value of the PP with the

If the aggregation type is “Sum”, then the value of the current PP is

summed with the value of the PP in the cache, if any.
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policy type of sum specifies that the usage right
associated with the PP should be added to the usage

WO b@bti1ssssoci ated with any previous PPs speci fRe¢ngs1ong027329
same usage right in the cache, for exanple. The

aggr te L b r '
0 RS T Rl AR B S A O e e
i @ €adhe EEaushd. PP assoc:| ated with the |icense considered

in t t/‘HO@6 I ff tl?e gﬁg tg;yeblg g?ﬁé?ﬁdesaﬂg the @Qlﬁe(* f‘rln%m;le p?ﬁl the

not been ¢ 2 enmbodi ment
cade withtthg lmglaest:@ghaganmrmrqng{ uagse&ll I of t he previ ousl y

cons e the the PP. S, ache

and LO%ZICSW(@HC nhéea”%‘é SRR s 1 ‘! US1 {hg fié% Vlo gyt he
deseribedipgpgatidnginpes) is isinot inbant malnhe the mdvehﬁma towlncrse tm)emsérﬂ)ed

bI agar.egat ed th the PP in
& ko CRRR SR G e tht foitory se Snansir b Esmiqre ke in
tleenuad fofleupespdiinpovadiest he aggregati on type accord| ng to
th [ [ | evel ass Iected PP.
[ oSeE’rP'ﬁ? . %ﬁe Cg\éij‘i‘eé’é‘&ﬂ 853‘9%%3%5%‘”“ ?ﬂt selegtpds Hoeppps the
eiBbalfeMfsclebts ﬂBFﬁew licBnde €5 A, TThdErS ddem it BbTANRS t6 aPSraGRIPPs

in the cache, 0063‘] |f the aggregat| on t S
fropthe Fempming kicepses Hatikthgre are gp remainipplicgnees. Xﬁe exhausting the

liBdrisé, MdBish g i Mﬂaﬁlétoﬁﬁe?!%gﬂfok the %Qx@ic&i%@llcz{u@g 4 bel fBund in

the ag gregati pe is en the val ue of
tlwﬁmenmgpegrpeat%iﬁﬁvﬁé@rw mﬁhetqqeheval ue of the PP in the

cac h 069]]c BB¥e 608 Rbw lifaghd oﬁggkwi&]ﬂg%tﬁ&ﬁgﬁ ekiSrmnal vahﬁatlon '

Bool ean' en the | ogical val ues I n
lm@emancs “utsbéhle PIEOGBYentipn.tAreexsayonl egladatiomindigper fog a use license

is cQ&ﬁfn e “H g%‘l g&at&ch&té{'ﬂl l{lgh(farioqrg &3{% IF 5’ T}{é utsé1 506%?%% 67]

aggregation prlorl y is use
ammritleatecheccgnsdmgen theextenpll walidgtor. [If the valakrech usuchssﬁﬂu ghen the
. e o regat,i on_t Y i s not
oLy R SRR AR BTN PR L1 0
The 00Y@ENtAtHO]1] zsuaeaqnabhaeaﬂemptpcpmntse mgamngdaxklmemble product.

t ! h
TR RS Bl Rrb G ina D bort el et B ades M it apen
réspret BAkgas 3 daicahaple) V\?qi Jhobvh dicsadable tpesdliut o 302 gSQe}I_ cdrfeSponding
t t next cense at . e ..
offisotr Hestse 26 Bt bikTisoms ool Hpiocoted gieR L alidator 315,

r emejoo7ng Wh&ehs esr Htlfﬁnhﬂts fohie¢ e AEnside pro8MIt D03 Ghe offline use
the |icense, the usage

licepses. Aft Eeaustl
g {00 1 PV fremie Yosase e Aegfesared parier it fcenses ae
deRpbly EphdserieC@indtenedNdottdlortpd ey BAGHaR, BEChAE 966 BT € When

PPs stored in the cache.
the license 1s interpreted, a field or flag corresponding to the external validator 315 may be
encountered. The presence of the field indicates that this offline use license must be
verified according to an associated external validator 315. The external validator 315
eomprises data that is appended to, or otherwise associated with the offline use license
309.

[0072] As described previously with respect to Figure 3, the external validator

315 desirably comprises data indicating how the offline use license 309 may be validated.
When the user originally purchased the licensable product 305 corresponding to the offline

use license 309, the user may have provided, via the telephone for example, a number
-18-



[0069] Figure 6 is a flow diagram of an exenpl ary

met hod of external validation in accordance with the
w@e®@saems23 nventi on. An external validation i ndPCEUS2005/027329

for a use license is encountered. The associ at ed

{
AP R AT 0o O ASRbIRRRE IS e,
thensenadyi lhart beam pre;wéaqlomﬁsasﬂmtt numherconhwomlmgw the proof of
pgrseca%srg 'Hle en I(r:)nrl])lere may Fe(ﬁ? hTS% R?ﬁ-% é)ioof o{‘ pur%ge fgr e§§meltéah?his number
n&wﬂvq)lteed etitered b user et tstoead| ian ldcamemabé eoqqnmﬂlknbwn e

I
B BRLAL 4} " TR OGO VLA P Roge Bsgfons
t@difakethe Asshiff arprodfiof putsiakd @ith tikiatd Béthbdramdanly allow
ense 309. Ofline use

corr, ndi ng offline use |i

e RERBE RS i SREd S Ho@htea el doaneidpB e
RO hse¥B¢ thethu B Rferatht 8P WOUld Qotiseablde rédréthabibrd

product 305, the of fline use |icense 309 is retrieved

npmper from the praok eEPusehase In 2dditipade the hash t3pgtiondie ptgrednpgaber

nlaly &8 B&tﬁ&nti@ﬁt‘éd desd 5 ey SrORITIRSAS nﬁaﬁidlﬁlg;alggal alggaur%g ador example
rights_or 0|c% anguage, such as | he
il

| i celf83]i sAt tlethp paa lec@nseé 09 fisequihenticatadageagpg éstb@ ﬁ’éiPrﬁgl
vhiRlatdh 818 )SGISQfeE@ibeH %dvg AUk teRmPvdRYtoP 1 ERSPRIREEGata THE

presence of indicates that thi’s offI I ne use
insireeting doyytke uss élcw 3‘59 efal by eutberdicatgd tAdteanatizglu.ohé exterdal
vada R R4 m¥.§;‘k6ﬂﬁﬁs@?f Sihtr o Hl@m&é, C?‘aaﬁé?é ontfil h%?& Qsméﬂrér

conpri ses data t I's a or otherw s
cersesperidatedd thei lnwut:mns cfmf\iahdvélous@l}i systemsmetB0d). or f0bMGle wwn
. th respect to Figure 3, the
mgtﬁgglﬁ h%ﬁlgh&l%‘s%h}%g% ésfg desirably conprises data

i ndi PaT4InAtdW, it lsaleithined e thesetline csnlsene®99 rmy SIlD:fEessfully

n the us or ch Sq
o3 B aielNE Bk MestiBRy rbsBten Yo R Gpent Py proceed
toUE2S wheeeths @sa3o &;eciﬂaé inuthe bffhime/ush dvans@B @ik dlﬂxdvedVEae ttheoffline

t el eph for ex umber c to a
uleTsEeaS s R Bo RSt Sl Hiee s SR RE R0 ot o
pr Od[DO’lS] 3065 mértioh&d aboRe, wHile exSiflarienbbdM@ntd 0€the present
[ haort nunber onding to tﬁ

. provi orres
f&F‘z}B‘P ‘iﬁ‘iP gﬁ%ﬁg ed lﬁﬁ%mﬁﬁfw&é’fﬂcf\w OfputIRGdYYicss: théhe

ufitle@19ing @6ndepitk @ﬁ@fbe apﬁliéﬂ t@éﬁ@%h‘n@utln-@rﬂeﬁlcﬂ sy have
ntered by user, and stored in a |ocation on the

been
c onpwﬁl_q k%mn?lﬁ teqhmiqussdepsiikpd hetpin gy be implsmentgd in

cEMadTidh Svith HARIVAXS &Y sBRWaré Rk, 'V&jﬂ@ b %ﬁatwmpzi)g@ﬁﬁﬁzﬁlon of both.
instructions to conpare the hasﬁ the proof

s R sghaglp anl apppratus phthe areﬁmwéﬁnnoan@r caFidiy amept@w ptieps
th'efeof' Ay Rag hhd Bk Bﬁﬁroéﬁﬁl &HQ{I%d nﬁml%ﬁg eﬁﬁfé@ﬂé& th @nglfIE"

does not know t he sh function used
megia puelas flappy diskestesS&y-REIMS, aarddnv@eormv @theomaeluneem@ble

sttnlag ﬁg&iﬁﬁdwﬂéfgitﬂe\%héc tﬂ%&%ﬁm@oﬁ@& I(QJdecP}ﬁEo %%?%ﬁ&h b|¥aa

i tion to the hash he sto
mpehing, syshas k cempuerythe ngicmnwbncpmezyampmmh Gt practiviof thm ng

m%rgfoh.% tl?e| &Q@&Mr@g?am cQde eg(XML on programmable computers, the

computing device will generally include a processor, a storage medium readable by the
processor (including volatile and non-volatile memory and/or storage elements), at least

one input device, and at least one output device. The program(s) can be implemented in
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[0073] At 610, the use license 309 is authenticated
according to the external validator 315. As descri bed
w@bmwea1tske external validator 315 rmay conpri sePCEUS2005/027329
instructing how the use |icense 309 can be
a%sl%ltéltt;le notr ImCac 1(1:"15-"-:j lan@lxatgg rlg ?etr? ecf II% z}nytclgge 81th (%ggée ﬂa%Joﬂrc]e t
imsqafetesi lmgmgﬂ; and mrhimdpommartgvat@ntpﬂmenmtmwct i ons f or

val i i O Any. S th or techn que k in ..
Vne OB ot an g Abnai s Hramire SOt e AFEbe feticed
via&odﬁitﬁ;cﬁ}i@ﬁ(érﬂblﬁdigﬁﬁl tgé fdrmng ﬁtb%f%ln{ ¢odle fimeis3RAsnnasd over some
Successt ul |, val | dat e (S |1 Ce
trgasee&cgﬂf'nﬁli{fﬂeﬁ%lhmve&%lfe%ﬁca G o P g B ber gggies or via

aly Se@E8rmt 6f BB my¥bioh, Bviicidn, Wi E heSR@EArh 6dk ik FectiRed and loaded

offline use license 309 is allowed. El se, the offline
inja and gxeeifedbysmachare, prsh aggn KRRPOMe a €88 2raa PRgEajematle logic
deVisAlp oyect1ht Baputet, 3P HellikOShd RMHIRNMRELARQAY @ppathtid Br
exenplary enbodi nent’s of the present invention have
PHEEgingIhs apvieptéan. Wheg drpledenterhony gneiahPRBRSS PERSEERAE ithsgprogram
cg&Vdoﬁl%ﬁres Qvlﬂﬁ tﬁ@'}ﬁl&!'eks)& ﬂﬂ)t&@@@?ﬁ“lﬁlﬂle‘% arQﬁs ﬁﬁf%ﬂe?ﬂesttQ ifY0le
onput i ng device or system he vari ous
t}teefempnﬁléssows pichane thvertiog| Addi aBb anyrpioege techriqyes used in
{ r
Cgrg%g%%r‘%lg{kg%}epeﬁg ﬂlggl)éf%%g?a é&l\?&%&ﬁlﬁ’?é E &‘hbm%fﬁ)% o,? hardware and
sefevdiods and apparatus of the present invention, or
gfe r L@ggsr]gfnwgg%ﬁm ?)gesgnq r&\)egtncﬁl haQ Eée%%f crlggn%m é%mg:caon w1t19 {he
pte&m@d embodimenta of S chrias ffghmp;ptyls (i) lmlqeﬁt-ns@pd 2t Gdvksimilar
r dr.i ves readabl e stor .
RS YRS pe e heRirRlons AL AToR SRR Be Pt B Rsgripec

eﬁb@ﬂlmmcﬂir@drf@m@g the edmenfanctu ol the pra3ecaiienti@r withduedeviating

hi ne, be s .an_apparat u cticing the
HREBHY TBFTEDor e SR B RO e an feou LB it 7oRE on
e beti et B0 k2hd GRGUld By Sonsthled iICBeFUMM hitilscEifVin @cotdante with the
&gn@g&h@¥ i nclude a processor, a storage nedi um
arREY by the processor (including volatile and
non-vol atile nmenory and/ or storage el enents), at | east
one i nput device, and at |east one output device. The
progran(s) can be inplenented i nassenbly or machine
| anguage, if desired. In any case, the | anguage nay be
a conpiled or interpreted | anguage, and conbi ned with
har dwar e i npl enentations. [0077] The met hods and
apparatus of the present invention may al so be
practiced via comruni cations enbodied in the form of
program code that is transmtted over sone
transm ssion medium such as over electrical wiring or
cabling, through fiber optics, or via any other form
of transm ssion, wherein, when the program code is
recei ved and | oaded into and executed by a machi ne,
such as an EPROM a gate array, a programmuable |ogic

plled or
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device (PLD), a client conputer, or the like, the
machi ne becones an apparatus for practicing the
wo noenisser. VWhen i npl emented on a gener al - pur ppSEUS2005/027329
processor, the program code conbines with the
[ QG ESBON ed.0 provi de a uni que apparatus that operates
o i hveKe*the functionality of the present invention.
Addi t.i onaA methodrfyr asthorizige a regjobst tquse 9 softeate product, the method
connection with the present invention may invariably
‘D8P E"¥onbi nati on of hardware and software. [0078]
Wi | ecéihiag premento useviendoftearcipasiubgen descri bed in
connection wWith the.preferred enbodi ts of the
var | BIEVEgrsss aspeifted Vil (e SOty BOSHE ¢ nat ot her
Si m Agpfeganipomle rotridvad Megnsddgandsed or nodi fications and
addi ti1ons nay be made . to the descr|bed .enpodi nents for
per f SSHHYRS Hehesradhestpd HRes eomRies il PRTUEEhtsa8 VR HE on
apréapidtlicegus at i ng therefrom Therefore, the present
invention should not be Iimted to any single
enbodi nent, but rather should be construed in breadth
and $coperemArsiVrdana ¢, Mthdt cbﬁﬁriaﬂgﬁmﬁ)g b ¥ guBstdthahge
is Cainmed: 1. A nmethod for authorizing a request to,
only éf ixisglgtermiapdthat thelrrguestedisagsepmptiesciiihe Berpytted usages in the
kWi request to use the software product;
a%ﬁggng?%g ‘icenses associated with the software
product; aggregating the retrieved |icenses; and
detegxm ni ' - [, i
por 1t odt Il ol ohitln 4BRGG PR rh @8 ey,
corepriveslawhentitatingitie, refrigvedi@enses apd dely ngeredatiogihagetribiesd licenses
E SR SIS Qe ReARRNai f 11 15 determned that the
requestéd usage conplies with the permtted usages in
the aggregated licenses. 3. The nethod of claim1,

wher ei n regati the retr.ieved |icenses conprise .
aut hent | CHPTRGRGched CPRup 7y wliaein Fiedeigted Togigs eqgpiyise 3 pruralicy
ofprgdheg pbliciey, Wheeih @hdhi peodudt pdlice o rSpdndato Aulisage right, and
successful%y aaﬁhenticated. 4. The nmethod af, claim1l1, .

A ERAENH P FETTEL T E L OPEET 8FeRBINB PF"&&C‘&"’BF‘E? irieERengins to
thersedlelGdagpaiphtci €s, wherein each product policy
corresponds to a usage right, and aggregating the
retrieved |licenses conprises aggregating product

pol i gi es VRMIERIRAVTLIans 4! Whdrdlf eSAPRoduSADBcY t&thirises an
aggregation type and an aggregation priority, wherein the product policy definitions
corresponding to the same usage right are aggregated according to the aggregation type

and aggregation priority of the product policies.

6. The method of claim 5, wherein the aggregation type is one of sum,

maximum, minimum, override, and boolean.

7. The method of claim 1, wherein the retrieved licenses are expressed in the

international standards organization rights expression language (ISO REL).
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5. The nmethod of claim4, wherein each product policy
conpri ses an aggregation type and an aggregati on
w@eooenitsys wherein the product policy definitip@EUs2005/027329

corresponding to the sane usage right are aggregated

accog di ng th r > . '

or O% ity ‘A(‘) ilgetnﬁe %to?e% ea%:%“gﬁtlga ¥eé§a%lealggd]1ﬁlﬂg&%%§ogﬁﬂg to an
alidationpthe mnﬂmemcm ctohfpnalgg A élgaisalxbenpmylm, th@lfan@e @mpsising:

g?x C%@ml?tlowg%«ft r?of &egin thI lﬂce bo?orr? z%151 a pl\-ll_ljgﬁty%‘?%gggct

eve ense
p&li@ﬁﬁﬁﬁeﬂ eadh préuct ;lmhey Ela‘r'elsm’iﬂingsé anchge dghtdmgtha Rppdicatn,;
ts ex ssion | an 1 SO REL)

[t orleeable e o e TR e o s b EERTR of ragect
paiticdPdakh Fﬁi‘lh& Polidydrdgphdiagio Dikagorght faitiedlic@nsable product; and
I i censabl e_produy the license conprising: an
appl?@@?%ﬁﬁ@ﬁﬁﬂﬂﬁét policy definition license

conprising a plurality of product policy policies,

each product pollcy corresponding to a usage.right for

t he Qppl itaticense ohClpim: @ ydgrinthg HF%HS?JFSHEFE%S%B] tiﬂt‘: yltematlonal
-Q&famlo&gamahérpﬁgﬁseex%m&s BhfRg@aBbWhi ty of product
pol1cies, each product policy correspondlng to a usage
right for the licensable product; and a product key
cert 16 | Caffe. lic@nse EF& Qﬂﬁﬁmptfhe ﬁk@sﬂs%sso@ﬂ%ﬁ%lm a ts
license is expresse e I nternational standar
agogaeentificaterthe rigs @ceuqy cat§tagmeompniging ge efVisomRER) bmdz@g

i

oohdfisn SFE5R (R ATy HMIELE Dedrlle o ARARRcA g e license
rlghts account certlflcate conpri sing an enV|ronnentaI
blnd ition n th

cert | f‘ | Cglﬁ-lgqlcgnsg é)f célgllme{(g ]yvhere ethe ¢ cl:r‘gﬁmng ﬁ c{ur% condltlon isa
hdrdwaréhdentifieense of cl ai m 10, mhereln t he enV|ronnenta

bi nding condition is a hardware identifier. 12. The
license of claim 10, wherein the environnental binding
condiZ. i orTheSicéide O lginn B0, whepginpheatvirdimerftalBindigy condition is an
suppl i ed nod characterj.stic 3. The.license of
Oggg’ﬁfr#ql‘@m% @#@F%Ct{lﬁ’é S‘E’ﬁb?‘i BAYF %ﬁaﬁqcm&sﬁ‘d ing condition

is a network characteristic. 14. The license of clalm

8, wherein the license is an initial use |license.

The 13 cendis ligensg phelamgl 0, yherew; the eyaropments]dinding %?ﬁdltlon isa
nQRbikNBatdseridticcense. 16. The license of claim8,

wherein the license is an offline use license. 17. The

| icense of claim 16, wherein the |icense further

conpy4, s esﬂl@ﬁlcgﬁ% SF Ndim ¥, Q&Heg:"ﬁ{ @ 1idise B alBi}A%sd Blense.
externall'y validating a use |icense corresponding to a

15. The license of claim 8, wherein the license is an online use license.

16. The license of claim 8, wherein the license is an offline use license.

17. The license of claim 16, wherein the license further comprises an external
validator.
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sof tware product, conprising: receiving a request to
use a software product; retrieving a use |license
was®eoaisted Wi th the software product, wherei nP¢hES2088027329
| icense contains external validation data; validating
the PSSE‘ ) Grethiod fi rceg(%%hlggalﬁﬁltlﬁgﬁus%)ﬁ ﬁs@%hn‘é’s@hﬁaﬂ@ Q"
dat a; permt tware product
s@fmeplnodgctic@Iﬁphlemgse Ilcense if the use license is
successf ul I val i d Sggl Sea ftwaere n%tdltlwqd of claim 18,
wher ei n vgf %?ﬁeﬁu? QY82 SRR M or ding to the
ext er nal r\tﬁievdgh|u@mhadaa$eaasmmmﬂ|vs&ﬂh@mfﬁmmm@ca wherein the

" function indicated th xt rnal val i dati on data on
a fi?s§%C%?F ﬁ%nt?lﬂfj?’ﬁ%fgaéda@?%? Ayt ernal validation

data to geneitiigehcduse ensaisé acc6dingas i@ xtchel vaiatidn (Witd; hnd
second val ue. i ndi cat ed t he e(ﬂf@er nal .vali

data, an Cpegg{ttg}gﬂsm fthuﬁé)r gt qcrrding do ¢ %g use hcense if the
val i glatiRehsk fis gub&sgf@mu‘bamdﬁ@d_ches t he second val ue.

19. The metﬁod of claim 18, wherein validating the use license according to the
external validation data comprises performing a function indicated by the external
validation data on a first value indicated by the external validation data to generate a
result, comparing the result with a second value indicated by the external validation data,

and determining that the use license is validated if the result matches the second value.
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