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OF I NVENTI ON The present invention relates to a nethod and system for
enabling user interaction with conputer software running in a conputer
system The invention has been devel oped primarily to all ow hand signing of
docunents in the context of a surface-based interface which allows a user
to interact with networked information in a conputer system Although the
invention will largely be described hejein with reference to this use, it
wi ||l be appreciated that the invention is not limted to use in this field.
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PCT/AU00/00598, PCT/AU00/00516, and PCT/AU00/00517.

The disclosures of these co-pending applications are incorporated herein by cross-reference.

(@]

NPX034-SG



Presently, there is concern over the security of transactions conducted via
conputer systens, such as credit card transactions via the Internet.

| rrespective of whether this concern is well- supported, nmany users prefer
the concept of manually signing their nanme when authorizing transactions,
and particularly those involving noney. Part of this is based on the

physi cal nature of a signature conpared to, for exanple, entry of a
personal identification nunmber (PIN). bn particular, anyone who obtains
anot her person's PINin relation to, for exanple, a bank account can

i npersonate that person with respect to the bank account. However, it is
relatively difficult to successfully forge an average user's signature.
Not wi t hst andi ng thi s, paper-based recording of signature information |acks
nmany of the advantages of conput eig,l ordi ng, such as online
verification of signature dynam Cs. OF | NVENTI ON According to a
first aspect of Pieeenibayheret is oarcemherethe seoprity\if deeiationetohdidied giacabites a user
to interaglesd fubh £RRBMLES rRQEENBYIShE e SresfRctfre COMRMALESRs SHSERWHET | T 2i ng
a formprinted onto a surface, the forn1|nclud|ngplnfornatlon relating to

t he corrputSéPp"%jP {REY gisery Risfeg (iher a%ephéz@.w%d@am%j i namg jyhen anberizge 5

si gnat ur e ttan@tbtibng, e:ldafamagartyahotsdnﬁvm@nﬁney P&OdfttMads Based dﬂﬁhermwmdnatumcﬂfudl ng the
st eps of raovidin thefom t he .user:

system in sl Sor o?%t‘%far?é"mr?over% i 2 FEERe ‘ge“?nhaa!“’é‘giﬁ‘%’%’eﬁémg & ‘°“a{ he

i ndi cat i ncpoghae #hq ehthing anothgeperspn’s PI&Y @re@nmta,rfer efkqngilegla bank ecconptantupersehate a

i ndi cati VQhaQEersoHWﬁ’fE?;@& tPthe Bal€acS GRS HBGvEIEY ls?e@au'ir&} aficMro bk dhflly ke t he
sensi ng devi ce, 1n Eaced operatively relative to the signature field,

gener at i ng" ¥ WHIP hhorhsprgias bis p&t’eﬁb@é%‘ie"%%{?gt ‘?fé’lgﬁ?‘“bﬁf"é%"rﬁ‘g‘? Agcat | east
sone of thengoddd deindgand Subatrdadet atdoyding) b tadaloE Skyficginedsfadgnitgre t he
novenment %ﬁ? and identifying, in the conputer systemand fromthe

i ndi cating a the signature field, and operating the conputer software
at least partially in reliance on the novenent data and on instructions
associated with the si gnat ur e suneARY OE alvieNatibN, the fi rst aspect i ncl udes
the step of verifying that the novenent data represents z%ndwrltten

si gnature of the'HEFE B EPehpifie ipyRion; hegt g @ﬁa‘?“f‘i}&’f*lﬁ‘?ﬁé‘% FhEPep of

i denti fyi rigertdn@itu@epyterspiverdusfirgriaitompliyr systen wiizihdefomppriitedvhto d atréace,

Al ternati \{Iﬁl %rm %Eluﬁlﬁ%q%grhéuog pelat&x ® lfh!e (ﬁﬂpué? 9021?3&%19 &fa@@wm ?clehl qg& t he

step of recewmga er system & i ndicative theldentlty
of the usdpdicativs ok sigmptpre Eelf E?Falt% tB the rapnuisEsof® diemistipd inclpding the sfegg ofgspect
includes the st @pvRingiRERhVYd Bidused N t he conputer system data from storage

reans of the NGRS SOud 3505 Dkl SHLSE, ASaT2ADS) B8 L sallye of the

device, the indicating data indicative of the signature field, the movement data indicative of

movement of the sensing device relative to the form, the sensing device, when placed operatively
relative to the signature field, generating the indicating déta based at least partially on sensing at least
some of the coded data and substantially simultaneously generating the movement data; and
identifying, in the computer system and from the indicating data, the signature field, and
| operating the computer software at least partially in reliance on the movement data and on
instructions associated with the signature field.
Preferably, the first aspect includes the step of verifying that the movement data represents
a handwritten signature of the user.
Preferably, the first aspect includes the step of identifying the user, more preferably by
using the movement data.
Alternatively, or in addition, the first aspect preferably includes the step of receiving, in the
computer system, data indicative of the identity of the user. In a particularly preferred embodiment,

the first aspect includes the step of receiving, in the computer system, data from storage means of the
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In a preferred form the first aspect includes the step of generating, in
the conputer system and using a signature key of the user, a digital
signature of digital content related to the conputer software. Preferably,
this includes the steps of generating a fixed | ength hash based on the
digital content and encrypting the hash in accordance with the signature
key after the signature has been verified, thereby generating the digital
si-gnature. Preferably, the signature figeld is associated with a visible
signature zone defined on the interface surface. According to a second
aspect of the invention, there is provided a systemfor enabling a user to
interact with conputer software running in a conputer systemutilizing a

f or m pri ntseghingrt\dceahsdatafbaiogindicdtineof fteidmiitneflthechseng | nf ormation relating to

t he conputer sof i

signature field ?ne at ?rﬁeg%%gst“#ﬁ%%egﬁael?gsmgggﬁe ggl%}a gélnrshg:sc?e dteYg}'c{%udl ng: a
conput er s34 UEPE wbigretre kepebihg s, |arﬁéﬁltelét@1ﬁ§e aé@atabmtew%?ﬁbmthefqoem&a sensi ng

devi ce, thefwdéli Pkiang, i tmdudds Al seee; bfvgen&aftm@a SikANSHztAH@shith®l dn tRlaatdiNg to
the conput er soff{aware and novenent ndi cati ve of m)verrent f the

sensi ng deiPEE PEFSPPIRe Heghaphia aF‘i?Fq‘??"et"ﬂ‘Q tgeﬁ’%‘f‘tﬁrﬁ kpedficr e ST aﬁ)lg"aﬁffed
oper at i velwrified| thireby gereatitghie: didiglsgbanwre fi el d, generating the indicating data
based at | east I j . t, o a and
substantial ly si ?ru ot ge%%ggﬂm%g%ﬁdelg gstsi?ct}laééd?ﬁ& rr\?)s\?rfegrarsé n%ra}fgnéa d%!%gr?‘? | es,
fromthe |1ﬁeff3€m“¥fﬁ7§ data, the signature field, and operates the conputer

sof tware afccdr@iagto Pakdndabledt draCHveRibn! Mkl emﬁevl&a al PRenlRY S8R 2 €lat@ and
i nstructi Qqns associ at ed th the signature field Preferabl in_.the second

and t hi rd BEPE TR CoPHEr e RTS8 ‘é?ﬂ“ie’ésy&t?)‘ﬁ?‘f‘ijﬁ? BT By °¥W UGt t he
novenent  deet frm épludise if@maioh aclding itd the rospugn adfwae, G strfvec evig .coded elhter abl y,

the COMPULfcadXS £illiire 1O F S el Qb e Wil d\GuiddPbuaiaP' © Pref erably by
usi ng the novenent dat a preferre orns of the second aspect, the
conput er system%CQmB‘%FXS@’Br“@&hto receive data indicative of the identity

of the user. Moirre prraa‘eﬁésal@dléatmgt he £0 maveneﬂt FoyS4 SMidgSdeGEd) fhe gmrcet&gtdaa receive

data from st or age,. Jeans o 51 fse? reldu: |ceI,n Jt@esoﬁl\?ar e| n ey icative of
the identity of the user. %n préfefTed 8d’° T fe BREBHY t%pect

the conputer systdentivesf gorbeny ufrteecisemsglg ds\eceaelatm giatiormethkeysingfdevidgevhgs er t 0
generate a digi rpﬁted%pga%ly eatf:e,é i85k Abur SR, %gﬂera{n%l tﬂé ﬁ@kcak&g bRPusQrgput er

software. Preferably nput er systemis conag‘ﬁ to generate a fixed
| ength hash bas é‘ﬁ“@ﬁ“ﬁlﬁé’n S‘H‘P‘@$ ftal?”téﬁrﬁ? ehifpe cofed s %‘PW?*‘HF FaviEgeqysly i
accordance w t h gtdemtigi tpnmiveihet day after the signature has been verified,

thereby to generate i&errllt%ieg iﬁgrlntthaélm lcat%%a(‘ia rtﬁe 81gna|1:t)3r(9 élld %

operates the computer software at least partially based on reliance on the movement

data and instructions associated with the signature field.

Preferably, in the second and third aspects, the computer system is configured to verify
that the movement data represents a handwritten signature of the user.

Preferably, the computer system is configured to identify the user, more preferably by
using the movement data.

In preferred forms of the second aspect, the computer system is configured to receive data
indicative of the identity of the user. More preferably, the computer system is configured to receive
data from storage means of the sensing device, the data being indicative of the identity of the user.

In preferred embodiments of the second aspect, the computer system is configured to use a
signature key of the user to generate a digital signature of digital content related to the computer
software. Preferably, the computer system is configured to generate a fixed length hash based on the
digital content and to encrypt the hash in accordance with the signature key after the signature has

been verified, thereby to generate the digital signature.
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4 Preferably, the signature field is associated with a visible signature
zone defined on the interface surface. In a particularly preferred form
coded data is provided in the formof tags printed-onto a piece of paper,
the tags being configured to be read by a sensing device in the formof an
optical sensing stylus. The tags are preferably printed using an ink that
absorbs near infrared light but is substantially invisible to a human

vi ewer under normal lighting conditiong. Wen a user brings a sensing end
of the stylus close to the surface, one or nore of the tags are inaged,
interpreted and decoded to provide an indication of the signature field
within which the user is operating. The novenent data can be generated in
any of a number kefangbyss the lsignone fild ismassotifiel widdedsiblel sip@turanhedidised anftigr mat i on
i ndi cati ve, %Hngﬁ%Eéons of points within the region, and the novenent data
is based on coded data sensed by the sensing device as it is noved
relative to the dup pasicalaryprefagadfermy eqdgd datatihprovignd dihibe form af tags eaRiedratogener at ed
i N ways nopiede®r piped tHeQagE hﬁngcswﬁgneda& 86 reddi§a @ﬁs,ﬂydews&mqﬁe fordC6reh @p@AE! er s

wi thin the sensin Vi ce or sical rolle |I's or whee associ at ed
W The B TIL0t L6 rEHPEHEY PHSPENE 2Br IR R Rer B T B on
appar ent ffwmnnﬂladmfsg)let toe Huehd mangndzbeh@nﬂe@htmde&mmcm i Whenafus@rvehgrar ed and

ot her emo&h{%ﬁaﬁ& oPhhe Etﬁﬁ él{}! &b Qllace: Eﬂe%':rr{gﬁ%?'ﬁleptﬂsgﬂ ﬁgeg'i’@%%{‘é?arﬁr eferred

and ot her e 1 nvention ow be descri way of
non- |im tﬁqu@jieés@@r?ﬁldemvn‘il%ﬁuowfﬁﬁ sigapusy festfodthingvhich éhe deee i ARPEANHS- Ng dr awi ngs, in
which: Figure 1 irge dovembletid da bpgen@fattadmﬁ akyef 8 bR fividyd @t W efimansSRBR €

printed ne and its aqnline criptio Figure 2 is a schematic
D e of SR B R Baate4T ROT A GE A TRpSoR B A G ot page
page ser Vigsed oandleddaratpaley tappising ddvico as isiemyed reldtivga tie s@fard. | Allsmatvtles a
col l ecti Onthé’tno R2HG Rk bY Ghird feﬁqn Wa&:snﬁo? Fe?atéld% Qﬁecéb'a&?&attaeguc‘t{'aé b ubt€l

Figure 4 is a ematic vVIEW o h-Tevel structure of printe netpage
and its omCFErlféonp?&g%wnbene@@ penging deyice Pr Yiplysicel irgflegballyy oanvhml%wc%tm% the
structure galﬁsm@da&kpage tag; Figure 6 is a pI an view show ng a relationship
between a set o shown in. Figure d a d of a

net page sensi ngll: evf‘sc?%&g(’ztbfl’%e‘?lSWﬁugfc%me?Pé’?r Brggrgmﬁeeaﬁmg |fg§)ﬂ?wem efa‘évda

fl owchart dgteriptionatprefereedendntiscegsilimgntasfthedeenidi.ng al gorithm Figure 8 is a

perspective view of a et PRREFISES GRIPTIONOPBRRRINGSJ t ag- sensi ng
field-of-view cone; c'g?re 9 is a perspective_exploded view of the netpage
-ant

pen shown in Fi grifiered:andpthes erbordiments of the wpcation Vil navaeﬂesmbafb%mw ng-pen
cont r ol | erlinfitivig ekdaplendaly pagecfaite SRR McomPanking drawifigsSin &RAidh:

Figure 1 is a schematic of a the relationship between a sample printed netpage and its online page

description;

Figure 2 is a schematic view of a> interaction between a netpage pen, a netpage printer, a netpage page
server, and a netpage application server;

Figure 3 illustrates a collection of netpage servers and printers interconnected via a network;

Figure 4 is a schematic view of a high-level structure of a printed netpage and its online page
description;

Figure 5 is a plan view showing a structure of a netpage tag;

Figure 6 is a plan view showing a relationship between a set of the tags shown in Figure 5 and a field
of view of a netpage sensing device in the form of a netpage pen;

Figure 7 is a flowchart of a tag image processing and decoding algorithm;

Figure 8 is a perspective view of a netpage pen and its associated tag-sensing field-of-view cone;
Figure 9 is a perspective exploded view of the netpage pen shown in Figure 8;

Figure 10 is a schematic block diagram of a pen controller for the netpage pen shown in Figures 8 and
9;
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9; NPX034SG 5 Figure 1 1 is a perspective view of a wall-nounted netpage
printer; Figure 12 is a section through the length of the netpage printer
of Figure 11; Figure 12a is an enlarged portion of Figure 12 showing a
section of the duplexed print engines and glue wheel assenbly; Figure 13
is a detailed view of the ink cartridge, ink, air and glue paths, and print
engi nes of the netpage printer of Figures 11 and 12; Figure 14 is a
schematic bl ock diagramof a printer cgntroller for the netpage printer
shown in Figures 11 and 12; Figure 15 is a schematic bl ock di agram of

dupl exed print engine controllers and Menj et TM printheads associated with
the printer controller shown in Figure 14; Figure 16 is a schematic bl ock
di agr am ofFigukeel 1y paispeetivg ivie® ofowdlliFdubied neglagnpminter; Fi gures 14 and 15; Figure
17 is a p f ti.ng el enent, as used in,
for exarrpl%rlglpeel% ng&mu&ﬂrmﬁ% lélr%glgg %ggﬁ&m%{g%’%ﬂlz Fi gure 18 is a

per spect i Viégug Bavisgh e@larsmoﬁlop af Figws¢ 1afowing ageotm of/Bjderlorrd Biiof preinpigingd| enent s:
F:c guLe 19 g wheeB REdnfBS; Of perspectl \ée views illustrati ng t he operating cycle
of the MemetT printin rrentso In Figur ure 20 i

per spect i W’é‘v&s Bfietﬁlegl’i’(ﬁ é"éd‘?‘l‘e‘f‘i‘ftﬂ ‘ﬁk’ﬁﬁg‘g‘\&;ﬁlﬁ‘?ﬁa g’f”i‘l\?f’%‘r’“ﬁfﬁ%ad;

Fi gure 21 netpaga psadiefngurss 1Ve@i2of a user cl ass di agram Figure 22 is a
schematic f r C view
of o pen GfEad a el Rk ochh5 oA AR oo Bp gl RIS, 01
class di agtam12Figure 25 is a schematic view of a docunment and page

descripti @ﬁ%ﬁ:l 135> s@leﬁ&[c%mck dlEérQlUBiQiu&@xeh énr@er%ﬁlgec[ﬁﬁgllegs aMd B¥iefv grinfleaiment  and
page owners cl.ass diagra gure 2 s a schematic view of a term nal

el enent sﬁ@&‘i‘%ﬁdi"ﬁ'é‘t‘}ie@ﬁm?flc n}l‘iﬁl}i’&‘é"rﬁ‘g‘“}:‘i gure 28 is a schematic view of a
static el e?mtlssspememﬁcmtk didpradl A8 pdma@hamntroﬂargmwenggures leangthemat i c vi ew
of a hyper ll nk17eI erg?sngalg v%:sws fdal su%{eq\qém g*”%%t‘lan eeme asu?e% j[e;(a?n }él,ﬁ of a
hyperllnk enen % 8151 1 Zationecl ags ' d |ag ure i’'S & schemati c

vi ew of anbtya}zepmtanﬁe’gugzsdmp 12¢] ass diagram Fi gure 32 is a schematic view of
a form cl meqk%g. X@rggectlvg Vi b s§1§ll iua?t o@arﬁaglla?mriénﬁet’wpﬁﬂmgtﬂeﬁen@ gital ink class

di agr am Fi gur e 34 I's a schematic view of enment speC| alization
cl ass di a@rgaq(ﬂ 19 is a series of perspective views illustrating the operatmg cycle of the Memjet™ printing

element shown in Figure 13;

Figure 20 is a perspective view of a short segment of a pagewidth Memjet™ printhead;
Figure 21 is a schematic view of a user class diagram;

Figure 22 is a schematic view of a printer class diagram;

Figure 23 is a schematic view of a pen class diagram;

Figure 24 is a schematic view of an application class diagram;

Figure 25 is a schematic view of a document and page description class diagram;
Figure 26 is a schematic view of a document and page ownership class diagram,;
Figure 27 is a schematic view of a terminal element specialization class diagram;
Figure 28 is a schematic view of a static element specialization class diagram;
Figure 29 is a schematic view of a hyperlink element class diagram;

Figure 30 is a schematic view of a hyperlink element specialization class diagram;
Figure 31 is a schematic view of a hyperlinked group class diagram;

Figure 32 is a schematic view of a form class diagram;

Figure 33 is a schematic view of a digital ink class diagram;

Figure 34 is a schematic view of a field element specialization class diagram;
Figure 35 is a schematic view of a checkbox field class diagram;

Figure 36 is a schematic view of a text field class diagram;

Figure 37 is a schematic view of a signature field class diagram;
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Figure 35 is a schematic view of a checkbox field class diagram Figure 36
is a schematic view of a text field class diagram Figure 37 is a
schematic view of a signature field class diagram NPX034-SG 6 Figure 38
is a flowmhart of an input processing algorithm Figure 38a is a detailed
flomchart of one step of the flowhart of Figure 38, Figure 39 is a
schematic view of a page server conmmand el enent class diagram Figure 40
is a schematic view of a resource descgiption class diagram Figure 41 is a
schematic view of a favorites list class diagram Figure 42 is a schematic
view of a history list class diagram Figure 43 is a schematic view of a
subscription delivery protocol; Figure 44 is a schematic view of a

hyper | i nk Figepitssa fidweleg oflinagpuemgcessiag glgorghnd5 i s a schematic view of a
hyper| i nk ﬁg&ﬁé@}saqg}m@agmﬁmofmﬂgUftﬁeﬁlo@vchaﬁto@Fgﬁbwt' c view of a form
submi ssi on pr ot ocol Figure 4 Ic view of a conmi ssion
paynent priiguscSlis a Pemaieviey DEBERIPTT ORTaR SERER CRIREPEAND OTHER EMBODI NENTS
Not e: NémfeéJd\Am@asahetna@%wrmles&fce&skﬁpasma@miagaasearCh Pty Ltd, Australia.
In the prﬁjerr d en‘oodlmentf |on is configured to work with the
net page Rseacfc%eﬁ'ﬁtﬁdfegro §§?§ ‘Stéia?:? 1?87 ed overvi ew of which fol | ows.
It Wil b&igypi2éc selfematictvizatof mbstory st elagg diaphenent ati on wi I | necessarily
enbody al Iy zﬁ‘(s%’lcﬂéﬁ%cv%@vo??ﬁxbs%ﬁﬁ%hﬁél&lﬂng%t%&hs and extensions discussed
belowin relation to the basic s ver, the systemis described in
its nost JdogwsYéise sciiegptinviey of eperinkipameshdlasg dipgext er nal ref erence when
attenpti ngﬁéufbwrui&&&mmwmeaE;@é}hﬁa@tmuarbn%m&a the preferred enbodi nents
and aspec resent b% ent on operate In brief summary, the

pref erred f‘%ferﬁé sfasfq?? oY QRO WPBIFWPESIS ™S conputer interface in the
form of a higapPed aschehac eiewtohatommgssiompayingte pro@tol.sur f ace whi ch cont ai ns
references to @Eﬁmggfoégmlpﬁgﬁfﬁmﬁﬁ@ A¢s oTRER EMEBBIMENTEYStEM  The

map references can ueried by an appropriate sensing device. Depending
upon the JYEeMprie™ ﬁﬁrrmﬂk&ﬁ Pifrorock Beskaseh Boeé Aerels may be encoded
visibly or invishbhyprefiiéh elfodinRal, the ifvdsddnds \WtifighreBto Fork Ot thquamgeon t he
mapped surfac dy| el s an undag;di) uous nap, I e;oﬁ(r“gsnﬁ WIR%Q V\éimta tﬂu ? map and
anong di f FEVERT FABST S & Ver?e‘gtem can CCont'ai n- imformatt oft about

f eat ur es .@vert mlemamwerdwglwmfesse@ly elalwdy slw‘rvwnnﬁoetqmttelsmmﬁe éﬂalb en¢ qatepsiaay e d

based on RRAsEHEHER FERiontd RRILEG Y. FoRERS B SsEHR Y ae&ns@%s\eﬁofstaomae nmapped
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In brief summary, the preferred form of the netpage system employs a computer interface

in the form of a mapped surface, that is, a physical surface which contains references to a map of the
surface maintained in a computer system. The map references can be queried by an appropriate
sensing device. Depending upon the specific implementation, the map references may be encoded
visibly or invisibly, and defined in such a way that a local query on the mapped surface yields an
unambiguous map reference both within the map and among different maps. The computer system can
contain information about features on the mapped surface, and such information can be retrieved
based on map references supplied by a sensing device used with the mapped surface. The information
thus retrieved can take the form of actions which are initiated by the computer system on behalf of the
operator in response to the operator’s interaction with the surface features.

In its preferred form, the netpage system relies on the production of, and human
interaction with, netpages. These are pages of text, graphics and images printed on ordinary paper, but
which work like interactive web pages. Information is encoded on each page using ink which is
substantially invisible to the unaided human eye. The ink, however, and thereby the coded data, can

be sensed by an optically imaging pen and transmitted to the netpage system.
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i mges printed on ordinary paper, but which work like interactive web
pages. Information is encoded on each page using ink which is
substantially invisible to the unai ded human eye. The ink, however, and
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transmtted to the net page system NPXP34-SG 7 1In the preferred form
active buttons and hyperlinks on each page can be clicked with the pen to
request information fromthe network or to signal preferences to a network
server. In one enbodinent, text witten by hand on a netpage is
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form of wrEd ip &e SKERID: trllowitigueaaee Sysirde 9orirly ferBiet pye di s neipree Tdet ai |
bel ow, WOrssnii BueR I, WtCéxh@ple, Wiak R 2onO) Gt RRGE cqfebgdhdl to 6Bl spatidNextent of the

| nt er net - connect.ed Eajgting appliance for hone, office or nobile use. The
pen is wréfess and P comuni cates securely with the netpage printer via a
short-range radi s ilhsritedin Figvee healiepmpegemen hfler pEired fonp o fvhick s ghdwayrim of

whi ch is %@)@@8 Euﬁl 9F dn@ Bgs&%ecﬂ-i;i ndoR dléil m, v&ggé ﬁrcbgﬁgtién%m&épggﬁxﬂtér 6(5’1?' ow, is
able to deliver, periodically or on demand, personalized newsﬁapers,
magazi nes 2 L4FrR-gRpaccte PERG Pdianeh dor Jomer oG 9r mobils wfisThe 2P s gt at  hi gh
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printer is an applianc i.ch.can or pl.e - ] acent
to an area where i ?%gf\rﬁn{l}ﬁrg&ﬁ’e%rm?%df%%?f‘g%%glgﬁ%og?\q@h%ﬁggg%ﬁqaﬁguser' S
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ease- of - uénéereb: iveFPng%gres. \%fﬂfkﬁ af)ﬁgmal computer, the netpage printer is an appliance which can be, tor
example, wall-mounted adjacent to an area where the morning news is first consumed, such as in a

user’s kitchen, near a breakfast table, or near the household’s point of departure for the day. It also
comes in tabletop, desktop, portable and miniature versions.

Netpages printed at their point of consumption combine the ease-of-use of paper with the
timeliness and interactivity of an interactive medium.

As shown in Figure 2, the netpage pen 101 interacts with the coded data on a printed
netpage 1 and communicates, via a short-range radio link 9, the interaction to a netpage printer. The
printer 601 sends the interaction to the relevant netpage page server 10 for interpretation. In
appropriate circumstances, the page server sends a corresponding message to application computer
software running on a netpage application server 13. The application server may in turn send a

response which is printed on the originating printer.
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pens, and a pen can unbe netp a%e printers. In the
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e-comer ce paynents to be securely authorized
server Or application server.

A netpage pen can also be registered with a netpage registration server 11 and linked to
one or more payment card accounts. This allows e-commerce payments to be securely authorized
using the netpage pen. The netpage registration server compares the signature captured by the netpage
pen with a previously registered signature, allowing it to authenticate the user’s identity to an e-
commerce server. Other biometrics can also be used to verify identity. A version of the netpage pen
includes fingerprint scanning, verified in a similar way by the netpage registration server.

Although a netpage printer may deliver periodicals such as the moming newspaper without
user intervention, it can be configured never to deliver unsolicited junk mail. In its preferred form, it
only delivers periodicals from subscribed or otherwise authorized sources. In this respect, the netpage
printer is unlike a fax machine or e-mail account which is visible to any junk mailer who knows the

telephone number or email address.
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1.1 NETPAGES

Netpages are the foundation on which a netpage network is built. They provide a paper-
based user interface to published information and interactive services.

A netpage consists of a printed page (or other surface region) invisibly tagged with
references to an online description of the page. The online page description is maintained persistently
by a netpage page server. The page description describes the visible layout and content of the page,
including text, graphics and images. It also describes the input elements on the page, including
buttons, hyperlinks, and input fields. A netpage allows markings made with a netpage pen on its
surface to be simultaneously captured and processed by the netpage system.

Multiple netpages can share the same page description. However, to allow input through

otherwise identical pages to be distinguished, each netpage is assigned a unique page identifier. This
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1.1 NETPAGES Net pages are the foundation on which a netpage network is
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NETPAGE TA|C§ 1. ﬁETPAGg.gA Dat a Cont ent

1.21 Tag Data Content

In a preferred form, each tag identifies the region in which it appears, and the location of
that tag within the region. A tag may also contain flags which relate to the region as a whole or to the
tag. One or more flag bits may, for example, signal a tag sensing device to provide feedback
indicative of a function associated with the immediate area of the tag, without the sensing device
having to refer to a description of the region. A netpage pen may, for example, illuminate an “active
area” LED when in the zone of a hyperlink.

As will be more clearly explained below, in a preferred embodiment, each tag contains an
easily recognized invariant structure which aids initial detection, and which assists in minimizing the
effect of any warp induced by the surface or by the sensing process. The tags preferably tile the entire
page, and are sufficiently small and densely arranged that the pen can reliably image at least one tag
even on a single click on the page. It is important that the pen recognize the page ID and position on
every interaction with the page, since the interaction is stateless.

In a preferred embodiment, the region to which a tag refers coincides with an entire page,
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The 120 bits of tag data are redundantly encoded using a (15, 5) Reed-Solomon code. This

yields 360 encoded bits consisting of 6 codewords of 15 4-bit symbols each. The (15, 5) code allows
up to 5 symbol errors to be corrected per codeword, i.e. it is tolerant of a symbol error rate of up to
33% per codeword.

Each 4-bit symbol is represented in a spatially coherent way in the tag, and the symbols of
the six codewords are interleaved spatially within the tag. This ensures that a burst error (an error
affecting multiple spatially adjacent bits) damages a minimum number of symbols overall and a
minimum number of symbols in any one codeword, thus maximising the likelihood that the burst error
can be fully corrected.

1.2.3 Physical Tag Structure

The physical representation of the tag, shown in Figure 5, includes fixed target structures
15, 16, 17 and variable data areas 18. The fixed target structures allow a sensing device such as the
netpage pen to detect the tag and infer its three-dimensional orientation relative to the sensor. The
data areas contain representations of the individual bits of the encoded tag data.

To achieve proper tag reproduction, the tag is rendered at a resolution of 256x256 dots.
When printed at 1600 dots per inch this yields a tag with a diameter of about 4 mm. At this resolution

the tag is designed to be surrounded by a “quiet area” of radius 16 dots. Since the quiet area is also
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33% per codeword. Each 4-bit synmbol is represented in a spatially coherent
way in the tag, and the synbols of the six codewords are interleaved
spatially within the tag. This ensures that a burst error (an error
affecting nultiple spatially adjacent bits) damages a m ni nrum nunber of
synbol s overall and a m ni num nunber of synbols in any one codeword, thus
maxi msing the |ikelihood that the burst error can be fully corrected.
1.2.3 Physical Tag Structure The physigal representation of the tag, shown
in Figure 5, includes fixed target structures 15, 16, 17 and vari abl e data
areas 18. The fixed target structures allow a sensing device such as the
net page pen to detect the tag and infer its three-di nensional orientation
rel ative t&n&l&ﬁedwa@@emtazhaomgaadaledo@asmeeﬂwaieniamaaroememg.ati ons of the
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bois of the same codeword.

In order to support “single-click” interaction with a tagged region via a sensing device, the
sensing device must be able to see at least one entire tag in its field of view no matter where in the
region or at what orientation it is positioned. The required diameter of the field of view of the sensing
device is therefore a function of the size and spacing of the tags.

Assuming a circular tag shape, the minimum diameter of the sensor field of view is
obtained when the tags are tiled on a equilateral triangular grid, as shown in Figure 6.
124 Tag Image Processing and Decoding

The tag image processing and decoding performed by a sensing device such as the netpage
pen is shown in Figure 7. While a captured image is being acquired from the image sensor, the
dynamic range of the image is determined (at 20). The center of the range is then chosen as the binary
threshold for the image 21. The image is then thresholded and segmented into connected pixel regions

(i.e. shapes 23) (at 22). Shapes which are too small to represent tag target structures are discarded.
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synbol rings 18a to 18d in interl eaved fashion. Synbols are all ocated
alternately in circular progression around the tag. The interleaving is
designed to naxi m se the average spatial distance between any two synbols
of the same codeword. In order to support "single-click”™ interaction with a
tagged region via a sensing device, the sensing device nust be able to see
at least one entire tag in its field of view no matter where in the region
or at what orientation it is positioned. The required diameter of the field
of view of the sensing device is therefore a function of the size and
spacing of the tags. Assuming a circular tag shape, the m ni num di aneter of
the sensor field of viewis obtained when the tags are tiled on a

equi | aterai‘hetsfzéﬁa@%&@ﬁoﬂi’a&h@hap@%aﬁ@%u&@ Figure 6. 1.2.4 Tag Imslge
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circular perspective targets are easy to recognize, and the target closest to each estimated position is
taken as a match. The original centroids of the four perspective targets are then taken to be the
perspective-distorted corners 31 of a square of known size in tag space, and an eight-degree-of-
freedom perspective transform 33 is inferred (at 32) based on solving the well-understood equations
relating the four tag-space and image-space point pairs (see Heckbert, P., Fundamentals of Texture
Mapping and Image Warping, Masters Thesis, Dept. of EECS, U. of California at Berkeley,
Technical Report No. UCB/CSD 89/516, June 1989, the contents of which are herein incorporated by
cross-reference).

The inferred tag-space to image-space perspective transform is used to project (at 36) each
known data bit position in tag space into image space where the real-valued position is used to
bilinearly interpolate (at 36) the four relevant adjacent pixels in the input image. The previously
computed image threshold 21 is used to threshold the result to produce the final bit value 37.

Once all 360 data bits 37 have been obtained in this way, each of the six 60-bit Reed-
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useful approximation of the tag's rotation due to pen yaw 29. The four
perspective target structures 17 are the last to be |located (at 30). Good
estimates of their positions are conputed based on their known spati al
relationships to the ring and axis targets, the aspect and rotation of the
ring, and the rotation of the axis. Matching proceeds by applying the
ring's normalizations to each shape's nonents. Once their second-order
nonents are nornalized the «circular pﬁrspective targets are easy to :
recogni ze, and the target closest to each estimated position is taken as a
mat ch. The original centroids of the four perspective targets are then
taken to be the perspective-distorted coners 31 of a square of known size
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according to surface type. When multiple tagged regions share the same tiling scheme and the same

tag numbering scheme, they can also share the same tag map.

The tag map for a region must be retrievable via the region ID. Thus, given a region ID, a
tag ID and a pen transform, the tag map can be retrieved, the tag ID can be translated into an absolute
tag location within the region, and the tag-relative pen location can be added to the tag location to
yield an absolute pen location within the region.

1.2.6 Tagging Schemes

Two distinct surface coding schemes are of interest, both of which use the tag structure
described earlier in this section. The preferred coding scheme uses “location-indicating” tags as
already discussed. An alternative coding scheme uses object-indicating tags.

A location-indicating tag contains a tag ID which, when translated through the tag map
associated with the tagged region, yields a unique tag location within the region. The tag-relative
location of the pen is added to this tag location to yield the location of the pen within the region. This

in turn is used to determine the location of the pen relative to a user interface element in the page
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Decoding a tag results in aregion ID, atag ID, and a tag-relative pen
transform Before the tag ID and the tag-relative pen | ocation can be
translated into an abseolute location within the tagged region, the

| ocation of the tag within the region nmust be known. This is given by a tag
map, a function which maps each tag IDin a tagged region to a
correspondi ng location. The tag map class diagramis shown in Figure 22,

as part of the netpage printer class qéagranl A tag map reflects the schene
used to tile the surface region with t and this can vary according to
surface type. Wien nultiple tagged regions share the sanme tiling schene and
the sane tag numbering scheme, they can also share the sane tag map. The
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the page NPXO345/6 ¢ ?ﬂl:;’e gtﬁg &h%écme 855 QmkRh el Wigkidah@ity gcRid vidall only is
the user interface elenent itsel identified, but a loc%{‘i‘%’d‘“{ Iatlve to
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zone of a artlcul ar sg enerat%lrf&ll element. An object-indicating tag
cont ai ns ?rgfa"aelf)eswe Noil -t Faentities a user interface element in
t he page dk3cri pDOWEaB@@(Rﬁ@E@@SW'RTWNﬁhe region. All the tags in the zone

of the user intgrface) eheaRRh drdeBlikM shdfacti 8QEripkibt Qist a@ak isah®tin maki ng
themall identi cal and therefore indistinguishable. Object-indicating tags

do not, t Haguesdded 28upport the capture of an absolute pen path. They do,
however, support Intthhenefpa@tswt@a ®fiocamdnels altdcnied pethrep levdls. AShe noy gbstrart {erd

POSILLON SRS sid £IUSNGY, 1af:§§,9t§mwﬂogeete&ml RGBT R LRkl haguency,

t he di spl romo osition to the next within a stroke
can be unanigenygiiessy 840 el e it ek, WK Iecbiehe r‘mftgaQEfF“r‘rb ete: pEmiEe dapieent gs
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in some cases be associated with content objects which are different from those associated with their
corresponding terminal elements, particularly where the content objects are style-related. Each printed
instance of a document and page is also described separately, to allow input captured through a
particular page instance 830 to be recorded separately from input captured through other instances of
the same page description.
The presence of the most abstract document description on the page server allows a user to
request a copy of a document without being forced to accept the source document’s specific format.
The user may be requesting a copy through a printer with a different page size, for example.
Conversely, the presence of the formatted document description on the page server allows the page
server to efficiently interpret user actions on a particular printed page.
A formatted document 834 consists of a set of formatted page descriptions 5, each of
which consists of a set of formatted terminal elements 835. Each formatted element has a spatial
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usi ng an appropriate sensing device in order for tag data to be read by the
sensing device and for an appropriate response to be generated in the

net page system 1.3 DOCUMENT AND PAGE DESCRI PTI'ONS A preferred enbodi nent
of a document and page description class diagramis shown in Figures 25
and 26. In the netpage systema docunent is described at three | evels. At
the nost abstract |evel the docunent 836 has a hierarchical structure
whose term nal el enents 839 are associgted with content objects 840 such
as text objects, text style objects, inmage objects, etc. Once the docunent
is printed on a printer with a particular page size and according to a
particular user's scale factor preference, the docunment is paginated and
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834. It CQZ@? 1s£ Qger%r cﬁ‘ﬁn?agé 61619&9@16' &%melﬁ%lg&%(%7 £agh e@inemliﬁthn%@'ér esponds

to a page escr t| on formatted docunent, Each géa i nst ance 830
descri bes stylestlomsies4i i e affP‘flﬁ‘Edeth%*ﬂ‘iﬁéﬁsé g textflqy clemen 48 Wfﬂﬁ FEYEf D 50 of
the netpaged m&ass B InRPEQenkest sammt}paa,ratssoaitecamai@emmnesa agticeRmedt | t
represents pa e | gt lange

consi sts 8&"@@%“@)@*‘?8@ naf’bjgkrerréﬁf"dfonés] ae%%gg Sgggdmelg?oglgtﬁ%glta i ngt ance
only exi stczbjectf858 tan peiioel Sleimmg t38h with gypstorinted atdiefbip migiedt 83, oThigEpt elsmpRfper | i nk

instance ek Sl Qbcifed Wi blitch¥60, SLRABRHFGRCRUSE 1t recor ds a transaction

I D 55 which is specific to the page instance nd a field
p A page instance has a ba%kg%ound field 833 w] cﬁl is used to record any digital ink

captured on the page which does not apply to a specific input element.

In the preferred form of the invention, a tag map 811 is associated with each page instance
to allow tags on the page to be translated into locations on the page.
14 THE NETPAGE NETWORK

In a preferred embodiment, a netpage network consists of a distributed set of netpage page
servers 10, netpage registration servers 11, netpage ID servers 12, netpage application servers 13,
netpage publication servers 14, and netpage printers 601 connected via a network 19 such as the
Internet, as shown in Figure 3.

The netpage registration server 11 is a server which records relationships between users,
pens, printers, applications and publications, and thereby authorizes various network activities. It
authenticates users and acts as a signing proxy on behalf of authenticated users in application
transactions. It also provides handwriting recognition services. As described above, a netpage page
server 10 maintains persistent information about page descriptions and page instances. The netpage

network includes any number of page servers, each handling a subset of page instances. Since a page
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i nstance exists for a field el enent because it records input specific to
the page instance. An elenent instance does not exist, however, for static
el ements such as textflows. A termnal element can be a static el enent 843,
a hyperlink elenment 844, a field elenent 845 or a page server comrmand

el ement 846, as shown in Figure 27. A static elenent 843 can be a style

el ement 847 with an associated style object 854, a textflow el enent 848

w th an associated styled text object;855, an inmage elenment 849 with an
associ ated i nage el ement 856, a graphic elenent 850 with an associ ated
graphic object 857, a video clip elenent 851 with an associated video clip
obj ect 858, an audio clip elenent 852 with an associ ated audi o clip object
859, or a &bkl o wfifeAB Rber iPBalikst fBr @Ath @ESRGANAE, €kns Gich Pt nayape@inteB866d as

shown in Figure. 28.. A pa i nst ance has a ckarqund .f.i ich is
used to re¥8Pe ARY dﬁfccf}?ttog?‘eiaﬁﬁ’pp“étﬁ&a%frsg eroﬁ%? ﬁ%e %ﬁr&% %’?’Jg% a%i%é%ﬁ appl y

t 0 a speci felagveitntheideseipdomfithe cdrmspoiringpresf erred form of the invention, a tag
mep 811 is aSSpCiAaBe%ggéNiﬂ RerRRAGH MBLRs LNRMARGBs 51 @n AhAW iAYS.vRHs 1@ page to
be translated into l'ocations on the page. 1.4 THE NETPAGE NETWORK In a

pref erred kgl tresee sergrsvistits MY alloprtieRsheireconsi st s of a distributed set of
net page page senuipsse baterieds fidd@erhict Distibliad Now Sy@ény @NS), bil simiteettpagpavel D

12, t licati 1 t ' '
T4, 'and net TRGE B RCRPLS D1 R RERAEh by heboge Rt RERR-RYR LERcBh R o'

Internet, mgem$tawm in Figure 3. The netpage registration server 11 is a
server which feC%Q%agre bt BN NP DSl WeEPhidA$6diSinteraRESotpafd dbplicRioss. A
applications and publi cations, and thereby authorizes various network
activiti esnetppge publipation siryee 4t i 20 pROEFAEOL eI thicd puRlishes aqtnags ‘ﬁ@“"b"f“ﬁ RPBREbehal f

of aut hentjrm@tsetheyseas&cribad iaaghil i@ 8ékiare. transactions. It al so provides
handwiti ng I’eCOQIQi ; ieosrcl,rvgrgré/ail eash s't%ﬁ (()je%C\I;airi dofag)ew&k 8 Q’eélgt?ogrﬁs Rage

server 10 maintain gper5|stent i nformati on about page descrtiptions and page
i nst ances. maphfcturets pulyes BMetowdstkPackeed, endSyn. Mtivipumipeee seterssatan cususstly  each
handl i ng 8, SHESR! hoRf arB30iele ISV RREER: disHibAe® ofer RAGEver XA bosCorlall of BRI Ver

al so mai ntains user input values for eacgépq e |E§Lan§e, Ckf$§t§1%BCh as
net page priPrrtietelty Pevied RepsRege s¥ipuf ddi @ ‘1% teptupiignatly FEKFET 8Y 8¢ gage
server. Thervpaqe tisekitatrviriataBs 8¢ proaiyd ditall in npaage appliatd sneh 4s@ retpege
description. of .th rr i et page I D server 12 allocates
docunent |ﬁ8§‘%%i“ao°§m§‘ge&§n‘%?8§ﬁ’cfpg‘}%§%?ees lp(')ad- bal anci ng of page servers via
its | D al I'b®at i oMHENETEAGE PRNTERBt page printer uses the Internet Distributed
Name System ( DNSiye Ripagdi pliateP601 if £ dpSifa@deichds RELPADRIHNBGR LY Hient idO t he

net wor k address of the net page page server hEaréglpllnght he corre%rr)cﬁgg&’ng page

i nst ance. Prints netpage documents on via subscription. as a unique prin

and is connected to the netpage network via a network such as the Internet, ideally via a broadband
connection.

Apart from identity and security settings in non-volatile memory, the netpage printer
contains no persistent storage. As far as a user is concerned, “the network is the computer”. Netpages
function interactively across space and time with the help of the distributed netpage page servers 10,
independently of particular netpage printers.

The netpage printer receives subscribed netpage documents from netpage publication
servers 14. Each document is distributed in two parts: the page layouts, and the actual text and image
objects which populate the pages. Because of personalization, page layouts are typically specific to a
particular subscriber and so are pointcast to the subscriber’s printer via the appropriate page server.
Text and image objects, on the other hand, are typically shared with other subscribers, and so are
multicast to all subscribers’ printers and the appropriate page servers.

The netpage publication server optimizes the segmentation of document content into

pointcasts and multicasts. After receiving the pointcast of a document’s page layouts, the printer
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A net page application server 13 is a server which hosts interactive netpage
applications. A netpage publication server 14 is an application server

whi ch publ i shes netpage docunents to netpage printers. They are descri bed
in detail in Section 2. Netpage servers can be hosted on a variety of
network server platforns from manufacturers such as IBM Hew ett-Packard,
and Sun. Miltiple netpage servers can run concurrently on a single host,
and a single server can be distributedover a nunber of hosts. Some or al

of the functionality provided by netpage servers, and in particular the
functionality provided by the ID server and the page server, can also be
provided directly in a netpage appliance such as a netpage printer, in a

conput er workstatd Alkicad ir &, @ 1:k@aal network. 1.5 THE NETPAGE PRI NTER The
net page printer 601 i s an appliance, which

is registered. with t et page
system and pri nf&c bt pEYE ¥d CuRET: & Bﬂnp&é%ﬁﬁgﬁ?agﬁ‘ﬁs %da&’ée\é\%s%F F%ef: thr?. Each
printer hagoc@ndatio GeiginRl, it prink e &tymenand i s connected to the netpage
network via a netwrk such.as the er ' Wndbh® A tBhQadband
connection. Apar %ry}??nélﬁ%r PR Ty pglﬁ%géieaggr@%ewéggiﬁﬁ nges.si%’n non-vol atile
menory, t hsheqtelt pageiny fiptekelr print ongize ptrellsrspP sind tnsing engingy wiieine Adempd? as a
user is co r ol twork is the conputer”. Netpages function
interactiv ;ﬁ/le%hg?%)sg sp%‘@g) and time with the help of the _distributed

net page page ser by Bintiug prodess sensist 96 At dreqypled sizees: PRIty BRG S°HPI¥er s. The
net page pr b leandiAGRI M%Sng'édﬂbig@gﬂa&%ﬂmhmg?gdﬁwmnmg)fw@m pinp ageore )
publication _.server . _Eac unent i s .di t PR heom t he
page | ayouit"é‘fiargr%gf 2%71‘3{‘8%1‘1 area%i g%déulp lr%eélep rﬁ%%}gglgtcg \R)rﬁ?sc (}ﬁ){gpﬁlc@t e the
pages. Becmossonfvhidesxpodalither atd it pagaigeses myeslitime, snehrenjzed WKl thecrepié®miof i c to a
particul ar . et ]@,-gtcg are pointcast to the subscriber's printer via
t he approptrh?iz’a{?%%?ége eservgé:@s Text ~and i mge objects, ogn{:r%?ﬂg)tth r -hand,

are typical ly shardes wteridlet ReR rgtingdayedhaptiondn print Beya v 8lpek

cast 'to all
subscri ber gk, afougH ik festdlfichagshe othppBO@iptair@s pialrepage Altiengh suditega bivpage
publication server optjmnmzes the j f Iment content into

poi nt cast sﬂﬁﬁgﬁf%‘i‘)ﬁ lgyadé mg.%pﬂ?dé’gge?’g%n%%tﬁé&a?%%Qspn(e){laggt%%ast of a document's
page |ayouts, the mriahnepage NRXOIMNSCRBes Kndors offnees HOPtPEEerd 1% any, to
listen to. prmgsemgyri'ﬁnwn{orﬁ&é spa@alisddQeRIcHE shch Rep16vRdTBhaAtpRinR@Epott@padbtnand

objects that define the docunent to b rinted, it can pri h ocunent .
The pri nt epripegdperrd Oﬁﬁ‘ﬂl"‘ﬁ?‘f"?ﬁt%g%‘ﬂ%is°§‘??%’aé’\% °%t§%1é1%p’§)f?rau s[aﬁcgégg-@e on both

si des of t{ag maf BeEtvhich descritiag atiensg dlingl seheed apmallyt usehtpi priat e gpntumott| bepomey 60 and
print engi D&Riatlh Htﬂ tﬁeizt Q&u%ﬁo%%e Rgclngénlf‘gags%afr}’lﬁ&oxfr&ﬁy inm’p&teﬁu rpose.
Figure 2 shows the netpage printer class diagram, reflecting printer-related information
maintained by a registration server 11 on the netpage network.
A preferred embodiment of the netpage printer is described in greater detail in Section 6
below, with reference to Figures 11 to 16.
1.5.1 Memjet™ Printheads
The netpage system can operate using printers made with a wide range of digital printing
technologies, including thermal inkjet, piezoelectric inkjet, laser electrophotographic, and others.

However, for wide consumer acceptance, it is desirable that a netpage printer have the following

characteristics:

. photographic quality color printing
. high quality text printing

. high reliability

. iow printer cost

. low ink cost

. low paper cost

NPX034-SG



The printing process consists of two decoupled stages: rasterization of
page descriptions, and expansion and printing of page imges. The raster

i mge processor (RIP) consists of one or nore standard DSPs 757 running in
paral l el . The dupl exed print engine controllers consist of custom
processors whi ch expand, dither and print page inmages in real tine,
synchroni zed with the operation of the printheads in the print engines.
Printers not enabled for IR printing hgve the option to print tags using

| R-absorptive black ink, although this restricts tags to otherw se enpty
areas of the page. Al though such pages have nore |limted functionality
than IR-printed pages, they are still classed as netpages. A normal netpage
printer prdnts nghpagesisan sheets of paper. Mre specialised netpage
printers may print oqto more speci ali sed surfaces, such as gl obes. Each
printer support &l f@LRI e surface type, and supports at |east one tag
tiling schene, aiighphedgepeedg nmap, for each surface type. The tag map 811
whi ch descri bes ¢ actually used to print a docunent
becones associaérgugta &gﬁ&%#sﬁga%%ﬂﬁgﬁt so that the docunent's tags can be
correctly * nt er prompastifornHagielr e 2 shows t he netpage printer class di agram
reflecting pr|nng@p&@gagﬁgmhaﬁornatlon mai ntai ned by a registration server

| 1 on the netpage network. referred e e netpage printer
is described in ?8§P§?NH§PQWPBPﬁmgﬁé?@ﬁﬁggl ﬂgﬁgﬁfc&FFE P& erence to
Figures 11 to 16To&maekahbmrﬁmfmbﬂmmmhhmadscmmamnampagaxgyspmmWQEMMoperate
usin g pr I nf eexlitgd a ew%n.igl teano?o rqu‘reFl ?cnig %’Iegx eITQ ltegfmtof%hyf Melnjum rllsgi erp%ﬁ '&Qfﬂiﬂggl €s,

|nclud|ngl? er na ’ezoel ectric’ 1 nk aser electrop hotqgraphlc
and ot her gnkjet gshrslogy thaf weormgirais regsiifhpiinthseds éﬂlﬂaﬁﬁ%‘e“smg fmigreclegEeierleaprd t hat a

nelt page DVS&MV(MM t&clﬂﬁ‘old‘g | Figié NG sh&hrad @ﬁﬁlerpk&higce&mentpmlt(ﬁgi mphjec™qual ity
col or printing t ext r Lity w printer
cost | oWriPthed 68§f3m¥% hﬁﬁéf“ﬁ%@?tﬁﬂg&gg%ng %Eme%;&ﬁq Lorgia o9 R Qon
near|y si |pagvidgr iuplexnginter. Nihghpripter sitiuliges e @dnts symmaamwgovddﬂm&eanél ded
printing infrared inks as well as paper conditioner and ink fixative.

The printing element 300 is approximately 110 microns long by 32 microns wide. Arrays

L7z

of these printing elements are formed on a silicon substrate 301 that incorporates CMOS logic, data
transfer, timing, and drive circuits (not shown).

Major elements of the printing element 300 are the nozzle 302, the nozzle rim 303, the

nozzle chamber 304, the fluidic seal 305, the ink channel rim 306, the lever arm 307, the active
actuator beam pair 308, the passive actuator beam pair 309, the active actuator anchor 310, the
passive actuator anchor 311, and the ink inlet 312,
' The active actuator beam pair 308 is mechanically joined to the passive actuator beam pair
309 at the join 319. Both beams pairs are anchored at their respective anchor points 310 and 311. The
combination of elements 308, 309, 310, 311, and 319 form a cantilevered electrothermal bend
actuator 320.

Figure 18 shows a small part of an array of printing elements 300, including a cross
section 315 of a printing element 300. The cross section 315 is shown without ink, to clearly show the
ink inlet 312 that passes through the silicon wafer 301.

Figures 19(a), 19(b) and 19(c) show the operating cycle of a Memjet™ printing element
300.

Figure 19(a) shows the quiescent position of the ink meniscus 316 prior to printing an ink
droplet. Ink is retained in the nozzle chamber by surface tension at the ink meniscus 316 and at the
fluidic seal 305 formed between the nozzle chamber 304 and the ink channel rim 306.

While printing, the printhead CMOS circuitry distributes data from the print engine
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conpact formfactor |ow power consunption No comrercially avail able
printing technol ogy has all of these characteristics. To enable to
production of printers with these characteristics, the present applicant
has invented a new print technology, referred to as MenjetTM technol ogy.
Menjet TMis a drop-on-demand inkjet technol ogy that incorporates pagew dth
print heads fabricated using mcroel ectronechani cal systens (NMEMS)

technol ogy. Figure 17 shows a single ppinting elenent 300 of a MenjetTM
print head. The netpage wal |l printer incorporates 168960 printing el enents
300 to forma 1600 dpi pagew dth duplex printer. This printer

simul taneously prints cyan, nagenta, yellow, black, and infrared inks as

wel | as paparngenglk Edn%%ntagéleﬁl&k 1id¥Pthd 348, and BEEFGRY thdHaia g @BEIRLrod80 | S
approximately 110 microns |ong oé 32 mcron

Arr
printing eyl@nkte %"“‘é"raé“‘ftefr‘?‘?%‘ﬂpﬂ‘r? Sl‘i*‘l’5‘°‘<‘fﬁ1ans tgfﬁﬁiﬁ‘fm téﬁﬁysf ough|t}r’12bor por at es
CMOS | 0Qi Goair @68 for aboliBdhs infidrosedondyiresgltingaindowle heatinge Thectampesaufmivtreashwuiing  Maj or

el ements g tﬂ%%gea nt i n Il%%?%]u %%Qoé[%dtﬁseth BOSchtgaggbeamlr@@zlghﬁ rim

303, the |UI I C sea he i nk channel rim
306, the |leatak 1ta1p¢ﬂr@087{pant1 hresulliog M/%Sﬁeﬁcqlffmneﬁbebf\?ﬁmhﬁ)morbe%Bamt% YaSsi ve

actuator DA Ma o %" regolf's%d %9ttﬁeV@ant@9Jel=é§teQJ oﬁﬂh@ RREtrodknal béna actﬁ:ilﬁ'SElZ‘Ge
act uat or anchor f he ink inlet active a tuat am pal r

12.
308 s e e e sYERF b TR BT it g S B S gdsa P
join 319. Botike b&almihaaﬁermm abes avaheo ederats td dhepq*smpespen:tmﬁwrealﬁ@hd’hISp0| nts

310 and 311, Thﬁ]‘em&\% ress }cggmngZPéu?gﬁﬂetrﬁ)zz’f%Q aﬁ@gausﬁﬂtgemﬁ%&usc@@%élg form

a cantil eV&T@H* errra énd  act uat or igure 18 shows a small
part of arbukﬁ-riarynmzleepnnMWFﬁyeréﬂl@whﬁ@mgw@?qufﬂ?}wfﬁaﬁbg%Er"ésr%%%“rfa‘é’?é’éf}ieon 315
of a printj.ng slaenk 300. The cross secti on 315 is shown vvithout ink, to
clearly showthe 1ink inlet 312 that t hr au t he SI 301.
Fi gures 19(a), 19:(%5&13%&59?61}2@%%@ gg‘P ?an%eggh tuato]"3 %
printing e;ln@mﬂq;bsmo’wﬁus &isgiunie k-l of khevisk drbpdet G @gc@qtmm@ém theﬁfﬂélfe the i nk
meni scus 3%6 I‘I 0 g&rQ Eé ng%rﬁoizfyfzhwg'élqueﬁﬁed b&r BK adtSn 68hc3liREehsidnt he

a

nozzl e chan%’é f)ss sur sion at the ink nmeniscus 316 and at the
fluidic s@mhe@@)@%@&é‘rlﬁed bet ween the nozzl e chanber 304 and the i nk channel
rim306. Wiile pgibRé béGhowt Baegafehtrﬁqu{:rﬂthé}m Qh laGidiphde\prifliess the i lphes ddat a f r om

| at ches. t ERS0% M her B EpiEPaay A St s SOERECHT J0b LRk lf® BIERC
active actosan ﬂonb%mt paferof 3EBupleRmirigtherl $dwn printing, dhe ppretigmoredprsehe fixed pass
through t Q)%ntggaﬁrﬁ the direction 352. The printhead has 6 rows of interdigitated printing elements 300,

printing the six colors or types of ink supplied by the ink inlets 312.

To protect the fragile surface of the printhead during operation, a nozzle guard wafer 330 is

attached to the printhead substrate 301. For each nozzle 302 there is a corresponding nozzle guard

hole 331 through which the ink droplets are fired. To prevent the nozzle guard holes 331 from

becoming blocked by paper fibers or other debris, filtered air is pumped through the air inlets 332 and

out of the nozzle guard holes during printing. To prevent ink 321 from drying, the nozzle guard is

sealed while the printer is idle.
1.6 The Netpage Pen

The active sensing device of the netpage system is typically a pen 101, which, using its
embedded controller 134, is able to capture and decode IR position tags from a page via an image
sensor. The image sensor is a solid-state device provided with an appropriate filter to permit sensing
at only near-infrared wavelengths. As described in more detail below, the system is able to sense
when the nib is in contact with the surface, and the pen is able to sense tags at a sufficient rate to
capture human handwriting (i.e. at 200 dpi or greater and 100 Hz or faster). Information captured by
the pen is encrypted and wirelessly transmitted to the printer (or base station), the printer or base
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pair 308 for about one mcrosecond, resulting in Joule heating. The
tenperature increase resulting fromJoule heating causes the beam pair 308
to expand. As the passive actuator beampair 309 is not heated, it does
not expand, resulting in a stress difference between the two beam pairs.
This stress difference is partially resolved by the cantilevered end of
the el ectrothermal bend actuator 320 bending towards the substrate 301.
The |l ever arm 307 transmits this nmovergnt to the nozzle chanber 304. The
nozzl e chanber 304 noves about two microns to the position shown in Figure
19(b). This increases the ink pressure, forcing ink 321 out of the nozzle
302, and causing the ink neniscus 316 to bulge. The nozzle rim 303
prevents tshaﬁoﬂ'mtkmféﬁﬁgtﬁ&ddaw&ﬁ&sﬁeﬁnmsm@aﬂb@gs@mss the surface of the

nozzl e chanber 304. ture of the
equal i zes, the a eLPé‘?s‘?ﬁeaﬁ’?Wd% tuorf?lhs B PE R igonr&é S%I%g?a?g%n Q%?s aids in

t he break- andl fis @hortrrekingndtylalr Bipd edrkiBe Fpdct, dwevh isi mkn@@iary for niing thovosage
chanber, stg]lfrbv()sug | QUL skl (ag; )JVhen-I;ht% uRZZ L e In%ﬁmﬁaffade SEakiChdidabSsinly the

action of e surface tension he meni scus 316 ure 20 sho

segnent  ofregistqsidi il e aer 35 @)YS‘e!nﬁn‘éhaﬁ appag @D 4 Rigure %3%0"19 SSHJERES f’eﬂt%%

print head digralh effddhd paEhiBd @forbitRn RRaPGined by piresstrhtion 2dMernironi the tdrege
direction 351. The segnent shown is 0.4 nun long (about 0.2%of a conplete
print head)™Wen printing, the paper is noved past the fixed printhead in
t he direction 35WherTbitherpnibnit e achtdeawith ar wpipsgep fthej ren edetgingies dis axsitinmi #ei ng

el enents 300 thlQ ;éldﬁtfé Qgthé &%e Stp¥ nﬁqg Ataehed 1o LYCQ@che&Br hiHthS BRR loh & dayist he | nk
inlets 312. pro fragi|le surface of the rlnthe@d dur |

operati on, mt@ﬂ"ﬁ@é i‘tl"é“"?gt?a% 6‘“‘\%’[‘%?’ indigpte; whethgy fhe Pl 1 ¥hdOBt W%@kﬁ%ubst rate
301. FOr QaghiROadhd: R ﬁagee&)ee FcSickad’ o@mfmaﬁmlm@emszadgmwestm& e 331

t hrough which the ink are fired. T r, rd hol es
331 from HEEEHHY b1 ’(’)eg"l'(m P erﬁg’méﬁhefforf)eelrsga glfeq %}&%& Ese‘llaﬁggél ‘{V%lrégd air is
punped thﬁhnfglhdwlmosaxfasmnahmtsb@%ﬁf&nd out of the nozzle guard holes during

printing. To preyien h&&nﬁ%%hé[\émbﬂwoﬁ&m&mﬁamﬁh@m@ tySmagi@ined whi | e
the printer is idle. The t page, Pen The tlvg(ﬁosm deV|ce of the

net page sy&tBfArGdSPelip @RfrPa 193 of)'ﬁfhpaff)‘i‘ ﬂ‘e\/Wﬂ“EtPﬁO °s e g Az A

control | ercodgides theposittineoftie nihaphtivego & thgdvantieotldvidasistdcdn diswgon on tm a page
via an i mge The | S i ded
With an apprgod aig ax?i?he kn?vim e%’eor?%g%f t%ﬁ?e%%éuc's Alﬁou%ﬁ)lh% gcgﬁit)g-;eﬁagg@{{ {Jfﬁlf%r%ngg

wavel engt tbs lowddeadess dlrei thaodenfity onrdheepae@tsawemb‘é P@Wm‘tnh‘ew BPPeTHC] &e adiys#dt 5 sense
when the RjobiidnSeshbiBion® YuREhighMdcbedind the Sdididi@s Rsohioflreblid ﬂﬁﬂcchﬁte ahlieriting sense
tags at a sufficient rate to capture human handwiting (i.e. at 200 dpi or
greater adtfogW™Hz or faster). Information captured by the pen is
encrypted and wi Pedlagisd rylativeans mdttageeale ¢aptutel @s gerigytobstrokesr A prpkecogtigt dfen) , t he

printer or equgh%g of tMD )ggéléed%g\ gojsmons on the page, initiated by a pen-down event and completed by
the subsequent pen-up event. A stroke is also tagged with the page ID 50 of the netpage whenever the

page ID changes, which, under normal circumstances, is at the commencement of the stroke.

Each netpage pen has a current selection 826 associated with it, allowing the user to
perform copy and paste operations etc. The selection is timestamped to allow the system to discard it
after a defined time period. The current selection describes a region of a page instance. It consists of
the most recent digital ink stroke captured through the pen relative to the background area of the page.
1t is interpreted in an application-specific manner once it is submitted to an application via a selection
hyperlink activation.

Each pen has a current nib 824. This is the nib last notified by the pen to the system. In the
case of the default netpage pen described above, either the marking black ink nib or the non-marking
stylus nib is current. Each pen also has a current nib style 825. This is the nib style last associated
with the pen by an application, e.g. in response to the user selecting a color from a palette. The default
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station interpreting the data with respect to the (known) page structure.
The preferred enbodi nent of the netpage pen operates both as a normal
mar ki ng i nk pen and as a non-marking stylus. The marking aspect, however,
is not necessary for using the netpage systemas a browsing system such
as when it is used as an Internet interface. Each netpage pen is

regi stered wwth the netpage system and has a unique pen ID 61. Figure 23
shows the netpage pen class diagram jeflecting pen-related information
mai ntai ned by a registration server 11 on the netpage network. Wen either
nib is in contact wwth a netpage, the pen determnes its position and
orientation relative to the page. The nib is attached to a force sensor,

and the f%ﬁeﬁ R hd g QAR aés&latéd%@rt&rc‘ﬁﬁﬁﬁl mBeit@kds\éﬁbterl Brotigh26h e thgbed
i ndi cate whether the penis " agtive
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el enent onvifinhe g pb§tylseWhey tPecﬂ?@lE?s arBﬁ‘%ﬁ?qB?élYf? O%Cf"{ﬂ%te’ﬁaere regr(r’glﬁ:f’ i'n order
t 0 r equest gib §AY with whidh@eprar ka@gedf 1 om a network Furthernore, the force i's
captured as a coghi Ipeueg p\{eaIlsuvelthtmor nﬁtgry‘,v1 J8 if Uhlcot¥RATChe pdn @
signature to be veri I]‘he et er nes thh position and orientation
of its ni bslovly flksbesnist’ pdg!e BED.j Wh@r thg penj fails torr@chﬁfarsarleore@%d? fhgrReearf ar ea
193 of t herﬁ&@&&nb'rac&vggs ¥ Glr&¥ L ¥D OWhdnBe fth Buccdelis #l@600608 a bihuke RBETELHBhet ag and
conputes the position of the nlb relative to the tag fromthe observed
per spect i vReEH itaropprabrrcttet e ok iiged tag and the known geonmetry of the pen
optics. Although atsbfefeesf daptarbd suekes lisrtfensl tods didital itlaBigireynk fyess thohesisfercaus e
the tag de er on.t he | Sl Y Ppr 8 aShze, the
adj usted 'PoS rg%(al S’r‘fh?n < o{)%?wm g rilXlﬁ{}vtlsie ghf"g oﬂﬂxg;%cg%glf%hg '? %ngwﬁlm%?%um
r esol ut i ononlisgngiificatipnfobsigraierssir at e handwrr ting recognition. Pen actions

relative t ]9 a nefpage 18%%65%@9& Ha[n@rﬂtsaﬁgltﬁ 1&&5 iR Setpdge pilittdd kR S.shoit-raige eddip
consists of a_ sequence_ of tine- sta sition

i nitiated By Trefeprutshdiekldp §H‘i§ypé V%CH "g‘g seoprig 21 %u% %q(éaazﬁgn i eggir?mu
event. A Skdn@kiSionDuil A@ayk ag;gexbn\anptdmﬂeh@t pagserelt@eﬁﬁmﬁngtlm@e rrdtepage whenever
the page ID cha %n th% %‘Qx 1§:g|1t-|%§rg.ﬁg% of QQMQM bgffér ‘M&&I ﬁﬂﬁﬁﬁtem&lsneﬂit)ry,t xblﬂch

comencenent of t net page haS a current sel ection 826
associ at echapjtcppatity, Ofquf(ﬁmq#g““tSHé cepsigoug Ba“d‘ﬁ'éi“r? oVhrn dRsRFR A en P Ber at i ons
etc. The sreﬁgeguﬁﬁhefﬁufaﬂsm%ﬂmaéda@m&hkow the systemto discard it after

a defined time period. The currept sel on des 0 page
i nstance. It con§|p§'ﬂ gan b regjsigred tlQI‘T“H"r ec eeﬁt0 oG a(E E’ecg%é al?Stgtngmcrgsﬁ%Er ed

t hrough t hetwpes okl at paper 4nd dohthe baiwieds @undararleam@ftertahé’hﬁ’ag’émef 3 tPen} &
interpreted ir %@a@n&%ﬁxa’taﬁ@%&r@éﬁé&ﬁ&' fic manner once it | s subm tted to an

application via ctron erlink activation. % q) &ur rent
nib 824. This i sAtpeost Bm‘?"é?ientr?éfhﬂ’?”e‘ﬂ deseribedhin fsatr 4o f‘h%”té%'}s?t 7> Y1 t he
case of thefegejeadjﬂrlgurdgetupmge pen descri bed above, either the marking bl ack
ink nib or,the n n-rrar | ylus nib is current. Each pen also has a
current ni'b ;styl ol P4 Nﬁgﬂrgé the nib style |l ast associated wth the pen
by an appl i cat i offhe mipgge piimerrt@bperisedatagelpting ta axerpkediomgkeron i lavheherents om a

palette. Txﬂ@d tg %Ite%&l Vith a netpage 1. The coded data 3 of the tags 4 is read by the pen when it is used to

execute a movement, such as a stroke. The data allows the identity of the particular page and

associated interactive element to be determined and an indication of the relative positioning of the pen
relative to the page to be obtained. The indicating data is transmitted to the printer, where it resolves,
via the DNS, the page ID 50 of the stroke into the network address of the netpage page server 10
which maintains the corresponding page instance 830. It then transmits the stroke to the page server.
If the page was recently identified in an earlier stroke, then the printer may already have the address
of the relevant page server in its cache. Each netpage consists of a compact page layout maintained
persistently by a netpage page server (see below). The page layout refers to objects such as images,
fonts and pieces of text, typically stored elsewhere on the netpage network.

When the page server receives the stroke from the pen, it retrieves the page description to
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NPX034-SG 22 nib style is the nib style associated with the current nib.
Strokes captured through a pen are tagged wth the current nib style. Wen
the strokes are subsequently reproduced, they are reproduced in the nib
style with which they are tagged. Wenever the pen is within range of a
printer with which it can communicate, the pen slowy flashes its "online"
LED. When the pen fails to decode a stroke relative to the page, it
nmonentarily activates its "error" LED.,5Wen the pen succeeds in decoding a
stroke relative to the page, it nnnentarlly activates its "ok" LED. A
sequence of captured strokes is referred to as digital ink. Digital ink
forms the basis for the digital exchange of draw ngs and handwiting, for

online r ecﬂgﬂ'ﬁﬁé s@&e@ﬁpli@@-@ﬂi\lﬂlete ,Wélﬁﬁl giethédt of Ma.gd"tﬁscﬁﬁt[oinﬁﬁe&adlde (ilfﬁar@éts
signatures. The pen is wireless and tr to the netpage
printer V|Ié‘S§‘e%?'PE°rt? inferprc) & PR Fi?thelcf"ﬁ‘fi‘t%nf% 5'%%%%6}’3{1!60‘3%5@ tal ink is
encrypted for pr A\i‘altcy andrske otiere thy datacte paictiost iepweeh theopen dfvn rositien and the
transm ssion %Qrﬁéen b8 ltYé!ﬁé% bhth %Enﬁﬂ. SO Ghald BBGMEn. %%Qtéctgvﬁlc}?@%ﬁ('ﬁedtﬂyqe' y

handllngln en 1s out-of-ran rinter it

buf f ers didjtk tamlcailhwqmqwﬁlde?or‘i’a?c“ﬁﬁ?ﬁbw acopfehingly. 2 lpnger °18é5d§‘tf’?e@y bsfailgGer ten
M nut es of org PEH dofiAOMsh D RABHH IclidkGro rdiRPis IndRatfHY tHeJack G BpEGSlrdin 1t fichisn  r ange
of a printer, it transfers any buffered digital ink. A pen can be

register edo’wltﬁ]P any nunber of printers, but because all state data resides
in netpages bot ftheerurg@p &indawfdnporeldnvats et naprde Jpagetdescaption; rhypesklipks andefarmr i al

whi ch pri rﬁ % uptgr'guéhaffon%mm a(ltsgrtrk Qtﬁ@'a{:tnatﬂaﬁl o%%ssgﬁa[téd'h%]ﬁfc tinme. A
preferred enbo en I's describ n greater detail in Section 6
bel ow, wi th.1ref Hyralinkst o Fi gures 8 to 10. 1 7 NETPAGE | NTERACTI ON The

net page printer ﬁ(ﬂ;peflﬁﬁﬁ'a%&s datide@ndishddGo 4 Rmate Sfpliakien, indaypichibeligea 101
when the pen is wused to interact with a netpage 1. The coded data 3 of the

tags 4 is PRGOS HPTERSERTEK ™ t is used to execute a novenment, such as a
stroke. The dat aAdiypeding etehventi sdé mdentifies gk applivation |71 ivdish dendjss geivetion of hgsoci at ed

i nteractiyg gpeﬁkﬁ,[@ﬂhﬁ £ mchqcfem{emhgﬁﬂ ,ma i als;m%&am qnasqéqmwaeﬂ;gamm ve

positionin ative to the gI be obtai ned. The indicating
data is tradsshs osed to G‘C’ﬁ“ﬁﬁe‘hﬁr‘lﬁ‘?ﬂs @pplicgjen 2gasi 1P ?Se’é‘db‘il@g’eﬂmli/i‘cﬁ"at“ﬂ’é P&, the

page |1 D 5(He@ﬁptfoh®h§ﬁfs0§6&whﬁttﬁb HyplidRed reddFded addmss otdppdalzan thetspagastprge
server ns.the. cgrresgondlzi?g page i nstance 830. It then

n;E ettac':ia dia am1ss own i
transmtsl‘(h ”Plf) VS ENEEFage 'Serve f the page was recently
identified in anW@‘alr b ibeperlgikrip lagtivatefhethe tohge Jsrvensaads AEyIUest e 48\PPIEYL he

addr ess ‘ %Bmév&tﬂ@re Lehe %‘&\%rk F‘I?g Qppﬁ&'ﬁy@xﬁ 1de1'fhf 'te& @'t&%ﬁhi@atmgﬁﬁﬂ MtdRagsicaasi st s of
a conpac age out mai nt ai ned ersisten a e..server
(see bel O\kg is “F]‘?lé’e%‘ﬁ&’é nppalsyay Viadhed INS- LRy et é’PgSQQH’P%{ &g‘g"éag%% Seinks

863, form hyperlinks 865, and selection hyperlinks 864, as shown in Figure 30. A general hyperlink

can implement a request for a linked document, or may simply signal a preference to a server. A form

hyperlink submits the corrésponding form to the application. A selection hyperlink submits the current
selection to the application. If the current selection contains a single-word piece of text, for example,
the application may return a single-page document giving the word’s meaning within the context in
which it appears, or a translation into a different language. Each hyperlink type is characterized by
what information is submitted to the application.

The corresponding hyperlink instance 862 records a transaction ID 55 which can be
specific to the page instance on which the hyperlink instance appears. The transaction ID can identify
user-specific data to the application, for example a “shopping cart” of pending purchases maintained
by a purchasing application on behalf of the user.

The system includes the pen’s current selection 826 in a selection hyperlink activation.
The system includes the content of the associated form instance 868 in a form hyperlink activation,

although if the hyperlink has its “submit delta” attribute set, only input since the last form submission
NPX034-SG



fonts and pieces of text, typically stored el sewhere on the netpage
networ k. When the page server receives the stroke fromthe pen, it
retrieves the page description to NPX034-SG 23 which the stroke applies,
and determ nes which elenent of the page description the stroke intersects.
It is then able to interpret the stroke in the context of the type of the
rel evant elenment. A "click" is a stroke where the distance and tine between
t he pen down position and the subsequent pen up position are both | ess
than sonme smal | maxi rum An obj ect whi%th is activated by a click typically
requires a click to be activated, and accordingly, a |longer stroke is
ignored. The failure of a pen action, such as a "sloppy" click, to

regi ster i.s. indicated by t ivQ et gioRen' s " ok"LED
There arelfW%mgﬂﬁgg”%Pn¥ﬁ%%%m%%%§gg%s |n9§p%§?£%§%h%§ge descriptjon
hyper|inks and f &rhyperlinked| gienp 866 fsLit erounredsingt 348 Faichas 2B PYoatd hé@?eg #i gger

the activayi @, ¢zl 2FaQChRE 6dubYiR&ih kel denknt iy pRrdrdupkie Wphldetdti nk is a
means of sendigg a nessage to a renﬁteiﬁpglicatiq%ngrg)%¥B£%j§$¥. licits a
printed r @SPEHEE Vith te e URdt AyEcds s PBRHAT BIPBR F1 K et EnEnt identifies
t he appl i aRhdvidAwitila MK @bh Bantdceiwx Actan it bowsedin dohjenction/pithrth ‘igpbmitglelq’ nk | D 54
which identifie he. hyperlink. J i i oIk cafthdréSre b&GM bed” fl ag
whi ch asﬁ?n?egﬁg§é 8 ]@%gﬁ)gﬁﬁ%gm? %mﬁggﬁhgﬁgh%??gg?fgﬁhalias ID 65 in the
hyper | i nk sagroitw &blickard3 itpragtiondredelrlieptietsr iR &*}?E‘f"é apfstheretgu et Ao Aer | i nk

is recordggd gssa favorite or appears in the user's history. The hyperlink
el ement class diagramis shown in Figure 29. Wien a hyperlink is activated,
the page skf-fer EUMFs a request to an application sonmewhere on the

networ k. The apphifeatdefiis b Soliectniof felaed idpyt fakls appitd @pteiearrelptpl Guof ism t he
applicatio Dis resolv [y! e A Ye W 1o 1Ra@he three
types of htg'ﬁﬁlhlaipﬁﬁtg: “eg’é‘%eerg;} mhag/l%)‘gsrﬁ llﬂﬁ{(tgmb%& © ?éotﬁorﬁ yperl i n;l?sh%%GS, and

sel ect i on shijpyres progresrugéug ongserehown in Figure 30. A general hyperlink can

i I’Yp:c enent a requggimfses is%\ g%‘duﬂ Kleﬂeﬁdmme Eocuﬁént Hi&yrcl‘iyh npltiyhaly gorgdinsa set f
preference to a server. orm hyper]) ink submts t. C ormto
the appl i chtsipel igld eemeaps 3G p erni{gh %ﬁ?ﬁn?g p?rﬁeéi I%S%P?ece%% f%?hggtlrég%:stﬂ igon to

t he appl i cataisarof fibi idstasces 8M0rveitidh comdspant! it fhe Gigld teleinerts &#Sf ithgl fermnBicl figidece of

text, TOr cxabheun JbOGARALL SAL WARo WBY dbRhIA R ShndliR: RaSolag wmmn!
giving the word s neaning wthin the 'context in_ _which it a&ggggr or a

[ s
transl at i catemientt Bacfigld vafusresprds fops drvgle? Pagticular 1iplsd f97P HRBRG P& K8 %ct er i zed
by what iffOfimRl hFhgdsSTH Whiiclats@ithgiam it sh@napPpigire 32.i on. The correspondi ng
hyperlink instance, 862 .records trapnsacti.or ' Auhegospeci fic
to the page inst§ﬁ8§ﬂ&¥ﬁﬁﬁ%ﬁ??%%W%ggéﬁf%ﬁ%@?%§%§%€§@55%2§$§9 The Q
transact i onbohifbdc aid bokepirddf 2 formsie petispwhdnffirg peieteds At form PREOBESFTOFR PGS f or

exanpl e a slllgﬁgp R AGeEel subfiite® SRE bRt RY 5bRRSEShyPE ik BisbRéh activated, unless

the hyperlink has its “submit delta” attribute set. A form becomes void when the user invokes a void

form, reset form or duplicate form page command. A form expires when the time the form has been
active exceeds the form’s specified lifetime. While the form is active, form input is allowed. Input
through a form which is not active is instead captured in the background field 833 of the relevant page
instance. When the form is active or frozen, form submission is allowed. Any attempt to submit a
form when the form is not active or frozen is rejected, and instead elicits an form status report.

Each form instance is associated (at 59) with any form instances derived from it, thus
providing a version history. This allows all but the latest version of a form in a particular time period
to be excluded from a search. .

All input is captured as digital ink. Digital ink 873 consists of a set of timestamped stroke
groups 874, each of which consists of a set of styled strokes 875. Each stroke consists of a set of
timestamped pen positions 876, each of which also includes pen orientation and nib force. The digital

ink class diagram is shown in Figure 33.
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by a purchasing application on behalf of the user. The systemincl udes the
pen's current selection 826 in a selection hyperlink activation. The
system i ncludes the content of the associated forminstance 868 in a form
hyperlink activation, although if the hyperlink has its "submt delta"
attribute set, only input since the |ast form subm ssion NPX034-SG 24 is
i ncluded. The systemincludes an effective return path in all hyperlink
activations. A hyperlinked group 866 ig a group el enent 838 which has an
associ ated hyperlink, as shown in Figure 31. Wen input occurs through any
field element in the group, the hyperlink 844 associated with the group is
activated. A hyperlinked group can be used to associ ate hyperlink behavior
with a field SUChfﬁﬁeﬁm@t{ﬁ%@@%a&x&ck&ﬁﬁeﬁk@abﬁﬂdﬁl@dﬁi aidﬂwﬁ@ﬁj:ldlmtdr@n W th

the "submt del r e of a formh ntinuous
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" bl ackboaralield svoersd dtassignedmo celficidi . e. where input is captured and therefore
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an appli cagelag@nedsgﬁ,gﬁ@&gvap{eogram runni ng on a server. A form867 is a group

el enent 838 in the daqc nt hierarch teI a| ns . of
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subnmitted, void Aisigeups fickthas # dorinted Ggibignetore wileaP8p.iap @PW@MFWW MMyt orm
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subm ssi on T nks been activated, unless gwm%/wg %ﬁ‘gk has its

"submit déke ‘a’mefa‘tft‘frelpﬁ%ataéd g digital pigmapyreatihe copEs of /e ﬁ’“Wﬁ PPhokes a
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is allowed. Any attenp ubmt a ormwhen the formis not active or
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have an input zone on a page and does not accept input. It can have an associated field value which is
included in the form data when the form containing the field is submitted.

“Editing” commands, such as strike-throughs indicating deletion, can also be recognized in
form fields.

Because the handwriting recognition algorithm works “online” (i.e. with access to the
dynamics of the pen movement), rather than “offline” (i.e. with access only to a bitmap of pen
markings), it can recognize run-on discretely-written characters with relatively high accuracy, without
a writer-dependent training phase. A writer-dependent model of handwriting is automatically
generated over time, however, and can be generated up-front if necessary,

Digital ink, as already stated, consists of a sequence of strokes. Any stroke which starts in
a particular element’s zone is appended to that element’s digital ink stream, ready for interpretation.
Any stroke not appended to an object’s digital ink stream is appended to the background field’s

digital ink stream.
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providing a version history. This allows all but the |atest version of a
formin a particular tine period to be excluded froma search. Al input
is captured as digital ink. Digital ink 873 consists of a set of

ti mestanped stroke groups 874, each of which consists of a set of styled
strokes 875. Each stroke consists of a set of tinestanped pen positions
876, each of which also includes pen orientation and nib force. The digital
ink class diagramis shown in Figure 33. NPX034-SG 25 A field el ement 845
can be a checkbox field 877, a text field 878, a drawing field 879, or a
signature field 880. The field el ement class diagramis shown in Figure 34.
Any digital ink captured in a field s zone 58 is assigned to the field A

checkbox field hagiAnuasgariaicde tb@&g@m ua& lrkem&%letedaﬁs §ha¥%ﬁoﬂ rgesaregure 35.
Any mark atick, a cross, a stroke, a ureg in a

C
checkbox fGisngpcaptio along QT EEE objegi lﬁé“\‘f&f‘-‘ﬁé‘tefpéeted %% i %fdget FURE o) g s
val ue. A topptts, hitlgh tlkb&Stuﬁﬂlte@ﬁ'aﬂibh&Taﬁdlca‘.tﬁlx-!%peMﬁd ue 882, as shown in Figure
36. Any digital | ca in.a tex is automatically
converted to tex b@ﬁa oﬁnm;aeev %$P?u&aL%§%gm§|%%% and the text is
assigned to the field' s value. Online handMW|t|ng recognltion i's
wel | -understood (see, for exanple, Tappert, C, C Y. Suen and T. Wakahar a,
"The State of the Art in On-Line Handwiting Recognition”, |EEE
Transactions on Pattern Anal ysis and Machine Intelligence, Vol.12, No.8,
August 1990, the contents of which are herein incorporated by
cross-reference). A signature field has an associated digital signature
val ue 883, as shown in Figure 37. Any digital ink captured in a signature
field s zone is automatically verified with respect to the identity of the
owner of the pen, and a digital signature of the content of the form of
which the field is part is generated and assigned to the field' s val ue.
The digital signature is generated using the pen user's private signature
key specific to the application which owns the form Online signature
verification is well-understood (see, for exanple, Planondon, A and G
Lorette, "Automatic Signature Verification and Witer ldentification - The
State of the Art", Pattern Recognition, Vol.22, No.2, 1989, the contents
of which are herein incorporated by cross-reference). Afield elenent is
hidden if its "hidden" attribute is set. A hidden field el enent does not
have an i nput zone on a page and does not accept input. It can have an
associated field value which is included in the formdata when the form
containing the field is submtted. "Editing" commuands, such as
strike-throughs indicating deletion, can also be recognized in form
fields. Because the handwiting recognition algorithmworks "online" (i.e.
with access to the

NPX034-SG



dynam cs of the pen novenent),

to a bitmap of pen

- characters with rel atively high accuracy,
A writer-dependent nodel
and can be generated up-front
consists of a sequence of strokes.

trai ni ng phase.
generated over tinme, however,
as already stated,

Digital

inlc,

stroke which starts

elenent's

field s

digital

di gi tal

mar ki ng

in

i nk stream
appended to an object's digital
ink stream NPX034-SG 26 Digital

s),

ready for

rather than "offline" (i
it can recogni ze run-on discretely-witten
a witer-dependent

Wi t hout

.e. wWth access only

of handwiting is automatically

i nterpretation.

i f necessary,

Any

a particular ejenent's zone is appended to that
Any stroke not
ink streamis appended to the background
ink captured in the

background figld is interpreted as a selection gesture. G rcunscription of
one or e IS ener i nte P} eL as a selection of the
ci rcunscri ﬁ%bEEb %ﬁ"@ﬁ'ﬁ?’ ﬁt'? é "etggq “hterpretation is
aplecatlon object f | C. Tﬁhmle 2 BmﬂMmuuse; t hese varﬁomwlpen i nteragtions
with a netﬁggﬁr——NPKOB S6 Fabte—2 S mteractipns with a
net page 00 _ {mﬁ'ypd &R I nrél{ Action Hspgrlﬂl’?&ox&éﬁg [for{ql ick Subpit action
to applicdtion Foffend ick @gbnmit form S@brabfsrm@a@npm@t*%el ection Blick
Submi t selfection t & AR CaERT Fornlfi@% @gggm&p%gﬁﬂmanﬁrk ASsign true to
field Textl_Handwr i |nn Conyert digital to text. assigatext—tp ield
Drawi ng Difgrendield n Cheddpyn YGRS i nk pﬁs'ﬁ'? yedo&!8nat ure Signatufe Verify
digital ink signatfes genguardaritrdl gi t alCoavegnaditariek toftext; @ssign tagtss gh di gi t al
signature fto fieldf None G rcunmscription g@lgn digital ink to curregnt
sel ection The system maintdins a current ‘selection for each pen 1The
sel ection |consi st sPsawind y ¢Pigitshisk st Asoigndigitel inloledfieldapt ured i n  he
backgroung field. L Jratord UGt S Cf eav%ﬁryargrtéirnkergnm@cgénwatev T{ meout to
ensure predictable eﬁaV|or The ram/dl% % In y field is
retai ned dn the netpage page server and/J/%2' Sigp? FrSﬁgfg’f"Q af‘?%ﬂ'ﬁ’l?aytej with the
form data|when the[formis|subm tted tojsighaureppfieildcati on. This al |l pws

None - Circumscription Assign digital ink to current selection

The system maintains a current selection for each pen. The selection consists simply of the

most recent stroke captured in the background field. The selection is cleared after an inactivity

timeout to ensure predictable behavior.

The raw digital ink captured in every field is retained on the netpage page server and is

optionally transmitted with the form data when the form is submitted to the application. This allows

the application to interrogate the raw digital ink should it suspect the original conversion, such as the

conversion of handwritten text. This can, for example, involve human intervention at the application

level for forms which fail certain application-specific consistency checks. As an extension to this, the

entire background area of a form can be designated as a drawing field. The application can then

decide, on the basis of the presence of digital ink outside the explicit fields of the form, to route the

form to a human operator, on the assumption that the user may have indicated amendments to the

filled-in fields outside of those fields.
Figure 38 shows a flowchart of the process of handling pen input relative to a netpage. The

process consists of receiving (at 884) a stroke from the pen; identifying (at 835) the page instance 830
to which the page ID 50 in the stroke refers; retrieving (at 886) the page description 5; identifying (at
887) a formatted element 839 whose zone 58 the stroke intersects; determining (at 888) whether the

formatted element corresponds to a field element, and if so appending (at 892) the received stroke to

the digital ink of the field value 871, interpreting (at 893) the accumulated digital ink of the field, and

determining (at 894) whether the field is part of a hyperlinked group 866 and if so activating (at 895)
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the application to interrogate the raw digital ink should it suspect the
ori gi nal conversion, such as the conversion of handwitten text. This can,
for exanple, involve human intervention at the application Ilevel for forns
which fail certain application-specific consistency checks. As an extension
tothis, the entire background area of a formcan be designated as a
drawing field. The application can then decide, on the basis of the
presence of digital ink outside the e icit fields of the form to route
the formto a human operator, on the ‘assunption that the user nmay have

i ndi cated anendnents to the filled-in fields outside of those fields.
Figure 38 shows a flowchart of the process of handling pen input relative

to a netpage. ,lhfed Fﬁmﬁgﬁs al&gﬂt?\}eﬁlt detShinfng C@ \88¢)gw(1@f§er 8&4}0@@& reisentf rom t he
pen; identifying (at i nst ance t he h%iage ID 50 in

t he st rokecoFiepgids to Iaétqur ‘?H“g“e(“af“dB’éG? ftﬁét“‘ﬁa(ﬁesgaégﬁrﬁoﬁ?sf’%‘ﬂm% Bt i fyi ng
(at 887) zi:ltexfnﬁlrvelﬁ,tlﬁ ad aekReBNn lﬁﬁgﬁdmmeﬂmﬂ,&pﬁaﬂdmé’@t 0¥ bk ecdival groket S

determnln 8 ¢ nafleld
el ement - ol B B5 oL PSRt ag (4 26970 RRLeE e R R e 2
i nk of thesefect@h&&néﬂueur@ﬂtben,am@npmétbvﬁ’greg’affatlmyvﬂt he accunul at ed digital
i nk of the fiel dFlg@t@@Sa Q{S&?E ek Gl dtar: 304dp 8936k RMprdche skdwalil Figgepart of a

hyper|inked group 8 so_activating (at 895) NPXOS G the
associ at ed"isirpibe chwlat%‘l ctl%ﬁahl&‘f Pl figld SePiEPieHi2FRgT \X@F H‘Z ﬂ% Fiige

formatted ;ﬁb&ﬁ&aﬁsmsa@ﬂaamm@da stge) whehyibe Fidld ks aedhedkbcm an_éu(ad 897 vslctha(ﬂtel vating
(at 8995) tcgg%fm%rré?s ond %"ppe and Ik a‘%s%h% lia@%%lég er!r&’eWaluQéJ ke RRAsepee of an

i nput fiel yper recei ved stroke to the
di gi tal i rdtenitivelin getmmmgr(wﬁ@ WheébrdthfBe:Bd lsarmu Eelh padnif sq wrveg g Yat Of ﬂreeceu ved

stroke to &Qﬁllﬁl&% c&futer \ﬁﬁltthecﬁgl %2§1e QJperHﬁe feilbtFaBdt seP&and &ﬁlgﬁiﬁg (at9al)ned by
t he reglstratlon server. g}lére g

det ai.l ed Step 893
in the probewavesrtrRmrys 9t g éi°1§8’al“° ﬁ*fé}a’é"e i‘iléterg’t‘,’t!‘ffr{ﬁl%%)ggﬁ% ge 191 i"nk of a
field is |srgnetﬁr|alﬁaaeﬁh ip@oefiflinn Gt 903) thk digitay jpie aothe i |oétihdpen’5hefnerryrlti;¢l@ss
consi st s OtI }p 0t %ralr)gdgﬂna ﬁ% atx%? §e}vem%5t (att)g!ﬁ fdi %&g}gkﬁm@om&%f%d (at

897) whet he rep resen S a Chec and if so assigning
(at 898) apotrqssg«eldmalfqm 3l Wlﬁethef help) Qi thegPaiwration Spyes A T dhe Pep 8TRSF PRYERG ( at

899) whet hefathBReyf k18kng td e SrPSidideiaBhidatRNUnd {ssigineGRVUD iiel dpgal(sRhatBOB) t he
digital ink to conputer text, with the help of the appropriate registration
server, arfbe%éds‘iab‘ﬁl ng (at 901) the converted conputer text to the field
val ue; al ter.8at | Pade/Saredra¥ammamidy (at 902) whether the field is a signature
field and if SO é %f%}vnxg o(nﬂ'xg?dggg)com%dd&}gdht@han'dﬁglo@acllytbb%esﬂagéqﬁwQ of the
pen's owner, \ he appropriate registration server

creating (%Ffa%h!)eﬂ’aoﬂfogp’tpagea§‘i%‘&ﬁ%’és“6‘?est he contents of the corresponding

form also wth hheRald caimdnllen7agbesivomifbrMoraind 608, amihuam forgh coleargen
owner's prijyvate nat ur | atin tot 1C9 |Q I atlon
and assi gm'idt r(’sﬁif%?g%)‘m’(aﬂ o I%?efg %a ure gﬁ a‘?"ﬁ E Qm%[&@lk%

Page Ser vetseGagerennchsind 913, a get page status command 914, a duplicate document command 915, a

reset document command 916, or a get document status command 917, as shown in Figure 39.

A void form command voids the corresponding form instance. A duplicate form command
voids the corresponding form instance and then produces an active printed copy of the current form
instance with field values preserved. The copy contains the same hyperlink transaction IDs as the
original, and so is indistinguishable from the original to an application. A reset form command voids
the corresponding form instance and then produces an active printed copy of the form instance with
field values discarded. A get form status command produces a printed report on the status of the
corresponding form instance, including who published it, when it was printed, for whom it was
printed, and the form status of the form instance.

Since a form hyperlink instance contains a transaction ID, the application has to be
involved in producing a new form instance. A button requesting a new form instance is therefore
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A page server command is a command which is handled locally by the page
server. It operates directly on form page and docunent instances. A page
server command 907 can be a void form command 908, a duplicate form comand
909, a reset formconmmand 910, a get form status conmand 911, a duplicate
page conmand 912, a reset page command 913, a get page status command 914,
a duplicate docunent command 915, a reset docunent command 916, or a get
docunent status command 917, as shown &p Figure 39. A void form comand

voi ds the corresponding forminstance.”A duplicate formcomand voids the
correspondi ng forminstance and then produces an active printed copy of the
current form instance with field values preserved. The copy contains the

same h_ypertlly%%lg%fn(é&&%ﬁgégsggypgm.as the original, and so is

i ndi stingu romthe original to an application. A reset .form conmand
voi ds the corredpbpliengagespmmmdoroshees 2 Rrigied $oBY P eFE®ending PagerisARyr i nt ed
copy 0‘; t h\%(tjhf e E&igﬁ%h@ﬁ&@éﬁﬁetpbeseﬁédeﬂfdle‘ﬁaéeue:&aiﬂi aStBI]iﬁf &ﬁdpartAfgeirm,ftmanm}est a]'E us
command produces a print report. on t tatus of t rrespondi.ng form
i nstance, $REPRaHY SR ﬂfb}“feg’ﬁeé?ﬂi 52 d\’ﬁ%&% ?‘iﬂnv\q/aog’mﬁnrdi %t reecf,? pgggrc%%%gdr% it was
printed, agictiutdaea priitadh Shpgtoli sheoforrbdpendingr pueé frsteupa cwith @ heckgrguldofiald Mlyser | i nk

| nst ance chsr?::'[irgeldnﬁ 1 phdeA0RAELI QM o E’pa.trt b&: fgrﬂlt,){hkrpﬁé }e%pz@@@onﬁﬁn@i@in_telﬁﬂéfﬂl Ved. n
produci ng a hew orminstance. A button requesting a new forminstance is

t her ef or e asMPX@FdmmIGmEand. Ayeei Ragd StasicHRERBRCEEs AREAETASE O ARSI | cat e
page Comm&ﬂesp&{aﬁggﬁ Bstikd, McRding BY pflishdd at, Ghed & S0 pital) fpademniingtsance
with the backgroun i el.d val ue ’esetv%%.flf t he page contains a formor
is part ofPritef-gpdihe st e &Y PR BESS cormand is interpreted as a
dupl i cate form cOhmmpege bgordsdtappragen commetdee i nevdilicasspoigtepwithe dmliedspy  of

t he corresgggﬁd&kpage instance with the background field value discarded
If the padg contains a formor is part of a form the he reset page
command i s i nt er Pfher eppge Haange fségﬁé‘ﬁa“fdo"i“%ft?@ﬁﬂ’ﬁ?fd’.resﬁv‘fge{‘]ek{)vzi & AT EPES cormand
produces am&f%ﬂgﬁﬁniaﬁoiUmgmm&ﬁﬁgéﬁa&ugwammiHedmﬁﬂﬁgampoaﬁhﬂgm@ageu

i nstance, incl udi 0. published it n it. Nt n&@& it was
printed, aMRfst K" Q@g\é%‘gm%fm AT s ??Eéalr\flnwl%gr?t“ g‘flérg%%g%%hsq S%%’r“*t“I %%0 Thée![11 net page
| ogo whi chbyappeadarderaphic edisating sretepdiy signagrarstifidatigp. associ ated with a duplicate
page el ement. Wign,a; DAGG kB LEHERd bRaRuPl prietl @6hyWr tHd cbrieBlofkiidgrdotisent
preserved, field values are printed in_ their native for fl.eﬂlgtﬁpecknark
appear s asinginey ¥ith hrcherernd delfarabey Prishied I ffqdorunst SPRES AL 5 (fpeSet text.
Only dr awi dugca® A6kusib:Y Bathrbing Suphpps @fe foris tnhBd samewingh dvalicafe dormcomynant dees.
signature acconpani ed by .a standar. Fe L ndi | GCaealdhi
signature'@é?? PEET SR d&ﬂb‘?%gﬁggg%% Q%ge%%%%%%%&gggduces a&gﬁThted
copy of t hHeclgoundcEad malien glischoded i the document contains any forms, then the reset document

command resets the forms in the same way a reset form command does. A get document status

=0

command produces a printed report on the status of the corresponding document instance, including
who published it, when it was printed, for whom it was printed, and the status of any forms it contains.

If the page server command’s “on selected” attribute is set, then the command operates on
the page identified by the pen’s current selection rather than on the page containing the command.
This allows a menu of page server commands to be printed. If the target page doesn’t contain a page
server command element for the designated page server command, then the command is ignored.

An application can provide application-specific handling by embedding the relevant page
server command element in a hyperlinked group. The page server activates the hyperlink associated
with the hyperlinked group rather than executing the page server command.

A page server command element is hidden if its “hidden” attribute is set. A hidden
command element does not have an input zone on a page and so cannot be activated directly by a
user. Tt can, however, be activated via a page server command embedded in a different page, if that

page server command has its “on selected” attribute set.
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instance wi th background field values preserved- If the docunent contains
any forns, then the duplicate docunent command duplicates the fornms in the
same way a duplicate formcommand does. A reset docunent conmand produces
a printed copy of the correspondi ng docunent instance with background
field values discarded. If the docunent contains any forns, then the reset
docunent command resets the forns in the sane way a reset form comrand
does. A get document status command ppoduces a printed report on the
status of the correspondi ng docunent instance, including who published it,
when it was printed, for whomit was printed, and the status of any forns
it contains. If the page server conmand's "on selected" attribute is set,
then the g@ManNds@RSARBIFRRTURES of RErPR&ES | dentified by the pen's current

sel ection rather_than on the page containi qg‘mshhtg command. tThLS& r‘%ltcl)OWS a
menu of page ser¥dbe REFFHENIE LR IEPHES PR hHEREY g’é‘f Mpage® d8edn' t
contai n aifiage thab &iy/£ heted hmiNberdbre nihtefagive plopgerithe STy riedoadbo petgjas sepyer
command, then the command is jgn A | Gatd Vi

appl 1 cat | SHEBBAPHETIAA folof MoiEs 4G BP BE b2 30 PO A G Run
comrand elpexdeqnt a gony ef thpyqotine [fgrmicand i the ogse of Pseculs slg@msiy spelyas 3 HEke\ LA £FBOD he
hyper|i nk j235@%icAL6 th exprhdalri f3& D¥REHbiAg s group rather than executing the

page server command. A page server. commapd el enent. is hidden if its

"hi dden" attri buthe #@“l%ﬂ?g?e’lﬁg%i”@?ﬂé‘f’i"’“"(‘i‘d%ﬁ"’éﬁlﬁ‘l %feétﬁb?ﬁ 'i?i{)ezeé’anﬁﬁ?tpaﬁ%ﬁ’/aée an i nput
zone on a s@adgSpediullcoppiuaaiontire asilaldl liviaigelt lehobaenlto/anlapplgatiogser . 1t can,
however , Qeg actity&k%Ly'é@sTEMpage server command enbedded in a different
page, if tHat page server command has its "on selected" attribute set.
NPX034- SG 30 1.18 2 SEANBARIDoHRATURES PR INEPHRaEsnglgbugtprelabslled Bepe VieRr m  each
net page i ek ALIRA M2 phdi®r ARLRAGE idcRGiR:at the bottomto indicate that it
is a netpage and therefore has interactive properties. The logo al so acts
as a copy® butt SRS PIRHEFSPEH SRS pressing the | ogo produces a copy of the
page. I n the casewodfpantbr@bisimitiee button produces a copy of the entire
form And in the gasg pf a secure document, such as a ticket or coupon,

the button elicits an é’xp anatory note or advertising page. The default

si ngl e- page copyodugert fingtionimsnthandl ed directly by the rel evant netpage page
server. Speci al t&,qg,)ghfeﬁ L% dRécrnandl ed by linking the ogo button to an

application. 1.9 USER P SYSTEM In a preferred enbodi ment, the netpage
printer has a sitgher ﬂiﬁltPWdFSfJ‘éﬁfﬂ“é‘&fal"15’5\’%"“3’0\”)%%?.56 5 %%afeeg“?‘f" elicits a
si ngl e page of iTiEascomént fungtion medutinbludep. the feltosving Sungtfonpr i Nt er connecti on
status of  print %ht%?&?,%ﬁ?&'cﬁﬁem top-1evel help nenu

. print a clean copy of a form

. print the status of a document

A document function is initiated by simply pressing the button and then touching any page
of the document. The status of a document indicates who published it and when, to whom it was
delivered, and to whom and when it was subsequently submitted as a form.

The netpage network directory allows the user to navigate the hierarchy of publications
and services on the network. As an alternative, the user can call the netpage network “900” number
“yellow pages” and speak to a human operator. The operator can locate the desired document and
route it to the user’s printer. Depending on the document type, the publisher or the user pays the small
“yellow pages” service fee.

The help page is obviously unavailable if the printer is unable to print. In this case the
“error” light is lit and the user can request remote diagnosis over the network.

2 PERSONALIZED PUBLICATION MODEL
In the following description, news is used as a canonical publication example to illustrate

personalization mechanisms in the netpage system. Although news is often used in the limited sense
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document function nenu top-level netpage network directory The hel p menu
provi des a hierarchical manual on how to use the netpage system The
document function nmenu includes the followi ng functions: print a copy of a
docunent print a clean copy of a form print the status of a document A
document function is initiated by sinply pressing the button and then
touching any page of the document. The status of a document indicates who
published it and when, to whomit was . ,delivered, and to whom and when it
was subsequently submitted as a form 3the net page network directory allows
the user to navigate the hierarchy of publications and services on the
netmnrk. As an alternative, the user can call the netpage network "900"

number RA hée@%{gpée}g%ﬁwsn%gglé B@v@kthé Brefiel IR In @ RhtQbntexf B @ideoPer at or can

| ocate the cunmént and route it to t ser's rlnt r. De
on the document nyHe nctpage spifs jteneditogal copfgnt &E‘the;f‘gyeé“sfnﬁe O o @ “ewéloleg\cfi\; "
pages” blserp}[ziblfcaloﬁeﬁe p&%ﬂaliﬂ&i qu%a@ﬁ'erblﬁ 0Nttt | The Ledtiavvial bcmbhtexsm‘ersmmzeprl nt er
is unable to prin

equest. T DR distr oD ot st i et Pl HRREERR N Mool
I n the foldomwit Bgershasized qotordiny to the wader's logatibiindidemagremtiitoni cal publ i cati on

exanple tq, j Il usgy RgALPegg AUdAfAt i on nmechani sns in the netpage system
Al t hough néws is often use Inthe limted sense NPX034-SG 3

newspaper and nefvsyhsghsricredraveoisivo kids of ATERRREG detsghat f ‘V‘frﬂéwsﬂ’ﬂlé%tf?f‘s cont ext
is wider. haHolemNedoRAL Bevs)skta) Wlhh@n@sdlﬂuﬁlfchtﬁ)hs aentgeamtchad ¢ditel Bydther t i si ng

content of a news publication ar ersonal iz f
The edi torH“QISheE’o?ﬁwér‘?Feafné e ?%gbeﬁ%l?d?%g‘ By (a:‘crbe?v?je M}Se} th ﬁgl r;é’ %‘?&S%B?P Icls'{nl3 y

st at ed ancdhggrgator. ANetvk pubticgivnsr tgdcally tareepsnd ]@r@filtlblel nepisRapere sk eVERagfinet ont ent
is per sona%é%%ﬁf@% (grilll %%nm b dVBriddC R4S i R&iHolahe R Wil IRgtaPRia 2. 1

EDI TORI AL _ \"subscri ber can draw on t ki nds of news
sour ces: titelatse wrr's glmppdtiend s RleR ppidcAthosHee s vy ™those that deliver news
streans. Wile nmsne@hgalﬂumaadoarsavarseppaggmegaﬂmmaomedieeu fegyel plbjicatibies as

publ i sher ews, streans a at e | b
speci al i ze"i‘j=ﬂ }'3 agébeéarn%é)f muﬁ’g ne%s Stﬂqbafn th Farg(rllglgttﬂepl ca at{Bﬁgcl%]lédr ?%S{)glg(rj tg :

traditi on&bnm@mq&fanpm@emdelmﬂb‘na@aby e scadery b qe@ernév%e tgPleesafieréshy oBe many

and vari eqjageg‘ovel:@fﬁ,chl{%mge%ggnoeﬁ@ﬁ‘a@o%‘f\’s SerV' ce, a cartoon strip, a

freelance Witer's colum, a friend's bulletjn '
e-mail , The subscriber builds a daily newspaper by se ectmg %rafg 91’ moorlé c%r%bugiggage%rs S own

publicétions, and creating a personalized version of each. The resulting daily editions are printed and
bound together into a single newspaper. The various members of a household typically express their
different interests and tastes by selecting different daily publications and then customizing them.

For each publication, the reader optionally selects specific sections. Some sections appear
daily, while others appear weekly. The daily sections available from The New York Times online, for
example, include “Page One Plus”, “National”, “International”, “Opinion”, “Business”, “Arts/Living”,
“Technology”, and “Sports”. The set of available sections is specific to a publication, as is the default
subset.

The reader can extend the daily newspaper by creating custom sections, each one drawing
on any number of news streams. Custom sections might be created for e-mail and friends’
announcements (“Personal”), or for monitoring news feeds for specific topics (“Alerts” or
“Clippings”).

For each section, the reader optionally specifies its size, either qualitatively (e.g. short,
medium, or long), or numerically (i.e. as a limit on its number of pages), and the desired proportion of
advertising, either qualitatively (e.g. high, normal, low, none), or numerically (i.e. as a percentage).

The reader also optionally expresses a preference for a large number of shorter articles or
a small number of longer articles. Each article is ideally written (or edited) in both short and long
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The net page publication server supports the publication of edited news
publications as well as the aggregation. of nmultiple news streans. By
handl i ng the aggregati on and hence the formatting of news streans sel ected
directly by the reader, the server is able to place advertising on pages
over which it otherw se has no editorial control. The subscriber builds a
dai ly newspaper by selecting one or nore contributing news publications,
and creating a personalized version ofmpach. The resulting daily editions
are printed and bound together into a single newspaper. The various
menbers of a household typically express their different interests and
tastes by selecting different daily publications and then custom zing them

For each pupldcat gqmsﬁrggrel{cgader optionally selects specific sections. Sone
sections appear |Ie ot hers % ear weekly. The dai I%ﬂsectl ons

wh
avai | abl e from THe aﬂlﬁé myRyralso Pr et (oF iediied) ‘F‘cﬂ‘ffereé&‘écfftﬂ“%w P fyePsHage one
Pl us", " Nagoblﬁs[ﬁ@eltlon of th@feﬁl’eﬂ@&rleﬁhﬁ@ie to pro@% dSlhldt’ﬁﬂ"s and Bawgts'neseils, ThHeAipprepriatevi ng”

"Technolog avallable sect. ' ific to a
publ i cati o ’S“’&és *@Ct‘i%tféc"&dsé‘fgaﬁ-fgf reagerf)s%e Theppader Cany %crﬁgallﬁ%e]n t geﬁd&{% Egah(%ai ly
newspaper mycedneatitigirbiobtiostrgect i ons, each one drawing on any number of

news streans. QJ%eOz{Hlé& Qlﬂﬁkem gJa@h 5133109 'hﬁa;,glgtgedfagci prﬁ)nmﬁ Iby aRddifors Qﬂds
announcenents ("Personal” nonitoring news ‘i’@%ffié‘?em fic

t opi cs (" Aaghip assigeyd a usefyl i B‘P‘h&g 'difauhlibery a@ef’éh""?@&‘ﬁ“dﬂe"a‘ftﬁ‘@s PEPi onal 1y
speci fies drde, ssuﬂc&‘to s;ﬁbédaﬁ&aﬂ@allmetsaﬁsmbe}syed(tﬁng short, nedium or long), or

|1 ired
B:‘JgE{):’ f ? 0 ny O]S b aavg?tlf)ins vrhﬁre 1t is aIpPrﬁ%na§ q@% ed e¥ ay 0] P o) e}lable%ﬁﬁabél&%e grﬁ%iél e  ow,

none), or Thimethecamblieg tc(am0®s whish lalmew@’@m'@glet)g llfel‘-ih!e Ea@a@éf@ie "gll‘céduacljﬁ?slf?fnal |y
expresses (.%llﬁ)laﬁtl\%rfﬁtgl%% if Ig'ﬁte@wktﬁ"fagﬁ‘g IQIH&Q%{ thO€nd SPME heBe. &h& lblﬁtl;)&%alpﬂ'rovx& smal |
nunber of longer articles. Each article is %/ te té |ted) |n
bot h shor taogAY hassdee- Nlﬂs%é s@shé.“z” Poplfingsit P&’eg‘b%b‘h fea?%ﬁ‘%l 3? é‘f%’ﬁé"e?
article maytiod. SO be vvrltten (or edited) in different versions to match the

expected sophis EXrthEl 1,9 tn%reltlgs ea%? Qhort fllPeEIm%XQMe%fotrep eﬁJcQ%iyd &)n&@rédd ren’s

and adul ts' versions. version I's selected according to the
reader's agentialikelingdste Fdlweiﬁn%@%@ilfeyedao mp%&w@gsuhﬁ@bewml ch takes

precedence over {Relddedd é)QLngj} @@Alﬁé@g%erer;ﬁlﬁ@ty@cfok Glaes qﬁMiﬂa@d@lyr(angolbpd@ﬂCh
section are selected and prioritize

|s a55|gned
a useful |IPEHR o pycgealy g ieh Sﬁréﬁ‘/d‘%'iyg‘}‘/’ﬁ’é P“W\fé g"etsgdld lI‘Sfx{jfor %\(}lgl
subscri be nsuabbﬂam;a ﬁilt&[ﬂgIA(mgh)fadafmak&ubptﬁﬁ tikelyghat (ha cerespontingrsedtipnt willibp fildde

subscri ber (s) the cajl%letrls 9 Q?llﬁec{)cq?a%%f: E&I elnt e%{l(ﬁplkytfaét& c4hlbe E&Hﬁéﬁ%ﬁdﬂ&éﬁ?da&@&d er my

optlonally enap atlve ring. This is then applied
articles vhdwikhave a sufficiently long lifetime. Each article V\/m ch
qualifies for The reader also optionally specifies topics of particular interest within a section, and this

modifies the priorities assigned by the editors.

The speed of the reader’s Internet connection affects the quality at which images can be
delivered. The reader optionally specifies a preference for fewer images or smaller images or both. If
the number or size of images is not reduced, then images may be delivered at lower quality (i.e. at
lower resolution or with greater compression).

At a global level, the reader specifies how quantities, dates, times and monetary values are
localized. This involves specifying whether units are imperial or metric, a local timezone and time
format, and a local currency, and whether the localization consist of in situ translation or annotation.
These preferences are derived from the reader’s locality by default.

To reduce reading difficulties caused by poor eyesight, the reader optionally specifies a
global preference for a larger presentation. Both text and images are scaled accordingly, and less
information is accommodated on each page. A

The language in which a news publication is published, and its corresponding text
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col |l aborative filtering is printed wwth rating buttons at the end of the
article. The buttons can provide an easy choice (e.g. "liked" and
"disliked' ), making it nore likely that readers will bother to rate the
article. Articles with high priorities and short lifetimes are therefore
effectively considered essential reading by the editors and are delivered
to nost rel evant subscribers. The reader optionally specifies a serendipity
factor, either qualitatively (e.g. do g don't surprise ne), or
nunerically. A high serendipity factor |lowers the threshold used for

mat ching during collaborative filtering. A high factor nmakes it nore
likely that the corresponding section will be filled to the reader's

speci fi ed aamaﬁg', tsya progerﬁ_l,i dffﬂerpamcats;e aRNdt Qbﬁeﬁéteﬁﬁ&&ﬁ}ésséﬂ&ﬂ thexsapamieﬁdrenb for

di fferent d%}g es ste cang o‘uf3 egt v1£a toma Ppgnsgrglas 34 fl es topics of
particul ar imterest Wt hl section, 8 f“ﬁ oA 1 1 l’tsﬁe priorities
assi gned b#:2t he é@VERTISQNGLmeLl@@@EdNQ)TAHGﬁENGeader S Internet connection

affects the qual Iﬁxé’ @rgonm&rom (;f rmggcﬁtoﬁﬁrkop@nt &%&tiyvﬁfeég 'theTMerﬁsﬂé%ﬁtent
optionally specifi es a B'é azlrerence for fewer I mages or snaller i mages or
1

_both. If be@shifypiioedt ¥ plyped;torgplolt thesedifesal fceaﬁc?avel fieltr PABRe L may be
del i ver ed mbrelli@dieto ppatl id ¥ trdvel RetioRthan kioshRErel BiROlalut bDthe @ﬂltomltchntgﬁ @adner
conpressi o e. reader ecifies ntitiges,
dates, ti rrae%)vertésr?rd(anrflotgreé ‘“L t4‘%8“g‘‘Sh"r)al‘rf’se“‘ it g"é‘é i° ag‘ ot e errlsv%f \?eeés s%‘em fying
whet her unmghsdealoyanhwperr aI or nmetric, a local timezone and tine for mat

and a | ocal curregt¥ve Q&Qrt ‘ishﬁ&:e& Qﬁ thPBARls 'o’f%éaﬁ@ éﬁ@rli% ?r apBis. 'L’&ca%
transl ati on or annotati on. hese preferences are derive fprom t he reader

| ocal ity bipteERipes Areximityotor Ragtislar 1eavieas: Mefailsrst £5-c aiid Pasticulam (ricesets 3gd pRRGTDS

eyesi ght, dsiweiate®aiiethe PRIl tadid@inityand pEabinieRS Danogehphibadetefief getietdh m@rcht®tinda | ar ger
present ati Orocu alonsaswé}asq.&% é nmages are scal ed accordingly, and |ess

i nformati on 1S acconmmdat ed on e4eh page. The | anguage in which a news
publication i s p Alyieivs bbdisherinuost profille prodysd cdrrytising X spaceRiRXO @ d-dgensi@al

encodi NG, dnfity AeHRHREDY the BibliLdAn PLBLhRRL bRt NEL DRTr Bs RERKRH 8F cdeinpr essed
by the user. However, the netpage system can be confi gured to provide

aut omat i ¢ JePaFrEhis pul e A gl R?’aﬂdi"eé%?é“ggw ses. 2.2 ADVERTI SI NG
LOCALI ZATI ON ANDInTadRbsitphEdNEpsth,cthd satmenpiblicaesn @rvenéontpines el bipauxinale oot ent

directly adyert it . : . als abypical ly
pl aced toa&eé %I?é% g‘Deh & éﬁ,{%k?ﬂa{‘&égbﬁ@%@& suﬁ' %gg o ;EQQ%/%J ig)%ilgqg?deg %re nor e
likely to aavp@ahe publicationysageesranbis ccovamge.t thaprotdnisaragdersiun, trhize\ofoash resflerishe
editorial s64ibh &fitlonteRhddhder8 d¥RFkihSHbpoliRNAnd &BK RERF SdchBgbdhR. publ i sher) lies

| its ability tp aliract hale ndHe 20l SSAISHS MLy oSOl

defined in greater detail, and allows smaller pieces of it to be sold separately. It therefore allows it to

be sold at closer to its true value.

For example, the same advertising “slot” can be sold in varying proportions to several
advertisers, with individual readers’ pages randomly receiving the advertisement of one advertiser or
another, overall preserving the proportion of space sold to each advertiser.

The netpage system allows advertising to be linked directly to detailed product
information and online purchasing. It therefore raises the intrinsic value of the advertising space.

Because personalization and localization are handled automatically by netpage publication
servers, an advertising aggregator can provide arbitrarily broad coverage of both geography and
demographics. The subsequent disaggregation is efficient because it is automatic. This makes it more
cost-effective for publishers to deal with advertising aggregators than to directly capture advertising.
Even though the advertising aggregator is taking a proportion of advertising revenue, publishers may
find the change profit-neutral because of the greater efficiency of aggregation. The advertising

aggregator acts as an intermediary between advertisers and publishers, and may place the same
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Ef fective advertising is placed on the basis of locality and denographi cs.
Locality determnes proximty to particular services, retailers etc., and
particular interests and concerns associated with the |ocal comunity and
envi ronment . Denographi cs determ ne general interests and preoccupations
as well as likely spending patterns. A news publisher's nost profitable
product is advertising "space", a nulti-dinensional entity determ ned by
the publication's geographic coverage,sthe size of its readership, its
readershi p denographics, and the page area avail able for advertising. In
t he net page system the netpage publication server conputes the approxi mate
mul ti- dinmensional size of a publication's sal eabl e advertising space on a
per - sect i Ofiv&aensnt inlnditipR@ublidht@ns. account the publication's geographic
coverage, the section' s readershi t.he size of each reader's ct,d on
edition, each reddeyo® “8{5\52}?{ ?d:qlﬁﬁ%ﬁeﬁ?%ﬁgef{?aﬁeo%“?{“?ﬁo LY e RgEr 2&1 ad

denogr aphi placehent oohpmblicedum’sviratiitiorat ¢pemterpazt begause the priditgtionjeadygitingrspat sows t he
adver t ISl nQOI'g Q%Eeét ggﬁgﬁgnoqgg !hQ ﬁl‘ﬁlcbxﬂplig({;tgt?‘%ﬁ{eg%%(ﬁé i)GtW&B Shvexjtilei%y\@vmgl er

pieces of 1t to d"separately. erefore allows it to be sold at
cl oser to desssgaqry andypyblishers, thy prefemdpionn of Hie nel#E SEYRFR POYIETSigme aptgpatedcan pe
sold in vagyiorgfoP HRROAHASHs] BiclS@NE fupbort & \eloinhtS® bifotionad df Mudiefiding i spacall

readers' pages randomly receiving the advertis nt of one advertiser or
anot her , og'g‘?“éﬁt‘?“ pr %@gglﬁﬁlyn éest‘?ﬁv" 3 g’F SEREFBA 8 agvggléeemelsﬁ(%lwgucg (?e%eéag s
adverti seramoligofirebpageh ssssiibonhighlydwalizethdeqrtsenintsg to be |inked directly to
detail ed product On&er])ﬁa?én%? 129 Dec DG oiMal BE2BMERDRBIDG: and Ldis BELEERESeRAI SES

e

the intrinsic value o advertlsing space. _Because_ personalization and
| ocal i zat i 29 regprs lhme@eseaefmﬁowmfamw thedtb)ishsE re5Ar et PeadiPragiPeRE S s, an
adverti si ngleR@0h@aad Pblicalibn RErRyY. Waerthbinktpae i fuplichion arverOMBr aufj @adhf usiBt h
geogr aphy and ..d raphics., The subsequent. dis re i is efficient
because i tpefsgnagffg gﬁ%ﬁ%@f’ IR alﬁ‘feglr?%nrleéltsgg%ggggf)%g%{ 5:813181. for publishers
to deal w28 advUsekrBROAYERQQregators than to directly capture adverti sing.

Even thouglzjhe pRyflatibs FlikQriAgor egator is taking a proportion of
advertising revenue, publishers nma find the change profit-neutr because

of the greater efhqrepentisptionof gy of pplications relieh AR AR PSSIrRRt O ET B  or act s
as an i nt ghsmdinpimatibieinweains: adverti sers and publishers, and may pl ace the

same NPX034- SG 34. advert isement in multiple publications. It is worth
H \/ ublication customizations H .
noting that ad p‘fgcemen‘t1 I'n~a net page publication can be nore conpl ex than

ad placerent i neolldperatinglfilterngtveatans s tradi ti onal counterpart, because the
publicatiaqn's adygslhsdieg space is nore conplex. Wiile ignoring the ful
conpl exities of negotiations between advertisers, advertising aggregators
and publi shers, RengiPRRrefieRsds f or m of t he net page system provides some
aut omat ed suppoThe b@tomizagme of agpiblicitiorO s typicallyl pabliagios-sieEde, t asioso #hat onmat ed
auctions Q:]:zst(?nglga 1[)& iint%lrngl onslpr%:%gthined by the relevant netpage publication server.
A collaborative filtering vector consists of the user’s ratings of a number of news items. It
is used to correlate different users’ interests for the purposes of making recommendations. Although
there are benefits to maintaining a single collaborative filtering vector independently of any particular
publication, there are two reasons why it is more practical to maintain a separate vector for each
publication: there is likely to be more overlap between the vectors of subscribers to the same
publication than between those of subscribers to different publications; and a publication is likely to
want to present its users’ collaborative filtering vectors as part of the value of its brand, not to be
found elsewhere. Collaborative filtering vectors are therefore also maintained by the relevant netpage
publication server.
Contact details, including name, street address, ZIP Code, state, country, telephone
numbers, are global by nature, and are maintained by a netpage registration server.

Presentation preferences, including those for quantities, dates and times, are likewise
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Automation is particularly desirable for the placenent of advertisenents
whi ch generate small amounts of inconme, such as small or highly localized
adverti sements. Once placenent has been negoti ated, the aggregator captures
and edits the advertisenment and records it on a netpage ad server.
Correspondingly, the publisher records the ad placenent on the relevant
net page publication server. \Wen the netpage publication server |ays out
each user's personalized publication pi cks the rel evant advertisenents
fromthe netpage ad server. 2.3 USER B%CFILES 2.3.1 Information Filtering
The personalization of news and other publications relies on an assortnent
of user-specific profile information, including: publication
custonlza%kgagmhﬁghhﬁbgﬁgkmmgmglIter|ng vectors contact details
presentation preferences The customn zat li.cati,on is t |caIIy
publ i cat i on- spectFil¥ nhzéﬁ’ﬂ VEe T ’ﬁ%‘f“ott‘ﬁ 12‘??‘?’6“2]’°Qtﬁ$orthﬁa TR %agtdrr%llpht ai ned
by the relvsailauhé tarpetng afjelvudiigirdit oroperssl informatidn ol dsalye pittikhy genfldr)| nhagital ng
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used to corrélate erent user interests for t gur poses of maki ng

recommendat i ons. Foathosrourshwha thepse tafereabestreral irdormasiopr ARvATHPHBFRESS: iyl e
col | abor atdfaddn! it Ghainfehed 86 LR rdlRNElR REPLALS NEdigfrath RRY. mﬁﬂfel dbbHn@f of such

publication, there are two reas nor e pract.i rralntaln a
separat e VEST{ons yerisipg gan ?fdﬁ??t%dr](fnl %Waf‘ﬁgfr% © fleguogiag) % A & ate‘gvemhrr%? &°Verl ap
bet ween t I a«@it+d1Cede0f subscribers to the same publication than between

those of subscr I&@l{ §I tg lg“teqrﬁgﬁcatlﬁ)oa%(lr)c%ygi?lit AnEQ%hc%ﬁilsaassQéﬂm 1Ll ﬁﬁué s likely

to want to resent VvV terin vectors as part of
t he val ue lfblitlfie{’ gndyheppipagerfegistpipniserver g ipfagns diedditivashias bf'eme? SEBraacoVB % i | teri ng

vectors a'F%uxte:h ef, sz ozseanalzs q:omga&aaioﬂ P6kpdays, b pavlisel @vaspbcid) &inp &g eppligiibd i cat i on
server. Cont
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adverti si BgouglelvhigSthRer REfiteradtiag. Thedebki M &ﬁbk&ﬂﬂﬂﬁctﬁﬁblﬂhﬂrﬁ wsdr higianthérizeqgender
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such as a range an
instead resolves the ID when it is requ1red

When a user subscribes 808 to a publication 807, the publisher 806 (i.e. application
provider 803) is authorized to print to a specified printer or the user’s default printer. This
authorization can be revoked at any time by the user. Each user may have several pens 801, but a pen
is specific to a single user. If a user is authorized to use a particular printer, then that printer
recognizes any of the user’s pens.

The pen ID is used to locate the corresponding user profile maintained by a particular
netpage registration server, via the DNS in the usual way.

A Web terminal 809 can be authorized to print on a particular netpage printer, allowing
Web pages and netpage documents encountered during Web browsing to be conveniently printed on
the nearest netpage printer.

The netpage system can collect, on behalf of a printer provider, fees and commissions on
income earned through publications printed on the provider’s printers. Such income can include
advertising fees, click-through fees, e-commerce commissions, and transaction fees. If the printer is
owned by the user, then the user is the printer provider.

Each user also has a netpage account 820 which is used to accumulate micro-debits and

credits (such as those described in the preceding paragraph); contact details 815, including name,
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For those users who choose to reveal personal information for advertising
purposes, the information is maintained by the rel evant netpage

regi stration server. In the absence of such- information, advertising can
be targeted on the basis of the denographic associated with the user's ZIP
or ZlI P+4 Code. Each user, pen, printer, application provider and
application is assigned its own unique identifier, and the netpage

regi stration server naintains the rel ationships bet ween them as shown in
Figures 21, 22, 23 and 24. For regrstﬁ?tron pur poses, a publisher is a
speci al krnd of application provider, and a publication is a special kind
of application. Each user 800 nmay be authorized to use any nunber of
printers 8 atdge it.
Bach user aes 2EeRaPd Boblh ol Ber o plt SR AR, B ur gl Sodibaly

publ i cat i ortngar enydetrmbvxep%uwmw@eqcardr #17, mrtrlgltlg sgwser s propfled Fegrvdiind ar e
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keeps track ublishers a user has authgrlzed to print to the

user's defPaypet ‘ﬁfdi aﬁ‘t°é‘rts 82A“’ﬂ)‘bkﬂ"?%?1%’?““ﬁ’8&§ayﬁ18‘its‘?“é SP4°t he 1D of any
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the user' shaefragd tetworki heelfst is Tpintained by ﬁreusrrsmtqndhﬁ werrs hskelfy BpoRBEZ S dny tine
by the USLer . FRICRHHRR24TRYrdARAYQ ABYEh&L o1 iSéhdwn Rlike dRas{BaEram i FRpeCi fic to
a single user. 'If a user is authorized to use a particular printer, then
that print®r recognizes any of the user's pens. The pen IDis used to

| ocate the.s®rrenpeigiing user profile maintained by a particular net page

r egl strat I on ser ¥€r éystvrlnamatm elIlS SEO{}’ fls}t]%2§l%ﬂaéachwﬁ§érs 'ﬁbh\ﬁ?bco t. mug rﬁﬁlls 1.%09 can

be authorized to pri net page printer ow ng. Wb pages
and net pag@cmctﬂﬁentgsserhyGW@ﬂE@gﬂﬁlﬁ P?ﬁ@gwﬁe%rlb‘ﬁsﬁgﬁ&e‘iﬁ atS‘éte‘B‘E?Ff\‘i‘E]r‘Ff ent |y

printed Orh prdidfed BRGYIERAt PRABAI oW inMeRlass dbaRmieripage. syst em can col | ect, on
behal f of printer Pr ovi der, fees and conm ssions on inconme earned

t hr ough pL?o‘rr cat INTFILIGENT PASEXAYPT he provider's printers. Such i ncone can
include advert i Shengetpage publivhtionksetver auighatkalyslayeowtofiverge formib 98¢rons, and
transacti gjg sIm%Ezed aubhcattlgla Clﬁg ge@tgogrby étmnﬁéé@? QinDY mb P B Ei®nentd NER e mbister s

the print user ar as a netpage account 820 which is
used to ammwe@emng%mmr plagedonfhe rapedisforathy ifertel spateqthose descri bed in

the precedi ng paiRidApiing rio ri&racstecudle&aalbla Sch@&l, withhaldydiai g AdveEising AIR¥034- SG

36 addr d. tel eph mb f
privacy, e?i’élli?d\}n‘é‘?"y’/e%?g ‘T‘Q% usfgt%ghs d%g a?qﬁll}’ﬁéga?gog{ en%ﬁﬁg%@ Trhé %%clr}&gn ??C

records 8Xkénfigoedtoadtampigo tdlecatensély tiedivaiahng p@sﬁ&{sgg gon@ntgsuch as placing ads

for roofing material specifically within the publication because of a special feature on do-it-yourself

roofing repairs.

The editorial content selected for the user, including text and associated images and
graphics, is then laid out according to various aesthetic rules.

The entire process, including the selection of ads and the selection of editorial content,
must be iterated once the layout has converged, to attempt to more closely achieve the user’s stated
section size preference. The section size preference can, however, be matched on average over time,
allowing significant day-to-day variations.

2.5 DOCUMENT FORMAT

Once the document is laid out, it is encoded for efficient distribution and persistent storage
on the netpage network.

The primary efficiency mechanism is the separation of information specific to a single
user’s edition and information shared between multiple users’ editions. The specific information

consists of the page layout. The shared information consists of the objects to which the page layout
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fingerprint 819 etc; a handwiting nodel 819 automatically maintained by
the system and SET paynent card accounts 821 with which e-conmerce
paynents can be nade. 2.3.2 Favorites List A netpage user can naintain a
list 922 of "favorites"” - links to useful docunents etc. on the netpage
network. The list is maintained by the systemon the user's behalf. It is
organi zed as a hierarchy of folders 924, a preferrred enbodi nent of which
is shown in the class diagramin Figurg 41.-2.3.3 History List The system
maintains a history list 929 on each user's behalf, containing links to
docunents etc. accessed by the user through the netpage system It is
organi zed as a date-ordered list, a preferred enmbodi nent of which is shown
in the cIa%&mdmggh@mmga;5mgugamﬂ§mazf$miNTELLlGENT PAGE LAYQUT The net page

DU oot o S R ST B g s ol RGP BB e
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this. The @hgioh tii8nibsddeCBPhdn@idh BElts todidWbith@amagraghTorfi@ttihd) C at e cl osel y tied

editorial and adyerti si content, such a I f.i

mat erial specifi |IIP%;G\RF?% 'H’O%eﬁén BUAsT o8¢ f%:‘% %g%évgvs?ggo ed o rgsc%a Feature

on do- it - yiomas élgfaphic ogdei engodeseq2d) graphic Thiwalaldé Veptor §rapbm1§%@tf01%1 ected for the

user, including §gxt oﬂﬂ{lelﬁéotﬁﬁéié cﬁ{a‘%%k H@chéd gk and AR Sfects1BkddR&RIoWAl d out
[ he

accordlng to various aest c rules. entire process, .including the
sel ect i on bfectadough dvhidhetext qbisets i o, Sperligst & imput (5lde @ (deserite @bovBeafd; er at ed
once the |\ﬁ’a‘t’dﬁkﬁrk Rfnd TR NGEM objells are is@filirizEdOinRbR 3C TS BYont &ehb emspatthe
user's stgt.t gaﬁ%t' 0 Ié rt%il%rl Sch The section size preference can,
however, B&HHY (§°r5 g fsggé Over al | owi ng significant day-to-day
variations. 2.5 DOCUVENT FORMAT Once the docunent is laid out, it is
encoded for efficient distribution and persistent storage on the netpage
network. The primary efficiency nmechanismis the separation of information
specific to a single wuser's edition and information shared between

mul tiple users' editions. The specific information consists of the page

| ayout. The shared information consists of the objects to which the page

| ayout NPX034-SG 37
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refers, including inmges, graphics, and pieces of text. A text object
contains fully-formatted text represented in the Extensible Markup Language
(XM.) using the Extensible Stylesheet Language (XSL). XSL provides precise
control over text formatting independently of the region into which the
text is being set, which in this case is being provided by the |ayout. The
text object contains enbedded | anguage codes to enabl e autonmatic

transl ation, and enbedded hyphenation fints to aid w th paragraph
formatting. An inmage object encodes an image in the JPEG 2000 wavel et - based
conpressed image format. A graphic object encodes a 2D graphic in Scal abl e
Vector Graphics (SVG format. The | ayout itself consists of a series of

pl aced i mage and graphic objects, linked textflow objects through which

t ext obj eci.sblf%omét Q%Herl itnlgs {md input fields as described above, and

wat er mar k 129t on8¥PIHe8ECY IWSEY® obj ects are sunmarized in Table 3. The

| ayout usqs haympact f oAttitiutsui t abl e Formatfof i cijent di stribution and

storage. NPXQ34-SG 38 Table 3 - netpa obj ects Layout Attribute
For mat of o%jng i nked object 1lma egﬁéégia&th?&&l |l mage object I D PEG 2000

G aphi ¢ Pdsiageon Gr[Besifios object ID VB extflow extflow I D Zone Optional

text objedt ID " <M_(".‘fg§%0bj.EMﬁ§ri K TYPEG286F ppiication I D, etc. Field
i Vit ermark Zone 2.6 DOCUNMENTS DI STRI BUTI ON As descri bed

Type - I\/Eam_ng___Zane /i
above, forCrAfiBosesPdtioBf fi ci ent disfribution andl persistent storage on the
net page ngtwork, a [Gephicspieallbl C pagBvicayout is g$eparated fromthe shared
obj ect s t a-whieh—+t—+refers:

Textiow Textflow 10 :
Zone -
Optional text object ID XML/XSL

Hyperlink Type -

~t

Zone -

Application ID, etc. -

Field Type -

Meaning =

Zone -

Watermark |[Zone -

2.6 DOCUMENT DISTRIBUTION

As described above, for purposes of efficient distribution and persistent storage on the
netpage network, a user-specific page layout is separated from the shared objects to which it refers.

When a subscribed publication is ready to be distributed, the netpage publication server
allocates, with the help of the netpage ID server 12, a unique ID for each page, page instance,
document, and document instance.

The server computes a set of optimized subsets of the shared content and creates a
multicast channel for each subset, and then tags each user-specific layout with the names of the
multicast channels which will carry the shared content used by that layout. The server then pointcasts
each user’s layouts to that user’s printer via the appropriate page server, and when the pointcasting is
complete, multicasts the shared content on the specified channels. After receiving its pointcast, each
page server and printer subscribes to the multicast channels specified in the page layouts. During the
multicasts, each page server and printer extracts from the multicast streams those objects referred to

by its page layouts. The page servers persistently archive the received page layouts and shared
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When a subscribed publication is ready to be distributed, the netpage
publication server allocates, with the help of the netpage ID server 12, a
uni que I D for each page, page instance, docunent, and docunent i nstance.
The server conputes a set of optim zed subsets of the shared content and
creates a nulticast channel for each subset, and then tags each
user-specific layout wwth the nanmes of the nulticast channels which wll
carry the shared content used by that layout. The server then pointcasts
each user's layouts to that user's printer via the appropriate page server,
and when the pointcasting is conplete, nulticasts the shared content on
the specified channels. After receiving its pointcast, each page server
and print efopspbscribes to the nmulticast channels speci fied in the page

| ayouts. During the nulticasts ch_page server a ri r extracts from
the nulticast stP&%ﬁ’s"“ﬁ"ﬁb}?ére&‘fifegé‘ﬁg’el‘)gg‘ég?oé’g“ E‘éts p‘}?ypaP'?“g“%g‘ PRBATs. The
page Sel’Ved’r&tepfhéﬁﬂlﬁ-b@ﬁlaie&j/laamcdmﬂﬂﬁntahaizbﬁmebﬁtﬂdt page | ayouts and shared
NPX034- SG 39 CO%& normgp((\rgun%taﬁ)ge% erle nngiag és\(fﬁ ﬁl%:ln fhlg)h&n%pjdg%édt 0 whi ch
its page | ayouts reter rinter re- rea popul ated | ayout
and then réssungpg Qe@ﬂqmﬂe@hm&ess mverecuﬁtﬂema%rthmveeserI@a%qsarﬂ?egf16%8H@ﬂpr| nt er

prints pagRdkb ik GintNAN tHeRRYe KofiNin ReeAe)fI1VEHBEHpagesAS &I HiteRBI @Nﬁuﬁ&h&i of each
page is covered with i mages, the avera page has. a size of oggsﬁg t han

400KB. ThetIpying a5 tempapany; Pfpra refsr dhsginer %ﬁnt LR Yrong BEFe PECHC Pnits

i nternal Geqwﬁ’aleiiemquB orabduoWiCHf baye dbte pp sdcandywiiiehfif dmidar otties. hightseexpectedt er
prints at t This is equivalent to 400KB or
about 3l\/b|rf‘e°ﬁ)% é%ad% gzgégggb,ggd%%nﬁgg&% ch is simlar to the highest
expected rate oﬁvepa’gbf @actrealdewmeroys Frlss vebhortsanas tetimeick tEA&slYunder
abnor mal  Ghdi @id et SAIORSble Skedlends MBI BBy PED bR HrileiS 00 pdge iferfaBgdRiige It 1S
likely that the user will be able to replenish the paper supply before the
printer's cili?ﬁ‘typ‘%l a5t ernal storage capacity is exhausted. However, if the
printer's internHbwevenifry pdaes ifitrhdl memorytdaesrfill upether thapréer will Yo welamabl e to
make use Qfy um; 1Ak Vm?@ﬁ,lsttoczdr; §he reepggypabhcmﬁ sk @agereraums prifdedsON

server there ore ows printers to subnmit uests for re-multicasts.
Waen a crite sebaiit rmrﬂqtfeﬁor srmyltisate YYhen Pgn?eb@iﬂ\?edo drauestsyip FRSEYRd o 3AESPY, t he
server re-om&stihemlsrem@mﬁ@mee&mdammamb@dmobj ects. Once a docunent is
printed, a printer can oduce an exact cat e af

retrieving its p§’§f§ I af/‘%tf 'S* 2RY (gorﬁmtelf l}r)%dr\lﬂ A exac ’?Xat? atpaﬁg%ge)?'ver. 2.7
C]\l-DEI\/AND@&@UMES\H’E@SWI@Na@m@tq@efgzeatbmlsmmagq%mrequested on dermand, it can

be persongl4 zed @ﬁl@Eﬂﬁldy&ruﬁgNﬂsn much the sane way as a periodical.

However, since there is no shared content, delivery is pade
When a netpage document is requested on demand, it can be personalized and delivered in

much the same way as a periodical. However, since there is no shared content, delivery is made
directly to the requesting printer without the use of multicast.

When a non-netpage document is requested on demand, it is not personalized, and it is
delivered via a designated netpage formatting server which reformats it as a netpage document. A
netpage formatting server is a special instance of a netpage publication server. The netpage formatting
server has knowledge of various Internet document formats, including Adobe’s Portable Document
Format (PDF), and Hypertext Markup Language (HTML). In the case of HTML, it can make use of
the higher resolution of the printed page to present Web pages in a multi-column format, with a table
of contents. It can automatically include all Web pages directly linked to the requested page. The user
can tune this behavior via a preference.

The netpage formatting server makes standard netpage behavior, including interactivity
and persistence, available on any Internet document, no matter what its origin and format. It hides
knowledge of different document formats from both the netpage printer and the netpage page server,

and hides knowledge of the netpage system from Web servers.
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directly to the requesting printer without the use of nulticast. \Wen a
non- net page docunent is requested on denmand, it is not personalized, and it
is delivered via a designated netpage formatting server which reformats it
as a netpage docunent. A netpage formatting server is a special instance
of a netpage publication server. The netpage formatting server has

know edge of various Internet docunent formats, including Adobe's Portable
Docunent Format (PDF), and Hypertext Markup Language (HTM.). In the case
of HTM., it can nmake use of the higher resolution of the printed page to
present Wb pages in a multi-colum format, with a table of contents. It
can automatically include all Wb pages directly linked to the requested
page. The giser &geudmyne this behavior via a preference. The netpage
formatting erver, n nmakes standard net page behavior, including interactivity
and persi sténce, SBVHCPEML on any Internet document, no matter what its

ori gin and for matCryplographydased th protatteehgie veohfoahiafidnebatinin std@mmémttralﬁsb,rarmms from

both the n e N now edge
et e EARANE RELOLE A0Sk AR08, BRS8Nl QR e Saon 0

CRYPTOGRAFHY @rniqstaplyt awshyputilis-keys gptpgsanhy-of ke fetRagp stetiotke Uieh a9t elissss n°f both in
storage angyddprdhansit, and to authenticate parties to a transactlon

There are two ¢ asse of cr wi despr ead use: key
crypt ogr aphy and ?W@ﬂ@@%yﬁvy%?Sg?éﬁﬁy“Sﬁﬂ%’ Pﬁgﬁﬁpﬁé?e esmﬁ?% ®hot h
cl asses ofmm@wymudgm@phywwagcrwwpkewwmﬂwmh@gmaphynwaﬂsbnm@ﬁ®tmemgi@ as

symetric e gs the same key to encrypt and decrypt a
nmessage. f§&¥%%r9%§% ﬁfg%§<% t o exchange nessages nust first arrange to

securel y exchang®utiprieys eaptegrankpy 2Isopaeierice- Refs EPFHEEEr AP S&°5r @Perred to
as asymMet dnbSptioh ¥k OmE @ﬂhééys d@ﬁ:&h&ﬂd&all}eﬂaﬁfey pi suéie WeB)Bat anli@sshgb@ndtdyed ar e

mat hematically related in such. a. a age .epcr i ng one
key can onf*{ %%‘8%8Pyﬁvéﬁdﬁ§?ﬁ&“ rkﬁkéx”g%ﬁ“ ST 1 e éxgﬁﬁgsw#% t hen
publ i shed, thwlsthelr & ketit havagt Hepubls kbosptse@tolevae any‘ﬁkvesaaummded fete hosielug dg to
encrypt a vl B3 8ce 'erQ: {%ﬁi @ﬁingftﬁkr puBlQ%e? al rpe@JageOJan Btﬁ?be &Ex%ﬁf&itugmgﬁy pm@@c €

encrypt ed u3|ng t he ey, a nmessage can onl ecrypted using the
private K&y Thnygr Cﬁaﬁe‘f‘i“’é&exﬁ‘&f‘ﬁeé’é@éﬁ%eé Wh‘é‘kﬁfﬁ‘éﬁﬂ’ég REbagRd S frtsTbut fir st
havi ng t 0 BX&aiage (R paetd 1Y iskedire, it EGoRRBiF Be hblad of BEprate kotte gdoeyteile Secur e,
it is norqpl for the holder of the private key to generate the key pair.
Publ i c- key %prtography can be used to create a digital signature. The

hol der of the pr Pupi¢-key chyptpererin canrbe ated togrrdpis @ igitd sighpived: The helderoferdiad t hen

encrypt t h@y BASR S KRG G RLIRER KEen AIWPIBe hash using the private key. Anyone
can then verify that the encrypted hash constitutes the “signature” of the holder of the private key with
respect to that particular message by decrypting the encrypted hash using the public key and verifying
the hash against the message. If the signature is appended to the message, then the recipient of the
message can verify both that the message is genuine and that it has not been altered in transit.
To make public-key cryptography work, there has to be a way to distribute public keys
which prevents impersonation. This is normally done using certificates and certificate authorities. A
certificate authority is a trusted third party which authenticates the connection between a public key
and someone’s identity. The certificate authority verifies the person’s identity by examining identity
documents, and then creates and signs a digital certificate containing the person’s identity details and
public key. Anyone who trusts the certificate authority can use the public key in the certificate with a
high degree of certainty that it is genuine. They just have to verify that the certificate has indeed been
signed by the certificate authority, whose public key is well-known.
In most transaction environments, public-key cryptography is oﬁly used to create digital

signatures and to securely exchange secret session keys. Secret-key cryptography is used for all other

purposes.
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can then verify that the encrypted hash constitutes the "signature" of the
hol der of the private key wwth respect to that particular nessage by
decrypting the encrypted hash using the public key and verifying the hash
agai nst the nessage. If the signature is appended to the nessage, then the
reci pient of the nessage can verify both that the nessage is genuine and
that it has not been altered in transit. To nake public-key cryptography
work, there has to be a way to distrilyte public keys which prevents

i npersonation. This is normally done using certificates and certificate
authorities. A certificate authority is a trusted third party which
authenticates the connection between a public key and sonmeone's identity.

The certificate RUEDMolhg dchskibe SwHeh SefRBcS GN midel Qeﬂﬂé |s§c¥rebtyan§9ﬁ@]£6h niEng
certifl C at e

identity docunents, and then creates and S|t%r1 q Ith ]
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pur poses. IMPX03ANEIBAGEPRINTERSECURITY| | owi ng di scussi on, when reference i s made
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uses the pntﬂlutpukleyandemwyng@tlﬁfeyhelmntﬁl‘r@ theewetriage) nefiiog b ek Eh ekt secr et
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reglstratlo ver abase ubl'tc and uni quely

i dentifiedn ttﬂ"l@wpfrsparw@alﬁccm b eeoivetipnl éedBt ek e %@E%ﬁ'ﬂ‘ sigps p sréfic@f et and
is used weﬁialﬁlkgemerﬂnﬂklesr phistic fIDN §4d F8E SikRRRILON add1RoRe thestdekiithem hbe
printer connects to the netpage network for the first time after

i nst al | at iFgTatopd c‘g’f’séat es a signature public/private key pair. It transmts
the secret |D arnthembipagpuigisirgiok @yves@tus e bytificate piikoritynet fptrge nﬂegllswmti on
Server. Trﬂgsagc%gs\{gg crgt a&oﬁnah&ﬁnﬁ?&%ﬁky%&t&@%@ﬂtﬂs'{ the printer's secret ID

recorded 1nit as and acce he registration if the. |l Ds natch.
It then creates \é(hqsasqsgrfgbsanl@em pybHcgtion, aé"(ﬁﬂ‘fidﬁ FPARG R S BRI EETOB bl ic 1D

and publ i Gerfdr ARtEHaser Rthk@Nng BOFUbEHEN B8 PrifithBe AMLidatidn 10 aliecusér’s dehelt piitegiossr at i on
dat abase.

specified printer. Every document sent to a printer via a page server is addressed to a particular user
and is signed by the publisher using the publisher’s private signature key. The page server verifies, via
the registration database, that the publisher is authorized to deliver the publication to the specified
user. The page server verifies the signature using the publisher’s public key, obtained from the
publisher’s certificate stored in the registration database.

The netpage registration server accepts requests to add printing authorizations to the
database, so long as those requests are initiated via a pen registered to the printer.
3.3 NETPAGE PEN SECURITY

Each netpage pen is assigned a unique identifier at time of manufacture which is stored in
read-only memory in the pen and in the netpage registration server database. The pen ID 61 uniquely
identifies the pen on the netpage network.

A netpage pen can “know” a number of netpage printers, and a printer can “know” a
number of pens. A pen communicates with a printer via a radio frequency signal whenever it is within
NPX034-SG



The netpage registration server acts as a certificate authority for netpage
printers, since it has access to secret information allowing it to verify
printer identity. Wen a user subscribes to a publication, a record is
created in the netpage registration server database authorizing the
publisher to print the publication to the user's default printer or a
specified printer. Every docunent sent to a printer via a page server is
addressed to a particular user and isg,signed by the publisher using the
publisher's private signature key. The page server verifies, via the

regi stration database, that the publisher is authorized to deliver the
publication to the specified user. The page server verifies the signature
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initiates the registration procedure. In addition to its public ID, the pen
cont ai ns dY&Eere IRey- exchange key. The key-exchange key is al so recorded
in the netpage rg@iotdhladike Béh caCinpersonstah AdIAS the fiin régisn@ion broreelivhiyatreat@n Dur i ng
{ regln:ﬁnr ?tslc%)%ndeect qﬁleig%sr}?r%l{e?ﬁ%s%lﬁesdl:;ytthsep%.teltgr. IDto the printer, and the printer
When a previously unregistered pen is first registered, it is of limited use until it is linked
to a user. A registered but “un-owned” pen is only allowed to be used to request and fill in netpage
user and pen registration forms, to register a new user to which the new pen is automatically linked, or
to add a new pen to an existing user.
The pen uses secretkey rather than public-key encryption because of hardware
performance constraints in the pen.
34 SECURE DOCUMENTS
The netpage system supports the delivery of secure documents such as tickets and
coupons. The netpage printer includes a facility to print watermarks, but will only do so on request
from publishers who are suitably authorized. The publisher indicates its authority to print watermarks
in its certificate, which the printer is able to authenticate.
The “watermark” printing process uses an alternative dither matrix in specified
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net page regi stration server. The server generates a session key for the
printer and pen to use, and securely transmts the session key to the
printer. It also transmts a copy of the session key encrypted wth the
pen' s key-exchange key. The printer stores the session key internally,

i ndexed by the pen ID, and transmts the encrypted session key to the pen.
The pen stores the session key internally, indexed by the printer ID.

Al though a fake pen can inpersonate a pen in the pen registration protocol,
only a real pen can decrypt the session key transmtted by the printer.
When a previously unregistered pen is first registered, it isof [imted
use until it is linked to a user. A registered but "un-owned" pen is only
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This extends to copyi ng netpages on net page- aware phofocopi ers.
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not entirely immune to forgeries.
3.5 NON-REPUDIATION

In the netpage system, forms submitted by users are delivered reliably to forms handlers
and are persistently archived on netpage page servers. It is therefore impossible for recipients to
repudiate delivery.

E-commerce payments made through the system, as described in Section 4, are also
impossible for the payee to repudiate.

4 ELECTRONIC COMMERCE MODEL
4.1 SECURE ELECTRONIC TRANSACTION (SET)

The netpage-system uses the Secure Electronic Transaction (SET) system as one of its
payment systems. SET, having been developed by MasterCard and Visa, is organized around payment
cards, and this is reflected in the terminology. However, much of the system is independent of the
type of accounts being used.

In SET, cardholders and merchants register with a certificate authority and are issued with

certificates containing their public signature keys. The certificate authority verifies a cardholder’s
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lifetime of the docunent, and secure docunent |Ds are allocated

non-conti guously to prevent their prediction by opportunistic forgers. A
secure docunent verification pen can be devel oped with built- in feedback
on verification failure, to support easy point-of-presentation docunent
verification. Cearly neither the watermark nor the user's photograph are
secure in a cryptographic sense. They sinply provide a significant
obstacle to casual forgery. Online docynment verification, particularly
using a verification pen, provides an added | evel of security where it is
needed, but is still not entirely immune to forgeries. 3.5 NON- REPUDI ATI ON
In the netpage system forns submtted by users are delivered reliably to
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captured and stored in the registration database, linked to the user’s record. The user’s photograph is

also optionally captured and linked to the record. The SET cardholder registration process is
completed, and the resulting private signature key and certificate are stored in the database. The
user’s payment card information is also stored, giving the netpage registration server enough
information to act as the user’s proxy in any SET payment transaction.

When the user eventually supplies the biometric to complete a payment, for example by
signing a netpage order form, the printer securely transmits the order information, the pen ID and the
biometric data to the netpage registration server. The server verifies the biometric with respect to the
user identified by the pen ID, and from then on acts as the user’s proxy in completing the SET
payment transaction. '

4.3 MICRO-PAYMENTS

The netpage system includes a mechanism for micro-payments, to allow the user to be
conveniently charged for printing low-cost documents on demand and for copying copyright
documents, and possibly also to allow the user to be reimbursed for expenses incurred in printing
advertising material. The latter depends on the level of subsidy already provided to the user.

When the user registers for e-commerce, a network account is established which
NPX034-SG



Because the systemis pen-based, the bionetric used is the user's on-1line
signature, consisting of tinme- varying pen position and pressure. A
fingerprint.bionetric can al so be used by designing a fingerprint -sensor
into the pen, although at a higher cost: The type of bionetric used only
affects the capture of the bionetric, not the authorization aspects of the
system The first step to being able to nmake SET paynents is to register
the user's bionetric with the netpage,registration server. This is done in
a controlled environnment, for exanple a bank, where the bionetric can be
captured at the same tine as the user's identity is verified. The bionetric
is captured and stored in the registration database, linked to the user's

record. Thg,USQE PO, qabugeﬁrecabesq &%&r@ld&gﬂ@%wm@ndedm figed to
t he record e SET cardhal der %I strati on Process is conpl eted, and the

resul ting Pistendinesiohit bslnge yrips heypndgidpamen mpqh are stored in the database.
The wuser's pay n"emneﬁxaﬂcdcdoﬁftexnrmrmafdedts aggreg e s:bmnmbp fags fot egodidals, whhpage
registration s ou t er's proxy in any
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account caiﬂtabe extended to aggregate subscription fees for periodicals,
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able to e an a dpr| at e cont ext user's input.
The ahas ID is then sul mltte to the hyperlink’s apphcatlon

The application maintains state information indexed by alias ID, and is able to retrieve
user-specific state information without knowledge of the global identity of the user.

The system also maintains an independent certificate and private signature key for each of
a user’s applications, to allow it to sign application transactions on behalf of the user using only
application-specific information.

To assist the system in routing product bar code (UPC) “hyperlink” activations, the system
records a favorite application on behalf of the user for any number of product types.

Each application is associated with an application provider, and the system maintains an
account on behalf of each application provider, to allow it to credit and debit the provider for click-
through fees etc.

An application provider can be a publisher of periodical subscribed content. The system
records the user’s willingness to receive the subscribed publication, as well as the expected frequency

of publication.
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When i nput occurs through a page which is not user-specific, however, the
application nust use the user's unique identity to establish a context. A
typi cal exanple involves adding items froma pre-printed catal og page to
the user's virtual "shopping cart”. To protect the user's privacy,

however, the unique user ID 60 known to the netpage systemis not divul ged
to applications. This is to prevent different application providers from
easily correlating independently accumyl ated behavioral data. The netpage
regi stration server instead nmai ntains an anonynous rel ationship between a
user and an application via a unique alias ID 65, as shown in Figure 24.
Whenever the user activates a hyperlink tagged with the "registered"

attribute,48he nRESREGEE gm.ps,gnymowdqﬁ.gnhe net page registration server to
transl ate the aSSOCIat%@aﬁﬁlf tion I%) gether. tht 61 I D 61,
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appl i cat i afasortuth (M3LPR Sé&cemscgbtg)ﬂpm&ﬁ@ﬁjp@n transactl ons on behal f of the
user using only application-specific._ informfi assj st the systemin

routing product ﬁé‘?smlf‘i?diéscf‘m}“a" Fe5isy g I?‘”ld?iiézlov i nStHasge SR WOREEHY r ecor ds
a favori t eradyipd dopyightdses Hm ek & righs holtidtewhes esersfpont capyyight comipet of pr oduct

types. Eacg'u appl bSmdN?élnbﬁs gh‘%ed with an application provider, and the
system mai ntai ns an accoun al f of each application provi der to

allow it to creditcommuication mfomvédfpﬁﬂ@\mdéiﬁfeq’ erchased o essedet briwRn pries Bt ¢ An

applicatiqp IR:["pQé’e' Q&Jm Qﬁ'tﬂlepﬁlc@as%égsl ipSheE o seREE Bt Gakt of UbmEd ploebiceNt ent .
The system record E ser Ilngness to receive the subscribed

publ i cati cfﬁ"pe’ég"e\'ﬁ(é’ﬂd ed'éerf"rtf’éa"%?(‘d’@@tﬂ?d‘e PEFEERcy  of publication. NPX034- SG
46 4.5 RESOURCEEAESERIcHTi GINStrANDbYCERY B @Hdquéncp rdgemr ie dviéaritbel herzptalof  a

resource d&&e%g)bn% b 18 legx%&a g,geggalggm SndSBOVidaailibSE & G o KRGS g uTENt
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i s ~desi gnegprdséniihgs litkiind bfhe &lht_s;qmmg me ﬁme £l 8@y Ex Ge ifSlF0 i'sB@am.as Didshddn Cor e
met adata conforns. to the W tg

Descri pt i o FPEREHOPR PREEY ! K t‘VF e St lffﬁlme 5 gg“(’:%?al%%k:m% [r;r]l%av%cza O%ru;/gc‘r%}s hts
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from user g LQ tJ{&anmp&e R%'pﬁ%c&. when users print copyright content.
5.1 SUBSCRIPTION DELIVERY PROTOCOL
A preferred embodiment of a subscription delivery protocol is shown in Figure 43.
A large number of users may subscribe to a periodical publication. Each user’s edition
may be laid out differently, but many users’ editions will share common content such as text objects
and image objects. The subscription delivery protocol therefore delivers document structures to
individual printers via pointcast, but delivers shared content objects via multicast.
The application (i.e. publisher) first obtains a document ID 51 for each document from an
ID server 12. It then sends each document structure, including its document ID and page descriptions,
to the page server 10 responsible for the document’s newly allocated ID. It includes its own
application ID 64, the subscriber’s alias ID 65, and the relevant set of multicast channel names. It
signs the message using its private signature key.
The page server uses the application ID and alias ID to obtain from the registration server
the corresponding user ID 60, the user’s selected printer ID 62 (which may be explicitly selected for
the application, or may be the user’s default printer), and the application’s certificate.

The application’s certificate allows the page server to verify the message signature. The
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5 COVMUNI CATI ONS PROTOCOLS A communi cations protocol defines an ordered
exchange of nessages between entities. In the netpage system entities
such as pens, printers and servers utilise a set of defined protocols to
cooperatively handle user interaction with the netpage system Each
protocol is illustrated by way of a sequence diagramin which the

hori zontal dinension is used to represent nessage flow and the verti cal
dimension is used to represent tine. ﬁ?ch entity is represented by a
rectangl e containing the nane of the entity and a vertical colum
representing the lifeline of the entity. During the tinme an entity exists,

the lifeline is shown as a dashed line. During the time an entity is
active, thgadisérdrs RGudsSto HRQW AR ertkd WAk & thel PBlicatBe TR LEAIESTD dof OlogaRl S
considered _here do not create or destroy entities, lifelines are generally

cut short H#&ntloapbsEriopd@niity ceases to participate in a protocol. 5.1
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It sign
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the regists.ati on Hyeertex Actimenad?rogspmndi ng user |1 D 60, the user's selected
printer ID 62 (\Ml\lpgg' rpég)émpo%m%étg)lf!a?)lpul 2 aﬁggﬁ‘g c_fopiE shomﬁF%QBwi_ca_t Ion, or
may be the user's e?ault.prlnter , and the app?lcatlon[s certificate. The
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si gnat U:; €. Te%@fnetb%&@%&@o‘ﬂ?TheQﬁg&'d&ﬂﬁ%ﬁ&ﬁﬁ Pagé UL BtatibO of fhe pigﬁ.gi" Iﬁ:t;i‘rigﬁei OI’]f
server fails jf the icatiop I D and alias | on't together identify a
subscripti3ng6§w®fﬁgggg§§§§§?g%?g%ﬂ%ﬁmﬂfwg%g?gggdocunent and page instance
I Ds and forwar ds Théiginpadecrmies s ihp DNS¥¢ ndtwrck addiessf thagage bDor BB handling he
printer. | JhT bzﬂt?cluﬂ\dﬁge iﬂl"tﬁ) lti“ﬁ'é RAYBRmay @l}ea&&f be/TH ktﬁa@lﬁﬁf hCRA M ecentipiiBRLELOr t he

I sten to.

printer to then returns the newly all ocated pagg | Ds to the
appl i cati oVithr thg sapg, page- & by prfogsF @ﬁbféljwards the pen ID, its own printer ID 62, the page 1D and click

location to the page server.

The page server loads the page description 5 identified by the page ID and determines
which input element’s zone 58, if any, the click lies in. Assuming the relevant input element is a
hyperlink element 844, the page server then obtains the associated application ID 64 and link ID 54,
and determines, via the DNS, the network address of the application server hosting the application 71.

The page server uses the pen ID 61 to obtain the corresponding user ID 60 from the
registration server 11, and then allocates a globally unique hyperlink request ID 52 and builds a
hyperlink request 934. The hyperlink request class diagram is shown in Figure 44. The hyperlink
request records the IDs of the requesting user and printer, and identifies the clicked hyperlink instance
862. The page server then sends its own server ID 53, the hyperlink request ID, and the link ID to the
application.

The application produces a response document according to application-specific logic, and
obtains a document ID 51 from an ID server 12. It then sends the document to the page server 10b

responsible for the document’s newly allocated ID, together with the requesting page server’s ID and
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Once the application has distributed all of the docunent structures to the
subscri bers' selected printers via the rel evant page servers, it
mul ti casts the various subsets of the shared objects on the previously
sel ected multicast channels. Both page servers and printers nonitor the
appropriate nulticast channels and receive their required content objects.
They are then able to populate the previously pointcast docunent
structures. This allows the page serveys to add conplete documents to

t heir databases, and it allows the printers to print the docunents. 5.2
HYPERLI NK ACTI VATI ON' PROTOCOL A preferred enbodi nent of a hyperlink
activation protocol is shown in Figure 45. Wen a user clicks on a netpage
wth a net@ag@mﬁﬁn@l&@ﬁ)pen conmuni cates t he C|ICk to the nearest netpage
printer 601. ?

i dentifi es t he atl he page. The
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page. The pri nt edhq sseqnd pegeervd $llechles ??éWWD“S@“F%a”éWeﬂPF?ﬁé?‘““FIﬁ‘WWIYt he page
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descri ptl on ntified bg/ t he t}ﬂge | D and determ nes which input

el ement' s Sf‘bdﬁg’eggedFsF“pé‘ﬂVt PRETEPER M es i n. Assuming the rel evant input
element is a hypesiypaknkebsen@miay didde 4 dreningig erasartivelD BShievhiobtasd thefisthe
associ ate ageo(flnlepﬁ&ﬁl&) e}[])u‘géac dld lnnthe ln'é)ss%% sentqgl%eda%) "Hln’ﬁﬁs l 'Wgﬂjflehe DNS
t he networ dress o |cat|on server hosting the appf|cat|on 71.
The page sa@plwetronLtfs@@bltsheumthnspﬁﬂﬁcWt%bﬁma%hymbnk@eﬁl%@pondu ng user |D 60
fromthe regist rfaﬁa lﬁﬁbrl%ﬁrr&ﬁfres]a]user aﬁhd ltehi%n‘alﬂik keagiadie sitrButg ksGRphdnythdimbtque
hyper |l i nk request and | ink rﬁ9%§§t 934. The h%/perl i nk

request clPEY] Fraf’&fdé R?‘F e pefy 1 'ibf 8@? 4’”Dp Hetgon therﬁ?glsuatmn €St records

reques
the | Ds oflitihebtairempujpsitiernger mmeamﬁlqgm thé pen ID &widlse the alias @srymtr«hmnémg vked
hyper I'i nk then% bAAES DA the 1HE B0 ol \m%rahgs% %r}ge%sagé S QWVehe S¥Ron,| D 53,

the hyperlink request 1D, and the I'ink IDto application. The

appl i cati cﬁ‘i‘“ﬁ%@%@é@aﬁmﬁ‘é?ﬁ&%é“ﬂb%ﬁ%ﬁrﬁont%&ﬁfhdpﬂ’ﬁﬂ 2H135PT cat i on- specific
| ogi ¢, and.3 obt aHAMDwWRITNERHETOBLIMbIPRATOEOBOM an |1 D server 12. It then sends -

t he docurrent to g,g page, ser v%klob respotgmnlé) £ efgnr thteheen q)ocurregt new y

al | ocated ID, PHEFETR & HR 8GR g™ TR S &FY &F PE" PR SR ﬁISX034 SG
48 the hyspéqeltq th&nepred| neisige priter. Iheswmmﬁqugeagend/@ath%ﬂdsagphe hyper | i nk

request ID and apRljie@t ﬂo%dkﬁze%&xbm ltstm RALED 65 Skt D0 WA AbIR phlle
correspondl ng user I D and prin I D 62. he first page server rejects the

request i FP?éef?Fﬁb’rol‘PWRusr“é‘dﬁést has expired or is for a different
appl i cation. The page server loads the page description 5 identified by the page ID and determines

which input element’s zone 58, if any, the stroke intersects. Assuming the relevant input element is a
text field 878, the page server appends the stroke to the text field’s digital ink.

After a period of inactivity in the zone of the text field, the page server sends the pen ID
and the pending strokes to the registration server 11 for interpretation. The registration server
identifies the user corresponding to the pen, and uses the user’s accumulated handwriting model 822
to interpret the strokes as handwritten text. Once it has converted the strokes to text, the registration
server returns the text to the requesting page server. The page server appends the text to the text value
of the text field.

5.4 SIGNATURE VERIFICATION PROTOCOL

Assuming the input element whose zone the stroke intersects is a signature field 880, the
page server 10 appends the stroke to the signature field’s digital ink.

After a period of inactivity in the zone of the signature field, the page server sends the pen

ID 61 and the pending strokes to the registration server 11 for verification. It also sends the
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The second page server allocates docunent instance and page | Ds 50, returns
the newly allocated page IDs to the application, adds the conplete
docunent to its own database, and finally sends the page descriptions to
the requesting printer. The hyperlink instance may include a neani ngful
transaction ID 55, in which case the first page server includes the
transaction ID in the nmessage sent to the application. This allows the
application to establish a transactiongspecific context for the hyperlink
activation. If the hyperlink requires a user alias, i.e. its "alias
required" attribute is set, then the first page server sends both the pen
I D 61 and the hyperlink's application ID 64 to the registration server 11
t 0 obt ai n apdicationl Y 64t ds@citksewith th i &fehirh i isigthnirofiddie pge s Wl abthé foarh 8D t he
alias ID corres in I|c ion 1D t t

i ncl udes S E dg ?%quq?BQ? ﬁ%e teOf%rs%osnéla@{%s ? 6 ° he ld%&%lssl tg%t S?rgﬁneSponfilfl% w ng the
appl i cat i dntht eene grtdaisési thehuser’ memm@gmwfq thometyist3d& to Yegfy tbmﬁmhﬂmefhp u§eK's

act i vat i Oiyndid OHANMRIeEh G TR N R sc M Rt sl @ SLT oke

on a netpage with a netpage pen, the pen conmmunicates the stroke to the
near est nét fABAIPY H'Fé%er s macag?wsa%éﬁclpaé%% e kph B thsa ges SRkPY 4 §58FHe on t he
page. The agigitd Elgxramfemf%a i@ dhthi@ndefarmk Be &gl,tal bigratufb the Felqiitsting pagDsddr. Thhe page

I D 50 d_st i
10 50,0 B RERF A R oA ol Pose

det er m ne#&ozephi ch i nput el enent's zone 58 if any, the stroke intersects.
Assum ng the rel®gyafialisipRitle GRIBMe dliss B 65 &he dokBIpbhdf Bser ! THR dNBGAEa SET VEr
appends the stroke to the text field s digital ink. After a period of

i nact i vi t FI§IHOMhiE carYRY RIS e 1IBRMPS o] d, t he page server sends the pen |D
and t he pemldi ng FormSkemission PRerocegi st rati on server 11 for interpretation.
Thereglstratlo L obdadent ief lbes hhe .uUs ¢l o the pen, and
uses the user' rkapr%nrﬁ?}lerg °“a"eﬁ¥ 8f°“" melsswn S&f’c glriih%é’? rpret t he strokes
as handwr i tten tFest sub@iseien pqours yin %&wéweéaktah@ats@r ka@§ folipws dhet protedeb

regi strat yfied is SSM&'s o, Rlkdolhe fdrfQpde@¥ hdditidnd he requesting page server. The
page server appends the t ext to th ext value of the textL field. 5.4

SI GNATURE VERI FIRERS PR IPROTFERef! Bk pREVAURR BEsS8r SRR IRPBR ¥ Shne t he
st roke i nt@wsiechpsication a1 slscgdmafamme folrxell.‘QIscBBﬂ {hetclweent {peagpontsre pf/tbe fothd Ifatpends t he
stroke tog t tivit
in the zoné‘po?‘n%ngg@ Si.ééag‘g% %-Jer%eS Lﬁédf%ﬁcﬁtlm nggigs ?&%%rb 9%’%%&1589‘6 Qﬁaf)g@sc | D 61y
and the pfrsiaed wih ﬂvsw@sesnoedlvg]@glraégs@wm? offeiieg he porrpspordine corifiateifrom j on. |t
al so send&e;egieuaumPséQathG 49 application ID 64 associated with the form of
V\,hichthe |gna as well as the formID 56 and the

current d a cok;lo(“-fmss'&' H@E"F%F%W%e regi stration server identifies the

user cor r espondiAngeferred embodiment of a commission payment protocol is shown in Figure 47.

In an e-commerce environment, fees and commissions may be payable from an application
provider to a publisher on click-throughs, transactions and sales. Commissions on fees and
commissions on commissions may also be payable from the publisher to the provider of the printer.

The hyperlink request ID 52 is used to route a fee or commission credit from the targét
application provider 70a (e.g. merchant) to the source application provider 70b (i.e. publisher), and
from the source application provider 70b to the printer provider 72.

The target application receives the hyperlink request ID from the page server 10 when the
hyperlink is first activated, as described in Section 5.2. When the target application needs to credit the
source application provider, it sends the application provider credit to the original page server
together with the hyperlink request ID. The page server uses the hyperlink request ID to identify the
source application, and sends the credit on to the relevant registration server 11 together with the
source application ID 64, its own server ID 53, and the hyperlink request ID. The registration server

credits the corresponding application provider’s account 827. It also notifies the application provider.
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to the pen, and uses the user's dynam c signature bionetric 818 to verify
the strokes as the user's signature. Once it has verified the signature,
the registration server uses the application ID 64 and user D 60 to
identify the user's application-specific private signature key. It then
uses the key to generate a digital signature of the formdata, and returns
the digital signature to the requesting page server. The page server
assigns the digital signature to the gjgnature field and sets the
associated forms status to frozen. The digital signature includes the
alias ID 65 of the corresponding user. This allows a single formto
capture nultiple users' signatures. 5.5 FORM SUBM SSI ON PROTOCOL A

preferred enbodipmebipphdatiéh froid® KU G&dit@id pﬂﬁta‘t;ﬁﬁ'ﬁibr it Sen8rhaintenprértidgtir € 46.
FormsubmSJon occurs via a form rI ctivaty op. Lt th follows the
pr ot ocol t@?jo"fgﬁla]%?& FepIgT ecshier WY“F&‘C i m?%ﬁ‘ﬁ%st?%em € Adt élu%eotﬁs In the
case of a hfypi}:rlmk keyperIDitnidentifyhrae drippe ahd sekds a@tcreﬁlatm tgrﬁlends*sag@m%ml s4¥er t he page
Server Qog%tgerw th@?rﬂlt%; ?ﬁﬁﬂh@ %%lZéatlgA SR kAN B rrdsH&din® prdr RoPifer @Gt he

current data conten I the formcontarns any signature
fields, tB& the application verifies each one by extracting the alias ID

65 associ at ed Wk hokbte afphEdii6s p@nﬂ&n@ @il@mﬁhotﬁbg Iaﬁ&hél’ﬁerﬁfydofohé argek Ng t he

correspondl gertilica Lﬁ fer %f(rzéﬂquen 0 eosr(;urgeeJ Vhecra.ltlon FOVI er6 COWM SSI ON
PAYMENT P le P8PSR ERBE ft tya comm ssron paynent protocol is

shown i n i gur e NETPAGEIPESIPEBGRIRIIONET Ce envi ronment, fees and commi Ssi ons nay
be payabl g 4 rom NFeQHM;%g“ on provider to a publisher on click-throughs,
transactions and sales. Comm ssions on fees and conmm ssions on comm ssions
may al so be paydisfeing te Figties grd?.i tahese. geacrtiydlepgsd e fefgmes maept it er . The
hﬁperl i nk dcﬁlﬂéd%?lgusinpl@anhé fdﬂ&gﬂa HIEstiEshtuRing hivaR walls m@%ﬂxﬁ@hﬂiﬂteﬂdrepﬁcé from
the target I Cat rovi der. 70a ant urce

appl i cati Sft %E‘g?}'i“ r PRPOReRLs, %Pf"stgi% (iglsmo’éfrauf) T e t‘a‘llt-bﬁ’em Ogngﬁdfaggneéaﬁ%l i cation
provi der 70hoft the hdneng)tdznt&@emmagmarco%z IOWh@ewdgfetheazpmSlFec@ﬂ|1@5h°fr*é@e| ves
the hyper !hblﬂif\%'i(ﬁqﬁﬁ%gvel 7l ﬁs‘po}m&l&ﬁ?ﬁsé@ Ln6GE foﬂ&d‘ﬁ‘aﬁ@erﬁx%spﬂéﬁpﬁ&édaﬂk i's

first activat as describ ion 5. he tar lication
needs to & & o ppls thes‘éﬁfrt%é‘e‘&ﬁ’ﬁIS‘Ia‘E‘,‘%l?fﬂéfrFEﬁ)r‘B?}‘f"ﬂ%Y’m“‘i‘ ’che boyiag hg’ezi 5T i cati on
provi der goegliilded ® mhif ®a®n 0wl suﬁsa@eanseﬁrwaﬁds tieQg el bBesf thd Hohnsidghk®2 laydoer | | nk

request |D..The pgxﬁgiel 1% hlcﬁﬁ)cfie%%%%agk% 111|pn ld‘9ea9&lﬁékmtlu|9a cgrrésgq%ﬁﬁl% fy the

source apPBloi°CLEi credl the relevant registration
server 11sibolétftrmed inithewallyd03 sfothe bavsipg P12i éa@dmwtqnm b4, is ppupted\hphindeth er | D

53, and t Bx% e@%@%&hbﬂ‘iﬁor\ﬁﬁ.ﬂﬁﬁé holidhg 1-55 &G hrSdds ﬁlt?:'s%uﬁﬁﬁg\/ﬁraperﬁfeﬂdhl ént he
correspondi ng aw i cation pr ovider's account 827, It al sqQ notifi eSs t he

appl i cati s Cﬁ\féb sy arran, Gg:&lg@a g)ﬁtal end piece 114, including corresponding screw threa
115. The metal end piece 114 is removable to enable ink cartridge replacement.

Also mounted within the cover 107 is a tri-color status LED 116 on a flex PCB 117. The
antenna 112 is also mounted on the flex PCB 117. The status LED 116 is mounted at the top of the
pen 101 for good all-around visibility.

The pen can operate both as a normal marking ink pen and as a non-marking stylus. An ink
pen cartridge 118 with nib 119 and a stylus 120 with stylus nib 121 are mounted side by side within
the housing 102. Either the ink cartridge nib 119 or the stylus nib 121 can be brought forward through
open end 122 of the metal end piece 114, by rotation of the pen top 105. Respective slider blocks 123
and 124 are mounted to the ink cartridge 118 and stylus 120, respectively. A rotatable cam barrel 125
is secured to the pen top 105 in operation and arranged to rotate therewith. The cam barrel 125
includes a cam 126 in the form of a slot within the walls 181 of the cam barrel. Cam followers 127
and 128 projecting from slider blocks 123 and 124 fit within the cam slot 126. On rotation of the cam
barrel 125, the slider blocks 123 or 124 move relative to each other to project either the pen nib 119

or stylus nib 121 out through the hole 122 in the metal end piece 114. The pen 101 has three states of
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If the application provider needs to credit the printer provider, it sends
the printer provider credit to the original page server together with the
hyperlink request ID. The page server uses the hyperlink request IDto
identify the printer, and sends the credit on to the relevant registration
server together with the printer ID. The registration server credits the
corresponding printer provider account 814. The source application
provider is optionally notified of th% identity of the target application
provi der, and the printer provider of the identity of the source
application provider. 6. NETPAGE PEN DESCRI PTION 6.1 PEN MECHANI CS
Referring to Figures 8 and 9, the pen, generally designated by reference
nurer al 1001: atldnwtﬁi%éth@-tob%ﬁhr@&hb@%te‘p@tl'felﬁﬁeefsﬁfem.ré)f a plastics noul di ng
having wal 's 103 'defining an interior space 104 for nounting the pen
conponent . The {5ds 126Hb %ﬁBmis in operation rotatably nounted at one end
106 of the housimgc e1$rmenpomfamsparent cover 107 is secured to the

opposite end 108Nei;t ?F%darpjg%e% outnorseluscﬁ an s al'so of mnoul ded

plastics, ‘and i -trans ren rraerlal in order to enable
the user to vi ewAtstrendsfleatPgs ldf), it heumeﬁ@nm@h%t@dlcwhﬁﬂﬁlﬁ A3¢ wechrgvgitigthe02. The

cover 104, héﬁ&' 1H588. iRl R {20 LMY iU RS B0k gllolnﬁmé WhEeiRdsiohhe end
108 of the housing 102 and a projecting portion 11

whi ch %{feg‘%% back
from the rfehBioipsips omqde SFGCCr AR ERAEF BRI is groyidedyporaehgr e Fsend 2 PRy ned i n
the wal | s 2% edceitiftereiaids taagtichQdm the suffsbie Orha sdoemdriex RAR 129salsomondtedradiehi nd t he
projectin orti wthin t housi n r .
sur r oundi %{f FEREY grlﬁre é Efﬁaensc?)t%reargd%g %r%g aﬁ%%ﬁ&‘gﬁd&ﬁiﬁgl ve a
metal end cpiteding dfedation @fdlleum rh@l 6o optiss plovkdi3h (formned éfwntﬁ}?lﬂlé%@d%eaf plastcs) sfhe et al

end piece withth thSch&TBY &R ﬂ?ca&c% LA A veliK ofid i s BBEank R RGAMBIRE ontd \IhS O

mounted wthin the cover is atri-color stat US:F:%%D 1%% ﬁ%%Ba {gltex PCB
117. The impgedshiar 132 Fovd suploifes Lt coppreging 1EPFrus o Pes s p YWdbus LED
116 i s nowadeglcondacts BT hah afdf mdubied wplﬁﬁnh&@am barel (PS04 teininaldBd comdectsitsihpi 1 i ty.
The pen ¢ n.opera ot r r ki ng
styl us. Aﬁ’ ] contacetsnnzar émearie% %&%k&%&lﬁ;@ar}g{ﬁ S%?”%%g\?\nm?ﬁ styl us
nib 121 arberrﬂﬁiémmedﬂ@i‘dléltbwbaéﬁrﬂeommﬁ Hminductins chasgiag 998 li(blz moytedighqut thpe j nk
cartridge (oohi ek PcBN24 3 @nable YdchSgiRll d7 thbBditeBA39 iR iddlidtibig) e deevhivBExPABNIZOUGH

open end 122 of the metal end o ion of .the pen top 105.
Respect i veise rrgpsanigeg LE Ri‘g’ a“gffgt'aféﬁhl°é‘1’15’la%b‘{??f?r%éteit’8g? lacsp 1(r:lzr{ihret r'?dge 118
and styl u3>a&ét®25 wlesmhe:ttha/seylhy 12000rrtl®tmitcab1h®6¢le8mMdfoewrimﬁnmdsrtse@biped to the
pen top 1 ermma eo&’ﬁ%é‘%&k%& ;gbrh @‘B?nl%gs éa?:e[))r{hgi)é?lngmﬁb%}’\ﬁélamb-rﬁ@ 'ﬁi@'ﬁkbarrel

125 includes cam slot wth wal | s 181 of the
cam barr eIP.hOtQ'Slafﬁle L4l detspie Hght from thedRAEDIE3 wia gifleciers (gt PPEosryyer tyshdks 123
and 124 fipiociiibhind 1340e cam sl ot 126. On rot ati on of the cam barrel 125,
the slider bloc ol either

the pen nib llgki%’% r@%?ﬁé%ﬂl glgfgiar&ﬁ’fov‘[dﬁr tg‘ﬁﬁr 3 ?Clgnd(r)\ltgFg{ tftﬁgoulgl%\goi(ﬁe net al
end pi ece assitgripfinethgen 1010 4ndhepsl 08 hiseiectsipsd dig 149 for clipping the pen 101 to a pocket.
6.2 PEN CONTROLLER
The pen 101 is arranged to determine the position of its nib (stylus nib 121 or ink cartridge
nib 119) by imaging, in the infrared spectrum, an area of the surface in the vicinity of the nib. It
records the location data from the nearest location tag, and is arranged to calculate the distance of the
nib 121 or 119 from the location tab utilising optics 135 and controller chip 134. The controller chip
134 calculates the orientation of the pen and the nib-to-tag distance from the perspective distortion
observed on the imaged tag.
Utilising the RF chip 133 and antenna 112 the pen 101 can transmit the digital ink data
(which is encrypted for security and packaged for efficient transmission) to the computing system.
When the pen is in range of a receiver, the digital ink data is transmitted as it is formed.
When the pen 101 moves out of range, digital ink data is buffered within the pen 101 (the pen 101
NPX034-SG



NPX034- SG 51 operation. By turning the top 105 through 90 steps, the three
states are: Stylus 120 nib 121 out; |Ink cartridge 118 nib 119 out; and
Neither ink cartridge 118 nib 119 out nor-stylus 120 nib 121 out. A second
flex PCB 129, is nounted on an el ectronics chassis 130 which sits within
the housing 102. The second flex PCB 129 nounts an infrared LED 131 for
providing infrared radiation for projection onto the surface. An inage
sensor 132 is provided nounted on the cond flex PCB 129 for receiving
reflected radiation fromthe surface. e second flex PCB 129 al so nounts a
radio frequency chip 133, which includes an RF transmtter and RF
receiver, and a controller chip 134 for <controlling operation of the pen
101. An op&&cﬁﬁry B R6dS 2 bdfer GE- LR stbie QMR HEGorGhGBimALRSE hinsids o8tk Pen W t hi D
t he cover 107 and projects an infrared beamonto the surface and receives

i mages ont BeiRan the jHEges) eWdsadie impittedliter supply wires 136 connect the
conponents on tha“hsaﬁmﬁrcfhlqﬁmﬂﬁ%uﬂt&godtﬁbse&bﬁﬂﬂﬁl’l’ﬁBClQﬂltnahH[ﬁn 1B 7Fipdnd Oh ar e
nount ed wi t hi m na ct o) th battery
contacts 1’§7|b{2)° ?gﬁam ’mlsgat %n ST %%%‘e Fee o\f/%if ?Onr‘gféh&lrp 13 e ?1? ery 139
sits w thi WOWhepreﬁmtwbmfnl@IRFlm 1Bh ﬂ@om@ettnswlﬁhﬂtheﬂkatsitd‘esrlym:tiﬁtth@ﬁs An

i nducti on Ghatol.RYES @31' thlﬁ@fo}cé se%&&'ﬂﬁl?@@aﬁﬁld{e f5r8ensSBABFodE hax PCB 129 to
enabl e rechargi ng of the atterly via induction. The second flex PCB 129

al so nounts an i b Beeniroties ofip3 3ér‘|‘5f1“fi‘?‘ffar°z§.’?‘é‘ﬂh“§ﬂ’51°6*&1r déd Brs 6 grvlgdiect i ng
di spl acenegthange dflaga 6awden b&ﬁp’oﬁéntsjozﬁle%iﬁﬂlleebﬁlﬂ%% Flag mdigtyug7 40dG 502 KiBhe i nk
cartridge use |t|n der abl e det er.mi nation of
the force %‘élﬁl\ﬁgﬁgﬁrﬁlals% {udémt’ﬁlé %19 i eﬁterom 3 ama?fe‘iT yoor ébte Osg nib
121. The I@nalfﬂmtwp@d@n@ﬂmowéméedﬁstowd@wstgnaém t he | R LED 143 via

reflectors (not %BCMEQe Mpgrﬁé#fa&nlﬁhiﬁteﬁﬂcbsd@ﬁh tHR| 96 Ssersd3 18NA dadbeivBUDDET
grip pads 141 and 142 are provided towards the end 108 of the ho‘%ﬁl ng 102

to assi st°f§Flspldignd bree ?féiiu cifqy 154a1galpogpeidss todpterdace weth (g BE o 4% Wuta2 1 or
clipping tih@udpesn REQiroditd 5SRagd®FkSbnatorsGn@ infRiciirsGGHddrtdcleEr tHehetepen12101 i s

arranged to det eé‘g] %tl'&ﬁ'r%ﬂ& chss r 94@ 09 tures.t &fdn eg)dé Sl%ya 1(‘5115dartu Pon”ll‘?a%s Rbm Itﬂlk

cartridge nib 1 rared spectrum an area of the
surface i rsutfdve Vw@lwaeyelmr 1@%@10!1#011)9 thﬁ? iorce F@%P@%Od!q%l‘*“o@alf?l%‘he Héltsd 16y om t he

nearest | oG@th® M43 ash haAME dnSri- %@aﬁedo&x@u&a&&%@&l@ rdafderadicsiteans® 10 ot he nib
121 or 119 fromthe | 0 BM%% 1ut|||§}|§g% ogtlcs 135 and controller chip

134. The CcBHSICHEPans % AR BUPET & SYi ent ati on of the pen and the
ni b-to-tag di st alixe plocressor tIHS, igita pedstéivee cdinsond (tonsceivhsenwedie i3 tide | naged
tag. Uil 'bgs g&dtck}a,z@g@cg,& eaeﬁs%rma@egxtsgnﬁa@h théifrory 187 mrm&&slnﬁm magsmt the

digi tal I's encr or security and packaged for
effici ent iptegxgfedin g glpggq]()ont{r@lelt AC gRF ﬁﬁn@p@fséﬁlf circuit 155 and RF resonators and

inductors 156) are provided in the separate RF chip.

The image sensor is a 215x215 pixel CCD (such a sensor is produced by Matsushita
Electronic Corporation, and is described in a paper by Itakura, K T Nobusada, N Okusenya, R
Nagayoshi, and M Ozaki, “A 1mm 50k-Pixel IT CCD Image Sensor for Miniature Camera System”,
IEEE Transactions on Electronic Devices, Volt 47, number 1, January 2000, which is incorporated
herein by reference) with an IR filter.

The controller ASIC 134 enters a quiescent state after a period of inactivity when the pen
101 is not in contact with a surface. It incorporates a dedicated circuit 150 which monitors the force
sensor photodiode 144 and wakes up the controller 134 via the power manager 151 on a pen-down
event.

The radio transceiver communicates in the unlicensed 900MHz band normally used by
cordless telephones, or alternatively in the unlicensed 2.4GHz industrial, scientific and medical (ISM)
band, and uses frequency hopping and collision detection to provide interference-free communication.

In an alternative embodiment, the pen incorporates an Infrared Data Association (IrDA)
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When the pen is in range of a receiver, the digital ink data is transmtted
as it is forned. Wien the pen 101 noves out of range, digital ink data is
buffered within the pen 101 (the pen 101 NPX034-SG 52 circuitry +includes
a buffer arranged to store digital ink data for approximately 12 m nutes of
the pen notion on the surface) and can be transmtted later. The
controller chip 134 is nounted on the second flex PCB 129 in the pen 101.
Figure 10 is a block dlagran1lllustrq§|ng in nore detail the architecture
of the controller chip 134. Figure 10 ¥ so  shows representations of the RF
chip 133, the imge sensor 132, the tri-color status LED 116, the IR
illumnation LED 131, the IR force sensor LED 143, and the force sensor

phot odi ode éé%efom%n%& wmlntiipalnljrﬁ\hthcah)'asgst;t%) okwa%&lﬁama control ling

processor 145. Bus enabl es t exchange of data between conponents of
the controller cFﬁ bﬁﬂ?ﬂ? eqpijodigigntn ey 19U clidry aapain of elosoprkARfeEIPReEse al so

included. Afn@dalRIpiA! slh@iok ik p&AY &dist Blie aldRronBteRN Y@YW i FooRYSE t he
anal og nal fro the force sensor photodiode 144 to a digital signal. An
i mage sens%rm?bﬁf '8P %ce 152 interfaces with the i mage sensor 132. A

transcei ver conTheoprbwsion]l@3heasmrdeldrarasterdramalgescthis embddiniefofgthepeal 19b tq4 stadeuded t o

interface ﬁ%tlrop wmg ﬁle:rer?clg Itoosm]f’;r)’cé léé’gloﬁ Qg EI%M%QO%n%:gS & ﬂ.e(;éh'lptleﬁ Iemoaird RF

resonators and | hductors connect &d he ant enna . The controlling
processor TagFagilpationdas Ié’ifdn 6’6’&6‘6@@ qn@@a%t P@ﬁteﬁﬁtfaéhef fhahd Rosigen ey ibsipfase

surface Vigr &asple, FELObRENSOserlildfacsTapuk $1Ekicht (E ga bHamER bEAR Gkn @hag mifode 144,

controls the LEDs 116 131 143, and h rt-range radio
comuni cateia%ﬂmi?ﬁwéf t‘igﬁ"éth’r“élﬁla'(?a?&g% R R * §ein§1g|'§16m t(f? %m per f or mance
(--40MHz) gener albepureosion Rie@@ep bp tegs@lerontFies ipreobed dorx 445, digptgng @l

Lranscel v e fAORARGRICE: & LhERILBLNEH nEARRERL Ifkinlad pdildn, Daseband ci rcuit
154), image sensor interface 152, fla menory and 512KB DRAM 148 are

integrated in a EPssgheestatng rositipneet %’S‘ft@k‘* ket H@“’RF"“E?’O"ﬁ’ﬁB‘ﬁé’ﬁi“é"“f RELR 2L oy t
155 and REtuéleSs@Nalcoked. amlough POt Git€eraliod heothnBat(dr c@rots A thei stuséd@cetpian, at e RF

chip. The i sensor a 215x 5p Lo (suc n roduced by
Mat sushi tzfcan BEEP 1cally SYOBELET glﬁlon’aaﬁ&égﬁestm egr(%ron oqé Strgk% O%gr Whl& egmrgl t akur a,

KT NobusaldlamuNe,@kahsrenya R Nagayoshi, and M Qzaki, "A 1nm 50k Pl xel 1T

CCD | mage Sensor nEBhcd\brrirak DEScHAHER! @ Syst ent, | EEE Transactions on
El ectronic Devices, Volt 47, nunber 1, January 2000, which is incorporated

herein by r%fereprﬁf'éTfRMEPH”ﬁ‘?? IR filter. The controller ASIC 134 enters a
qgui escent state ﬁfdv&hcaﬁyﬁﬁﬁﬂtﬁdxe@ige|vuangﬁﬁ1tev6(11ys benfull Ssqatied m]lﬂgurei H.hot in

contact with a ‘% ncor.por a §J1 atgd circul t 150 mhich
t 02:and 60
moni tors P& ?eg’?%eé OI?](;gtﬁré JS‘ZﬁﬁS’f‘%d"smﬁgﬂp eﬁ% 83)% Tk eSS e cc?rrll rolTer 134
via the polwemn imBigergel2 4h8 120 it wespestraidig\naper paflewith the paper 604 passing through the
duplexed print engines 602 and 603 which print both sides of a sheet simultaneously, in full color and
with full bleed.

An integral binding assembly 605 applies a strip of glue along one edge of each printed

sheet, allowing it to adhere to the previous sheet when pressed against it. This creates a final bound
document 618 which can range in thickness from one sheet to several hundred sheets.

The replaceable ink cartridge 627, shown in Figure 13 coupled with the duplexed print
engines, has bladders or chambers for storing fixative, adhesive, and cyan, magenta, yellow, black and
infrared inks. The cartridge also contains a micro air filter in a base molding. The micro air filter
interfaces with an air pump 638 inside the printer via a hose 639. This provides filtered air to the
printheads to prevent ingress of micro particles into the Memjet™ printheads 350 which might
otherwise clog the printhead nozzles. By incorporating the air filter within the cartridge, the
operational life of the filter is effectively linked to the life of the cartridge. The ink cartridge is a fully
recyclable product with a capacity for printing and gluing 3000 pages (1500 sheets).

Referring to Figure 12, the motorized media pick-up roller assembly 626 pushes the top
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The radi o transcei ver conmmuni cates in the unlicensed 900MHz band normal |y
used by cordless telephones, or alternatively in the unlicensed 2. 4G4z
industrial, scientific and nedical (ISM band, and uses frequency hopping
and collision detection to provide interference-free communication. In an
alternative enbodi ment, the pen incorporates an Infrared Data Associ ation
(I'rDA) NPX034-SG 53 interface for short-range comrunication with a base
station or netpage printer. In a furth%{ enbodi nent, the pen 101 includes a
pai r of orthogonal accel eroneters ed in the normal plane of the pen
101 axis. The accel eroneters 190 are shown in Figures 9 and 10 in ghost
outline. The provision of the accel eroneters enables this enbodi nent of the
pen 101 toy3g i B0 10 hedth YL pgge%eﬁgapsn &qu%wnt@&gné QB &k A RIS

al | owi ng the I ocation tags to be sanpled at a lower rate. Each [ocation
tag | D canMeniefl" pertherd fsgembly- dhg &vot Merpiet™ P‘@’Fé@&mef athed 0B ary mevp'sd i 3on on

t he surf acgposidgQh-1iRXediBtgl cohfigutahiéh z@(mg%tstrél&t PaperSfath. Tlﬁtxﬁﬂié 8e6is bdawninoe! ement
(e.g. a co ébutten%g t hen Bhet % h ? Jﬂﬁocat on within the
Brea of 1 NE® M GEETIAPY BReLPEERT<FRBHET £ LIRET HBIL W ahEREP™The
accel er at | @4 ineasdaddulbDyleet] pentig cahmmonEtbere i pringgGoubidnequly toaidifrsling in
directions éﬁ:ortésﬂa eqraied with respect to tine to produce an instantaneous
vel ocity and p05|t|on i nce the starting position of the stroke is not
known, only r el affherepgsesitsttheofirst Mgnigt rprigt enging flcthrapgh acsgl of pperaldxit glikehough
POSi ti on i PiEP kel rz]loﬁgIP fd mlgﬁ Eageleﬁmr@méhract Q@ma%r}ﬁ&@n@@ G adst Qe

accel eroneters typical have h resol ution time duration of a
stroke, ovwheekpanipt ter Vel @’nteéé‘é'@i;ﬁﬁnéf‘é“m‘ieéo ferihg Shee? 604!‘@?&&6%‘“@@11

DESCRI PTI Q¥int chgike 638 NTER I\/ECHANI CS The vertical | y-nounted netpage

wal | printer 601 is. sho | ed riatscpet pages
on Letter/Ad si zg algﬂrse? i %upl ex%aaeréb%%aﬁse% &.uplﬁ)r(eldr?f'gt i %%dsa 602 and
603, as sindwpB int tllélbgmressemﬂy &0 THemintedl pagg passes aetwterlmpg‘mfedgﬁa’#jewhee’aatxh with
the paper &%tp@ﬁmggupbmBugfanm@ther%mb%%@waﬁs;me “fﬁgwaa%m@&&mwu&% whi ch

print both sides of heet sinultaneously, in full colo V(\il full
bl eed. An 3%‘@5FlaTheU¥‘9Y6til?1@‘I°é§‘éeearﬁﬁF’§?ly666% ‘sa‘ﬁ?j‘Pi‘“’%? %LmEt?l Si“b°°8fbra§j\‘eljé“ 4f Bng one
edge of eaghsppiddtbdiard 15 htetace @ik BupoHigrddtaxleb7a ks by adtibe ops eanisivftis Asheet
when pressed geqrqét& Weirsﬁus;l'hl creates a final bound docurrent 618 whi ch can
range in tHckness ’from one seﬁeet to several hundred sheets. The
replaceabl e ink Jhe e dies! aaqublspvaendises ¢ geartialin Bollowiasleet” wiith 1t PR@2dupl exed
print endiifisg foh s ght aggﬁﬁlgseqm ﬁaamqmécam&ge 8170 Thif gk1€ 579adohné@s toadiiRSi Ve,

el I ow, . bl ack jnfrar The rtrld also

ot ol ns. AACPEdpkop s T ot e o &y BB PR

surrounds the glue wheel, with an opening at the front. Pivoting side moldings and sprung outer doors

are attached to the metal bracket and hinge out sideways when the rest of the assembly 673 is thrust
forward. This action exposes the glue wheel throggh the front of the molded housing 682. Tension
springs close the assembly and effectively cap the élue wheel during periods of inactivity.

As the sheet 604 passes into the glue wheel assembly 673, adhesive is applied to one
vertical edge on the front side (apart from the first sheet of a document) as it is transported down into
the binding assembly 605.

7.2 PRINTER CONTROLLER ARCHITECTURE

The netpage printer controller consists of a controlling processor 750, a factory-installed
or field-installed network interface module 625, a radio transceiver (transceiver controller 753,
baseband circuit 754, RF circuit 755, and RF resonators and inductors 756), dual raster image
processor (RIP) DSPs 757, duplexed print engine controllers 760a and 760b, flash memory 658, and
64MB of DRAM 657, as illustrated in Figure 14.

The controlling processor handles communication with the network 19 and with local

wireless netpage pens 101, senses the help button 617, controls the user interface LEDs 613-616, and
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interfaces with an air punp 638 inside the printer via a hose 639. This-
provides filtered air to the printheads to prevent ingress of mcro
particles into the Menmjetm printheads 350 which mght otherw se clog the
printhead nozzles. By incorporating the air filter within the cartridge,
the operational life of the filter is effectively linked to the life of
the cartridge. The ink cartridge is a fully recyclable product with a
capacity for printing and gl uing 3000 pages (1500 sheets). Referring to
Figure 12, the notorized nedia pi ck-uﬁ roller assenbly 626 pushes the top
NPX034- SG 54 sheet directly fromthe nedia tray past a paper sensor on the
first print engine 602 into the duplexed MenjetTM printhead assenbly. The
two Menje ' ' i leBi 760. RbonsiRPHAShddfiml N- | i ne
sequent i aFéyéngr???’té‘&rg%e%ﬁéﬁﬁg%f?ﬁeﬁg??‘gf%@%g% %dgth. The paper 604 is
drawn i nt eerformancy gepestl-pppesa miepsIcpRECT 6 B cpyfrofling Brgresyer 7586%?%%%? WD rollers
626. The pARieAdiRRom0ErS168 Gia @high-fiRedd8fEbus 6684 i s sensed and full bl eed
printing conmences._ Fixative |s inted sinultaneous|y.to aid dryi.ng in
the shortest posﬁﬁeblpg ’??Pr?e’faswfﬁ% "‘Séﬁ@‘f‘p%s)?i‘faée irE llo?sslo %rﬁeé?gf I\}Imf)l?él¥ %t engi ne
602 t hr ougbimmessd pagsfformanBack gri xiginespitioier exgnedsl ¢ithéra pridgmiatd page dmages théfs st r ai ght
paper pat b, Wyingd et piflh Sin ?ealrtﬁ{l%gl‘?er. hiZ8d 36 Ploker mibllSS PrcRiIKE pritf1CE! S

wet brl Rt ec f eed

{
contact tAe | surface and continue to feed 'the sheet 604 into
t he seconengiierpretolidd pripytiofhtsidesd i phectgDBItanE@Slgr ring to Figures 12 and 12a, the

Eapgr 604 pﬁ; lseSré% g&&%ﬂ}ﬁt chight %eé&dnd?%@ht coRiAgH %@%a&f)&ans@ﬁdm@%gjlom ﬂlc( t h\eA:h |
i nder assenbly 605, The printed pa ses between a powered spi ke whee
axl e 670U R cyrptior JHk he o R C‘?‘Bgﬁ%eagga‘ﬁﬂ’iéﬂgl%ee(fﬁ ?P%Pv%g'l e axle with spike
wheel s and a nmormeepaiy catioilen flagl meeonsé lholdThe saftwea firdodhicategkse 788 senbl y
673 1s m%‘étﬁeﬁ)#ﬁ 7% g‘%&eﬁlas cf%%%gg[‘%‘%&%% coﬁ'fg@to'xﬁam'n%monty%g‘f@BWt hﬁg forward to

interface w e power e via gears by action of a canshaft. A
separate notor powersesioh7), PaRsstiafand digipd irgnseriverdomapnens C@ppiiver 6or8olhnsi st s
of a part gy dny bﬂwaﬂ@dﬂaﬁﬁ(’k@ a@eﬁ&eﬁﬂit&chn@ sin@é @Jn.trcﬂg{ ASIQ6PS. IARglod KN coinfénetyt ue

ai e " unolit SEHt (31 HbED A SETEL S By LT PPAYS s EPBAe (R SR e al
hol es. A nawatk chdnfaceshadge 652s separate,Ginoaietpagreprigies@liovhthe hetwark edpnegghongpbhi ng at

the front . Pivoti 6l ' Bt @29B DR ANGsRkLRshed to
t he net al faﬁtro csglt@%te%g)ﬁ%lﬁlge}\egg&%{ljatgg%? emg%%g&\;ﬂg%%%e ltr((gst )E)If) t he assenbly 673

i s thrust offfigp-ihe etint epeingcogiqliers AoGapRIgEded iterat S liheel t hrough the front of
t he mﬁ' defl hoa;imgarg%f nERRI ﬁt@afaosp;?ddﬁl% 655 @6 rovided, asa giblidngamn deteié ect i vel y
cap the gl ue whee ring perio inactivity .As_t et 604 passes
into the BYHEkEREe 7ua?§ %‘ﬁ?f’fgc’ ag’?é:?“%a“ﬁ@g‘i‘t?/ré’r f’%twélﬁbl}tﬁrfécc?hﬁ%slge ece ?/egvrmtﬂlpcal edge
on t he fr indmesintidfactipdude POTS moddas, Hyibrig FibgHat (HFE) abld owdemsniSPNarpdenps, | s

transport BgL QBMS,I Ja{efﬁte t;ans%eiwr{' gln%& and ﬁ&ﬁpényratﬁﬂicllular telephone transceivers, and
wireless local loop (WLL) transceivers. Local interfaces include IEEE 1284 (parallel port), 10Base-T
and 100Base-T Ethernet, USB and USB 2.0, IEEE 1394 (Firewire), and various emerging home

networking interfaces. If an Internet connection is available on the local network, then the local
network interface can be used as the netpage network interface.

The radio transceiver 753 communicates in the unlicensed 900MHz band normally used
by cordless telephones, or alternatively in the unlicensed 2.4GHz industrial, scientific and medical
(ISM) band, and uses frequency hopping and collision detection to provide interference-free
communication.

The printer controller optionally incorporates an Infrared Data Association (IrDA)
interface for receiving data “squirted” from devices such as netpage cameras. In an alternative

embodiment, the printer uses the I'DA interface for short-range communication with suitably

configured netpage pens.
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7.2 PRI NTER CONTROLLER ARCHI TECTURE The net page printer controller consists
of a controlling processor 750, a factory-installed or field-installed
network interface nodul e 625, a radio transceiver (transceiver controller
753, baseband circuit 754, RF circuit 755, and RF resonators and inductors
756), dual raster image processor (RIP) DSPs 757, duplexed print engine
controllers 760a and 760b, flash nenory 658, and 64MB of DRAM 657, as
illustrated in Figure 14. The controlléng processor handl es conmuni cati on
with the network 19 and with local wteless net page pens 101, senses the
hel p button 617, controls the user interface LEDs 613-616, and NPX034SG 55
feeds and synchroni zes the RIP DSPs 757 and print engine controllers 760.

It consi st Pf RABEHIAFon RES PALARIICE general - pur pose mi croprocessor. The
controlling processor /50 comunicates with the print engine controllers

760 via a high- s‘b%&le%%psece%éﬁ%%recwréamrﬁ"égb@e fogument’s page YIS @Bhpr ess

page descugjabbjwasslth@sw@pﬁsﬁd@@gesmmoeme@spmmpressed page format. Each
print engine co ers and prints eaxgs%nzeréa es b Q. its

associ at ed Menj en]Eh? 5’% i ?ﬁfésgd‘z%?ﬁh Pa§® pesé'?p“f) (’ (R over 39 pages per
m nut e) . Themdupbessexktqmsicarh conameysed @age Grree mlnheexos' "ﬁhelsmplebmahméqadééarm a sheet

si nul tan eQHﬁlL Dsﬂ"? torrgtseg Dﬁrrhsttg'lzeepgbﬁﬁe &1%9 tﬁl@bbﬁrcar? ﬁQ@s Qé)lQ:Etr bQLy%mEé" e paper

transport an nonitors I n usage 1 n conj unction wt he master q?g chi P
665 and t Aearbifry gumber ofaryisricA pegss ‘ﬁmrsaenefq*h@ soFSd it B fﬂuf Sratey only leadsi sy

menory 65&ﬂaﬁhﬁay§daenmmlmwwﬁeefastbmﬂgshdamoarr&ﬁessor 750 and the DSPs 757,

as well as configuration dat 1o, mai 6%7 a boot
. ¢ hYt /
t i ) Th e pr oces \g ké@glo&g]ﬁs c?escn th | () l'f'isctlirlz%drtg ﬁ é}(():n one reso 1011 1 eve

(t ranscei vignapedivh isddshlessly copfpBessd tb dgasébamd a@lwlmvblfqnnwyf *éw @mpmsefgraa*t ed ina
single copfrol ler ASIC 656. Anal og RF conponents (RF circuit 755 and RF
resonators and i nductors 756) are provided in a separate RF chip 762. The
networ k i nterfadde H%{‘iﬂém?i?%erl% the PHaPhpage c%‘f@é"‘??&t“ﬁaﬁé 48t M@P%tya | ow t he
net wor K csuaatas@;t Ibeﬂ hch. Gaddetag EndEdeOthY pspe IIth@m aiid don@d] Bitss eddabd &th. coltbrmash nenory
658 and the 256Mpi 4 al.so  off-chi The print engine
controller sh %8 ggnrefaa teg thn\? ci’s%"zlaﬁonéaléﬁsgorr% mthﬂgi"&esse&pa g?’%a of network
interface nDduIé@ﬁ6@5rawéﬂpﬂﬁvp@sébMéa@hwbP@Wﬂ@%ﬁgwdmhéwé§§@mWﬁ%Wmrk

i nt er f ace .fpdicAMoOBich ‘Bﬂﬁl énﬁ’m@cdngglﬁl' 7@(9% BE ¢ prEbﬁ'Jd&Qﬁ&uﬂaéﬁ ﬁrlfsa&ﬁl 752.
Net page network Internet int erfaces i ncl ude POTS no

ber -
(HFC) ~ cabMemqrpgahitarts fagpige repausing and prgtine pipglnee" 22 KPEFPT P’E’F‘%@ REf \?&flr
current ardawseiXisifjesatabibisoRr at eltirdll14ivB bele e OMIVE - HR mosicegevienggorand Wi rel ess

| ocal | oop, WL ' ocal interfaces include | EEE 1284 (parallel
port), Pofz gl e BIGHECYRTBI 002 net, USB and USB 2.0, |EEE 1394

(Firew re), and Thapdseerpausion e prigtikeoninelinerof theagrriRy 9aging soneqlipaioR sonsipt ofg
I nternet gENHELIIELD 158 savRintfiNe®s50N sth@ird PE8] debREMBE Ka stdnlbenGlobe4 Facal

decoder 764, a custom halftoner/compositor unit 765, a custom tag encoder 766, a line

Coax

loader/formatter unit 767, and a custom interface 768 to the Memjet™ printhead 350.

The print engine controller 360 operates in a double buffered manner. While one page is
loaded into DRAM 769 via the high speed serial interface 659, the previously loaded page is read
from DRAM 769 and passed through the print engine controller pipeline. Once the page has finished
printing, the page just loaded is printed while another page is loaded.

The first stage of the pipeline expands (at 763) the JPEG-compressed contone CMYK
layer, expands (at 764) the Group 4 Fax-compressed bi-level black layer, and renders (at 766) the bi-
level netpage tag layer according to the tag format defined in section 1.2, all in parallel. The second
stage dithers (at 765) the contone CMYK layer and composites (at 765) the bi-level black layer over
the resulting bi-level CMYK layer. The resultant bi-level CMYK+IR dot data is buffered and
formatted (at 767) for printing on the Memjet™ printhead 350 via a set of line buffers. Most of these

line buffers are stored in the off-chip DRAM. The final stage prints the six channels of bi-level dot
NPX034-SG ,



network interface can be used as the netpage network interface. The radio
transcei ver 753 comrunicates in the unlicensed 900Hz band nornmally used
by cordl ess tel ephones, or alternatively in the unlicensed 2.4GHz.
industrial, scientific and nedical (1SM band, and uses frequency hopping
and collision detection to provide interference-free conmunication. The
printer controller optionally incorporates an Infrared Data Association
(IrDA) interface for receiving data #@quirted" from devi ces such as

net page caneras. In an alternative erbodinent, the printer uses the IrDA
interface for short-range communication with suitably configured netpage
pens. NPX034-SG 56 7.2.1 RASTERI ZATI ON AND PRI NTI NG Once the main

processor dléQleﬁﬁrlgrfﬁQ;(@g)\{@ﬂe ﬁi@gjey‘eﬁljﬂtﬂegﬁ!ﬁb e 1 peniRBNInteFacpagke | ayouts and
page objects, 1t runs the appropriate R P software on the DSPs, K 757.. The

DSPs 757 rast eri Yoeresvsal pagkcngine cpipliaro AP0 et i PEYE Ak 3 8PI%8d page

i rragfa. Thﬁnﬁﬁﬁiaﬁt;nP&ﬁﬁﬁSFﬁEhr&ﬁ&ﬂ elﬁ agﬁzlﬁhi xelgrgmgs@samqlom dnéTpuiy® eiginerféhor y. The
si est to.l oad- ance, m e s is. to.let terize a
seggr ate \Ssg%%?d VR eﬁé‘fsgl “&ag?f%?m%?/?lg%eni{ael?eﬁtmeﬁlﬁ%iyn%ﬁl nglg 7@%&&3&%& { Igl?y number
of rasterized pafesriccnging qonigdlaeiod contdive adivospeed presesyes7e fpr syRiragizipg that egy
only | ead%a teraBaneﬁB i’eﬂ!le&‘i}{g RPSGhe, po%Bg&Hn& lhieﬁ%{ﬂileg@fiﬂmrh 16388 degdlﬁlgs 78hort
docunent s.”*¥at er mar regions I n the page description are rasterized to a
cont one- r esbtogteling thsistepreymptors B7% H¥p which is | ossl essly conpressed to

negligi bl e size ang yhi Ghidn®biMbe RaApdze PiintdriBe B@NPIESRRES qeg@intsi Iegeer The

infrared (IR) layer of th rjinted e cont.ai ns_ co 4 at a
density ogpaggéBgd%“uﬁ %ionﬁétfeq?%c%@enﬁg%ﬁa%apﬁ geeﬁézg’ogé‘émgt %’%‘%g%{ggg I'D, tftaggbl6 D, and
cont rol bidps Jn etk tvisiombaf the oeiprze ptintesf the @a@hintteagings sach eridy 4t letiercbages pYy
rasteri zat};on. a0 sRlR5dmbdioh BEREREPD (8855 Eldmgaﬂﬁ‘e 1 @REE0.2 DS TR lihe PRRRCESSOT

750 passes back-to-back page images to the duplexed print engine |

control | erae FeowitEmgn operptivg fesasneyeof dimMemiels prinfesad: SYhish J8 thepruttent 5885 s e d
page i magexdehdsisb gud. ocal nenory, and starts the page expansi on and printing
pipeline.éra e eﬁgansion and printing is pipelined because it is

i npractic ONELUS™re an entire 114MB bi-1evel CWK+l R page i mage in nenory.
7.2.2 PRI NT ENG N fGENT ROokietRhaf lheenplagabed yith mefirence redergferradicimhefimsinpadi ne of

the print engi t e i |Sthobsr, Of wift be BhpRiaR B 86 thodeBlkedlid 94 seri al
interface S%FQ{;SPEC?%%%IP%@%P%%gﬁ%ggggf&?&,mabs?iﬁédegrd f%l?ygﬁ 4 Fax., decoder

764, a cugtiemntislds thetiarmbes obetheregbodiputs: dsing fom (opeRed ¥ebdr 66, a
line | oades kfiGHiRRtthespirit Bidtscop® 3f tha pseat ibwsiiopnAdcolpgly,dceill b6 8ndestovdhibat Venj et TM
print head 350

the invention is not intended to be limited to the specific embodiments described in the present

specification, including documents incorporated by cross-reference as appropriate. The scope of the

invention is only limited by the attached claims.
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The print engine controller 360 operates in a double buffered manner. Wile
one page is |oaded into DRAM 769 via the high speed serial interface 659,
the previously |oaded page is read from DRAM 769 and passed through the
print endine controller pipeline. he page has finished printing, the
page just loaded is printed while anx page is |oaded. The first stage
of the pipeline expands (at 763) thé Gcorrpressed contone CMYK | ayer,
expands (at 764 4 Fax-conmp | a nd
renders (‘at 76 mttrg(’d C?e m G e rac n wt1 aggrflgjygeérsg%é%(lr:eo&h%? r{%mtao%t téter?ag
format defstameds: i n sectl on 1 2, aII |n parallel. The second stage dithers
(at 765) the contone CWK Ia%/er and conposites (at 765) the bi-Ilevel black
| ayer over thdnmEsagesiiRge srlaningdormpior rylaipafo thel‘i?é‘p‘t“‘é@?ﬁ"faﬁﬁf‘ Brlugingy el

CWYK+I R deded dd iadibaSivdusrt kpiate @idrelafiRidmbé t@guletdord@d, ond Or printing on the
Menjct printhead 350 via a set of line buffers. Most of these line buffers
are stored in tahenstizfdecbd me)R/an plhed fil aabpesttiag eospioh nelgive kethsiikerrannel s of

bi . | evel élg'%%eoselr\llspg(g%%§§or§e of’c %&Jad Qét%hg&'eﬁgs fixati Ve) to the I\/Em etm

pri nt hea via t ri nt Interface 768. Wien several print engine
controllers 76%d§65§10qgt§gldfcglvgggL%@ma@gggdaagd| n a duplexed configuration,
they are synchroni zéd via a shared |ine sync signal 770. Only one print
engi ne 760, sal 19&1&16 oVihéveh B dxdne hoalon ﬂﬁ&&l&nﬂcﬁbrﬂéﬁedambﬁngﬁdlpatxgeﬁeﬂeat es the

l'ine sync_si onto.the s in |l er 760
cont ai ns S?SIF% V@%%?&"eﬁﬁgrgéeé%’s‘% Ot%ﬁteg%? Sur?a(r’ﬁt%‘ Snltiolnn ta%%ug’ ?ca?9 &}ganm on
and r endemsingreprgielositien relgtonfia -gvmieﬁ@etlh@ceprl nt head 350 Vi a a Iovv- speed
serial bus 773, and controlling the stepper notors 675, 676. In the 8%"
versions of théemsthphigeludiethitsops ot inde FRPUT PFNengi nes each prints 30
Letter pages per. .mnute al o t he Ionﬁ1 gl nmensi on of the page (11"), giving
aline rffe of rege”gngépﬁm%lfa“i% froﬂbtf‘ese‘?s SCfRE°12" versions of the netpage
printer he two each r| nt

ngi nes 45 Let1er, nut e
al ong t héb shor {ecedp% I:[l Eselasg nr%o ftzﬁxovement a‘c? qu%he)posd‘on &a% ﬁog%ﬁ?%élg‘?&aetvgg]o f 10. 2

kHz. Thege lin ﬂ}@% ErBbik mhu;u@ the; &%ﬁaaatmldfrequency of the
Men et m ngl nt hggg K |n theocurréln'? ! egl gn exceeds 30 kHz. CONCLUSI ON

The presemt | HM&&E%(B hﬁ%m@&%ﬂwﬂsm&b@@ﬂym feftmbeadner @ﬂﬁ@ebahamp«emémr red
enbodi nent an terna

f
will be SHAe 8?5318“ E@E ?rﬁld%g%‘grﬁ?nlﬁc‘@g' “i‘sﬁu‘i“ﬂrés asst gftgv‘gq\tﬁmmgn Ts“(l:fs E%\i}gt a nlunber
of other enbod| Wi Hht%é Se(lj'léuflf’f (fe'x’nlceng ﬁmﬂg%aptl?%o téfgggénglhgc &L&;%d%@ﬁ&-ﬂﬂ pl%gd il

also fall withint SCo resent I nvention.

Accor di neflymemary of the Sﬁty@nm@ﬂéﬁ shigh & %dﬁmd to dfpEnguish dhstsersire idevigs dtom ‘ﬁ’t‘f'énded to
be |im t eekidoQeliReoiRAGS dyge. embodi ments described in the present

speci fication, including docunents incorporated by cross-reference as
appropri ate. The scope of the inventionis only limted by the attached

cl ai nms.
2. The method according to claim 1, including the step of verifying that at least one of the

movement data and the position data represents a handwritten signature of the user.
3. The method according to claim 2, including the step of identifying the user.

4, The method according to claim 3, wherein the step of identifying the user includes using at

least one of the movement data and the position data.

5. The method according to claim 1, further including the step of receiving, in the computer

system, the sensing device identifier.
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NPX033-SG e 58 CLAIMS 1. A nethod of enabling user interaction with
conputer software running in a conputer systemvia: an interface surface
containing information relating to thg conmput er software and i ncl udi ng
coded data indicative of a signature Yel d relating to the conputer
software; and a sensing device which, when placed in an operative position
relative to the interface surface, senses at |east sone of the coded data
and generates: indicating data indicative of the signature field; and at

| east one of novenent data and position data, the novenment data being

i ndicative of the sensing devjc ment. relative to the.in face
surface, fhe pogpiWﬁﬁﬁﬁﬁﬁgmﬁeth ﬁaﬁ%ﬁgﬁvgwﬁ$“& “m‘%ﬁ§WE 8§%§£

posi ti on aekcatidevfiet coniphiees irqttieing e aesing Hevive jidentifer n&aarh@dryptmwmmgr@‘ﬂﬁehe st eps
of, in th(kﬁgqputer system (a) receiving the indicating data fromthe
sensing dévice: (b) receiving at |east one of the nmovenment data and the
position data fromthe sensing device; (c) identifying the signature field
on the basis of the indicating data; and (d) operating the conputer
software at | eashe Rakddloy cihifh 6 BhdraiiG@er@fpted sehasibvia@riaentder skecryprdesint  dat a
and the position data, and in accordance with instructions associated with
t he S|gnaFUW8yWPE ¥, wherein the sensing device is further adapted to
store a sensing device identifier in a read only nenory of the sensing
device which is adapted to distinguish the sensing device from ot her

sensing dgvi ces pf métl?ﬁ oP aﬁﬁ st Mﬁ@em e step U2 0B 1RO ¢h tﬂ&&ﬂﬁ)&{ér@%teﬁpt@ keaking | ,
i ncl udi ng the ste verif ylngﬁt hat at | easf one data and

of nment
t he posit Aeyffe uia&tlé?errcewrégsé?ﬂe%’m& seit Jevipsdfienthiy Hia ¢ fdie ﬁ(’i?“e?ﬁéfé’g'ﬁ?g 3. The
met hod according to claim2, including the step of identifying the user. 4.
The net hod according to clain13 wherein the step of identifying the user
| ncl udes gSI ng q‘% meth SI:cl v%fre{hpk% {gﬁgter%{\qn %@coﬂ{ﬁgtextsp@enpﬁglsetn&@ data. 5.
The net hod accor it I nc udln he Step recei vi ng,
in the codgpist enenuﬁs:wsmms reqqemsélnsqnﬁgg dqwied lé@tlﬁ%éﬁﬁreﬁqYé‘?vweﬁﬁbxtﬁé@se 0 59 6.
The nmet hofl Qfc o rdidhedueny @i N the step of receiving, in the conputer
system the sensing device identifier conprises receiving the sensing
device identifier as an encrypted sensing device

10. The method of claim 8 or 9, wherein the radio frequency signal is a Bluetooth signal.

11. The method according to claim 1, including the step of generating, in the computer system

and using a signature key of the user, a digital signature of digital content related to the computer

software.
12. The method according to claim 11, wherein the digital content is provided by the user.
13. The method according to claim 12, wherein the digital content is based on data input by the

user via the sensing device and interface surface.

14. The method according to claim 11, further including the step of associating, in the

computer system, the digital signature with the signature field.

15. The method according to claim 1, including the step of sending, in the computer system,

data to the computer software indicative of at least the signature field.
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identifier. 7. The nmethod of claim®6, wherein the encrypted sensing device
identifier is encrypted using an encryption key. 8. The method of claimb5,
wherein the step of receiving, in the conputer system the sensing device
identifiep conprises receiving the sé®fding device identifier via a radio
frequency signal. 9. The nmethod of claim@8, wherein the step of receiving,
in the conmputer system the sensing device identifier conprises receiving
the sensing device identifier via a relay device adapted to receive the
radi o frequency signal. 10. The nethod of claim8 or 9, wherein the radio
frequency signal is a Bluetooth signal. 11. The {ﬁ%hod a?%or.tgi Ng..t.0 claim
1, includihg t hdhsmehpdepcopiingds seimnly Whrdin the SERABFHTREPF 289 Em ™ 4nG Usi ng a
si gnat ur e sik@¥rdond daftnell 5:€the in@drfste gira@l si gnature of digital content related
to the computer software. 12. The nethod according to claim1ll, wherein
the digital content is provided by the user. 13. The nethod according to
claim 12, wherein the digital content is based on data input by the wuser
via the sensi ngToewétod agnodling e eiid cwhessiny Fositien elements arp disppssd|oB e A BIYi ng t o
claimi11, ther i ' t Dehiosi-8R RfioAamP&h@tpbdihn elchiedthd it i€ awpuwt er
system tﬂjéﬂéff gllgtseél}”&’gé&ﬁ%%ge%amg?ﬁ th‘g Si Fr?gt ,urglfi el d'f%S' Ihe met hod
accor di ng e ogtp ieriace, fig mether nejudingdhester 8T SPerdEa g HE O N THe ' Eohput er
system  dat @e b&itloh Qats G RsE@IniOEhivardisplacetien aff ithesseping anealseqret tinehwiths | gnat ur e
field. NPX034- SGlo 60 956 ;{lhgelgetngod according to claiml, wherein the

si gnat ur e PRy SEElF BES Wi TH a visible signature zone defined on the
interface surface. 17. The nmethod according to claiml, wherein position

el enents are disposed on the interface surface, the sensing device being
configureggto parigdh il chibise ieeinRastidni with BhPIRNOLEWAS ninting & ds@guto  dr aw
onto the surface, 'the nethod including the step of generating at |east one
of the novweifBnhe YEEAnclINg t he position data by ascertaining relative

di spl acenent of the sensin ans. 1 i udigast one
of the position a‘é1ngﬁﬁcﬁfu§%.ace%§r.qae m%‘f/‘%ﬁ'ga%ﬁJgg&gﬁéa%?for?%%g%gﬁ?%?g%ggtlﬁ%n with
conput er saibd derindicativerf agenamredicld onising te the ceyteptpteRed™dyst em i ncl udi ng:  an
interface surface containing information relating.to the copputer software
and including ecensie dewios Whirdi vhanj Riasedin aa"gfr@twétpg?té"“f”r‘éttva % EFAITHRG to the
conput er RfbeNRRRs at RA siheSEINS Edd@ diRidgnetiisch, when placed in an operative
position relative to the interface surface, senses at |east sonme of the
coded data and gRremgtesindicative of the signature field; and

at least one of movement data and position data, the movement data being indicative of the
sensing device’s movement relative to the interface surface, the position data being indicative of the

sensing device’s position relative to the interface surface;

the system being configured to, in the computer system:

(a) receive the indicating data from the sensing device;

(b) receive at least one of the movement data and the position data from the sensing device;

(c) identify the signature field on the basis of the indicating data; and

(d) operate the computer software at least partly in reliance on at least one of the movement

data and the position data, and in accordance with instructions associated with the signature field,

wherein the sensing device is further adapted to store a sensing device identifier in a read-
only memory of the sensing device which is adapted to distinguish the sensing device from other

sensing devices of the same type.

19. The system according to claim 18, wherein the computer system is configured to verify that
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i ndicating data indicative of the signature field; and at |east one of
novenent data and position data, the novenent data being indicative of the
sensing device's novenent relative to the interface surface, the position
data being indicative of the sensin®ldevice's position relative to the
interface surface; the systembeing configured to, in the conputer system
(a) receive the indicating data fromthe sensing device; (b) receive at

| east one of the novenent data and the position data fromthe sensing

devi ce;  dtthst bkefithe fyvembne dad apd Ste ppsition desd WPIENtt HEnhEEIFTsSIggpuE ﬁéh‘i Hidi cating
data; and (d) operate the conputer software at |east partly in reliance on
at | east one of the novenent data and the position data, and in accordance
with instructions associated with the siqgnature field, i-p the sensing
devi ce i s2% ur t hBe sitpapteediRgloSps: & &E%f%?\ F RYrdey e ?Scfgrﬁt;[gl(]%{i g’rl&)in%@a read
only menoghyused the sensing device which is adapted to distinguish the
sensing device fromother sensing devices of the sane type. 19. The system
according to claim 18, wherein the conputer systemis configured to verify
that NPX034SG 0 61 at |east one of the novenent data %pd$%he gp@ition

dat a repr@isent sTi shemtasedrdipgetq cloingy?atisrein F compRytepYEPM s ORfisipf K LY o g

accor di NGt QeGlyAkiAg at Rast WAGF 8 Movehént eI e postipstam i s configured to
identify the user. 21. The system according to claim 20, wherein the
conputer systemis configured to identify the user by using at |east one
of the novenent data and the position data. 22. The system according to

cl ai m 18, 220her eflie sydnen womging terclamy B, wheréis the gepuistsystem s@dwied & ey "ensi ng
devi ce ident i fi 8L {LAM ENCnSRRSINGvidevi ce. 23. The system of claim 22,
wherein the onputer systemis adapted to receive the sensing device
identifier as an encrypted sensing device identifier. 24. The system of
claim 23, wherein the encrypted sensing device identifier is encrypted

usi ng  anEencr ypid Haenk 6fclaim 32, Wreinsyis taputef sygéraismad@id tofresie the $eAEEconput er
systemis adapted to receive the i device identifier via a radio
frequency&ﬁFﬁﬁ'“g“f%§”?ﬁ§m§§%S%%$%§Q§P§?ﬁi25, wherein the conputer system
is adapted to receive the sensing device identifier via a relay device
adapted to receive the radio frequency signal. 27. The system of claim 25
or 26, whgjein fhe. si@fliid BIWRRGYhS b@Rpkd iesi dBlittddeodftchis shogipteti usi28.  The
system according to claim 18, wherein the conmputer systemis configured to
use a siYrAFWE KXy of the user to generate a digital signature of digital
content related to the conputer

25. The system of claim 22, wherein the computer system is adapted to receive the sensing

device identifier via a radio frequency signal.

26. The system of claim 25, wherein the computer system is adapted to receive the sensing

device identifier via a relay device adapted to receive the radio frequency signal.

27. The system of claim 25 or 26, wherein the radio frequency signal is a Bluetooth signal.

28. The system according to claim 18, wherein the computer system is configured to use a

signature key of the user to generate a digital signature of digital content related to the computer

software.

29. The system according to claim 28, wherein the digital content is provided by the user.
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software. 29. The system according to claim 28, wherein the digital content
is provided by the user. NPX034-SG 0 62 30. The system according to claim
29, wherein the digital content is based on data input by the wuser via the
sensing device and interface surface.831. The system according to cl ai m 28,
wherein the conputer systemis configured to associate the digital
signature with the signature field. 32. The system according to cl aim 18,
wherein the conputer systemis configured to send data to the conputer
software indicative of at |least the signature field. 33. The system

according to claim 18, wherein the sjgnatute field.is SOCi. ith a
visible &¥gnat GheySongeddng K& b ’E"#’}ege"? tﬁﬁ é?IPL%’gterg Niaa Sa‘f@é‘? &%ﬁmﬁg{éws ystem

accor di ngudepvicthademinkBevisshad ielettcpasthdei on el enents are di sposed on the
interface surface, the sensing device being configured to periodically
sense position elements as it is used to sign the signature onto the
surface, at |east one of the novenent data and the position data. being
gener at ed3by as@be psigmicegdipgloslainy 28, sheein He eAPHEr Bet KEEBHE AF s over

time W thgkaspeGinahuR vath He@@sdure e Of the position elenments. 35. A system
for enabling user interaction with conputer software running in a conputer

system the systemincluding: an interface surface containing information
relating to the conputer software and including coded data indicative of a
si gnat ur e31.i el d Thedyagn mgordiog liine Hrphrrer the esfmpylerrsestent i eon§gustddmiepdiang

confi gur egotﬂeommbﬂﬂgmalgm%v@'bfaﬂé%ﬁgkigr(aﬁ)eﬂeﬁCEi ve indicating data froma
t AR :

sensi ng devi ce, e I ndicating data berng indicative of the signature
field, wherein the sensing device, when placed in an operative position
relative to the interface surface, senses at |east some of the coded data
and generaies: thesyitshcating@ diah as, vandinalte sigeast fidhe asbeingwvatirenisitat a and
position data, the ement ta being indicative of the sensing device's
novenent P‘é'}aglfe’lz\?‘éedfegn%%{ﬂrgtg?lrrlltterg%Fauégce'surface, the position data being

i ndicative of the sensing device's position relative to the interface
surface; NPX034-SG 0 63 (b) receive at | east one of the novenent data and

the posithpn dahg §&QMthEnS@RRIMEK, dRIE Risitio @9mehsd e idispogedidnenesitged ur e

field on the basis of the indicating data; and (d).aop e t ut er
sof t war e difaseeile fenyjng oyige P?PngB?t?ggﬁ%g’ ‘beﬁo‘g"'[anx €as gp o%tﬁog egegn the lﬁg\l}%?rgggt

sign the signature onto the surface, at least one of the movement data and the position data being
generated by ascertaining relative displacement of the sensing means over time with respect to at least

one of the position elements.

35. A system for enabling user interaction with computer software running in a computer

system, the system including:

an interface surface containing information relating to the computer software and including

coded data indicative of a signature field relating to the computer software;
the system being configured to, in the computer system:

(a) receive indicating data from a sensing device, the indicating data being indicative of the
signature field, wherein the sensing device, when placed in an operative position relative to the

interface surface, senses at least some of the coded data and generates:
the indicating data; and

at least one of movement data and position data, the movement data being indicative of the
sensing device’s movement relative to the interface surface, the position data being indicative of the

sensing device’s position relative to the interface surface;

NPX034-SG



data and the position data, and in accordance with instructions associ ated
with the signature field, wherein the sensing device is further adapted to
store a sensing device identifier in a read only nenory of the sensing
device whi ch is adapted to distingui & the sensing device from ot her

sensi ng devices of the sane type. 36. The system according to clai m 35,
wherein the conputer systemis configured to verify that at |east one of

t he novenent data and the position data represents a handvvri(%t.en si gnature
of the us@y. 3fceivkAdeastyost atheamraredl dag ardghetogiich 438 FoRME FRFIPE ©HE® conput er
systemis configured to identify the user by using at |east one of the
novement @ata aidentifyties signasire fiddhongha basis ofghe “’Idffé““§)9§‘?’égﬂ according to claim 35,
wherein the conputer systemis adapted to. receive the ' ice
identifield fronsrele BeREPHY S&"é’(ﬂecaéﬁa%ﬁa}rayrﬂéeq%‘%°§t°8%‘8 t%ﬁ?ﬁ% %gv,eg\;\g’“mer ein the
conput er SuSshem pesitiadapt Ad i 0cokdane wite insthetiwensiciatd witeth Smaigdpiti fi er as an
encrypted sensing device identifier. 40. The system of cl|ai m 39, %\/ner ein
the encrypted sersimie gestgcieviedetdief adapted © sers@sgsng deviss [9myTeTdh2 BAGr ypt i on
key. 41. The system of  Glalc0hE8hici e 8iBled td MGineQINLE Qhsifydiientkdns oaetapt ed t o
recei ve tHe TERsI g~ device tdentifier via a radio frequency signal. 42.
The syst ewnsifg devicss phtkgFamefiReér ei n t he conputer systemis adapted to receive
the sensing device identifier via a relay device adapted to receive the
radi o frequency signal. 43. The systemof claim4l or 42, wherein the radio

frequency_signal is a Bl uetqoth si 4- 96 & Bkicurddho vdiiRthayst em
accordi ng®® o cl Afei§E dg %k’q@%‘lﬁtﬁlﬁ}%eg&%%s%ygm I's conf i égtéed to use a

Ted? ARG

si gnat ur eatkey omfof tha eovement detwangehsepsition dgfa ypgichtat haadwyHist HFa™GL! T Gt al

content related to the conputer software. 45. The system according to
claim44, wherein the conputer systemis configured to associate the
digital signature with the signature field. 46, Th kNg to

cl ai m 35, 3her el & Lreying el 7% WEers e SLB éllteéfyétgm\?m%t%h@ég}eg?ogliﬁ%ﬁfey

si gnat ur eme Peeoydsihd 4 ekt 61 of fhembwemen flaced dupfsiivedatet 7. The system accor di ng
to claim35, wherein position elenents are disposed on the interface
surface, the sensing device being configured to periodically sense position
elements as it is used to sign the signature onto theds?ﬁfu‘?‘%?eive%e | east
one of t has.movefesrrystantcsordipgiorhiEn Ho&PeFnHie AYRRTHEFRY © GEherated in the form
of a | ocug,gfs &N& i&aMEE Rem ilBaASngddviceel ation to the surface by ascertaining
relative displacenent of the sensing neans with respect to at | east one of
the position el ements. NPX034- SG

39. The system of claim 38, wherein the computer system is adapted to receive the sensing

device identifier as an encrypted sensing device identifier.

40. The system of claim 39, wherein the encrypted sensing device identifier is encrypted using
an encryption key.
41. The system of claim 38, wherein the computer system is adapted to receive the sensing

device identifier via a radio frequency signal.

42. The system of claim 41, wherein the computer system is adapted to receive the sensing

device identifier via a relay device adapted to receive the radio frequency signal.

43. The system of claim 41 or 42, wherein the radio frequency signal is a Bluetooth signal.
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44. The system according to claim 35, wherein the computer system is configured to use a
signature key of the user to generate a digital signature of digital content related to the computer

software.

45. The system according to claim 44, wherein the computer system is configured to associate

the digital signature with the signature field.

46. The system according to claim 35, wherein the signature field is associated with a visible

signature zone defined on the interface surface.

47. The system according to claim 35, wherein position elements are disposed on the interface
surface, the sensing device being configured to periodically sense position elements as it is used to
sign the signature onto the surface, at least one of the movement data and the position data being
generated in the form of a locus of the sensing means in relation to the surface by ascertaining relative

displacement of the sensing means with respect to at least one of the position elements.
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