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PROVI D2NG COVPUTER SERVI CES The present invention relates to a nethod and
to an app%ﬁﬁﬂﬁ&ni@r provi ding conputer services. 5 In theppieigdiind:
enbodi ment, the present invention relates to a nethod and to an apparatus
for providing conmputer services across-a-network by making avail abl e what
is referred to herein as "virtual servers", optionally 10 using "virtual
networks".  coplibRidl hypURBEAERTHECFERC BRBYEBINRIBLRBRPER EBRVEXARP! €, an
i ndi vidual or organfsation may sSinply wan o0 1nprove the speed of running
of currently owned software applications and wll therefore typically
purchase a new 20 conputer or network server, as appropriate, in order to
" obtain a nore r@benprasenthdrgestéonasedptesntprah persbedssndukPt @nore
and/ or faster nenpory,. etc. AndLndividua% or §rg§nisation may require

addi t i onal 2RRAFGF Fadfer PFOYaIaRd SPPHEFS s £6F335®Because of growth in the
size of sfiles 25 or amount of data that is stored or sinply for quicker
access to the stored files/data. As a further exanple, ' newer software
appl i cati ons maynhahe preifermed evbpdimentpethki paecentt haveakeeads t hat
currently owned by the ind%§idual or organi sation. I scussed in

As Wi ll ,
more 30 def&lRERE &R 3 Aet Fcﬁggetha&dappﬁgﬁgPSoFoﬁeg%oﬂﬁgﬁgged conput er
equi prrent gp@g%teh&ur&m&e@ ahl8g%. Al ﬁ%k%&?g b nmgkqa’a/gog%aqlagéea@lytozsasz

-2 particu e requirenment tor a signi t caprtal outlay and for
tine to bejigperifdrrddtcallerednaag vetirtngl servers", optionally

10 using "virtual networks".
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15 It is well known that individuals and organisations
continually upgrade their computer equipment. For example,
an individual or organisation may simply want to improve
the speed of running of currently owned software
applications and will therefore typically purchase a new

20 computer or network server, as appropriate, in order to
obtain a more recent and therefore faster central processor
unit, more and/or faster memory, etc. An individual or
organisation may require additional and/or faster file
and/or data storage because of growth in the size of files

25 or amount of data that is stored or simply for quicker
access to the stored files/data. As a further example,
newer software applications may have a minimum computer
specification that exceeds that currently owned by the
individual or organisation. As will be discussed in more

30 detail below, the purchase of additional or new, upgraded

computer equipment brings numerous problems, including



up the new equi pnent. In any event, the cost of nmuaintaining conputer

equi pnent can be significant, both in 5 financial terns and in respect of
the time 0325 Mei ntenance. Today's IT applications (boFETgﬁﬁnmﬂ, 5 shel f
and bespoke) tend to be designed around smaller-scale Inte architecture
servers running the Mcrosoft NT or Wndpws 2000 operating systens, and
nore recently Linux, BSD, and other Unix variants These snaller scal e

systems tepd, tq %g_llge B PR NS el AgA HapaRRaa0e e

difficulti escri ove mai n ters may of fer

| ower "totautaest aeld EyierseP'td Pe GRehndi rirﬁaﬁistcaa_tm@iaﬁ add&dtrdust ry
trend of noving away fromthose architectures has neant that applications

" are sinpl yuﬂ?oﬁ:h@esliegh@cglxi@ﬂmt -on Imhemy @véntporthengosthefapplication is

likely to be unaqcepta dlsruptlve ri sk and co Fucth rnnre, in
e- busi ness TPt Lﬂ‘%‘ ar/"i‘t“eg’r?e S%‘d"y ;bc?
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25 and setting up and nal ntal ni ng new hosting systens conprising a
plurality abisepawasice .servers, firewalls, network routers and sw tches, al
for the purpose of delivering one or nore applications across the Internet
to users. 30 WO 02/ 03220 PCT/ GB01/ 02952 -3 The current state of the art
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bespoke) tend to be designed around smaller-scale Intel

10 architecture servers running the Microsoft NT or Windows
2000 operating systems, and more recently Linux, BSD, and
other Unix variants. These smaller scale systems tend to
proliferate in organisations, leading to the management
difficulties described above. Though mainframe-type

15 computers may offer lower "total cost of ownership" for
certain applications, the industry trend of moving away
from those architectures has meant that applications are
simply not designed to run on them, and "porting" the
application is likely to be unacceptably disruptive, risky

20 and costly.

Furthermore, in e-business infrastructure provision,
for Internet-hosted applications, organisations have
expended significant time, resources and money procuring

25 and setting up and maintaining new hosting systems
comprising a plurality of separate servers, firewalls,
network routers and switches, all for the purpose of
delivering one or more applications across the Internet to
users.

30



briefly discussed. 5 File And Data Servers,. Including Ar

chi vi ng'

Servi ces Individuals and commercial, non-comercial and government

or gani sat i %
nore filel ata sharing protocols such as NFS, NFS+, SMB, a
all owi ng storage of and access to~conpw®r-held information

eshar e,
on shared

gently make use of file anal 10 data serv§g§/ rﬁﬂhpne or
oD

conputer systens. These conputer systens run file-sharing software and are

el ther owned ang,qperghed DY e ig¥lietdul A LoRANCEALIER Usi ng L hem

or are outsourc party organi sation to operate.

File and data

servers camudce® oE wad ildnlant ot utdor@bited aAeatewENds nowclease,
i ndi vidual s and organi sations 20 either upgrade existing servers, or where
" this is notbrdefdy sddiquss®sl. or upgraded repl acenent servers are procured

Application Service Provision 25 Individuals and comerci al,
and governnment organi sations currently make use of IT (infor

non- conmer ci al
mat i on

technol agy) applications which run on conputer systens. These conputer
systens run one or nore 30 applications and are either ommed and oper at ed

by the i ndipdildy

02/ 03220 _g_ PCT/GBOl/02952 a thlrd party organlsatlon to operate Many

)

i ndi vidual s and organi sations have now begun using Applications Service

Providers to prayl & g, AP! Lt MR8 ¢ Gon orflircial and

government organisations currently make use of file and

10 data servers using one or more file/data sharing protocols

such as NFS, NFS+, SMB, and Appleshare, allowing storage of

and access to computer-held information on shared

systems. These computer systems run file-sharing

computer

software

and are either owned and operated by the individual or

15 organisation using them, or are outsourced to a third party

organisation to operate. File and data servers can also be

used to archive information.

As demands increase, individuals and organisations

20 either upgrade existing servers, or where this is

not done,

additional or upgraded replacement servers are procured.

Application Service Provision
25

Individuals and commercial, non-commercial and

government organisations currently make use of IT

(information technology) applications which run on computer

systems. These computer systems run one or more

30 applications and are either owned and operated by the

individual or organisation using them, or are outsourced to



Internet or other external network. 5 Prior art techniques involved in
applications delivery across the Internet or other network involve either:

mul tiple Q,{,.(g@gj)ﬁ%i ons sharing a single applications instapegdaéfigieds on a
single real server, which has 1o associated security, nanageability and

avai lability issues; nultiple organi satigpns, each with their own
applications instance running on a single real server, which also has

associ ated _s risty, @Sn%gﬁe sl d ng ayal id it YradnS S Uesti vidhidailRl e
organi sati 8n§‘?§i§éic?éavm h tThei rlég\t/%oglp%ﬂ g)gjlte:l%ﬁdsélgq n tance:L runni ng on
nul tiple sendebrRRmiiskitarmOmadresS nidtl Heaotal A Appiiicat ivas |Sexivtiatei ons
as the partitions are typically static; or nmultiple organisations, each

" with their Povrvidiedisc dtce prooride e lagpdtl cat i3 HeVifescend &heach runni ng

a dedi cated application instance. ZBgsDat abase Service Provision Individuals
and commer dREHETTeSH oSS aﬂxctfrﬂl 55V nt organi sations currently
make use of I T applications which access client/server or distributed

dat abas€s runni ng on conputer systens. These conputer systens run one or
nmore applicati omian sarte taidihreiquas doivedntedpiar spgl inattines fEMvEFE  or
organi sation using them 30 or are qQutsourced to a third party organisation
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client/ser J8r TGP é"’rsqzaﬁ}ftseag‘ﬁcé{é;?%agﬁsnedr \%ﬁcﬂ%é;e%@e Thternet or ot her
external netidned RiPIndrdn t£ G SrddlV enetert N wicintiaer ver or

di stributed database server delivery across the Internet or other network
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instance running on a single real server, which also has
associated security, manageability and availability issues;
multiple organisations, each with their own applications
15 instance running on multiple server partitions on a single
real server, which has limitations as the partitiomns are
typically static; or multiple organisations, each with
their own dedicated server held at an ASP hosting centre,

each running a dedicated application instance.

20

Database Service Provision

Individuals and commercial, non-commercial and
25 government organisations currently make use of IT
applications which access client/server or distributed
databases running on computer systems. These computer
gsystems run one or more applications and are either owned .
and operated by the individual or organisation using them,
30 or are outsourced to a third party organisation to operate.

Many individuals and organisations have now begun using



10 security, manageability and availability issues; multiple organisations,
each with their own dat abase managenent systeminstance running on a single
real servey ' al so has associ ated security, manageabi pit):paiehos2

avai lability Tssues; nultiple organisations, each with their own 15

dat abase managenent systeminstance runnsng on nultiple server partitions
on a single real server, which has limtations as the partitions are

typical |y stalico,0r ooyt iel e or 080t 59LL00scy eaENo Y Lhk | BeLbe PV dedi cat ed

dat abase server an service provi ng 20 centre runni ng one

or nore insdpseesbetelihg@atdababaseerbogenehs cyét entebhée varetivese Service
Provi sion 25 Individuals and conmmercial, non-comrercial and gover nnent

" organi sati omstemmatnueéyworke use of | T applications which access
conventional, client/server or distributed data warehouses running on

~ conputer systens. 30 These conputer systens run one or nore applications

and are gither a 0 i ndigve dual 4 ! i-on WO
05) U3220% - 6 PCT ERBTT 036k eeRh el LR g O B e L e 08 par Ly
or gani sat i ofiseripetatiedadhbisenderirdunalis]l amdrpr ganosat tbasThagrnabwobegun
using external Service Providers to provide client/server or, distributed
dat a war ehootkeseretverkyiBvelvacel hReF het MHLLOPAEr OEIRRLRAF1ABFwWor k. Pri or

t techni i nyol ' ' ' Lstributed dat
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managenent systeminstance running on a single real server, which has
associ aled security, manageability and availability issues; wultiple

organi sations, each with their own, dafa,wareho nagenent em
Chetance r UARERG.IBLAANE  SPAGREVIER| CAEID oW IR CADAFEoRHASYRBERE  at ed

system instance running on a single real server, which also
has associated security, manageability and availability
issues; multiple organisations, each with their own

15 database management system instance running on multiple
server partitions on a single real server, which has
limitations as the partitions are typically static; oxr
multiple organisations, each with_their own dedicated
database server held at an service provider's hosting

20 centre running one or more instances of the database

management system.

Data Warehouse Service Provision
25
Individuals and commercial, non-commercial and
government organisations currently make use of IT
applications which access conventional, client/server or
distributed data warehouses running on computer systems.
30 These computer systems run one or more applications and are

either owned and operated by the individual or organisation



security, manageability and availability issues; multiple organisations,
each with their own data warehouse nmanagenent system i nstance running on

mul tiple %ﬂS&ﬁh partitions on a single real server, which Bagdgyihieds i ons
20 as the par |%|ons are typically static; or nultiple organisations, each

with their own dedi cated data warehouse.gerver held at an ASP hosting
centre. 25 Knowl edge Service Provision |Individuals and comrerci al,

non- commer ci al__and governnent or.gani.satiqQns .Cyrf. I : : edge
nmanagement uﬁ?‘é’tge%g‘,e udt &9 r?[urt%r?éﬁcaegﬁ:roar?e;ﬁrﬂé"ﬁ@ Iﬁ/nat e ngﬁé%gjl\%‘eaﬁwver s,
search engines, il £achfyny 188 ih@eua1a) TRy JrusiRis and Havanresge

shari ng ap&licé%ions such as Lotus WO 02/ 03220 PCT/ GB01/ 02952

" Not es/ Dom negushivei s cesemiadle Mdrsarase rPxyvidlests ittt waded edge
managenent dat abases runni ng_on QonputeQH§¥§tens. These co st ens

run one or WO HRATRH | WSt IR ¢ &Wﬁﬁ?QHﬁFcﬂﬁF%$%%§B§ﬁ¥he
i ndi vi dyal .qr q&g&g&§q;i 5%H5§ d 1 Ye@i&ouUtsourced to a third party
g?i&%% %efgﬂh 3%%| é? '

organi s o opera ny 1n ual s and organi sati ons have now begun
usi ng external Service Providers to provide client/server or distributed
know edge nmanagenent services via the |Internet, or other external network.
10 Prior art tec@wiquesrt agthwidnes chreemved ik CRveRskdidt ed know edge

managenent server, delivery agcraqss,.the Interne ot her rk
i nvol ve ei tqgére.n’%ﬁﬁ_qlf‘fﬁre %‘? gqca]rﬁq%ra’tl?%é s%a_gﬁ n‘%a)gé%ol‘%% es‘%r%% %%ﬂ%i’?
ranagenen! SN cle LANGEe U GiieR SEAM S rANOBRS EIthal Ch has
associ ated security, manageability and availability issues; nmultiple

or gani sad i anslt BEld oidan 1 det Tormswns kamoinh @ day es egibey et wyLeRONS @St ance

running on nultiple server partitions on a,single real server., which 20 has
| i mi tati ongnaRAGIREHar YT OMIBF RGP THRIRG (TR i ], STl 1Tt SSEVeL!

or gani sat i o‘@ﬁﬁ]@aﬁg V\éégeé@%do%gcgfﬂgatﬁgnﬁg#g?tg? npn@genment servers

held at a s € Provi osting cenhtre. Medi a Production

Servers | ndia duah 51 oy £OMNEE Cimblt NPle corgrnisat ions, goaeh mrktoh
organi sations currently make use of file and 30 data servers allow p
storage of théilrsoewesdata Cargtowsdchanadggnear FEHFEM| FRDEMREF cFUBRIRBar ed

conput er _systens , WD 02/03220 -8 PCT. 1/ 029 ur | ourse of audio
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security, manageability and availability issues; multiple
organisations, each with their own data warehouse
management system instance running on multiple server
partitions on a single real server, which has limitations
20 as the partitions are typically static; or multiple
organisations, each with their own dedicated data warehouse

server held at an ASP hosting centre.

25 Knowledge Service Provision

Individuals and commercial, non-commercial and
government organisations currently make use of knowledge
management systems, such as Intranet, Extranet and Internet

30 web servers, search engines, web cache, free text retrieval

systems and knowledge sharing applications such as Lotus



recordi ng and production, digital photography and imaging, television
programe nmaki ng, film making, hol ogram producti on and production of other
mul ti medi q®@hi@l - 5 The digital nedia information may cpppicghyessat a
files containing the i mages, noving pictures or audio recordings in digital
form but may also contain information+miating to howthe information is
to be processed within studio systens, such as edit decision |ists or MIDT
files . 10w6RaLobBRidoaulATRECA RN RT 18078 k- Aot bREALIREGON. These
conput er syste run tile-sharing software and are either owned and
oper at ed b¥nbheedgel watdglkementodgaabeakisonrunfiing bheromputare sywteogr.ced to
athird party organisation to operate. As denmands increase, individuals and
" 15 or gani s&hieses compiEeTuYSAERSe Ut ORG & POre, app Lifsatd ong &1ds ax6y

done, further _servers are procured.. “lntellectual Prqperty” and Str.eam ng
 Media Serv&rEhss PW&F9i339I§P§EE%@ r%%fl}nﬁﬁﬁ}g FE]éFggﬁgsﬁkﬁe?hnent
organi satl %&ngu Ehent ézﬂ%&% b2 sefurdedl eld aciual-aP AR vra@ivatSon

al l owi ng storage of and access to conputer-held digital "nedia or other 25
"intell ect tal opeaatt.y"” ManfyorimeEtivdduenl ss hade o rgampisiadri osyss therve, rithese

computer systens run "intellectual property" managenment, |jcensing and
downl oad aé’&ﬁ?‘é‘at‘*’is&ﬁ’g &PF&e&P@leisﬁ’@rlc@vﬁE@X’&ﬁ@rﬁp Catd®VBy*® he i ndi vi dual
or organi safi. r..ar: r )
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organi sation'to intel al property y 1 nclude but not be

limted todiagithal IRitere@tapis otdeimdxteWRal2nddRakRCT/ GB01/ 02952 _g_
recordi ngs, video recordings, digital novies, still hol ograns, noving
hol ogrd®s, digital animtions, software, firmware, draw ngs, designs,

schematics, plans ,and docunents. 5 Prijor .art, tiechni,ques, i nvolve: nultiple
or gani sati ons sHaridtg 3% sitér‘?&lhéllqur‘?tselﬁné’&%)’aﬁd &%ﬁgﬁ%ﬁ:/ﬁ?ﬁ"e iHst ance

distributed knowledge management server delivery across the

Internet or other external network involve either:
multiple organisations sharing a single knowledge

15 management system instance running on a single real server,
which has associated security, manageability and
availability issues; multiple organisations, each with
their own knowledge management system instance running on
multiple server partitions on a single real sexrver, which

20 has limitations as the partitioms are typically static; or
multiple organisations, each with their own dedicated
knowledge management servers held at a service provider's

hosting centre.

25
Digital Media Production Servers

Individuals and commercial, non-commercial and
government organisations currently make use of file and
30 data servers allowing storage of and access to computer-

held digital media information on shared computer systems



running on a single real server, which has associ ated security,
manageabi l ity and availability limtations; 10 multiple organisations using

mul tiple Whhsdhart ual property” systeminstances running parepsi/fdke rea
server, which has associated security, manageability and availability

limtations; nultiple organisations, each-with their own "intellectual
property" systeminstance running 15 on nultiple server partitions on a

singl.e real%‘%ﬁeﬁ%lrthém&&mggsofi%&%iﬁgﬁﬁ%ﬁg@@%&%@g@i&gp Sypisal ly

static; or € organi sations, eac edi cat ed

"intellect updcHr@DES tand SBFYRLSE DPE ad bali t Al epinot dyraphat and Imagibdect ual
property” hosting centre. 20 Wb Hosting_|ndividuals and comrerci al,
" non- conmer ctelewrsiPs praarameet Nak e sbil®iaking entP{OFERB use of

R b L s

cont ent §”drﬁéedf% el uEed ARE-PREE BEEndY Ebesisdi ¥Edgataofipegani sation

using them or are 30 outsourced to a third party organisation to operate.
Many i ndi vi domtsinitl oflganimagésnsmosing npEcete Seovi aedio\WrCatdBrgs)

PCT/ GB01/ 02952 -10 Providers to provide Wb hostipg_services via the

| nt er net orintGEIlesd cFom, neehoPRY ?@?%rC%PFa%%cﬁﬁFﬁﬁﬁétFﬂ%oF@ﬁﬂt?ﬂ9Véb

hosting 5 applicati.ons. i CkQSSAt : 0f her na

net wor k invggv%ggit%er%gﬁ%*¥$%¥%ﬁoéga§?s§€i%ﬁégéﬁgéﬁﬁglgﬁgﬁna E&SQb server
appl i cat i ongykpehanCceuehnal NgdLy aesisgbr IeatsservmIDIWAitéshas associ at ed
security, functionality, manageability and availability issues; nultiple 10
or gani safi onentaiihgg "autonatedepedaeReisy AR CRIZr @OVReAREATBFL4OB} ngl e

Vb | i ' ' Lngl L whi ch .al h
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server partitions on a single'real server, which has [imtations as the
partitions asgéngypheml | yrsaaei outeourukti pbeaothandsparopmsprgavhsakihnt heir
own dedi cated Web server hel d at an_ external seryige grovider's hosti ng
centre. 2a to operate. As demands increase, individuals and

15 organisations either upgrade existing servers, or where

this is not done, further servers are procured.

"Intellectual Property" and Streaming Media Servers

20

Individuals and commercial, non-commercial and

government organisations currently make use of
nintellectual property" servers allowing storage of and
access to computer-held digital media or other

25 "inﬁellectual property" information on shared computer
systems. These computer systems run "intellectual
property" management, 1icensingvand download applications
and are either owned and operated by the individual or
organisation using them, or are outsourced to a 3rd party

30 organisation to operate. The "intellectual property" may

include but not be limited to digital photographs, sound



Compl ex e- Comrerce Web Hosting I ndividuals and comrercial, non-comerci al
and 25 governnent organi sations currently make use of worl d-w deWb

e- Comer cqyG¥SéBHF Which run on conputer systems. These COpp¥iGH1/§35i €N
run one or nore associ ated Wb servers, database servers and applications

and are either owned and operated by theotndividual or organisation using
30 them or are outsourced to a third party organisation to operate. Many
i ndi vidual s_a i sat k ons i NQ34 S22 P 01/ 02952 -11
Service ProWf g%és)irr?%g’pr‘g%ﬁhéc}% Jé%‘?r%’f%&%’b%%%%g%ier Vi c'esgv-%%t he | nternet
or other ex{&Idtam®! WsKingr hologrimsé ccdiytites amidvbonsn soffphese Wb
hosting 5 applications delivery across the Internet or other _external

" network i nvblxmearonsiraings, ofesiagnipl tshenabicHi BEIREaRRY server

har dware to grovide Wb server, security firewall, database server,

, applicatiod@ SUPSARTS and vari ous systens devel opnent, test and nmanagenent
server 10 capabilities, at often high capital cost and significant
procurenent and installation lead time, and occupying significant anounts
of floor space iPrhostany teobnbtguedSidovbveer mnbtibys organisations

Per f or mance- Conput ati on Servi ¢e Provision Individuals apnd comercial,
non-connerc$%§ggﬁﬂ @oﬁéﬁﬁﬁﬁnf16F§éﬁ?§5??gh8r98?¥gﬁﬁl§Yﬁgﬁﬁ ngE%?C?T

applications which run_op. t r r t 2 ; of limted
conputationEPn%%?$o?ﬂaﬁcg}ggzésggggn%é e¥§5y§$g§¥ ?%ﬁ %ﬁ%&%}ﬁgg?e

appl i cati ongegfdi@ye Rhhhgeapimedyaatdogesnl aBibytyheimhtavidoal or

organi sation using them or are outsourced to a third party organisation to
oper at el0Mamylthplei dughsiantiionganciagi sasthale héﬁﬁ?glﬁﬁ Ualusi ng Service

Providers to provjide high-performance conputation_setvices : t er net
or other exPE H%FtﬁatﬁBgE?gTHBFgapgeﬁ ﬁggﬁFﬁgt8nu§esﬁ§éggp5§é?f%F§VéP’
comput ati on,feeii g8 SLLBELatknesbbixigy, | Adhagehbi1byymaAlS. of automtic

i nvocati on gy an applrcations program 30 running on an existing TT system
WO 02/ 0322029611 &B01462932mit2tPone;; anttipdknbygenisatdbnsd £achpwathdi ng
hi ghper f or mance conput[n% services via the Tnternet or other' externa
networ k i nvbheds ewahdintedilecsualopPgarReEhyi ofystem lnstance running

15 on multiple server partitions on a single real server,
which has limitations as the partitioms are typically
static; or multiple organisations, each with their own
dedicated "intellectual property" servers operated
internally or at an "intellectual property" hosting centre.

20

Web Hostin

Individuals and commercial, non-commercial and
25 government organisations currently make use of world-wide-
Web servers which run on computer systems. These computer
systems run one or more web applications and contain one ox
more sets of web conﬁent and are either owned and operated
by the individual or organisation using them, or are
30 outsourced to a third party organisation to operate. Many

individuals and organisations use Internet Service



5 sharing a single applications instance running on a conputation server or

super conput er, which has associ ated security, manageability and

avai | abi | {{f¢/od3s4es; nultiple organisations, each with theb?ﬂ@ﬁﬁﬂo@&

applications 1nstance running on a single real server, whic

associ ated 10 security, nmanageability aw availability issues; nmultiple

organi sations, each with their own applications instance running on

mul ti ple S?f%@{dg@étté' Pév? aWéb”Hb@tiﬁ@'séﬁﬁﬂ@és yhicthéasntermént i ons

as the par I'ONS are tg |ca y static; or multiple organisations, each

with 15 t hgiroemerdedieahat setwerkhel d at a hi gh performance conputing
centre. Electronic Messaging. and Conferencing Service Provision 20

" Individuals and commercial, non-conmercial and governnent organi sations

current |y ke yse of e{:egéfzgﬂ'l&uggs§ﬁgbﬂge§eiﬂeﬁéb"‘ﬂb§91h§” on conput er

~ systens. These BﬁﬁﬁtgF nE-ran one or nore applications and are 25

ei t her %““Sg gﬂ@aEEShétaélﬁﬁekbeabﬂdsglﬂhélIﬁte@nganbsabtharusxhgrnhén1 or
are out Sour 8 to a third party organisation to operate. Mny individuals
and or gani astiwonk havelweweBbeben: usmnétnﬁﬂ@rﬁﬁgagéﬁﬁFéQnPréPﬁﬁéFg fo

rovi de nessagi ng and conferenci,n ervic h n r 30
gxt;:nal néﬂﬂ%h%gWewaﬁ65F63?f@aé%?ﬁéﬁé%/655&?%0%3%B#9%§5a§% ?ec%h?%%es

| nvol ved i 1955301100 SQRMILEE 1iaslkYRIKERRN QBB Y, NiFamOE ol 1dLET
external n&fRor K-invol've eit mul tiple organisations sharing a single 5
messagi ng @anegabeientiyn@ndppivaddnblbdid tiyndsanes ;r awditd®len a single real
server, which has associated secur,ity, manageability, and ablllty
i ssues; 10nulotr|gpmS@rtngsatUisé-ﬁ]§ " Uit We?’n 5\7\#/ 6931
conferencin pI| ations inst e [ dae@yer

. 5'95 ﬁ't éd_nsqg_cuﬁqet% ,Sremrn ggﬂ]l%a%ﬂﬁl e.ersﬁ:%ncjeO

whi ch al so manage Ity and availability issues;
mul tiple or %’é‘l%atfe%'l&seeﬁ@?: Wit dHheills o Wa seesagiint eat sEonfmitanci ng
appl|cat|ons I"nstance running on multiple server part|t|ons on a single
real servemanshjeabilatit iand a\raﬁﬁl@msllttwe Jfﬁﬂvfﬁscrl s ta’rlélefLS typically

static, or nmultiple organlsatlon th agi ng
or conferemﬁg?gl%t\ﬁé?nﬁ'reﬁﬁ% witdy 5{2?/5 S‘lr‘{eslpm}ls ) cen;h %

Lear ni ng, Neys o; (S s SEFH: O Rpefiowrbﬁ/m ks drfg TairFedTt | sesbping done to
researc andld%ve ‘?earnlng neur o- conputers. To allow these systems to be
accessi bl e virpidmlnasolnmmm@lml & arite qragtamlsmn%r%re 2y Pi?abtks may be

used to connect custoners to one or pore
static; or multiple organisations, each with their own

dedicated Web server held at an external service provider's
hosting centre.

20

Complex e-Commerce Web Hosting

Individuals and commercial, non-commercial and
25 government organisations currently make use of world-wide-
Web e-Commerce systems which run on computer systems.
These computer systems run one Or more associated Web
servers, database seivers and applications and are either.
owned and operated by the individual or organisation using
30 them, or are outsourced to a third party organisation to

operate. Many individuals and organisations use Hosting



| ear ni ng neur o- conput er applications which execute on one or nore
conventional or |earning neuro-conputer hardware platforns. Custoner

t er m nal s“t(%z/@gﬁssi ng these systenms may use conventi onal pepiindi/6ivs2

t echnol ogy or [earning neuro 30 conmputer technol ogy. WO (12/ 03220

PCT/ GB01/ 02952 -1.4 Fox each of the serullees described above, the
limtations and di sadvantages of the current state of the S art include the

fact that procurenent of. additional. . j ks HSHY i aalrviiicas to do
(e. g. for %SFHéLﬁeng,roé’olndfel ﬁrtac{ ipor}%k’é%%pi ns%alelt)gtl on) ; adldigfi onal servers
invol ve addijly @@l THdhRIANE b roRetarinalanetwrprk & costs; extra capital

~expenditure is incurred; systens availability, . 10 reliability, backup and
managenent becone nore difficult and costly as the nunber of servers

i ncreases; start-up ventures .require . ar t i t t
_started, yet rraf’ﬁé’%rﬁ/ﬂIqﬁ%%%ﬁaﬁngcggegﬁg?f?ﬁlﬁﬁg% iﬁr%éttfié%e
comm t MRNt SANd GASichd WOl MRty | Rzl s/ YHdIrBR datde ey 1St oy aitsatiains
requi ring shared access to Information and data require separate servers to
be i nst al | edurriseimiroIveorcapratdtna afeas rpmpbes vaerranpicity is
provi sioned to provide acceptabl e service ””nﬂ% &)@gk | oad bx_st or.age usage
condi t i ons deslictaiethtSeayRe | Rardwals He A4 er OV S ot o

unnecessary,.cost ;. .tenporar Usi eSS ragﬁﬂi -rr_q‘?ﬂ_ﬂg NeLEest Ll e RPdienent
of terrporar%f“:seé'?‘:\i/]e]r's %%aa%%%gm%y, of t |lnvo VII?’ISQ procurenent of equi pnent
and syst ensspiti Gils NAGRE 1 Sthedle, Nesde i yenthddeetenpearesy requi renent ;
smal | er and 'nedi um si zed servers are unable to 25 take_adyvantage of nore

sophi stleatasbdh hities | avt | often deimio| GRBA R t @eFh oY TEIhhE L¢P Rhabl e
nore efficient use of secondar j sk, an € r ; | j.dation of
servi ces oR*PHFHUIGRY %’%&v?&?sgc/%ﬂjp%ttle? idlsé%gdtefrh?f ?%%I?th@ of the
need to jusiidys ¢P %’?Pa&%ﬁﬂ&sté‘? £PPb 1 dpAée PIRCHESEERY €6Btse®f a |arge
system t oge F W th fhe need for speci ali st resources needed to nmaintain
and support it VWO 02/ 03220 PCT/ GB01/ 02952 -15 effectively; additional

intrusion detection systens running on separate hardware often needs to be
added in high security applications to detect attacks; prototype of

devel oprent . and ot SASLEOR pepdoLh.ee SEhgbatation BLovisbopedyidten
addi ti onal ene I pl1cations; and, provision
of backup facilities for disaster recovery purposes often involves the

procurement of simlar or identical hardware and .
Individuals and commercial, non-commercial and

government organisations currently make use of IT
applications which run on desktop or server computer

20 systems of limited computational performance. These
computer systems run one Or more applications and are
either owned and operated by the individual or organisation
using them, or are outsourced to a third party organisation
to operate. Many individuals and organisations have now

25 begun using Service Providers to provide high-performance-
computation services via the Internet or other external
network. There is a desire to use more powerful
computation services either directly, or indirectly by
means of automatic invocation by an applications program

30 running on an existing IT system.



software systens and configuring themready to run services 10 if main
systens fail, resulting in increased conplexity and cost. 15 SUWARY OF THE
PRESENT | WuEDEldsoh According to a first aspect of the presepéricRieioson,
there is provided apparatus providing one or nore conputer services for a
plurality of custoners, the apparatus eqaprising a real conputer on which
is set up at the 20 request of each of said custoners at |east one virtual
machi ne for each of said custoners, said at |east one virtual machine for
each of said customers having a specification specified by the respective
custoner. 25 Theried HAME@miNIds tiYRiclalddy fay e@vd dngrigh-eal
processors running a real operating system real physical nemory (which in
gener al napebféqmlaa‘me s ima Wl@rﬁd’@rﬁe the mntennedl ot OLREE devi ces

(such as hard dis ta hoI or._ ot her, .apt., cal_starage devices,
oo 30" andRteT TR AR TR S B B AF ARG at  he
ol ecul a5 lweli of £1UARdYR |ae§fﬁjﬁcatﬁonsv@rf§f£&?e2(i'urﬂrﬁr@cgrﬁﬁoll 02952
custoner will typically "pay the apparatus provider/operator for making the

vi rtual nadmtp@tmmldmtdea;vqnerdmmmrwmmﬁﬁ, éslich drasomsmoadatgs ng
basi s, perhaps by regul ar subscription

t., can, be calculat on the
basi s of SSﬁﬁyﬁitﬂnnﬂﬁﬂﬁSQﬂQA%%ﬂY(ﬁHQG§W§ﬁ14§§i¥E% %ﬁi Sray be
conti our ed SR Aladssle, TG AN dle kAl ath ity gist omer

may access CUSTOMBI" S V1T LUz |ona y o%: I'T grven
authority ty@ufQ i HH cymz_ﬂdoawantsézfv& f e ih SISS M |aHboc];LQtd%ldJr al
virtual machines may be set up within the real conputer for at |east one of
sai d culst orsEasir iftite onaxmeahmr:mmlamhmaﬂelabﬂrlmy | dezpste son anwdft iggiel 15
custoners may_ be, connect ed tqh Vlré¥9| net wor k %%Ifor sai.d _at | east

one cust ondF IARAFEF 1RS¢+ £RC Br SE AR M A5 on
detection deMfigd SorPmavi tdgsh cgequélecﬁdﬂga.t?ibr?é tc?fpka Ay ddhee Wedual

net wor k.

server, which has limitations as the partitions are
typically static; or multiple organisatioms, each with
15 their own dedicated server held at a high performance

computing centre.

Electronic Messaging and Conferencing Service Provision
20

Individuals and commercial, non-commercial and
government organisations currently make use of electronic
messaging servers which run on computer systems. These
computer systems run one or more applications and are

25 either owned and operated by the individual or organisation
using them, or are outsourced to a third party organisation
to operate. Many individuals and organisations have now
begun using Internet Service Providers to provide messaging
and conferencing services via the Internet or other

30 external network.



20 At | east one virtual machine may be connected to a virtual firewall that
is connectable to an external network to which custoners and/or other users
can conneg$0§?ﬁﬂz&hat access to said at |east one virtual $@§R§ﬁ%8§¥2a
custoner or other user via a said external network can only take pl ace
through a virtual firewall. The or eackigi-rtual machine for a particul ar
custoner may be connected to a virtual firewall that is dedicated to that
custoner's virtual machine or machi nes, each virtual 30 firewall being
connectable to an external network to which each of said custoners and/or
ot her users can mEEdrts tcdthn MR B2/ G830 RCTHICBOEI GRAGY ek vitdmt access
to a virtual machine by a custoner or other user via a said external

" network cadlediigemalacinsr ChaBUEFRel ek RIDSY (BRI REMRES or t hat

virtual machi ne or hi pes. ch .virt I d e d W t hin
_the real cdv?p‘{ﬂeje‘f‘? Ehe'ot e Qltetja?f%%%%a{n%m%% geig%%ﬂ&:‘fosr%% ei ng
connect e tasdd it POrdorfetdifcMd tappliddersld ieiarce dediciigdd o that
custonmer s virtual Tachine or nachines, each virtual firewall having a
second porta coimls ecedd sexvert uarhieh vivak aseaciatedtse@iniEyv thin the
real conputer and that is ¢ nne01%§%§ [0 an external. network. The second

port of ead®RAgeaRtlity 1a¥ad L 3R L Hh et TR T o THE-Re virtual network

that is set { L h e ; 4 hidad neetable to an
ext er nal ne?%?lﬁé%ls{]%% oér‘-;?d;}ltA v?:(é)%gt&gén%ﬁor%t he E\;/i%!:&aﬁ@)lﬁI firewalls is
preferably ddmwferem: by ypel Védt Lens nbcdt axece nrimei ngadn conpingle seall
virtual firewall virtual nmachine running firewall software. 20

: The
appar atl® pFesteenbl yhichprlseshas psgefialedise@aritm: MaRFeRRt W ces and

at |l east one yirtu St orage, subsyst.e h i i to id
real data ﬁ%&a@%agie%%gétgpl%%? iemlgin'tél@;e n%lfhé&?/{'ér;?%% 2t o?%éﬂéo‘g%éﬁ
devi ces. 1Tﬁhéﬁr|@@§tmég§agiﬁ$uéf S&9f 3En S URG YSHEIL L&t DoLs elwdtance
configured to enul ate at |east one respective virtual storage device for

each cust onernningetecniubuiplbei server ppatelbbdys pepova dedngbe Weddcting

evi dence of malicious,software, or. hostile at%gck signgtures on the at 30
| east one VFREVRY: svBEEReN@BbLYRLERT 1008 28 BBF 0BI5H H 18 PHT ©B01/ 02952 The

appar at i b figur : p i i st he

Sorvi cots scrEBtERELPontaFRpL, SRR CLbReRboULaRaBL LRSS B0k BLCh o i ons
hosti ng serwhé&es; oWt abaseabelonbssggsngvoresonflaranvinghseseeseheldes;
know edge managenent hosting services; digital media production services;
"intel | ect vt ®repevige preEvideridi heSkeBIacSBEYPces; sinple web hosting
services; conplex e-Commerce web hosting services; high performance
conputati on 10 services; electronic nessagi ng and conferencing services;
and, | earning neuro-conputer services.

20 Learning Neuro-Computer Service Provigion

Work is currently being done to research and develop
learning neuro-computers. To allow these systems to be
accessible to multiple individuals and organisations,

25 mnetworks may be used to connect customers to one or more
learning neuro-computer applications which execute on one
or more conventional or learning neuro-computer hardware
platforms. Customer terminals for accessing these systems
may use conventional computer technology or learning neuro-

30 computer technology.



The apparatus may conprise virtual private network software to provide an
encrypted communi cation channel for 15 communication between at |east some

of said vigdyalsspchines. The apparatus preferably conpri sgsr)¢phlbsk:
private network software to provide an encrypted conmuni cation 20 channel

for communi cati on between at | east one-qurtual nachi ne and an external
conputer. The apparatus may conprise virtual private network software to
provi de an encrypted comruni cati on channel for 25 comunicati on between a
first virtual network and a second virtual network. The appar atus
preferably conprises virtual private network software to provide an
encrypted communi cati on 30 channel for communi cation between a virtual
network and an &dmerazaih mﬁ”rmheerservi\m O a2ed BhavET/ GB®El/ 02952 The

real conputer,na conprlse | ur si cal uters. Su | ur hysi ca
conputers rey® dﬁ'rseadiaa&ﬁ?% efdctg":’% sgif‘“ge dﬁn%ﬁe

conf i guraatif éﬁl Sy ARNAGERN ﬁcﬁheémeﬂwcfﬁﬁ adile ftoical Iy be

conputer-lnp enente a systen1can be used to ensure that the

resour ces afagatel tf}f WaMe sphyisjreia i cnrtputieres tar elausied gostorefdidamintd,y in
operating the virtual machines for the pIuraI custoners, for exanple by 10
processor cronfsiEIrAY isu At dii gl st ey afdif ianal p‘-}ﬁﬁ’s‘f% IevtRidter s

according to tanta equs de
conblnatlm?dég%% Gl %qﬁ? Q%ﬂ?lgéy%ﬁ% ove%? a.secon aﬁ&ﬁ%ﬁus

that is 15(§H@§géﬁﬂégﬂéﬂﬁigﬁygIfgﬂlﬁ@hﬁﬁﬁdifsygﬁemﬁnﬁﬁéﬂlgblliﬁyﬁlrSt and
second appar atus bei ng connected by a conmmuni cati ons channel so that the

second Hpparelimb Chitpr dddeid and emnﬁmmmbqucrmnq imate gbbafEqUkE t her eby

to provide for dlsaster recovery if t aratus fails., 20 According
to a seconPHEFERIEHE dhe rt?ré'g'@%feﬁn rﬁ?lb‘ﬁerﬁ ﬁagrfcerﬁf%s oV WeE 2 Bret hod of

providing ang ar. c@?{e\% %@@%&&&é WBE %éﬂéﬁﬂly ta/o et Ust OPRIS, the

met hod conpri sing setting up on a real” conputer at 25 the
request of p&ehnof B@lLdlﬁi[BIﬂ@r@r aindisbs ttonef ford uzhe Mehgaeidiriahch of
said custoners, said at |east one virtual nachine for each of said
customers heommitrerieand sty Speelveed IR eRERS | RREYRRR omer .

15 organisations requiring shared access to information and
data require separate servers to be installed for security
or operational reasong; server capacity is provisioned to
provide acceptable service under peak load or storage usage
conditions, such that capacity is typically over-

20 provisioned for unnecessary cost; temporary business
requirements necessitate procurement of temporary servers
and capacity, often involving procurement of equipment and
systems which might not be needed beyond the temporary
requirement; smaller and medium sized servers are unable to

25 take advantage of more sophisticated high-availability
technology or technologies which enable more efficient use
of secondary disk and tape storage; consolidation of
services onto a larger server computer is made difficult
because of the need to justify to management the capital

30 procurement costs of a large system together with the need

for specialist resources needed to maintain and support it



WO 02/ 03220 PCT/ GB01/029s2 -20 The nethod may conprise the step of setting
up plural virtual machines within the real conputer for at |east one of

sai d cust qy@hEez2sn The nethod nmay conprise the steps of setpifgGgdPosyi rtual
network for at |east one of said custonmers within the real conputer, and
connecting the or each virtual machine f1e- said at | east one custoner to
said virtual network. 10 The nethod may conprise the step of using a

virtual int i ct i f tect 4 ; t t i.rt ual

et work, | 1SS AN (UL IR RGN At g |8

virtual macii neegdrate/ ivdiiflardd Iemedd nedith N nestidied e aiigach virtual

firewall to an éxternal network to which custoners and/ or other users can

- connect sucdeduwitacEpgsisi dar ong rtealemecthiatdskesy @sttokyporo20 ot her

user via a said external petwork can onl tcglke | ace throu%gya vi rtual
‘}e/“p? £ %

Cfirewal | . TRYSEIRRIRPT R Y THRS RERHF or each

vi rtual LA Pf4idE W M TR diddaal o4 ddLempl | that is
dedi cat e%aﬁyﬁagt%%%’oﬁg S VC?CH ual mac ?ne or nachi naes, a%d connecti ng
each virtuataddgewaitd inplhicatdesalamdt rdvisiohich wactupf said
custoners and/or other users can connect such that access to a virtual

machi ne by fAGiktRE Y AIESTREITSFU YL RURRFSK Rl HEYWOTRS can only

take pl ace t.hrough a vir f] oV} . jrt machi ne or
machi nes. t%%%%%?%éﬁ%‘%o%&%ﬁ%% r%%w%%éeé\/\ﬁl is
preferably §otrwiprdv dyitehd an®atokPIPut Big tilén Ofe£@¢ ey Finaderlbége for
each custoner being connected to a first port of the virtual firewall ~~

t hat i sit@ledifataeth tsysttens cistbneresulf ingaln nietierset oonpbexbes, avdch
virtual firewall having a second port connected to a virtual network that
is set up vFeFEn the real conputer and that is connected to an external
networ k. The second port of each virtual firewall may be connected to the
same virtual network that is set up within the real 10 conputer and that is
connectable to an external network. The nethod nmay conprise the step of
configuring at |east one virtual stora%e subsystemto all ow nmultiple real
data storage devices to enmuSHMMABXoO ERY S &§e

8y L v - &g

gAgdg e g 1.5 devi ces.
The netfgd may conprise the step of configuring the at |east one virtua
storage subsystemto enul ate at | east one respective virtual storage device
for each custoneieccdh@indtf®ta NBYr§ONDEHSEL L B ShePpHésest Ngndesieionti on
device for detecting evidence of malicious 20 software or hostile attack

si gnat ur es tmetdeistpieabdednepparatas Brovigingudrsy seEnMOne coPEPWEST 0 a
third aspect of,the present ianntion there is provided a _nethod of

HRE A BHISS

operating aSFERICED & RBH% bEXaPF BRSpPUFEF’ st oMeP3T 4R net hod
conpri sing é%uﬁp%l{_gfs)%?&é #)é)g:[ a&bl?%lgg#rgﬁ whitnals NBebi Bgsaenthbe real

conputer, ea plural v machi nes having a specification
speci fizd byegqueespeftéach ovf eiidheustsmensrsti heastoonlanciérwiiah a
conputer service to_be 30 provided by the virtual  machine on behal f of that
cust omer. machine for each of said customers, said at least one

virtual machine for each of said customers having a

specification specified by the respective customer.

25 The real computer will typically have one or more real
processors running a real operating system, real physical
memory (which in general may be of any suitable type), and
one or more real storage devices (such as hard disks,
tapes, holographic or other optical storage devices, etc.

30 and, in future, even storage systems which store

information at the molecular level or quantum level). A



WD 112/ 0322U PCT/ GB01/ 02952 -22 The method may conprise the step of
operating plural virtual nmachines within the real conputer for at |east one

of said C%%@ﬂ?ﬁsrz?) 5 The nethod may conprise the step of opefggoieod
virtual networ or at |least one of said custonmers within the real

conputer, the or each virtual machine f-gg-said at | east one custoner being
connected to said virtual network. 10 The nethod nay conprise the step of

o110 8 oL 10D SR SEL PP e e g ascon (1

vi rtual one “vi'r I ne may "be connected to a

virtual firgpallaxitRe (e RAGR oY g enalilldrieng pronmeet eh o care-
external network to™which custoners and/or other users can connect such
t hat accessofifo bmsdis taralomeahiore-d9ing REtidherghaRh&yY EeFUAA% a sai d

external 20 network can only take place thrau virtual, fi.re | .« The or
each virt udUhREHIRNE Tbr  EHRrEetul G &Et%ﬁ@%%g%%%gaé@t &
virtual firewall t S | dPale USRS . S Mhd tapar@mald ne or
machi nesg, ith A r“{]%}aﬁ %q;f%éé%ffd%gﬁ ng connected to an e%(t?ernal net wor k
to which eagdy de stk SIEsS el orsatshert heserishaarox ommegtatra tq hat
access to a virtual machine by a custoner or other user vja a, said external

a
networ k care @BXEIGIKERD| Gt eReH IRY 255954113 r%‘?q’mﬁiﬁ/iwq t hat
virtual 30 nmaghj ne or machines. h; i ' i f Set up
within the 7% l%%np%ﬁﬁ?nﬁﬂ@o?gggchfﬁ{r‘%%lJM%HO‘%‘/' U%%%@P%%dgﬂ 02952
- 23 machi ne,f o5, BaGk: CYstONBLe beENgusoBREst Bshto a first port of the
virtual fire |“that 1s dedicated to that custoner's virtual machine or

machi nes¢ each virtual firewall having a second port connected to a virtual

5 network that is set up within the,real conputer, and that.is
Plural é&rtual machines may be set up w1@£1n the real

computer for at least one of said customers. -
The or each virtual machine for at least one of said
15 customers may be connected to a virtual network set up for
said at least one customer within the real computer.
preferably, a virtual intrusion detection device is

provided for detecting amn attack on the virtual network.

20 At least one virtual machine may be comnnected to a
virtual firewall that is comnectable to an external network
to which customers and/or other users can connect such that
access to said at least one virtual machine by a customer
or other user via a said external network can only take

25 place through a virtual firewall.

The or each virtual machine for a particular customexr
may be connected to a virtual firewall that ig dedicated to
that customer's virtual machine or machines, each virtual

30 firewall being connectable to an external network to which

each of said customers and/or other users can connect such



connected to an external network. The second port of each virtual firewall
may be connected to the sane virtual network that is set up within the real
comput er gpgobhbhy i S connectable to an external network. 1p-0 (nkﬁﬁ?t one
virtual storage subsystem nmay be provided and configured to af ow nultiple
real data storage devices to enulate onetor nore virtual storage devices.
The at | east one virtual storage subsystem may be configured to 15 enul ate
at | east on S Lye.virt r [ o] usio A
detection dggégegﬁé%é%et%sédgigFa%gt@gﬁ?%ggégfd%n%%§g§ﬁﬁgl?%igﬁéegoftmare

or hostile géAcki§i HNsd i eExOBrale RétWEAs! cONEoN] Yt tigke ShRAG@E SUbSyst em
In. any of the nethods descri bed above, the services 20 provi ded may

" include at teostghre virthalsfiveeatlsprecidedffom thatevidbualand = -
archiving servigces; applications hosiing serviges; database hostin

_ servi ces; d%?%hh%?éﬁﬁ_ %CE%P9fcesFaﬁ%dﬂfﬁﬁﬁ%¥ hﬁ%@ﬁgitmﬁgsP?nﬁeEé&Qices;
digital gRCAcpIoOUGL! Pape¥hbREer, | BhE! bECLNGh PIPPRLYYnadiingSest! eani ng
nmedi a services; sinple web hosting services; conplex e-Cormerce web hosting
servi ces; hegbh peiisoonancee tngpobaheotedetyi aefirsel pott oafcthessagi ng and
conferencing, services; and, |earning neuro-conputer services. WO

02/ 03220 PCTiteal obbsewadh phgtoistAedieahedsteetBrl HERsEBBEE fmy conpri se

the step of_usjing,virtual prpv r f o] V] rypt ed
cpnnunicati%ﬁré%%%n%?cﬁg?ecéknﬁ%?%gﬁégﬁ %%?@é%%@% aiegg%ggégg %$V§§ dg _

virtual nmachiRssd PofPYc@hnbBeedrthodsvipsasi bedtnbexerpael esabbly gonpri ses
the step of using virtual private network software to provide an encrypted

communi ¢8t i entbimntleé fealcoompuntexnt and bthabeds aonheatabdeeteoianual

machi ne and an 10 external_ conputer. Any of {he_nethpds, described above may
conpri se th%XE?E%a%fn%EWﬂﬁkvi?EBSISEFPBétEOFEtRﬁrﬁagngﬁﬁFBaﬁonF%V? an

encrypted c g?ug'c | ' npel r I i t fLLst

vi rtual netﬁo K %ngégﬂggggﬁdeéiF%gafgﬁg?g£¥ﬁ&££ﬁ§e%?o?ﬁeﬂﬁgghgﬁsé%gs%?ibed
above prefewabhinconprireat tbmpatep ahdushay usrtoaheptabaketoeanork 20
software to provide an encrypted communi cati on channel for comunication
bet ween a verteEnaheR@bYRXBnd an external conputer. According to a fourth
aspect 3 the present invention, 25 there is provided a nethod of providing
for a prdrality of custonmers one or nore conputer services selected from

The or at least one of the virtual firewalls is
preferably implemented by a virtual machine on the real
computer, said virtual firewall virtual machine running
firewall software.

20

The apparatus preferably comprises a plurality of real
data storage devices and at least one virtual storage
subsystem that is configured to allow said real data
storage devices to emulate one or more virtual storage

25 devices. The at least one virtual storage subsystem is
preferably configured to emulate at least one respective
virtual storage device for each customer. A detection
device is preferably provided for detecting evidence of
malicious software or hostile attack signatures on the at

30 1least one virtual storage subsystem.



file, data and archiving services; applications hosting services; database
hosting services; data warehouse services; know edge managenent hosti ng
services; .di g 30 nedi a production services; "intellect y" and
streaning“&%@%&ggkrvices; si npl e web hosting services; V&?ggpggggéi

PCT/ GB01/ 02952 -25 conpl ex e-Commerce wep_hosting services; high
performance conputation services; electronic nessagi ng and conferencing
services; and, |earning neuro-conputer services; the nmethod conprising the
steps of: setting up on a real computer at 5 the request of each of said
customers at | eant BpavheliualisBeRERRabey aahighrasld euspeoeide aoid at
| east one virtual nmachine for each of said custoners having a specification
det er m ned1kasscenedatficehes servieesosplitetedefrome ofidervdets meduested by
said custoner. 10 Any of the nethods above pmay gonprise.the she% gf novi ng
said at | easchymangi SEFALCREGhPRELLFBMIANFI NEFLABT SEE¥GEEr B4 8EE0nd
real conputer, .15 The_ preferr e i re i ntion
invoIvegpthSSEéFPV8F§V§F%€dn€%ggr%gggbgggé %&g&qge%ét%ggﬁl%aﬁgch may be a
private nepwAbKemdn¥ hioddlingy iseatgcegtwatilgital meddst producttiber "extranet”
(i.e. a privaté network shared by many organisations), or the Internet). To
20 cust omessrvicesher' inderld. eativels prepess vl enda Siasand®g Medy-anor mal and
as though provi,ded usi,ng.real .conputers, etc., as | i) eCt | face,
rather thafSENEGESH SHIRAS ¢ ?§@ s Se&Y, FFSpr5§Q§%%XL% ?ﬁ@%%ggferred
embodi ment g, hRGALES Yilry et Hign PAKIERGARICAN cKEiat Ide provi si on of
a 25 renote Tile server service, a cuStonmer wanting a file server having a
parti culear seype cels ;CRlecunminic afeswaxinyg, acd xoaifereye iogpassivicestic. , can
sinmply contact a provider of the services wiith the requirenents. The

provi der wiand,t ReRIFEN REPFIFATPRLSIN FEFRHE DN a real conputer, as 30

di scussed in nore detail below This contact by the custonmer nay be made

el ectronically and the set up by the WO U2/ 03220 PCT/ GB01/ 02952 -26

provi der rnay beneArdgifils atdyo Bhnigadldey Vit tesp gsierdtee metmorko t he
custoner, the virtual file server appears exactly as though it were a real
file servemsdfawarg &a gutowddle an escuwphnd comminifatdion ghageedi 468 etc.

on the 5 custoner,s own internal network. 1f at any tine the-.customner
requiréd f &P at 1QRiRG OrRs™ r‘?&ﬂ}rﬁfls % OSfld%lang vclarptéléjt y, whet her

pernanentIM‘QﬁﬁgﬁﬁporariIy, this can be ordered by the custoner, preferably
on-1ine, ang nade avai | abl e practically instantaneously, preferably 10
automatically. Even small businesses and individuals will effectively have

access to the nost recent and nost conpl ex processors, qggg%¥.d Vi ces, data
storage devi ces Thet @prRweatprefRFekarainsb SORRTLAS ther i 1¥&+fenti on can
15 provide delivery. of. i 5E§ﬁg § C Iheddidyg archiving
services;zﬂﬁ%WQF i%ﬁé??éﬁ%?%éh%%?b§¥%§glg%%a sé¥%d§?wﬁ% and dat abase

Servi ces; qatahar e SComiini Easiok Y wsige amnbgesedndosttnmker vi ces;
di gital nedia production storage services; "intellectual 20 property” and
stream ng meditdrserandean expereal\IPMBER§g servi ces; conpl ex e- Conmmerce
Wb hosting services; high performance conputation services; electronic
nmessagi ng and conferencing services; and, |earning neuro-conputer services;
all using secureppyig Qfaagmfrégmﬁﬂw@ ﬁﬁ@@lcgfﬁ@@eqsémm{rtual
server technol ogies on one or nore real conputers. These secure "virtual
conput ers" gdftwdnwi tal pyovide oim cematyEoed oromiunheabiomoekarrel £@¥put ers

operated in a secure hosting centre Ihat_grovides service qgliver agross a
connUni%%IiQQWﬂHR&QQ#%anhﬁéﬂe%Qp@c%}¥§t irtual network and a secon

virtual network.

The apparatus preferably comprises virtual private
network software to provide an encrypted communication
30 channel for communication between a virtual network and an

external computer.



30 may be insecure and which may include the Internet or one, or nore real
private or virtual private networks. WO 02/ 03220 PCT/ GB01/ 02952 -27 In
gener al tq,[,(ggz/%ﬁﬂ, exanpl e of a suitable apparatus ' for capgyididess,t he
preferred enbodi nent of the present’ invention is constructed by taking a
conventional real 5 conputer system comppising one or nore real CPUs
(central processor units), real nenory, real disk or other storage and real
network and real 1/0 (input/output) systens, and then | oading software
conprising an operating systemand a virtual nachine abstraction program
which al |l ows t hent0 y@=aatdcapuiers @u§T aompritgealplsaalephyeriaale physi cal
server. Qperating systens and other software that allow delivery of the

" various sercompatersuch Sash pdgwadi physded lasomputens magh aldad®d onto the

virtual servers. The physi.cal .computer system.is then connected to a
. networ k sym%rﬁ'mﬁ%’?r&%@%@@#%f“a ecgfr]é]rys aarcéJWr’i’hect ed, and the
virtual Seloyeles St { RORIN GE% HamddiiedBdfy st | At e Gritie

custoners to configure and set up. Miultipl’e users ™wthin each of the

custoner orggiicalliyone aongidtar -(ippdentEnt adw elSidd)a watewaart fen make
use of the rel evant services 20 being provided on the vi rtu&la(s.er ers,
whi | st t he Ueest dreereRsUDIGhad ithes TeRPUHRASS ff Hhe PHYR LR G each
ot her using the vi { j d ol i y, the
services c “?@%%%?eedr{f%éawqﬁ%t;%eﬁslecg’a%r at ?&%ﬁiﬂé ntaléévgpar ate

virtual serMehiSia Wiidinds UG g lanmgilters tonsdem afom sl d dysever al
separate real conputer systens as in prior, art approaches. It wll be

under stbd grateddmx preseenoinaad-dralancing hefeshddaviR¥%He t echnol ogy

of virtual machines and 30 how t hey. oper.at er, se. ther, t ferred
enbodi nent R%?Y%W]prc&@ﬂt?’fﬁ/earﬂq%*rgg cto%gte&%elcfl%?ﬁ-‘a %C?lliscac?eﬁ%aﬁ{s&bf WO
02/ 03220 PCT/ GB01/ 02952 -28 virtual machines to perform ng certain types of
wor k, together with various optional or preferred variations and
enhancenent s whiThHer@ymde pppredded airy conbindt bppl izafioss. 5 The
particul ar variations and enhancenents whi ch%g%a%?be enpl oyed shaqul d be

chosen and anp#rafne R A§5erHoehakpead ¢3q FRRATHEIRE S Hnet. The

conbi nat i on_qf .enhan nt far. gr t Lt W : 10
accor dia‘#%g t%l%asﬁfﬂb’e&g}? *%%ﬁéﬂ%l%ﬁ%gfﬁﬁe%ﬁ% hetl‘ﬂé%g%{e%% al and
pricing mdgl$ Mseshdyappersenyiveisy wotliesctédeby ¥ odmmen iieaesops ovi ded,

the industry sectors to whomthis is provided; and, the commercial view
t aken by t hzhamrel ceo prlaat dele $erdndiiapparetuppeyachrevide fP¥est nent in

technol 0gy. Lo sntinsy \8F' Bhe S A0 L SPNANCSIPASr by | 8% P7EE SEG, Del oW

disaster recovery if the first apparatus fails.

20

According to a second aspect of the present invention,
there is provided a method of providing one or more
computer services for a plurality of customers, the method
comprising the steps of: setting up on a real computer at

25 the request of each of said customers at least one virtual
machine for each of said customers, said at least one
virtual machine for each of said customers having a

specification specified by the respective customer.



WO 021 03220 -29 VARI ATI ONS AND ENHANCEMENTS PCT/ GB01/ 02952 Vari ati ons and
enhancenents which nmay be used will now be discussed. Reference is nade

t hr oughouty & b4/§322 Speci fication to these variations and enbapgHiFeiioss Sone
of these variations and enhancenents will in practice be highly desirable

for comercial and/or security and/or t-exdwmical reasons. It wll be
under st ood that other variations and enhancenents may be used. At | east

some of 10 thes riafil ﬁ@?@ﬂg : Uy art
techni ques. Vi rﬁj%%‘ rkgéc ‘?@ng‘éﬁgﬁc rt u%%ﬁ%%%sﬁ%lua Q%%C;EII ne !

t echnol ogy visrtisel thalckhee $ref i 11e de losrboeh herwmpd t ¢ hef qur estented siverrte on.
Virtual machine technology per se is not in itself new Indeed, |BM

" pi oneered t%fe 3EHNONBEYME¥S t he 1960s and the 1970s with 20 the | BM VM
product which allowed a mai nfrane conputer to be divided into a nunber of
o virtual 1BM mainframes on which a nunber of different operating systens

could begrun. A flahgsr0bd NRSE aESNSE BsdayRe asSEp slest aetk B tugr£

t echnol ogi es which optimse the use of virtual machines, 25 for exanple on
scal eabl e nuitipabcestswosk for aikahgpst oOme USE As &0 5088, omens ewlghil scl osed

software which can_ be used in the creation and control of plur virtua
machi nes orFhe | 583k %%%P‘ét§ﬁar%‘bgn%‘?%??cmgi g?%c%gs%?c%oﬁgﬂf%?. VO

02/ 03220 P%é&ﬁ@&éogg 25588 J?elé’é ebhedcREbaHE RS 9414 heiPEgseENt

i nvention es use of virtual machine technologies in the construction and
operati on ofettwspkt er hardware and software apparatus and nethods for their
operation which 5 allows delivery of services across a network to custoners
by a set®ice provider. Virtual machine technol ogy typically conprises

i al f whi ch, i ' . ' 0 which
TTeel T compr | secTBReROFnaty Bk FOPRFL Yo BE FRES R TOERHETE, BPLERL D ©

di sk storage,deNkE6s: aLEEEL $6R @GPideVESLSdeBBEYRRY ANt gEtack ervikes and
ot her input/output devices. Wien the virtual nachine software is run, it
can create aivtubliahetwopkter or server which conprises virtual 15 centra
processing units, "virtual physical"™ nmenory space, virtual disk or tape or
ot her storage devices, virtual

15 The method may comprise the steps of connecting at
least one virtual machine to a virtual firewall, and
connecting the or each virtual firewall to an external
network to which customers and/or other users can connect
such that access to a virtual machine by a customer or

20 other user via a said external network can only take place

through a virtual firewall.

The method may comprise the step of commecting the or
each virtual machine for a particular customer to a virtual
25 firewall that is dedicated to that customer's virtual
machine or machines, and connecting each virtual firewall
to an external network to which each of said customers
and/or other users can connect such that access to a
virtual machine by a customer or other user via a said
30 external network can only take place through a virtual

firewall provided for that virtual machine or machines.



network interface devices and other virtual input/output devices. Commodity
of f-the-shel f conputer operating systens (such as Mcrosoft NT, Wndows
2000, Linyx, oA@xel aris, BSDI, etc.) can be run on the virpgplcpipeRknes as
if they were real, physical nmachines and all ow the popul ar up-to-date
conput'er applications which are either _gustondevel oped, avail abl e

"of f-the-shel f", or systen}integrated fron1a nunber of off-the-shelf and

bespoke nodul es whi.ch _2 nornall n hysi GRMRYLEr to be
run insi de B VitHhRat é% éﬁ' g sy§P§ﬁ$¥ﬁﬁklﬁb onta'q

virtual ”aféyugﬁte@e tHe tdialearm«p wlmaapmhlrr@alfomatdmlmum|
machi nes can be created by virtual machi ne software such that severa

virtual comuiinig@cihermed drmentisl s fdoete rafattée Whirdthado  idreserdr wi se

requi re a nunber of_ separate physical cq uters as I S .CQ nly the
02/ 03220 - hychaEedizass SRS & 1V S (R mm%ﬂr%e fet hods

These cap e Jnter conneet e i gl et Fd S bmIpsiE Lhat | for

exanpl e, business sy ers 1 Nt rastruct re norma y requiring a

plurality ofopludictlesel wersudl esiwortly fhateviad |set ned woitkhimoutler s and
swi tches can be "virtualised" inside one physical conputer. Use Cf]%gltlple
Level s OF Guemst asupubdr Saddihatn FpreqmErachian displak ¥ gisial o

advant ageous to cre second l.ayer_.of Vigd Y, rst
| ayer of wTri%a?e%‘ﬁ}‘%/é?%rW heatCH"é Irtnal r%lnf%la?r eagf Sjac%mrr%)&t&%&%
addi ti onal @:?Séﬂé‘céérﬁlé‘ xF'Pﬁ’tLba?l sty P Mn£t epé esdtirihari sletnr iy real
conpartnentalisation or allow machine | oad and resources to be bal anced
nore effe@ctéampytenriandiathdiet iordenvéctable heo Rual eseexeal 20et¥oxlql

networks may be created within the real server to which virtual servers may
be attached.

The method may comprise the step of configuring at
least one virtual storage subsystem to allow multiple real
data storage devices to emulate one or more virtual storage

18 devices. The method may comprise the step of configuring
the at least one virtual storage subsystem to emulate at
least one respective virtual storage device for each
customer. The method may comprise the step of using a
detection device for detecting evidence of malicious

20 software or hostile attack signatures on the at least one

virtual storage subsystem.

According to a third aspect of the present invention,
there is provided a method of operating a real computer on
25 behalf of plural customers, the method comprising the step
of: operating plural virtual machines on the real
computer, each of said plural virtual machines having a
specification specified by a respective one of the
customers in accordance with a computer service to be

30 provided by the virtual machine on behalf of that customer.



Virtual networks can be created by software in such a 25 way as to create
virtual network interface devices and a virtual Local Area Network which

emul ates Gdesanst, (| EEE802. 3), Token Ring (I EEE802.5) or OFQWGBBF/B%% Kk
protocols. These virtual network devices and virtual networks allow one or

nore virtual machines to communi cate 302pi-t h each other. As far as the
operating systens and applications running on the nmachi ne are concerned,
they are WO U2/ (13220 PCT/ GB01/ 02952 -32 sinply connected by a fast
network conformng to one or nore industry standards. 5 Virtual Security

firewal | s Enbeddes methiodmasedsiignidd newaldtep o8y dperusdtd @lmrali de
protection to virtual servers and virtual networks and between virtual
" networ ks crvdatteh Inimalgihineise widdlins dheerrerd idompd ey faralathitasitk $Bfeed to
be interconnected but with only certain traffic being allowed to pass
“through. Vith Gt%ENGEIY TS rewal |'s operate similarly to conventional
firewallss in that they consist of a special 15 firewall software
application which runs on a host operating systemon a conputer. The
firewal | appli catheometipod aagustampnirse ttdre et gpuradhaged-adfing lee- shel f from
a nunber of software conpanies (Network Assocjates, Check Point, etc. (see

for exanpl FiFuRlsgetrea)y o &gfr""_(frﬁréﬁlezd’.ft 539 GRTSRES "@t’fr]i’ri‘é"ct ed to
ComPut oS o ekl (gl ShAd ol LR i ARRALEHE b AR A e

a way which'rs1inte a'se ul'es. ese rules are programmed into
one or nor e &Y iy didtondd el capradtfad Hoorsaxhanpl e udl aretworih

net wor k addresses and 25 ports connections nmay be made through the firewall
to corrEspondi ng other ports on a second network to which the firewall

connects. Conpl eT)i'xearn{e%rI%edmmrg; goart?pxb:x’.esecrt aet esc{:ep of using a virtual

intrusion detection device for detecting an attack on the

virtual network.

15 At least one virtual machine may be connected to a
virtual firewall, the or each virtual firewall being
connected to an external network to which customers and/or
other users can connect such that access to a virtual
machine by a customer or other user via a said external

20 network can only take place through a virtual firewall.

The or each virtual machine for a particular customer
may be connected to a virtual firewall that is dedicated to
that customer's virtual machine or machines, each virtual

25 firewall being connected to an external network to which
each of said customers and/or other users can connect such
that access to a virtual machine by a customer or other
user via a said external network can only take place
through a virtual firewall provided for that virtual

30 machine or machines. Each virtual firewall is preferably

set up within the real computer, the or each virtual



where, for exanple, six separate networks may be interconnected by a
six-interface firewall systemwhich 30 will then selectively allow

conputers“ﬁgﬁaﬁg%ed to the six networks to communi cate w tfcpaghy@bher
subj ect to 2/ 03220 -33 PCT/ GB01/02952 |imtations programred into the

firewall. The firewall system nmay al so-2@-programed to detect attenpts to
comuni cate through it which violate the rules and can generate log files

and audi t tra%ﬁ%§$n§%%€£¢°ﬁeécﬁ% I ddnRE & oo t D fivastpaate. It

shoul d be % preferre enentation of the present

invention, ¢hecpd ududi renedlad |thde isirdedirained opo ofhatn operati ng
systemwhich itself is running on the respectjve virtual pachine. |In other

wor ds, ulticmgtdwer e wirtual nackime |onomachinesl feaehnVHEEWH t he
respective yjrtu chine. Virtual Priyv d "virtual
_private net‘;\kf?%waajla%g?%‘é’t%r? PR | Pt g%‘%%%#%#géorzrééy‘ﬁg? ow encr ypt ed
comuni cat iﬂ@ﬁvn‘%ﬂ{pﬁﬁttps Oée@eﬁ;%eﬁﬂtﬂiﬁ-twé BELV eESmPROSSi Hhy €lmaners ed to
one or nore virtual networks within the real server), and/or another

sub- net wor keonm @cteadt theramedxbeknd Whnetwondy. 20Tve $acendrpost ohil erfRble to

attack). Virtual friyate net wor ks (VPNB% a%éOM/connunication bet ween two or
more conputéist@al nkigewaksl nay abe e PRReSt S kO WAl hSARG BETURPY wi dely or

I I h | | k
Lechnol ogi cRetuges (e, 8 Pe |45 bILELISHe TR EbaLeR bie fupe ve"

conput er ruagnsPeEciBle SOt ¥Ar exvhiraAl PheYWOLS. a virtual private network
gateway to encrypt traffic and send it across the insecure third network to
anot her 1gat eway whi ch 30 decrypts the information and sends it on to the

destination compytef of, NELLOLE: 30 ¥ESPa¥E" SAbslBULR! hityShRNH2602aed
and configuréd to allow multiple real data storage devices
to emulate one or more virtual storage devices. The at
least ome virtual storage subsystem may be configured to
15 emulate at least one respective virtual storage device for
each customer. A detection device may be used for
detecting evidence of malicious software or hostile attack
signatures on the at least one virtual storage subsystem.
In any of the methods described above, the services
20 provided may include at least one of the services selected
from: file, data and archiving services; applications
hosting services; database hosting services; data warehouse
services; knowledge management hosting services; digital
media production services; "intellectual property" and
25 streaming media services; simple web hosting services;
complex e-Commerce web hosting services; high performance
computation services; electronic messaging and conferencing

services; and, learning neuro-computer services.



WO 02/ 03220 PCT/ GB01/ 02952 -34 such as | PSEC have been devised to all ow
standard interoperability between multiple vendors' virtual private network

sof twar e. \pogb/@539e Advanced secondary storage subsystens wgirRegoRjobddh art
vi rtual disﬁ and tape mechani snms, and hierarchical disk-to 10 tape systens,

each of which may be of a type known pergge in the prior art, may be
provided to optim se the use of physical storage. O her nore advanced types

f st b , ' Thes! tend
addi (o Lo Che SPYoa| Faa TeRiRocTaragtbed Fiafe CHEY IBnPRERE Fhe" (he

virtual ”Hcﬁi:éi? SPehai hgovsothnar privaebinetWodk nusbewadé esappbesdef
. virtual machine operating software, such as those produced by VMaare and

| BM the 20awi ¢htaypadhcommopératioyg sbénnat efereapcwwunicababndi sk devi ces
and maps themto "container files" _wthin the ngSich di sk storage system

“attached toPeREe@Ryat cAPREENEATEr O6nSRRRcHFHB Vi PRGAF fEchi nes have been

created. .25 The preferred enbodi nent of the present invention takes

advant agé of the fact that such systens all ow storage capacity to be

al l ocated to viraupl osecher mesholist Hasckhbetioahbvet praferahpucity of fered

may exceed the actual anount of storage capacity physically connected. This

i s because Gompuisap|therstgP ©&r VEABIWELFLHAL PEpVEER Bﬁt%ﬂEFr al | ocat ed

storage all of the tjine. 0 Q21 / .= 35 e
secondary SFB%SﬁﬁrguhngF8ﬁﬁ 8fgﬁhgggégggggn§§§é@§%§§%69ﬁsf§gégg%eE?r|BM
and others aphifth$8athenUpetRbeBh¥ti ¢absst Bhageistahlt Rathinet ual aarvers
may run 5 conventional software which requires no special disk or tape
driver s, lowhekserhh2 pbpputalr.server may use advanced proprietary software
to communicate with the advanced storage nechani snms. These advanced storage

mechani snms, anongst ot her things, cache frequently-accessed data in 10 very

high speed sem ceaduglEoLRAMLHRES BlelbliBENdbbv@E may comprise the
step of using virtual private network software to provide
an encrypted communication channel for communication
15 between a first virtual network and a second virtual

network.

Any of the methods described above preferably
comprises the step of using virtual private network
20 software to provide an encrypted communication channel for
communication between a virtual network and an external

computer.

According to a fourth aspect of the present invention,
25 there is provided a method of providing for a plurality of
customers one or more computer services selected from:
file, data and archiving services; applications hosting
services; database hosting services; data warehouse
services; knowledge management hosting sexvices; digital
30 media production services; "intellectual property" and

streaming media services; simple web hosting services;



delays normally incurred in disk track seek tinme, rotational |atency,
rotational speed and di sk head read/wite speed); optim se the placenent of

data on tRephed226i sks to enhance performance (in order topreRingosissk 15
actuator seek tinme and rotational |atency involved with spinning magnetic

storage); provide the ability to "snapshgt" virtual disks to provide
i nstant copies for archival or roll-back purposes; and opti m se space

utilisation by.elinmnating duplicat j . the j g ati on

stored in t géﬁgﬁgggmHF%¥§§Vﬁgh?ﬁgﬁgg%Lg%xgaﬁ%#@ %ﬁ‘ r§%5E§F9?$?§S IS

copi ed}. Viddalt 3R it 2% IBHLRG U MR d1 1P AEe tIn.f crlMc ikl achi

and ot her suppliers) may be used to create tape drives of the sort which

" commodi ty eEenvdidasy sarst erseanmitioemrosaompalte2s sentiiaess Hhe preddosihmed
to communicate with, when in fact_the real storage consists of hhgh1§peed

_di sk st or aG@"Rd SiMshri % 5B Ff perF BT &R &g EPPULer @

SOPNI Ui £aldan AILC BETO LY APUA YhsBEHSE RANMDad AL bt

Finally, hierarchtcal storage systens can 30 automatically mgrate

i nfrequent Inadisiek fidesedothich swd cantictens, esdid etvildastd adiesks) from

hi gh-cost rotating WO 02/03220 PCT/ GB01/ 02952 -36 di sk storage to

| ow cost serirfiuadc masshigte r&ow rdt af Faish CUsAnaHs MRSy utilise

t ti bot.ic, t | i oupl ed wi t | t14 i 5
Ui rual | satRAF L Or e S Rt B HoddadbR e O e e
conbi ned Widdy-£iie \drF tdiahy SE8 agtn Rty GRbididt@ged N order to

performance-optimse the storage providedto virtual machines in terns of
capaci t¥9 throughput and performance. Storage Area Networks (SANS) 10 may

be used to connect real conputers tqQ one or nbre advanced virtu di sk and
tape storage syHAL i%l“%%tlb‘?&i:'ag?%vﬁé?ﬁ%ﬁm@{%ef r}%ﬁ IR Ut via

Stor age Ar G NEirs SV Cfiegat | GRAN oAl OURLCH S APRSE o A4 Ngba Tt val

servers runni ng one city to access data from storage 15 lTocated in

anot her ci tabmpuit 105 bd es eltigmhd crd£1 Esmimstsen. nunber of |ocations to
i nprove resilience to disasters. Such virtual storage and storage area
network systens are known in thensel ves and avail able froma nunber of 20

conmpani es includjng for_exanpl e .Storage Te ol o r.pos.at i an

Coul svi fie. Col OMRE ESE TR SRy o crbanae T or it

US- A- 545985{-atthy 15~ tAh & 3dd BBde r ¢ o Med@iipu e agerpde AAYREE 04l ndiddmat menory
managenent systens can be set up within the physical server and its host

operating siwiirh stach bhaas privaveeretwsrin téd vhetyal tprdvake aetwdftwar e
to 30 allow virtual servers

Lo 30 alTow i Lpal. serer o he: 2RRRaL G hare alvsgel fernp e Sum o
renceo o BB BESSRNGORADE, QR e yitendiny, L ingoe b e
physi capo megmstyomdds abrt behét mesebs, the services will appear entirely
normal and as though provided using real computers, etc.,
as the direct interface, rather than through the virtual
servers, etc., provided by the preferred embodiment of the
present invention. Taking as an example the provision of a
25 remote file server service, a customer wanting a file
server having a particular type of CPU, amount of memory,
data storage capacity, etc., can simply contact a provider
of the services with the requirements. The provider will
then set up virtual arrangements on a real computer, as

30 discussed in more detail below. This contact by the

customer may be made electronically and the set up by the



Back- ups Back-up systens can be set up such that either the virtual servers

back up their own storage to external 10 devices, such as tape drives which

are direrdeiﬂg ected, or they back up their storage to tﬂ@n&?§ﬂo gy ver

via real or virtual network connections. Back-up systens can al so be set up

such that the virtual servers do not negg_to performtheir own back-ups.

I nstead, the real server 15 perforns a back-up of the files and datasets

whi ch contain the storage and ¢onfi gurations, of e virtual vers.

ChepkpointPﬁ@VAPEHiWﬁﬁg%§n&aﬁF%satQg%R88g95F§18F& VrPBaFefaogg%vers_

Faci | 111 es fByo08 Pr oyl dgd tasBbl@Y VihbUdi:$8R1CEd1605edRUPEpBbaYkS t Ul

servers) to be chéckpointed to preserve server and virtual processor states

and to makexackdycary tbbubhe isetweee horeailclfiilal spuvpeshavdngt e akkdw t he

whol e virtual server to be noved across a data network to another real
conput er. NBVenzealomegenyer FegdulidtBe sto&@oroAiekanprE f-or “Re§tSpur poses,

"~ to facilitate moverment of .the virt ver _for . busi reggons, to

bal ance "seFYEFE™SE FonBeFﬁéﬁﬁEﬁéeH%§g§%%§, gFOFg %%§2%§§$Vers f or

redundancy ~pukpaess rediitdls Foraekamplliet asdudreed maaokgoiort dagaof WO
02/ 03220 PCT/ (B01/ 029 -38 virtual servers can be used for

hi gh- avai | ahickiatye aapleicdaty, onthelibesu P rmeacaidyk o3 veaPoranidyl, §&d¥er can

be restarted on reliable ggysical sg{ver hard%@re en qqpeliabl%khardmare
fails or ifaPcReedTdeTRSd B0 dhe FUSHOMETs BRGES AN YsiOMge ™Y A tipl e

Checkpol nt el a1 Hi T S0 e AR il SaRlsirabagov el y

servi ces off er réa onmputer 1f primary real uter servérs fai

10 CPUjand JMeidiay iGRY 15nd i en@dlaGuisy nias spisy sinthlinskmielm lcanwiid
provi ded by a nunber of technologies. Single or multi 15 processor _servers
can eit her efegtdyediyndlayeoacsiassd & Fheo@aste rgaeih g MRS tWIITRASY ual

servers distributed anong the These r.ver ei r Ces$:
| ocal | yat t REREF X GHhd %’iyoigfaé"c(?rs'ng%ts%asﬁze c{grﬁ r&a%q’q'scte%"r:’age on a Storage

Area Network (which itself mght enploy virtual 20 disk and tape technol ogy
as described above). Mssively parallel shared-nmenory or, NUMA (Non- Uniform
Menory Access) @hes qivtd\e it leerpaligragrit oo r-hanidxesamie igivyercais gan

conputers may be used to deliver |arger physical.servers on which multiple
vi rt uallBemravstds SRl RF% &b cé%etﬁ‘g%/rkr) :'%Be r"’tﬂﬁ %ﬁfsiscﬁvkceeﬁ/ers may be
rar e e PR ORE JUR RS A s lhaney Tore (T, on
services; database hosting and database services; data
warehouse services; knowledge management hosting services;
digital media production storage services; "intellectual
20 property" and streaming media services; simple Web hosting
services; complex e-Commerce Web hosting services; high-
performance computation services; electronic messaging and
conferencing services; and, learning neuro-computer
services; all using secure "virtual computers" which are
25 created using virtual server technologies on one or more
real computers. These secure "virtual computers" will
typically run on a collection of one or more real computers
operated in a secure hosting centre that provides service
delivery across a communications network, which typically
30 may be insecure and which may include the Internet or one

or more real private or virtual private networks.



Code- Mor nhi ng Servers PCT/ GB01/ 02952 Usi ng known code- nor phi ng technol ogy,
for exanple of the type pioneered by Transneta, single, nultiple or 5

nmassi vel yupad.alshfil computers may be constructed using procgsgepet@enol ogy
whi ch nmorphs itself to enulate the instruction set of another central
processor. An operating systemand virtsgpl server system may be constructed
on this hardware platformto allow creation of nultiple virtual. 10 servers
that have different virtual processor architectures, allowi ng the features
and benefits of this invention to be exploited with even greater
performance andrhl gghBichit ¥erh8, SRRCERhmpUEPBECaVEUivablanappaeabast i ng
conputers may be specially constructed using code-norphi ng processors to

al | ow t he fbrt cakiryangonubf thevprgfgreed supbdimentcefiptiber Breferadi cal |y
different systens architectures augh %s [, nt el Pentiug& | nt el I&aniun1

~ Conpaq Al phBYeBGACR016) CPREEEPELEBAPE SER1THINGPEYERE L BBRer B8* Machi ne

Si mul at Lon_Ser ver [.n e hi\ne Si ho ft nd

t echnol gy?°??ﬁ§ %,éﬁﬁﬁghp gﬁ gaﬁﬁg igg%ybgapgkggkéggngg?gréﬁﬁggr%e

const ruct egrogieRgoRr 068889, trealnpkagyywhirehlr diskanropeheati sgospgeem Code
is run on this operating systemto enulate the instruction set and nachine
30 archit eendr seafl asswoak eaft reRlpAdOeddBPukd@UERSt &Y SEFESe AN

operating stem and virtual server syst y 1.0 =4
PCT/GBO;/O%é@? géaﬁaﬁgtF&??&&r8nCPWP§¥%§$5Q§%e° Fﬁ??@%ﬁ;%%égﬁ o%ngfgation
of multipl g;yichYahag@hiver spkhahchave $rbbenent whidhuall 1pwec essor
architectures, allowng the features and benefits of this invention to be

expl oi ted wiridatdven ofr eatveral pdrtoainsesvens fdnewns Phyysiceciseraer.
simul ation software i s commerci al l availgble fr

nb f, d
al | owi ng, PRETatdRI &YSESHSSPEdert X & & %éﬁﬂ(’e?fgllé’\r/?g& go:*lttsj
Intel | tanit%%l %;agli#fs%ts[érr%ﬁcte% be el @4 di RY MhddiElapden | Whe

processor. Imer gi ng~ 'Téchnol ogi €s Recent and ener gi ng advanced

Processor, tiNbadd bnteetordariytsiadr agareachnolTig ehysdycale utilised to
deliver virtual servers which appear to be constructed of conventi onal

t echnol ogi esmpTitier Ayshen der Hhess aapneeiad Q& BATPTEy &Y fHedutt&

per f or mance, | qQwer cost an reater flexibilidt i{ st j i rent
servi cé® M @aﬂ”ﬁ‘é’%s‘&e%ﬂ‘%ﬁ&l%Ia}rceatclloélr{}s/eatljgs%ddg acr{)%tjr%{cﬁ] t‘;}q{so Yoar e.
These newer nd GNP HeAs 185 hers ratdd inkald Yaviasiapied 4o yieovi de

; se%%]% e
virtual server platforns,” and nmay enploy scalar, parallelising, pipelining,

vect or and caigtaymd s thalaiomiiqaetes aral |s@ti np ex okl inleofugans it s

instructions on nultiple streans or bl ocks of datag.sinu)tane ly),
regi ster aradfitt €t e CYFTRREWRTIHF 1R UrLs ‘%r}'beli n{%‘?ﬁ% whi ch

speci 1 cal L L ot dCTRAL IS dip dili? ORI | O L O Sty A d Pl ddd Y
virtual serveér creation, processors nmay be devel oped
20 being provided on the virtual servers, whilst the
customers’ applications and data are held isolated from
each other using the virtual machine isolation mechanisms.
In this way, the services can be provided to multiple
separate customers using separate virtual serxrvers, whilst

25 using one computer system as opposed to several separate

real computer systems as in prior art approaches.

Tt will be understood that the present invention is
not concerned with the technology of virtual machines and
30 how they operate per se. Rather, the preferred embodiment

of the present invention is concerned with applications of



30 specifically fox virtual server use or general purpose processors nmay be
enpl oyed to allow high-availability WO 02/ 03220 -41 PCT/ GB01/ 029s2
voting-tyRe s¥shan® to be used. Extrenely high speed technpépgiggfosech as
optical conputers (which use switching of |ight beans to process
information, create |logic gates and creaige nenory storage), quantum
conputers (which use 5 quantum nechani cal principles to process and store
i nformation), and nol ecul ar conputers_ . (which .cr.ea i and nmenory
at the nol é)&ﬁté’ra% SAHDINRR q%%’?ﬁ’c"f%&@ bcee]ﬂ:s‘—’le:"g'1 vtt\n%eosgﬁ(efcggcfﬁé'
virtualisaty r if |0l &1¢ YrErdirined ivdrial t TEeNidiRd
whi ch, dequ%%%%%aﬁ%s%%%%&i% mul ation inefficiencies, would run
" orders of ragnidasierfastwiridihamt dokaydppprest ess emyarmhdrenior y t echnol ogi es.
Menory and secondary storage systems which enploy binary or nufti-state
~logic or arRRgvRApFPEessing may be used. Storage el ements which enploy 15
holograggy to store information either in conventional switched |ogic
menory (Using dedi cated Fourier transformlogic circuitry) or other
material s such aphPParercwlystwdtiaeiois wwidiresdnsement s ghivideamay
hol ogr aphy) may be used by the physical machine such that the_ vyirtual
machi ne 20 bofémplayed eshatid hendhgsen an@fefigyred ke whethther
"virtual physical" nory, for_use by commodity vi i r uani ng
comodi ty (ﬂ)‘é@%‘i?%ﬁ%?%’rﬁs. ﬁl%steh%/e%‘h%‘f%ee% &Aouf%éjgzlf?‘%%%gégggn%a%
produci ng t &fg@u i P09 0gdesE1® wXPL odiffdpse
technologié%ggﬁﬁaggﬁﬂﬁggﬁﬁg%c a g%%%%%gge fromthose technol ogi es w t hout
reveal ing detedrsimdg tded rnupeent obnfaoctevspeincudingofor vExambe220 - 42
Use of a Learning Neuro-Conputer PCT/GB01/ 02952 Artificially intelligent
| ear ni ng netlr®-comprretal cahd PBHFIREY"BLe IR edsEd $¥09?%esﬁ%YfFﬁle virtua
5 artificially intelli t ar pi - S LN and
ener gi ng té%ﬂ%%}§%§f Lgﬁﬁgm+gaégi%grﬂgg%%cgﬁgﬂ¥%€aéygﬁﬁngn§?ﬁﬁgg nunber of
processi Ng syPEPSESto SPhéMaF R 8By s bpravidean and, rthesoohmehaiah view
| ear ni ng neuro-conputer systemcreates a nunber of virtual |earning 10
neur o- conputakesyby ebBewsehvacaupbevideryi inghrdprecelsi ARPEPARERsES whi ch
may or may not map singly or _nmultiply to re processk S pses.
Further%%re}nﬁ§?ﬁﬁeﬁﬁogﬂ EﬁﬁhﬁﬂiPagng %8§ﬁﬁ§#89¥aF6?E&§gFeégﬁing
neur o- Comuéﬁgaﬁx%éﬁ’é %E*ﬂlabaua@%ueéear Be€8®. Ng synapses, software may
be witten and run Such fhat a real | ear ni ng neur o-conputer system creates
a nunber of virtual |egacy, conventional or code-norphing servers and
services allow ng, for exanple, commodity or |egacy operating 20 systens
and applications~to be run on very advanced neuroconputer hardware
pl atforns. These | earni ng neuroconputers thensel ves nay either execute
directly using special hardware, or nay thenselves be progranmmed wthin

virtual neuro-conputer machi nes which then execute on 25 advanced opti cal,
guantum or nol ecul ar conputers.



WO 02/ 03220 PCT/ GB01/029S2 -43 TTaa of Advanced | nterconnection And
Distributed Processing Systens Using known and energi ng technol ogy, real
conput er may be distributed around a network andpipighfegect ed
such that%g§ﬁ§%%%f of real conputer systens operate as one, tault-tol erant
cooperating machine. Such a machi ne maygnpl oy conventional, code-norphing
or | earning neuro-conputer processing technology, together with 10

conventional or hol ographic neggi sﬁd g%og ens, which night also

be distributed around the ¥O EREAC : machi ne wi || nake

use of the network and internal interconnects in a simlar way, allow ng

for bandwi dth limtations, to distribute processing and 15 information

" storage. Controlyofiab iénsl arfieremttan Ginadors riict may thelused verlksl R8Y f ox
exanpl e be by neans of directly-attached consol es on the real conputer

hosting theme distysseins RELQIRRR 55 dAfHR AFP LIS @?‘F? n- band or

" out - of -band net wor k_syst em whi t 0 ydmd ual
net wor ks n%?%l%x\fhcea.tf At %%\rl\@'éége 5@%%‘%%? gﬁ%ﬁ@%ﬁ | rt%lglgs Servers
Confi gurati 9p Pfe¥d a8l aSESNE SndBemtiicenanps evbEl bim 3eraeaise dfe a r eal

host - server-based configurator program by nmeans of a network-accessible
manual or skighiytdestiable ipD2cowpencial aud/eBoIPOIHELY R Yor at or

b ' i :
[T ansacti onBeCRRRER LR PORUAR ouf g b Do Ga8bcFEQBA%Ehat MEEReLC 2

variations and enhancements may be used. At least some of

10 these variations and enhancements make use of known prior

art techniques.

virtual Machines and Virtual Servers

15
virtual machine technology is used in the preferred

embodiment of the present invention. Virtual machine
technology per se is not in itself new. Indeed, IBM
pioneered the technology in the 1960s and the 1970s with

20 the IBM VM product which allowed a mainframe computer to be
divided into a number of virtual IBM mainframes on which a
number of different operating systems could be run. A
number of researchers have also designed software
technologies which optimise the use of virtual machines,

25 for example on scaleable multiprocessors. For example, in
US-A-6075938, there is disclosed software which can be used
in the creation and control of plural virtual machines on a

large scale shared memory multiprocessor computer.



users of the systemto pay for, set up and self-configure one or nore
virtual servers in a stand-al one or networked 5 configuration.

Confi gur aliPiy@haevi rtual servers may al so be autonated usip@repegsasaM ng
tools that create virtual hardware platforns to neet the needs of software

or systens applications that are automagpcally or manually created and
introduced to the virtual hardware. Configuration of 10 virtual servers and

irtual net k b f d ' - L fsl
Systoms, whore FBF Bxahprecq eAPeetgBly ShayRer Brteply EnerEibtL, "ane

networ k copfik@dr akkoB FU$H ARG 1@ 1C pERME ek bashdoubylicky iwhittle, when ready, is
transmtted to the service provider and converted 15 into a configuration
~ of virtual comstenstind aedwoperaliion pfacesppteobardwaxe @8k rol and

Managenent of the Real Conputer .and Starage 20.Svstens _The real .conmputer on
_ whi ch vi rt 8 t¥8K¢e APPREA Sy 3G ‘“&Fﬁﬁ&%%ﬁé ?‘r&ﬁé&e&%ﬁ‘&t&c?ﬁ‘t %ll%gld by

means ofg diiqGelAyALhICREY CINSLEI AR LRecked CRTRIUY &f dustERans of 25
consol e$ c8nnected across an in-band or out-of-band networ K syst em whi ch
may or nay b Rervarrephesrildert.ne virtual networks inside the real server.

These consoles may all ow the operating paraneters of the real conputer to
be nonitored and controlled by operations staff and nay 30 utilise

gr aphi cal displ ays, for, contr.Ql i i .t Qql 449

L aE0a) 0900h ShErua, SR He MULAAY YisaiIy BB cut1 ng
one or nor gorhfatdl wERICHEHS it iRty ethnaRe @ORgadl |Rthputer Eystraed
Security Isolation Security isolation of the virtual servers is in practice

parti cultar Mpiicipdritisadf. dempanicesd susuOn yongy deatashi QrAFrapsiiske of a
trusted secure kernel and other 10 jr st?{i corgglti n% basetsagylrerrq:rg n the
real servetnitdye RS 1fdh MROLH & PR F R T Q& taction
sof t war e. i [us 2oul ; | QRe | NG 1 FnBE wyst ens
devel opmn;ggxﬁc%gyicﬁl%%@go% \(ljlﬁ{ltgeto t%ed%%olc&m%o\éﬁ Cri S:'eﬂr%iféa forfp se/?d{tg) conput er
15 syst ens g@ialdead.i omhdm taddivtirtualsewotiime faoftwaorelig yrimy dltvigag

| abel | ed security conpartnents can be used. In this way, vjrtual, servers
may be run drRAtE RUIGHL QRIIBHRSS FOSSIVER REHMITFIMIERS oft 1 i cal
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virtual disk or tape or other storage devices, virtual
network interface devices and other virtual input/output
devices. Commodity off-the-shelf computer operating
systems (such as Microsoft NT, Windows 2000, Linux,

20 Solaris, BSDI, etc.) can be run on the virtual machines as
if they were real, physical machines and allow the popular
up-to-date computer applications which are either custom-
developed, available "off-the-shelf", or system-integrated
from a number of off-the-shelf and bespoke modules which

25 would normally be run on a physical computer to be run
inside the virtual machine. To the operating system
running on the virtual machine, the virtual machines appear
real. Multiple virtual machines can be created by virtual
machine software such that several virtual computing

30 environments can be created which would otherwise require a

number of separate physical computers as is commonly the



system and virtual server software provide; very trustworthy and
technically secure conpartnents in which the virtual servers may execute.
25 Securlg)b(}] Jsion Detection To provide for intrusion dﬁt:ﬁ@;hbg@g,ag)ove
and beyond the securlty functionality which may be incorporated by 3
custonmers into virtual server host systegfs, and wi thout interfering W|th
the virtual server host systens, WO 02/ 03220 -46 PCT/ GB01/ 02952

virtual i sed network intr,usion detecti_qn ng h e

conput er c&ﬁsﬁo?'ﬁstl&g B O F5 @pé)ﬁrta%él qﬁﬁ%tﬁle%trav\yor kg%t%ostedgtaglct‘?)Le
accor ding 1o ctlonre ALRAD m%ftd&qur:ie%tw&krsul(%e%etb%ldmetém@h @RALQr nore
virtual conputers g msused or subjected to a hostile attack.

| ntrusion (f@treebdamplmf tomrtpele}s esfrersialess \aisttems tio fumsdotuckurenber of

pre-programred or self-Iearnt attack signa whi ch can be as sinple as
~an unaut hoﬁ@é@léd’nﬁ’@cﬁqlcﬁn& e APt %’ Q,fgrpﬁ"é’ cr‘?ét fttress to

anot her gtet\/\orl%ljto Qfats.tlaé"d “;ofka t\égcl,ll( Lhdd dp e dy dfctrd, up to

heuristit pattermnrecognition yp| ca er attack sequences. The

virtual i nterdsicqia1deierDt | a1k i tars piamk ideEn adwepdteamne or nore system
operators. Alternatively or additionally, analysis, evasion or response
processes nmay 15 be automatically invoked, for exanple to shut down or to
tighten host or firewall security. In addition, virtual intrusion detection
systens can run on the real conputer and automatically scan nenory and

storage spetfsee o L &SNS Ay ioWid & therfifs eyt mal i ci ous
software 2 activity. trple intrusion detection systens can correl ate
i nformeto on together across a single real server, mJItipIe servers within a
service provider, or nultjple real servers, acrossk? cg‘mer of seryvice

providers, and tHRSh GR¥GAARIIPRLIGAHMANDr HutWhht LRISYT d<ponse. 25
I nter - Subsys ].f%ﬁ_lr%ﬁ nOpgé&Eﬁcimlaa}?—@r OpE 'ﬂf&éf%@f&éf’i@%&f athery@rious

services 3¢ g on virtu server systens ani sns can be used to
enabl e coopeiald BF bei Meedl tdervend weiolerchetsdlods D OR/HIXAL
PCT/ GB01/ 02952 g7_ )
computer. This additional abstraction may be used to
15 create further security compartmentalisation or allow

machine load and resources to be balanced more effectively.

Virtual Networks Within the Real Server
20

Virtual networks may be created within the real server

to which virtual servers may be attached.

Virtual networks can be created by software in such a
25 way as to create virtual network interface devices and a
virtual Local Area Network which emulates Ethernet
(IEEE802.3), Token Ring (IEEE802.5) or other network
protocols. These virtual network devices and virtual
networks allow one or more virtual machines to communicate
30 with each other. As far as the operating systems and

applications running on the machine are concerned, they are



servers and storage subsystens such that they operate as one cooperating
"virtual machine hosting mainfrane systentf. 5 Continuous Upgrade Capability
To al | ow big94s upgrading, virtual servers may be run gpr/8RlnsRsVers
and storaé@gsdggystens that all ow CPU, storage and input/output capacity to
be di sconnected, 20 reconfigured and upgraded while the virtual servers
continue to deliver services. Depending on the actual hardware used,

di fferent generations of hardware.(such as Us 1 X€e ne
system anCFWH]tXJaCFO%$9%$€%Y|%V\%%StI o y%%#gc%‘ﬁfgg lr}l‘e%v\c/ge}éér)l% Us of

di fferent pabiddd Yy Lsa9g Mphi toring and Charging 20 Utilisation by
and charge%gggﬁ to t%e %ustone? can be conputed in a nunber of ways.

- Accounting nechanisns can be built into the virtual server or real conputer
software to allow service utilisation of virtual servers to be conputed
~together with software |icence paynent issues. These 25 accounting
facilities can be integrated.in configuration software all ow ng

pay- as-y LF%%#&HéEEﬁ%%gglt lré&aif& nunber of different tariff structures
singly or sinultaneously. 30 WO 02/03220 9.8 Rapid Start-up

PCT/ GB01/ 02952 To allow for rapid start-up of virtual servers providing
services, virtuaknsedgeds"whythal coptedity ofizepadlebrfayuPedissd t

servers whi ch haye bee te-1 paded with the npst pul f r
ponfiguratiBﬁngéésBﬁ?ggc%é?ﬁng?nﬁlﬁﬁu%gn??EYe¥5c?$$tV%§£%%§ %%@W§E%§ted
|nto the VILiNahe BFCYET yOELDAR! nOORbrRBCEALLDEASHELRIL SEhEVBERL | Setbe oW
service operators to set and vary the operating paraneters for individual
vi rtual 1ger yershandireabl haecdwarks snéeédate Bhé $nbsysoenectdfiebet putthet ers
may include the priorities of virtual servers with respect to each other,

the extent otlyesertadni thathég basngl abtaved hAJPRRE BHBAREROf system and
net wor k i nput/out put bandwi dth and resources they can

Virtual security firewalls operate similarly to

conventional firewalls in that they consist of a special

15 firewall software application which runs on a host
operating system on a computer. The firewall application
may be custom-written or purchased off-the-shelf from a
number of software companies (Network Associates, Check
Point, etc. (see for example US-A-5835726)) and programmed

20 to allow devices connected to computers or networks to
which the firewall is connected to communicate in a way
which is limited by a set of rules. These rules are
programmed into ome or more configuration files and
specify, for example, from which network addresses and

25 ports connections may be made through the firewall to
corresponding other ports on a second network to which the
firewall connects. Complex arrangements can be created
where, for example, six separate networks may be
interconnected by a six-interface firewall system which

30 will then selectively allow computers connected to the six

networks to communicate with each other subject to



consune. 20 CONCLUSI ON The present invention and its preferred enbodi nents
have a nunber of benefits that serve to dramatically 25 increase the
speed-t 0- Ry Blspa0COSt - ef fectiveness, flexibility, nmanageabpétboersnzes:
reliability and performance of ' the virtual -hosted services in such a way
as to dramatically increase the market.share of service providers or other
custoners enploying this invention. In 30 particular, the ability to

al l ocate f

rther resources _in terps, of U.capackty, LN -0Eem storage or
secondary ElWﬁﬁﬁEF@?ﬁZPfogﬁﬁmﬁéﬁléﬁﬁf/ﬁ§§5£l§ gﬁg%é tgﬁéiFF§§P£¥%nputers
under sof t WaLerORRLLOL 13RS bRBLralmbaMebs datebheataenpts services can
reconfigure”and wupQgrade their virtual conputer-provided services with

great speedoandnéaste phavugbd itaphdichyviedaitessthe thdeseandaFas resource
pool . Separation and abstraction of the CPU.res ur%gs of &he virtual

_ servers fr@RNERBEE &Pgtﬁélﬁéaﬁngeﬁygﬁtnﬁﬁﬁélﬁhg_l& n(fbef §ECVPrt ua
serverssprggégbgglu% 30 €65 1690sREgakeAt €dtl LEBIRRACHLY BoRkdl RaakuUMDEr
of physica ¥n ?

¢ real server, providing great 10 flexibility and

cost - ef f eciinvenes preifeereld Lnpleakentiasioandft ape presage subepsiems al | ows
storage to be allocated to virtual servers which exceeds the anount, of
physi cal stbeayd rivadalfiyevaddestidd, bel FHRNEES OFntOR: 24t aBoSPEEAFRGs t o

t he service operator, i.ch .be _pass Z t S, 1 f
advanced v?WF%&W &%§f$g SFQ%%1§y§§€ﬁﬁ%§y%?hégﬁ%gfﬁﬁéﬁﬁqgéngﬁ e?aglloms
further copsehiigal i onPhbtHea AddBnaee L 1hrMeasd tteshdrtand Fiteraad
perfornmance, even though the operating systens and applications running on

t he vi moualissdireels semniing wal ties kesped tdyenotintagdi mackdngpeci al
software to be in place. Operational costs to run and naintain server
systens are significantly reduced due to econom es of scale and the greater
reliability of virtual server systens running on high-availability hardware
wi t h managed hardware and storage systens. 25 Systens installation and

confi gur at kgR-teRSIt PAGfatEEMEteRE k@ € Significantly reduced owing to the
virtualisation of the systens, the ability to replicate standard
configurations for use by custoners. and the ability to configure conpl ex
configurations virtual servers and 30 virt N tﬂ?gﬁﬁwﬂﬂﬂgr sof tware
controlt® st art-%@féﬁi#ég’%ﬂiﬂ% g VArst élr%tdé?&ac%ty 0 not need to
purchase aRdpnnelling capabilities may allow encrypted communications

to pass to or between virtual servers (possibly connected

to one or more virtual networks within the real server),

and/or another sub-network, via another network (which may

20 be insecure or vulnerable to attack).

Virtual private networks (VPNs) allow communication
between two or more computers or networks via a third
network which may be very widely or loosely connected (such

25 as the Internet). The virtual private network technologies
(see for example US-A-5835726) are designed such that a
computer runs special software which provides a virtual
private network gateway to encrypt traffic and send it
across the insecure third network to another gateway which

30 decrypts the information and sends it on to the destination

computer or network, and vice versa. Industry standards



WO 02/ (13220 PCT/ GB01/ 02952 -50 install capital hardware itens; instead,
services can be instantly provided on a pay-as-you-go basis. Joint ventures
can use sgparate, virtual servers for their services, operaj@fgRyfoserna
hosting service providers. 5 Wthin a specific industry sector,
sector-specific services can be provi dediguch that joint-venture project
servi ces and singl e-organi sation services are provided identically but from
separate virtual server systens. Ha dmarg s%$tegf caggci%% gan be

mecr o- managBiCR 2 BelBEEE BV oReShi FRVADTAvEY Rl P B FVETS and i ndi vi dual
peaks, to tfﬁgeﬂgﬁ&aﬁﬁﬂ% bOEw Rl fE1 edpUL | Yesabion b erehaviptheaver tual
servers providing services, all wth significant cost savings conpared to
prior art neébedski pyotwang. separate hardware servers for each application
and/ or custoner. 15 Tenporary custoner requirenents can be easily serviced
. provided capacity exists; when such requirenents no |onger exist, the
entire eEvironnent can be preserved for future activation. Custoner s
services~running on virtual servers can be sinple in their configuration,
yet still tgggrggeadvantage of the capacity, manageability and perfornmance
benefits provided by |arge-scale systens and storage subsystens.
Consolidation of nmultiple custoner servers onto one or nore |large virtual
servers does not _require capitagl _outlay by the c ner....Lhe [

provi der 25 bal aft€¥&ncg aé?g9n§ﬁﬁyc3%?%3?¥03P$5¥g§éﬁﬁguﬁﬁéﬁI9§?&ne§§t

busi ness pr@%@%ﬁﬁ% E‘iﬁkﬁaﬂégtaﬁe_t hecuhhtidak, hashi REcbHstAess]l Adkaneed
networ k and host based security intrusion detection systens can be run

wi t hout 1iont eaper spgteinsh eadhvofuahichr mexl beepfenstyradknPwRoPEL Guiri ng
30 additional dedicated intrusion detectiqn hardmare.,Progg%yg%,

devel opnent iangheeprisyspehs BN BE 8§9WF§ed WD GPFoB256 1 8861P52052
51 cloned_f{rom producti sy i , dg¢n i

provi si on oP Xfﬁngdggﬁ%gggd hgﬁg%gr@5réo%g?%%kggnF?ggfaﬁfo§§°§?@§t?@%&s

together wi il seed, i by hehewahes edbvee Cahgiskusyedewsr ppeuatiel Wn n
"virtual space", 5 allowi ng very high speed to market for caonplex

e-busi ness sdstiéien Eot the vompusdishiionacd FHOTISEt GAEE1LEcPNS ogi es may
be used by the real, _hosting co ter with..out ri tal t or change
to exisﬂﬁngoFGﬁHPEQIQbiVi5 353%86§|P8§ 18%59%%%F§g§ sggghg?ggﬁng of one

or 10 nore %E%%H%h servers may be checkpointed or shut down and rel ocated
onto other hosting systens or hosting providers at very high speed for
di saster recovery or other purposes. Advanced conputer services involving

| ear ni ng neuroconputers may be provided to a ,nunber of qrganisatians, 1.5
Advanced neur o- cdfp@ syEbegy ofe eXEPLES anﬂ%tté"ag‘né‘wlﬁ’%r ERATATTAY

servers of 3 convent i anal, LWPendlld QUichddd WP VAR Bhnds WEhe ek execut e

| egacy sof t ware ‘provide’l egacy services. 20 It should be borne in mnd

that at oy esARtcual ahiGRNIcHRIra®A g St wWare exxemiless tvd rtastl afisk busi ness
application online on the Internet, contact, would inbtiall, have to be made
With a host ideyisesians mees ddemitcn "sRardney fddeade 5% Wikt ing
centre. Ei ght week ul.d 25 then typicall 0 j nd
installing & sc\fﬁsjo\r%rs’]%ﬁé&rﬁgf @éyr%ctﬁ%gra%qat%%ﬁﬁrgﬁ{g gﬁ% gﬁ}}n%%nagl the system
up to a suf fdoﬂ Pqﬁ dy ddWlidd @PRAMAMIDN Maciidled Have WudmYredted.

e

accordance w preferred enbodi nent, once a specification for such
i nfrastructure has been 30 determ ned by a custoner and passed to a

provi der, which would t%$ically be done oniéiqgg an entirek¥ qﬂ#ivalent
WO 02/ 020 -52 R astaeresh sphadidtensy QP e Bordht® T mS” bei ng,
entirely or 1§l advantage of the fact that such systems allow storage
capacity to be allocated to virtual servers such that the
total storage capacity offered may exceed the actual amount
of storage capacity physically connected. This is because
30 not all virtual servers will fill up all of their allocated

storage all of the time.

-



automatically, literally within a matter of mnutes or less. 5 It can be
seen that service providers can provide virtualised IT and e-busi ness

i nf rastrude&%ﬁﬁ}rvi ces which alnost entirely elimnate thg-pege iRk
custoner organrsations to procure their own physical IT

serverinfrastructure, either within thei§gown offices, in the 1o offices of
an | T outsourcing conpany, or within an Internet hosting service provider's
of fices, and instead nake use of virtualised IT infrastructure delivered by
a hosting service provider. 15 Mreover, as nentioned above, the service

provider can Offﬁavan&eaaéeeeh5999ls959§§§seﬁb§?geehgyofneaerxyﬁapacity and
a total storage capacity to the totality of custoners which in each case

may exceed mhrufiattatefir bgessoragafaki t §BMr eafl othery oppawmity bhd neal
storage capacity 20 available in reliance gn the fact that not all
custoners wPEI PB¥eigai skormgpr surhothprEdvprbEads8RT¥apaCIEY, THBOry

capact ysand 896298, SRORGELYABLl W e LB foPLASHLGT, e Brovi der

wi |l nonitor ensare-t real pr OCESSOr, neno storage capacity

i s not appreaghedr@tezs, ewaeededthpephgpschaksagvaraneieaskoaddedntutt her
real capacity if needed. Enbodi nents of the present invention will now be

descri bed bprepyietaexaspEbwairehtoetomatpacabet watBothecadyangefdg dr awi ngs,
i n which: WO 02/0322ﬁ PCT/GBOl/82952 -53 Fig. é shows_schematically a
first exanpFEOBRIE MEGRIBIENF - sy IPERCAPERPAREEEUPECF BPCaRCENBBACRENt of the

present invsabhget 8PferSthiflgs? shews $chetRhiedlh¥caBsewamBks 9h a
| ogi cal system architecture cgrrespondlng to the physical system

ar chi t etbur eeniy Righr epéedlBemigondushowns RaMhdirhtiscelliniaatéxgnpliaeof an
al ternative physical systemarchitecture for an enbodi ment of the present
i nvention. PP42Y8 BREWSLivhdmeurxsd jlafiskakprekopegky fifial

rotational latency, rotational speed and disk head
read/write speed); optimise the placement of data on the
real disks to enhance performance (in order to reduce disk
15 actuator seek time and rotational latency involved with
spinning magnetic storage); provide the ability to
"gnapshot” virtual disks to provide instant copies for
archival or roll-back purposes; and optimise space
utilisation by eliminating duplicate copies of the same
20 information stored in two separate places (such as when a
file or group of files is copied). Virtual tape systems
(as manufactured by StorageTek, IBM, Hitachi and other
suppliers) may be used to create tape drives of the sort
which commodity operating systems running on virtual
25 machines are programmed to communicate with, when in fact
the real storage consists of high-speed disk storage and
proprietary high-performance tape storage of a
sophistication which commodity operating systems cannot
readily use. Finally, hierarchical storage systems can
30 automatically migrate infrequently used files (which may

consist of entire virtual disks) from high-cost rotating



15 apparatus arrangenent for an enbodi nent of the present invention; Fig. 5
shows schematically the connection of nultiple simlar virtual server

net wor ks gf(f:@i/@ﬁz(pn physically 20 separate real conputers; p&rgpofomions
schemati cal [ y anot her exanple of an enbodi ment of the present invention; 25

It is inportant to note that apparatus _isgg-accordance with the preferred
enbodi ment of the present invention takes on two distinct parts, physical

dvirtual,, First, in th hysi cal | d t [ S t
ooms. | pondt R SHIATE S R Ot SR SRS L RSPk i hes and
ot her phys%‘?ﬁi{e aéé_tP%re%éJ%hiéQP Q220 RCH BRI 20 3b b i duidgh ng bl ocks

0g

is assenbl e er to provi a hi ghperformance conputing platformw th
particul ar ¥igmtaries wouglddndisth teelfiple Hiage parittgsmance virtual i sation

of conputers, storage and networks. 5 Secondly, using the virtual machine,
~network and storage technol ogi es descri bed previously, a series of

apparat us are ¢ Cg,{){dgﬁgfsdaé&ﬁ grg‘fr ;c}/iéﬁ ‘@Joft'&%]gom dif Thoralai @ aie

per f or mehce and aclity consi rons, | d be noted that in general

the actual &oRfyate aldPrbofcdiieindy siieh Hpparattusl stmtagepeyasn’ Hn the
configuration of the virtual apparatus or vice versa. This uni que s)r operty

means that capabilidfespbarcrder conpelowernie wrE Yakee ckirers &al
apparatus type t eliver a service, can he s ) cated onto

di fferent %}5%% ?‘Qa’ﬁba?ﬁrdéa £ ??%rlerhtte@ﬁﬁs?go;g (L)graléac%ﬁeywithout t he
need for phygi onf d GYEAE b PRaREe Pat SHh Ply@sa &l Ketrsvest (smes) y be
required. mce&%ﬁaﬁ% virt'ual hosting systefn;a:l{s assenbl ed, subject to

per f or nBoc en&y doe apsed t tyo comsheat ntsal | cogewieens tryomestynmeFevi rt ual
systens configuration can be_assenbled on it Physi cal and %$% cal stem

. 25
Ar chi t ect uraévaneed evirspthsdishemad | BaPE ySEAT PR R TGS a¥ pRy 1%%ystem

architecturg,f odi of . e 14 NYEDEL 00 APdai kbbbt es the
interrel atigm%%%@%ﬁﬁke%@éﬁaéldié?%%o(?r%g‘trrlléénts. Féf%ure 1ashovvs how all
services cagybecHeli VEresl Vsi b8 aveenabstancéspl asbowbngi mirgeatucture WO
02/ 03220 -55 PCT/ GB01/ 02952 architecture. The diagramillustrates use of

t he fol | owi sgrversationinaninephancih¥nte: 26@6aHceUt3 cEEABaPYOTRFR LAl di sk
and tape subsystens, whi ch enpl o hysi cal ry,c Ln 0 L se
t hr oughpft ARB2FedutR §?BF%§£ ﬁgEQSSOE PS?gﬁggﬁa?uﬁgﬁéﬁg?ésaggéggg%k tinmes;

use of hiergifBbfabs locations to improve resilience to disasters.

Such virtual storage and storage area network systems
are known in themselves and available from a number of
20 companies including for example Storage Techmology
Corporation of Louisville, Colorado, USA. Reference may

also be made for example to US-A-5459857 and US-A-5371882.

25 Memory Management

Advanced virtual memory management systems can be set
up within the physical server and its host operating system
such that it cooperates with the virtual server software to

30 allow virtual servers to appear to have physical memory,

the sum of which may exceed the amount of "virtual physical



storage systens to backup virtual servers; CPU Menory provision in real
servers; control systens for managenent of the real conputer and storage

systens; jgoye8s¢rity intrusion detection. 10 A conputer peo/apdP0ios2
prepared wth air-conditioning and cl ean, redundant power. A simlar

conputer room61 is prepared in another-3ui | di ng some mles or kilonetres
away. Ml tiple high-bandw dth fibre-optic communications |inks 15 are put
in place bef \tAgﬁ & $1RONEe 0. Lhvdiavi Agh {00 £ QYHNE |14 00N 60, 61
and nul tiple hardware and connecti on systens as descri bed bel ow provi des
for di sast ededaaeyaiot afld resttiehcecapabiill ese 2011 dfargeinunber of
racks of multi-processor servers 62, or interconnected NUVA or ccNUVA

" massi vel y parkadadled aRnatest Y sifah ReRAY ok £h, thertE@mnple, up to
512 processors per conputer, are configured with maxi mrum CPU and nenory
_configurations (for exanple 2 terabytes per 25 conputer) and installed in
each of ghe conputer roons 60,61. Storage area network (e. g. Fibrechannel)
and Local Area Network (e. g. G gabit Ethernet or ATM interface cards are
i nstal |l ed iBa®aaipsf the individual servers 62. Qutof-band consol e
managenment subsystens 63 are connected via 30 a real network 64 to all ow
start-up, configuration, control, nonitoring and shutdown of the individual

servers WO 02/%@—% P%é@g/@g@sge - G JFheserNa¢ | OsnéPCoRe ar ea

network and storage area network connections and interface adapters are

fitted to thirtipuersers Back @ viehe s dwn esisarage hiad exeetrmglit / out put
bandw dth is maxi m sed and that potential 5 perforppnce bottl enecks_ are

el i mi nat@d.dawiees s suple 35 FeRAtEFLTeY WHChBE et HRSEL B PRt Fdut put

bandw dt h of_the in.computers _c | 0l t S t ; endi ng
on the syst%’fﬂ @mﬁ%ﬁ}gc%r%ﬁe?ﬁﬁﬁﬁﬁ%% ptfhﬁ? 2){; ‘.9?0‘5 %?f?%%.e?f%creg%gr ds
such that the ¢aridal décwbrressRiscERPnS | isadiatgp t Sy stighs t Easealss er f aces
wi th the maxi mum possi bl e t hroughput and | owest | atency. These interfaces

are then coosl et iup csutle Shat agkee avintwel woekvews cioi BobraeeditePed with

sufficient bandw dth, which dictate certain_configuration of storage
ar ea netmorR¢§.@F%vﬁ?%%%s?VBEE%?ETuPﬁ'tuﬁ%ﬁt?%isetgﬁﬁ?E%gs??ﬁﬂ?ﬁrs are

coupl ed,go ];!%%fedrﬁf?nl.s 1% —ﬁigbéi’sﬁﬁgsfiiés bendegstabeds Pghoun @gatdini th

suf ficient aces and cohnectrion
the storage and configurations of the virtual servers.

Checkpointing, Archiving and Disaster Recovery of Virtual

20 Servers

Facilities may be provided to allow virtual servers
(or groups of virtual servers) to be checkpointed to
preserve server and virtual processor states and to make a
25 copy of the server for archival purposes or to allow the
whole virtual server to be moved across a data network to
another real computer. Movement of servers could be used
for example for test purposes, to facilitate movement of
the virtual server for business reasons, to balance servers
30 for performance reasons, or to move servers for redundancy

purposes. Manual or automatic sequenced checkpointing of



paths as to permt the highest possible data throughput and | owest | atency.
20 A nunber of virtual storage subsystens 65 are configured to allow
mul tiple pegbhy@Bysi cal disks 66 to emulate one or nore arr pygcabiiioks val
di sks of different sizes, for exanple with a total size in excess of 5 25
terabytes and, in optinmmconfigurationgg-several hundred terabytes of
storage. These are installed in each of the conputer roons 60,61. Virtua
robotic di s¥Q§y T ar i 1 opt{e@l ly mgrate
unused dat:&4%on1%he VIT %g?agt%€é§%&§3%§§gﬁﬁﬁg %&it roug%@%isk buffers to
30 real tapsgp 1S BScalbesehar éhédlgp@iniost ivieagdl ofether cmputer
roons 60, 61. ing the virtual storage and WO 02/ 03220 PCT/ GBOL1/ 02952
" -57 virtualrestattepeosubelsibhe BoyScaktSRERY ABAMaLS rVRER servers
created in.the real. c uters 62 is automatically backed \/ or age
~ subsyst ens %?egl%?]o? %ﬁ‘?’%ﬁ%ﬁ%ﬁ? kogv&]?%:h%%at% e1€n§§ a?lﬁgﬂgi%é ehlg% of the
conput er 5t 0gpE; 80, H @Dyl becsehielifle MhéLHE1 st Q8 2GErBhadNseretsal
di sk/tape subsystens 67 are connected to each other and the Storage Area
Net wor k swithapedse ussad o Spooupde Adbsa dieenor&c@Oeryr 58svbyes @onnecti ons
bet ween 10 the conputer roons 60,61 are al so provided bg the Storage Area
Net wor k 69. 2TQWheF Ferd %?EHUgﬁﬁern%?%@ﬁ?Ysﬁéa%rﬁgm?EF b. SEFYEhY t
Et her net) 79 f{e installed in each of the conputer roons 15 60,61 to carry
custoner traftic. The hi gh- speed network swi tches 70 are connected toget her
via a real network 71 and to each of the individual real servers 62. Two or

nore hi gh-speed security firewall appliances 72 20 are installed in each of
t he conpQter roonms 60,61 and

CPU _and Memorv

CPU and memory capacity in physical servers can be
provided by a number of technologies. Single or multi-

15 processor servers can either be used singly or clustered
together in multiples with virtual servers distributed
among them. These servers may either access locally-
attached secondary storage or may share central storage on
a Storage Area Network (which itself might employ virtual

20 disk and tape technology as described above). Massively
parallel shared-memory or NUMA (Non-Uniform Memory Access)
or ccNUMA (cache-coherent Non-Uniform Memory Access)
computers may be used to deliver larger physical servers on
which multiple virtual servers providing services may be

25 run. Physical servers may be hardware-partitioned into
discrete processing units of one or more CPUs, on each of

which multiple virtual servers may be run.



respectively connected to the real networks 71 to which the high-speed
network switches 70 are connected. The firewall appliances 72 are connected

to one oryppL&:e%t ernal networks 100, which mght include gdpchifi@oget, at
hi gh 25 spee& 8e.g. 2.4CGbps). Intrusion detection sensors 73 are installed

and connected to the high-speed networkzgwi tches 70. The control consoles
63 are installed and 30 interconnected with the various system conponents

as required to nanagg and control the various system WD 02/03220
PCT/GBOl/059%%:¥9§E—é89p§ﬁ5¥@§§ As shown, the control consoles 63 may be
connected to a separate physical network 64 which connects to the storage
subsystens 65 and servers 62 separately fromthe network systens 69, 70 t hat

carry custoner uUsahbi &nosmRefodermogphdnat 6erhgeleosy, tfear €XPPd Kok
schematically an exanple of a_logical system.,architectur.e.corresponding to
. the physi c&hes F¥PemPACBIRerEt @ryegl?ﬁ&\ﬁﬁ‘% H'Fis&agﬁer mléﬁ?&% oL
i nter relat | gashing. ol Handuar &S flinaice dhilidamedd Hying?
i 11ustrateS°Réw a1Y S&rvices can-be delivered usi ng a comon virtual server
infrastr UC?%@esEI&Q' HergrDddy watioh emrypde ditseid ftol legwilag ey &hieat i ons and
S:

enhancenen two | evels of storage virtualisation; advanced secondar
virtual di s'msamcraqraps@tsmfs@w%@r SeRt @ e AERS GRSy, mRﬁIr?%

di saster recovery of_virtual, servers j ferring
now ¢ o Fi g e Fi J R S0E e et de A AR e
operating ﬁé] APt AThR0 RAGE 1R Rt WE el tigulles vofrserlver s

e

and/ or para conputers 62. in each of the conputer roons 60,61 of Figure
1. Reall@peiertiers Sistterhaswd tdififer®nt sintgiedl IREPEREIe server systens 62

which use a virtual storage array 8Q, such as a virtual i e
st or age sygmghuygcqggqqmﬂqllow13§ éhe fé;kures and béhef&é%(éymkﬂﬂﬁ
invention to be exploited with even greater performance and

flexibility.

15 Special-purpose virtual machine hosting computers may
be specially constructed using code-morphing processoxs to
allow the virtualisation of a very great number of
computers of radically different systems architectures,
such as Intel Pentium, Intel Itanium, Compaq Alpha, Sun

20 Ultrasparc, PA-RISC, and Motorola PowerPC.

Machine Simulation Servers

25 Using a mix of machine simulation software and
technology, single, multiple or massively parallel
computers may be constructed using processor technology
which runs an operating system. Code is run on this
operating system to emulate the instruction set and machine

- 30 architecture of another central processor and computer

system. BAn operating system and virtual server system may



25 primary di sk system The server systens 62 are then started and booted

up. virtual machi ne operating software 82 is then installed on the server

systems 6%, Logsifer with required configuration and contrpiycheibmeie. Tn
opti m sed configurations, functions of the real operating 30 system 81 and
virtual machine operating software 82 arg-cl osely conbined to optim se

per formance. Resource WO 02/ 03221 1 PCT/ GB01/ 02952 -59 nanagenent and

reporting t 0 aggﬁﬁag: r f & LHeLhyyi rt ual
servers 83%%$69$§S€£&?€£§re gﬁg% oredgaﬁiiln con $§€$%?Fon and virtua
storage Corﬁﬁltﬁkﬁlt%ié’sviiﬁ@uancéélﬂ@er’s rénet NRedi Abf bPesnt i ngrisyst ens 84
and application an server software 85 for the different custoners

" AB CD,E. pxrqm:esaortgromtec'smr@-ye|az\/lcpwnm @D%k@eQB)IWtW‘ﬁ here$its yal

servers 83 are 10 stored as second-| ev tu i sks. Second-| eve
Cvirtual di s® p%?%?tFBﬁ§n5F°Eoﬁ?é?%e?x?f#%Ee% Wfﬂ% SYTE L& 4 ek and tape

st or age §ysg;§£1§%§r9aﬁ&@ Qﬁ&afféﬁlﬂﬁﬁlbg I ek cR PP UL hu OREL B4 | B8ESWSEENs 81

and vi rtual I ne software irtual disk and tape storage systens
80 provide ﬁsfuommerciSIvaaVabIahletﬂm¢msatnwmbey spreandoys dat a across
real physical_ disks and tapes in a way which ogtlnises efficien

per f or mancea bhewiBGact Y. eXeBPaGe %%%aﬁ%ﬁ%ﬁ? 3 gtEﬁ%cﬁ?ﬁofﬁnf95§¥%ﬁxmhen
e ehone 90 SYEbeys) Shal REeY! ELARLLATLORIEOCCAROET B0 Sl Lityl Ded T LS

machi ne 20 %%% I hg sof War e rmse s or age space I clency,

utilisationygiggpghf QﬂﬂEmCPenﬁﬂtﬁﬁlV\@féceQé@ff aces to custoner-oriented
configuration, reporting, control and managenent systens (not shown) are

set up,1®hich allow custoners to pay for, configure and set up
i nterconnected 25 networks of virtual servers, optionally using-graphical
user interfaces. Scanning intrusion detection system daenons are al so

preferably ﬁééréng&gFthgnﬁébﬁﬁbi¥%§één all attached system storage for
fingerprints o oSt mal'1 cr ouS software or attack patterns. 30 WO
U2/ 03220 -60 PCT/ GB01/ 02952 Alternative arrangements for the apparatus wll
now be described to illustrate the overall system architectures '8 terns of

nore specific coRpERBAt 3nd5epREFLNEG PﬂV§FE§¢ RppEraEas - DESPghY 121

15 secondary storage technologies may be utilised to deliver
virtual servers which appear to be constructed of
conventional technologies. This allows services to be
provided with even greater performance, lower cost and
greater flexibility whilst retaining current services,

20 operating systems and applications using commodity
software. These newer processor technologies may be
specifically designed to provide virtual server platforms,
and may employ scalar, parallelising, pipelining, vector
and array instruction sets (allowing execution of multiple

25 instructions on multiple streams or blocks of data
simultaneously), register architectures, logic unit
architectures and interfaces which specifically lend
themselves to this abplication. For high-availability
virtual server creation, processors may be developed

30 specifically for virtual server use or genmeral purpose

processors may be employed to allow high-availability



This design for the physical apparatus is based, for illustrative purposes,
on construction of the physical 10 apparatus using public prior art

technol ogy, b ls9igg bl ocks from I BM and VMware which are cpappipgi/foky

avai |l abl e.” /A°conputer roomis prepared with air conditioning and cl ean,
redundant three-phase power supplies (thnee phase 15 power typically being
required for |arger storage subsystens). A simlar conputer roomis

constructed sqne di stance.a ht hi e g i el Qegl Or age area

network i nt"&i&éjrﬂfié’tﬁepﬁyﬁ_?\fn%o% e-eeﬁ'i nfffﬁ%{e&%;?léggletsg 3 standard 19

i nch (appr @gcrARfPg itk dnn Gis dpitalcald WonERite risa Olwhi it hp teearsed tathd rigour

| BM Netfinity x370 servers Al, B1,Cl,Dl configured with eight PentiumTII

 Xeon 933MHo £2NH gt e gurso des gaiosegisd IR e il ove nsieatex fRddab 9 e 32GB)

are installed. No |ocal 25 disk storage is .install eqi Wi tzliwn .tcheusS rvers.

U tra-fast aRHETSERS RPARSTH _%ﬁr@ge,&z, BB SR Fed WS &5¢h of the

servers, t%ﬁ&% —%atnv%aﬁ' g&%gx%s adaRI RIS A3/Avh BYd34 C3/ C4, D3/ D4.
U G Ge c

The two annél s per system-are used primarily for system

boot i ng and rtdiaiatAbrHy,stam nvlageient e puivoisss criwd degic
Fi brechannel adapters per systemare used priymarily for the .urq;}.% e of WO
02/ 03220 PQRGEE) nd IBMam] ato e ML S AR eV o a1 a)g‘ﬁl % be

used by the virtual chi nes, t.0 _be e an one
Fi br ec%ann € iurﬁee‘ff"é’c |S§p$crloaﬁiod’ejd:"{]‘gas"t5'1érjraa‘§ilﬁbr# rsggo?ﬁsealﬁg:u% Mgfjét\ap%{
throughput nﬂ%é&‘éf’%é@énﬁ%di‘ﬁﬁ%f&éi‘%éﬁ&ﬁiﬁ@ weidipheateadp Ganponent

| nt er connect bus runs "at 66 Mz and is 64 bits w de, the nmaxi mum
bur st tr@nsfertusl esamen samyl sikQaticn i nsbBlaisnekyseEld \Figt eas t he

peak burst Input/output 10 throughput of the Fibyechannel connection is 100
Moyt es/ seccﬁﬁge%eof(é%‘bl}% d‘g%ﬁ'fﬁﬁs@’%%ng% T HRECTHN rf%ﬁt he four

systems are g C .%%6 t asAlS, s ABMARFP JBoRdgdr éngct |y,
via a Keybo%? dt]‘;e% uis%%%/mgtcﬁ? or]pgi a anS advance% systegm nééﬁilgenent PCT
adapter carghidh &Bg5éy IMDndigabi tmkl berseat@Cloghe der aamalogued to each
server, one A10, B10, C10, D10) for primary network connections between

virtual nachtoesssing arayrbal used wor ReorpgeneleRRnSY YilCh sTBREPE) the

ot her for seryice nagenment purppses.. T e:su of the

appar at i3 iR° %ﬂg?‘f’%}ft A %Q?Jﬁg %ﬁg?ﬁﬂf%ggr%;%%gs%%rgg%égst%?nﬁﬁm st or age

array 14, W]Q&,facilédf Ybkyc CashbBY! eds Mhihdaat axcedf Fabr S66 dankfoth, ei ght
e

Fi br echann adapters and i nterconnects A6/ A7, B6/ B7, C6/ C7, D6/ D7, and two
dual - port SUSfiadapreunstzpll ontetbennsaterislssswsh DES PRLYmes

provi sioning of main virtual machine disk. st e_an
booting/nanﬁﬁ!ﬁ%ﬂ%liﬁgp%EFPQEP§?SAﬁuﬁaﬂgt?6ﬂ§£a€f§$ gﬁféﬁ%%ﬂ%Y)aﬁﬁy be
! ”terCO””eCﬁsé§ E'?dtﬂé' pnghiELPr R5bANAG! sadAPtRAE end iiieasdrmeehind, 2Q
is used for a fturther
20 software uses this memory to create very large amounts of
nyirtual physical” memory for use by commodity virtual

machines running commodity operating systems.

These technigques would allow a company producing these
25 advanced computing technologies to exploit those
technologies and gain commercial advantage from those

technologies without revealing details of their operation

to competitors.

30



WO 02/ 03220 -62 PCT/ GB01/029S2 systens nmanagenent server which can be
connected to robotic tape backup systens 17 by Fi brechannel or ESCON '

i nterconng to provide di sk storage backup to tape. FRpd@pkbyob¥o
proprietary SCON connections 16 are used 5 to link the storage array
14 to a second storage array at anot her4Becation to allow a mrror copy of
availabilitycritical information to be kept. The IBM ESS 14 is provided

with the nmedi.mup %@%Q&'gﬂi’l;ﬁlﬂ%ﬁhﬁﬁbd@%& cache to optimse disk
per f or mance. y Xi mum s 238, and the disks for virtual
machi ne data storage are configured as RAID-5 arrays at the current maxi num

size, limted by the IBMESS 14, of 224G3. The IBMESS 14 is configured to
provide 2 ter abyrds fcind It dinggd 1dooffe lEGE G % RENLS COMPYEH  connect ed

x370 processi ervers s fiv 4 Eis e%{m dif.eqt,gonnect ed
~virtual di 3&?5%3’@3053’(:#}‘5‘8# %tehélste\%o?té %@é’lﬁ?ﬁne :&2 éLref é{:les, ap us a further
four sysf em,qiishg16f1138 @ davigiet tieRathophdiie faiputenneaisddogser ver s
via the SCSI 20 interfaces. Inthis configuration, the | BM x370 servers
Al, Bl, C1, Dkricvee amsi rylers308 tectEidiagthaniEing diearngng ¢@i%dre | BM ESS

storage array 14 virtualises the internal disks which are_ ar ed as RAID
arrays for QU GSRRYSTENF MGG TYRPeR, @&?ﬁ@&sﬂ%isg’%aqr%%e 25 menory

cache. Thi ssor%ﬂagée%ﬁ%?egf iq:ttie_qg YRR keIdeleHaH N Ne0N Bachh afg t he

x370 servers aving to manage a RAID di sk system or provide
nmenmory cachgurdiedipgutiyy S5 e tefddtesneat rumber adfesviortudle ¥emi3w | BM
x370 servers Al,Bl,Cl1,Dl are connected to a _high-speed G gabit Ethernet
swi t ch 10 ( uerareanmien@Ftany ekt nwber Rfs 00 twsl mE9SHFYR 52

Cisco). The secondary G.gabit Ethernet . f x370
servers Al BRRSTH "é}’éﬂgd?ﬁ%cqred“?% ot;sgxﬁ:a nd RiGh- rs%)éeg@ﬁt?%%#t t her net
switch 3 fore S §iRIRe JBHRY WRlpses .

Furthermore, using known and emerging technology for

15 learning neuro-computer systems with a number of processing
synapses, software may be written and run such that a real
learning neuro-computer system creates a number of virtual
legacy, conventional or code-morphing servers and services
allowing, for example, commodity or legacy operating

20 systems and applications  to be run on very advanced neuro-
computer hardware platforms. These learning neuro-
computers themselves may either execute directly using
special hardware, or may themselves be programmed within
virtual neuro-computer machines which then execute on

25 advanced optical, quantum or molecular computers.



pur poses. These two switches 2,3 are not connected 5 together. An Ethernet
port 1.0 of the IBMESS storage array 14, the separate storage systens
nanagenengmifhﬁgﬂ)S, t he ESS consol e conputer 4 (a separatgepeilpiaki on
runni ng | crosoft Wndows NT and special systens managenent software),

ot her systens provisioning and managened-systens 7,8,9, and |ocal area
network 6, are also connected to the second G gabit Ethernet switch 3. 15 A
second phyz*ﬁcealoéﬁk%raq{clé% Ol 1 S MREIGRE A RE D 18R %E | 16 B ddb fing _
geogr aphi c arate tocatron can pbe constructed and interconnected with
the first, dedremeanpl e by neans of G gabit Ethernet and | BM ESCON. 20 Once
t he physical apparatus is assenbled, the base operating software of each of
" the various network and storage devices is | oaded and configured to present

the network and storage facilifies as. descr] % o) his stage
_the | BM x370 ser{&™m¥ ﬁwxhcﬁn eer%?ﬁﬁe%l.st%%ﬁﬁﬂe@'t ?%%i;a% e i%"ﬁl'tee%/i rt ual
machi ne §n\é§g tn?a&/ Whed £ tESbsiodd WarSund 4 aastesbantan@ne of the x370
nstalled on t

servers an he 18GB system di sk provisioned to it by the 2BM
ESS. Once iisteatd@thedtsl \Gdeh e-lsaf tavamenber seiarieRll FeMpEeT3YHerMS nes

and virtual networks can then be 30, configured nual | r.auto i ly b

means of or@PPeRRkDAT RRat | R ooF L e ARy g‘\’/?%%e %%%lﬁqéghﬁ%e 2%‘5/+k?%1ngntg

WO 02/ 03224 P - 64 t } . F91 t
qixgg‘%}g?&?ﬁ%ogyc%x%\é&g?%%ﬁé@ O LRSEI BB NG5 . 1 Jhigisy St em

i tage can D& Topie r 1BM x370 servers, using for

exanpl e Fl aghgepycdmsit éi i ©o@soyinedc ochndEodBM ERBtlaét owivly the further
servers to be started. 5 Once the systemis started and custoner virtual

machi ne30 axeotreémiyl cnaht @l ROHOGTAPREE MEMOHY sRRS STEOFPE hEFPBEFBHS o

nunber of sys{ens nagepent. and. perf.or C an ; used to
opti mise ovERLFR @g§%9sT %%rgbgﬁﬁﬁﬁgggﬁ régéangégﬁﬁﬁgﬁﬁﬁﬁbe'gﬁ%hibitive
froma manp S . l SM&k&NBse FOf €M@MpeEwotlcahdli es
provi ded bygﬁ%wﬁiﬂﬁggﬁg F%é)vé%?lgf ‘l;tﬂ(-i%agg cap?;(a:i ty and per?grnance to be

managed proingéirngl yinséngoanschgl énnanajwikar waynsotelandngefPsr mance 15

bottl enecks elim nated, Exanple Phxsigal Aggaéatus Design 2; go In this
desi gn, thebapguidtislinitateaBfedtRUEHSEEIPREERTGRSTSHBIcPPBed above
except at ,the B servers are replaced by a single NUVA
nassiveﬁg pé?gPF%$H£%$v%$$§% Ch as an | BM x430 64 processor server, or
simlar server of simlar or greater processing capacity available 25 from
ot her hardware manufacturers. This has the advantage of allow ng a single
hosting systemimge to be used, which sinplifies storage managenent and
systens man

%ggegggn& of Virtual Servers

20 Control of virtual servers may for example be by means
of directly-attached consoles on the real computer hosting
them, or by means of consoles connected across an in-band
or out-of-band network system which may or may not be

connected to virtual networks inside the real server.

25

Conﬁl iguration of Virtual Serxrvers

Configuration of virtual servers may for example be by
30 means of a real host-server-based configurator program, by

means of a network-accessible manual or semi-automatic



significantly, thereby reducing operating costs. This massively parall el
server is connected to the storage 30 subsystem by nultiple Fibrechannel or
| BM ESCC“%%?@%%%%FGS to provide very high Input/output bangwdighpeneen

t he WO PCT/ GB01/ 02952 -65 server and the storage subsystem An
enhancenment coul d include the use of mul4tdi-pl e st orage subsystens connected
via a very high bandw dth Storage Area Network enpl oyi ng Storage Area

Net wor k Fi br ec I i c ear Bld Y sdif depireiorand
the virt ualcor%%%ts%\ﬁ\é%%ﬁ Igﬁeﬂe% I%éoh%}oée éoalie)gel{ gndenzihg:t 0 oper a].tgéi properly
on a machi ngrQfrah ffaned physi crdnsachidrect Lamp bk ke albkowinst e
Area Networks, though as stated previously, the configurﬁéions of virtual
systens appasetsioRHit syetan posRRp| Ok SehHR A1t E e BT E B cal

Apparatus Design 3: 15 In this desian ver i fd Puk O d P
_ descri bed, Q%ﬁcﬁFi@PﬁﬁnY%ﬁﬁ%ﬁfo§e%%$%ss%%l %%%ﬁ% %%§§?H%9mor and whi ch
may not gelégﬁfiéﬁﬁéﬂ;&@ifi@éﬁfi@ﬁ?@'@f@nCﬁﬁCﬁi:@tlb&Ileééfﬁej:Q ey nesled {1 oor
space, systens capacity, and espécially systens managenent and support as
t he nore 20peoapt@natied i gnindeprogbaumindveco}s ptlat careaper vty rge
environment conprising floor space, power, and air copditioning
prepared. Ahardwree 4 t?oﬁmﬁcggsﬂ?e€e$6%rn?§ %hoéssaggﬂ?FgP%ﬁe?i%Eﬁp%400)
i's 25 configured wt S| %Y1y 808 Phihudx 2y dbskabagkapd ane,
i nt er nal FM?EP@%%¥$%$?%SEh%Fg ?¥3%ég#ﬂ$§£§, ahd t wo é?gab?t Et her net
net wor k adaphero8acds, tenehéorvicenakchapdwanet heConigneatipa afnet work,
the other for connection to a systens_nanagenent network. go ¥I)02/03220
PCT/ GBO1002952tush setmersEsRdsyiriapt RetVerledmakt Bet RETERIDET 28 create

the virtual pachine,environpents. e, kpst th F ge is
started and@PPVeudPLRdchfa %nﬁngrng u%hﬂﬁeggégggséaﬁhg enEEg %géﬁ?gured

manual |y or 55?%8”?{3&{%6' 4 yDYrERaBs vektaali Bercenf hgdr attanrkool s to
provi de vi rfual machfne environnments to neet custoner requirenents. 10
"Virtual Appanffigatatioat usdnigoa Reimputatebasedowtiddsyt WhacHur ¥hEMhi ch

shows schematically an exanple of a virtual apparatus ifor ' t of
t he presentrﬁﬁd&mt%éntr¥ﬁ§mé%§@ﬁiGOSﬁbﬁnSFﬁvigngﬁﬁyéd&rngigs%ggggggga

vi rtual _networks w_thi.n real _servern LRt Ubinlay nkick@tkls! &ritarhedded
virtual Ypri v&F8 ﬁeFR&F%ggrgﬁgigégﬁr??§t¥h?rEgkg%%%e?ég¥ﬁbn. ne or more

virtual serwergyySAnokeo thgieng shown in 20 Figure 1) are created for a
first custoner A'within a real conputer 30 using virtual machi ne software.
Sof tware system nanagenent prograns are used to control configurations
within the virtual machine software. A first virtual network VNA for the
first customer Ais 25 created inside the real conmputer 30 to which

customer AS$sntrol and Management of the Real Computer and Storage

20 Systems

The real computer on which virtual servers run may for
example be managed and controlled by means of directly-
attached consoles on the real computer or by means of

25 consoles connected across an in-band or out-of-band network
system which may or may not be connected to the virtual
networks inside the real server. These consoles may allow
the operating parameters of the real computer to be
monitored and controlled by operations staff and may

30 utilise graphical displays for comtrol and monitoring tools



virtual servers VSA are connected by neans of the virtual machi ne software.
A further virtual server 31 is created on which an operating system and
intrusion\gghgﬁ hpn software systemis installed, the furtp@&Kﬁmqhggk
server 32 SO being connected to the first V|rtual net wor k VI

021 03220 PCT/ GB01/ 02952 -67 A yet furthess~virtual server 32 is created
having two virtual network interfaces 33,34. One interface 33 connects to
custonmer A r n o] r CORREChSst on

vi rtual su%%%‘E éf Wor §£§DB§ Mg£é5;2 L &Q@%%%ﬁig %%ggngﬂ%feﬁ he real n%tmork
i nterfaces @ﬁetag m@ﬁé egﬁauherséﬁvébscholhetmanagedpayélcahtyobbadected to
a (potentially insecure) external network (such as the Internet) 100.
Custoner A's real l|local area network LANA connects to the external network
100 via a server 36 10 running firewall and virtual private network

. software. Firewall operating systens and software are installed on the

virtual sger¥gfagle@nNdesQiingr €sb3apiogranmmed with required access and
| oggi ng rules. Virtua rivate twork software is also installed on the
firewall virtual server. 15 32 and connections programed to connect the

customer's network LANA tQ the virtual petwrk Vi a_an encrypted secure
channel . Thus, oREGUELEYOASPLALIQR Qgcﬁgﬁ XbEFBﬁ?ASﬁI¥e§Fr%ﬁaFXnetmork VNA

and vi rtual to I I ape a

har dwar e 20p?§§§§é§|¥§ét éﬁ%gggklng gFFgﬁg ngﬁgégﬁgguggﬁg??sgtgaﬁb¥mork
software Onabhﬁeﬁédlbgeuwer036alnt&spe&edebarnekarneitandroAhsrnetmork LANp
and the external network 100. Custonmer A' s individual workstations WA are
shown camnetrudted compuieRIADSSReRWSFRILANAD AHS| KEAdsSERVEErection system

25 37 is preferabl al |l ed etmeen t r L 0 and the rea
host conputngggR %n g £rE rFSQPISeE&Eggggsﬁikgggﬁﬁge%V%?eV|ously

pre-| oaded WLLRAAkLMAr %of%%rr%t' NgLI%S kemkseall Werewared Huampbecations are
installed onto the virtual servers. WO 02/ 03220 PCT/ GB01/ 02952 -68 Once

t he syst ensddestopbddushiage aasecuie systemsadexedopmentapid@cycié cust oner

A's organisation entirely as if the virtual ervers VSA andH%g | i cations

and data onaScEKEARGr &0 FAG ﬁé’“ﬁﬁnc&’f\}&ﬁ[’ﬁl&n IRFSGUES SFIPRkEr e and
di tl K
Cchenmt ! BYEESAE, EBad AR, 1 Sduiith T@?N?A‘r%i‘%’p?f?????b?g% 7

repeat ed form@@qkﬁmgnalabememmmtqd conplantaentl aad Geandethe jIoi nt
venture JV, as indicated schematically in Figure 4. Figure 5 shows

schemat i cal [thilsowayul wiipitarad; rﬁararrer\ﬁ r“talYaFDesé"W’er %ﬁ/\éﬁu@e&@% ed on

5030 can BORRRRSEEo eI S WIPEAA b I Sl BeTa ous Ae

Wil be undeisf@edit 0t WP vid thidlSlsrelr aqimiiingy a0 d silsfeﬁenqmtas
descri bed above wth reference to Figure 4 to provide virtual networks VN

wi th V|rzauﬂle&eﬂyeﬁk:a&&dnmtyZOvﬁhdﬁaﬁﬂﬁusﬁxﬁkHQPmQu§Q§uﬁ@tsﬂﬂPQHQQHﬁﬁ
"super" network 35 of_ the first real g&}ter 30 is onne);%§:§
ext ernal netSK&HE™ a@@l tVol%U&F}lr tSFHY e‘rmﬁ? Watst "R S

conputer 30t L s \#ﬂktﬁhﬁecond
set of virtdal c{‘q; ﬁ?ﬁéw t‘ﬁ:ecgcgn rtual %%\%?gﬁ{\}sérpfﬁé)t he pl ural

cust oners Ag%ﬁ%eyé mgyﬂbxa&ﬁwmﬁr s virtual servers VS, VS appear to the
custoner as if they are on the sane (real) network. A |large nunber of other
custoners' systens can be simlarly constructed in virtual space to share

t he sanﬁégardmare 30 systens.

Security I usion Detection

To provide for intrusion detection above and beyond
the security functiomality which may be incorporated by
30 customers into virtual server host systems, and without

interfering with the virtual server host systems,



WO 02/ 03220 PCT/ GB01/02952 -69 It will be appreciated that different
configurations for the virtual servers, virtual networks, virtual operating
systens a%&i/og%dal firewalls, etc., may be used 5 accor diggr&Rodizbirer ent
custoners’ requirenents. An exanple of a Web hosting configuration which
can provide services to a broad custonme#ébase is illustrated schematically
in Figure 6. Services that can be delivered 10 through this arrangenent

| nclude —intaldAcldal AORsHl vt (L o IRAEAA i disiisy amine) o e Vieb
hosting services, and conpl ex e-comrerce Wb hosting services. The exanple
shown makexhésarerfl \ddripiad enadawmicniidrithe herafiic ser vidre Wintussl

securisty firewalls, including virtual, nulti-port, 15 firewalls; and,
security | matImhe de cdetert: BREQBHERAT vt i@n P8 % Qi ar provi de
security-protected transacti.onal r A\ t I ers on
an oxt of naIBRIE TSt o o D i oy aife UL P dtess

net wor K £0onNeqld gy hbsided oSt Qe 'ty "hddei PO ticater ce system
hosted on the real” conputer 30. In the particular exanple of a conplex Wb
hosting systrhmshioom detédgior Sftware ¥s repeciatbyerritten tv® §Rirgct
security firewall is created by creafing a viriual 25 server .l i t wo
virtual  netqdrRRSH tPEﬁéPﬁ%é%ﬁﬂﬁ?énﬂﬁhﬁF¥$Tiﬁﬁﬁp?i?%ﬁ@ﬁ# %ﬁé%% |ﬁ%§g
system and &4{%&5@%&0@@19@@ nsd ald GthaPRoPLEA lddnhscenmmect ed to the
super virtual network 35 which connects to a real external network

interface fcente Htderapoettd?? net@irkombdcess to andther nepwerk
network 123 (DMZ1) conmonl WO 02/ 03220 -70 referred to byggractitioners
in the B0t Ee9$)ANM | PORF | SRRIYIARECH 18 Chp De PP eeehi?829%2 WOt wo- port
Webserver i,s created b reat| Vi 5 Lt tyexVvirtua
net wor k pQFQ§uﬁb§Fﬁ§GP%E§e%ﬁ %ﬁ?%ﬁn%%{%%gégtFi€£§§£t%%§2%% VE% server

sof tware 'Ss%€§% &8d. ©he PortudRSintresivRcletet Dibhesystens veatual
network 123 1) and the other port Z26 is connected to a second virtual
networ k 127c¥ENFR)enttbna dhemoral syohemteperators. Alternatively or

additionally, analysis, evasion or response processes may
15 be automatically invoked, for example to shut down or to
tighten host or firewall security. 1In addition, virtual
intrusion detection systems can run on the real computer
and automatically scan memory and storage space for
patterns which indicate the presence of malicious software
20 or activity. Multiple intrusion detection systems can
correlate information together across a single real server,
multiple servers within a service provider, or multiple
real servers across a number of service providers, and then

stimulate a manual or automatic corrective response.

25

Inter-Subsystem Cooperation

To optimise the performance of the various services
30 running on virtual server systems, mechanisms can be used

to enable cooperation between the real server, virtual



10 30. A four port firewall is created by creating a further virtual server
128 having four virtual network connections 129, 130,131, 132 and on whi ch
firewal | opehRbi0® systemand 15 firewal | software is instabiRGo1fdkshr st
port 129 is connected to the first virtual network 123 (Dw1l), a second
port 130 is connected to second virtuak4metwork 127 (DMZ2), and the further
two ports 131,132 are each connected to separately created virtual networks
133, 134 whi L SSRE G Me T f itfet servers
135, 136 Whis%%‘%(r}eBr cr eat%tee(f\%l%éhi%ﬁl t hettrergg"l %ﬁ%&t%&?%&gfm@eﬁé tehg%:‘ urt her
virtual semoner &obifedat iown fivdurtec Iwinalchaim eo fieysatiiney neyisiferanendylsteded wit h
application software. The other further virtual server 136 is configured
"with an 25 operating system and | oaded wi th database managenent system
software. Virtual disks 140 are attached to the virtual servers of the
., Sizes required by the custonmer or the application. WO 02/ 03220
PCT/ GBO¥ 0295t inlibuel StraifeideA capabddiiiey ce appl i cation system and data are
t hen | oaded and configured on the virtual Wb server |24, application
server 135 and dat abase server 136 as is conventional in e-commerce
systens, and firewall, rules set 5 up_to allow qnly camunications %ssenti al
R

to the normal fetiorAhg BEAME S HELRT S A AHEEVE Ml Sser ver
137 1s creatgd 11 b d A4S 12008 %&Qg@@m S %h%teralil%d Refl | ed,
the further vi rﬁeﬁ@?ﬂserver 137 al so being connected to the tfirst virtual
net wor k 123 tdél) .anld Mputyadutmity atapareittwordo dmnnkictdaonse=ateed ,be. made to
conventional servers on custoner A's networks or to additional virtual

server et wsaenfigurad mherHEded ped khdhe ViEFEHRl SRR ppears to

users X an f i s st ) I b" hosting
system congtoglt}gtngg%u(fq%%ﬁlé%s%%&p e;clg;'i ca seeﬁrbqugﬁaoanng ¥| ra?v\% s. 20 A

| ar ge nunbeia r@w=aidals<dls ey e ydinstd thighran b £ -Ienrdwei e GyRiterds can be
simlarly constructed in virtual space to share the sane hardware systens

as shown scRgimdt imeat |Be imix@dyore g @ysign hand usimsls BEHRr<C, each of
whom may require very different arrangenents onfl gurations and

capaci ti es of-SHNG Lﬁ%‘f%é@%‘?#&éﬂ?, %‘?"&?&éxhﬁcgp%t%gﬁl%ﬁé us. Further
enhancengent s 4 Pg.Bde using one or nore of the variations and
enhancement's “"di scussed above. For 30 exanple, configuration of virtual
servers can be perforned by the custoner using a Wb-based system
configurator; WO 02/ (13220 PCT/ GB01/ 02952 resource managenent and

char ge- back of usage to customers nay be automatic; if one hardware system
fails or b <18 , be checkpoi nted using virtual

machi ne so%ﬁrﬁm Lo 5 I har dwar e; using 5 hardware hot-swap
features, additional hardware can be installed and ol d hardware renoved
while virtual servers are running; nultiple | ayers of guest virtual server
may be Zhpl oyed, Utieksayion rhy@ind etharae dhack rieattdie | (s termest a1 \Be t ual

servers, for added, functionalit r securi 10 isol atign. Enbodi nents of
thevpresenth%ﬁqoﬁ‘lﬁifﬂlr@%eia‘?]y‘?fgé"barx%gdl 'cf%mbtlajrlﬁcf?ﬁ arfleﬁ"ésfec%ﬁ,;é % the

exanpl es i Idyisity afd t’{)ﬂ?é"ﬁ)’fftzuah! e POAPRLL mshddiatsdBeward ald ons

and nodifications may be nade to the exanpl es described within the scope of
t he presentalilomerde i cd-art ¥idisgtimn idf mayrbemlesdrads to pr cvdompputfed a
tunnel " between two real c‘%]%Si cal machines in order to allow for direct

comuni cat i kPR with Hetrfe| L iRaneR P3AReDD 1354eR nEe$i%e running

on one t j cal t j | i runni ng on the
ot her ofgthag:ecp ystl's%:r? fITB.C m‘ggés %ﬁgé;/ﬁ%%&%@/%%w -73 CLAIMS 1.
Appar at us [ ke ©ien 0o MBEr € HIPLEWIngG epay <8s- i -go phsdide i dlyatfed

custonmers, the apparatus conprising a rea .
using a number of different tariff structures singly or

simultaneously.

30



5 conmputer on which is set up at the request of each of said custoners at

| east one virtual machine for each of said custoners, said at |east one
virtual nggduhgsbher each of said custoners having a specif pgaidgnosReci fied
by the respective custoner. 10 2. Apparatus according to claim1, wherein
plural virtual machines are set up withi4Bthe real conputer for at |east
one of said custoners. 15 3. Apparatus according to claiml1l or claim?2

wher ei n thQRQéiEa§@a¥%£ﬁ%al machi ne for at |east one of said custoners is
virtual n

connected tO twork set up for said at | east one customer within
the real conputer. 20 4. Apparatus according to claim3, conprising a
virtual intrusion detection device for detecting,an attack on the virtual

' network. 5. AppaFataslavcheyi Fepid ahgrbrue| af nEliteal 4SeRyetRin 25 at

| east one virtual.mmachine,is.co LT I £ IS
connect abl ePT8V¥ l%?tE?EEfcﬁgtwgggeéggm%?E e%%s %2é?é %n oé %?ﬁ%r users
can conngctpsHChohRaGuRreaeesSrifasasdrabrseaRichnBaverbeeh prehloaded a
customer or other user via a said external network can only take 30 place
t hrough a vwitbathéi mesal bopulsp 92f08220 PORLEBOIADROBS--74 6. Apparat us
according to any of clains 1 to 4, wherein the or each virtual machine for
a particular custoner is connected to a virtual firewall that is dedicated
to that 5 custoner's virtual nmachine or machi nes, each virtual firewall
bei ng connectable to an external network to which each of said custoners
and/ or ot heregsersecaalanohagt such that access to a virtual nachine by a
custoner or other user via a said external network can only take place 10
t hroughl8 virtual firewall provided for that virtual nachine or machines.
7. Apparatus accqrding-t x-1 repn. Rl & LLe .,h$ Set up
within the real ¢8 5g%r?a§kg&g§gga@%§lgév%r?%gFgﬁagﬁ?he£?gr$§g%ﬁhgustoner
bei ng conneghedelOoz fik3t hBBEL opbrhbeny EyBakbnf sbEvabl-et bat alliodedi cat ed
to that custoner's virtual machine or nmachines, each virtual firewall
havi ng a seesemstiper bpegatersetiot seb ahft vakryn&hfoPRErBELNTs PIERUGESKSt hi n

the real conputer and that i,s, 20 .connectable tg a xternal ,n 8.
Apparatus_aé@Sr&PﬁdVFéu@IaVﬁF??aﬁh§F5Vﬁth5ngefgﬁg §8F?V82e45§%@%%?Fual
firewal L gis sﬁ%@%@%@\% z OThQ%eSgH?aMlech%%l mA9 WRkK ulBakneSpeebrdR iwist BIEN the
real conputer a that 1's connectable to"an external network. 9

Appar at us agdetidialg searvaty afithl aespettt 4o8eanheoéhert h&her extensaof one of
the virtual firewalls is inplenmented by a virtual nmachine on the rea

conput er, saleqoNyr MidcisGheyr eal PldocaEs: RRGhithE PRRNRLg Of SYREE™
ftware, 0.02/0322Q__75 PCT/.GRO 0 S
3? Crg{ﬁs 1 getwg ﬁngg/gggﬁgg #ggé%gﬁt%égpépg%%%hﬂ%egc%%%g;%gn 0 any

ural’ data storage ices and
at | east ongoHgyimeal storage subsystemthat is configured to 5 allow said
real data storage devices to emulate one or nore virtual storage devices.

11. App@matus according to claim 10, wherein the at |east
CONCLUSTION

The present invention and its preferred embodiments

have a number of benefits that serve to dramatically

25 increase the speed-to-market, cost-effectiveness,
flexibility, manageability, reliability and performance of
the virtual-hosted services in such a way as to
dramatically increase the market share of service providers
or other customers employing this invention. 1In

30 particular, the ability to allocate further resources in

terms of CPU capacity, main memory storage or secondary



one virtual storage subsystemis configured to enulate at 10 | east one
respective virtual storage device for each custoner. 12. Apparatus

accor di ngwlPyGdzddgm 10 or claim 11, conprising a detection geysae/§2052
detecting evidence of 15 malicious software or hostile attack signatures on

the at |east one virtual storage subsystt®m 13. Apparatus according to any
of clains 1 to 12, wherein the apparatus is configurable to provide at

| east one Qft AhddI&sariteRs sRimattestd named idof twinte comk ek MaAny
services; applications hosting services; database hosting services; data

war ehouse serat casstdwenw edfydhenieajeiait SRIHIGRP A &L PRI edi a

production services; "intellectual property" t ' g1=Telir} M ces;

25 sinple WRITRAS i%%r‘ﬁ%’&l c%?fﬁq"g%%-%oon@%cdz %Neg L{)%i ng segrg'_\eleiraces;
hi gh perfpr%@é@& LUMULAL | Qi SPY Y & CSapSt Bef Nl nPshaging eantral

. conferencing services; and,” | earni ng neuro_ conputer services. WO

U2/ 032205 PGId $R0AF O AR5 - 7B dphratphon sand alpsoralt thipn ohnkhefCi¥ains 1 to

13, conprising virtual private network software t rovi de_.an encyypted

comuni cat | kesekEeR| of drhe okt Eht PRV Pt ﬁ’@ﬁ“ ‘%“F%%S?ESB% %?ﬁsai d

virtual nmachines. 5 15, rat oL di ' { 14,
conpri si ng ?ﬁ’f‘f%lm%?l?%arﬁggge?m%f %‘?gr%‘gagp%%ﬁ%féﬁ?ﬁ‘éﬁ%ﬁd

communi cat i QR £Naopel cd T caPMBRINEEQ4EOA Detvepecttve eakt thaenvmbenadt
machi ne and an external conputer. |10 16. Apparatus according to any of

claims 1 tOpﬂﬁsigmhp¢P@$nynvtheu§¢abr$QﬁY%¥né@Eﬁka§B$tgﬁ?% to provide an
Pot ot ki 8ndt LB LEORUE ] PRtar OREEBrRoC Lo e AppoF ot O SEoPdi e T, any of
claims 1 to 18 SRAPLESHAGe VELDERELBRE VAL BoRSt BObKagel tuabe hblpcavede an
to virtual sérvers which exceeds the amount of physical
storage actually connected, allowing significant cost
savings to the service operator which may be passed on to
15 customers. Use of advanced virtual disk and tape systems
by the host real computer allows further consolidation of
storage space, reduced costs, and enhanced performance,
even though the operating systems and applications running
on the virtual servers see virtual disks and do not require
20 special software to be in place. Operational costs to run
and maintain server systems are significantly reduced due
to economies of scale and the greater reliability of
virtual server systems running on high-availability
hardware with managed hardware and storage systems.
25 Systems installation and configuration costs for services
are significantly reduced owing to the virtualisation of
the systems, the ability to replicate standard
configurations for use by customers, and the ability to
configure complex configurations of virtual servers and
30 virtual networks under software control. Start-up ventures

requiring systems capacity do not need to purchase and



encrypted conmuni cati on channel for conmuni cation between a virtual network
and an external conputer. 20 18. Apparatus according to any of clains 1 to

17, wher e hhgsheal conputer conprises plural physical coppyiiosoek®- I
conbi nation, a first apparatus according to any of 25 clains 1 to 18 and a

second apparatus that is substantially idgntical to said first apparatus,
the first and second apparatus being connected by a comruni cati ons channel

so that the se arat.us ca rovi de for, redundancy of the first
appar at us t hlglrsgc%y%t %D%rl&\ﬂ]d}%’ﬁfw%%éstteéqs ir étrb‘i}:éasfid'i Y19 1GF%Pe

appar at us { aixdtant 10V 0R2P GuP TGN ZR52 o f bealle A TRIfIR of

provi di ng one or no\rﬁejgcorrpluter services tor a ﬁoura)a I Sy' oﬁlggsoners, t he

- net hod conprissimyasheast epe cfepdraead tvinguyl FewrrdAlfogugiesr at the
request of each of said custoners at |east one virtual nachine fox each of
_sai d cust onEtEVISHSd APareded dhe sATRRAL AREhiing fservdaish mfowidars .

cust oner s5 hamig A SRee Jii i-qn? égg@ fd the.respective custoner. 10
21. A netho gg%or(% %%It%f% ai'm ) onéi)e(racﬁ:sol@r/fg cetos];t esﬁ)eoql%e‘i t%etﬁrltﬁ?s
plural virtusn nwchirees ddd iuch hatea o it o p ] d Rade@nieef said
custoners. 15 22. A nethod according to claim20 or claim21l, conprising
the steps ofRNSettingd eqpraanisafdomaamricesonry droasidashd dentsiaiad ly
custoners wi.thin. the real computer, .and connecting the _or each virtual
machi ne f or bé"gi o Isgé)?trag:r‘?ev Uite 591y SLa iy SHSSral BRI SHStERS A

met hod accor@ina@ it9 ¢agd He c&gmr j f (usi i qt ual

i ntrusion det elp??:ilo(rg{ déavi ce ?“gr et ggﬁ% tgn%egt%: g%}%or?%t ﬁ[e}%ve?r l}y net wor K.
25 24. AMetavedagecdodidng etve lanyamd icldiviRiud] teakd, coRdkd nigitde steps
of connecting at |east one virtual machine to _a virtual firewall, and
connecti ng BEFtekER Prrdeatad rdieiisatd om levedr off tha womEwad whi ch
custoners a t ' GRS ec u hat, ss.. Lo a 30 virtual
machi ne by %%r%tr%nggbﬁagﬁer use%’é\%,ataéﬁsgl&rl—x %ﬁ%ﬁ&?ﬁ% 95Et GB01/ 02952

_78_ ext er ngavieigeoclompaiednityy tpaoPlaate rdtidah idvelrtivy] ddpaweld - 25. A
met hod according to any of clainms 20 to 23, 5 conprising the Step of
connect i ng tA&dyareaserviemsudommaldnappdd catjant iandl/ar costtomer.to a
vi rtual fg’ rﬁ.vval | that is,dedicated to that custoner's virtual machine or

"~ a

machi nes GUESHAEYt CHECORET FERUFSFATSWSAR ©6 £3Sddversedvicedork to
whi ch each gf-c33iadaCkabais 33d/ss ;1 Qndn" %ruc‘l‘xs Hetrud FR P ¢y %.%glgeg] at

access to a virtual nmachine“by a custoner or other user via a sal ext er nal

net wor k caneanlsy,t ake phadeet enviglonmevitr icaal bl peeslelrviido Fiode dutatret hat
virtual machine or nmachines. 15 26. A nmethod according to claim?25, wherein

each virtuaPFFFW@%&PP'isc§€qu5§M%lﬁQ¥WH%§SréﬁmnéﬁﬂbﬁpeWFIFW@loﬁeéa@ﬁs

Vittual firsan PorRATERS FuSR s, e AR e e B s i e o

nmachi neg0 eadrantaeabf the capacity, manageability and performance
benefits provided by large-scale systems and storage
subsystems. Consolidation of multiple customer servers
onto one or more large virtual servers does not require
capital outlay by the customer; the service provider

25 balances capacity and capital outlay using highly tuned

business processes for managing the virtual hosting
business. Advanced network and host based security
intrusion detection systems can be run without interfering
with individual virtual servers, and without requiring

30 additiomal dedicated intrusion detection hardware.

Prototype, development and test systems can be easily



20 firewall having a second port connected to a virtual network that is set
up within the real conputer and that is connected to an external network.

27. A netqun %ﬁrding to claim26, wherein the second 25 wer&eefeesch
virtual firewa is connected to the sane virtual network that is set up
within the real conputer and that is cagpectable to an external network.
28. A nmethod according to any of clains 20 to 27, 30 conprising the step of
configuring at |east one vjrtual 02/ 03 I QZ9PHo 4t Sstorage
subsystem tcﬁLoé’rqdo%Sm tgrﬁ‘%él‘?te’acfn ﬁfvégeﬂsorogsggc#e:‘e\%ees o “emul ate one or
more vi rt ugl @i%ég)%&ﬁ\ééf&?-qﬁ%xﬁm&%mmmé@ ol ajomtex

conpri si ng f% step of configuring the at |east one virtual storage
subsyst em tgpefiduata dnd aaltsaneerespmgstihar Wkthiasecunktiyef anadld § or
each custoner. 30. A nmethod according, to claim?28 or%glain129, conpri sing

1.0 the stemfbaianptrtried VR FBATE Y ot defect ey WA Yence of

" malicious saoftware or_ hosti | i 4 8asd 1 s vi rtual
st orage gu%@?"@rﬁg Sﬁgr%ﬁ?‘rﬁlﬁo%%ﬁg%%ra | n%{{ :ﬁ?€$é@nﬁt%r onl behal f of

15 plural cusi@ums s, fheuret betbeospristdgatdieand epodfwanperating plural

virtual machines on the real conputer, each of_said plural virtual machi nes
havi ng a speechickogies spayilpe casey by rdepceerl ofkell? FABPLYRY oners in

d 1 th t ' to b ' ' hi
on benal T of thairt ebpiEentEl LaSak? | OF SeBidite fatir iy Hysidly TRCh b
the step OfSQPfiéééggn&'t ﬁ%i&&fiéﬁé.”B§@&@§ée§ﬂé6h§iébenge@f swapst er for

at | east one of said cus rs. 25 33. A nethod according to claim 31 or
claim 32 caepeivinguabessteprsimapebat cngckpointedl onesiakkdewr 2#d| east

one of relocated onto other hosting systems or hosting providers
at very high.speed for disaster recovery or other purposes.
Advanced computer services involving learning neuro-
computers may be provided to a number of organisations.
15 Advanced neuro-computers may be used to simulate one or
more virtual servers of a conventional type, allowing

future computer systems to execute legacy software and

provide legacy services.

20 It should be borne in mind that at present if an
organisation wishes for example to host an e-business
application online on the Intermet, contact would initially
have to be made with a hosting service provider with
adequate rack space in a hosting centre. Eight weeks would

25 then typically be spent procuring and installing the
customer-specific computer equipment and bringing the
system up to a sufficiently fault-free operational state.
In contrast, in accordance with the preferred embodiment,
once a specification for such infrastructure has been

30 determined by a customer and passed to a provider, which

would typically be done on-line, an entirely equivalent



said custoners within the real conputer, the or each virtual machine for

said at | east one custoner being 30 connected to said virtual network. WO
02/ 03220 \?805&55&801/02952 34. A nethod according to Clai%b%é}(ﬁBEREiSing
the step of ""7using a virtual intrusion detection device for é%ec I'ng an
attack on the virtual network. 5 35. A nefhod according to any of clainms 31

to 34, wherein at |east one virtual macHi“he is connected to a virtual

firewal

the or each virtual firewall bejng conpected to an external

net wor k t o Wikitarak (gYoren scamdberbeer@ht (e Beingn enHetY QicPehat
access to a virtual hi ne, ust oner._ o usger, Mj sal d external
net wor k carf—’”'bth"myEl ¥\ acgl%)%?%]u%ﬁ ‘5“\5%?% ugalllq)#\?éeﬂ/a$f.m%&% rrcg% hod

" according tp.ggny of claims 31 to 34, wherein 15 the or each virtual machine

for a particular custonmer is connected to a virtual firewall that is
dedi cated to that custoner s virtual machine or machi nes, each virtua

firewal

machi ne by
t ake pl ace

machi nes.

firewal

bei ng connected to an external petwor

k t id
cust omer? and/ orlot FR %%e?%eEaEhEBnﬁ%%Yl%%d%rﬁﬁﬁgﬁﬁf %%%é%EOY%A%és:rtua
-f&{?é:g{@éd%?oa 8reyﬁﬁé'ﬁ\(é§s a SRS EXLEERRE BELWDEKs i ol Y

provi-ded for that virtual machine or

is set up within the real

whi ch each p

rough a virtual firrewa
251 st Aetiei helly aet omihhaget thel nésd 3bor wheseomerach virt ual

h i s dedj d h ; ' . hi h
S L it L

10

15

20

25

30

offices of an IT outsourcing company, or within an Internet
hosting service provider’s offices, and instead make use of
virtualised IT infrastructure delivered by a hosting

service provider.

Moreover, as mentioned above, the service provider can
offer a total notional processor capacity, memory capacity
and a total storage capacity to the totality of customers
which in each case may exceed the actual processor
capacity, real memory capacity and real storage capacity
available in reliance on the fact that not all customers
will use all of their allocated processor capacity, memory
capacity and storage capacity all of the time. 1In
practice, the provider will monitor to ensure that the real
processor, memory or storage capacity is not approached or
exceeded, perhaps taking measures to add further real

capacity if needed.

Embodiments of the present invention will now be
described by way of example with reference to the

accompanying drawings, in which:

. conputer, the or each virtual machine
for each cuexerieisdeionscbanpteedreotheir ravnpprysdeat nhETvERYYRY firewal |



WO 02/ 03220 -81 PCT/ GB01/ 02952 network that is set up within the real
conputer and that is connected to an external network. 38. A nethod

accor di ngwW@eLd3bgn 37, wherein the second 5 port of each vi,&?;mlm/f,hggwall

is connected to .the sane virtual network that is set up wthin the rea

conputer and that is connectable to an aidernal network. 39. A nethod
according to any of clains 31 to 38, wherein 10 at | east one virtual
storage subsystemis provided and configured to allow nultiple real data
storage devices to enulate one or nore virtual storage devices. 40. A

met hod accordingg%g Ciaéﬁbﬁg,s¥ﬂ@ﬁ§iﬂc%fg§aé kst dra@peeVbftaal storage

subsystemis co ured to enulate at [eaSt one respective virtual storage
device for phphicasbt epetemddrchivetbarde afoor dnngmbodthentn 89 thecl ai m 40,
wherein a 20 detection device is_used for detecting evidence of nalicious
_ software orPFRSERT elBVEREKCS/ gBRures on the at |east one virtual storage
subsysteg1 42. A nethod according to any of clains 20 to 41, wherein 25 the
services provided include at | east one of the services selected from file,

data and archivipggsepviaems 80Rem&BiEQDTy st eREmPREVHELS; 1dgi8hBse
hosting services; data warehouse services; know edge management hosting
servi ces; dépsteamn avdhitprbubet conrespondeng tpnthel phyaaraldosysbperty” and

stream ng nedi a, services; _siwple web hosting services; conplex e-Commerce
web hostingag%ﬁ%F%%EPIﬁiaﬁ FiGure "t;

10 Fig. 3 shows schematically an example of an
alternative physical system architecture for an embodiment

of the present invention.

Fig. 4 shows schematically an example of a virtual
15 apparatus arrangement for an embodiment of the present

invention;

Fig. 5 shows schematically the connection of multiple
similar virtual server networks created on physically

20 separate real computers;

Fig. 6 shows schematically another example of an

embodiment of the present invention;

25 It is important to note that apparatus in accordance
with the preferred embodiment of the present invention

takes on two distinct parts, physical and virtual.

First, in the physical world, apparatus comprising
30 computer rooms, power supplies, servers, storage

subsystems, network switches and other physical apparatus



VWO 02/ 03220 PCT/ GB01/ 02952 -82 performance conputation services;
el ectroni ¢ nessagi ng and conferencing services; and, |earning

neuro-comﬁ&;os?ﬁrvi ces. 5 43. A nethod according to any gicG&paiiBeR0 to
42, conprising e step of using virtual private network software to

provi de an encrypted commruni cation chagggl for conmuni cati on between at

| east some of said virtual nmachines. 10°24. A nethod according to any of

clains 20 to 43, conprising the step of using virtual private,_network
sof t war e tbuptdynged ﬁcéﬁcgﬁpﬁéaeﬁﬁﬁﬁﬁnFEﬁFFgﬁrc SnHEPBfG? %o%%%%fcation

between at_| east one vir . TRChi 15 erQahrceanthees 45. A
nmet hod accB?Hfﬂﬁm?8c§n§°§§ﬁ%Eggngiggf?gﬂ4§?t%oﬁgfﬁsFﬁg fhe step gf.using
virtual priyatg nehwerktsefiEwapent ghppeyicdemancenoiyptietlisationi odtion
channel for 20 comruni cation between a first virtual network and a second

virtual netwmpite#6, Atortlgedaadcoedivagkee any of claims 20 to 45,
conprising the step of using virtual private network 25 software to provide
an encr$pted conmmuni cati on channel for communication between a virtual

network and an extenAdl, CuBULCEnst b1 ful! Haénahepr autdone bam a plurality
of custoners one of “rlor'e conputer services selected from file, data and

ar chi vi ng sepyhges reeppldlcatieandeastibed perevicwslydaeasgsdes v§O 02/ 03220
-83 PCT/ @801/ 02952 hosting services; ,data warehouse servi.ces; know edge
managenent appsrRsySsar@ constaugtes inedhg pW&&%@PioW°§ i‘ces;
"intellectual property"” and stream ng nedia services; sinple web hosting
services; conpl ex e-Conmerce

10 Though there are performance and capacity
considerations, it should be noted that in general the
actual configuration of the physical apparatus is not
dependent on the configuration of the virtual apparatus or
vice versa. This unique property means that virtual

15 apparatus constructed on one particular physical apparatus
type to deliver a service can be successfully relocated
onto different physical apparatus of a different design or
scale without the need for physical reconfiguration or
patching as would conventionally be required. Once the

20 wvirtual hosting system is assembled, subject to performance
and capacity constraints, in general any design of virtual

systems configuration can be assembled on it.

25 Physical and Logical System Architectures

Figure 1 shows schematically an example of a physical
system architecture for an embodiment of the present
invention and illustrates the interrelationships between

30 hardware components. Figure 1 shows how all services can

be delivered using a common virtual server infrastructure



5 web hosting services; high performance conputation services; electronic
nmessagi ng and conferencing services; and, |earning neuro-conputer services;
the nmet hody§9amihei N the steps of: setting up on a real cogpimh st he
request of eac 10 of said custoners at Ieast one virtual machine for each
of said custoners, said at |east one VIF%% machi ne for each of said
custoners having a specification determified i n accordance with the conputer
service or services requested by said custonmer. 15 48. A nethod according
to any of chathiéteotused7, Thengragran thustéptes weei af EBEdfallo@asg one
virtual machine Eron1a farst real co uterdto econd real conp
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and memory configurations (for example 2 terabytes per

25 computer) and installed in each of the computer rooms
60,61. Storage area network (e.g. Fibrechannel) and Local
Area Network (e.g. Gigabit Ethernet or ATM) interface cards
are installed in each of the individual servers 62. Out-
of-band console management subsystems 63 are connected via

30 a real network 64 to allow start-up, configurationm,

control, monitoring and shutdown of the individual servers
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backed up by the storage subsystems 65.

5 Storage Area Network switches are installed in each of
the computer rooms 60,61 and the server 62, virtual storage
65 and virtual disk/tape subsystems 67 are connected to
each other and the Storage Area Network switches using a
Storage Area Network 69. Cross-over connections between
10 the computer rooms 60,61 are also provided by the Storage

Area Network 69.

Two or more high-speed network switches (e.g. Gigabit
Ethernet) 70 are installed in each of the cowmputexr rooms
15 60,61 to carry customer traffic. The high-speed network
switches 70 are comnected together via a real network 71

and to each of the individual real servers 62.

Two or more high-speed security firewall appliances 72
20 are installed in each of the computer rooms 60,61 and
respectively connected to the real networks 71 to which the
high-speed network switches 70 are connected. The firewall
appliances 72 are connected to one or more external
networks 100, which might include the Internet, at high
25 speed (e.g. 2.4Gbps). Intrusion detection sensors 73 are
installed and connected to the high-speed network switches

70.

The control consoles 63 are installed and
30 interconnected with the various system components as

required to manage and control the various system
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Referring now to Figure 2, there is shown
schematically an example of a logical system architecture
corresponding to the physical system architecture shown in
.Figure 1 and the interrelationships of hardware and

10 software modules. Figure 2 illustrates how all services
can be delivered using a common virtual server |
infrastructure. The diagram illustrates use of the
following variations and enhancements: Ewo levels of
storage virtualisation; advanced secondary virtual disk and

15 tape subsystems; and, checkpointing, archiving and disaster

recovery of virtual servers using Storage Area Networks.

Referring now to Figure 2, virtual storage arrays 80

are configured to provide operating system load and

20 page/swap space for the racks of servers and/or parallel
computers 62 in each of the computer rooms 60,61 of Figure
1. Real Operating System software 81 is installed on the
server systems 62 which use a virtual storage array 80,
such as a virtual disk and tape storage system 80, as their

25 primary disk system. The server systems 62 are then
started and booted up. Virtual machine operating software
82 is then installed on the server systems 62, together
with required configuration and control software. 1In
optimised configurations, functions of the real operating

30 system 81 and virtual machine operating software 82 are

closely combined to optimise performance. Resource
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(2 and stored within configuration and virtual storage

container files and include virtual machine operating
systems 84 and application and/or server software 85 for
the different customers A,B,C,D,E. A plurality of first-
level virtual disks (B) within the virtual servers 83 are
10 stored as second-level virtual disks. Second-level virtual
disk partitions or container files on the virtual disk and
tape storage'systems 80 are attached to the real computer
operating systems 81 and virtual machine software 82. The
virtual disk and tape storage systems 80 provide a further
15 1level of virtualisation by spreading data across real
physical disks and tapes in a way which optimises
efficiency, performance and capacity. Storage management
systems are configured when using two levels of storage
virtualisation to cooperate with the virtual machine
20 operating software 82 to optimise storage space efficiency,
utilisation and performance. Software interfaces to
customer-oriented configuration, reporting, control and
management systems (not shown) are set up, which allow
customers to pay for, configure and set up interconnected
25 networks of virtual servers, optionally using graphical
user interfaces. Scanning intrusion detection system
daemons are also preferably started to automatically scan
all attached system storage for fingerprints of hostile or
malicious software or attack patterns.

30
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Example Physical Apparatus Degign 1:

This design for the physical apparatus is based, for
illustrative purposes, on construction of the physical .
10 apparatus using public prior art technology building blocks

from IBM and VMware which are commercially available.

A computer room is prepared with air conditioning and
clean, redundant three-phase power supplies (three phase
15 power typically being required for larger storage
subsystems) . A similar computexr room is constructed some
distance away, within the limitations of the storage area

network interconnection systems

20 Referring now to Figure 3, a standard 19 inch (approx.
48cm) width industrial equipment rack is prepared and four
IBM Netfinity x370 servers Al,B1,C1,Dl configured with
eight Pentium III Xeon 933MHz 2MB cache processors and 4GB
main memory (expandable to 32GB) are installed. No local

25 disk storage is installed within thé servers. Ultra-fast
Wide SCSI adapter cards A2,B2,C2,D2 are fitted into each of
the servers, together with two Fibrechannel adapters
A3/A4,B3/B4,C3/C4,D3/D4. The two Ultra-wide SCSI channels
per system are used primarily for system booting and other

30 system management storage purposes. The two Fibrechannel

adapters per system are used primarily for the purpose of
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Assuming the systems Peripheral Component Interconnect
(PCI) bus runs at 66 MHz and is 64 bits wide, the maximum
burst transfer rate on a single PCI bus is 528
Mbytes/second, whereas the peak burst Input/Output

10 throughput of the Fibrechannel connection is 100

Mbytes/second.

The keyboard/video/mouse comnsole connections for the
four systems are connected directly to keyboards, monitors
15 or mice directly, via a Keyboard/video/Mouse switch, or via
an advanced system management PCI adapter card. At least
two Gigabit Ethermet PCI cards are fitted to each server,
one Al10,B10,C10,D10) for primary network connections
between virtual machines and external networks which link

20 to customers, the other for service management purposes.

The storage subsystem part of the apparatus is
constructed using an IBM Enterprise Storage System F20
storage array 14, which is fully configured with arrays of

25 36GB disks 15, eight Fibrechannel adaptexrs and
interconnects A6/A7,B6/B7,C6/C7,D6/D7, and two dual-port
SCSI adapters and interconnects A5,B5,C5,D5, used for
provisioning of main virtual machine disk storage and
system booting/management respectively. An additional SCSI

30 adapter and intercomnect 18 and pair of Fibrechannel

adapters and interconnects 19,20 is used for a further
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to optimise disk performance. Currently the maximum is

10 32GB, and the disks for virtual machine data storage are
configured as RAID-5 arrays at the current maximum size,

limited by the IBM ESS 14, of 224GB.

The IBM ESS 14 is configured to provide 2 terabytes of

15 storage on average to each of the four connected x370
processing servers, as five 224GB Fibrechannel direct-
connected virtual disks per each of the two Fibrechannel
interfaces, plus a further four system disks of 18GB
provided to each of the four connected servers via the SCSI

20 interfaces. In this configuration, the IBM X370 servers
Al,B1,Cl1l,D1 "see" single SCSI or Fibrechannel disks;
whereas the IBM ESS storage array 14 virtualises the
internal disks which are arranged as RAID arrays for
performance and reliability, and connected via a large

25 memory cache. This relieves the operating system kernel
running on each of the x370 servers Al,B1,Cl,Dl of having

to manage a RAID disk system or provide memory cache.

The primary Gigabit Ethernet interfaces on the four
30 IBM x370 servers Al,Bl,Cl,D1 are connected to a high-speed

Gigabit Ethernet switch 2 (such as those manufactured by
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An Ethernet port 10 of the IBM ESS storage array 14,
the separate storage systems management server 5, the ESS
console computer 4 (a separate workstation running

10 Microsoft Windows NT and special systems management
software), other systems provisioning and management.
gystems 7,8,9, and local area network 6, are also connected

to the second Gigabit Ethernet switch 3.

15 A second physical apparatus of the type described
above located in a geographically separate location can be
constructed and interconnected with the first, for example

by means of Gigabit Ethernet and IBM ESCON.

20 Once the physical apparatus is assembled, the base
operating software of each of the various network and
storage devices is loaded and comfigured to present the
network and storage facilities as described above, though
at this stage the IBM x370 servers need not be started.

25 Then, to create the virtual machine environments, VMware
ESX software is loaded onto one of the x370 servers and
installed on the 18GB system disk provisioned to it by the
TBM ESS. Once installed, the VMware software is started
and virtual machines and virtual networks can then be

30 configured manuaily or automatically by means of online

configuration tools to provide virtual machine environments
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Once the system is started and customer virtual
machines are being created and utilised as discussed
further below, a number of systems management and
performance software tools can be used to optimise overall

10 systems performance in a way which would be prohibitive
from a manpower perspective on smaller systems. For
example, facilities provided by the IBM ESS allow disk
storage capacity and performance to be managed pro-actively
using a single management console and performance

15 bottlenecks eliminated.

Example Physical Apparatus Design 2:

20 In this design, the apparatus is assembled much as in
design 1 described above except that the four IBM x370
servers are replaced by a single NUMA massively parallel
server, such as an IBM x430 64 processor server, or similar
server of similar or greater processing capacity available

25 from other hardware manufacturers. This has the advantage
of allowing a single hosting system image to be used, which
simplifies storage management and systems management
significantly, thereby reducing operating costs. This
massively parallel server is connected to the storage

30 subsystem by multiple Fibrechannel or IBM ESCON interfaces

to provide very high Input/Output bandwidth between the
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will need to be designed to operate properly omn a machine
of different physical architecture and make use of storage
Area Networks, though as stated previously, the

configurations of virtual systems apparatus which are

10 possible are unaffected.

Example Physical Apparatus Design 3:

15 In this design, a very basic configuration is
described, which is suitable for only small scale hosting
work and which may not deliver the significant economy-of-
scale benefits in terms of floor space, systems capacity,
and especially systems management and support as the more

20 complex designs described above.

A physical operating environment comprising floor
space, power, and air conditioning is prepared. A single
4-way processor server (such as a Dell Poweredge 6400) is

25 configured with 4GB of physical memory, a split 4x2 disk
backplane, internal RAID controller, eight 36GB disks, and
two Gigabit Ethernet network adapter cards, one for
connection to the customer via a network, the other for
connection to a systems management network.

30
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prov1de virtual machine environments to meet customer

requirements.

10 “Virtual Apparatus” Construction

Reference is now made to Figure 4 which shows
schematically an example of a virtual apparatus for an
embodiment of the present invention. The example shown in

15 Figure 4 makes use of virtual networks within a real
server, virtual security firewalls, embedded virtual

private networks, and security intrusion detectiomn.

One or more virtual servers VS, (two being shown in

20 Figure 1) are created for a first customer A within a real
computer 30 using virtual machine software. Software
system management programs are used to control
configurations within the virtual machine software. A
first virtual network VN, for the first customer A is

25 created inside the real computer 30 to which customer A's
virtual servers VS, are connected by means of the virtual
machine software. A further virtual server 31 is created
on which an operating system and intrusion detection
software system is installed, the further virtual server 31

30 also being connected to the first virtual network VN,.
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"3@0% & () ref 10%MBut by Y30%Rith- in turn is physically connected to a

(potentially insecure) external network (such as the
Internet) 100. Customer A's real local area network LAN,
connects to the extermal network 100 via a server 36

10 running firewall and virtual private network software.
Firewall operating systems and software are installed on
the virtual éerver 32 and software is programmed with
required access and logging rules. Virtual Private Network
software is also installed on the firewall virtual server.

15 32 and connections programmed to connect the customer’s
network LAN, to the virtual network VN, via an encrypted
secure channel. Thus, only customer A can access customer
A's virtual network VN, and virtual servers VS,. AsS
mentioned, customer A will typically have a hardware

20 firewall system running firewall and Virtual Private
Network software on the real server 36 interposed between
customer A's network LAN, and the external network 100.
Customer A's individual workstations WS, are shown conmected
to customer A's network LAN,. An intrusion detection system

25 37 is preferably installed between the external network 100

and the real host computer 30.

Unless the virtual servers VS, have been previously
pre-loaded with software, operating system software and

30 applications are installed onto the virtual servers.
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The same process can be repeated for additiomal,
10 unconnected customers B and C and the joint venture JV, as

indicated schematically in Figure 4.

Figure 5 shows schematically how multiple similar

virtual server networks created on physically separate (and

15 possibly geographically distant) real computers 30,30' can
be interconnected using virtual private network technology.
As will be understood from Figure 5, a first real computer
30 is set up as described above with reference to Figure 4
to provide virtual networks VN with virtual servers VS for

20 plural customers A,B,C,JV. The virtual "super" network 35
of the first real computer 30 is connected via the external
network 100 to a virtual "super" network 35' of a second
real computer 30' that is set up in a corresponding manner
to provide a second set of virtual networks VN' with

25 virtual servers VvS' for the plural customers A,B,C,JV.
Each customer's virtual servers VS,VS' appear to the
customer as if they are on the same (real) network. A
large number of other customers' systems can be similarly
constructed in virtual space to share the same hardware

30 systems.
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5 according to different customers’ requirements.

An example of a Web hosting configuration which can
provide services to a broad customer base is illustrated
schematically in Figure 6. Services that can be delivered

10 through this arrangement include "intellectual property"
and streaming media services, simple Web hosting services,
and complex e-commerce Web hosting services. The example
shown makes use of virtual networks within the real server;
virtual security firewalls, including virtual multi-port

15 firewalls; and, security intrusion detection. The example
shown can in particular provide security-protected
transactional Web services to a large number of users on an
external network, in addition to providing secure virtual
private network connections to the customer who "owns" the

20 e-commerce system hosted on the real computer 30.

In the particular example of a complex Web hosting
system shown in Figure 6, for a first customer A, a two-
port security firewall is created by creating a virtual

25 server 120 having two virtual network comnections 121,122
and on which a firewall operating system and firewall
software is installed. One port 121 is connected to the
"super" virtual network 35 which connects to a real
external network interface 100. The other port 122 is

30 connected to a first virtual network 123 (DMZ1l) commonly
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which an operating system and Web server software is
installed. One port 125 is connected to the first virtual
network 123 (DMZ1l) and the other port 126 is comnnected to a
second virtual network 127 (DMZ2) within the real computer

10 30.

A four port firewall is created by creating a further
virtual server 128 having four virtual network connections
129,130,131,132 and on which firewall operating system and

15 firewall software is installed. A first port 129 is
connected to the first virtual network 123 (DMZ1), a second
port 130 is connected to second virtual network 127 (DMZ2),
and the further two ports 131,132 are each connected to
separately created virtual networks 133,134 which

20 respectively connect to one of two further virtual servers
135,136 which are created within the real computer 30. One
of the further virtual servers 135 is configured with an
operating system and loaded with application software. The
other further virtual server 136 is configured with an

25 operating system and loaded with database management system
software. Virtual disks 140 are attached to the virtual
servers of the sizes required by the customer or the

application.
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functioning of the application. A yet further virtual
server 137 is created on which intrusion detection software
system is installed, the further virtual server 137 also
being connected to the first virtual network 123 (DMZ1).
10
Virtual private network connections may be made to
conventional servers on customer A’s networké or to
additional virtual server networks in the manner described
above.
15
The system appears to users X and Y of the service and
the customer A as a "complex Web" hosting system

constructed out of discrete physical servers and firewalls.

20 A large number of other customers’ Web hosting and
e-commerce systems can be similarly constructed in virtual
space to share the same hardware systems as shown
schematically in Figure 6 for further customers B and C,
each of whom may require very different arrangements,

25 configurations and capacities of virtual server, firewall,

disk and network apparatus.

Further emhancements may be made using one or more of
the variations and enhancements discussed above. For
30 example, configuration of virtual servers can be performed

by the customer using a Web-based system configurator;
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10 isolation.

Embodiments of the present invention have been
described with particular reference to the examples
illustrated. However, it will be appreciated that

15 variations and modifications may be made to the examples
described within the scope of the present invention. For
example, it may be desirable to provide for a “ tunnel”
between two real physical machines in order to allow for
direct communication along a back-channel between one

20 wvirtual machine running on one of the physical machines and
another wvirtual machine running on the other of the

physical machines.
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customers at least one virtual machine for each of said
customers, said at least one virtual machine for each of
said customers having a specification specified by the
respective customer.

10
2. Apparatus according to claim 1, wherein plural virtual

machines are set up within the real computer for at least

one of said customers.

15 3. Apparatus according to claim 1 or claim 2, wherein the
or each virtual machine for at least one of said customers
is connected to a virtual network set up for said at least

one customer within the real computer.

20 4. Apparatus according to claim 3, comprising a virtual
intrusion detection device for detecting an attack on the

virtual network.

5. Apparatus according to any of claims 1 to 4, wherein
25 at least one virtual machine is connected to a virtual
firewall that is connectable to an external network to
which customers and/or other users can connect such that
access to said at least one virtual machine by a customer
or other user via a said external network can only take

30 place through a virtual firewall.
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the or each virtual machine for a particular cﬁstomer is’
connected to a virtual firewall that is dedicated to that
5 customer's virtual machine or machines, each virtual

firewall being connectable to an extermal network to which
each of said customers and/or other users can connect such
that access to a virtual machine by a customer or other
user via a said external network can only take place

10 through a virtual firewall provided for that virtual

machine or machines.

7. Apparatus according to claim 6, wheréin each virtual
firewall is set up within the real computer, the or each

15 wvirtual machine for each customer being connected to a
first port of the virtual firewall that is dedicated to
that customer's virtual machine or machines, each virtual
firewall having a second port connected to a virtual
network that is set up within the real computer and that is

20 connectable to an external network.

8. Apparatus according to claim 7, wherein the second
port of each virtual firewall is connected to the same
virtual network that is set up within the real computer and

25 that is connectable to an external network.

9. Apparatus according to any of claims 5 to 8, wherein
the or at least one of the virtual firewalls is implemented
by a virtual machine on the real computer, said virtual

30 firewall virtual machine running firewall software.
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least one virtual storage subsystem that is configured to
5 allow said real data storage devices to emulate one or more

virtual storage devices.

11. Apparatus according to claim 10, wherein the at least
one virtual storage subsystem is configured to emulate at
10 least one respective virtual storage device for each

customer.

12. Apparatus according to claim 10 or claim 11,
comprising a detection device for detecting evidence of
15 malicious software or hostile attack signatures on the at

least one virtual storage subsystem.

13. Apparatus according to any of claims 1 to 12, wherein
the apparatus is configurable to provide at least one of

20 the services selected from: file, data and archiving
services; applications hosting services; database hosting
services; data warehouse services; knowledge management
hosting services; digital media production services;
nintellectual property" and streaming media services;

25 simple web hosting sexrvices; complex e-Commerce web hosting
services; high performance computation services; electronic
messaging and conferencing services; and, learning neuro-

computer services.
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5

15. Apparatus according to any of claims 1 to 14,
comprising virtual private network software to provide an
encrypted communication channel for communication between
at ‘least one virtual machine and an external computer.

10
16. Apparatus according to amy of claims 1 to 15,
comprising virtual private network software to provide an
encrypted communication channel for communication between a
first virtual network and a second virtual network.

15
17. Apparatus according to any of claims 1 to 16,
comprising virtual private network software to provide an
encrypted communication channel for communication between a
virtual network and an external computer.

20
18. Apparatus according to any of claims 1 to 17, wherein

the real computer comprises plural physical computers.

19. In combination, a first apparatus according to any of
25 claims 1 to 18 and a second apparatus that is substantially
identical to said first apparatus, the first and second
apparatus being connected by a communications channel so
that the second apparatus can provide for redundancy of the
first apparatus thereby to provide for disaster recovery if

30 the first apparatus fails.
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settlng up on a real computer at the request of each
of said customers at least one virtual machine for each of
said customers, said at least one virtual machine for each
of said customers having a specification specified by the
respective customer.

10

21. A method according to claim 20, comprising the étep of
setting up piural virtual machines within the real computer

for at least one of said customers.

15 22. A method according to claim 20 or claim 21, comprising
the steps of setting up a virtual network for at least one
of said customers within the real computer, and connecting
the or each virtual machine for said at least one customer
to said virtual network.

20
23. A method according to claim 22, comprising the step of
using a virtual intrusion detection device for detecting an

attack on the virtual network.

25 24. A method according to any of claims 20 to 23,
comprising the steps of connecting at least one virtual
machine to a virtual firewall, and connecting the or each
virtual firewall to an external network to which customers
and/or other users can connect such that access to a

30 virtual machine by a customer or other user via a said
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machine for a particular customer to a virtual firewall
that is dedicated to that customer's virtual machine ox
machines, and connecting each virtual firewall to an
external network to which each of said customers and/ox
10 other users can connect such that access to a virtual
machine by a customer or other user via a sald external
network can 6nly take place through a virtual firewall

provided for that virtual machine or machines.

15 26. A method according to claim 25, wherein each virtual
firewall is set up within the real computer, the or each
virtual machine for each customer being comnnected to a
first port of the virtual firewall that is dedicated to
that customer's virtual machine or machines, each virtual

20 firewall having a second port connected to a virtual
network that is set up within the real computer and that is

connected to an external network.

27. A method according to claim 26, wherein the second
25 port of each virtual firewall is connected to the same
virtual network that is set up within the real computer and

that is connectable to an external network.

28. A method according to any of claims 20 to 27,

30 comprising the step of configuring at least omne virtual
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emulate at least one respective virtual storage device for

each customer.

30. A method according to claim 28 or claim 29, comprising
10 the step of using a detection device for detecting evidence
of malicious software or hostile attack signatures on the

at least one virtual storage subsystem.

31. A method of operating a real computer on behalf of
15 plural customers, the method comprising the step of:
operating plural virtual machines on the real
computer, each of said plural virtual machines having a
specification specified by a respective one of the
customers in accordance with a computer service to be

20 provided by the virtual machine on behalf of that customer.

32. A method according to claim 31, comprising the step of
operating plural virtual machines within the real computer
for at least one of said customers.
25

33. A method according to claim 31 or claim 32, comprising
the step of operating a virtual network for at least one of
said customers within the real computer, the or each
virtual machine for said at least one customer being

30 connected to said virtual network.
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at least one virtual machine is connected to a virtual
firewall, the or each virtual firewall being comnnected to
an external network to which customers and/or other users
10 can conuect such that access to a virtual machine by a
customer or other user via a said external network can only

take place through a virtual firewall.

36. A method according to any of claims 31 to 34, wherein
15 the or each virtual machine for a particular customer is
connected to a virtual firewall that is dedicated to that
customer's virtual machine or machines, each virtual
firewall being connected to an extermal network to which
each of said customers and/or other users can connect such
20 that access to a virtual machine by a customer or other
user via a said external network can only take place
through a virtual firewall provided for that virtual

machine or machines.

25 37. A method according to claim 36, wherein each virtual
firewall is set up within the real computer, the or each
virtual machine for each customer being connected to a
first port of the virtual firewall that is dedicated to
that customer's virtual machine oxr machines, each virtual

30 firewall having a second port conmnected to a virtual
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that is connectable to an external network.

39. A method according to any of claims 31 to 38, wherein
10 at least one virtual storage subsystem is provided and
configured to allow multiple real data storage devices to

emulate one or more virtual storage devices.

40. A method according to claim 39, wherein the at least
15 one virtual storage subsystem is configured to emulate at
least one respective virtual storage device for each

customer.

41. A method according to claim 39 or claim 40, wherein a
20 detection device is used for detecting evidence of
malicious software or hostile attack signatures on the at

least one virtual storage subsystem.

42. A method according to any of claims 20 to 41, wherein
25 the services provided include at least one of the services
selected from: file, data and archiving services;
applications hosting services; database hosting services;
data warehouse services; knowledge management hosting
services; digital media production services; "intellectual
30 property" and streaming media services; simple web hosting

services; complex e-Commerce web hosting services; high
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44. A method according to any of claims 20 to 43,

comprising the step of using virtual private network

software to provide an encrypted communication channel for

communication between at least one virtual machine and an

15 external computer.

45. B method according to any of claims 20 to 44,

comprising the step of using virtual private network

software to provide an encrypted communication channel for
20 communication between a first virtual network and a second

virtual network.

46. A method according to any of claims 20 to 45,
comprising the step of using virtual private network

25 software to provide an encrypted communication channel for
communication between a virtual network and an external

computer.

47. A method of providing for a plurality of customers one
30 or more computer services selected from: file, data and

archiving services; applications hosting services; database
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hosting services; data warehouse services; knowledge
management hosting services; digital media production
services; "intellectual property" and streaming media
services; simple web hosting services; complex e-Commerce
web hosting services; high performance computation
services; electronic messaging and conferencing services;
and, learning neuro-computer services; the method
comprising the steps of:

setting up on a real computer at the request of each
of said customers at least one virtual machine for each of
said customers, said at least one virtual machine for each
of said customers having a specification determined in
accordance with the computer service or Services requested

by said customer.

48. A method according to any of claims 20 to 47,
comprising the step of moving said at least one virtual
machine from a first real computer to a second real

computer.



