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UNTRUSTED ENVI RONVENT FI ELD OF THE | NVENTI ON [ 00011 This invention rel ates
in general to the field of conputer secuﬂity. More particularly, this

i nvention relates to the use of plural execution environnents (e.g.,
operating systens) on a single conmputing device, and provi des techni ques
that support the trustworthiness of such operating systens or
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110, as shown in Figure 2, a "right-hand side" (RHS) security system
works in conjunction with a traditional "left-hand side" (LHS) system and
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of software at once. For example, typical multi-tasking operating systems can run several

application programs at once on a single machine. In view of this and the evolution of a
shared, open network (i.e., the Internet), security and privacy have become two important
and difficult issues facing the computer industry. As the personal computer grows more
central to home, work, and school, consumers and business customers alike are
increasingly aware of privacy and security issues. Improving the ability of software and
hardware to protect the integrity of digital information and the privacy of computer users
has become a critical focus for both software developers and hardware manufacturers.
Microsoft Corporation, Redmond, WA has introduced the Next-Generation Secure
Computing Base (NGSCB) personal computer platform which provides security and
privacy in an operating system.

[0003] In the conventional NGSCB within a computer 110, as shown in Figure
2, a “right-hand side” (RHS) security system works in conjunction with a traditional
“left-hand side” (LHS) system and central processing unit (CPU). The RHS is designed
to protect against malicious software while preserving the operating system’s openness.

With NGSCB, applications run in a protected memory space that is highly resistant to



that both the LHS and RHS use. The LHS and RHS are a | ogical, but
physically enforced, division or partitikhoning of the conputer 110. [0004]
The LHS conprises traditional applications 205, 210, such as Mcrosoft(r)
Wrd(r) and Mcrosoft(r) Excel(r), along with a conventional operating
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software SlAGH: agents to run. In other words, the nexus 251 will run any agent that the machine
owner tells it to run. The machine owner may also tell the nexus what not to run.
[0006] The nexus 251 isolates trusted agents 255, 260, manages
communications to and from trusted agents 255, 260, and cryptographically seals stored
data (e.g., stored in a hard disk drive). More particularly, the nexus 251 executes in
kernel mode in trusted space and provides basic services to trusted agents 255, 260, such
as the establishment of the process mechanisms for communicating with trusted agents
and other applications, and special trust services such as attestation of a hardware /
software platform or execution environment and the sealing and unsealing of secrets.
Attestation is the ability of a piece of code to digitally sign or otherwise attest to a piece
of data and further assure the recipient that the data was constructed by an unforgeable,
cryptographically identified software stack. '
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[0010] Sealed storage allows the user to encrypt information so that it can only
be accessed by a trustworthy application. This can include just the application that
created the information in the first place, or any application that is trusted by the
application that owns the data. Therefore, sealed storage allows a program to store
secrets that cannot be retrieved by nontrusted programs, such as a virus or Trojan horse.

[0011] Strong process isolation provides a trusted space by carving out a secure
area (the RHS). Operations that run on the RHS are protected and isolated from the LHS,
which makes them significantly more secure from attack.

[0012] NGSCB also provides secure input and output. With NGSCB,
keystrokes are encrypted before they can be read by software and decrypted once they
reach the RHS. This means that malicious éoﬂware cannot be used to record, steal or
modify keystrokes. Secure output is similar. The information that appears onscreen can

be presented to the user so that no one else can intercept it and read it. Taken together,



nodi fy keystrokes. Secure output is simlar. The information that appears
onscreen can be presented to the user sp that no one el se can intercept
it and read it. Taken together, 4 these things allow a user to know with
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with an application, and tB@MM)iRWONI‘IHQmVEmQ:?' rs its associ ated
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agent may szp/pmmpt prohi bi t or nodi fy an untrusted envi ronnment event
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P behaviors that may méxcge ag attack. )i"he trusted nature of the monitor agent allows

these events/behaviors to be detected and reported reliably, thereby projecting
trustworthiness of the trusted environment into the untrusted environment. The ‘base
monitoring agent may approve, prohibit or modify an untrusted environment event
reported to or discovered by the monitoring agent. Reported to covers cases such as the
hardware reporting an attempt to move the GDT (global descriptor table) to the nexus
which would in turn report it to the base monitoring agent, for example. Discovery
would be a case in which the base monitoring agent (for the OS) or a monitoring agent
(for some application) discovers a problem by scanning the memory of the un-trusted
application, for example.

[0017]  For another embodiment, the base monitoring agent responds to input
received from a secure input. For example, the base monitoring agent may refuse to
allow changes to the untrusted environment without receiving approval via a secure
input. As another example, the base monitoring agent may refuse to allow changes to the
untrusted environment unless the changes are described by a package that is signed by an

approved party.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0021] The foregoing summary, as well as the following detailed description of
preferred embodiments, is better understood when read in conjunction with the appended
drawings. For the purpose of illustrating the invention, there is shown in the drawings
exemplary constructions of the invention; however, the invention is not limited to the
specific methods and instrumentalities disclosed. In the drawings:

[0022] Figure 1 is a block diagram showing an exemplary computing
environment in which aspects of the invention may be implemented;

[0023] Figure 2 is a block diagram of an existing NGSCB system having both
trusted and untrusted environments;

[0024] Figure 3 is a block diagram of an exemplary projection system in
accordance with the present invention; and

[0025] Figure 4 is a flow chart of an exemplary method of projection in

accordance with the present invention.



[0023] Figure 2 is a block diagram of an existing NGSCB system havi ng both
trusted and untrusted environnments; [00g4] Figure 3 is a block diagram of
an exenplary projection systemin accordance with the present invention;
and [0025] Figure 4 is a flow chart of an exenplary nethod of projection
in accordance with the present invention. 6 DETAI LED DESCRI PTI ON OF
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requirenent relating to ﬁn¥ one or conbi nation of conponents illustrated
in the exdd “lfﬁgjoa{?? Bl eRNONBI¥Rent 100. [0028] The invention is
operational with nunerous other general purpose or special purpose
conmputing system environnments.or configurations. Exanples of well

. Example Computing Environment

[0027] Figure 1 illustrates an example of a suitable computing system
environment 100 in which aspects of the invention may be implemented. The computing
system environment 100 is only one example of a suitable computing environment and is
not intended to suggest any limitation as to the scope of use or functionality‘of the
invention. Neither should the computing environment 100 be interpreted as having any
dependency or requirement relating to any one or combination of components illustrated
in the exemplary operating environment 100.

[0028]  The invention is operational with numerous other general purpose or
special purpose computing system environments or configurations. Examples of well
known computing systems, environments, and/or configurations that may be suitable for
use with the invention include, but are not limited to, personal computers, server
computers, hand-held or laptop devices, multiprocessor systems, microprocessor-based
systems, set top boxes, mobile phones, programmable consumer electronics, network
PCs, minicomputers, mainframe computers, distributed computing environments that

include any of the above systems or devices, and the like.
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Electronics Standards Association (VESA) local bus, and Peripheral Component

Interconnect (PCI) bus (also known as Mezzanine bus).

[0031]  Computer 110 typically includes a variety of computer readable media.
Computer readable media can be any available media that can be accessed by computer
110 and includes both volatile and non-volatile media, removable and non-removable
media. By way of example, and not limitation, computer readable media may comprise
computer étorage media and communication media. Computer storage media includes
both volatile and non-volatile, removable and non-removable media implemented in any
method or technology for storage of information such as computer readable instructions,
data structures, program modules or other data. Computer storage media includes, but is
not limited to, RAM, ROM, EEPROM, flash memory or other memory technology, CD-
ROM, digital versatile disks (DVD) or other optical disk storage, magnetic cassettes,

magnetic tape, magnetic disk storage or other magnetic storage devices, or any other
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[0033] The computer 110 may also include other removable/non-removable,

volatile/non-volatile computer storage media. By way of example only, Figure 1
illustrates a hard disk drive 140 that reads from or writes to non-removable, non-volatile
magnetic media, a magnetic disk drive 151 that reads from or writes to a removable, non-
volatile magnetic disk 152, and an optical disk drive 155 that reads from or writes to a
removable, non-volatile optical disk 156, such as a CD-ROM or other optical media.
Other removable/non-removable, volatile/non-volatile computer storage media that can
be used in the exemplary operating environment include, but are not limited to, magnetic
tape cassettes, flash memory cards, digital versatile disks, digital video tape, solid state
RAM, solid state ROM, and the like. The hard' disk drive 141 is typically connected to
the system bus 121 through a non-removable memory interface such as interface 140, and
magnetic disk drive 151 and optical disk drive 155 are typically connected to the system

bus 121 by a removable memory interface, such as interface 150. It is further
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such as a parallel port, game port or a universal serial bus (USB). A monitor 191 or other

type of display device is also connected to the system bus 121 via an interface, such as a

video interface 190. In addition to the monitor, computers may also include other
peripheral output devices such as speakers 197 and printer 196, which may be connected
through an output peripheral interface 195.

[0035] The computer 110 may operate in a networked environment using
logical connections to one or more remote computers, such as a remote computer 180.
The remote computer 180 may be a personal computer, a server, a router, a network PC, a
peer device or other common network node, and typically includes many or all of the
elements described above relative to the computer 110, although only a memory storage
device 181 has been illustrated in Figure 1. The logical connections depicted include a

local area network (LAN) 171 and a wide area network (WAN) 173, but may also inciude



often connected to the processing unit 120 through a user input interface
160 that is coupled to the system bus,jgbut may be connected by other

i nterface and bus structures, such as a parallel port, ganme port or a
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used. Exapse trizstbocthinesst Bas not been verified (i.e., code whose behavior has not been

verified, or that cannot be ruled out from possibly serving a malevolent purpose) runs in

the untrusted environment. Ordinary application software, such as games, word
processors, spreadsheets, etc., as well as ordinary operating systems, device drivers, and
debuggers, generally fall into the untrusted category. Code whose trustworthiness has
been verified in some manner may run in the trusted environment. Some portion of the
computer’s memory (i.e., the “isolated” or “curtained” memory) is designated as being
accessible only to the trusted environment.

[0038] For the following discussion, an agent is “trusted” if it has been
instantiated according to a secure procedure designed to preserve its integrity or make
apparent any breach of its integrity. For example, the agent may be initiated through a
trusted procedure that verifies the agent’s identity and the environment in which it is
running (attestation), it may be assigned a secure memory location (curtained memory)
that is accessible to no other agent, trusted or untrusted, and it may be capable of sealing

secrets. Such a trusted agent can be uniquely and reliably identified.
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[0040] When trusted and untrusted environments co-exist in the same computer
system, the trusted environment may take steps to ensure that its trustworthiness cannot
be affected by anything that happens in the untrusted environment, or by any user mode
code in the trusted environment. Embodiments of the present invention provide a
mechanism for projecting or otherwise using the trustworthiness of the trusted side for
the benefit of the untrusted side.

[0041] Figure 3 is a block diagram of one embodiment of a projection system in
accordance with the present invention, and Figure 4 is a flow chart of one embodiment of
method of projection in accordance with the present invention. The LHS of the system
running on the computer 110 is similar to that described above with respéct to Figure 2.
Two applications 305, 310 are running in conjunction with an operating system 301.

Portions of the RHS are also similar to that described with respect to Figure 2. Two



environnment has full access to a large and rich set of programm ng
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[0044] It should be noted that Figure 3 shows operating system 301 as a “host”
and nexus 351 as a “guest.” In general, this characterization refers to the fact that, in
these examples, operating system 301 provides certain operating system infrastructure
that is used by operating systems 301 and nexus 351 (e.g., device drivers, scheduling,
etc.). Nexus 351 is a “guest” in the sense that it may rely on certain infrastructure
resources of operating system 301 rather than provide them itself. However, it should be
noted that the parameters of what makes an operating system a “host” or a ‘“‘guest” are
flexible. It should be appreciated that the techniques described herein can be applied to
the interaction of any two or more operating systems running on the same machine (or
even on the same set of connected machines). Two or more operating systems that run
on a single machine are examples of “environments” that may need to interact with each
other on a single machine, although it will be understood that the invention is not limited

to traditional operating systems.
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prowde the angel with a deep knowledge of the application it monitors. Such an angel

can be more sensitive to anomalies in the application it monitors and so protect and
validate it more effectively. For example, a base monitoring agent created by an
opefating system developer may incorporate detailed knowledge about the operating
system’s memory management that allows it to identify suspicious memory operations
quickly.

[0048] For another embodiment, an angel may take corrective or preventive
action if it detects an anomalous or suspicious activity in its associated application. For
cxample, the angel may detect an attempt by its associated application to alter a key
variable in memory deemed invariant by the application creator, and intercept the write to
the variable. Such a write operation would likely indicate, at the least, corruption of the
application code, if not outright subversion by malevolent, e.g., viral, code. In short, an

angel acts as a monitoring agent to watch for negative or suspicious activities in its
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associ at ed P& andethe erehangel might agree, for example, that the PFN database should always

be consistent whenever a particular lock is not held, and that this consistency should be

representeable via checksum. So, at periodic intervals, the archangel could inspect the
lock, and finding it unlocked (it is a memory variable and thus easy to test) go and
checksum the PFN database. If the archangel finds the checksum does not match, then it
knows that the PFN database has been tampered with.

[0052] Moreover, an archangel could know the control variables for the kernel
debugger, and force the control variables to disable use of the kernel debugger.

[0053] An additional example includes process loading: monitor the loader, the
cache manager, page fault handler, etc. to ensure that the correct bits are correctly loaded
into a user mode process (or any other module loaded in the system), or properly signed,
perhaps listed in a list of hashes kept within a table known by the archangel. The
archangel would be able to anticipate when the loader, page fault handler, etc. would

need to map code / data into or out of a process (paging, etc.). The RHS could keep the
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process (%lggylﬁg anangel)to offhe bRIBphaiitoda Rl tHA€ matches a declared digest in the

angel’s manifest, with the digest check done by the archangel, and only after the mortal

application calls with the digest of angel to start it. This is desirable because it makes it

safe and practical to allow any application vendor to write an angel for their application,

and let any ‘user use it, without risking making havoc or destroying privacy for everything

else.

[0056] Thus, the archangel is both the agent that watches over the LHS, and an
agent that offers services to other angels. Because the archangel has the most detailed
knowledge of LHS process structures, it will likely be the archangel that decides which
angel can bind to which LHS process. Restriction means that an angel (which is not part
of the nexus attestation vector) can only touch processes that it starts, or that call for it to
protect them. This keeps angels from acting at random on LHS processes. This division
(archangel gets OS level powers and is validated like the nexus, angels get restricted

application level powers and can be run freely like any other agent) is desirable.
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for it to the nexus), and the nexus in tumn attests the agent. In this way, an external party can
validate these digests against a known list to determine if that outside party approves the
software running on the system. The angel and archangel, because they are running on
the RHS, have well-defined code identities. For this reason, these code identities can be
listed in the attestation vector which describes the environment in which the LHS code is
running. Because the angel cannot completely control the execution of the LHS code,
this code identity statement is not as strong as a code identity statement of a RHS agent,
but it does mean that the given piece of LHS code is running under the restrictions of the
angel, archangel, and nexus that do have strong code identities.
[0059] Embodiments of an archangel may expose some set of APIs to the angels
to provide support for some functions and/or features of the angels. For example, for any
memory operation, the archangel will desirably intermediate. An angel might desire to
examine the covered-application code at virtual address VA=100. However, it may not

be known what physical address that maps to. The nexus does not know about such
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of LHS cogdgodisted WHRAl tRE 14FGEd Eshr?otfﬁ%ﬁtarng'ﬁrtnie%grsne&]}ngt ngpens on the LHS. The
archangel 380 is pre-programmed with a body of knowledge that it uses to detect
inconsistencies to determine if any action should be taken in the interest of security or
protection. For example, the archangel 380 can trap certain sets of LHS events. These
may be events that are allowed by the LHS and that are not precluded by the nexus 351 or
the trust environment it manages. For example, the archangel 380 can detect improper
mappings on the LHS (which the nexus 351 would otherwise allow) which indicate a
possible attack or security issue. The archangel 380 can also perform a consistency
check.
[0062] For the embodiment shown in Figure 3, each angel is bounded or
otherwise supervised by the archangel 380 and the nexus 351 (block 420). The archangel
380 enforces the binding between an angel and its associated LHS code, which limits the

ability of angels to affect privacy and security, for example, on the LHS.
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certain sets, of LHS events. These

archangel might disallow an angel from changing the code of the mortal, restricting the

angel to reading anything in the user mode address space of its mortal and allowing it to
write the non-shared read-write memory space of the mortal. However, some
mechanisms require that a mortal call to the angel be allowed to return not to the call
point, but rather, to a computed return point. This allows the angel to force some events
to start at known correct addresses in the mortal - a strong way to combat trampoline
attacks based on corrupted stacks altering return addresses.
[0066] An angel can only monitor its associated entity or group of entities
(block 430), and is no more trusted than any other agent. An angel cannot monitor or
otherwise look at unassociated entities. In particular, an angel has one or more of the
following properties:
a. The angel can monitor the user mode memory of only the process or
processes to which it is attached (i.e., the mortal) (not a power normally
afforded RHS code - see above).
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other RHS agents. An angel can only read the address space of the program to which it

it to

applies (i.e., angels have special powers which apply only to the mortals they apply to).
The archangel may also read all the LHS memory (step 440), while offering process
specific services so that angels can only see into the address space of the programs that

they monitor and protect.

[0068] An angel may “project” its protectee in at least the following ways (steps

430 and 450):

a. It may lock or mark as read-only various elements of memory, possibly in
coordination with protectee behavior, to prevent certain changes (e.g.,
virus attacks) to the protectee.

b. It may perform some key operations for the protectee, within its trusted

space.
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the target application. It may also edit configuration state, startup state, or

the like, to force things into acceptable modes for secure/correct operation

of the protectee.

g. An angel may call the archangel and ask the archangel to perform
prevention, protection, discovery, or reaction, on the behalf of the
protectee.

h. An angel may extract (by call or by memory inspection, for example)
output data from the application, validate such data (e.g., checksumming,
etc.) and then present this data using secure output hardware.

[0069]  Part of the functionality of the entity or application can be moved into
the angel. Likewise, part of the functionality of the LHS kernel can be moved to the
archangel. An application creator may implement some of the application’s functions in
the angel. Though this would increase the RHS burden, it would allow the transferred
functions to be performed in the trusted environment. Similarly, a portion of the LHS OS

301 can be moved in the archangel 380.
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Independent. Also, manifests are typically signed and certified, for example, so they are
much harder to spoof. Thus, an exemplary mechanism would be to present a combined
left/right manifest to the RHS (nexus) which would start both the LHS application and
the related angel, and bind them together. Moreover, the angel can be used to start the
application from either the LHS or the RHS,

[0072] In an embodiment of the invention, the archangel may confirm that the
initially loaded code image of the LHS process matches a declared target code image
associated with the angel. The declared target code image may be provided through the
angel’s manifest. This prevents code that claims to be an angel for a particular
application from starting another application instead, which provides additional security
against attack.

[0073]  According to some embodiments of the invention, an angel is prevented
from editing the code image of the LHS application or process with which it is
associated. The angel can read / write data, but it can only read code.

[0074]  These and similar policies may be employed to prevent angels from
running without supervision or restrictions over the LHS, and rogue angels are prevented

from spoofing using the LHS programs and applications.
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programmable levels of inspection for targeting threats to the associated application. The
sensitivity of the angel to a perceived threat or attack can be adjusted.
[0079] In addition to providing projection (defense, guardianship, advice, for
example) to LHS OS or applications, an angel might also be applied to an agent running
in the trusted computing environment. In such a case, a target agent (normally a paranoid
entity) trusts the angel that attaches to it. This allows an outside watcher process to head
off various bugs and exploits in the target agent. The angel can enforce security
invariants as opposed to scanning for security errors (e.g., as in conventional anti-virus
technology) and the use of the stiff process separation and protection that a nexus
provides.
[0080] For one embodiment, the agent is a virtual machine, presenting an
“effectively identical duplicate copy” of some real machine, into which an OS image has
been launched. A trusted environment may allow an agent to access the virtual

machine’s process memory. The accessing agent may monitor process memory to

protect the virtual machine against attacks from the image it contains. A trusted
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not [0082] It is desirable that the Trusted Environment (i.e., the RHS) and the Open
Environment (i.e., the LHS) are connected in some way. The connection allows the
Trusted Environment to examine state and be informed of events in the Open
Environment. The teachings here work for structures including, but by no means limited
to, structures below:

1. The RHS and LHS are on the same machine, and the RHS can directly examine
LHS memory (while the LHS cannot examine RHS memory without permission).

2. The RHS and LHS are on different processors, possibly with different
memories, but a bus, network, port, or other interconnect allows the RHS to see into LHS
memory. For example, an ARM service processor could run a fully trusted stack, and the
trusted stack could be able to inspect main memory of an x86 MP system. For example,
one could have a machine with x86 main processors and an ARM or PowerPC as a
service processor, and use the mechanisms of the present invention to allow the service

processor to watch over software on the main processors.



mat ch, either because the LHS app has been pernuted, or because the call
has been nodified to target a differenggangel, the call fails, and the
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vi rtual rfefdeiand sepni ronnent i nstead. [00811 For one enbodi nent of the
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the equivalent elsewhere) allows the RHS to ensure that some interrupt of its choosing
will always run code that calls the RHS.

[0085] However, an LHS attacker or error could corrupt the interrupt controller,
turn interrupts off, and so on. It is contemplated that ATC (address translation control) is
used to ensure that the RHS gets to run every so often. If the RHS is using ATC, it can
modify ATC to increment a counter. The counter is set to some value whenever the RHS
schedules the archangel. If the counter reaches zero, ATC then knows that the archangel
has not run for “too long” and calls a nexus entry point that forcibly runs the archangel.
This technique does not guarantee that the archangel runs at any particular time, but does
ensure that it will run after a number of LHS memory edit operations. Thus, an LHS that
is active will eventually have to let the archangel run. ,

[0086] If the RHS can lock down the IDT and the system has a reliable source
of NMIs (non-maskable interrupts), then the RHS can force the NMI handler to call ri ght.

[0087] In an exemplary embodiment, the hardware has a timer which forces an

interrupt to the RHS after so many ticks.



reacting to attenpts to change control structures facilitates projection.
For exanple, on the x86 architecture, pgotection for control structures
such as GDT, LDT, MI, debug registers, TR, etc. nay be provided through
an APlI. DT refers to the global descriptor table, and LDT refers to the
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[0090] The embodiments described above focus on memory as the monitored
resource, but the invention is not so limited. If security monitors are available for
resources other than memory, a base monitoring agent (e.g., archangel) may employ such
monitors as trusted delegates to extend its sphere of trust. For example, if a secure NIC is
available, the base monitoring agent may use it to preclude sending packets with certain
headers. In general, such a trusted delegate need only understand a measurement
invariant, e.g., headers matching <regexp>, and reliably alert the monitoring agent on
changes of the invariant.

[0091] It is noted that the foregoing examples have been provided merely for
the purpose of explanation and are in no way to be construed as limiting of the present
invention. While the invention has been described with reference to various
embodiments, it is understood that the words which have been used herein are words of

description and illustration, rather than words of limitations. Further, although the



LHS edits to LHS nmenory mappi ng and address translation structures,
control where the interrupt dispatch vegtor points (but need not control
the interrupt controller, though if such control is offered, there is
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its choosi HQ’CHWHIDIQI&WGS run code that calls the RHS. [0085] However, an
LHS attacker or error could corrupt the interrupt controller, turn
interrupts off, and so on. It is contenplated that ATC (address :
translation control) is wused to ensure that the RHS gets to run every so
often. If the RHS is using ATC, it can nodify ATC to increnment a counter.
The counter is set to sone val ue whenever the RHS schedul es the
archangel . If the counter reaches zero, ATC then knows that the archangel
has not run for "too long" and calls a nexus entry point that forcibly
runs the archangel. This technique does not guarantee that the archangel
runs at any particular tine, but does ensure that it will run after a
nunber of LHS nenory edit operations. Thus, an LHS that is active wll
eventually have to let the archangel run. [0086] If the RHS can | ock down
the IDT and the systemhas a reliable source of NMs (non-naskabl e
interrupts), then the RHS can force the NM handler to call right. [0087]
In an exenpl ary enbodi nent, the hardware has a tinmer which forces an
interrupt to the RHS after so many ticks. 25 [00881 The present invention
provi des nechani snms that allow the




trustwort hiness of one conmputing environnment to be projected to a second
conputing environment. Two or nore openating systens that run on a single
machi ne are exanples of "environnents" that may need to interact with
each other on a single nachine, although it will be understood that the

i nventi on VHAGtISIGILAIMEDLIS: a traditional operating system Moreover, at
| east sonme of the techniques described herein can be used, in the general
case, to project trustworthiness fromany type of executable entity (e.qg.,
any piece lphgefew@fn?])ﬁsh%-any other type of entity. 100891 In the case
where two entities exist side by side on a single machine and need to
interact with eaghntotstedrenvirbementt er acti on may take various forms. For
exanple, the t §qiitLes may need to conmuni cate data back and forth to
each other. In %ﬁgsﬁ EVITORAKAG aldhe entities are operating systens (or

certain other txues: &fe 5% [Welc i nts, .such as. script engines

t hat execute ,scri&%ts on a \%&ﬂtg‘g?g%ﬁ]#ﬁgﬁlqﬁ’ﬁm’é iSpYEMeR) thaged t o

i nteract WNPMIQS e untiveted envioaureat.n ot her ways - e.g., sharing nenory,

sharing tine on a processor, sharing resources, and handling interrupts.

;I'Ee i?vegéigg p_rogesé_techni qe;:gs V\/ngr e?b/ t\/\owz_nitni ti Fls can engage it'nt t
ese typ € systeireé faldinOr) Further RoRpH % filratitV 3k %’3 oW ng one .entity to

project its trustworthiness to the ot her Pant| y. TPBOYE agREls SWHURE Went s

descr |t bed ‘_358%64 %%gnaﬁnhemhrrpoxatormg@tgm rtlhdn_ix:)ﬁ'dg atrle@soaﬁ&@lpug?{;m# he

i nvention : urit nitors are avail able for

r esour ces égfeﬁgghiﬂgr?h{r?@r%ﬁ%ﬁéﬂ%%gge W?)‘H’?lsfeg%“ﬁ’&%%{ (e.g., archangel) may

enpl oy such nonitors as trusted del egates to extend its sphere of trust.

For exanpl g, i f secure NIC is,  available, the base nonitoring agent nmay

use it to%rTﬁlsﬁggmfgﬁiﬁ“ﬁg’ Wherein eachimanitering agent ishesdintesl witihagener al , such

heador s Mo B o oG el Ao PR A S B i apbcaantor on

changes oiattﬁwq%ﬁmfémci’ef,mm@&ﬂy projectnghstwloitiaéss ol thef ' les

2ol ItRIsEAUn VP ormediP

have been;nroyd d&fd rely for the purpose of explanation and are 1 n no
way to belcgglgétrueaggseg%ﬁﬂﬂﬁnﬁg of the present invention. Wiile the

i nvention has been described with reference to various enbodinments, it is
under stooq trjgat t he words _whi ch have been used herein are words of
- 1he system of claim 3, wherein each monitoring agent can comprise a portion of the

application it is associated with.

5. The system of claim 3, wherein each monitoring agent has an adjustable level of

inspection for targeting threats to the associated application.

6. The system of claim 3, wherein each monitoring agent can receive secure input and
transfer the secure input to the associated application.

7. The system of claim 2, wherein at least one of the monitoring agents monitors

application agents running in the trusted environment.



description and illustration, rather than words of limtations. Further,
al t hough the 26 invention has been des@Bi bed herein with reference to
particul ar nmeans, nmaterials and enbodinents, the invention is not

i nt ended te I@mel isrtn'teg1 to th&tgarti culars disclosed herein; rather, the
i nventi on ext ends ¥9 OLFipim gy, Sr@MmpyISegunotikembnitdrinigCdeenenninB i @ds and

uses, suchtrastedérsittnial . the appended clains. ThoSe skilled
in the art, havi né thgot‘)@ﬁgeﬁ@ggfo@%g}lgg%e@%pﬂﬁg’ mmppigationewitlf eacht i on,

may ef f ect O8rer ous nodifications thereto and changes may be made w t hout
departing fromthe scope and spirit of the invention in its aspects. 27
WHAT I'S CLAIMED IS: 1. A systemconprising: an untrusted environnent; a

trusted enSi Thewwhi ofdMsnAt, WiRAS . noni toring agent running in the
trusted enyironment that noni toéér%{h]%%é)%ﬁ?‘r‘wg@ée qclfriﬁ%qnslsw@mes'ge

syst em of '8F Hntgysted enyirptmentconprising a plurality of nonitoring agents
running in the trusted environnent, each nonitoring agent nonitoring at
| east one application, extension, or conponent running in the untrusted

envi ronmenit0. The sFhiemsf S1agi90 furfhleAd o j h npnitoring agent is
associ ated_ with an applicafion, la%mgl ﬁh’gfélﬁ*agggﬁfm}wsiaﬁ@tggﬁgfiewct
noni t or s i'PIASEBRFRINGAPPHeAtions aminng ifi dhe umtused knvRghnidagONSi St enci es,

thereby projecting trustworthiness of the trusted environment into the
untrusted environment. 4. The system of claim 3, wherein each nonitoring

agent can ldorfpeisgstern opclaim 00, fafthértOmpabRk 28t it ssociated with. 5.
The syst erigc% 'Ctl ai.m.3, V\jher,ei n each _r?nElfiakggiﬁﬁgggagmgoﬁgga%%?séﬁﬁfgq%bI e

| evel “of 1 NSPacti e8Pl PRNARE imthedrusted envinmnassoci at ed appl i cati on.
6. The system of claim 3, wherein each nonitoring agent can receive secure
input and__transfer the secure input to the associated application.

” : .
2. The system of claim 1, wherein at least one of the base monitoring agents approves
or disapproves an untrusted environment event.

13. The system of claim 12, wherein the at least one base monitoring agent comprises a

secure input for receiving input, the base monitoring agent approving or disapproving
based on the received input.

14. The system of claim 1, wherein at least one of the base monitoring agents refuses to

allow changes to the untrusted environment without receiving approval via a secure
input.

15. The system of claim 1, wherein at least one of the base monitoring agents refuses to
allow changes to the untrusted environment unless the changes are described by a
package that is signed by an approved party.

16. The system of claim 1, further comprising a monitoring agent running in the trusted
environment, the monitoring agent monitoring at least one application, extension, or

component running in the untrusted environment, wherein the monitoring agent uses



7. The systemof claim2, wherein at |east one of the nonitoring agents
nonitors application agents running in e trusted environnent. 28 8.
The system of claim 2, further conprisi niglanot her nonitoring agent running
in the trusted environnment, wherein the nonitoring agents are in
comuni cat isealedstotage &€ ReepQit |l aim 1, wherein the base
noni t ori ng agent degt,ect sp?n%gﬁéfoz%§@?ggy$%%{g a&rﬁpp[?ga(tnga residing ghikent .
10. The sysf? tsfie%‘ﬂ@mmegt,. further conprising a plurality of nonitoring
agents that detect inconsistencies in applications running in the
unt rust ed elnm\;ir_{{]onrrent. 11. The systemof claim 10, further conprising
addi ti onal t oystemy ofigiaith $6 i itd i cies i | i cations
running in the trusted envi ron\ﬂeﬁ?ﬂ%leg@&%dgﬁg%g%g%@?esé?é?vﬁfplltﬁg &P n at
| east one & ARTEAE S¥SUER 9F therapplicatige mhkessihpoperatng Sfsteth &%\%}Eﬁ@éﬂ%ﬁ h%ﬁa

[ e at

untrusted @péttRATENE The system of claim12, ereint
| east one bggsée mﬁol}e?x}gen&a%%t%f%ﬁﬁﬂe es a secure input for receiving

i nput, the base nonitoring agent approving or disapproving based on the
received iggut 14, ThF S%ﬁten1of_clain11,.mherein at | east one of the
base noni t ot hBE SY5EEM Qf ¢laim, Lo hersin the manitoring ggant tefudele teméal Wsd ©eret 1o

envi r onnmenthe\w hVi - via a secure input. 15. The system
of ol ai m 1 WRERRHE s SR bl e SpARAEEY Bhtcdt Be it S T agpinedon i arses o

al | ow chan@%@fﬂizesthdlanmaym%ieue gmewdtr onnent unl ess the changes are
described by a package that is signed by an approved party. 16. The
systemof claiml1, further conprising a nonitoring agent running in the

trusted eluiTiersyetein oflcEmNE) wheYeid e %ﬁﬁ&ﬁé%égehpé%ggaﬁ%d?{?east one

appl i catiop, exténsion, or conponent runni Opngd test to

envi ronnen‘i]ﬁte%’?r’éﬁr\e&lmféatﬁﬁmm'd$'rﬂqgeﬂigglthesmsles 29 sealed storage to keep
a secret for an operating systemor an application residing in the
untrusted environnent.

20. The system of claim 19, wherein the predetermined test includes examining the

entity’s stacks and assuring that the stacks have legal stack contents.

21. The system of claim 1, further comprising a monitoring agent running in the trusted
environment, the monitoring agent monitoring at least one application, extension, or
component running in the untrusted environment, wherein the monitoring agent edits a

state of the untrusted environment to make it secure or otherwise acceptable.

22. The system of claim 21, wherein the state comprises an initial configuration or an
erTor report option.

23. The system of claim 1, wherein the base monitoring agent zeros the physical memory

that does not belong to the known good configuration of the untrusted environment or to
the trusted environment.

24. The system of claim 1, wherein the untrusted environment comprises a basic
input/output system (BIOS), firmware, or loader.



17. The system of claim 16, wherein the nonitoring agent refuses to reveal
the secret to the operating system or 8fe application unless the.
operating systemor application has a digest that matches the owner of
the secret. 18. The system of claim 16, wherein the nonitoring agent
refuses to reveal the secret to the operating systemor the application
unl ess thezppﬁ{eastygtlgg, . r.,application is on a |list of digests that
may read the secret. %%%r?é%g‘)}?? g?H‘B‘FSIEg 3 nexusdor mheing ithre Yase mvmibiHigg | Ng
agent usesigantatddet ermined test to deternmine if a legitimate entity is
requesting the secret. 20. The system of claim 19, wherein the '
predeterm ned test includes examning the entity's stacks and assuring
that the %6adihe shayg o S k contents. 21. The systemof claim1,
further conpri si gg a m%)nl a1 PRSI MTRGUer in thi erusted shecbnnesmy,ithonnent
t he noni t GPHRIGr usgd he detenmin®lfithdbadt nloBaStin ARl | Gatl on, extension, or
conponent running in the untrusted envi roé;%rqt, \Wne SR the nonitori ng
agent edits a state of the untrusted environnent to nmake it secure or

ot her wi se 2ac ThpEARE of €idim 26 Sy f claim?21, wherein the state

conpri ses %n initial configur aﬁ%ﬁﬁc{g&gﬂter E?l’rnésr_&’?éb!ab?f dpntrusted a@moThe
syst em of ¢} gP§fationswher ei n t he base nonitoring agent zeros the physical
menory that does not belong to the known good configuration of the
untrusted%e‘nvi ronment or to the trusted environnment. 24. The system of
claim1, 3eAghethodes momitd Qﬁuﬁﬂ'&hé@%ﬂﬁ% [lses a basic input/output
system (Bl OS), firmare, ortgl oader. 3 é{n%%org%stl% of claim1, further
conpri sing a n¥RyWingthe ppmestedenvirontente noni toring agent at boot, 26. The

system of cl ai gpodidi ising.a counter in the trusted

envi ronnment , t%ag (l:rfgﬁt\?%rg{%scehg?{@%‘é‘ﬁm&ﬁgﬁ%‘ 1p the; trustadpoairommentparidng  agent
shoul d be run.mefitorifigehs ystsredehvizbidhent 25 tf%lg i.n.the counter counts the
nunber o&r&%gﬁaﬁgﬂmggr edit operationas. ér.?dlgc‘;n'g{sﬁe&awéomfﬁcfori ng an

i€8YiFgment into the untrusted environment.

untrust ed envi

29. The method of claim 28, further comprising:

providing a plurality of monitoring agents running in the trusted environment; and

monitoring at least one application, extension, or component running in the
untrusted environment.

30. The method of claim 29, further comprising:
associating each monitoring agent with an application; and

momtoring each associated application for attack and inconsistencies.

31. The method of claim 29, further comprising associating an application with one of

the monitoring agents, and transferring a portion of the application to the monitoring
agent so the portion resides in the trusted environment.



provi ding the untrusted environnent; providing at | east one base
nonitoring agent in the trusted enviromgent; and nonitoring the untrusted
environnment for attack and inconsistencies to project trustworthiness of
the trusted environnment into the untrusted environnent. 29. The nethod of
cl ai m 28, Furkhedanethorhpfdlaimep, furthev conprising misociating an plieRdntwE g agent s
runni ng i ] nyi ronment ;. and nonitqgring at |east one

appl i cati 2?1661@)?%‘ g%g%:g%nﬁs Juﬁtgfgpaolr%ﬂtc’?t“lfﬂ?ﬁt’r?ﬁ IR Hieimpenitoging pgent dof targeting

envi r onnerthreat8@o thehwesotRitédosbpltationai m 29, further conprising: associating
each nonitoring agent with an application; and nonitoring each associ ated
application for attack and inconsistencies. 31. The nmethod of claim 29,

further c MRS j.at4 n application.with one of. the nonitoring
agent s, a(r? 'tTlrh gns e‘?d?‘fcf%gd@ %gﬁ{ ShEBPPIIIRE 33pn1atngan sRPkicstioRitkdhe t or i ng

agent so trimioring bgent aed iedeivinigiete ifput SttRSmBANIS A and 3ransffring tHE
nmet hod of claim 29, {lurt'h_er .conprising associatin n applicati O Wi th the
noni t or i n§EEgeRPULRdNeeRRkiSetaly a | evel of inspection in the monitoring
agent for targeting threats to the associ ated application. 33. The nethod
of claim 29, further conprising associating an application with the
- moni t or i ng4adéametired of etag \29nwheremithemonjtoringtdgehid @reMtoiinihtisg ¥ih and
transferrieglccil[tge secure input to the application. 34. The nmethod of claim
29, wherein N honi tori ng agents are in conmunication with each other.
35. The nethod of claim 28, further conprising the base nonitoring agent
approving_or _ di sapproving an untrusted environnent event. 36. The nethod
of clai m 35, Themethed of olepm 28 furthervontpaisngrtbmbase mongtorigeagent gebvihger | nput
froma se i The met hod of claim 28, further conprising the
base noni tﬁgéﬁﬁgﬂ%t%?\fxgtrz%sfteuésj%‘r‘{go%eﬂafﬁ%w changes to the untrusted .
envi ronnent w thout receiving approval via a secure

36. The method of claim 35, further comprising the base monitoring agent receiving

input from a secure input.

37. The method of claim 28, further comprising the base monitoring agent refusing to

allow changes to the untrusted environment without receiving approval via a secure
input.

38. The method of claim 28, further comprising the base monitoring agent refusing to
allow changes to the untrusted environment unless the changes are described by a

package that is signed by an approved party.

39. The method of claim 28, further comprising:
providing a plurality of monitoring agents running in the trusted environment; and
one of the monitoring agents using sealed storage to keep a secret for an operating

system or an application residing in the untrusted environment.



input. 38. The nmethod of claim28, further conprising the base nonitoring
agent refusing to allow changes to th&82untrusted environnent unless the
changes are described by a package that is signed by an approved party.
39. The h of claim28, further conprising: providing a plurality of
moni t or i Egb-aﬁgwmoem Clagmi3g, whereinrthe metitening agentrefitses @neveadihe soéret foe

moni t ori ngy ; | I .st.orage to keep.a secret for an operating
system or gﬁﬁ g%g%gg%@gﬁﬁ%saﬁg‘l%&op Hgﬁﬁset?’ﬁﬁ??rggl?%ﬁ's@m?rr%’ﬁhéﬁloﬁ msa 40.
The met hodigest thdt manwctz9 thendvate oftheRecreoni t ori ng agent refuses to reveal the

secret to the operating systemor the application unless the operating
systemor application has a digest that matches the owner of the secret.

41. The ngi hpgl g [ vyl)@ gin the nonitoring. agent refuses to reveal
the secret to t%%ﬁggggﬂg |?1% S ‘{ﬁlg&‘eo’?’o?‘ﬂ%n&ﬁﬁle?tég@ﬁﬁﬁo geveakige sgrget to

oper at i ngthsypemtingsysampbi thakapplication Gfiless thé bdratty YSERTr SpPRYALLE e
secret. ﬁf gge net hod of claim 39, furt herﬁé(‘:'om:%rs?si ng USpI ngna Word ,
pr edet er m'{1Q4 A8ESF May Teacte 5cHE- i f a legitimate entity is requesting the
secret. 43. The nethod of claim42, wherein the predeterm ned test

includes exanmining the entity's stacks and assuring that the stacks have
| egal st atk Ehermethod of ddim Thduriedr komtprifing Lsinga PRedefebthind@ fesE @AY’

provi di ng . ity of nmonitoring agents running in the trusted :
envi ronmgslrgg;lgéétx@gtegﬂétydf re[qﬁgstmgﬁﬁxet%f:;eﬂg agents editing a state of the

untrusted environment to nmake it secure or otherw se acceptable. 45. The
met hod of claim44, wherein the state conprises an initial configuration
or an ertbrThedpethed eiglaignd2, adereim thepaedetatmited déshinch@iBs efamihingrthe onpr i si ng
the base gppit gl - [ sical, menory that does not

bel ong to twe %%%%n%g%g%hgéﬁa%ﬂ&%é c?glﬁa\%pgg%éta%f%w%d environment or to
the trusted environnent. 47. The nethod of claim 28, wherein the untrusted

envi ronmept conprjses. a .basi
4. ermetl'xode of c?alma%, %urther comprising:
providing a plurality of monitoring agents running in the trusted environment; and

one of the monitoring agents editing a state of the untrusted environment to make

it secure or otherwise acceptable.

45. The method of claim 44, wherein the state comprises an initial configuration or an

error report option.

46. The method of claim 28, further comprising the base monitoring agent zeroing the
physical memory that does not belong to the known good configuration of the untrusted

environment or to the trusted environment.

47. The method of claim 28, wherein the untrusted environment comprises a basic

input/output system (BIOS), firmware, or loader.

48. The method of claim 28, further comprising running the base monitoring agent at
boot via a nexus.



i nput/out put system (BIOS), firmvare, or |oader. 48. The nmethod of claim
28, further conprising running the basefﬁonitori ng agent at boot via a
nexus. 33 49. The nmethod of claim 28, rther conprising determining if
t he base nonitoring agent should be run responsive to a counter. 50. The
met hod of claim49, wherein the counter counts the nunber of untrusted
menory edit oq_erati ons. 51. The nmethod of claim 28, further conprising
provi di ng 4%piThe method offclaimigy ﬁnihlegcomwﬁsﬁﬁgsdeftéﬁﬁniﬂffﬁgé béisﬁmoﬁhgggi gs in
applicati OP o l‘?:gni ng in the untrusted environnment.~ 52. e Method or
claim 51, further CoOMAMSIVAL HFYHi ng additional monitoring agents that
detect inconsistencies in applications running in the trusted environnent.
53. A systemconprising: a trusted environnment having at | east one of an
operating 39sThemethiodiofmlaén 48methereintihs taunter RolintOtHe Ribey St ERuERE CS) ;. an
unt rust ed ﬁ{%}(r{o#?rgﬁfnt' and at | east one nonitoring agent running in the
O%qwloé‘ésoci ated wth one of the operating system the

trusted enviro
firmvare, the BICS, and an application running in the untrusted

envi ronrreng. 54. The s¥stem of claim53, wherein the at |east one

moni t or i ng” hgbht medieg of slaim 28, fyrtheraompyising praiding aiphgalitg @ frfonit

noni t or i ngy, J .associ.at ed. power. 55, The system of claim53,
wher ei n thaeé%'?%ﬁé%trebgyelgﬁ@f%h& s Fh?&o?lggtfqn,sWg)@égggptmsggd(mmr@mgme and
the untrusted environnent runs on a second processor architecture,

further copprlsi ng a, base npnitoring agent running on the first processor.
56. The sytehionebpdphelsiom Siurkarsompasing pevitingadditiomimohitesy agehtsust ed

o € ori g Sgene RRoReR A RARGSSH runitl b PE RHGRY emipnthert.

nmoni toring agent running 1nt trust

53. A system comprising:

a trusted environment having at least one of an operating system, firmware, and a
basic input/output system (BIOS);

an untrusted environment; and

at least one monitoring agent running in the trusted environment and associated

with one of the operating system, the firmware, the BIOS, and an application running in

the untrusted environment.

54. The system of claim 53, wherein the at least one monitoring agent comprises a

plurality of monitoring agents, each monitoring agent having an associated power.

55. The system of claim 53, wherein the trusted environment runs a first processor
architecture and the untrusted environment runs on a second processor architecture,

further comprising a base monitoring agent running on the first processor.

56. The system of claim 53, wherein the trusted environment and untrusted environment
run on the same processor, further comprising a base monitoring agent running in the

trusted environment.



57. The system of claim53, wherein the trusted environnent runs on a
first processor, and the untrusted enviyionment runs on a second
processor, the first and second processor being capable of running in
either a trusted node or an untrusted node. 58. The system of clai m 53,
further conprising a nexus and a base nonitoring agent residing in the
trusted enﬁ' rﬂ?ment t ?,base noni toring agent being bound, |inked, or
conpi I ed i Mto tHE 1EXRFSIAm03, whereyythe smsted enviminmenBrunk uhlaRs: [rORERESI N a
nexus and adRBéen i3t O . residi in the trusted environnment,
wherei n the base %ﬁdtégﬂrﬁl%ngrgen Sna¥e ‘gl?mﬁﬁa%n ﬁ'ﬁrfﬁéteﬂggépcqndmm«gpoon t he
nexus. 60:bm&°§@y@teﬁmﬁiir@ inieithér3, tnistydihéde &mhirﬁitF@mﬂgQase noni toring
agent residing in the trusted environnent and devel oped by and with and
in the sane or a related build environnment as an operating system of the
unt rust ed $8NVIHeGpEERL h tem.of claimb53 urther conprising a
base nonitoring .g entofrc g‘i’?’ 3i-§h§1@§15‘f e U8 AeAYS %‘}Rﬁ%ﬁmtpne&egmse
moni t or i ngeHYBAIn Beitnigted anviraiment,itheidse ehonitoHbE bt BARE ol liE@éAduB} ty
eval uat i Or&omg?le H&?th%%fet em of claim53, further conprising a basé
nmonitoring a en?, aTi §Y‘portion of the base nonitoring agent residing
in the trusted environnent and a second portion of the base nonitoring
agent resi gi ﬂg on a physi cal Iémrlem)te machi ne, the first and second
portions ConridE¥emf plaine 83 ¢rrempBiSing A neysy and) AP iohitHiihg Aenfgent
runni ng i : LLapm a.noni toring agent running in the trusted
envi ronneﬁ?ﬁdé%%%g\% %lg%éﬁvﬁlruo }Eé'{’ iwckﬁmﬂlbh’etbﬁgg‘&@%mr%ngéﬂﬂm35a user eogs
noni t or i ngreegssat runningianghe fiextude trusted environnent that nonitors the
noni toring agent. 64. The system of claim63, wherein the agent is a
virtual machine agent, and the nonitoring agent is a virtual nachine
noni t ori ngo.a -al 4. wherein the base ponitorin
agent s g V??f‘i)gf%nggﬁ?ﬁle§%§g@5&ngﬁhﬁhéna %aSe mom{onng agent resufmg in the g
trusted environment and developed by and with and in the same or a related build

environment as an operating system of the untrusted environment.

61. The system of claim 53, further comprising a base monitoring agent residing in the

trusted environment, the base monitoring agent being part of a trusted-cdmputing-base
for security evaluation.

62. The system of claim 53, further comprising a base monitoring agent, a first portion of
the base monitoring agent residing in the trusted environment and a second portion of the

base monitoring agent residing on a physically remote machine, the first and second
portions connected by a secure link.

63. A system comprising:
an agent running in a trusted environment

a monitoring agent running in the trusted environment and providing projection to
the agent; and |



nmoni toring agent and projects an operating systemimage in the virtual
machi ne agent. 66. The system of claim 64, further conprising an
application associated with the virtual nachine nonitoring agent, wherein
t he base nonitoring agent is a virtual nachine base nonitoring agent and
provi des projection to the application.35

a base monitoring agent running in the trusted environment that monitors the

monitoring agent.

64. The system of claim 63, wherein the agent is a virtual machine agent, and the

monitoring agent is a virtual machine monitoring agent.

65. The system of claim 64, wherein the base monitoring agent is a virtual machine base

monitoring agent and projects an operating system image in the virtual machine agent.

66. The system of claim 64, further comprising an application associated with the virtual
machine monitoring agent, wherein the base monitoring agent is a virtual machine base

monitoring agent and provides projection to the application.





