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(57) Abstract: A disk is provided with data areas (AR1, AR2), lead-in areas (LIN1, LIN2) and lead-out areas (LOUT1, LOUT2).
I~ Forexample, when data is enciphered and recorded in the data area (AR2), copyright managing information and (R2) key information
_ Q (K2) are recorded in the lead-out area (LOUT2). Only the Q-channel information of sub-code is recorded in the lead-out areas, which
e are embedded with dummy data. The lead-out positions can be determined from the information in the TOC, and it can be judged
& from the Q-channel information that the information is recorded in the lead-out areas. By using these lead-out areas, the copyright
managing information and the key information are recorded. The lead-out areas are neither rewriiten nor accessed by an ordinary
CD player, so that the copyright managing information and the key information can be safely stored.
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Abstract: A disk is provided with data areas (ARl, AR2), lead-in areas
(LI'NL, LI'N2) and | ead-out areas (LQUTI, LQUT2). For exanple, when data is
enci phered and recorded in the data area (AR2), copyrlbﬁtAﬂ’f”& ag?thy
informati on and (R2) key information (K2) are recorded in the |ead-out
area (LOUT2). Only the Q channel information of sub-code is recorded in the
| ead- out areas, which are enbedded with dumry data. The | ead-out positions

can be determ ned fromthe infor mdc®trigghe TOC, and it can be judged
fromthe Q@ channel information that the information is recorded in the

| ead- out ‘areas. BREQIRDING avarrwd awp MEeaoD,! REpOPYCIHR nanagi ng
information and the key information are recorded. The | ead-out areas are
nei ther rewitten AOPARAIEESSNDLYETHODY, diANAr YEMORYpMEPEUM SO that the
copyri ght nmanagi ng i nformati on and the key information can be safely

~stored: _ - 14 April 2005
Technical Field

The invention relates toA recording appara‘tus ahd
Mefhod,reprdduéingapparatUSandmethod,andémemorymedium
whicharesuitableforuseinacasewherewhendataofcontents
is reCOrdeci_/reproduced to/from a ‘d“ius;:: such as a CD '(Co'mpﬁact,
Disc} 2, thedataisencryptedinorder toprotect the contents

_‘data .

dekground Art
In recent years, data of contents can be‘easily
copiéd'owing to the'spread of a recordable memory medium
| 'such as CD-R (Compact Disc Recordable) or CD-RW (Compact
- Disc ReWritable). A’servicé'such that music data is
distributed onto a network has been started to spread owing
to the development of the network. Therefofe,itisbecdming
an important issue to protect a copyright holder by-"
r'restricting'cdpy‘and.reproduction of céntents data such as
audio data.
Hitherto,anSCMS(SerialCopyManagementSystem)
has been used as copyright management information for
protecting audio data. In the SCMS,.“copy freely"/"copy
never" and "copy one generati9n“‘can be managed. Howeﬁer,

if only the SCMS is used, only Simple copyright management




DESCRI PTI ON  RECORDI NG APPARATUS AND METHCOD, REPRODUCI NG APPARATUS AND

METHOD, AND MEMORY MEDI UM Technical Field The invention relates to
recordi ng apparatus and nethod, reproducing appar at uslamitthéd05and a

menory nmedi um which are suitable for use in a case where when data of
contents i s recorded/reproduced to/froma disc such as a CD (Conpact Disc)
2, the data is encrypted in order to protect the contents data. Background
Art | n rec&nNchyERps apdild agfale eapenis mewre e pagvenyedcopide: owideg to t he
spread of a recordable nmenory nedi um such as CD-R (Conpact Di sc Recordabl e)
or CD-RW (Conpact DISEIRERFE: aBPRYY1ghE dpgRrgeneih Ifarnalsion data is
distributed onto.a network has been started to spread owng to the _
devel opnenft SPmPﬁécﬁgFagFRFm? ef BFQr Ehat (ret Rt @ 4 ApBPEENt | ssue
to protect . ght hal.der. b restrictin 0 and reproduction of
contents d& a&gﬁ%’#ages&dﬁ%%ﬁ&f s A 5’,Igaﬁ ’%@% SQtiEs5y
Managenent ‘o e C i ght. _managengnt .i.nf ormation for
prot ect i ngrgég?:gg}éé?géé$% ?E@%@%ﬁ?ﬁgcﬁ%&f %’le}leqrf%’" ggghe “3%nd "copy

one gener ahbboBarearmba %nageessm%‘v%f thd C%%%%&gtn%%@e%egﬁlmd1 only

sinpl e copyright managenent 14 April 2005 su _ copy is
nerely preygpbefla€adneciPétat thBSR19i@t i6AVE tHRLUIREASFBRp 1 LAT or mation

in a conplicated format such that restriction of the nunber
the restriction of the number of reproducing times, the

restriction of a reproducing time, the charge, or the like
can be perfo:med is useq, a music piece can be reproduced
only the predetermined number of times_or only for a
prgdetermined period of time in order to be monitored. It
1s possible to execute services in various fofms'suéh that
if the_music_piece is charged for, the music-piece-cén be
always listened to, the music piece is charged for in
accordance witﬁ the number of reproducing times or a
reproducing time, and the like.
| If such services are started, it is necessary to
'encryptthecontentsdatasoastoenabledesiredmusicpieces
émong musiq pieces stored in a memory medium to be listéned
fo the predetérmined number of reproducing times ér for a
predetermined period of time or enable only the user who
has been charged to listen to the music pieces. It is also
necessary to encrypt the contents data in order to prevent
an illegal copy from being frequently performed. For this
" purpose, key information to decrypt the -encryption is

necessary.




of copies, restriction of the nunber of reproducing tines, restriction of
a reproducing tinme, charge, or the |like can be perforned is necessary. |f
t he copyright managenent information such that the reb# diretiiloR0®% t he -
nunber of copies, the restriction of the nunber of reproducing tines, the
restriction of a reproducing tinme, the charge, or the like can be
perfornmed is used, a nusic piece can be reproduced only the predeterm ned

nunber of tinmes or oMy ofedti®dned eIy, MiREG AR i03d 1 tidgE dn order to be
monitored. It s possible to. execute services in various fornms such that

if the nusidligtimidmitiing taregednitent st et Suehpi=ec au@@d keital ways |i st ened
to, the nusic piece is charged for in accordance with the nunber of

r epr oduci nFanwrghdr managepeodutnfigriainbon aand t ttee |Kdge . inHorsweticaer vi ces
are started, it is necessary to encrypt the contents data so as to enable
desired nudtdgh éedisedfpngdessyrt phedds enorpntinnanemecesmediyum to be
listened tq the predetermni ned nunmber of reproducing times or for a

pr edet er i édSFeli6d COPYE B tomaBRgBMensnipformagien wiokelvas been char ged
to listen to_the gysich$ieces is al so _necessary to encrypt the

.
contents data inoord8r %a_'p?Je?/Er‘f{f ab99Y YAt oW kP bkt Kgadlaquent | y
f d. this , : i_nf tion,t t the [ ti i
Pecessary PEToRES B HBERRBhedic f‘%*'ﬁ@ﬁ%ggeé?gr‘-x?c?‘i@%‘?@%mf?ﬁ@ié?p o
hgtatdubs . , ’ s andin “Lhe. copyr Lght
st ngchsscesnigntadatacauetyaneuccy kg, U6e SRRV L

managenent i nformatfion an ormat i1 on

decrYPt[ngcbbﬁriaﬁtﬁﬂiﬂéﬁbﬁﬁﬂ%'Tﬁ%%&ﬁ%&&on.or key inforﬁétibn leaks
' to'the outside or is easily rewritten.

If the copyright management information'and.the
key information which is used for decrypting the encryption
afeinsertedinhaamaindatéareatogetherwiththecontents
daté; a data capacity for which the contents data-cén'be
recorded is redﬁced by an amount corresponding thereto, and

';there is also a possibility that the copyright management
information or the encryption information leaks to the
ocoutside and is rewrittén, so‘that_there is a problem on the

~ security.
| | Inthedasewherethememoeredidmis,forexample,
a CD,'there is a method wheraby the copyright management
~information or the encryption information is inserted into
a subcode. However, défined inforﬁatibn has already beén
inserted in the subcode. There is also a case whére data
of the subcode is rewritten each time the disc is edited.
| It is, therefore, an object of the invention to

provide recording apparatus and method, reproducing

3




Since the copyright managenent information or key information has a size
of at nost about 256 kbits, it hardly becones a burden on a nenory
capacity. However, it is necessary to take security ihtAriorisi2@€pati on

| est the copyright managenent information or key information |eaks to the
outside or is easily. rewitten. If the copyright managenment infornmation

and the ey rahQr TRl QtMICh ¥l USetbalddy QRGN 1D AR NGl YAtd gD are

inserted into a nain data area together -wth the content's data, a data
capaci ty dopryrifyiheh i Reo£0nt eat S gt akegn berormcoigied das reducadediy an
amount corresponding thereto, and there is also a possibility that the
copyr i ghtstmaragemeint-heyntior nati bacomet hebendeypbhoa dataroapaohtyeaks to
the outside and is rewitten, so that there is a problemon the security.
In the case where the nenory nediumis, for exanple, a CD, there is a

met hod whereby the copyright managenent information or the encryption

i nf or mat iDdﬁql§Sﬂlﬁ§eP€e§nWﬁf1§loa subcode. However, defined information has

al ready been _inserted in the ubcoge. There is al so a case where data of
the subcode i ¢ &rITHENEch th ne £RESEH dePeStedih e | tNVERTERBref ore, an

bj f.the i ' ' di d hod,
" opr oauci G P4 ApFIP 3065 Apbar ot U L AS G, CARKE 1 Mor y medi um

Stored and theyds BorbeRte P HiTas et ab ettt 2T °h ol osure of
Invention In geegrdanGe My arbir Ske@SRBGy OLathe ENVEHHIMh data
which is inputted into a data area on a memory medium having
the data area, a lead-in area, and a lead-cut area and
recording additional information corresponding to said
encryption data into said lead-out area; wherein
said memory medium has a first recording area and a
second recording area;
non-encrypted data has been recorded in the first
recording -area;

compressed data 1s encrypted and recorded in the

second recording area; and
key information necessary for decrypting encrypted
data 'recorded in the second recording area has been

recorded in the additional information.

In accordance with a second aspect of the invention,
there is provided a recording apparatus comprising:

input means for inputting encryption data; and

recording means for recording said encryption data
which is inputted intoc data areas on a memcory medium having
the plurality of data areas, a plurality of lead-in areas,

4




there is provided a recordi ng apparatus conprising: input neans for

i nputting encryption data; and recording neans for recording said
encryption data which is inputted into a data area on a4n&morly 2668 um
having the data area, a lead-in area, and a | ead-out area and recording
additional information corresponding to said encryption data into said

| ead- out @pa; aWheneidaisaiyd neaory JRdidip hagraaki r ind ececdbpdighea and a
second recordi ng area; non-encrypted data has been recorded in the first

recor di NG £ o6 ONPr £550thaaba | SoLReipiBdgandor es9idedidridie onsecond
recording area; and key information necessary for decrypting encrypted

dat a recatated imtd s esbnshi® ool did1g t3r @F hasdbean areg@gsobdednkn ofthe
additional information. In accordance with a second aspect of the
i nventi omaid beénealstyprofvilded-auteaoeds Ngwigpaimt us conpri si ng: input neans
for inputting encryption data; and recording neans for recording said
encryption datsidyvfegienys Nagdivem das it & id@ta mteasinad anterforseqaedi um
havi ng %gae plurality of data areas, a plurality of lead-in areas, 4 14
Apri | 2005 End 83| M af 't yIBET| &4F otitdear iy aflr Frtor diay 2addinsitonal
i nformati,on _orre]s:gondi ng to sai d.encr.égtiﬂgn .d(gt ir%to Qne of said
luralit Bad th At eHb BV6né& B S185i WA Yo3t8adL66r ar eas,
P Ity o . .
wherei n g A TerDLy. SRAT YLhasa (47 3hedat 4. 3) €8; 40d oF SESPR i rst
_.data area, a second lead-in area on an inner rim side of
said second data area, and a second lead-out area on an
- outer rim side of saild second data area;
said recording means records said encryption data into said
second data area and records said additional informaticn
into at least one of said second lead-in area and said
second lead-out area;
said recording means records the additional information
as copyright management information for restricting
-reproduction/copy of said encryption data into at least one of
said second lead-in area and said second lead-out area; and
said recording means records the additional
information as a decrypting key for decrypting said

encryption data into at least one of said second lead-in

area and sald second lead-out area.

In accordance with a third aspect of the invention,
there is provided a reproducing apparatus comprising:
reading means for reading out encryption data from one of

a plurality of data areas on a memory medium having the




plurality o

data area on an inner rimside and, further, has a first |ead-in area on
an inner rimside of said first data area, a first |ead-out area on an
outer rimside of said first data area, a second | eadif Rmriéaz6fsan i nner
rimside of said second data area, and a second | ead-out area on an outer
rimside of said second data area; said recording neans records said
encrypti gnudatatyndp satd aseeond dataasaieq andieggondsasis] agdi ki onal
information into at | east one of said second |lead-in area and said second

| ead- out pdruealitsal doff eclradi-ogt meansas ecardls ddaeliaddi bhonabkddifiemadt i on as

copyright managenent information for restricting reproduction/copy of said
encrypt i gmiggmation ccerrdsmpadisgetof satdiehaaepdddnl datai Arem exnaand said
second | ead-out area; and said recording nmeans records the additional

“i nf or mat i%n S&dda PAEERYBEY nef keGad o G PRI et ypitured idat a i nto

at | east 3pa]of sai d secoqd | ead-in area and said second | ead-out area. In
accor dan®& WS &UhiAFE25speCe of the invention, there is provided a

reproduci ng apparatus .conpri sing:. reading neans far, readi ng, out encryption

dat a fron1oner% rog”ﬁﬁ&ﬁgﬁﬁ@?SO%O&aF§P§Pg3§1BH gaﬁgnnﬁ§cﬁ¥gFﬂﬂ?having t he

14 April 5.pl j f a 2} u i [ - i reas, and a
e S S R L e S R R

correspoRdiRgiho said encryption data fromone of said plurality of

| ead-in areas or one of said plurality of |ead-out areas; and reproducing

means for repsaddCiefosdl fe@8NGMYRAE0R first data area and a second

data area on an inner rim side and, further, has a first
lead-in area on an inner rim side of said first data area,
a first lead-out area on an outer rim side of said first
data area, a second lead-in area on an inner rim side of
sald second data area, and a second lead-out area on an
outer rim side of said second data area;

said reading means <reads out said additional
information from at least one of said second lead-in area
and said second lead-out area;

said reproducing means reproduces sald encryption
data which 1s recorded in said second data area in
accordance with said additional information;

said reading means reads out the additional
information as copyright management information for
restricting reproduction/copy of said encryption data from at
least one of said second lead-in area and said second lead-out
area; and

said reading means reads out the additional

information as a  decrypting key for decrypting said




. accordance with a fourth aspect of the invention, there is provided a

data in accordance with said read-out additional information, wherein said
menory nmedium has a first data area and a second data area on an inner rim
side and, further, has a first |ead-in area on an i nnkt Aponlsieed of said
first data area, a first |lead-out area on an outer rimside of said first
data area, a second lead-in area on an inner rimside of said second data

area, an@nerypeedf lwRad- ottoral £8, 188s8NoneUlel §41d Skdeondl 3abd-sacond data
area; said reading neans reads out said additional information from at

| east  onarek saddssédosdcbeddlieadasen amd. sai d second | ead-out area; said
reproduci ng neans reproduces said encryption data which is recorded in
said second data area in accordance with said additional information; said
readi ng nmeans reads out the additional information as copyright managenent
information fan acestrdagiden g ircéprao ditaty tdn/cgmctofoSatlte ehevyptiom, data from
at | east one of said second |lead-in area and said second | ead-out area;
~and sai d theadi ng means.deshds matordiencadoh tthahatompnformatilon sseps
decrypting key for decrypting said 6 14 April 2005 encryption data from at
| east one@fof said second |lead-in area and said second | ead-out area. In
recordi ng net AoRuEsipg shRgyPRéost dpsaiof
recording said encryption data which is inputted
into data areas on a memory medium having the plurality
of data areas, a plurality of lead-in areas, and a
plurality of lead-out areas; and
recording additional information corresponding to
said encryption data into one of said plurality df lead-
in areas or one of said plurality of lead-out areas,
wherein
said memory medium has a first data area and a
second data area on an inner rim side and, further, has a

first lead-in area on an inner rim side of said first

data area, a first lead-out area on an outer rim side of

said first data area, a second lead-in area on an inner
rim side of said second data area, and a second lead-out

‘area on an outer rim side of said second data area;
recording saild encryption data into said second data

area and records said additional information into at least

one of said second lead-in area andlsaid second lead-out

areasy




inputting encryption data; recording said encryption data which is inputted
into data areas on a nenory nedi um having the plurality of data areas, a
plurality of lead-in areas, and a plurality of |ead-ouf Zrmds208hd
recordi ng additional information corresponding to said encryption data
into one of said plurality of lead- in areas or one of said plurality of

| ead- out ar eagecorhiengi Nthai dad@i®idhdmedi iidastachi r sis dalopyarigatand a
second data area on an inner rimside and, further, has a first lead-in
area on aanegamenti mricdmacfosaiftb:f | Festricat agamreprodudtinat/ cbpadofut ar ea
on an outer rimside of said first data area, a second |ead-in area on an
i nner risAigi gecwfPtéan ddafec dmdiodat alazel, orhdofa sEicbrmedodd-lead-iarea on an
outer rimside of said second data area; recording said encryption data
into sai §7§écafd TAtA senws ARddredlerareagarBdaddi tional information into at
| east one of said second |ead-in area and said second | ead-out area; 7 14
April 2005 re&6C@ragnohdhgddiddidianaInfiorimmediias adpyrigRtyPRraRdagenent
information for restricting reproduction/copy of  said encryption data into
at | east k6ie Tofr LIfrgdard Pr@efﬂ-wprﬁéﬁ@aorar%af@ai hiecdhdleesl- e8¢ ar ea;

. and recording,the additjonal information as a declypting key for
‘decrypti R§ said EREPYPtIA Ut 59 it JHsLSEEd g3t ts8€ERd | ead-i n

area and sai d second | ead-out area.

In accordance with a fifth aspect of the invention,
there is provided a reproducing method comprising the
_steps of:

reading out encryption data fram one of a plurality of data
areas on a memory medium having the plurality of data areas, a
plurality of lead-in areas, and a plurality of lead-out areas;

reading out additional information corresponding to said

encryption data from one of said plurality of lead-in

areas or one of said plurality of lead-out areas; and
reproducing said encryption data in accordance with said read-
out additicnal information, wherein

said memory medium has a first data area and a second
data area on an inner rim side and, further, has a first
lead-in area on an inner rim side of said first data area,
a first lead-out area on an outer rim side of said first
data area, a second lead-in area on an inner rim side of
sazid second data area, and a second lead-out area on an
outer rim side of said second data area;

reading out said additional information from at least
one of said second lead-in area and said second lead-out
area; |

Ta



I n accordance with a fifth aspect of the invention, there is provided a

r epr oduci ng net hod conprising the steps of: reading out encryption data
fromone of a plurality of data areas on a nenory nedilénmeid 2§06he
plurality of data areas, a plurality of lead-in areas, and a plurality of
| ead- out areas; reading out additional information corresponding to said

encryption dat@gfiRMang Hasdi éhPtyrdlant ¥0h headni Bs 3Leasqsen 9pe of said
plurality of |ead-out areas; and reproducing said encryption data in

accor dangeii tdecwaidd dead-aredt Bddhtbepahnkafl Qrmmt i Qg WagHeENoga1 d menory
medi um has a first data area and a second data area on an inner rimside
and, furtihgorraasSom;first lead-in area on an inner rimside of said first
data area, a first |ead-out area on an outer rimside of said first data
area, a seconddagkdd rowlr ebhenadditaperlr iimfsindatdfon sas dcspgondhtat a ar ea,
and a second | ead-out area on an outer rimside of said second data area;
readi ng FRNGEETEddini oAt o of et restrihngt repasductoie/stpyard second
| ead-in areg and said second | ead-out area; 14 April 2005 reproducing said
a

encrypt i GAGafECHRCIPY datacdraRdat nteasti Preefbndaddt seerh 199dadBor dance

with said additional, infornmation; reading out the additional information
%Iﬁg aﬁ%ﬁ%ﬁéhgﬁFOPﬂgg%%§FW8naF%?’r ricting reproduction/copy of

as copyrig 7 . .
said encryptign.datg fromal Jeast ,q0e:9bng?! d SEFGALI 4011, arga and
sai d second Ieag-ou area; an
decrypting key for decrypting said encryption data from at
least one of said second lead-in area and said second lead-

out area.

In accordance with a sixth aspect of the invention,
there is provided a memory medium which has a plurality of
data areas, a plurality of lead-in areas, and a plurality of
lead-out areas and in which encryption data which is
inputted into said data areas is recorded and additional
information corresponding to said encryption data is
recorded into one of said plurality of lead-in areas or one of
said plurality of lead-out areas, wherein

sald memory medium has a first recording area and a
second recording area;

non-encrypted data has been recorded in the first
recording area;

compressed data 1is encrypted and recorded in the
second recording area; and

key information neceséary for decrypting encrypted
data recorded in the second recording area has been

recorded in. the additional information.

b




readi ng out the additional information as a decrypting key for decrypting
said encryption data fromat |east one of said second |l ead-in area and
said second | ead- out area. In accordance with a sixthlagpedtl 8f0%he

i nvention, there is provided a nenory medi um which has a plurality of
data areas, a plurality of lead-in areas, and a plurality of | ead-out
areas and in which encryption data which is inputted into said data areas

i s recordegrar¢ ddicdHi9dlon ¥ @mLiinga corresponding to said encryption
data is recorded into one of said plurality of |lead-in areas or one of

said plurality of |e@dgaull aseasscHBREELE &RdGr&RIGF YarTRG thags first
recording area and a second recording area; non-encrypted data has been
recorded i @ @hecflia whichethedinemnlrsa icoappessad Kliag a2 ssen®lyaiied and
recorded in the second recording area; and key informati on necessary for
decrypti ngdé-ngrwnt@ﬁ andexampéeoritl edrenotrdieng eppat atmootdiwigiclt ékehas been
recorded in the additional information. 7b 14 April 2005 Brief Description
of Drawi ngdnFPgLipniis gppdhefatliid dp dgrahloiCkadiespamiod at examgilec to which
t he |nvent|on IS a I|ed Fig. 2 is a block diagramof_ an example of a
recordi ng 9pFareR ?F%ﬁP@EaFﬁ§“%ﬁﬂN#&?%ﬁhP§ﬂﬁﬁﬂﬁkﬂP1FﬁQP139@é a bl ock

~di agram of . n e reproduci ng apparatus_to which the invention is
app|g| ed; a argp pélagram% QPL example of a recording

scgemat
_férmat of copyright management information and key -
information;_Fig. 5 is a flowchart for use in explanafion
~ of the reproducing appardtds to which the invenfipn is
applied; Figs. 6A to 6D are schematic diagrams for use in
éxplanation.of an embodiment of the invention; Figs. 7A to
7D aﬁe schematic diagrams for use in explanation of thé
rembodiment of the invention; Fig. 8 is a schematic diégram
bfanotherexampleofadisgtdwhichtheinventiqnisapplied}

and Figs. 9A to 9D are schematic diagrams for use in

explanation of the embodiment of the invention.

Best Mode for Carrying Out the Invention
An embodiment of the invention will be described
hereinbelow with reference to the drawings. The invention
is suitable, for example, when it is used for encrypting
data of contents and protecting the data when the contents

- data is recoxrded/reproduced to/from Cch2.
CD2 is an optical disc having a shape similér to
that of the ordinary CD and is separated inte an area AR1

on the inner rim side and an area AR2 on the outer rim side




Fig. 4 is a schematic diagram of .an exanple of a recording format of
copyright nmanagenent information and key information; Fig. 5 is a flowchart
for use in explanation of the reproduci ng apparatus ti! dipir¢h £6@5 i nventi on
is applied; Figs. 6Ato 6D are schematic diagranms for use in explanation
of an enbodi ment of the invention; Figs. 7Ato 7D are schematic diagrans
for use in explanation of the enbodinent of the invention; Fig. 8 is a
schematic dlagéan1 of _anot her exaggle of a disc to which the invention is

appl i ed; ﬁ‘% 1gRigg Igp AR REE] &oﬁl%ﬁﬁr%r?ﬁd%@eltﬁfee@xpl anation

of the enb OARihe | vention. Best. (% L Carr Cut

I nvent i on nﬁoglnent ehé“Pﬁ&eﬁ%?dﬁL ﬁn g 8e§€? Rt nbelow

wi'th ref or chgs %148 16 i RO%.adf T QVERUL AR 1 SULIARLE. L] ofy xaml e,

when it is use r encrypting - a of ~con ents prote |ng he data

when the CQRh@Rst: Q%aofstﬁ@car@ae%&e%oﬂugeﬁnﬁ ffﬁmsqfa?e %[.Za' S an

optical disc having a shape simlar to that of e ordinary and is
separ at ed 1@kad- a&taa@aaABéUTinghﬁrWﬁ@édriﬁﬂt&i@%@&m@rﬁ% ARZ on the
outer rimside 8 14 April 2005 as shown in Fig. 1. Amrror portion M is
provi ded bakweein hheaanEee ARl padvided Bnethé | Mimd ot tmherataa AR2 on
the outer rimside. Alead-in area LINL is provided in the innernost rim
of the arearARIABRA ¢ohéthansuter i deldncmal a daddebutaneaal DOUT2i s
provided in the outernost rim A lead-in area LIN2 is provided in the

i nner most AEnPEPvided anebheApatenmodt vimer rim side and a | ead-out area

LOUJT2

For example, music data is recorded as‘Péﬁ data
as it is into the area ARl on the ihner rim side so that
'it can be reproduced.efen.by'an ordinary'cb blaYer. In the
- area AR1 on the inner rim side, usually, encryption,ia nof

,_executed either. |

| On the other hand, in the area AR2 on the‘outer‘

| rim"sic-Ie , for example, music data is compressed by Mi’3 (MPEG1
Audio Layer-3) or the like and recorded so that data can
be recorded at a double density and affinity with a personal
computer can be obtained. By compressing the music data

'by MP3 or the like and recording it, a recording capacitjr
can be increased and the data can be handled by a file system
similar to that of the personal computer: In the area AR2

. on the outer rim side, since the data is oftea taken out
to the outside, the data is encrypted and recordéd.

As mentioned above, CD2 can be reproduced by the
CD player by using the'area AR1 on the inner rim side in
a manner similar tgjthe ordinary CD. Byausing the area ARZ

on the outer rim side, the data can be handled in an



is provided in the outernost rim For exanple, nmusic data is recorded as -
PCMdata as it is into the area ARL on the inner rimside so that it can
be reproduced even by an ordinary CD player. In the aFe®pARlL 9%0% he inner
rimside, usually; encryption is not executed either. On the other hand,
in the area AR2 on the outer rimside, for exanple, nusic data is
conpressed by MP3 (MPEGL Audio Layer-3) or the like and recorded so that

data can mufa_emmgakeaad@abh@ neisdt WidRdk i pbRkbialddinga f2eF sonal
conputer can be obtained. By conpressing the nusic data by MP3 or the like

and recording it, a racendim@ioapacidticudlariie ither dased tanrsh tie data can
be handl ed by a 'fi | e system simlar to that of the personal conputer. In
t he area ARUitmbIdEoputssy iniognss dé emsimypeineddbaai sontbéehstwilean out to
the outside, the data is encrypted and recorded. As nentioned above, CD2

can be repridducnigntshdat@Disl aperyiptedsiang tesondes /ARprodiudedl i nner rim
side in a manner simlar to the ordinary CD. By using the area AR2 on the
outer rim §Q¥§r%é:bt%ta§e@aﬁ38eoﬁameed’qtﬁraﬁl@ #4dgpri| 2005 interl ocking

rel ati onal manner with the er sonal” uter. In such CD2, particularly,

the invention i s sui s -e?f "{Eéni‘ﬁx BLe St B St dng FRPATHYSont ent s
when the on% 18 qft ?P%gggggrrly% 1§ﬁlr eci)%ﬂ;ed/ rggrég%%egl t o/.fromthe
area AR2 on'% Bt YRS di ng
appar at us dta%a"‘@bcéhﬁﬂﬁé&“{:%”&hoﬁfﬁt Ptk 47 e Aardiife CHRENtS
contents data is audlo data {music data). A constructlon )
:such that besides the audio data, various data such as motion
image data, still image data, program data of games, data
of aWebpage, etc . is reco;:ded ascontentsdatais considered.
A- _Thé contents data from the input terminal 1 J_S sup'plie'd to
én encryptiﬁg circuit 4. .
Key in‘formai_:ion Kis supplied_to an input‘terminal
2. The key information K from the input terminal 2 is
supplied to the encrypting circuit 4.
| The encrypting circuit 4 encrypts the contents
data from the ih_put terminal 1 by using the 'key information
K_from the input terminal 2.
An output of the encrypting qifcuit 4 is supplied
to an error correction encoding circuit 5. In the error
correction encoding circuit 5, an error correction code is
added to the contents data eﬁcrypted by the encrypting
“circuit 4. |
Anoutput of theerror correction gncoding circuit

5 is supplied to a medulating circuit 6. In the modulating
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data is supplied to an input termnal 1. For exanple, the contents data is
audio data (nusic data). A construction such that besides the audi o data,
various data such as notion inmage data, still inage: HatPerigrdgPam data of
ganes, data of a Wb page, etc. is recorded as contents data is -
considered. The contents data fromthe input termnal 1 is supplied to an
encrypting circuit 4. Key information Kis supplied to an input term nal

2. The key :information K fromthe input termnal 2 is supplied to the

encrypt i ng it ® 4 therecardips dake 5 madul ot sy g predeferednednts  data

fromthe in t erm nal b i ng .the k | nf or on K fromthe input
t er ni nal Iz“%ﬁ?lﬁﬁ:ﬁ'&?[ S@F%Fﬁ% g%%rcgﬂiﬁ%oghbﬁi’f‘oggiét%ﬁli%u‘i8 aln glrjror

correction, ngl ircui it 5. -1n.the error. orrection. encoding circuit 5,
an error c&ﬁép(eéc ?g%ef:ao (eéiasraeé:é’é:glflg tcﬁé‘”cé%ﬁt gﬁts data encrypted by the

or_cort ECtor t ed by the
57« Suppli cd 1o o maRParPRG o o TRy B 10k ST 2005

circuit 6, thanr 66058k N%pfatep id, Meld ahed Py AedAsied Wi ed giwedul ating
system An output of the nodulating circuit 6 Is supplied to a recording

circuit 7. 1Anpouipgtoptidde peaaisliang ehecaisc 710 SisSURRIH edtamp@ean opti cal
pi ckup 8. The data is recorded onto a disc 10 by the optical pickup 8. The
disc 10 i sa Bascexs@inpbe,. a disc of CD2. '

The key infofmatibn K from the input'terminal 2
is-suPplied to a mikiﬁg circuit 9. Copyright management
information R is supplied to an input terminal 3. The
copyrightmanagementinformatiohfiiéSﬂppliediﬁjthémixing
cirCurt9#1aarewritingdircuitl1¥ Anoutputofthemixiﬁg
-Circuif 9is s_uppliéd to t.hel"opti;.:a-l"pricku‘p 8viaa teqo_rding
éircuit 12. The kéy information K and copyright management

'informatidﬁiR are recorded onto the disc 10 by the optical
pickup 8.

The copyright management infqrmation R is
information for ménaging, for example, COpY
inhibition/permission, geﬁerationinanagement of the copy,

"restriction of the number of copies, reproduction

" inhibition/permission, restriction of the number of
reproducing times, restriction pf a reproducing time, and
the 1ike. In case of performing the generationinanagemeﬁt
of the copy, the restriction of the number of copies, the
restriction of the number of reproducing‘times, or the
restriction of the reproduciné time, it is nebassary to

"rewrite the dopyright management information R each time

T 11




The key information K fromthe input termnal 2 is supplied to a m xing
circuit 9. Copyright managenent information Ris supplied to an input
termnal 3. The copyright managenent information R isl4éupliled00d the
mxing circuit 9 via arewiting circuit 11. An output of the m xing
circuit 9.is supplied to the optical pickup 8 via a recording circuit 12.
The key information K and copyright managenent information R are recorded

onto the dige Hpyy orheeppbiataitioni €kUpeBsoliieacopitd Glwrmags et

information Ris information for nmanagi ng, for exanple, copy

i nhi bi ti on/er obpgrOght geNEiPdmait Tafagaaenibnok iheee@pymedriegtttiect i on of

t he number of copies, reproduction  inhibition/permssion, restriction of

t he nunber r@writdmoodiigicng.tt ildes, restriction of a reproducing tinme, and

the like. In case of perform ng the generation nmanagenent of the copy, the
restriction of the niihsckeyf ipbprustioneK anhtqoptmigi ofmantaganailer of
reproducing times, or the restriction of the reproducing tinme, it is

necessary H&LoraWtice RnareoprrEAed nheg citttleat AHatd R Reddé® tine - 11
14 April 2005 the-cqp or, reproduction is perforned. The rewiting of the

copyri ght RefSgéRentTREE ohFratiftsh dRSCs 1hetfor iRl $XATRES - r2HEST RF circuit

11. The key. info nationd%ﬁ d capyrigh nagenent infqrmati.on are

- recorded |?VfP8t h_nl%aa%ﬁ acg’reegll&%: P%eEDg?s% 1%?0%(&11 %rsl,g‘t He dﬁ!ﬁfc 10 is,
flor : ﬁéa”p' GontelltiCadfa 1 PancriBtidEndrddiG S Inth 8 a5, {pW In Fig.

' "_In this case, the key information K and copyright managetnent
information_ R are recorded into the. lead-out LOUT2 in the
outer rim of the area AR2.

- Fig. 3 shows aconstruction of areproducingsystem.

‘In Fig . 3,a récording 'signal on a disc_ 20 is -re'p;r:oducéd
by an optical pickup 22. The disc 20 is, for example, a
disc of CD2. An output of the optical pickup 22 is supplied
to a demodulating circuit 24 via a reproducing ampl‘ifier
23. The mption of the optical pickup 22 is controlled oy
an access control circuit 30 on the basis of a control of
a system controller 29,

As mentioned above, the key information K and the
copyright 'management information R have been recorded into
the lead-out area on the disc 20. Therefore, in case ofr
decrypting the data recorded on the disc 20, the optical
pickup 22 is moved to the lead-out area by the aécess control
circuit 30. The key information K and the copyright

‘management informationR are read out fromthe lead-out area.

An output of the demodulating circuit 24 is

12




contents data is encrypted and recorded into the area AR2. In this case,
the key information K and copyright managenent information R are recorded
into the lead-out LOUT2 in the outer rimof the area ARZpmHEilg2085shows a
construction of a reproducing system In Fig. 3, a recording signal on a
disc 20 is reproduced by an optical pickup 22. The disc 20 is, for’ -
exanple, a disc of CD2. An output of the optical pickup 22 is supplied to

denodul atj ireyit 24 vi i ng_.anpl.ifi 3. The noti f
the opti cal” BRAS 38 (& SSROFoIPEd By i CACCHIE Ednt S SFFERI T 30 on the
basi s of- al t trql ti , , the k
i or mat i orf B Sk e PRSRYT . CRaRBRSinY IFoPRRPof R RS Ia Heen

recorded i ndiGcdiie 25eadp QUL AR @ thBCe fESE COrrd DEI R Wikrcdit o35e Of
decrypting fhé:déta'recordégﬁ%n f%e dis% 20, thérdgg%ﬁgj:Lﬁﬁc up 22 is

noved to t he d@esit Dol 8@ dWr§ el ACEE86aERPIIcuit I Hhl s3Dp1iRe Kkey
information K and the copyright managenent information R are read out from
t he | ead- oufo @& &ay Aanadepehtofinfbemdeibdulrahinggcciggutit247is Av 14 April
2005 supplied to an error correcting circuit 25. An error correcting '
process i s oatpait oeff bietkey enarcrgeancsn e dinfugmadi faquirte a8 ngAe iaatiptit of t he
error correcting circuit 25 is supplied to an encryption decoding circuit
26 and suppl’/i é¢ suprdikdy trathgesparyphifionndecodingadingudicr 26t 27. An

out put of the key managenent i-nformation reading circuit 27 is supplied to
the encryption decodth§ ERFE¥PEiop decoding circuit 26 executes a

_ process for‘décrypting the encryption of the reproduction
data by uSiﬁg:the key information K read out by the key
' management information reéding circuit 27. The COopy or
reproductién‘is restricted by the cOpyrighf management
information.R‘rééd'out"by the key management,information
reading circuit 27. -
An output of the encryption decoding circuit 26

‘is supplied to a reproducing circuit 28. Aﬁ output of the'
reproducing circﬁit 28 is outputted £from an output terminal
31.

' As mentioned above, if the discs 10 and 20 are
discs'of, for example, CD2, the contents data is encrypted
and recorded into the recording area AR2 on the cuter rim
side. The copyright_management informatiocn R and the key
information K at this time are recorded into the lead-out
areaLOUTZ(Fig;l)ekistingintheouterrimofthexécording
area AR2.

Information indicative of the lead-out has been

recorded in the O channel of the subcode in the lead-out
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The encryption decoding circuit 26 executes a process for decrypting the
encryption of the reproduction data by using the key information K read
out by the key nmnagenent information reading circuitl2”Aprilie266py or
reproduction is restricted by the copyright nmanagenent information R read
out by the key managenent information reading circuit 27. An output of the
encryption decoding circuit 26 is supplied to a reproducing circuit 28. An

qutput of Lheas gsﬁrgﬂduoﬁ{% Gigl, Clh 1 280 4 50 QUIRHE LG LT L QISP OMiPYT, t erm nal

31. ment i on ove the discs 1 and 20 are discs of, for exanple,

cD2, the CeRkeftshalda icy el ¥ibedaeandos ecaidiash i 4y aHegchacqrdi ng area
AR2 on the outer rim side. The copyri ght nanagement information R and the

key informatirofok @¢" tdirfotid MRmdee s 6€OMIeENEAtS éheHeadxeyt anar ea LOUT2
(Fig. 1) existing in the outer rimof the recording area AR2. Information
i ndi cati ve"ah"tsieoweatheoliballasubeeriietiverethd arthei ) utleanprali-oh:tt he
subcode in the |l ead-out 13 14 April 2005 area LOUT2. That is, with respect
to track nanberIg)UmDormot kenQe hHadigeld HfomHdestibackdeyurdb@ad”. |Wliieuat es the
| ead-in, "01" to "99" denote nunbers of novenents or the like, and "AA"
shows the REQE $Tablers Gentenssirindicater (POINTouR) anddmeOdien or not

can be judged fromthe track nunber. Wen a TOC (Table O Contents)
i ndi cat es ?h@llmad— Nt StATtEes RREHD -t h@?é’&@-’&&tons?ﬁrttl%e feadhBWh. The

position of tﬂ§o$§agyoy£

Usually. only the information in the O channel
of the subcode is stored in the lead-out area LOUT2 and this
area is filied with dumniy data. The copyright ﬁénage’_mént ‘
informationR and the key information.K are recorded inplace
- of the dummy data. Th.e‘r'efore,, a sufficient areé for |
. recording the copyright management information R and the
key information K cén be helc’_i,in the lead-out area LOUT2.

Fig. 4 shows an example of a format of recording
information in case of recording the copyright management
information and the key information.

As shown in Fig. 4, a version number of a key is
provided at the head. When the encryptién is decrypted,
‘ the key is updated to a new key and, at this time, the version
number is incremented. Subsequently, information
indicative of the number of keys is provided and the key
information K of the number as many as the number of keys
is provided. Subseque-ntly, the number of copyright
management information is provided and the copyrigﬁt

management information R of the number as many as the number

14




s knowmn by it. Usually, only the information in the Q channel of the
subcode is stored in the | ead-out area LOUT2 and this area is filled with
dummy data. The copyright nmanagenent informati on R and! tpeike§0¢mf or mati on
K are recorded in place of the dummy data. Therefore, a sufficient area
for recording the copyright managenent information R and the key
information K can be held .in the | ead-out area LOUT2. Fig. 4 shows an

I f : - ' i in . of di h
cCopyri ght SanegeResent; RRERRERRAL AMESEEE) 1A 8RREEal <homn in Fig.

4, 2 versi aunBURDSE Rby3 kY ths nBREYLdSE %%%Pg e afanfERed e enctyption

I's decrypted, the key Is update 0 a new at this tine, the

versi on nufpbemhsibACEENEIERshaSYBSEeRbbr &AHoERELAN-bAG1§841 ve of the
nunber of keys is provi.ded and the key information K of the nunber as many

as the nunmhercaditdelys. LaspI9yi detkc Pubseguatddondddis, ausben ebasopyri ght
managenent information is provided and the copyright managenent information
R of the nusbadded.nmany as the nunber 14 14 April 2005 of copyright
managenent information is provided." The nunber of keys or the nunber of
copyri ght. managenent Anj efperacannbe ode tepoadisby otheheERLinbmie aindr ogr ans
recorded "as_contents: Lastly, a CRC (Cyclic Redundancy Check) code is
added. An &fldtftemtben gf thecpRyrigie BrRuagesenbiaffaagiifdeBtdn of the

copyri ght ]ggygazgnefnc?lq}iati;in&?eréeimo%eRporreven{:ed. That is, the number
of éopies and the numbéf of reproducing times are inclﬁded
as copyright'mdnagément'infci'niation R. It ispresumed that
the number of ‘.c‘o‘pies' .Or the number of reproducing ﬁimes is
purposely rewritten. .Ilf such a rewriting is performed, an
.error is causea by‘the‘ CRC code. The falsification of the |
copyright management information R or the key infor':rzétion
: K is prevented by ‘this mefhod. ‘A code for authentication
can be also recorded ‘in place of the CRC code.

In the ordinary CDplayer or CDdrive for apersonal
computer, the pbsition‘of.the lead-out area LOUT2 has
previously been known from the information of the TOC; The
-ordinary player does not reproduce the data in the lead-out
‘area LOUTZ2 ., Theréfore , according to the ordinary CD player
or CD drive, the copyright management information R or the
key information K of the encryption which have been recorded
in the lead-out area LOUT2 is not taken out to thel outside.
It is considered that even if all of. the contents of the
disc are copied as they are to another disé by using fhe

ordinaxjy CD player or CD drive, the copyright management
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key information K can be prevented. That is, the nunber of copies and the
nunber of reproducing tines are included as copyright managenent
information R It is presunmed that the nunber of copi ekt @priihez®ifmber of

reproducing tines is purposely rewitten. If such a rewiting is perforned,
an error 'is caused by the CRC code. The falsification of the copyright
managenent i nformation R or the key information Kis prevented by this

met hod. A Gode Rt i3 Nenkiaal kep ;_n%&mlaeu%hs:@lﬁa.qu dedalBublidsm0of the CRC
code. In.the ordinary CD player or CD drive for a personal conputer, the

posi tion ofadehedteadpawd.area LOUT2 has previously been known fromthe
information of the TOC. The . ordinary player does not reproduce the data in
the l'ead-out area L@W§2. sTher af alewcheacdar dhnginhg the oegreduyich pl ayer

or CD drive, the copyright managenent information R or the key information
K of the empeypption whi theheesecbwbrreetbededpyrighliemasadeoentarea LOUT2 i s
not taken out to the outside. It is considered that even if all of the
content s ofinfleEmagiien BranddpicedessinfieymatdoncK st macadidsd Bptgsi ng t he
ordi nary CD pla er or CD drive, the copyright managenment 15 14 April 2005

i nf or mat i ofBR &ﬁédrﬁgtkéyeﬁnﬁepﬁﬁtlon in the | ead-out LOUT2 are not

copied. Fig. 5is a flomchart SE the re roducin o eration in the -
case where the copyerﬁF naH%@ = rﬂﬁﬁqﬁ& Nén°R K&? iLif or mati on

gfa{ﬁergfg;g§%§ nétﬁ 58 érﬁg€¥5&ggm%aézu§fro'%%eﬁ%gdln area LIN2

area LIN2 (step S1). The position of the lead-out area LOUT2
J".s judged‘f‘rbm the TOC information (step S2). The lead-out

' ‘area LOUT2 is accessed ahd the copyright management
J.nformatlon R and the key 1nformat10n K are read out of the
lead outareaLOUTz(stepSB) Thereproducedcontentsdata
is decrypted by using the key information K and the copy
'ox‘reproduction is réstricted by using the copyright
management information R (step S4).

Fig. 6 schematiCally shows the data which is
recorded onto the disc in the radia;f. direction of the disc.
In this example, in the disc on which the recording area
ARl on the inner rim side and the recording area AR2 on the
outer fim side are provided, in case of encrypting the
cpﬁtents data in the recording area AR2 on the cuter rim
side,asshownjxlFig.6A,copyrightnmnageméntinformation
R2 and key information K2 are recorded into the lead-out
area LOUT2 existing in the outer rim,éf tha recording area
AR2.

As shown in Fig. 6B, the copyright management
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accessed and the TOC information is read out fromthe lead-in area LIN2
(step S1) . The position of the |lead-out area LOUT2 is judged fromthe TOC
information (step S2). The |ead-out area LOUT2 is accksdediand0@he
copyright managenent- information R and the key. information K are read out
of the |ead-out area LOUT2 (step S3).' The reproduced contents data is
decrypted by using the key information K and the copy or reproduction I's

tricted b ht t f ti R Fig.
6 schemnt | CBFPM ﬁ%ag%e%%%ﬁé{:a e Tk B G L 1 hEoaP ek the | O

dial d f h I h th
II:ZCIO?dI nlgrgL(rﬁIé::aO %Il eglgﬁra{ellf'f"l?l&mI lel gl’pﬁlgegﬁea?%%gtfﬁic Sgqutsa\élﬁkgz onet he
outer rim agdsnﬁgeaprfag]%%fd% %hngsecmt' Eahe sakenys data 1o the

recording area on the outer side, as's copyr.i ght
anage”EntprEQBH§3t9ﬁjuﬁQr@EQd&@&f&EEEBBEHQHg%%H@E%éf%ﬁﬁ@ﬁﬁnagt0 the

| ead-out area LOUT2 existing in the outer rimof the recording area AR2.

As shown i BgFigfofRatibg. Cadwt, BRI Rth F heAWdgy 200 | nf or mati on
R2 and the key information K2 can be al so recorded into the | ead-in area

LI N2.- The haadgémenteintdiRatSonSerl aras tiie egaih@brmacabdi kg hhs TOC and,
further, there is a possibility that it is used for recording other

vari ous ki agepacfi tymffoatmosbaboddVibekbiss nthegaan tf sthfticopytight
managenment i nformation R2 and the key informati on K2 has
acapa0|tyo$@§ﬂ§é@@bb@t025@mbl@%d lMe@r@®h5¥N25LﬁHﬁ(ﬁhﬂﬂﬂqpyrlght

m_anagement 1nf_ormat10n R2 and the key information K2 are -
.rECorded into- the lead-in area LiNZ, there is no need to
access the ledd~§ut area LOUT2 and there is an advantage
: such that ah'acceséing speed can be improved.
- *Purther, ‘a's sho,Wn”" in Er'ig‘.."GIC_-, the copyr“ight‘
management inférm&ti_on R2 and 'th.e kej information K2 can
-be al's"o‘ recorded into both of the lead-in area LIﬁz and
léad~out_area LINZ.

Further, as shown in E_‘ig. 6D, for example, it is
also ﬁos’sible to cons-truct in amanner such that the copyright
manager'nent‘.information R2 and the key information K2 of 256
kbits are divided into two copyright management inforﬁation
R2a and R2b and two key informafion K2a and K2b, the copyright
manag’emént inforrnatio’n RZ2a and'therkey information K2a are
recorded into the léad—in area LIN2, and fhe copyright

) management information R2b and the kéy informétion K2b are
recorded into the lead-out area LOU2, respectively. It is.
also possible to separately record the copyright management

information R2 and the key information K2 into the lead-in
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recorded into-the lead-in area LIN2. If the copyright managenent
information R2 and the key information K2 are recorded into the |lead-in
area LIN2, there is no need to access the |ead-out aredd |KDYE2 2Ad5t here is
an advantage such that an accessing speed can be inproved. Further, as
shown in Fig, 6C the copyright managenent information R2 and the key
information K2 can be also recorded into both of the lead-in area LIN2 and

| ead- out argad iR Bwd Nelha-2stShows &.@u&i,grﬁéBecft%eq??npl'e, it is also

possi ble to.construct in a manner such that the copyrig managenent

information R2 and tha keY dudw gekiedpkiodl, 9ahkBthsraiand] Wded into
two copyright nmanagenent information R2a and R2b and two key information
K2a and K2leontteatecofytsgid entaypgedeandirdcrridd antB2an apcHd axeay .
information K2a are recorded into the lead-in area LIN2, and the copyright
managenent AR2f anmbhe ooutdR briandettvedoeyhientepnateas B2 arde AR oo ded into
the | ead-out area LOU2, respectively. It is also possible to separately
record t hetdgpgisght Hawerpahent casafa sacryptRRgaaed trecdiinaftdenat i on K2
into the' lead-in 17 14 April 2005 area LIN2 and | ead-out area LOUZ,
- respecti vePPntpRtEhdataphdnEodbethi pEi he WOt AESB8FhAR1haRE, ARRelscontents
data is. encrypted and recorded into only the area AR2 in the outer rim
bet ween thBrP%gmﬁﬁeas‘ARl and AR2 on the disc. However, a case of

encrypting and recording_the contents data into_ both of the t areas ARl
and AR2. i s presuned?n gucﬂ a case, as shown in %1g. QA, copyr;ggt

management information R1 and key information K1 fdfither
contents data in the area AR1 are recorcied into the lead-out
area LOUT1. The copyright management information R2 and
the key informafiqn K2 for the contents data in the area
AR2 -are recdrded into therlead—aut-area LouT2.
A_s shown in Fig. 7B, it is also possible to‘rrecord
.the copyright management information R1 and the key
information K1 for the contents ddata in the area AR1 into
the lead-in area LIN1 and record the copyright management
information R2 and the key information X2 for the contents
.dataintheareaARzintothelead—inareaLlﬂz,respectively.
Further, as shown in Fig. 7C, it is also possible
to recbrd the copyright management information Rl and the
key information K1 for the contents data in the area ARl
into both of fhe lead-in area LIN1 and the lead-out area
LOUT1 and record the copyright management information R2
and the key information K2 for the afea AR2 into both of
the lead-in area LINZ and the lead-out area LouTZ,

respectively.
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In such a case, as shown in Fig. 7A, copyright managenent information R
and key information K1 for the contents data in the area ARl are recorded
into the | ead-out area LOUT1. The copyright managenent4 iaprain@éfdn R2 and
the key information K2 for the contents data in the area AR2. are recorded
into the | ead-out area LOUT2. As shown in Fig. 7B, it is also possible to
record the copyright managenent information RL and the key information Kl
for the contents data in the area ARL into- the |ead-in area LINl and
record the copyri ght FRERE§EmERE SHAOAEE19n 7R ARE SFATRES- i%f d8mati on K2

for the contents data jn the are nto the lead-jn area LI N2
respectiveFéf E%CQH%\ﬁuFﬁlI@lagma’?@rFfm?‘st SENR590FEEE Nt o record

cont Eﬁfirhﬁhéagﬁg‘?ﬁe PabReELOR £ A Rete on ﬁ%ﬂaﬁflgoﬁl”?lL%%f%nL‘){ e
lead-out atgg chOUTArandaEecond:hicabaRy kgL HAR0RRER! 1hPHOLBL ON 2

and the key 1ntormation for the area ead-in area

LIN2 -and tBSg&%@QhE%aﬁé&éné&”ﬁnféﬁ{%@%ﬂ el -ankB Rib %l?lrd' lewdORByFuUr t her,

as shown in Fig. 7D, for exanple, It Is also pOSS|beto construct in a-

manner suchntBehathenORY ahaht1 BRRAGYERE Hetiodidsat i #Po Rhandatihenkey
information Ki for the contents data in the area ARl are divided into two

copyri ght Hneage]mnanﬁrlfemdmmoaraha.m Rt he anupirvigtitepanagementi on Kl a
and Klb, they are recorded into the lead-in area LINL and.|ead-out ‘area
LOUTL, theinﬁpymagh@ndﬁhag@nEhe key information K2 for the area AR2 ' :

| are divided igio the two copyrightrmanagement iﬁfbrmatipn

R2a and R2b and the two keyrinformation K2a and K2b, and

JT“fhéyraré'fécorded into the lead-in area LINZ and lead-out

,aréaLOUTZ,respectively.VItisalSostsibletoseparately

.recofd,thé.copyright‘managemént informétion RlZand“the'keY

infofmation K1 and recbfd the copyright managément
informatiqn R2 and the key information K2, respectively.
| 'Fﬁrther, although the above example has been

deédribed with respect to the case of recording the data

6nto the disc in which,the.recording'area has been divided

intb two'areas like_CDz, the invention can be also applied'

to a case of further dividing the recording area into a

'plurality of areas. The invention can be also applied to

acaéeofrecordingthedataontoadiscinwhichtherecording

area is not divided like an ordinary CD oxr a double density

CD as shown in Fig. 8.
In case of a disc having one recording ared, as
shown in_Fig. 9A, thé copyright management information R

and the key information K for the contents data in the area
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information R2 and the key information K2 for the area AR2 are divided
into the two copyright managenent information R2a and R2b and the two key
informati on K2a and K2b, and they are recorded into tht Arsdd- EA%0area LI N2
and | ead-out area LOUT2.respectively. It is also possible to separately
record the. copyright managenent information R and the key information Kl
and record the copyright managenent information R2 and the key infornmation

K2, respectrvelrs rebdi-dBar indbt hewegh eblde caltoue-cexampeire has been described
Wi th respect to the case of recording the data onto the disc in which the

recordi ng area has baenstbwhdes Figt 0 9BYO thkeadphtrkgh€Dhanklementent i on can
be al so applied to a case of further dividing the recording area into a
plurality dhfareasiofhR andetbeéednerambermhistompplicd the cantasdsof
recording the data onto a disc in which the recording area is not divided
| i ke an or defiar §nCEherazeaddlicandbesiigo Cresdesdolmte g dea@-inn case of
a disc having one recording area, as shown in Fig. 9A the copyright _
managenent atgRokAlti on R and the key information K for the contents data
in the area 19 14 April 2005 AR are recorded into the |ead-out area LOUT
As shown in Fig. 9B, FRREREEpyRAFgRPOIENATeMEAt °Fnf SRRAFPBETRIBAC t he key

information K for the contents ata.in the area AR can b | sg.recorded
nto the | BaBepRReaf curiTRISERR RornaaEhe i PRoERg 108, KLl &BByr i gnt
managerr‘ent CBH{:QBE@ t&aqpa _gnapge tahleeei( p3 (I}QII q;e”%&is%nrgcégée& hﬁlto both
- of the lead-in area LIN and lead-out area LOUT. |
Further, as shown ianig. 9D, the copyright
management\inqumatibn R and.the,key'information,K for the'-
contents data in the area AR can be also divided into tWo-
Ra énd'Rb and two.Ka and'Kb and recorded into the lead-in
area LIN and lead-out area LOUT, respectively. It ié alilso
possible to separately record the copyright management
information R and the key information K into the lead-in
area EIN and lead-out area LOU, respectively.
According to the invention, when the encryption
data is recorded into the daté area of the memory medium
having the data area, lead-in area, and lead-out area, the
copyright management information and the key information
for the encryption data are recorded into the lead-out area.

' In case of the memory medium having a plurality
of data areas, a plurality of lead-in areas, and a 'plurality
of lead-out areas like CD2, when thé encryption data is
recorded into the data area, thé copyright management

information and the key information corresponding to the
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contents data in the area AR can be also recorded into both of the lead-in
area LIN and | ead-out area LOUT. Further, as shown in Fig. 9D, the

copyri ght managenent, information R and t he key i nf or mkd iFBFIK 2OP5 t he
contents data in the area AR can be also divided into two Ra and Rb and
two Ka and Kb and recorded into the lead-in area LIN and | ead-out area
LOUT, respectively. It is also possible to separately record the c'opyri ght

managenent __i nf or-mati nRandthek i.nf.ormati o into t area
LI N gnd IeacrilcrgtptéLroéla £ED, a?%s’beeccflf‘f/gq tRc88Pd?ﬁ lif% Ptlﬁ’é‘"q nf’ on when.

the encrypti.QQ_ lgaggeh%eggcgﬁgegfltrﬁgr# hTer f‘orfeﬂe%fd to'?ﬁ: meanLy rredl um

havi ng the data area In area,  a area, the “copyri ght

managenent i nf or mat i gg ar@pkaseh%llmarﬂamﬁly Lled B IRG Pk data are

recorded into the | ead-out area. In case of e" nmenory nedi um having a

plurality goéh&Ri@l a¥ahe JuBbyiaIndy vilen faoEAAl ARSheARdaA-BLYral ity of
| ead-out areas |ike CD2, when the encryption data is recorded into the

‘dat a ar ea, airba ammtlhligh&r@ari&gewméd w610 GiiinyOfa8a¢ e keyitabar mation
corresponding to the 20 14 April 2005 encryption data are recorded into one
of the plupréltle/lead-beadis nbaatasddiramehefinfvernp tircal bfytlof TOead- out
areas. In the present -situation, only information in the Q channel of the
subcode haEhpekart dd@tdstei Hight dnxdihast enberadarie tisiad-audaarsaf i | | ed

with dumry data. The position of the |ead-out is obtained fromthe
Infornatloﬁan ?fﬂ?dﬂ§§ from the 1nformatlon in the @ channel. The

' copyright management 1nformation and the key information
are recorded by using 5uchfa lead-out area. The lead-out
area is not rewritten or accessed by the ordinary CD playar,

so that the copyright management information and the key

1nformat10n can be safely held.

Industrial Applicability
- The invention is suitable for use in a case where
when contents data is recorded/reproduced t70/ from the disc
L 1ike CDZ, the data is encrypted in order to protect the

contents data.
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The fact that the light spot has entered the | ead-out area can be judged
fromthe information in the Q channel. The copyri ght nmanagenent information
and the key information are recorded by using such a leddrédt2é@®a. The

| ead-out area is not rewitten or accessed by the ordinary CD player, so
t hat the copyright managenment information and the key information can be
safely held. Industrial Applicabilityafhe invention is suitable for use in
a case where when contents data is recorded/reproduced to/fromthe disc
like CD2, the data is encrypted in order to protect the contents data. 21
14 April 2005 CLAIMS 1. A recording apparatus conprising: input neans for

i nput tii.ng encrypt irecodding avphratesocdnpgyisears for recording said
encryption data which is inputted into a data area on a nenory nmedi um
having the dat drdu¢ameanpederi Hrittdaindargcaypsaanodatar eandnd recordi ng
additional information corresponding to said encryption data into said

| ead- out area; ﬂﬁ%ﬁ%ﬁhngdpﬂmﬁ%ﬁﬁFyrﬁ@ﬂFﬁh&?ﬁﬁ?%?“ﬁmﬁ§ﬁpFé%%rd|ng area and a
second recordl ar ea; gn enc pte gata has been record e first

recor diatg a‘i‘{hég &ﬁnﬁf’é’% gldafh SRcPypred & aref?;%?odféfd “i‘er?ljtuﬁle coifd

recor diig @rea: , A ksylggépimgkgg, NEGESSAML L eGB! 111G SnsIyRked data

additional information corresponding to saild encryption data into
said lead-out area; wherein

said memory medium has a first recording area and a
second recording area;

| non-encrypted data has been recorded in the first

recording area;

compressed data is encrypted and recorded in the second
recording area; and

key information necessary for decrypting encrypted data
recorded in the second recording area has been recorded in the
additional information.
2. A recording apparatus according to claim 1, wherein

said recording means records the additional
information as copyright management information for restricting
reproduction/copy of said encryption data into said lead-out area.
3. A recording apparatus according to ciaim 1, wherein

said recording means records the additional information
as a decrypting key for decrypting said encryption data into said
lead-out area.

4, ' A recording apparatus according to claim 1, wherein
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recorded in the second recording area has been recorded in the additional
information. 2. A recording apparatus according to claim1l, wherein said
recordi ng neans records the additional information aslédmuiilgBfOpanagenent
information for restricting reproduction /copy of said encryption data
into said |l ead-out area. 3. A recording apparatus according to claim
1,wherein said recording neans records the additional information as a
decrypting key fag @geédyprddigisaiad ehnfypnibiomat saiint orsepdineadeants
area. 4. A recording apparatus according to claim1, wherein 22 14 Apri
2005 LA A dTeTORN MRt o, dear WP bedr e Yigt peafscryeEbpds sald
versi on nunber of a decrypting key for decrypting said encryption data,
the niffHerYRFL LR dA@kRr ypftihg e hePT detd YPt | AGCREYSIRE Y Suntiée as

many as sai d.dec ting keys, the number of copyright nagenent

ot or ARG SRUEGE B8 Pet FRE . PPERTBARE: PONY cBBy SB1o s BPar Ber b rait a4, ¢ he
COPYT i ghic MBNGCTENL b0 ML an gl L he \nyaber a5 mmny as said Gopyrght
managenent i nfor mation, -and a code. 5RH€cordi ng" dpparatus

conpr ir%g}g;i'dd&%}n fQE I nputy| “\%Ri%g%&%ho” flata; apf.r e%%ﬁ_ogirr'lgh%eans

for rec ng sal d encryption data I's Inputted info data dréds on a

Menor wnhiRdjetnkavi Ro e i o R | e OfnBLR. AF €ASny 2Rl WA t xoagfrilg%%d- in
areas, and a plurality of |ead-out areas and recordi ng additiona

i nf or ARhEgBMeOrihEsPAMEidty hadsal JReNEsyPL i on data into one of said
plurality of Ilead-in areas or one of said plurality of |ead-out areas,
wher eisn A recording apparatus comprising:
input means for inputting encryption data; and
recording means for recording said encryption data
~ which is inputted into data areas on a memory medium having the
plurality of data areas, a plurality of lead-in areas, and a
plurality of lead-out areas and recording additional information
corresponding to said encryption data into one of said plurality of
lead-in areas or one of said plurality of lead-out areas, wherein
said memory medium has a first data area and a second
data area on an inner rim side and, further, has a first lead-in area
on an inner rim side of said first data area, a first lead-out area
on an outer rim side of said first data area, a second lead-in
area on an inner rim side of said second data area, and a second
lead-out area on an outer rim side of said second data area;
salid recording means records sald encryption data into said
second data area and records said additional information into at
least one of said second lead-in area and said second lead-out

area;
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said nenory nediumhas a first data area and a second data area on an
inner rimside and, further, has a first lead-in area on an inner rimside
of said first data area, a first |ead-out area on an Puth&ridi aPe%de of
said first data area, a second lead-in area on an inner rimside of said
second data area, and a second |ead-out area on an outer rimside of said
second data area; said recording neans records said encryption data into
said second datSifr eperdingcacaass Haroxdsi tihenadd Htiomedt | brfdmedisn

| east one of sahd second lead-in area and. said second | ead-out area; 23 14

Apri | BF0ESPIELE Fe@@?i‘l‘?‘?fbe%aﬂ%for%ﬂ&§ tRE AERHEiSAA Femmdvatien copy

t f t d / f id
ey yist SR e RSB Enal O Fosh Ao B0n g2t Sater S hr HEd A 2P
Seco”@ukﬁ%@18“éeéﬁ§?‘lé%@?oﬁ@'gréprﬁﬁf”9 means records the addltlonal

i nformati on ey for decrypting said encryption data into
at |east one ofs,3@ (}e%%fi‘a'l%g' eRdnls nr%%%d%n%h%a Ldasesend ! gﬁ‘%o%% ighea.

6. A recording apparatus according to claimb, wherein  said recor |ng

neans asecor dscs@bei @ PYel, 9o rmanagemilng i s of NBhéPPoaih S@k€h degty¥pPhing
key into said second | ead-out area. 7. A recording apparatus according to

cl ai miBaswherred nofasdidececdindg Ineans rr ecosalSasdi Gadepységhitd masagesant
i nformation and said decrypting key into said second | ead-out area. 8. A
r ecor @ixeg -apparatus according to claimb5, wherein said recordi ng neans
records said copyrlght
A recording apparatus according to claim 5, wherein
sald recording means records said copyright management
information and said decrypting key into said second lead-out
area.
7. A recording apparatus according to claim 5, wherein
said recording means records said copyright management
information and said decrypting key into said second lead-out area.
8. A recording apparatus according to claim S,Wherein'
said recording means records said copyright
management information and said decrypting key into each of said
second lead-in area and said second lead-out area.
o. A recording apparatus according to claim 5, wherein
said recording means records a part of said copyright
management information and said decrypting key.into said second
lead-in area and records the other part into said second lead-out

area.

10. . A recording apparatus according to claim 9, wherein
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managenment information and said decrypting key into each of said second

| ead-in area and said second | ead-out area. 9. A recording apparatus
according to claim5, wherein said recordi ng neans recdt dpmlipapbsof said
copyright managenent information and said decrypting key into said second
| ead-in area and records the other part into said second | ead-out area.
10. A'recording apparatus according to claim9, wherein 24 14 April 2005
sai d recordi ng meads recordisgonensehssaireécongs/ri gt ofnageh@nt copyorgmét i on
and said decrypting key into said second I|ead-in area and records the

- ot her MeREgeRgNE sedciwatday- cind apead HeCIAPtéagr gy appar seds awwsendi ng
to claim5, wherein said recording neans records said encryption data into
sai d FEPETIRIATRAPRA LHAPTAE CRUSTESE A HPISELB nBRCARY SPRATIHN 2Rt 0 at | east

: f idfirst |ead-i d idfjrst | - put .12, A
?ggo?&ilzgl appIa;Z\t Esggﬁ‘éﬁ%%%aa&% EFZ%%E%&\S%EP?? aJLs)ngéjli‘c’d %@%%?Ei?ng nmeans

records said cogggé%comggg%t reic&]; rgg{& %%c?\gg?ci%%i gat%ecrypti ng key into
a. ) r

said first |ead-out are recordi ng appa us ‘according to claim 11,

wher eiigtgais%i@e%rr%itngjd{%a@reraeic%{ Sr&@ HL oY1 d 9L TBNRGAMEM £ o ik QLABRL I ON

and sai d decrypting key into sa irst lead-out area. 14. A recording _
appar ahs aecos8iihricd oH aaAulEi ryher@id-inSardar 868Qr 941 fEAIS IReRbde said

copyright managenent information and said decrypting key into each of said
"first alread- in area and said first |ead-out area. 15. A recordi ng appar at us
according to claim11, wherein
12. A recoxrding apparatus according to claim 11, wherein
said recording means records saild copyright management
information and said decrypting key into said first lead-out area.
13. A recording apparatus according to claim 11, wherein
sald recording means records said copyright management
information and said decrypting key into said first lead-out area.
14. A recording apparatus according to claim 11, wherein
said recording means records sald copyright management
information and said decrypting key into each of said first lead-
in area and said first lead-out area.
15. A recording apparatus according to claim 11,wherein
said recording means records a part of said copyright
management information and said decrypting key into sald first
lead-in area and records the other part into said firsf lead-out
area.
16. A recording apparatus according to claim 15, wherein
said recording means records one of said copyright management

information and said decrypting key into said first lead-in area and

records the other into said first lead-out area.
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said recording neans records a part of said copyright nmanagenent
information and said decrypting key into said first lead-in area and
records the other part into said first |ead-out area.l4d6PrAlr @86kdi ng
apparatus according to claim 15, wherein said recording neans records one
of said copyright managenent information and said decrypting key into said
first lead-in area and records the other into said first |ead-out area. 25
14 April 2005 17. A reproduci ng apparatus conprising: reading neans for
readi ng out encryption data fromone of a plurality of data areas on a
menory nmedi um having the plurality of data areas, a plurality of l|ead-in
areas,,and a pluyalit f .l ead-out areas and reading out additional
inforﬁgﬁion cor&£§§§%é4ﬁfﬁﬂ9fﬁﬁﬁ?r§§H@r§ﬁWwﬁﬁS&59a from one of said
plurality of lead-imn _areas or. one _of sai | urali.t f,.lead-out areas; and
r epr oduci ng rrea%%afjgrrlgrrgegarnosdﬁf@ffnﬁe% iy é’ng g%‘fl{}@ * ét §a"fah r@@o?&gné’?\ﬂ th
sai d read-qutyadg ty.enal, LAf grrat | k N SAL - j h

first datg arga angba gggond gg?ahggggygﬁég%a?nﬁ%?l$§2?%?d£ﬁg%§¥kgﬁ?¥ﬁer,

has a ddtzStareh8fdai P1@F£8 tN 3N 188N A denf 2Spl Grdiitst ofat @K A
first |ead-out area on an outer rimside of said first datfa area, a

seconchdeaad-ana aferaling aoti pAaLtidialSi defimasdod seReoREpdatiandr €3, sadd a
second | ead-out area on an outer rimside of said second data area; said
r eadi mpamwyptdoneddsaodrosapdeaddi seddapluraloryrabf ohedd-dm atrdasasir ame of
said second |lead-in area and said
: of said plurality of lead-out areas; and
reproducing means for reproducing said
encryption data in accordance with sald read-out additional
information, wherein
said memory medium has a first data area and a
second data area on an inner rim side and, further, has a first
lead-in area on an inner rim side of said first data area, a first
lead-out area on an outer rim side of said first data area, a
second lead-in area on an inner rim side of said second data area,
.and a second lead-out area on an outer rim side of said second
data area;
said reading means reads out said additional
information from at least one of said second lead-in area and said
second lead-out area;
said reproducing means reproduces sald encryption data
which is recorded in said second data area in accordance with said
additional information;

said reading means reads out the additional

information as copyright management information for restricting
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second | ead-out area; said reproduci ng neans reproduces said encryption
data which is recorded in said second data area in accordance with said
additional information; said reading means reads out the ZRddilt 2682l
information as copyright managenment information for restricting 26 14 Apri
2005 reproduction/ copy of said encryption data fromat |east one of said
second lead-in area and said second | ead-out area; and said readi ng neans
r eads rSWroghet bl adranalf saatoenaryphiers detecingt ialy leastf emededT ysatidng
said encryption data fromat |east one of said second |ead-in area and
sai d SECORE lpaddiibd@rear ead sadd gecepd obradytapperatansl according to cl ai m
17, wherein said_t ading neans reads out sajd copyright managenent
i nformati on and S&'8 defF9Ptihg KESART om SR sedid | ¢46- ouftdaftdanaig. A
reprodyg r s _acgcor di to claim17, wherein said.reading, neans
r eads oyfﬂggﬁﬁﬁgbg%giShf&ﬁﬁﬁgbe%%%tEeyn?%?hﬁ??%ﬁ?%ﬁﬁp%afalaec y%ﬁéery
from said secand:! ¢adsPubne %Pasaﬂﬂsé%cfrgprl%%‘a‘l'i%g 3%883%5“%5&80%%88 to
claim17, wherein said readi ng nmeans reads out said copyri ght nanagenent
i nf or matsigeu@nd reai,d decrypting key fromeach of said second |lead- in area
and said second | ead-out area. 21. A reproduci ng apparatus according to
cl ai mig7, wher eidnrepddhdiegdapgs FEEARS aEE8ESi rAfttoacpPadh 10, SaledGepyri ght
managenent information and said decrypting key fromeach of said
sald reading means reads out said copyright management
information and said decrypting key from said second lead-out
area.
19. A reproducing apparatus according to claim 17,wherein
said reading means reads out said copyright management
information and said decrypting key from said second lead-out
area.
20. A reproducing apparatus according to claim 17, wherein
said reading means reads out said copyright management
information and said decrypting key from each of said second lead-
in area and said second lead-out area.
21. A reproducing apparatus according to claim 17,wherein
said reading means reads out a part of said copyright
management information and said decrypting key from each of said
second lead-in area and reads out the other part from said second
lead-out area.
22. A reproducing apparatus according to claim 21, wherein
said reading means reads out one of sald copyright

management information and said decrypting key from said second

lead-in area and reads out the other from said second lead-out area.
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second |l ead-in area and reads out the other part fromsaid second | ead-out
area. 22. A reproduci ng apparatus according to claim?21, wherein said
readi ng means reads out one of said copyright managenthtAiniflofd®®i on and
said decrypting key fromsaid second |ead-in area and reads out the other
fromsaid second | ead-out area. 27 14 April 2005 23. A reproducing
apparatus according to claim 17, wherein said reading neans reads out said
addi ti%nal i nf oPaiSPERLESRTabPPRESUDREIrddaigd thi edaihehd  iwheareda and
said first |ead-oyt area, and said reproduci ng neans reproduces said
encryption data SiPcHSRS1R8cHPARE iTREBS QN fiandt ddisiareh fAfeetdi@ance

wth id additional informatiaqn. 24 r.epr.oduci ng a ratus according to
cl ai m23" ehg??{c L c?fféﬁdfinglﬁ%%n]seafaééas 456¢ §%§dsgg‘gy$}@?ﬁ 1§8tent

i nf orggq:teiaonag@d said decrypting key fromsaid first |ead- out area. 25. A
repr oduci hg apparatus according to claim23, wherein said readi ng neans

reads out said GARW Lghf.dBNAYGERERE s féﬂr%rdg%EEOQaPJ'd sai d decrypting key
A

fromsaid first |ead-out area.” 26. reproduci ng apparatus according to
cl ai meddrypienetst £aidck eadirago FRANSntf €ads 408t rIakidt £ 0L ght 2 dENAGe BNt

information and said decrypting key fromeach of said first lead-in area
and saiidhf sabd dceddionsl airermd?ioA reproduci ng apparatus according to
claim 23, wherein said reading neans reads out a part of said copyright
manageéfent i nf oRnaeporduandg sapmhrdéos yptdorgikeyto folemmsai,d whiersin
said reading means reads out said copyright
management information and said decrypting key from said first lead-
out area.
25. A reproducing apparatus according to claim 23, wherein
said reading means reads out said copyright management
information and said decrypting key from said first lead-ocut area.
26, A reproducing apparatus according to claim 23, wherein
said reading means reads out said copyright management
information and said decrypting key from each of said first lead-in
‘area and said first lead-out area.
27. A reproducing apparatus according to claim 23, wherein
saild reading means reads out a part of said copyright
management information and said decrypting key, from said first
lead-in area and reads out the other part from said first lead-out
area.

28. A reproducing apparatus according to claim 27,

wherein
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| ead-in area and reads out the other part fromsaid first |ead-out area.
28. A reproduci ng apparatus according to claim27, wherein 28 14 Apri

2005 sai d readi ng nmeans reads out one of said copyri ght4 fdfddentf®
information and said decrypting key fromsaid first |lead-in area and reads

out the other fromsaid first |ead-out area. 29. A recording nethod

conprising the steps of: inputting encryption data; recording said
encrypti on dat a sahil chedddng npransededds putiabee o eadd onory gD rme reeimemt
having the plurality of data areas, a plurality of lead-in areas, and a

pl ur a|11'ntf>9r8fatF%d@l&%tsaalr%é%%crémalﬁ@cbﬁm fpemdid 4 oHd1sti Aredndr janea and
correspondi.ng tq sai encryptign_data_into one of said plurality of
Iead-F%aQFe% t(ﬁ%eoﬂ5g8¥ 5T ﬁab$u¥%ﬂqtt}eﬁﬁ"?%%dﬂ%ﬁﬂr areas, wherein said
menory nedium has a first data area and a second data area on an inner rim
side and, further, has a first lead-in area on an inner rimside of said
first .data arean a f. l.ead- o a - r rimsid sai d.first
dat a é?éa, a segbnd 4%§§§gf§8 arggtgﬁgan ?Eﬁ@?l??ﬁ sidgﬂ%f sgfgggecogé'data
area, and a secapdutkerg-otr@t8an0RafY; outer rimside of said second data
area; recording said encryption data into said second data area and
records said addietbedialy idafiar RAEE@MLioAt Qadh h@ast ©8eighuisaiad ing8Cead s

| ead-in area and said second | ead-out area; recording the additional

i nf or eataoON cAS somsmoght mevANAgeBIihgi NfHy MRLLLA ftQr seStddtal | Afkas, a
reproduction/copy of said encryption data into at |east one of said second

| ead- phuaakdtyand lead-in areas, and a plurality of lead-out areas; and

recording additional information corresponding to said
encryption data into one of said plurality of lead-in areas or one of
said plurality of lead—out areas, wherein

said memory medium has a first data area and a second
data area on an inner rim side and, further, has a first'léad-in area
on an inner rim side of said first data area, a first lead-out area
on an outer rim side of said first data area, a second lead-in
area on an inner rim side of said second data area, and a second
lead-out area on an outer rim side of said second data area;

recording said encryption data into said second data area
and records said additional information into at least one of said
second lead-in area and said second lead-out area;

recording the additional information as copyright

' management information for restricting reproduction/copy of said

encryption data into at least one of said second lead-in area and

said second lead-out area; and
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sai d second | ead-out area; and 29 14 April 2005 recording the additional
information as a decrypting key for decrypting said encryption data into
at | east one of said second lead-in area and said secbhdrrmdd280F area.
30. A reproducing nmethod conprising the steps of: reading out encryption
data fromone of a plurality of data areas on a nenory nedi um having the
plurality of data areas, a plurality of lead-in areas, and a plurality of
| ead- out ar eas; Fetitgiouthaddiddidnainginf dnfarnehienr Bes pandiary yptd ngai d
encryption_data fromone of said plurality of |lead-in_areas or one of said
pl ur al ¥8Y BT | S REL1RG etaid awrmt%ltﬁg idgiod adn @St Gred&tta Sedd
accordance w.th said_read-out agdition | . information, wherein said nmenory
nediLuﬁ?ﬁﬁyéy%%ap§ﬁndﬁfgaaﬁga and asﬁﬁﬁBﬁdlﬂ%?ép%Fé%;%ﬁ‘an i nner rim side
and, further, has a first lead-in area on an inner rimside of said first
data area, a first |ead-out area on an outer rimside of said first data

area, f, second g eadelRoaL68,4N QRahﬂﬂPr.@o%bgkgﬁPSf sgﬁg S datg.area,

and a second | ead-out "area on an outer rimside of "said secon data area;

readi ng out sai d-eadth bﬁ@%h@kﬁﬁﬁbﬁ&k&@n&&ﬁp@mﬁbfh@%ﬁ&nﬂﬁﬂﬁ_Of said second
| ead-j n area and sai d second | ead-out area; reproducing said encryption

dat a Wi chtbSaregorded memoSAInkSefOndyoad iy @durhl Heg ¥flaace wdds,sai d
additional information; reading out the additional information as
copyr ightralivey ageeat-imfaresst, | end fapluesi ity tohdaepoaduateant copy of said
reading out additional information corresponding
to sald encryption data from one of said plurality of lead-in
areas or one of said plurality of 1lead-out areas; and
reproducing said encryption data in accordance with said read-out
additional information, wherein
said memory medium has a first data area and a
second data area on an inner rim side and, further, has a first
lead-in area on an inner rim side of said first data area, a first
lead-out area on an outer rim side of said first data area, a
second lead-in area on an inner rim side of said second data area,
and a second lead-out area on an outer rim side of said second
data area;
reading out said additional information from at least
one of said second lead-in area and said second lead-ocut area;
reproducing said encryption data which is recorded in
said second data area in accordance with said additional
information;
reading out the additional information as copyright

management information for restricting reproduction/copy of said
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30 14 April 2005 encryption data fromat |east one of said second |ead-in
area and said second |ead-out area; and reading out the additional
information as a decrypting key for decrypting said ehtr3ptilon®8ata from
at | east one of said second |lead-in area and said second | ead-out area.
31. A reproducing nethod according to claim 30, wherein reproduction of
said encryption data is restricted in accordance with said read-out

addi t iElYPtaPar fatfodros2atAleggtoduei g rstitbdsemeot diasgl-tio clraamadg,
~wherein said encryption data is decrypted in accordance with said read-out
addi t i & S?HPB?rQEQQSﬁPtaﬁE?%ﬂﬂ@@ddecrypted data is reproduced. 33. A

menory nmedi um whi ch .has a plurality, of data,areas, a plurality of lead-in
areas, and a m|ﬁ%ﬂqﬁﬂ?(ﬁuqtﬁhﬁcﬂéggﬁﬁﬂgghnﬁn AT LR el r §pLiEar YR RInhi ch

isin LN i.d data . areas_is recorded and additional i nfaqrnmation
corr edtbhaiiy 1ot B S PR e IR R B e o e g
P ur alddordf 1keadhnarak 4% a A& DloRplRLMAl iligaof | ead-out ar eas,

wherein said nenory nediumhas a first recording area and a second

recordiing area; meRpebghyMLeetaba Basohesly recended 3d thRLiikst
recording area; conpressed data is encrypted and recorded i n fhe second

recording area; mptodiict4doAprai 2808 kayriyptobAaidaen necessstyitOsd in
decrypting encrypted data
accordance with said read-out additional information.
32. A reproducing method according to claim 30, wherein
said encryption data is decrypted in accordance with said

read-out additional information, and said decrypted data is

reproduced.

33. A memory medium which has a plurality of data areas, a
o plurality of lead-in areas, and a plurality of lead-out areas and
| in which encryption data which is inputted into said data
areas 1s recorded and additional information corresponding to
said encryption data is recorded into one of said plurality of lead-in
areas or one of saild plurality of lead-out areas, wherein
said memory medium has a first recording area and a
second recording area;
non—encrypted. data has been recorded 1in the first
recording area;
compressed data is encrypted and recorded in the second

recording area; and
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recorded in the second recording area has been recorded in the additional
information. 34. A nenory nedium according to claim 33, wherein said
additional information is copyright management i nfor bt iAp¥iLofCPestricting
reproduction/ copy of said encryption data. 32
key information necessary for decrypting encrypted data
recorded in the second recording area has been recorded in the
additional information.
34. A memory medium according to claim 33, wherein
said additional information is copyright management

information for restricting reproduction/copy of said

encryption data.
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