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G A CONS

BACKGROUND OF THE INVENTION
1. Field of the invention.
The present invention relates to an imaging device, and, more particularly, to a
method of authenticating a consumable used in an imaging device.
2. Description of the related art.

" In the imaging arts, 2 consumable is an item that is used by the imaging device
duting imaging. One example of a consumable is a supply item, such as for example, an
ink supply tank, an ink jet printhead cartridge, a toner tank, or electrophotographic
process (EP) cartridge, that contains a supply of an imaging substance, such as for
example ink or toner, that is consumed during an imaging process. Examples of such an
imaging device include an ink jet printer and/or copier, or an electrophotographic printer
and/or copier. During imaging with the imaging device, the amount of the imaging
substance is depleted. Thus, eventually, once the imaging substance supply of the
supply item is exhausted, the supply item either may be discarded or may be replenished
with imaging substance. In either event, the consumer must provide a new supply of
imaging substance in order to continue imaging.

What is needed in the art is a method of anthenticating a consumable, such as a
supply item, used in an imaging device.

SUMMARY OF THE INVENTION

The present invention provides a method of authenticating & consumable used in

an imaging device. '
The invention, in one form thereof, relates to a method of authenticating a

consumable used in an imaging device, including the steps of providing the consumable
with a memory; monitoring usage of the consumable; determining whether the
consumable has reached a usage threshold; and, if the consumable has reached the usage
threshold, then performing the further steps of: renewing the consumable; generating an
authentication code signifying the renewing of the consumable; and storing the
authentication code in the memory.

In another form thereof, the present invention relates to a method of
authenticating a consumable used in an imaging device, including the steps of providing

the consumable with a memory having an authentication code stored therein, the
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authentication code signifying a renewal of the consumable; generating a verifying code
based on a secret located in the imaging device and information stored in the memory of
the consumable; and comparing the authentication code with the verifying code to
determine whether the renewal was authorized.

In another form thereof, the present invention relates to a method of
aufhenticating & consumable used in an imaging device, including the steps of providing
the consumable with a memory; performing a first renewal of the consumable;
generating a first authentication code signifying the first renewal; and storing the first
authentication code in the memory of the consumable.

In another form thereof, the present invention relates to a method of
authenticating a consumable used in an imaging device, including the steps of providing
the consumable with a memory; performing a first renewal of the consumable;
generating a first message authentication code (MAC1) signifying the first renewal;
storing the MAC1 in the memory of the consumable; performing a second renewal of
the consumable; generating a second message authentication code (MACZ) signifying
the second renewal; and storing the MAC2 in the memory of the consumeble.

In another form thereof, the present invention relates to a method of generating a
mask for converting a first binary number having a first number of bits to a second
binary number having a second number of bits, the first number of bits being greater
than the second number of bits, including the steps of defining & key having a third
number of bits, the third number of bits being divisible into the first number of bits to
form a quotient; dividing the first binary number into a plurality of groups of bits, a
number of the plurality of groups of bits being equal to the third number of bits of the
key, each of the groups having a number of bits equal to the quotient; correlating each
bit of the key to one group of the plurality of groups of bits of the first binary number;
selecting from the plurality of groups of bits of the first binary number each group
baving a corresponding key bit having a predetermined binary state; and selecting at
least one bit from each selected group of bits based on a mod fimction to form at least a
portion of the second binary number.

BRIEF DESCRIPTION OF THE DRAWINGS

The above-mentioned and other features and advantagés of this invention, and

the manner of attaining them, will become more apparent and the invention will be
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better understood by reference to the following description of embodiments of the
invention taken in conjunction with the accompanying drawings, wherein:

Fig, 1 is a diagrammatic depiction of a system used in association with the
present invention.

Fig. 2 is a graphical depiction of the memory of the consumsble of Fig. 1.

Fig. 3 is a block diagram showing functional blocks of the ASIC of Fig. 1.

Fig, 4A is a flowchart of a general process of one aSpect of a method of
authenticating 2 consumable used in an imaging device, in accordance with the present
invention.

Fig. 48 is a flowchart of a general process of another aspect of a method of
authenticating a consumable used in an imaging device, in accordance with the present
invention.

Fig. 5 is a flowchart depicting an exemplary process for generating a MAC
suitable for use as the anthentication code or verifying code, in accordance with the
present inverition.

Pig. 6 is a flowchart depicting another exemplary process for generating a MAC
suitable for use as the authentication code or verifying code, in accordance with the
present invention.

Fig. 7 is a flowchart depicting an exemplary method of generating a mask for use
as the mask of Figs. 5 and 6. .

Corresponding reference chatacters indicate corresponding parts throughout the
several views. The exemplifications set out herein illustrate preferred embodiments of
the invention, and such exemplifications are not to be construed as limiting the scope of
the invention in any manner.

DETAILED DESCRIPTION OF THE INVENTION

Referring now to the drawings, and particularly to Fig. 1, there is shown a
diagrammatic depiction of a system 10 used in association with the present invention.
System 10 includes an imaging device 12 and a host 14, Imaging device 12
communicates with host 14 via a communications link 20.

Imaging device 12 includes a user interface 22, an image recording unit 24, a
supply item 26 and an Application Specific Integrated Circuit (ASIC) 28. ASIC 28
communicates with image recording unit 24 via a communications link 30, ASIC 28
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communicates with supply item 26 via a communications link 32. Imaging device 12
can be, for example, an ink jet printer and/or copier, or an electrophotographic printer
and/or copier.

In the context of the examples for imaging device 12 given above, image
recording unit 24 can be, for example, an ink jet printhead umit or an
electrophotographic printing unit, and inctudes an imaging head 29 used for forming an
image on a substrate 34, such as a sheet of print media or a photobonductive member.
For convenience, each type of substrate 34 will be referred to by the element number 34,
for example, print media 34. Supply item 26 can be, for example, an ink supply tank, an
ink jet printhead cartridge (PH), a toner tank, or an electrophotographic process (EP)
cartridge, each of which containing a supply of an imaging substance, such as for
example ink or toner, that is consumed during an imaging process, Imaging device 12
uses the imaging substance contained in supply item 26 to form an image on print media
34. Print media 34 can be, for example, sheets of paper, fabric or transparencies.

"Those skilled in the art will recognize that image recording unit 24 and supply
item 26 may be formed as individual discrete units, or may be combined in an integral
unit, these options being depicted by dashed line 36. For example, in ink jet technology,
such an integral unit may be an ink jet printhead cartridge PH inchuding an ink reservoir
and an ink jet printhead formed as a unitary consumsble, Thus, for convenience, the
term “supply item” is used to encompass either the discrete configuration or the integral
configuration described above, and is an exemple of a consumable, Prefetably, supply
item 26 has mounted thereto a memory 33 for gtoriﬁg information relating to supply
item 26, more fully described below with respect to Fig. 2. In the case of ink jet
printhead cartridge PH, memory 33 may be formed on a part of the printhead silicon.

Host 14 may be, for example, a personal computer including a display device 16,
an input device (e.g,, keyboard), a processor, input/output (’O) interfaces, memory,
such as RAM, ROM, NVRAM, and a mass data Mge device, such as a hard drive,
CD-ROM and/or DVD units. During operation, host 14 includes in its memory a
software program including program instructions that function as an imaging driver 38
for imaging device 12. Imaging driver 38 is in commumication with ASIC 28 of
imaging device 12 via communications link 20. Imaging driver 38 facilitates
communication between imaging device 12 and host 14, and provides formatted print
data to imaging device 12.
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Coﬁmmunications linkk 20 may be established by a direct cable or optical
connection, or by a network connection such as for example an Ethernet local area
network (LAN). Communications links 30 and 32 may be established, for example, by
using standard electrical cabling or bus structures, or by wireless connection.

Fig, 2 is a graphical depiction of memory 33 which for convenience is described
as having a plurality of memory sections, namely, @ memory section 40 that includes
pre-programmed information generated during manufacturing, a memory section 42 that
is prograramed with information when supply item 26 is installed in imaging device 12
and during the use of imaging device 12, and a memory section 44 for storing
information used for remanufacturing supply item 26. Actual memory Jocations within
the above described memory sections need not be contignous,

Memory section 40 includes a plurality of memory locations, including for
example, memory locations 40-1, 40-2, 40-3 and 40-4. For example, in location 40-1
there can be stored an supply item type identification; in location 40-2 there can be
stored an manufacturer’s supply item identification, in location 40-3 there can be stored
an initial amount of imaging substance; and, in location 40-4 there can be stored a
remdnufacturing code. The remanufacturing code may designate supply item 26 as
either needing autheptication after remanufacturing, or as not needing authentication
after remanufacturing,

Memory section 42 includes a plurality of memory locations, including for
example, memory locations 42-1, 42-2, 42-3, 42-4, 42-5, and 42-6. For example, in
location 42-1 there can be stored a pseudo-random identification number (PID) for
supply item 26; in location 42-2 thexe can be stored a time array TO for storing a time of
initial installation of supply item 26 in imaging device 12; in location 42-3 there can be
stored a time array T1 for storing a time at which an imaging substance usage
compensation algorithm is invoked; in location 42-4 there can be stored a time array T2
for storing a time at which it is predicted that, based on the imaging substance usage
compensation algorithm, the available imaging substance supply will be depleted; in
location 42-5 there is an array of usage bits that can be programmed to indicate the
reaching of predetermined threshold levels of imaging substance consumption for
supply item 26 as a new supply item; and in location 42-5 there is an array of vsage bits
that can be programmed to indicate the reaching of predetermined threshold levels of
imaging substance consumption for supply item 26 as a renewed supply item.
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The PID that is to be stored in location 42-1 can include a fixed portion and 2
randomly generated pottion. The fixed portion can be provided by the manufacturer,
such as for example, by using a portion, or all, of the manufacturer’s supply item
identification stored in location 40-2. The randomly generated portion may be
generated by imaging device 12 using, for example, a re-circulating counter triggered by
a free running clock. In one embodiment, the PID has a predetermined number of
binary ones and zeros for any such PID generated.

In either of locations 42-5 or 42-6, each bit of the plurality of usage bits may
represent a usage level corresponding to an amount of use of imaging substance from
supply item 26. For example, each bit may represent a predefined amount of reduction
in the quantity of imaging substance contained in supply item 26. As a more particular
example, if location 42-5 has eight bits, each bit can represent approximately a 12.5
percent depletion of imaging substance from supply itera 26. Each usage level bit may
be programmed based on reaching an associated usage threshold which, for example,
may be represented as an imaging substance dot count.

Memory section 44 includes a plurality of memory locations, including for
example, memory locations 44-1 and 44-2. For example, in location 44-1 there can be
stored a first message authentication code (MACI1), also sometimes referred to as
KEY?2a, and in Jocation 44-2 there can be stored a second message authentication code
(MAC?2), also sometimes referred to as KEY2b. For example, MAC1 can be stored in
memory location 44-1 to signify that the first renewal of supply item 26 was avthorized,
and MAC2 can be stored in memory location 44-2 to signify that the second renewal of
supply item 26 was authorized. By attaching memory 33 to supply item 26, in essence,
the stored information associated with supply item 26 can travel with supply item 26
from one imaging device to another.

Fig. 3 is a block diagram showing functional blocks of the ASIC 28 of Fig. 1.
ASIC 28 includes a communications interface 50, an embedded processor 52, an
imaging recording unit interface 54, a secret storage module 58 and an embedded
authentication, system (EAS) 60,

Alternatively, embedded authentication system (EAS) 60 may be located on
supply item 26, such as for example, on the silicon containing memory 33, or located at
somae other location in imaging device 12, or located on host 14, for example in imaging
driver 38, The decision where to locate embedded authentication system (EAS) 60 may
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be based on, for example, a desire to provide heightened security against physical
tampering; and/or, a desire to provide heightened security against unauthorized
programming access, such as by hackers.

Communications interface 50 facilitates communications with imaging driver 38
of host 14 via communications link 20 (see also Fig. 1). Embedded processor 52 is
communicatively coupled to communications interface 50 via electrical path 62.
Imaging recording umit interface 54 is communicatively coupled to embedded processor
52 via electrical path 64, is communicatively coupled fo image recording unit 24 via
communications link 30, and is communicatively coupled fo memory 33 via
communications link 32. Embedded anthentication systen (EAS) 60 is
communicatively coupled to communications interface 50 via electrical path 74, is
communicatively coupled to image ;ecording unit interface 54 via electrical path 78, and

' is communicatively coupled to secret storage module 58 via electrical path 80.

Embedded processor 52 is used as a gemeral controller for imaging device 12,
and is used, for example, to control the feeding of ptint media 34 past printhead 29, and
to control the operation of printhead 29, based on the formatted imaging data received
from imaging driver 38.

EAS 60 is configured as firmware in ASIC 28, or alternatively is programmed
into ASIC 28, to retrieve an authentication code, such as a message autheﬁﬁcaﬁon code
(MAC), if present, stored in memory 33 of supply item 26 and to execute a predefined
authentication algorithm, such as a replication of the message authentication algorithm
used for MAC generation, to generate a verifying code to verify that the renewal of
supply item 26 was authorized, In other words, if the verifying code, e.g, MAC,
generated by imaging device 12 is the same as the authentication code, e.g., MAC, that
was stored in memory 33 during the renewal of supply item 26, then the renewal was
authorized; otherwise, the renewal was not authorized. In érder to verify each MAC as
authentic, imaging device 12 will include in secret storage module 58 the secret used in
generating the MAC, For example, if supply item 26 supports the storage of two
MACs, MAC1 and MAC2, then imaging device 12 will contain in secret storage
module 58 two separate 32-bit secrets (Sa and Sb) corresponding respectively to the
MAC! or MAC2 to be verified.

The type of renewal of supply item 26 will depend upon whether supply item 26
was subject to license. Types of renewals may include, for example, license renewal,
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imaging substance replenishing and supply item remanufacturing. For example, when
the supply of available imaging substance is depleted, if supply item 26 is licensed and
supply item 26 has a reserve amount of imaging substance to accommodate license
renewals, the license can be renewed at which time a MAC will be supplied for storage
in memory 33. If supply item 26 does not contain a reserve amount of imaging
substance, supply item 26 can be refilled or remanufactured for continued use, such as
for example, by replenishing the imaging substance supply of supply item 26, at which
time & MAC will be stored in memory 33.

Fig. 4A is a flowchart of a general process of one aspect of a method of
authenticating & consumable used in an imaging device, in accordance with the present
invention.

At step S$100, a congumable, such as supply item 26, having memory 33 is
provided for installation in imaging device 12.

At step 8102, a pseudo-random supply item identification number is generated,
for example, in ASIC 28 of imaging device 12, and is stored in location 42-1 of memory
33 of supply item 26. Also, other information, such as time information, e.g., TO, may
be stored. It is to be noted, however, that the fixed portion of the pseudo-random supply
item identified number is pre-stored during manufacturing, as well as some other preset
values, such as for example, times T1 and T2.

At step 5104, the usage of supply item 26 is monitored. For exemple, where
supply item 26 is an ink jet printhead cartridge PH, usage of ink from the ink jet
printhead cartridge PH can be monitored by counting the number of ink drops ejected
from the printhead, which may for example occur by counting the number of actuations
of ink expelling elements, or the number of drops commanded to be expelled by the
imaging data. Such a drop count may be compensated to account for such factors as, for
example, ink evaporation, temperature variations, humidity variations, efc.

At step S106, it is determined whether supply item 26 has been used to an extent
to reach a predefined usage threshold. In practice, several usage thresholds may be
defined, wherein upon reaching a subsequent threshold, another bit of usage array 1 or
usage array 2, stored in locations 42-5 and 42-6 of memory 33, respectively, can be set
to signify the aftainment of next level of usage. An estimate as to the amount of
remaining available imaging substance in supply item 26 may be made by simply
subtracting the usage data from the initial supply amount stored in location 40-3 of
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memory 33 of supply item 26. One of the predefined thresholds, however, will be
designated as the threshold at which the amount of remaining available imaging
substance has been depleted. Prior to reaching this threshold, the process returns to step
104 to continuing monitoring usage of supply item 26. Upon reaching this threshold,
the process proceeds to step S108.

At step S108, supply item 26 may be renewed. As stated above, the type of
renewal of supply item 26 will depend upon whether supply item 26 was subject to
Ycense. For example, in view of the depleted supply of available imaging substance, if
supply item 26 is licensed and supply item 26 has a reserve amount of imaging
substance to accommodate license renewals, the license can be renewed at which time
an authentication code, such as a message authentication code (MAC), will be supplied
for storage in memory 33. If supply item 26 does not contain a reserve amouat of
imaging substance, supply item 26 can be renewed for continued use, such as for
example, by replenishing the imaging substance supply of supply item 26. In either
case, the presence of a valid anthentication code will signify that the renewal of supply
itemn 26 was authorized.

Fig. 4B is a flowchart of & general process of another aspect of a method of
authenticating a consumable used in an imaging device, in accordance with the present
invention.

At step 8150, there is provided a consumable, such as supply item 26, provided
with memory 33 that has an autheptication code, such as a MAC, stored therein. The
authentication code signifies a renewal of the consumable, such as that described above
with respect to Fig. 4A. Supply item 26 may be an ink jet printhead cartridge PH with
memory 33 attached to ink jet printhead cartridge PH, e.g., whertin memory 33 is
integral with printhead 29 of ink jet printhead cartridge PH.

At step S152, imaging device 12 generates a verifying code based on a secret
located in the imaging device 12 and information stored in memory 33 of the
consurnable, e.g., supply item 26. In a preferred implementation of the invention, the
authentication code and the verifying code are generated independently using the same
algorithm, such as a hashing algorithm, The information stored in memory 33 may
include, for example, the pseudo-random identification number of supply item 26 and
time parameters (e.g,, TO, T1 and T2). The pseudo-random identification number may
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be generated by imaging device 12, such as through a random generation process, at a
tims of installation of supply item 26 in imaging device 12.

At step S154, imaging device 12 compares the suthentication code stored in
memory 33 with the verifying code generated at step 8152 to determine whether the
renewal was authorized.

At step S156, it is determined whether the authentication code matches the
verification code.

If the result at step S156 is NO, the process proceeds to step §158 where it is
indicated to the user that the authentication of the consumable, e.g., supply item 26, has
not passed. In other words, if the renewal is not authorized, then appropriate action is
taken, such as for example, by advising the user to acquire an authorized replacement
for supply item 26 by posting a display at user interface 22 or at display 16 of host 14.
As stated above, the renewal of the consumable may be, for example, a replenishing of
an imaging substance supply in supply item 26 or a renewal of a lcense to use supply
item 26.

If the result at step 8156 is YES, the process proceeds to step S160 where it is
indicated to the user that the authorization has passed. In other words, if the renewal
was authorized, then normal printing may proceed.

Exemplary processes for generating a MAC suitable for use as the authentication
code or verifying code are described below with respect to Figs. 5 and 6. The MAC
generation processes of Figs. 5 and 6 utilize a keyed hashed message authentication
coded (HMAC) protocol. A hash function is & one-way function such that it is
computationally unfeasible to construct the input given a particular output. The output
of the hagh function may be pseudorandom such that if one bit of the input changes,
there is a 50% probability thet each bit of the output will change. One example of a
bashing algorithm is commonly referred to as the Secure Hash Algorithm (SHA-1).
This algorithm is specified by the Federal Information Standards Publication 180-1,
which i8 incorporated herein by reference, and is available through
the Internet af hitp://www itLnist.gov/fipspubs/fipl80-1.him, or
hitp://csre.nist.gov/publications/fips/fipsl 80-2/psl80-2.pdf.

The generation of MACI, also referred to herein as Key2a, to complete a first
renewal of supply item 26 will now be described with respect to Fig. 5. While the
example of Fig. 5 is described for convenience with supply item 26 being ink jet
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printhead cartridge PH, those skilled in the art will recognize that the process of Fig. 5 is
adaptable to other types of supply items and/or consumables. Also, reference to specific
numbers of bits used in association with particular variables is exemplary, and may be
changed to accommodate the design constraints of a particular system. Also, it is to be
understood that the same algorithm used to generate the MAC for renewal of the
consumable, e.g., supply item 26, printhead cartridge PH, etc., can be used by imaging
device 12 and/or host 14 in generating the verifying code MAC to be compared with the
MAC stored in memory 33 to verify the anthenticity of the renewed consumable.

At steps S200 and S202, it is determined whether the ink jet printhead cartridge
PH is a monochrome cartridge, a color dye cartridge, or a color pigment cartridge. Of
course, these steps can be easily expanded to cover other ink types. .

Depending wpon the ink type, e.g., mono, color dye or color pigment, at steps
$204, 5206 or S208 a specific 32 bit secret is selected, designated as SM for mono, SD
for color dye, and SP for color pigment.

Also at step S210, a 32-bit secret (Sa) corresponding to MACI1 (Key2a) is
selected.

At step 5212, a 64 bit secret is created by concatenating secret Sa with one of
secrets SM, SD or SP.

At steps S214, various parameters stored in memory 33 of ink jet printhead
cartridge PH are retrieved. In this example, step S214-1 retrieves the 5-bit time
parameter TO, step S214-2 retrieves the 3-bit time parameter T1, step S214-3 retrieves
the 3-bit time parameter T2, step $214-4 retrieves the 4-bit ID1 from location 40-1, step
S214-5 retrieves the 4-bit ID2 from location 40-2, and step S214-6 retrieves the 32-bit
pseudo-random ID (Key?) from location 42-1.

At step 8216, the 64-bit secret from step S212 is concatenated with the
parameters retrieved in steps S214 from memory 33 of ink jet printhead cartridge PH to
form a 115-bit output,

At step 5218, the 115-bit output from step S216 will be processed using a SHA-

.1 algorithm to generate a 160-bit output digest.

At step 5220, the 64-bit secret generated at step S212 is concatenated with the
160-bit output digest of step S218 to form a 224-bit input to step S220, which in turn is
processed using a SHA-1 algorithm to generate a second 160-bit output digest.
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Thus, for example, for the process of Fig. 5 through step $220, assuming a color
dye printhead cartridge for the first remewal the pseudo-code will be: SHA
(Sas*SD**SHA (Keyl**ID1#+[D2#+TO+*THAT2 445 D*4Sak*pad)++pad),  wherein
“x*” represents concatenation, “pad” is used in the SHA-1 algorithm to increase the
input to be & 512-bit input, and SHA is the SHA-1 algorithm.

At step 5222, a mask using the 32-bit pseudo-random ID (Key1) from location
42-1, which will be described in more detail below with respect to Fig. 7, is used to
reduce the 160-bit output digest of step S220 to 18 bits to form MACT (i.e., Key2a).

At step 5224, the 18-bit MACI is stored in memory location 44-1 (see Fig. 2) of
memory 33 of ink jet printhead cartridge PH.

To accommodate a second renewal of supply item 26, e.g., ink jet printhead
cartridge PH, the process of Fig. 6 may be used. The generation of MAC2, also referred
to herein as Key2b, to complete a second renewal of supply item 26 will now be
described with respect to Fig. 6. While the example of Fig. 6 is described for
convenience with supply item 26 being ink jet printhead cartridge PH, those skilled in
the art will recognize that the process of Fig. 6 is adaptable to other types of supply
items and/or consumables. Also, reference to specific numbers of bits used in
association with particular variables is exemplary, and may be changed to accommodate
the design constraints of a particular system. Also, it is to be understood that the same
algorithm used generate the MAC for renewal of the consumable, e.g., supply item 26,
printhead cartridge PH, etc., can be used by imaging device 12 in generating the
verifying MAC to be compared with the MAC stored in memory 33 to verify the
authenticity of the renewed consumable.

At steps 8300 and S302, it is determined whether the ink jet printhead cartridge
PH is a monochrome cartridge, a color dye cartridge, or a color pigment cartridge. Of
course, these steps can be easily expanded to cover other ink types.

Depending upon the ink type, e.g., mono, color dye or color pigment, at steps
5304, 8306 or S308 a specific 32 bit secret is selected, designated as SM for mono, SD
for color dye, and SP for color pigment.

Also, at step S310, a 32-bit secret (Sb) corresponding to MAC2 (Key2b), is
selected.

At step S312, a 64 bit secret is created by concatenating secret Sb with one of
secrets SM, SD or SP.
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At steps S314, varjous parameters stored in memory 33 of ink jet printhead
cartridge PY are retrieved, In this example, step S314-1 retrieves the 5-bit time
parameter TO, step S314-2 retrieves the 3-bit time parameter T1, step S314-3 retreves
the 3-bit time parameter T2, step S314-4 retrieves the 4-bit ID1 from location 40-1, step
S314-5 refrieves the 4-bit ID2 from in location 40-2, step §314-6 retrieves the 32-bit
pseudo-random ID (Key1) from location 42-1, and step 314-7 refrieves the 18-bit Key2a
(MAC1) from location 44-1.

At step S316, the 64-bit secret from step S312 is concatenated with the
parametets retrieved in steps 8314 from mémory 33 of ink jet printhead cartridge PH.

At step S318, the 133-bit oufput from step S316 will be processed using a SHA-
1 algorithm to generate a 160-bit output digest.

At step 8320, the 64-bit secret generated at step S312 is concatenated with the
160-bit output of step S318 to form a 224-bit input to step $320, which in turn is
processed using a SHA-1 algorithm to generate a second 160-bit output digest.

Thus, for example, for the process of Fig. 6 through step $320, assuming a mono
printhead cariridge for the second renewal the psendo-code will be: SHA
(Sb+SM*+SHA (Keyl¥*ID 1 #+ID2#+K ey2a**TQ#+T1 #+#T2:xSM##Shrspad)*+pad),
wherein “**” represents concatenation, “pad” is used in the SHA-1 algorithm to
increase the input to the SHA-1 algorithm to a 512-bit input, and SHA is the SHA-1
algorithm.

At step $322, a mask using the 32-bit pseudo-random ID (Key1) from location
42-1, which will be described in more detail below with respect to Fig. 7, is used fo
reduce the 160-bit output digest of step S320 to 18 bits to form MAC2 (i.e., Key2b).

At step $324, the 18-hit MAC2 is stored in memory location 44-2 (see Fig. 2) of
memory 33 of ink jet printhead cartridge PH.

In order to generate a verifying MAC, for example, the same process described
above is used, wherein the BAS 60 residing in ASIC 28 of imaging device 12 accesses &
secret residing in secret storage module 58, and accesses memory 33 of supply item 26
to read the information pertaining to supply item 26, such as for example, the pseudo-
random identification number of location 42-1; time values T0, T1 and T2 of locations
42-2, 42-3 and 424, which EAS 60 can then use to generate the MAC. Once the
verifying MAC is generated, it can be compared to the respective MAC stored in
memory 33 to determine the authenticity of the consumable. For example, if the
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verifying MAC equals the respective MAC stored in memory 33, then the consumable,
e.g., supply item 26, has been verified as being anthentic,

Fig. 7 shows an exemplary method of generating the mask mentioned above at
step S222 of Fig. 5 and 8322 of Fig. 6. In general, the method converts a first binary
number having a first number of bits, e.g., such as a 160-bit digest output, to a second
binary number having a second number of bits, €.g., an 18-bit MAC. As in the example,
the number of bits of the first binary number is greater than the number of bits of the
second binary number.

At step S400, a key, such as Keyl, is defined that has a third number of bits
divisible into the first number of bits of the first binary number to form a quotient,
preferably without a remsinder. For example, if the key has 32 bits, then 160 divided by
32 is 5. As previously stated, Key 1 is a 32-bit number corresponding to the pseudo-
random supply item ID, stored at Jocation 42-1 in memory 33, Without knowledge of
Keyl, the output of the mask cannot be predicted. Keyl (32 bits) may be defined to
have sixteen “ones”, wherein the sixteen “ones” may be used as the basis for the mask.

At step 5402, the first binary number is divided into a plurality of groups of bits.
The number of the plurality of groups is equal to the number of bits of the key. Each of
the groups has a number of bits equal to the quotient. In the present example, the 160-
bit digest output is divided into 32 groups of 5 bits.

At step S404, each bit of the key is correlated to one group of the plurality of
groups of bits of the first binary number. For example, this means that each bit of Keyl
(32 bits) has a possibility of lining up with five bits of the 160-bit digest output. For
example, bit zero of Keyl will line up with bits 0-4 of the digest output, bit one of Xeyl
will line up with bits 5-9 of the digest output, bit two of Keyl will line up with bits 10-
14 of the digest, etc.

At step S406, the method selects from the plurality of groups of bits of the first
binary number each group having a corresponding key bit having a predetermined
binary state. The predetermined binary state is one of a binary one (1) and a binary zero
(0). For example, if the predetermined binary state is one (1), then for each one (1) in
the key, the corresponding group of five bits from the first number is selected, Thus, for
example, assuming a 32-bit key, and assuming that there were 16 “ones” in the 32-bit
key, then at this stage there has been defined 16 groups of bits for use in generating the
second number.
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At step S408, at least one bit from each selected group of bits is selected based
on a mod function to form at least a portion of the second binary number, e.g., the
MAC. For example, a mod5 function would select between all five of the bits in &
group, and a mod4 function would select between four of the five bits of a group. In
some implementations it may be desirable to use mod4 since a mod4 function is much
more efficient on a microprocessor. However, by using mod4, in this example this will
mean that there are 32 bits (out of the 160) that will not have the possibility of being
chosen. Once the bit from each group is chosen, then the bits are concatenated to form
at least a portion of the second binary number. In this example, the MAC now has 16
bits.

If, however, & number of bits greater than 16 is desired, then one or more bits
from the first binary number, e.g., bits 5 and 150, can be selected from the first binary
number for concatenation with the portion of the second number generated dixectly
through the masking process. Accordingly, in this example, the two addition bits (bit 5
and bit 150) can be used in conjunction with the 16 masked bits to form an 18-bit MAC.

The following is an exemplary pseudo code for implementing the method of Fig.
7, so as to convert the 160-bit digest to the 18-bit MAC.

For bits 0 through 15 of MAC:
HD =HMAC Digest .
Letj=0
Leti=0t0 31
Ifbiti of Keyl=1
Bitj of MAC = the value of HD bit (5*(bit 1 of Keyl+1) - Keyl mod 4-1)
i+
End

For bits 16 and 17 of MAC:
Bit 16 of MAC = bit 150 of HD
Bit 17 of MAC = bit 5 off HD.
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Imaging device 12 will read memory locations 44-1 or 44-2 to determine

"whether there is at least one “one” bit set. If there is at least one bit set, then imaging

device 12 will attempt to validate the MAC value,

Thus, for example, in summary, the mask method of the invention can be used in
the methods of Figs. 5 and 6 to convert the 160-bit output digest of the HMAC
operation at steps 8220 and 8320 to the 18-bit value of the MAC to be stored in memory
33, such as at one of locations 44-1 and 44-2.

While this in{'enﬁon has been described as having a preferred design, the present
invention can be further modified within the spirit and scope of this disclosure. This
application is therefore intended to cover any variations, uses, or adaptations of the
invention using its general principles. Further, this application is intended to cover such
departures from the present disclosure as come within known or customary practice in

the art to which this invention pertaing and which fall within the limits of the appended
claims.
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WHAT IS CLAIMED IS:

1. A method of generating an authentication code for a consumable, comprising the steps

of:

assigning an identification number to said consumable;

processing an input including at least said identification number, using a first
algorithm, to generate a preliminary number different from said identification number; and

compressing said preliminary number using a compression algorithm that utilizes
said identification number to generate an authentication value for usé in authenticating

said consumable.

2. The method of claim 1, wherein said first algorithm is a hashing algorithm.

3. The method of claim 2, wherein said preliminary number is an output digest of

said hashing algorithm.

4, The method of claim 1, said compressing step being performed using a masking

process.
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