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Information from a Host System to a Mobile Data Communication Device
BACKGROUND OF INVENTION 5 The present invention is directed toward the
field of replicating information from a host system where the information
is normally stored to a mobile data communication device. In particular,
the system and method of the present invention provide an event-driven
redirection computer program ("redirector program") operating at the host
system, which, upon sensing a 1 o particular user-defined event has
occurred, redirects user-selected data items from the host system to the
user's mobile data communication device. The mobile data communication
device is preferably coupled to the host system via a wireless network and
one or more landline networks. Due to the bandwidth limitations of wireless
networks, only a portion of a user-selected data item is 15 generally
redirected to the user's mobile device, with the user given the option of
then retrieving the entire data item (or some other portion of the data
item) from the host system. Instead of warehousing (or storing) the user's
data items at the host system and then "synchronizing" the mobile data
communication device to data 2 0 items stoma at the host system when the
mobile device requests that such items of information be communicated to
it, the present invention employs a "push" paradigm that continuously
packages and retransmits the user-selected items of information to the
mobile data communication device in response to a triggering event detected
at the host system. wireless mobile data communications 2 5 devices,
especially those that can return a confirmation signal to the host that the
pushed data has been received are especially well suited for this type of
push paradigm. Present systems and methods for replicating information from
a host system to a user's mobile data communication device are typically
;~ ;~ C'I~ ~ ~~'? -2 "synchronization" systems in which the user's data
items are warehoused (or stop at the host system for an indefinite period
of time and then transmitted in bulk only in response to a user inquest. In
these types of systems and methods, when replication of the warehoused data
items to the mobile device 5 is desired the user typically places the
mobile device in an interface cradle that is electrically connected to the
host system via some form of local, dedicated communication, such as a
serial cable or an infrared or other type of wireless link. Software
executing on the mobile data communication device then transmits commands
via the local communications link to the host system to 10 cause the host
to begin transmitting the user's data items for storage in a memory bank of
the mobile device. In these synchronization schemes) the mobile unit
'dulls" the warehoused information from the host system in a batch each
time the user desires to replicate information between the two devices.
Therefore, the two systems (host and mobile) only maintain the same data
'items 15 after a user-initiated command sequence that causes the mobile
device to download the data items from the host system. A general problem
with these synchronization systems is that the only time that the user data
items are replicated between the host system and the mobile data
communication device is when the user commands the mobile device to
download or pull the user data 2 0 from the host system. Five minutes later
a new message could be sent to the user, but the user would not receive
that message until the next time the user fetches the user data items.
Thus, a user may fail to respond to an emergency update or message because
the user only periodically synchronizes the system, such as once per day.
Other problems with these systems include: (1) the 2 5 amount of data to be
reconciled between the host and the mobile device can become large if the
user does not "synchronize" on a daily or hourly basis, leading to
bandwidth difficulties, particularly when the mobile device is
communicating via a wireless packet-switched network; and (2) reconciling
large amounts of data, as can accrue in these batch-mode synchronization 



`~ _ t' ~` i ^;1~~ -3 systems) can require a great deal of communication
between the host and the mobile device, thus leading to a more complex,
costly and energy-inefficient system. A more automated, continuous
efficient and reliable system of ensuring that user data items are
replicated at the user's mobile device is 5 therefore needed.  An
additional feature of the present invention is that the push paradigm, in
combination with a return communications pathway, lends itself well to a
system that permits a user to control remotely, through the user's mobile
device, a number of aspects of the host system. 1 o There remains a general
need in this art for a system and method of continuously pushing
user-selected data items (or certain portions of the selected data items)
stored at a host system to a user's mobile data communication device. There
remains a more particular need for such a system and method 15 where
user-selected data items are continuously "pushed" from the host system to
the mobile data communication device upon the occurrence of one or more
user-defined triggering events. There remains an additional need for such a
system and method that provides flexibility in the types and quantities of
user data items that are pushed 2 0 from the host system to the mobile data
communication device and that also provides flexibility in the
configuration and types of events that can serve to trigger the redirection
of the user data items. Them remains yet an additional need for such a
system and method that can operate locally on a user's deaktop PC or at a
distance via a network server. 2 5 There remains still another need for
such a system and method that provides for secure, transparent delivery of
the user-selected data items from the host system to the mobile device.   



ri ^ c. ~~ . ,, , ,(~~ 3A The document WO 97/41654 describes a system and
method for disseminating information from one or more information sources,
or databases, to mobile subscribers through a message distribution center.
The message 5 distribution center processes the data from the one or more
information sources and generates individual messages for subscribers based
upon a subscriber-defined profile. The information messages can be
transmitted at predetermined times, such as every morning at 9:00 am, or 10
upon the occurrence of a predetermine event, such as when a stock price
exceeds a particular value. In addition, the information messages can be
transmitted based on the subscriber's location, or based on a request
message from the individual subscriber. 15 The document WO 97/32251
describes a method of replicating information between two systems in which
software programs are executed at a provider computer system and a consumer
computer system in order to 20 maintain a communications control structure
for transferring information between the two systems. This control
structure originates at the provider computer and is transferred to the
consumer computer. Changes to the structure on the provider computer result
in an updated 25 version being transferred to the consumer computer.-The
communications control structure contains a combination of data, metadata,
and instructions which are used by the respective programs to control the
origination of outgoing communications and the processing of incoming 30
communications between the provider and consumer.   rl f, r`'~' ~ i. 7 L :
c r., ~~,~ -4 SUMMARY OF THE- INVENTION The present invention overcome the
problems noted above and satisfies the needs in this field for a system and
method of pushing user-selected data items from a host system to a user's
mobile data communication device upon 5 detecting the occurrence of one or
more user-defined event triggers. As used in this application, the term
host system refers to the computer where the redirector software is
operating. In the preferred embodiment of the present invention, the host
system is a user's desktop PC, although, alternatively, the host system
could be a network server connected to the user's PC via a local 10 are
network ("LAIC", or could be any other system that is in communication with
the user's desktop PC. A redirector program operating at the host system
enables the user to redirect or miner certain user-selected data items (or
parts of data items) from the host system to the user's mobile data
communication device upon detecting 15 that one or mom user-defined
triggering events has occurred. Also operating at the host system axe
various sub-systems that can be configured to create triggering events,
such as a screen saver sub-system or a keyboard sub-system, as well as
sub-systems for repackaging the user's data items for transparent delivery
to the mobile data device, such as a TCP/IP sub-system or one or more 2 0
E-Mail sub-systems. Other sub-systems for creating triggering events and
packaging the user's data items could also be present at the host system.
The host system also includes a primary memory store where the user's data
items am normally stoma. Using the redirector program the user can select
certain data items for 2 5 redirection, such as E-mail messages, calendar
events, meeting notifications, address entries, journal entries, personal
reminders etc. Having selected the data items for redirection, the user can
then configure one or more event triggers to be sensed by the redirector
program to initiate redirection of the user data items. These user-defined
trigger points (or event triggers) include   



~ ~~ n f.; T ?0~2  external events, internal events and networked events.
Examples of external events include: receiving a message from the user's
mobile data communication device to begin redirection; receiving a similar
message from some external computer; sensing that the user is no longer in
the vicinity of the 5 host system; or any other event that is external to
the host system. Internal events could be a calendar alarm, screen saver
activation, keyboard timeout, programmable timer, or any other user-defined
event that is internal to the host system. Networked events are
user-defined messages that are transmitted to the host system from another
computer coupled to the host system via a network 1 o to initiate ion.
These are just some of the examples of the types of userdefined events that
can trigger the redirector program to push data items from the host to the
mobile device. Although in the preferred embodiment it is anticipated that
the configuration that specifies which data items will be redirected and in
what form will be set at the host system, it is within the scope 15 of this
invention that such configuration may be set or modified through data sent
from the mobile communications device. In addition to the functionality
noted above, the redirector program provides a set of software-implemented
control functions for determining the type of mobile data communication
device and its address, for programming 2 0 a preferred list of message
types that are to be redirected, and for determining whether the mobile
device can receive and process certain types of message attachment such as
word processor or voice attachments. The determination of whether a
particular mobile device can receive and process attachments is initially
configured by the user of that mobile device at the host system. This 2 5
configuration can be altered on a global or per message basis by
transmitting a command message from the mobile device to the host system.
If the redirector is configured so that the mobile data device cannot
receive and process word processor or voice attachments, then the
redirector routes these attachments to an external machine that is
compatible with the particular   2 9 o c r zooz -6 attachment, such as an
attached printer or networked fax machine or telephone. Other types of
attachments could be redirected to other types of external 5 machines in a
similar fashion, depending upon the capabilities of the mobile device. For
example, if a user is traveling and receives a message with an attachment
that the user's mobile device cannot process or display, the user may from
a mobile communications device send a command message to the host system
indicating that that attachment is to be sent to a fax machine at a hotel
10 where the user will be spending the evening. This enables the user to
receive important E-mail attachments as long as the host system is provided
with sufficient information about the destination where the attachment is
to be forwarded. Once an event has triggered redirection of the user data
items, the host 15 system then repackages these items in a manner that is
transparent to the mobile data communication device, so that information on
the mobile device appears similar to information on the user's host system.
The preferred repackaging method includes wrapping the user data items in
an E-mail envelope that corresponds to the address of the mobile data
communication device, although, 20 alternatively, other repackaging methods
could be used with the present invention, such as special-purpose TCP/IP
wrapping techniques, or other methods of wrapping the user selected data
items. The repackaging preferably results in E-mail messages generated by
the user from the mobile device to be transmitted from the host system,
thus enabling the user to appear to have a 25 single E-mail address, such
that the recipients of messages sent from the mobile communications device
do not know where the user was physically located when the message was
first sent. The repackaging also permits both messages to the mobile device
and sent from the mobile device to be encrypted and decrypted as well as
compressed and decompressed. 30 In an alternative system and method, the
redirector program executes on a network server, and the server is
programmed to detect numerous redirection   ri r~~ ~ ?h~~ i: . ~ ' . ~ 1 .
:.  event ruggers over the network from multiple user desktop computers
coupled to the server via a LAN. The server can receive internal event
triggers from each of the user desktops via the network, and can also
receive external event diggers, such as messages from the users' mobile
data communication devices. 



5 In response to receiving one of these triggers, the server redirects the
user's data items to the proper mobile data communication device. The user
data items and addressing information for a particular mobile device can be
stored at tire server or at the user's PC. Using this alternative
configuration, one redirector program can serve a plurality of users. This
alternative configuration 1 o could also include an Internet- or
intranet-based redirector program that could be accessible through a secure
webpage or other user interface. The redirector program could be located on
an Internet Service Provider's system and accessible only through the
Internet. In another alternative configuration of the present invention, a
redirector 15 program operates at both the host system and at the user's
mobile data communication device. In this configuration the user's mobile
device operates similarly to the host system described below, and is
configured in a similar fashion to push certain user-selected data items
from the mobile device to the user's host system (or some other computer)
upon detecting an event trigger at 2 o the mobile device. This
configuration provides two-way pushing of information from the host to the
mobile device and from the mobile device to the host. The primary advantage
of the present invention is that it provides a system and method for
triggering the continuous and real-time redirection of user-selected data
items from a host system to a mobile data communication 25 device. Other
advantages of the present invention include: (1) flexibility in defining
the types of user data to redirect, and in defining a preferred list of
message types that are to be redirected or preferred senders whose messages
are to be redirected; (2) flexibility in configuring the system to respond
to numerous internal, external and networked triggering events; (3)
transparent   ~ g 0 ~ T 2002 _g_ repackaging of the user data items in a
variety of ways such that the mobile data communication device appears as
though it were the host system; (4) 5 integration with other host system
components such as E-mail, TCP/IP, keyboard, screen saver, webpages and
certain programs that can either create user data items or be configured to
provide trigger points; and (5) the ability to operate locally on a user's
desktop system or at a distance via a network server. These are just a few
of the many advantages of the present invention, 10 as described in more
detail below. As will be appreciated, the invention is capable of other and
different embodiments, and its several details are capable of modifications
in various respects. Accordingly, the drawings and description of the
preferred embodiments set forth below are to be regarded as illustrative in
nature and not restrictive. 15 BRIEF DESCRIPTION OF THE DRAWINGS The
present invention satisfies the needs noted above as will become apparent
from the following description when read in conjunction with the
accompanying drawings wherein: 20 FIG. 1 is a system diagram showing the
redirection of user data items from a user's desktop PC (host system) to
the user's mobile data communication device, where the redirector software
is operating at the user's desktop PC. FIG. 2 is a system diagram showing
the redirection of user data items 25 from a network server (host system)
to the user's mobile data communication device, where the redirector
software is operating at the server. FIG. 3 is a block diagram showing the
interaction of the redirector software with other components of the host
system in FIG. 1 (the user's desktop PC) to enable the pushing of
information from the host system to the user's 30 mobile data communication
device.    _g_ FIG. 4 is a flow chart showing the steps carried out by the
redirector software operating at the host system. FIG. 5 is a flow chart
showing the steps carried out by the mobile data communication device to
interface with the redirector software operating at the 



5 host system. Referring now to the drawings, FIG. 1 is an example system
diagram showing the redirection of user data items (such as message A or C)
from a user's 10 office PC (host system) 10 to the user's mobile data
communication device 24, where the redirector software 12 is operating at
the user's PC. Message A in FIG. 1 represents an internal message sent from
desktop 26 to the user's host system 10 via LAN 14. Message C in FIG. 1
represents an external message from a sender that is not directly connected
to LAN 14, such as the user's mobile data 15 communication device 24, some
other user's mobile device (not shown), or any user connected to the
Internet 18. Message C also represents a command message from the user's
mobile data communication device 24 to the host system 10. As described in
more detail in FIG. 3, the host system 10 preferably includes, along with
the typical hardware and software associated with a workstation or desktop
2 0 computer, the redirector program 12, a TCP/IP subsystem 42, a primary
message store 40, an E-mail subsystem 44, a screen saver subsystem 48, and
a keyboard subsystem 46. In FIG. 1, the host system 10 is the user's
desktop system, typically located in the user's office. The host system 10
is connected to a LAN 14, which 2 5 also connects to other computers 26, 28
that may be in the user's once or elsewhere. The LAN 14, in turn, is
connected to a wide area network ("WAN') 18, preferably the Internet, which
is defined by the use of the Transmission Control Protocol/Internet
Protocol ("TCPIIP") to exchange information, but which, alternatively could
be any other type of WAN. The connection of the LAN   ? ~ !~ r; y f~ ~n2
-io 14 to the WAN 18 is via high bandwidth link 16, typically a T 1 or T3
connection The WAN 18 in turn is connected to a variety of gateways 20, via
connections 32. A gateway forms a connection or bridge between the WAN 18
and some other type of network, such as an RF wireless network, cellular
network, satellite 5 network, or other synchronous or asynchronous
land-line connection In the example of FIG. 1, a wireless gateway 20 is
connected to the Internet for communicating via wireless link 22 to a
plurality of wireless mobile data communication devices 24. Also shown in
FIG. 1 is machine 30, which could be a FAX machine, a printer, a system for
displaying images (such as video) or a 10 machine capable of processing and
playing audio files, such as a voice mail system. The present invention
includes the ability to redirect certain message attachments to such an
external machine 30 if the redirector program configuration data reflects
that the mobile device 24 cannot receive and process the attachments, or if
the user has specified that certain attachments are not to be forwarded to
mobile 15 device 24, even if such device can process those attachments. By
way of example, consider an E-mail sent to a user that includes three
attachments -- a word processing document, a video clip and an audio clip.
The redirection program could be configured to send the text of the E-mail
to the remote device, to send the word processing document to a networked
printer located near the user, to 2 0 send the video clip to a store
accessible through a secure connection through the internal and to send the
audio clip to the user's voice mail system. This example is not intended to
limit the breadth and scope of the invention, but rather to illustrate the
variety of possibilities embodied in the redirection concept. The preferred
mobile data communication device 24 is a hand-held two2 5 way wireless
paging computer, a wirelessly enabled palm-top computer, a mobile telephone
with data messaging capabilities, or a wirelessly enabled laptop computer,
but could, alternatively be other types of mobile data communication
devices capable of sending and receiving messages via a network connection
22. Although it is preferable for the system to operate in a two-way
communications  



?_ ~ f: r~'T y~?  mode, certain aspects of the invention could be
beneficially used in a "one and one-half' or acknowledgment paging
environment, or even with a one-way paging system. The mobile data
communication device 24 includes software program instructions that work in
conjunction with the redirector program 12 to enable the 5 seamless,
transparent redirection of user-selected data items. FIG. 4 describes the
basic method steps of the redirector program 12, and FIG. 5 describes the
steps of the corresponding program operating at the mobile device 24. In an
alternative embodiment of the present invention, not explicitly shown in
the drawings, the mobile device 24 also includes a redirector program. In
this 10 embodiment, user selected data items can be replicated from the
host to the mobile device and vice versa. The configuration and operation
of the mobile device 24 having a redirector program is similar to that
described herein with respect to FIGS. 1-4. A user of the present invention
can configure the redirector program 12 15 to push certain user-selected
data items to the user's mobile data communication device 24 when the
redirector 12 detects that a particular user-defined event trigger (or
trigger point) has taken place. User-selected data items preferably include
E-mail messages, calendar events, meeting notifications, address entries,
journal entries, personal alerts, alarms, warnings, stock quotes, news
bulletins, 2 0 etc., but could, alternatively, include any other type of
message that is transmitted to the host system 10, or that the host system
10 acquires through the use of intelligent agents, such as data that is
received after the host system 10 initiates a search of a database or a
website or a bulletin board. In some instances, only a portion of the data
item is transmitted to the mobile device 24 in order to minimize 2 5 the
amount of data transmitted via the wireless network 22. In these instances,
the mobile device 24 can optionally send a command message to the host
system to receive more or all of the data item if the user desires to
receive it. Among the user-defined event triggers that can be detected by
the redirector program 12 are in the preferred embodiment external events,
internal   J :i ~~ I. ~ ~V~L -12 events and networked events. External
events preferably include: ( 1 ) receiving a command message (such as
message C) from the user's mobile data communication device to begin
redirection, or to execute some other command at the host, such as a
command to enable the preferred list mode, or to add or 5 subtract a
particular sender from the preferred list; (2) receiving similar message
from some external computer; and (3 ) sensing that the user is no longer in
the vicinity of the host system; although, alternatively, an external event
can be any other detectable occurrence that is external to the host system.
Internal events could be a calendar alarm, screen saver activation,
keyboard timeout, 10 programmable timer, or any other user-defined event
that is internal to the host system. Networked events are user-defined
messages that are transmitted to the host system from another computer
coupled to the host system via a network to initiate redirection. These are
just some of the events that could be used with the present invention to
initiate replication of the user-selected data items from the 15 host
system 10 to the mobile device 24. FIG. I shows an E-mail message A being
communicated over LAN 14 from computer 26 to the user's desktop system 10
(also shown in FIG. I is an external message C, which could be an E-mail
message from an Internet user, or could be a command message from the
user's mobile device 24). Once the 2 0 message A (or C) reaches the primary
message store of the host system 10, it can be detected and acted upon by
the redirection software I2. The redirection software 12 can use many
methods of detecting new messages. The preferred method of detecting new
messages is using Microsoft's  Messaging API (MAPI), in which programs,
such as the redirector program 12, register for 2 5 notifications or
`advise syncs when changes to a mailbox take place. Other methods of
detecting new messages could also be used with the present invention.
Assuming that the redirector program 12 is activated, and has been
configured by the user (either through the sensing of an internal, network
or   



J ~ fif;~' ?i:Qa -13 external event) to replicate certain user data items
(including messages of type A or C) to the mobile device 24, when the
message A is received at the host system 10, the redirector program 12
detects its presence and prepares the message for redirection to the mobile
device 24. In preparing the message for redirection) the 5 redirector
program 12 could compress the original message A, could compress the
message header, or could encrypt the entire message A to create a secure
link to the mobile device 24. Also programmed into the redirector 12 is the
address of the user's mobile data communication device 24, the type of
device, and whether the device 24 can 10 accept certain types of
attachments, such as word processing or voice attachments. If the user's
type of mobile device cannot accept these types of attachments, then the
redirector I Z can be programmed to route the attachments to a fax or voice
number where the user is located using an attached fax or voice machine 30.
15 The redirector may also be programmed with a preferred list mode that is
configured by the user either at the host system 10, or remotely from the
user's mobile data communication device by transmitting a command message
C. The preferred list contains a list of senders (other users) whose
messages are to be redirected or a list of message characteristics that
determine whether a message 2 0 is to be redirected. If activated, the
preferred list mode causes the redirector program 12 to operate like a
filter, only redirecting certain user data items based on whether the data
item was sent from a sender on the preferred list or has certain message
characteristics that if present will trigger or suppress redirection of the
message. In the example of FIG. 1, if desktop system 26 was operated by 2 5
a user on the preferred list of host system 10, and the preferred list
option was activated, then message A would be redirected. If, however,
desktop 26 was operated by a user not on the host system's preferred list,
then message A would not be redirected, even if the user of the host system
had configured the redirector to push messages of type A. The user of the
host system 10 can configure the   2 9 ~ ~l~ LPL -14 preferred list
directly from the desktop system, or, alternatively, the user can then send
a command message (such as C) from the mobile device 24 to the desktop
system 10 to activate the preferred list mode, or to add or delete certain
senders or message characteristics from the preferred List that was
previously configured. 5 It should be appreciated that a redirection
program could combine message characteristics and preferred sender lists to
result in a more finely-tuned filter. Messages marked as low priority or
that are simple return receipts or message read receipts, for example,
could always be suppressed from redirection while messages from a
particular sender would always be redirected. 10 After the redirector has
determined that a particular message should be redirected, and it has
prepared the message for redirection, the software 12 then sends the
message A to a secondary memory store lob in the mobile device 24, using
whatever means are necessary. In the preferred embodiment this method is to
send the message A back over the LAN 14, WAN 18, and through the wireless
15 gateway 20 to the mobile data communication device 24. In doing so, the
redirector preferably repackages message A as an E-mail with an outer
envelope B that contains the addressing information of the mobile device
24, although alternative repackaging techniques and protocols could be
used, such as a TCP/)P repackaging and delivery method (most commonly used
in the alternative server 2 0 configuration shown in FIG.2). The wireless
gateway 20 requires this outer envelope information B in order to know
where to send the redirected message A. Once the message (A in B) is
received by the mobile device 24, the outer envelope B is removed and the
original message A is placed in the secondary memory store within the
mobile device 24. By repackaging and removing the 2 5 outer envelope in
this manner, the present invention causes the mobile computer 24 to appear
to be at the same physical location as the host system 10, thus creating a
transparent system. In the case where message C is representative of an
external message from a computer on the Internet 18 to the host system 10,
and the host 10 has been   1 



L ;; Ot,T ~ !~0) -15 configured to redirect messages of type C, then in a
similar manner to message A, message C would be repackaged with an outer
envelope B and transmitted to the user's mobile device 24. In the case
where message C is representative of a command message from the user's
mobile device 24 to the host system 10, the 5 command message C is not
redirected,-but is acted upon by the host system 10. If the redirected user
data item is an E-mail message, as described above, the user at the mobile
device 24 sees the original subject) sender's address, destination address,
carbon copy and blind carbon copy. When the user replies to this message,
or when the user authors a new message, the software operating at 10 the
mobile device 24 adds a similar outer envelope to the reply message (or the
new message) to cause the message to be routed first to the user's host
system 10, which then removes the outer envelope and redirects the message
to the final destination, such as back to computer 26. In the preferred
embodiment, this results in the outgoing redirected message from the user's
host system 10 being 15 sent using the E-mail address of the host mailbox,
rather than the address of the mobile device, so that it appears to the
recipient of the message that the message originated from the user's
desktop system 10 rather than the mobile data communication device. Any
replies to the redirected message will then be sent to the desktop system
10, which if it is still in redirector mode, will repackage the 2 0 reply
and resend it to the user's mobile data device, as described above. FIG. 2
is an alternative system diagram showing the redirection of user data items
from a network server 11 to the user's mobile data communication device 24,
where the redirector software 12 is operating at the server 11. This
configuration is particularly advantageous for use with message servers
such as 25 Microsoft's  Exchange Server, which is normally operated so that
all user messages are kept in one central location or mailbox store on the
server instead of in a store within each user's desktop PC. This
configuration has the additional advantage of allowing a single system
administrator to configure and keep track   t' ~. ~ r ~ ~~~? -16 of all
users having messages redirected. If the system includes encryption keys,
these too can be kept at one place for management and update purposes. In
this alternative configuration, server 11 preferably maintains a user
profile for each user's desktop system 10, 26, 28, including information
such as 5 whether a particular user can have data items redirected, which
types of message and information to redirect, what events will trigger
redirection, the address of the users' mobile data communication device 24,
the type of mobile device, and the user's preferred list, if any. The event
Niggers are preferably detected at the user's desktop system 10, 26, 28 and
can be any of the external, internal or network 10 events listed above. The
desktop systems 10, 26, 28 preferably detect these events and then transmit
a message to the server computer 11 via LAN 14 to initiate redirection.
Although the user data items are preferably stored at the server computer
11 in this embodiment, they could, alternatively, be stored at each user's
desktop system 10, 26) 28, which would then transmit them to the server 15
computer 11 after an event has triggered redirection. As shown in FIG. 2,
desktop system 26 generates a message A that is transmitted to and stored
at the host system 11, which is the network server operating the redirector
program 12. The message A is for desktop system 10, but in this embodiment,
user messages are stored at the network server 11. When 2 0 an event occurs
at desktop system 10, an event trigger is generated and transmitted to the
network server I 1, which then determines who the trigger is from, whether
that desktop has redirection capabilities, and if so, the server (operating
the redirector program) uses the stored configuration information to
redirect message A to the mobile computer 24 associated with the user of
desktop 2 5 system 10. As described above with reference to FIG. 1, message
C could be either a command message from a user's mobile data communication
device 24, or it could be a message from an external computer, such as a
computer connected to the Internet 18. If the message C is from an Internet
computer to the user's   2 n fl~T aQ? -17_ 



desktop system 10, and the user has redirection capabilities, then the
server 11 detects the message C, repackages it using electronic envelope B,
and redirects the repackaged message (C in B) to the user's mobile device
24. If the message C is a command message from the user's mobile device 24,
then the server 1 I simply 5 acts upon the command message. Turning now to
FIG. 3, a block diagram showing the interaction of the redirector software
12 with additional components of the host system 10 of FIG. 1 (the desktop
PC) to enable more fully the pushing of information from the host system 10
to the user's mobile data communication device 24 is set forth. These 10
additional components are illustrative of the type of event-generating
systems that can be configured and used with the redirector software 12,
and of the type of repackaging systems that can be used to interface with
the mobile communication device 24 to make it appear transparent to the
user. The desktop system 10 is connected to LAN 14, and can send and
receive _ 15 data, messages, signals, event triggers, etc., to and from
other systems connected to the LAN 14 and to external networks 18, 22, such
as the Internet or a wireless data network, which are also coupled to the
LAN 14. In addition to the standard hardware, operating system, and
application programs associated with a typical microcomputer or
workstation, the desktop system 10 includes the redirector 2 0 program 12,
a TCP/IP sub-system 42, an E-mail sub-system 44, a primary data storage
device 40, a screen saver sub-system 48, and a keyboard sub-system 46. The
TCP/IP and E-mail subsystems 42, 44 are examples of repackaging systems
that can be used to achieve the transparency of the present invention, and
the screen saver and keyboard sub-systems 46, 48 are examples of event
generating 2 5 systems that can be configured to generate event messages or
signals that trigger redirection of the user selected data items. The
method steps carried out by the redirector program 12 are described in more
detail in FIG. 4. The basic function of this program are: (1) configure and
setup the user-defined event trigger points that will start redirection;
(2)   nr ~' r_Iit,r~ -ie configure the types of user data items for
redirection and optionally configure a preferred list of senders whose
messages are to be redirected; (3 ) configure the type and capabilities of
the user's mobile data communication device; (4) receive messages and
signals from the repackaging systems and the event generating 5 systems;
and (5) command-and control the redirection of the user-selected data items
to the mobile data communication device via the repackaging systems. Other
functions not specifically enumerated could also be integrated into this
program. The E-Mail sub-system 44 is the preferred link to repackaging the
user10 selected data items for transmission to the mobile data
communication device 24, and preferably uses industry standard mail
protocols, such as SMTP, POP, IMAP, MIME and RFC-822, to name but a few.
The E-Mail sub-system 44 can receive messages A from external computers on
the LAN 14, or can receive messages C from some external network such as
the Internet 18 or a wireless data 15 communication network 22, and stores
these messages in the primary data store 40. Assuming that the redirector
12 has been triggered to redirect messages of this type, the redirector
detects the presence of any new messages and instructs the E-Mail system 44
to repackage the message by placing an outer wrapper B about the original
message A (or C), and by providing the addressing information 2 0 of the
mobile data communication device 24 on the outer wrapper B. As noted above,
this outer wrapper B is removed by the mobile device 24, and the original
message A (or C) is then recovered, thus making the mobile device 24 appear
to be the desktop system 10. In addition, the E-Mail sub-system 44 receives
messages back from the 2 5 mobile device 24 having an outer wrapper with
the addressing information of the desktop system 10, and strips this
information away so that the message can be routed to the proper sender of
the original message A (or C). The E-Mail subsystem also receives command
messages C from the mobile device 24 that are directed to the desktop
system 10 to trigger redirection or to carry out some other   Q , ~' ~ ; ,
2 L~ ~ "n0? -19 function. The functionality of the E-Mail sub-system 44 is
controlled by the redirector program 12. The TCP/IP sub-system 42 is an
alternative repackaging system. It includes all of the functionality of the
E-Mail sub-system 44, but instead of 5 repackaging the user-selected data
items as standard E-mail messages, this system 



repackages the data items using special-purpose TCP/lP packaging
techniques. This type of special-purpose suh-system is useful in situations
where security and improved speed are important to the user. The provision
of a special-purpose wrapper that can only be removed by special software
on the mobile device 24 10 provides the added security, and the bypassing
of E-mail store and forward systems can improve speed and real-time
delivery. As described previously, the present invention can be triggered
to begin redirection upon detecting numerous external, internal and
networked events, or trigger points. Examples of external events include:
receiving a command 15 message from the user's mobile data communication
device 24 to begin redirection; receiving a similar message from some
external computer; sensing that the user is no longer in the vicinity of
the host system; or any other event that is external to the host system.
Internal events could be a calendar alarm, screen saver activation,
keyboard timeout, programmable timer, or any other user-defined 2 0 event
that is internal to the host system. Networked events are user-defined
messages that are transmitted to the host system from another computer that
is connected to the host system via a network to initiate redirection. The
screen saver and keyboard sub-systems 46, 48 are examples of systems that
are capable of generating internal events. Functionally) the redirector 2 5
program 12 provides the user with the ability to configure the screen saver
and keyboard systems so that under certain conditions an event trigger will
be generated that can be detected by the redirector 12 to start the
redirection process. For example, the screen saver system can be configured
so that when the screen saver is activated, after, for example, 10 minutes
of inactivity on the desktop   2 ~ (7 C. ~~~ ~'~ ;~~~~ -20 system, an event
trigger is transmitted to the redirector 12, which starts redirecting the
previously selected user data items. In a similar manner the keyboard
subsystem can be configured to generate event triggers when no key has been
depressed for a particular period of time, thus indicating that redirection
should 5 commence. These-are just two examples of the numerous application
programs and hardware systems internal to the host system 10 that can be
used to generate internal event triggers. FIGS. 4 and 5, set forth,
respectively, flow charts showing the steps carried out by the redirector
software 12 operating at the host system 10, and the steps s 0 carried out
by the mobile data communication device 24 in order to interface with the
host system. Turning first to FIG. 4, at step 50, the redirector program 12
is started and initially configured. The initial configuration of the
redirector I2 includes: (1) defining the event triggers that the user has
determined will trigger redirection; (2) selecting the user data items for
redirection; (3) selecting the 15 repackaging sub-system, either standard
E-Mail, or special-purpose technique; (4) selecting the type of data
communication device, indicating whether and what type of attachments the
device is capable of receiving and processing, and inputting the address of
the mobile device; and (5) configuring the preferred Iist of user selected
senders whose messages are to be redirected. 2 0 FIG. 4 sets forth the
basic steps of the redirector program 12 assuming it is operating at a
desktop system 10, such as shown in FIG. 1. If the redirector 12 is
operating at a network server 11, as shown in FIG. 2, then additional
configuration steps may be necessary to enable redirection for a particular
desktop system 10, 26, 28 connected to the server, including: ( 1 ) setting
up a 2 5 profile for the desktop system indicating its address, events that
will trigger redirection, and the data items that are to be redirected upon
detecting an event; (2) maintaining a storage area at the server for the
data items; and (3) storing the type of data communication device to which
the desktop system's data items are   i, r i CAD -21 to be redirected,
whether and what type of attachments the device is capable of receiving and
processing, and the address of the mobile device. Once the redirector
program is configured 50) the trigger points (or event triggers) are
enabled at step 52. The program 12 then waits 56 for messages and 



5 signals 54 to begin the redirection process. A message could be an E-Mail
message or some other user data item than may have been selected for
redirection, and a signal could be a trigger signal, or could be some other
type of signal that has not been configured as an event trigger. When a
message or signal is detected, the program determines 58 whether it is one
of the trigger events that has been 10 configured by the user to signal
redirection. If so, then at step 60 a trigger flag is set, indicating that
subsequently received user data items (in the form of messages) that have
been selected for redirection should be pushed to the user's mobile data
communication device 24. If the message or signal 54 is not a trigger
event, the program then 15 determines at steps 62, 64 and 66 whether the
message is, respectively, a system alarm 62, an E-Mail message 64, or some
other type of information that has been selected for redirection. If the
message or signal is none of these three items, then control returns to
step 56, where the redirector waits for additional messages 54 to act upon.
If, however the message is one of these three types of information, 2 0
then the program 12 determines at step 68, whether the trigger flag has
been set, indicating that the user wants these items redirected to the
mobile device. If the trigger flag is set, then at step 70, the redirector
12 causes the repackaging system - (E-Mail or TCP/)p) to add the outer
envelope to the user data item, and at step 72 the repackaged data item is
then redirected to the user's mobile data 2 5 communication device 24 via
LAN I4, WAN 18, wireless gateway 20 and wireless network 22 Control then
returns to step 56 where the program waits for additional messages and
signals to act upon. Although not shown explicitly in FIG 4) after step 68,
the program could, if operating in the preferred list mode, determine
whether the sender of a particular data item is on the preferred list, and
;'i17 -22 if not, then the program would skip over steps 70 and 72 and
proceed directly back to step 56. If the sender was on the preferred Iist,
then control would similarly pass to steps 70 and 72 for repackaging and
transmission of the message from the preferred list sender. 5 FIG. 5 sets
forth the method steps carried out by the user's mobile data communication
device 24 in order to interface to the redirector program 12 of the present
invention. At step 80 the mobile software is started and the mobile device
24 is configured to operate with the system of the present invention,
including, for example, storing the address of the user's desktop system
10. 10 At step 82, the mobile device waits for messages and signals 84 to
be generated-or received. Assuming that the redirector software 12
operating at the user's desktop system 10 is configured to redirect upon
receiving a message from the user's mobile device 24, at step 86, the user
can decide to generate a command message that will start redirection If the
user does so, then at step Z 5 88 the redirection message is composed and
sent to the desktop system 10 via the wireless network 22) through the
wireless gateway 20, via the Internet 18 to the LAN 14, and is finally
muted to the desktop machine 10. In this situation where the mobile device
24 is sending a message directly to the desktop system 10, no outer wrapper
is added to the message (such as message 20 C in FIGs. 1 and 2). In
addition to the redirection signal, the mobile device 24 could transmit any
number of other commands to control the operation of the host system, and
in particular the redirector program 12. For example, the mobile 24 could
transmit a command to put the host system into the preferred list mode, and
then could transmit additional commands to add or subtract 



2 5 certain senders from the preferred list. In this manner, the mobile
device 24 can dynamically limit the amount of information being redirected
to it by minimizing the number of senders on the preferred list. Other
example commands include: (1) a message to change the configuration of the
host system to enable the mobile device 24 to receive and process certain
2. ~? ~.ir T ?.LO? -23 attachment and (2) a message to instruct the host
system to redirect an entire data item to the mobile device in the
situation where only a portion of a particular data item has been
redirrted. Turning back to FIG. 5, if the user signal or message is not a
direct 5 message to the desktop system 10 to begin redirection (or some
other command), then control is passed to step 90, which determines if a
message has been received. If a message is received by the mobile, and it
is a message from the user's desktop 10, as determined at step 92, then at
step 94 a desktop redirection flag is set "on for this message, and control
passes to step 96 where the outer envelope is removed. Following step 96,
or in the situation where the message is not from the user's deaktop as
determined at step 92, control passes to step 98, which displays the
message for the user on the mobile device's display. The mobile unit 24
then returns to step 82 and waits for additional messages or signals. 15 If
the mobile device 24 determines that a message has not been received at
step 90, then control passes to step 100, where the mobile determines
whether there is a message to send. If not, then the mobile unit returns to
step 82 and waits for additional messages or signals. If there is at least
one message to send, then at step 102 the mobile determines whether it is a
reply message 2 o to a message that was received by the mobile unit. If the
message to send is a reply message, then at step 108, the mobile determines
whether the desktop ion flag is on for this message. If the redirection
flag is not on, then at step 106 the reply message is simply transmitted
from the mobile device to the destination address via the wireless network
22. If, however, the redirection 2 5 flag is on, then at step 110 the reply
message is repackaged with the outer envelope having the addressing
information of the user's desktop system 10, and the repackaged message is
then transmitted to the desktop system 10 at step 106. As described above,
the redirector program 12 executing at the desktop system then strips the
outer envelope and routes the reply message to the   2 :' (~'' ~' ?(10 .?.
-24 appropriate destination address using the address of the desktop system
as the "from" field, so that to the recipient of the redirected message, it
appears as though it originated firm the user's desktop system rather than
the mobile data communication device. 5 If, at step 102, the mobile
determines that the message is not a reply message, but an original
message, then control passes to step 104, where the mobile determines if
the user is using the redirector software 12 at the desktop system 10, by
checking tire mobile unit's configuration If the user is not using the
redirector software 12, then the message is simply transmitted to the 1 o
destination address at step 106. If, however, the mobile determines that
the user is using the redirector software 12 at the desktop system 10, then
control passes to step 110, where the outer envelope is added to the
message. The repackaged original message is then transmitted to the desktop
system 10 at step 106, which, as described previously, strips the outer
envelope and routes the 15 message to the correct destination. Following
transmission of the message at step 106, control of the mobile returns to
step 82 and waits for additional messages or signals. Having described in
detail the preferred embodiments of the present invention, including the
preferred methods of operation, it is to be understood 2 o that this
operation could be carried out with different elements and steps. This
preferred embodiment is presented only by way of example and is not meant
to limit the scope of the present invention which is defined by the
following claims. 25   7 t'] ~ ~ j ''~n2 ~ll~ G~ -25 C:lairns 1, A method
of redirection data hems from a host system to a mobile data communication
device comprising the sups of 



[:\] comfiguration a first triggering event at said host system [B]
detecting that said first triggering event has occured at said host system
and generating a first trigger [O'] recieving data hems at said host
system; and [D] m response to said first trigger anti as the data hems are
recieved at said host system . continuously redirecting the received data
items from said host system to said mobile data communication device . 2.
The method of claim i, futher comprising the step of selecting at least one
type of data Item to redirect from said host system to said mobile data
communication device . 3. The method of claim 1, farther compeising the
step of providing configuration Information regarding the capabilibites of
said mobile data communication device . =t The method of claim 3 further
comprsing the step of providing configuration Information including a
network address addresss mobile data communication device   4 `? ~' ~ T ~
0~? -26 The methu(I of~clalm 3) t~unller coniprlslng the step ol~prowdln~~
conli;_urauutl Infol'Illatl011 lllCltl(llllg a type of said mobile dam
communication (levlce 6. The metho(1 of Claltll 3, further compnslng the
step of provtdln~ conti~,uratlon Iilf01'I11at1011 fllCltl(lillu a
pl(fI'allt\' Ot tVpeS of`d:lla ILeIl1 aIIt1Ch111eIILS Illai Sal(1 IllOl7tl(
ClaLa COIllI1111171Cat1011 OC\ ICe Call reCel\'C alld pluCeSS 7 The method
of claim l ) further compnstng the steps of recetvm~ a data item at Bald
host system, Bald data item beln~~ addressed tlSlllg a sender address and a
receiver address; (letermlmng whether the receiver address is associated
\vlih said mobile data communication device; if the receiver address is
associated with said mobile data communication device , then pacl<a~lin~~
the data item into an electronic envelope addressed uslna a host address
and a mobile device address an(1 redirecting the electronic envelope 6'O171
Sald llOSt SyStel77 LO Sald mobile data con7n7unicatlon device ; an(I
extracting the data item from the electronic envelope and displaying the
data item at said 



IllOblle data COm171t1i71Cai1017 device using the sender a(ldress and the
receiver address. Tile metlio~l oi~clmm (, lilrther con7prisln the steps
tit, Iol each cl,lt,: lteli7 to be te(drecte(I, (ietermmln~ \vhetlicl tiic
data Ucm lliclu(ies al: tl,lul!71C';lt. .117i1 ~.IuCIlll!Illll`; I17:'
L\pi' ul alil~1C17171C;:!   ~, ~ ~ z, r ?1,1a -27 cietermlmn_~ \\hetl7er
said mobile dala Co111In11111Catloi7 deVICe Call rCC(:lVe and process
MfIaC17111C17tS Of il7c clr=tcrmllied type, and 1 C so. then 1 cdirectin g
the attachment to said lllOblle Clala CO1111111I111Ca11C)il device, and 1 f
not. then redirecun~~ the attachment to an external machine that lS
COillpallble \Vlth the allaCl7nlent 9 The method of claim ~, further
cotnpristn~ the step of provtdlng a sound tile as the type of attachment 10
The method of claim 1, fulrther comprising the step of providing
redirection events that include e~cternal e\ eats, internal events, or
networked events I 1 The method of claim 10. further comprising the step of
confivunng one of the etternal events to be a messa~c from said mobile data
communication device to start redirection. l2 The method of claim 10,
further composing the step of configurtng one of the internal events to be
a calendar alarn7. 1 ~ -Che methocf of claim 10, further comprising the
step ofconfigunng one ofthe internal ~\ OIIIS f0 hC a sCIO;'ll Sa\'CI
aCt1\'atlOi7 I ` tlm stcl7 0! ~olliy Inn ~ I ~ c,l tl~c ml~lnal 1 ~'W
'll~lllv~:~ t)~ ~:,II~'1 Il%, ~IIItI7Cl i'0111711~111~~ `~ " ) 7 1~ ~,lis
l!~ IW .I ~.~` ;WUId lll'7LOllt SI~=Ilal   7 ~ f~ ~' ~ 2~J0~ -28 1 ~ The
metlTCm1 of claim 10. further conTpnsln~= the step of providing ncuvorked
events that include messa~~es to beyn rcdlreetlon f1'0111 COITII)LIICI'
SVSteItTS COIIIICCCed to smd host system wa 



a nctworl; 1 G The method of clainT l 0, further compassing the step of
providing a pager as said mobile Clata COITTnTllITlC,ll101T device 17 Tire
method OI`Clalill 10, further comprising the step of providing a device
edulpped to receive both voice and non-voice data messages as said mobile
data communication device 18 The method of claim 1, further comprising the
step of providing a preferred list at said host system for Illnitin~ the
redirection step to redirecting only those data items that are transmuted
to said host system from a sender on the preferred Ilst l 9 The method of
claim 18, wherein a user can add and subtract senders from the preferred
list 20. The method of claim 18) wherein the preferred list is activated
and deactivated at said host system . 1 'lie I11et1T0(1 of claim 18,
wherein the preferred Ilst is activated and ci~~ICUvateci by a
Cc)I111T1a1i'd nIESS.I~I: ll'Vt1SI111IlCd 11'0l11 Sal(I 11101711C lliitii
COmIlllIllICatl0lT CIC~'lCi'. l0 Sald ITl)SI S\'SW Tl   n ;" ~ v, r c~!~e
-29 ?2 The method of claim 1 ~), w herein tile user can add and subtract
senH:rs f~ronl the preUn-ed list by contigul In~~ S.lr(I IIOSt SVSlerll
Tile 177e1t10C1 Of Clalill 19. W heCelll the llSer Call 11(1(1 ailCl
SLIblraCl SeIIdeIS (r0171 L170 pleferred t by lrallSnlltt111~1 a command
117eSSa5e d'0117 5ald tllOblle data C017111111I11Ca11011 devlCe CO S~lllf
1705t S}'SIe177 2=t :a metholf of repircatln~ (i,lta between a first system
and a SeCOIId sy smll , compnsln~ the steps of: [A] eSl~i))IIS111I7~ a
first set of data elements at said first system as subject to replication
mlth a corresponding second set of data elements at said second system [B]
detectltl~ a first event trigger at said irrst system ; alld [~'] In
reSl)OIISe CO Clle llr$t e1'ellt CI'lgger, COIlI111110L1S1y replicating
data between surd tlrst system and said second system b\ [C.1] detecun~ a
change In at least one data element In the first set of data elements at 



said first systenl . [C.2] providing an indication of the data element In
the first set of data elements that has changed to said second system by
placing 111 f01'177at1011 117 an electronic wrat~Nci delivered to said
second system as part of a data U ansfer tr ansactlon, [C ~] Illltlclllll~~
tllt_' Clata tl;li7SlCI'tIu111SaCt1017. 111C1Cb\' llaIlStCl~l~lll~~
tIIW'll'lllOIllC \\I-i11717t_'.r t0 5aIC1 SeCOIILf S\ st~'ll l . y -~~:.
~m~, m~_ tlm clcc::rc~me wrapfler at salci s~~cmicl sv;t~rll ,   ., (~;, ~
~~~2 -30 [C ~] l~ruc~sstn the rlcctionic w,ypet, mul [C.6j upcimtn~~ a
corresponding data element in the second set ofciata Dements based on the
information cumaincd in the electronic wrapper Tlie metl~ocl of cLatm ?=l,
farther cW11171-15111~ tlne step of t~rowelmy a (lost COtllptltef as saol
first system and a hand held electronic device as said first second system.
26 The method of claim ?. further composing the step of providing a hand
held electronic device as said first system and a host computer as said
second system. 27 The method of claim 2=1. iitrther comprtsm~ the step of
conti~urtn~ the data transfer transaction as an electronic message sent
from said first system through a data network to said second system 2S. The
method of claim 24, further comps ismg the step of providing a set of
calendar entries as the first set of data elements. 29 The method of
Clallll ?4, further composing the step of providing a set of address book
entries as the lust set cf data elements 3() hlic m~;l;oc1 of clam ? ;',
further comb tmty; ;log step u~ providye do ,tttachnictit to tlt
cl~ctronmocss,i,~   2 ~ GET ~ca? -31 s l The metl>H o! cl.nm ?7. tui ther
comer tsm`~ tlt~ smp of pray ulm~~ mo u-marl mess.y~~ ns 



the electronic message and providing Lhe Illterllel as the data new ori. 32
The method of ciatro 24, w herein the method includes a step of recev ing
CfOrll said second system a request to bevlll 1't;l)Jrciltt0rl >3. The
method of claim 3'. w herein the method includes a step of processing the
request to bean replication 34 The method of claim 24. wherein said second
system can 111711t Che lntot111at1011 being sent to tt by sendtn~ a
COn7111a11C1 to said first system 3~ f~ method of redrrectrn~~ messages
bet~,veen a host system and a mobile data communtcatton device. comprtstn
the steps of confi~urye one or more redirection events at the host system.
detecting that a redirection event haS occut-red at the hOSt SySte177 allll
generating a redirection trt~~er, receivrn~l messages at the host system
from a plurality of message senders; in response to the redirection tngger)
contrnuously redirecttn~ the messages from the host system to the n~obilC
Ciata Cor17r11ttr71caC1o11 (le\'ICe; ieceivin`; the messy<ees at the mobile
dam communication ~iewce, `~c!icrmm~~ reply m~cssa~Ie~ at the mohtl~ ~Ima
cminiumcalton clewc~ to he s~W to tlic l~lr:ra!ttv oi~me;~;ia~ sen~icrs
anci fl'UnSllllttttl`~ the ttplv mcssaees to tltc host system,   a ~! ~~~;!
?0~~ -32 rtC~Wnn`_ IIW rC(?1V messa~~CS at the (lost svstc',fll alld
COllfl`tlrin`; llCiHit~SS Iilf01'IllaIl011 OI the reply mcssa~~us so that
the reply messages ailpc.lr to lave been rnerate~l al the host Svslclll
Instead of at the nloblle data communication device: and transmltttn~~ the
reply messages f1-0171 the IIOSt SVStelll IO Ille pluralla of~ tl7CSSa~~e
SCIIIICrS. s6 Tile method of claim ;~, (~urther comprlsm~_= the step o1
SIO1117~ II1f01711aI1011 I'ey ll'lltll~ the COI7l~l`~lll-.IIIOII Of the
IIIOIOIIe data C01111711111ICat1011 deVlCe at tile host svstenl ~~ i The
n7ethod of claim 3G, wherein the coniiUurauon mfornlatlon stored at the
host system Includes 



(.-~j the nemork address of the mobile dam communication device. anti (B)
an Indication oCthe cues ofn~essa~e aIIMC11117eniS Lhat the In01Jl12 data
CO1111nllIlICatlOIl Cie~ 1Ce CaI7 reCel\ a alld pl'OCeSs 3S The method of
c1a1111 3;, wherein the conti~uratlon information further includes (Cj all
I11(flCall011 of the type of mobile data COIn177t1I11C<ltlOn device s9 Tlle
method of Clalln 3~, wherein the received messages are addressed using a
sender Address and a t ecel v er addi ess. IIlC nletllOd flll-lllel
CO111prlSitl~~ the steps of ~I:. tcnnlrmo_~ ~,v~ctller- the r~c~mcr
aclcltes; Is associated with tlm mohil~ data ~m~mmnw,:m~:; ~!:_~ __   ('^T
~0~ -33 I f~the rccemer address is associated with the mobile d:lla
COI111111Ir11C.111011 (it\ ICe. tf7cn ciettrmmn a neovork ~cidress oi~the
mobile data comlumcaoun clw Ice aml mll,lcl,,y~m~ tlm ntessa<`es Into
cl~coontc envelopes addressed usm~~ the rcccn tr address and tire new cn I,
address of the mobile data communrcation devrce; and after receiving the
redirected messages at the mobile data communication dev Ice, e~ctracUng
the messa~yes from the electronic envelopes and dlsplayin~ the messy~es at
the mobile data communrcation device using the sender address and the
receiver address, so tluu It appears aS thOll~l1 the mobile data
COnlIl1tI111Cat1O11 (le\'ICe Is the host system -10 The method of clallll
J7, further comprising the steps of for each message to be redrrected, the
host system deteln7imng whether the message II1CILICieS aI7 attaC11111e11t,
and tf so then determining the type of attachment; aCCCSS111~~ the stored
COllfl`LlratlOl7 IIIfOCmatl011 at the 110St SySlenl 10 llctennlne whether
the mobile data C0111117L1111Cat1017 devlCe Call reCelve and pl'OCCSS
attaChlllentS Of the determined type; and if so, then redirecting the
attachments to the mobile data CO r11tl7llnlCatlOn device, and if not. then
redirecting the attachments to a device that is capable of processing the
attachment 



-t 1 The method of claim 40, wherein the type of attachment is a sound f i
le -1' ~fhe metl~ucl of clmm = ~. w Ileiein the rmllrection evems include
eWcrnal events, internal ~~.unt~, of neW c~ni,~cl ewWs   t. ,: 1.~ - L ~~~)
-34 43 Tl~e method of claim 42, ~1'IleCelll lhl'. t'.\W Illal w cnt ~s a
Illcss:l~~e i~rmo the nu~h~ Ic ~I,o.~ COm117tilliCatlon d~Vtce to start
redtrecttun 44 T'he tnetl~oct of claim 42, wherein the internal event rs a
calendar alarm 45 The method of claim 42, wherein the internal event is a
keyboard ttmcout sy~n,~l 4G The method of claim 42, wherein the internal
event is a screen saver activation 47. The methoc! of claon 42, wherein the
networked events include messages to beg n redirection from computer
systems other than the mobile data c011111111111Cat1011 ClevlCe, which are
connected to the host system via a wired network. 4~. The Illethod of claim
.i~, wherein the mobile data commumcatton device is a pager 49 'The method
of Cltlllll 3~, wh eretn the mobile data COIllmltnlCilIlOll lle\ ICe 1S a
device eqtnpped to receive both voice and non-voice data messages. ~0 The
method Of ClallM 3~, wherein the host system includes a preferred nat fur
I~mitmg the redirection stf,'p to tedirec(n~ only thOSe Il7eSSal``CS Illalt
me Uaiamittec! to tl~c host system from a sei;dcr on the tmimecl list   n 1
rt i' ~' 200Z -35 51. The method of Clal Ill SU. w herein a uses can add
and subtract sencle i a t~rom the to ~ f crrcd Itst 52. The method of claim
50, wherein the preferred Itst is activated and dcactivateci at the Lost
system. 



S3 The method of Clallll 51, wherein the user can add and subtract senders
from the preferred Itst by configurm~; the host system S4 The method of
Clalnl J l, wherein the user can add and subtract senders from the p~
eferred list by tl'allsnliltlllg a COlllilland message from the IllOblle
data cOnlilltIIllCalIOll devlCe to the host system. 5S A method of
redtrecUng electronic data items from a host system operated by a user to
the user's mobile data commumcat~on demce, compnsmv the steps of
COllfl~lll~ln~ an ewernal redirection event at the host system,
~.\'hel'elll Llle ewemal redirection event is the host system sensing
whether the user is 111 the vaCllllty of the host system; receivtn~~
electronic data items at the host system; and if the host system senses
that the user is not in the vacinity of the host system, then
COIIIlIltlollSly 1'~dll'eClll7~ the received data Gems to the user's mobile
data communication demce until the host svst~m senses that tl~e uses ~s ~n
the v acmnv of tlm host svsten~   4J r, r iw~ ,j ,?~Jl)~ -36 ~6 :\ method
of~redlrectln~ messaycs ti'om a deshtup colnputer svstenl to a mobile
d,lt,t communication device associated with the desktop computer system,
comprising the sups ol~ providn7g a message redirection program at the
desktop system. providtn~~ a screen saver program at the desktop system.
llnkrng the screen saver plo~rat71 to the message rcdlrzctton pto~ranl. mod
Ifthe message redirection program detects that the screen saver Is
octloted, turn C017tii7l10lISly 1'-C(lll'~:Cttll~ 171eSSa~eS from the
deslaop C0171puter system to the nlobtle data communication device until
the message redirection program detects that the screen saver Is
deactivated. 5? .=~ method of redirecting data items from a server system
to a pluralim of mobile data C0I77I11LI171Cati017 dt~'ICSS, compassing the
steps of promdln~ a redirection program at the server system; pl'OV1C~117;
a plurailty of desktop SVSten7S 111 COI17I77LlCIlCatl017 With the server
system via a network, provtdlt7~ a user profile for each of the plurality
of plurality of desktop systems at the server system, wherein the user
profiles each associate a particular desktop Ststei7l wath a particular
mobile data communication device; configuring the desktop systems to detect
redirection events, detectinU the redirection events at the desktop
systems:  ti aI7SITlIIIlllv redirection messages from the desktop systems
to the seI ver system; and 1t1 I'eSpOIISe t0 the redirection l7leSSa~eS,
CO11t117tIOlISIy 1 CCIIreCllll~ ill;: Clata 1LCI71S ffOlll L17C a~w er
system to floe tliohllc dat;: ::OI11177tIt11CaIlOi7 cIe\ ICeS !)as~~c~ oil
tll~~ I;s~r f,~ofil~s 



~' ;~ J -37 >S :~ system (m r~dlr~cUn~~ n;furlll~itl011 bel~ecn a Rust
svstmn aml n n;~~inl~ ~I~wce, comprlsm~~ a first rcdircctol appliC<ttiull
Operallllg al tile huSt SVSW 111, whmcin the lust reclircctor appllcatton
is confi~~ured to sense a tng~erln~ event at the hose Syslelll and to
connnuousl~ redirect lilf0l'tllallol7 from the host systenl to the lllOblle
device. and a second redtrector appltcatlon operattng at the mobile device,
whelcin the second redirector application is configured to sense a tnggenng
event at the mobile device and to continuously redirect Infonllatton from
the mobile device to tile hOSI SVSIeIIl i9 A 1710b11e Clala
COII1111tI111CMt1011 device programmed with computer sotW are instructions
for enabling the steps of (A) generating an electronic message having a
destination address. (B) determining whether the mobile data
COmnllllllCatloll device is operating in con~unctton Lvith a redtrector
application operating at a host system, (C) tf the Inobtle data
conlmtmtcatlon device is not operattn~ In colitlnctron wath tile redlrector
f1pp11Ca11017, Cllen tl'allsllllttln` the eleClr0111C IIICSSy~C to the
destination address. and (D) if the mobile data communication device is
operating 1t1 COIlftltlCll011 LL'tth the I'edll'eCIOr appliCat1011, then
paCha`~ltl~ the electronic tTleSSa`e Into all CIeCII-0111C ei71'elOpe
having a host address, anti transmltttnQ the electronic envelope to the
host system G0. !~ nleSSagC rCdll'eCL1011 111et110C1 operating at a host
system, compnsing the steps ol~' configurin, one or mote redirection events
at the host system, detecttn~~ that a redirection event has occurred at the
host system wci weneratitlg a redirection tri~~,er. rccmnn~~ m'ssaycs at
tilt Must system fnunl a pltiralm of~IllcSw~_e scmlcrs, in mslmw to llm
iwlmcUUn tti`~~mi. ~uWmmm~lv mslwet;n~~ tim mwwl nl:,s,mw f-I'ulll till:
Must W stCill to .l nlUbilt data commulllc;ltion cim Ice assocmWd w Illt
tll~ Ilus; ,~,'st::m,  



2 ;~ f.~f; t cOJ? -38 recervin~; reply rllessa~~es ti'Onl fIIC r110b11e
datfl COr11I1111r1rCat1011 (lW ICS' lit the host system and confi<~urtn<~
the reply rllessa~~cs usln~~ a(Idress mformanolt of the IIOSI S~ stc,'lll;
Rrt(1 tl'a11Sn71t1111!~ the COllfi~ured 1'eply r11CS5a~~eS fl'Olll the
IlU$I SySICIII 10 111 ()lllr~:111I1' OI message senders 61 A method of~
forwarding an electronic message from a host system to a mobile clev tee,
comprising the steps of recetmn~ an electronic message at the host system,
forwardtn~y a portion of the electronic message to the mobile device.
transmlttnn~ a command from the mobile device to the host system to
retrieve the remainder of the electronic message; and in response to the
command, the host system transmitting the remainder of the electronic
message to the mobile device. O2 A lnessa<~e redirection method, compnstng
the steps of colltigur In` one or 1110re I-edlreCtl011 e1'elltS aI a host
system, detectrn~ that a ledirectlon event has occurred at the host system
and enerattnU a redirection tng~~er, recetvtn messages at the host system
from a plurality of message senders; in response to the redirection
trigger, CO11tI111101IS1y re(llrecttng the received messages from the hOSt
S~'SI :71 to a mobile data communication (ievice associated with the host
system; lecemlll!~ IIIC redirected IIICSSa~2S aL the mobile ClFlta
CO111111U111Cat1011 CIevlCe; ~W nerWol~~ ~ylv nlcssa`Jes at the mobile
(lata commulllcation (iewcc. il-.111SIllll;;ll~~ tllC ICJ)ly rlltSSII4~eS
11'O111 L110 1110bI1C (lata COI11111LIIlICal1011 (ICvICC IO ill('. IIOSt `,
siulll mmv lm~ :!l~ lrrplv ntcs~a~cs at tlm Rust svstcnl <Illd culi~'.uly~
tlm yolv m~sSa~~(:5 usln mHlless I!~lunl:,:o;`;wt til host ~1SLC111, a17(1



Q ~i~;T Q00? -39 ll'VI1S1711tt117`~ the coofi~~mcci reply messa~~es from
the Lost system to tlm plurality of message senders G3. A method
olnedirecUng tnfoimation ti-om a host system to a mobile device, comprising
the steps of: (A) prowdlny a set of tnVVer events at the host system, (B)
selecting one or more of the tri Vger events ti~om the set of tn~~er
events; (C) detecting that a trigger event has occurred at the host system;
(D) determining whether the detected trigger event is one of the selected
tr~~ger events, and if so then setting a try~ger flay at the host system;
(E) recemin~ information at the host system; and (F) if the tnVger flag is
set, then continuously redirecting the received information from the host
system to the mobile device. G~ ~ computer system for redirecting messa~~es
from a mobile data communication device, comprising: a host system capable
of sending and receiving messages; a redirector component, operable with
the host system, that upon receiving a message generated at the mobile data
communications device, by a message sen;ler destined for a message
recipient, confiUures address infonnation of the received message such that
the received messaVe appears to have been Venerated at the host system
instead of at the mobile data C011i117L1171CaI1o11 C!C'~ 1CC   7 ~ C f
?C~0? -4 0 6~. .A computer system for redii ectlng messages 11'011l a
1110b111', (lala CO Illnlllllicat1011 de~'tCC compnslng: a host system
capable of sending and receiving messages, wherein a message sender's 



email address is associated with the host system; a redirector component
operable with the host system that upon recemnng a messye generated at the
mobile device, by a message sender destined for a message recipient,
con(i5ures address information of the received message, pnor to redirection
to the message recipient, such that the received message uses the message
sender's emall address associated with the host system, thereby allowing
messages generated at either the mobile device or host system to share the
message sender's email address associated with the host system 66. A
computer system as claimed in clams 65, wherein a from email address field
in the configured received message is the message sender's email address
associated with the host system. 67. A computer system as clanned in claim
66, wherein a reply-to email address field nl tile configured received
message is the message sender's email address associated with the host
system. 6S. A computer system as clannecf 111 Clallll O 7, further
comprising a descriptor added to the conFlgured reccv ecl message to
indicate to the messa;c Icclplcut thin the nicssa~e was ~~en~r.ueci ''<lt
111e 1110b11e CI<Ital CO111n111111Cat1011S Cleb'ICe IIISCCad Of 111C 110St
51'Stelll   2 s c c r ~~~z -4169 A method I~or redirecting messages from a
illOblle Clata COI11111LII11Cat1011 (1CVIC2, comprising the steps of:
provtdm~ a host system capable of sending and receiving messages, providing
a redirector component, operable with the host system, that upon receiving
a message generated at the mobile data communications device by a message
sender destined for a message recipient, configures address infornlation of
the received message such that the received message appears to have been
Generated at the host system instead of at the mobile data communication
device 70. A method as claimed In claim 69, wherein the configuring step
provides for a from email address Feld in the configured received message
is the message sender's email address 



associated with the host system 71 A method as claimed In claim 70, wherein
the configuring step provides for a reply-to email address field In the
eonfi~ured received message is the message sender's emai 1 address
associated with the host system 72. A method as claimed in claim 71,
wherein the configuring step further adds a descriptor is added to the
configured received message to indicate to the message recipient that the
message was generated at the mobile data communications device Instead of
the host system.   2 9 C3 ~ ~ c!'v~'? -4273. .A method for redrrecting
messages from a mobile data communication device by a message sender
destined for a messa~~e recipient comprises the steps of. receiving a
message) generated at the mobile data COmI1l11111C,r1IO11S device by the
message sender destined for the message recrpient, at a redrrector
component associated with a host system wherein messages generated at the
host system by the message sender use a first address; configunng address
information of the received message such that the received message uses tlm
message sender's first address as the address originating the message,
thereby allowing messages generated at either the mobile data
connnunications device or host system to share the message sender's first
address; redirecting the configured received message to the message
recipient. 74. A method as claimed 111 C1a1111 73, wherein the message
sender's first address is an email address associated with the host system.
7~. A method as clamled in claim 74, wherein the configuring step ensures a
from email address field in the configured received message is the message
sender's email address associated with the host system 7G A method as
clanned in claim 75, wherein the conligunng step ensures a reply-to email
adciiess field m the co~tti~~ured reccrved rnessa~~e is ti messa~e senders
e!11.111 address associated w ith tlo.: Lost system 



~' ;; T 20J -43 77 A method for redirecting messages between a host system
and a mobtlc data communication device, comprising the steps of configuring
one or more redirection events at the host system, detecting that a
redirection event has occurred at the host system and ~~enerattng a
redirection trigger; receiving incoming messages directed to a first
address at the hOSt SV~tClll fr0117 a plurality of message senders; tn
response to the redirection trigger, continuously redirecting the incoming
messages froth the host system to the mobile data CO111m11111Cat1011
device, receiving outgoing messages generated at the mobile communications
device at the host system; configuring address information of the outgoing
messages so that the f rst address is used as an onginating address of the
outgoing messages; and transmitting the outgoing messages from the host
system to message recipients. 7g. A method of forwarding an electronic
message from a host system to a mobile device, comprising the steps of: (A)
recetying an electronic message at the host system; (B) forwarding a i
first portion of the electronic message to the mobs le device; (C)
t1'anS1171Itt17g a command from the mobile clevtce to the host system to
retrieve a second portion oi~the electronic message, (D) iii r~~ponse to
tlic cO1111T1a11(1, the ho,t system tr;msn~ttttn~~ the s~cc~ncl pottton of
the ~lc~uomc tncssm_~ to tlic mobtl~: ~ieytcc, ,ittd   ~? !ACT iC0?_ 



-44 (E) repeatln~~ steps (C) and (D} until the entire electronic message Is
transmitted to the mobile device. 79. A method of redirecting electronic
messages from a first system to a second system, C0171pI1Sln~~ the steps of
providlny a iedirector application at the first system for IedIrecUng
electronic lnessa`~es from the first system to the second system; providing
a plurality of redirection rules at the first system for limiting the
electronic messages that are redirected to the second system, wherein the
plurality of redtrection ntles includes a first rule that limits
redirection to a prefewed list of message senders and a second rule that
limas redirection to messages of a specified pnonty level; configurm~ at
least one redirection event at the (first system; and sensing the
redirection event and continuously redirecting electronic messages that
satisfy the plurality of redirection roles from the first system to the
second system. SO A method of fOI~VMI'd1115 Infon nation from a host system
to a mobile device, comprising the steps of pl'OVldlll~ a redirector
application at the host system; COllfl~'llrlll~ the redirector application
to fonvard a plurality of information types to the mobile device, wherein
the plurality of information types includes e-mail messages, calendar data,
and meeting reminders; COllllglll'illU the redirector application to sense
a plurality of redirection events, wherein the hlurallty of~ redirection
events includes a screen saver activation event anCl a mobile device
command event. wherein tile screen saver actmaloun event occurs when a
semen saver application OI)C:1'atlny~ at the host system Is actmated anC1
the IllOblle Cle~'ICe COIIIIT1a11d eucnt C~C'CLII-S ~1'llCll U LISCI' Uf`
Ille IllOblll: deVlCe tI anSI1111S V COIllIllaIlCl t0 tile IIOSt SySIC'.m
t0 tl'I~~y!C.'I I C:dll'eCliull,   7 ~ Q ~'T ?~p,~ -45 sensing that one of
the redirection events has occurred ,It the host svsteln; altd
COnIiIItIOlISIy redlreCflll~ the plurality Of lntOrlllall011 types fl'Olll
the IIOSt SyStelll f0 tile 



mobile device Sl. A secure electronic message redirection system,
COIlIpIlSlilg: a 17052 Sb'Slelll havlllg a 1'edlreCtOr appllCallOIl,
\V'ileCelll the redirector appllCa21011 1S configured to sense a trigger
event at the hOSt SyStelll an(1 In response to the tl I ~gger event to
continuously redirect electronic messages from the host system to a mobile
data COmn1t1111Cat1011 de~'lCe; an encryption module operating at the host
system that encrypts the electronic messages prior to redirection to the
mobile data communication device; and a decryption module operating at the
mobile data communication device that decrypts the electronic messages that
are received from the host system 82. A mobile data communications device
comprising: an email system capable of sending and receiving messages; a
redirector component, operable with the email system, that upon generating
a message at the mobile data COnlI11t1111CatI011S device by a message
sender destined for a message recipient, configures address information of
the generated message such that the transmitted message appears to have
been generated at the message sender's host system instead of at the mobile
data connnunication device Ss A mobile ~tat~l comulunlcatlons device
comprlslll!~ an i:lTlall system capable of sendin~~ and recemnn~~ messages;
c 9 ACT ~(~02 -46 a redirector component, opcrablw ~.vith tf;e emall
;yst~m, that upon generating a message at the tnobtle d.lta communtcatiotis
device by a mess.t`e sender destined for a message rcc2pient, configures
address lnformatlon of the gwe2-ated message such that a transmlttcd
messa~z uses an zmail address used by the message sender at a Second ~mat1
system 8r :~ methca of red2rc;a:!:~ data ite;ns '_'rom a host svst~m to a
~r,ob2V~ data commu:ocaoon c;.~.:ce) ~.onzpns2ne thz steFs of 



~l. ~C^:t! ~1I1''.nU .1 :: ~~ei 111F Z~'ent :lt the 110S1 $VST,:!il. b,
~I~LeCIIn_ tllat !.  trl _'erln_ e~'c=nt has occurred ai Ille 'rlO~t
~l~sleil'1 ~ Q _TC'll:::l::n~ 3 Ci _=~C'r, C I-~C21'v127~ Ciata ::~'.rnS at
the 1:05t SyStCm; d. tn response to tt:e a ie~er and as data items are
received at the host system, eontlnuously ; ectrec tlng tl:e received data
:tans from :!:~ :cst system, to the trehlle i,GCrlt:ILC:Cltlon devt~~c) e.
doteamntn~ ;:ether each data item ulclttdes an attach:rent .lnd a ~o)
determmin~ the typ~; of attaclunent; F, providing attac^.rleltt redirecnon
information, and, redlreettn5 tug <.ttachment tn accordance with the
attachment r?direct~on ~;,to-m~ teen   (; ~'T E'(?Q -47 S~. The method of
claim 84. wherein the attachment redirection inforn~anon includes one or
more attachment Hypes that the mobth. communication device can receive and
process. S6. The method of claim 84 wherein the attachment redirection
information includes one or more attachment types and one or more
associated commands which control processing of e3.;11 3ttaCLtinetlt ty'~C
by the host system. 87. Tho method of claim SG, wherein the one or more
commends include a command for stortn~~ a data item actacl~ment to a data
store accessible by tl:e lost system. 88. The method of claim Sf,) wherein
the one or more commands include a command for redirecting an attacr:ment
to zn external machine compatible with the attachment. 89. The ,nethod of
claim 8n, wherein the one or more commands tnc lode a command tbr
redirecttn~ a data tt:m aCCachtneni t0 the mobile communication demco. 



90. The n Zethod of claim 8 ~, wherein the step of providing attachment
redirection information is promue~l by information transmitted by the
mobile communication device. 91, The Illeth0;l of claitl ~S. wh;:rem the
e:ctetnal inacl:!ne 1S a pru::cr   Z. ~l (~ C I ?, 00Z -4 8 92- The method
of etaitn 88. wherein the external machine is a facsllnile machine. 93. Thz
method Of C~~11111 88) Wheretll the alttlChlrlellt 1S a SOttllt'1 111e alld
the Gxtcrnal machine is a voice mail system. 94. ~. method for redirecting
data items froth a first system to a second system, comprising the steps
of: o. recei~~in~ data hems <lt the first systeln: b. r-edLIeCtIIl~ each
rec~:wed data item ti~om the first system to the second system; c.
determining whether the received data item includes an attachment; d. if
so, then sending attachment redirection information from the second system
to the f rst system; <<nd e. redirecting the attachment to the second
system) an external machine compatible 1l11 Lllc :lltachril('11L, or botf~,
In lCCOrdnnCC Wlth the 3ttaC11iI2ent I'edlr8CI;011 lt1t011n3i Iolt. 95.
Tlte method of claim 9-E, w'hereill the external machine is a new~orlced
printer, 96. A mwhod of redirectin; data itelns from a host system to a
mobtle cotnmtrnlcation device comprisrng the steps of: a. confi~u;in~ a
Irte~ nn~ event tlt the host system;   ? ~? Ca ~~ i ^n~? -4 9 



b. sensing that the Ily~wrine event has occurred at the host system and `;
~nerartn~ a trt~?~~~r; 111c1. c. m response to the trig ~ler and as the
data items are received: i. storing the re~;eived ilara items in a Bats
store accesstblc to the !lost system; and ii. continuously fonvarding the
received data items from the host system to the mobile communication device
to thereby mirror the stored data hems at the lost sysrem otz the mobile
communication device 9~ The tllethOd of claim 96 tvheretn the stored data
items include ematl messages. 98. The method of claim 9?, wherein the
stored data items further include voice mail messages. 99.  A se_>;
ver-based email st stem operable with one or more wireless communication
devices comprising: a, a redireetor component that: i. upon recciv~n~ email
messages destined for a frsL ematl address associated v.ath the email
system, pushes the ematt messages to a wireless communication device
associated with the lirst ema~l address; and,   ~ ~ a ~; I 2IlQ~ -50 ii.
upon receiving email messages generated at thz mobile device pushes the
received etnaii mzssages to respective email message recipients ttSine the
first cnlail address as an ori7inating email address. 10U. art information
system operable with one or more wireless communication devices comprising:
a. an email system opcr~ting at a server; and) b, a redirector componEnt
associated with the email system comprising: i, means for reoirecting
c:mail to users of the email system having a wireless communication device
associated with their respecti~e user accounts, wh~retn each user account
is uniquely identified by an email 



address; ii. means for us~n~ the email address of a user as an oti~inating
email address when an ematl message is composed and transmitted from a
wireless communication device. l01. .fin r.nformation system as claimed in
claim 99. wherein the email system further comprises: a, an incoming
inforrr~at~on store; and, b. an outgoing informztion store wherein one or
mare of the etnatl messages transmitted from the wireless communication
device is stored in the outgoing information sore
.A&H.A&F,.A9..A`!.A`fe.AuR.AHlr.A`FR.AY .A&n.A9.A99.As_.A(L.AL!_.AL3
.A9FL.A%.AL%.AL9.A& .AY.A?.A@ .A5.A.As.As(.A`5Y .AL.A.A9!2 .A`lr.A( .A9r.A
.AY.A9H,2.A9.AL.A&5Yl .AX3.A(l .A& _.A9.A9n2 .A&l.AY .AF.Al .AKx     7f  
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