;e3el\ /1 Y&&' 4*~+| .60/ T/~ ~ (~ f; T ?2_G&x -1_ Systemand Method for Ppghiyig 2002
Information froma Host Systemto a Mbile Data Conmuni cati on Device
BACKGROUND OF | NVENTION 5 The present invention is directed toward the

field of replicating information froma host system where the information

is normally stored to a nobile data comuni cation device. In particular,

the system and nethod of the present invention provide an event-driven
redirection conputer program ("redi regtor program') operating at the host
system which, upon sensing a 1 o parficul ar user-defined event has

occurred, redirects user-selected data itenms fromthe host systemto the

user's nobil e dat i I j il t onmuni cati on
device is preferaﬁ%%@?ﬂmw&ifﬁgiwﬁ?%l ess network and
one or nore |andline Systenptds Mdbile Data iCormbanidudieii Devicen t ati ons of w rel ess
networks, only a portion of a user-selected data itemis 15 generally
redirected to the user's nobile device, with the user given the option of
then retrieving the e““ﬁﬁcﬁ@?@fﬂmﬁﬁm portion of the data
item) fromthe host system [nstead of warehousring (or storing) the user's
data itens at t heTlieopresentsinventiondist divectéds yoredrdothe zfield " oft neplicating e dat a
comuni cation_devi.ce_to data 2 0 ipv:hem; S%n?mi at the host system when the
ERdh

nobi | e devi c‘é‘qué’aﬂ%f’?fnt% st Sysiqm PIRaLPRAS RIFalY SO fi cated to

it, the pre ilel ﬁﬁﬂﬁi:ﬁm Ve 2 @“ﬁaﬂéiﬂ E@‘.&?"M lethod ¥ kipuousl y
packages an?ﬁgﬁel% rd?ré?raﬁts the user-'sgf cte Jlo?% 0 m?‘or mation to the

nmobi | e dat a preseatirinveatiom providé aan event-dsipean seditectian icomgoeer iprogrement det ect ed
at the host system wreless nobjle datﬁqcom’runi cations 2 5 devices,

especial ly tﬂb%dé“‘?'ﬁétl’r%ﬁ??)e?w& a&é‘l‘ﬁ_ AV YHGRaFPILSORBERost that the
pushed daga DageRESiler Gfitky Stk his S&HEQ,WMWI&QQ dafdlitenfdi S type of

push paradi gm Present systens and netho r replicating information from
a host syst diromahe hogesystemroisthd wsed'a tmobilerdataconamiunicatidve\device arEhet ypi cal | y

;~ 3~ Cl~ ~ ~~ 72 -2 "synchronjzation" systens. in ich the user's data
items are W%%@M@%W‘ﬁ@ﬁﬁ%mﬁw\g& g?ft F’ffg"é’f "Hite period
of time and g Yidedsndfork hddcshe o MéreHariliny nétd/oridS PORSH the bandwaldh | nquest. In
t hese types of systens and net hods, when replication of the warehoused data

itens to thdimitatiphseofowireless nétwarks) emiy portion ofis asertselected (dasa itgkmises t he
nmobi l e device in an.Jnterfgce cradle that is.electrically connected to the
nost SystemEFPeRORdintis o B S mobie divics, 3RS ieh E0sR I PRACh as
serial cabl ef@fiendBirieling WeSchtid dith e (bY Riin®bth¥¥ poHi6is 8f the Wata ila)! Var e
executing on the nobile data comuni cation device then transm ts conmands
vi a the | ocdrom dhenhast systenbns |ink to the host systemto 10 cause the host
to begin transmtting the user.s data ite for, stor.age in,a nory bank of
the mobile devi c@?“?‘ﬁ?h‘é?&ﬁ%vw&h@’&ﬁﬁ’?ﬁﬂgﬁ‘k‘%% )it g PR Ll ¢

"dull s the yaéhandites "iyaéiRoniFhg Ofe ioBile 8L chRmuniXsdredBvice ta dh@t ch each
time the user desires to replicate information between the two devices.

Ther ef or2Q  tigmsisigeday thedwst sysiem Wham theraahilealeviee reguests tabsuehtitémssane dat a

device 1o asiioamepbe bbbk i B brasitivbibol PRNSSESERY o7 17 ool o
Wi th these gun@iphdhhvabiitidudy i iahd inétRinsinlte theilsdr-deletiedtittals dfhe user data

itens are replicated between the host system and the nobile data

conmmuni cat i daforaaion o ths mghile daty eommugication deviepsin TesPoniSP B drigRepinge t o
downl oad or I fr S ] inutes | ater
a new rressaé"gg{l:tou cﬁ%’éﬁtg{ehﬁt sgsﬁeg“'usg}r}%ei%gt"bq%ﬁé (%gaerw'gvboﬁ '(‘j“){n%r§1 receive

that meszmgaieviced, lespeoRallp @lidse thatead feturd Sedonfifthatitssignabtohe hostahft | t ens.

Thus, a user may fail to respond to an energency update or nmessage because
t he user onlthe pashed datachas peen, repived )’s‘}'gﬁlé‘mﬁdsfeéﬁm&ﬁ’mrﬂfe per day.

O her probl E’“Fhvxﬁ“'& hese systens include: (1) the 2 5 anbunt of data to be
reconci |l ed be en € host and the nobile device can becone large if the
user does not " syPredenosysenis and methicds! figr edplitatingl infopmation frompslhog t o

bandwi dth difficulties, particularly when the nobile device is

conmuni cat i fYSEMate di V8T &sDopile datd seqmmymicationt deyige amdtyPillyeconcil i ng
| arge anmobunts of data, as can accrue in these batch-node synchronization
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~_t' ~ i " 1-~ -3 systens) can require a great deal of comunicagtgomy ;002
bet ween the host and the nobile device, thus leading to a nore conpl ex,

costly and energy-inefficient system A nore autonated, continuous

efficient and reliable system of ensuring that user data itens are

replicated at the user's nobile device is 5 therefore needed. An

additional feature of the present invention is that the push paradigm in
conbination with a return comruni cati ons pathway, lends itself well to a
systemthat permits a user to control2renotely, through the user's mobile
device, a nunber of aspects of the host system 1 o There remains a general

need in this ,art for a system and nethod qof continuousl ushi ng
user - sel ect e FYBHWORIZations SYstymsin, which, thegiser’s fata diems e ?é%@g?s@e (@fat a it ems)

stored at a 2 i) 1 ngeﬁggg?ﬁgﬁ@ﬁég&&a&fw é,pggﬁ'cfgﬂngievi ce. There

remains a nore particu system and net hod 15 where
user - sel ect eith bidkeonly émpesponse aora usen veqiest. " huthesxdtypés ofrsystemshargel system to

t he nobil e dat 0 ni cati on deyi ce on the occurrence, Qf .one or nore
user - def i ned“?ﬁPésgé%ﬂga@*%W%Qfeéﬁm%ﬁFéi#? ‘é"ﬁ“sa‘ﬁdﬁ? mh‘g‘? de¥i®d for such a
system an [F1aTeTe Ry [!gﬁ&' ﬂseg]a&ls | AR el dovicD ; itkarBRs ntities of
user dat agi F%ms t hat?ég?eg ushed 2 g%%‘l?%ﬁnqet(ﬁgicﬁéﬁs??syst emcfégf%ﬁganobi | e data
conmmuni cat i ais elbetrically aomhettadito thedwstpsysteincheis séme foriai of loyalj dedidated

of 't he. user BUHcARE, suph a8 # SRRl AL gE AR HTTHLE HOFIPLCHIPER cuch &
system and ngfhody ER2ubRE bR Ge | RoGile! Jat® RomnitiRation d8vkE AenPC OF at a
di stance via a network server. 2 5 There remains still another need for
such a syst emamsmuits cominwaids wiatthe kol chmménicatioas link to thechospsyseemt todel i very of
the user;sel Sl the B 1 bEPm trandmithing the nser’s dats Mems for 'Slofhgs in & 4V C©:
memory bank of the mobile device. In these synchronization schemes, the
mobile unit “pulls” the warehoused information from the host system in a batch
each time the user desires to replicate information between the two devices.
Therefore, the two systems (host and mobile) only maintain the same data items
15 after a user-initiated command sequence that causes the mobile device to
download the data items from the host system. A general problem with these
synchronization systems is that the only time that the user data items are
replicated between the host system and the mobile data communication device
is when the user commands the mobile device to download or pull the user data
20 from the host system. Five minutes later a new message could be sent to the
user, but the user would not receive that message until the next time the user
fetches the user data items. Thus, a user may fail to respond to an emergency
update or message because the user only periodically synchronizes the system,
such as once per day. Other problems with these systems include: (1) the
25 amount of data to be reconciled between the host and the mobile device can
become large if the user does not “synchronize” on a daily or hourly basis,
leading to bandwidth difficulties, particularly when the mobile device is
communicating via a wireless packet-switched network; and (2) reconciling

large amounts of data, as can accrue in these batch-mode synchronization



ri ~c. ~~. ,, , ,(~~ 3A The docunent WD 97/41654 descri bes a system and
met hod for dissemnating information fromone or nore infornation_sources,
or dat abases, to nobile subscribers through a message distributiord Q:_e"rﬁ.‘er?ﬂ(]g
The nessage 5 distribution center processes the data fromthe one or nore

i nformati on sources and generates individual nessages for subscribers based
upon a subscri ber-defined profile. The information nessages can be
transmtted at predetermined tinmes, such as every norning at 9:00 am or 10
upon the occurrence of a predeterm ne "event, such as when a stock price
exceeds a particular value. In addition, the informtion nessages can be

heasage. f ronPRIRE Ao (RAGiRS A R 8 o bonHRldaftn nthv e RE ho el hE L 7!
describes a fbil@deviée, tRR! lesdig 202 mdFOESTRPIEX ok MRPhekgyLineffitientrs i n whi ch

software prograns are executed at a provider conputer system and a consuner

conput er sysE¥stam.n & mere ayomateds continuausy, offigistinandarelishls system 6f structure
for transferg] ' r i . : ’ ' .r ol

Struct ure or PhpiAnk dhel B ol G B hep B SENREFE mobl PR, 1
consuner sgonthefefidre netdedges to the structure on the provider conputer result
in an updated 25 version being transferred to the consuner cgonputer.-The
comuni cat i ons cof\R pditional fraturs, ithat-the pushgparadigm, net adat a,

and instructjo ' J ca[tﬁ@ ' ntrol the
origination 0O %%g%%&ﬁ&ca I oﬁ'g an P%“’%ﬁoﬁ%@g&%&#&oﬁ{om ng 30
conmmuni cat i ogyStele thae arrite a rsew tod esntvd demoteiy drrough the ufer'srmobile ~ 1. 7 L
cr., ~~ ~ -4 SUWARY OF THE- | NVENTI ON The present invention overcone the
probl ens not 4kYicspa Pumberofsaspects ofthe hagt SH¥YMs in this field for a system and
et hod 0k oPuShi NOrseteRGheq dEerdPhdalih I alt BFadyRAR an YA 6P 3 user's
nobi | e data communi cat1on devi ce upon etecting the occurrence of one or
nor e user - dedantimebusly pnshirigr usggselested Aata litemns! (orcettdin portipps ofcthe sedected he term
host systemrefers to the copputer where the redjrector software is
operating. |92% fems) stogd, afp gﬁ%&ﬁf‘ﬁ‘@rﬂ’ Hpser 3 mopiiecdaty COMMURICAIN ¢ he host
systemis a 's desktop PC, although, alternatively, the host system
could be a network server connected to the user's PCvia a local 10 are
network ("LAI C', There cethainbe morg pattivalar sigedt fonsutiad sysem and amthodi cati on with

t he user's desktop PC. edi rector progr operating _ at the host system
enabl es tPe ﬂ&?“{)‘&‘&%‘?ﬁr mswﬁﬂvﬁﬁmﬁ&ﬁﬁ@%&oﬁm&% itgm; (or
parts of datg wd GBbile &it&@&:%ﬂﬁni@é&n &\Gﬁk%ﬁbﬁ the! RBurfSGRE of ohPH Jggﬁjat a

comuni cati on device upon detecting 15 that one or nom user- ned
triggeri ng ewendefineddriggeringresents.Al so operating at the host system axe

vari ous sub-syst t hat .can be.confiqurgd tq create trigger, events,
such as a screeneﬂg\‘/‘%fﬂgﬂﬂ’f g@/@&’éﬁ?‘ﬁ{l “g“{(&’b%%}ﬂs 0 apd mcthod | Il as
sub- syst ems ﬁr@ﬁdésmﬁjﬂmeb'@& ﬂﬂ%ﬁﬁiﬂé@bﬁx&i&iﬁit&ﬂﬁ thaf aRRskeNt delivery

to the nobil'e data device, such as a TCP/IP sub-systemor one or nore 2 0
E- Mai | s2®- sfyemdhe hosDsystem soitheayehilerdata eommunicationglevice capdithatglsevent s and
packagi ng the user.s. a. itens could al be presen t the host system
The host sy Javine agufiblinsbe Bt v, 7 Ve R LY user s dat a
i tems am norgBbdrithé fedifRetiddSofthe hit® da@dienRCt OF program the user can sel ect
certain data 1tens for 2 5 redirection, such as E-mail nessages, cal endar
events, neeting ridereiemains yetsin additionad need for such a systemantl methadi tbat, per sonal
rem nders etg. Havi el ected, the. d ite for redirection, the user can
then cont i gufh OBFAEAXaly ors bFE s SegaR REE pLat A Sisate YRGBT R eF i 1 oct or
programs2 initi atierd e&hdifs saIP Bndther! Rd o€ EucHad Systef ifd méfiRAGhatser - def i ned

trigger points _Sor event triggers) include
provides for secure, transparent delivery of the user-selected data items from

the host system to the mobile device.



~ ~~nf.; T ?0~2 external events, internal events and networked,events.
Exanpl es of external events include: receiving a nessage fromthe« dsé’r‘?"."’sf,‘@@g
nobi | e data comruni cation device to begin redirection; receiving a simlar
nmessage from sone external conputer; sensing that the user is no longer in
the vicinity of the 5 host system or any other event that is external to
the host system Internal events could be a cal endar alarm screen saver
activation, keyboard tineout, progranmable tiner, or any other user-defined
event that is internal to the host system Networked events are
user-defined nmessages that are transmtted to the host system from anot her
conputer coupled to the host systemvia a network 1 o to initiate ion.
These are just sone of the exanples of the types of userdefined events that
can trigger the redirector program t3h push data itens fromthe host to the
nmobi | e device._ Although in the preferred enbodinent it is anticipat t hat
t he confi gur afftén {PEE™ERECHG e§72ﬁ%ﬁ4d9@§qr€@?§ Vit | BYSE Se AP cf“@%g’:?ﬁ]d in
what formwil lfdhe sefisalenif@ationd SYifRBmdtids Wifiddn t ktiescopa 15mofret hi s
i nvention that, sfuch onfiguration maé %feaﬁsg or difi eﬁ.ihr og)gh da a.sent
from t he nobi FEE& i Tt TONECHRyi 88, “ATEREFTS o R "The FuREErSAZTTY

not ed above, theoued r ect onepsageamdisaviidhes imnsetcaxit eanf t wihe- | melssaget ed
control functi ; er ni.pi f bij.e .d orpﬂéni [

devi ce an;g]i tgqg?ﬁilgéusﬁ %%norg%g{ég?a%ﬂ}%négé/s%%&atg?e ea’ftrae?ij%??rgt 0 rr(rgslgésa%g
types that ar®otre beinédimattieon, amdufoesdetantdi ngegemaseser thdivdgued
devi ce can regegi d C (1 al a as
Wor §_pr 0665500 St Sgo o B t SaR et B TS R e e MRt oh BT WAChar oL nea
particul ar nobrbéidevi cBheahnfermpidoBndgFTRISS GRRadeneransBiteedi atl y
configured by,t-REa4eehi¥ed NalndDbidigKloyd Coydby thSrROsE SYSHERb IR Soz S
configuration can be altered on a gl obal or per® nessage basis by
transmttithg HPEBMFRR ARBEHFOTT Gh thPTRARTRITRG c&VeRE t hEURBsRSsYEEBm

If the redijr eat Prdck Cpgﬁbguréebééaé hat gém;irmblia{lﬁ dataedevirteaganagbn,
recei ve and prpcess wor rocessor or voice_ _attachnents, en the
redi rect or rogg@s 1fermatiioR HARRTRIED ﬁﬁneQFeFﬁﬁnsﬁﬁ%ﬁ?{a%%‘?gign the
conpati bl e wi shbkbeipattiscUlcafatich,9 oxr basadam -6 rédacdtentssagehfasman
attached pri n%ﬁr or net.gp (I;Led f ax rggfhi ne or tel ephone. O her types of

C

]
attachnments c Fdlg‘gl?’é‘ R tséﬁ’stc? Her types of external 5 machines in a
simlar fl&hi on, dependi ng upon the capabilities of the nobile device. For

exampl e, [f arHger dschh@Nellngh and,iacaisies g.gESSAOE Wi4h RAdAchgent
that the user”s nobiTe device cannot 'procéss or display, the user nmay from
a nobi | e comidfbPéichbAngdeinforgatdon corfieemnesyagesyYstene hast whichm
i ndi cating t h%fahakeat%@&gfrgﬁg_ iSrd Och@ctelld (8t a d ayrBpehieRe abmpubetel
10 where the user wll he Spending the evening. This enables the user to
recei ve i npor FRRECE- nBPA aft aCREWETas ITRPERE t RYHRR iRt eWFF€T pr b9i ded
with suf Rioci emdihphopmat Bon akewturdiewdesid natddrt wder e dtheuethashmepdri s
to be forwarded. Ogce an _event has_tri ggered redH;lectt_i on of the useﬁ dat a
i tems, the hosT*1BTECEEEM t HAFCPTEPRERREE IRETE FRENEYR SYRENATS t hatSi s
transparent tootheohvbtlractiatre coiuimatais @t dhea Eerowicddéhatompiveraandn on
t he nobil e deyjc I jmlar,.to jnf [ e 's _h tem
The preferr edy% eggg&ggfi%ﬁzreﬁeﬁ]%dli?%cIéﬁglgg{"ﬁap%%n%@%%g' usﬁgrg!hg%tsa%ﬁ% e?r%éi n
an E-mai |l envetopetuhat oxorthsppndyidert tempitieas stesul heinolsn eupdated
comuni caki o { G8, 1als Ugh, rpati y r%&@ o hods
coul d beQEsegvgmf%l%&?hg%g}%%gent ?%g%%%gn?gsuc a‘§°§%g‘§|é§| - pu poseIn'TCP ‘TLP
wWr appi ng t echPPEeR1CREIQRRercR s SEFUGERPEI MPItRIRS R SROTRRIRAC HAR a
items. The reppckagi NImPELEREAD! ¥nkeshlsts-ult 1BrERivh ives sAge s  Jenes @t e by
t he user fromthe rmblle device to be transmtted fromthe host syste
thus enabl i ngFETRETSEY St 0 PERFEATS 0 Flve SRS ngtRe E- REHE 183FHEEs, Stich
that the reciqitftsngf coeaades Sits f aad t fige Mplidce xOMBINbEat 1 0ASmiteyi ce
do not kpqw where the user S. physi Il\é | ocat ed en the nmessage was
first seRt. ﬁ%m?‘élbja‘&?'éb?ﬂﬁmg?g@epgr E‘SFS BEVH s?géeézqrbgut“}?&'rmbi | e device
and sent fromthe nobile device to be encrypted and decrypted as well as
conpressed and deconpressed. 30 In an alternative system and nethod, the
redi rector program executes on a network server, and the server is
programmed to detect nunerous redirection ro r-~~?2?h~1i:. . ~"' . ~1.
event ruggers over the network fromnultiple user desktop conputers
coupled to the server via a LAN. The server can receive internal event
triggers fromeach of the user desktops via the network, and can al so
recei ve external event diggers, such as nessages fromthe users' nobile
data communi cati on devi ces.



5 In response to receiving one of these triggers, the server redirectsithg! 2002
user's data itens to the proper nobile data conmuni cation device. The user
data itens and addressing information for a particular nobile device can be
stored at tire server or at the user's PC. Using this alternative
configuration, one redirector programcan serve a plurality of users. This
alternative configuration 1 o could also include an Internet- or

i ntranet-based redirector programthat, could be accessible through a secure
webpage or other user interface. The r&di rect or program coul d be | ocated on
an Internet Service Provider's system and accessible only through the

I nternet. In another altergﬁgbﬁgpsggkhﬁﬁg ' he present invention, a
redi rector 15 program oper H$&¥§@Pﬂé$§ten1and at the user's
nobi | e data commurThe picsenl inventioh @vercomésthe pblens Gbted above dndesatisfss’ s nobi | e
devi ce operates sim arl£ to the host system described bel ow, and is

configured i theanesdsiin ghis figldHfora sysier and) method of pushing usesiselegteddatat a i t ens
f th bi. i ) ' (Q t
upon det ecrt iED AR § by 35 sets H3ple B LG Blcadierflion 0P 1)

confi gur atsi OdetBéting tHe scdun@n¥Edf gHéIriniGre Akertdefinéd@ilenoRigke8MANgsefdost to the
nmobi | e device and fromthe nobile device to the host. The prinmary advant age

of the preseift thifapplcation, thettpmm hogt systemy Fefers g0 dhes cmputeryWhsReHbe f or
triggering the; isg%g . é&%- i Jrd 5 bR - cted data
itens froma cl)l'cs‘etaagys ef“ﬁ%tlgage no 'Ifg Lg‘gpée?comr@rln cat%#fig%%\%nge. O her
advant ages ofnveition tieskost systeneista wser’s desktopePC,(dlthobighs aitkenhtivety,i the def i ni ng
the types of user data to redirect, and in defining a prefer list of

ed
message t ypelost¥sten cauld beanerwork sepver omsected b e uskr’ d@r%{"%‘(ﬁse nmessages
are to benredi '..fgmfl Il oy o gkfté'xﬁ’ I msdagsat 0 respond
to numerg'gs ?Ilﬁtag%ﬁ(,(ex r,nogrfﬂogigcyenaéyﬁ'i)hreﬁg tr%gk%fltﬁgﬁlevent sﬁ?ﬁ(3)
t ransparent with the Gser’sBed®GPPCg_ r epackagi ng of the user data itens in a
variety of ways such that the nobile data co ni cati gn devi ce appears as

though it were t h& TEYPCIeyRIOEFM W@ﬁﬁt‘%?‘?y‘s lesithe PsemdRt system
COMpOnent s Skicfied e il dmaih R RleckiB¥iAAIdhs GEpERTRBHHomYFRAFICS and

certain prograns that can either create user a Itens or be configured to

provi de tri gtherhogtGistéms to tha dser’s )mdbile dath commynitationpdevize ecuponadetdetingn a user's

desktop systemor at a dist e.via g network server. These are just a few

of "the midy. o0 Smeregist fRingd SUgEROE SYRR b5 P SAUG SBPRHRE | or o

detail bel owg: fg Hifst gysﬁﬁl gﬁpw‘a‘i-ﬁyhé‘fsﬁdsgisiéﬁﬁ m&veﬁtw&m%uﬁea%m tf other and
, an det al capabl'e o

di fferent enbodi nment its severd |s are nodi fi cati ons
in various rwiggengevems,cochlasayicreen tsiver dubasystegs oo eybosndr suptsysgempf t he

preferred enbodi pents set fogth below are to,be regarded as illustrative in
Pature and Bt PSR shteyns fos TEREEIEIELesST R CRALBT BRAVEES The

present i nveadivesy 8 e btil Uata Mevibs 3ach RAFCP/ADQIBAYREM Wr lohe BEAHIE appar ent
fromthe foll ow ng description when read in conjunction wth the

acconpanP ngEdvisihisnlrsystdms. e iQtherombsystems fors crzatings triggednggvems sibwi ng t he

redirection of user data |t from ser's deskt.on PC (host ste to
the user's Mﬁﬁ%ﬁfﬁﬁiﬁ%ﬁ%ﬁ%%@%&@%@ §Yg§ﬂ—e %r sgty\/are
i's oper ati ngpakt systa ﬂ&?ﬁcﬁxd%?ﬁﬂﬁryp&mﬁﬂo@ wheréthe Yisdreyaa agham show ng

the redirection of user data itens 25 froma network server (host systen)
to the user' aremopnally staxed. comuni cati on devi ce, where the redirector

software i s operaj,i.ng,at _the server. EFlG 3 is,a block.diagram show ng the
interaction of t?\gﬁpég\e leaie) el A4 °W?%fﬂ%‘?°ﬁ%}ﬁ$8ﬁ% j%"sga?rthe host
syst em i psFl fedirdction]) SudhSAIE-fnafl Qfidskapes,Ralentisr &8k Mebthi@ rviiFidhtidhs Of

information fromthe host systemto the user's 30 nobile data communication
devi ce. _yfldress entries, jougnal puivies mersonalremindgrsigte FHaxipg selecveddbe out by t he

redirector f [re erati a the host, system FIG 5 is a f]ow chart
show ng the &%3@"&%&?!%‘%@%% fﬁﬂ)hcg mﬁé‘"‘éo%ﬂ{i 22 B evice to
interface W fripgehie té B&lsénRed BY tieOfeliitdt6r pHogradat loditRte felifection of the

user data items. These user-defined trigger points (or event triggers) include

(g

U




[ - : G N7 2
5 host system Referring nowto the drawings, FIG 1 is an exanple s@st‘e%' 2002

di agram showi ng the redirection of user data itens (such as nessage A or QO
froma user's 10 office PC (host system) 10 to the user's nobile data
comuni cati on device 24, where the redirector software 12 is operating at
the user's PC I\/Essage Ain FIG 1 represents an internal nessage sent from
desktop 26 to the user's host system 10 via LAN 14. Message Cin FIG 1
represents an external message froma gsender that is not directly connected
to LAN 14, such as the user's nobile data 15 comuni cation device 24, sone
ot her user's nobil e devi ce (not shown), or any user connected to the

I nternet 18. Mes e user's
nobi | e data c%ﬂ%@gﬁf | ce iiﬂz{ﬁﬂ?ﬂ&%ﬁ ﬁﬁﬁﬁw’{%&‘ﬁ@scn bed in
nore detail ievehts Ginclide! he rdt@ivings VoS tradssd@ [Fromi ethablyerisnahatdies daal ong Wit h

the typical hardware and software assocjated with a workstati on or desktop
2 0 conput er ,compunicatipp devies tohegis rediractiongrepeivingra simiaymesagetromy oy nary
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deskt op syst divst §yspint;adr anyl qiliciieventi thattib extenal t@meftbstcsysteﬁhehmﬁﬂ system 10
is connected to a LAN 14, which 2 5 also connects to other conputers 26, 28
that nay be iGYeBt§&o #WMI%@?‘@”%‘@“E&W &Fh, is

::gngg;:lt ﬁgdt gﬁq\%‘g@gﬁ}gﬁm{]he% ansm ssi on&gont r@%pgr ot ocofbeﬁhélltﬂéér%:lgtet i eh

Pr ot ocol Sitdrr)’ Networiadcsventts sreiusdrajefindd medsages thatvdre efansmittee tonehiei vel y coul d
be any ot her type of WAN. The connection of the LAN ? ~!~7r1; y f~ ~n2
-i0 14 to t héogsystem framanathes epmpuier sompled, to mﬁll‘oi‘fﬁys‘@?p‘f%&lqe?"%kT 1 or T3

connecti qf T%%&M&um&eﬁj&@m&% af %gé s dalsguays 20, via

connecti ons ateway forns a-connec tween the WAN 18
and sone ot heleﬁﬂe,dmem thaetambgersheiedhectanpﬁgm tceplshslanetemsrfmmcel | ul ar

network, sate]Jlite 5 net qQr ot her nchr synchr onous
| and- | i ne cortffebestdp the,mo ge SRvcR| é{iﬁ‘P"éhy H‘f E‘\g@é“‘lfﬁ &8y 20 is
connect ed 1 0 ghfiéphigh YhtChnef R B Yt Ghif Sibglsl ity 8¢ (O 2

plurality of wreless no ta comun calon vi ces 24. SO0 shown in
FIG 1is rraatdmete&ﬁ;dnvtwlnhfoumﬂ:ﬂbbeetatﬁéd(osnwhemeu imwijthinthescopa. system f or

di spl ayi n es. (sug¢ S Vi or a 10 nachine c of ocessi ng and
pl ayi ng i@ n‘?gflf !—:‘é’ 'é‘l!’c‘ﬁa %&E‘E‘t’r?ﬁlq‘ays%ieéﬁf m?ﬁ@%ﬁﬁ%&*ﬂ H1“1"\vent| on
i ncl udes thes@,;”[.dg% txﬁotf}:ﬁ%itgﬁm&%ﬁsadé%déessage attachments to such an

e

external machin e redirector program configuration data reflects
t hat the nobi I e diewladdmmmdlmﬂmmmhtyvmtedldbweomerQOapmmrents or if

(¢)

t he user has ified cert ts .are n t 0. be or war ded to
obi |6 15 doPRoRSes ebgbfpiwariplededid S5ut RnuBbstor rsuRind i hnant o
way  of exa”pltﬁ)e@ﬂﬁbﬂ@ﬂa@@oxﬁnﬁﬁi&h&%ﬁvn&%&ﬁ%&&m&ﬁﬁrﬂ Stalfging t hr ee
attachments - a word processing docunent, a video ¢lip and an audio cli p.

The redi r2éct amfguwgnsaquouagbtlypesdbatfargmmjmﬂmghdndrfs de&eummhgt he E-mail
to the renote ,dev nd the word ocessin docunen a net wor ked
imter | oon gt e miie dice' B roCeive BHCPTORGS HANE I B msSssie oy o

accessi bl e t'ﬂft&Hﬂl@n@ ﬁ&?ﬁ@oﬂﬁﬁ@&idr%vbi&éﬁﬂ%ﬁeﬂ@ 'ﬂieﬂef&lnnﬁﬂgnto send the

audio clip to the user's voice nail system This exanple is not intended to
limt the brefstkthana pattiopler slobildevicevantreasive dydtpmca:smwlaqmentsmst rate the

variety of possibiliLies odi ed th Jedirectjon conce The preferred
mobi | e data 6'3%@ 9@ gggv %‘14{']'?t %%chﬁéih' yste yT%FreI ess
pagl ng CQ@DUbeﬁﬁquaﬁMnrcﬁh%&ltHree%ﬂWQHbﬂ@}ﬁhﬁﬂ@ssﬁwmisﬁ tréhsiiihg € t el ephone

wi th data messaging capabilities, or a wirel essly enabl ed | a top conput er,
but coul d, aPteommand aegsage feam dhe mabile de}vncnﬂnume hest aysmm& thait i on

dovi o5, Canalfrglor S IhABER o YA Y AP TR ESR o FEBRgcoInect O
conmmuni cat i Opfocess word processor or voice attachments, then the redirector routes these

attachments to an external machine that is compatible with the particular



? ~f: r~"Ty~? node, certain aspects of the invention could be 9 0
beneficially used in a "one and one-hal f' or acknow edgnent pagi ng T 2002
environnment, or even with a one-way pagi ng system The nobil e data

comuni cation device 24 includes software programinstructions that work in
conjunction with the redirector program 12 to enable the 5 seanl ess,
transparent redirection of user-selected data itens. FIG 4 describes the
basic method steps of the redirector program 12, and FIG 5 describes the
steps of the corresponding program opefating at the nobile device 24. In an
alternative enbodi nent of the present invention, not explicitly shown in

t he draw ngs, attabementbslich stesm atadvéd greri srchetworked fae dhaochirieosr Ricphomn | n
this 10 enbodinent, user selected data itens can be replicated fromthe

host to the rBWer dypesyof catiesbments ccqpdd she rediesctednfo (Rihert tyRes atld esfsErat i on
of t nobi | i ce: 24 hawi - red g t
desc?’?bed he‘rartral|g§1h\ﬂ\]/\,1e%tﬁl réestsﬁ?)lgl(lazl'i1 g%sglorll—lf %ﬁé‘%ﬁ% uRBrggféé”Ug %lﬁﬂééyplﬁgg}é%]& Q|tbﬂ€enti on
can confi gur eddvive. r &dr rezample, f agusem id Ardvslih® andsieceieed ai message vl ant ed
data itens to the useLés nobi | e dgﬁa canmruni cat i on devi.ce 24 _when the

redirector 122MHERmERSNRtRE Ugersamppile Agyics, Samol oo dishiay the giger meyr
trigger pointgofag hékRNcRhAGRicaiiRl d8BEE iR a0 Bmbi & MesPiRl & afl Hodincl ude
E-nmai| nessages, cal endar events, neeting notifications, address entries,
journal entrisystenpmdicating thdtdhatsattaghmentsis tashansengdo asfasckachint etsp hotehs
bullgtins, 2 0, et but | d, al.ternatively, dnclu ot her _type of
mosse that VoS i, btk vIE Be et W elehiel BBy BBl bt Ot o
10 acquires tippordht ERallSatRhmeftcehd l@RNtasa@RNhSst Satd A§ pravAed withi S
received after the host system 10 initiates a search of a database or a
website or a wifigienti infoaeation phowothe destinatiereswhesp| theaattashimesh ipftot he dat a
itemis transmgr%gdto the nobile device 24 in order to mnimze 2 5 the
anount of data transmtted via the wireless network 22. In these instances,
the nobile device Qdcecam co@iti leRatibyerse redifecaonToi e NB&SAQS ilets] e hest
systemto receive nore or_all of the data itemif the user desires to
recelve it. AN thee rerackegssthenedicaire2 Mappgehat wHranspaentye themabiled by
the redirect ofyplBfhitiichoRdvidd, §8nh! HlfdihlAn P HRBHIo GIEVRENBpogYent S,
i nt er nal J 1 ~1. ~~V~L -12" events and networ ked events. ternal
events pref ersillygr itmdhfodmatign bn) theeger'vihogt aystammaite npsfeagé epackhgiag
message C) fromthe user's nohil e data conmuni cat.ion vi ce to begin

edi r oot i on, OPPE KRG VIEBREE o ahoR IR T hEh oS ShUaioRRs et
command to e”&@e@p&dﬂ@ t8"RE QHARS b e ARUAe ddla EonAdHicHom dSHE, rA@bugh,
particular sender fromthe preferred l'ist; (2) receiving simlar nessage
fromOsome extatenzdtivelynpether ;repacliagiag ) metheds ngoulthabe t isedugeth i the npresemiger i n

the vicinity of the host syste al t hou ternativel .an_external event
can beany SrReriB: ciEh, A Plirds Propap (Srblie Semiditse Hoel®, ot om
I nternal evenimstheddlbfl wisppng€ dhee 0skarseRkRdndat$ fteREN Flay edpadiigingapietstably

keyboard tinmeout, 10_progranmable tiner, or any other user-defined event
that is interigalis iy Emeaihmessages genpratilb bdhg aicle ffam theamebils devigrefe Bed
nmessages t hat : ] tt e 0, r 0 r
coupled to thté Sglslt{tédz@?] e%{evﬁggtasytsn%?l V\B@Eg tequi%llgﬂhfgt‘gé%gg%) g%rl %n.ﬂmléﬁlgse are
j ust2ssone of dihge &rmiatladtiteas, snolltitht ke vgriems i mdssages sswnfrom rthe nabda t o
initiate replicatian of the. user-selected data,itens fror’rllthe 15 hosh
system 10 to THEDHHETIONS (IKYitee 49 snotEkRew | Wheis fhe qyseE Wy physicallyglocateflei ng
comuni cat ed QN&[ tHeANeddod WA fﬁ@tr%ft.erTh%Grebébk%EﬁgUa‘lEd b&rﬁ?ssifétﬁl[}nés\é%&m 10
(also shown in FIG | is an external nessage C, which could be an E-mail
message from tanthenmebiletdeyiser andosergofibar He mobdemdavicents dggenciypded tand
user's nobi | eddevitc 24Q4 Once the 2‘10 rressa%ef\ (or C) reaches the primary
message st or edGFYRFLAYR asSP0ypLpsshand QeC@mRresEedyat ect ed and acted upon by
the geedirection sof mad SltdrrativeR§stettind @dthed) tifeablitevier pkdgramexdates By

met hods of detecting new nmessages. The preferred nethod of detecting new
nmessages i s usidRFIWPEsEBET.tand thaiesess s prggammedigmieiect nymeapeiedgedipnans,
such as the redirector program 12, register for 2 5 notifications or

“advi se syncs when changes to a mail box take place. O her nethods of
detecting new nessages could al so be used with the present invention.

Assum ng that the redirector program 12 is activated, and has been
configured by the user (either through the sensing of an internal, network
or



J ~fif;~" ?i:Qa -13 external event) to replicate certain user data@ atems
(i ncludi ng messages of type A or C to the nobile device 24, when the =~ '~
nessage A is received at the host system 10, the redirector program 12
detects its presence and prepares the nessage for redirection to the nobile
device 24. In preparing the nessage for redirection) the 5 redirector
program 12 coul d conpress the original nmessage A, could conpress the

nmessage header, or could encrypt the entire nessage A to create a secure
link to the nobil e device 24. Al so prbg?am*red into the redirector 12 is the
address of the user's nobile data communi cati on device 24, the type of

devi ce, and her the Vi ce n CC cert al
attachmnts,@%ﬁ‘%}s\%ﬁ Pﬁfggﬁﬁﬁé'&éﬁg&'@% %{Lﬁﬁ@ﬁf’%&oﬁp{%ﬁe user's
type of nobi lie tikeséines visdd NAN. aTHEE frvdritvan eedeitedifiteifal aténa aippentfiomt hen t he
redirector | Z can be programmed to route the attachnents to a fax or voice

nunber wher e eagheof thepser tviackhe setwgriaandican alse deceive exfernadie¥ent rachi ne 30.

cont i gur od byt B af e Ralls AP B BUE dndtilo ot PEhGIRDn delee 00> | R 1S
user's noly | gn GedpenedIreciviag b ulitheseCRighyrs| thaneiVet hddi@c theougered nessage

C. The preferred list contains a_|ist of senders (other users) whose
messages ar e dat itams ©dthe PreneH mabily dataseomynunieation glsviee.arEetuser ditacs t hat

det erm ne whg-tE Qgr e L ?g d I . i d, the
preferred |iS$§ rmaﬁdfé1 cau%%g%gg?%%grogg or cgg%éﬁg’ir%g%{%%gﬁeérsa e like a
filter, onlyat dmb sePedricitat Ay hser’s RCSeUsitp this dlepmativa configuratidagcioner t he data
itemwas sent froma sender on the Ereferred | i st or has certain nessage

char act er i st TRdifegtpEProgiAM Gan SeIMe a ty ofusers, This altemmativesconfignratige ¢ j on of t he

message. 4lin . Sy gf:‘?_ JﬁEP H}nﬁﬁan’f"ﬂﬁ ated by 2 5
a user or%ot hrg&g?gl?gﬁ?%@e%s@b@ %s Jagys em 10, ang t fie pre%g@g&ed list
option was abk hocadsible thidugina sexafkagsbpige iidtierser intirfaee.t @le rddirectopvever ,

desktop 26 was operated by a user not on the host systems preferred |ist,
t hen messagePIOSREY| ¢Pulhbe Hecated op cany Intermet, Servige Ppovides sy system gBd host syst em

had confi gur : i t h messages of type A The user of the
host system %%e%%iﬂeggﬂftlﬁxgg#ﬂéﬁ}er@w%; 9 ~ ~l~ LPL -14 preferred list

directly from t helmmothengitemativeeconfiguratianl dfahepresentinyentiohca wglirectoan t hen send
a commuand rressa%e (such as %qlfromthe nobi | ¢ device 24 tq . .the desktop
p

syst em 185t oP fperafa§cat dhe gst systemyand atthe yseny) nohile te certain

senders or ng&?ﬁgﬁuggﬂ M Sikil F@ﬁ%['ﬂm,ﬂ Ui was
previ ously confi gured. Ei%&%ete f"s‘ﬁ%‘tkj e ap ?gec?gg?fggﬂ‘{bﬁgtduéé%e Irection
progr am coul similariyi toetherhos agsaem [desaribied ibekowwi, and d donfigatel inedsimdlarier | i sts to
result in a e finely-tuned filter. Messagges rked, ag l.ow priority or
that are si n%o °P&BPW¢%W§W%§%%%E’Q&&§?“W anpl e,
coul d al ways i i ' : a

y uée?sweysfeﬁ%ﬁ %@Hfggﬁéuéﬁl ) aﬁoflmmt&&f\gt%g%t Srigge? &t

particul ar sender woul d al ways rected. r e Tedirector has
det er mi n@@ t thetmabilp devié¢ec (Thas coniguratipn prindddsdwb-avay pashirgcofcidformation t  has
prepared the_nessage for, redi.jectjon he software 12 then sends the
Tessage A t oTHBE B 40 the fBStileviexicd A Frof B4 mohie dptiee i BEWPEe 24, usi ng
what ever neans arehd)pfifafhdvantale bi thePpildt G AAhIER tréiass et hod is to
send the nessage A back over the LAN 14, WAN 18, and through the wreless
15 gat eway 28ystesn andmethod for uiggeringotmenntinwois andireal-time 2edirectioniof ng so, the
redirector preferably .repackages ssage A as _an. E-nmail with an outer

envel ope B t“ﬁ'sﬁgﬁfém ‘éﬂ‘éafg%Pg“f’éﬁ %wﬁ?@rm{;ﬁl%ﬂa%p’?‘ﬁ’é’“ﬁﬁ%‘?'} e device
24, al t hggghdeViée Detier Wlvdnizas A HescRCIMEMitASnARgE: 1 P egidily #Pul d be

used, such as a TCP/)P repackaging and delivery nethod (nmost ‘commonly used
in the alt erdefiningthe dypes of Bsey datatoi rgdirect, and ml&ﬁumeralﬂb listtof wi rel ess

gateway 20 requires this outer _envelppe information. B in order to know
Sher et o sentiomns Vel o b BF pEiel R pretod] ERoe Bucse BeiS ey | <
recelved by id\e ellirdcfedt!qY) dRxibflity ' Hcctiffefing e siitbn Rol RespiikPd and the
original message Ais placed in the secondary menbry store wthin the

nmobi | e devi ceuRerouginterpy acxktapahandonetiworked iigggring event§ (3)itrensperene| ope in
this manner, the present invention causes -the nobile conputer 24 to appear
to be at the sane physical |ocation as the host system 10, thus creating a
transparent system In the case where nmessage Cis representative of an

external nmessage froma conputer on the Internet 18 to the host system 10,
and the host 10 has been 1




L;; &, T ~1~0) -15 configured to redirect messages of type C, ttpeq G&T 22002
simlar manner to nessage A, nessage C would be repackaged with an outer
envel ope B and transmtted to the user's nobile device 24. In the case
where nessage C is representative of a command nessage fromthe user's

nobi |l e device 24 to the host system 10, the 5 command nessage C is not
redirected, -but is acted upon by the host system 10. If the redirected user
data itemis an E-nmail nessage, as described above, the user at the nobile
device 24 sees the original subject) semder' s address, destination address,
carbon copy and blind carbon copy. Wen the user replies to this nessage,
or when the user authors a new nessage, the software operating at 10 the
mobi | e devi cerepatkagidg of theniseadanuitans émwel apsty tof Why sehl thatdss ageiléor t he
new nmessage) o cause the megsage to be routed fiirst to the user's host

system 10, wHiah CORBHINRAYEY e<cHi%re 2BRR2ET a8nthepghdt ame i hestrsysiee ssage
to the final &g?dtxeﬂt Wl cthieD nast '%g%mt Qo BRLHE! L”Etrﬁ 1,Pripp, ed
enbodi nent, t results in the outgoing re |recte rressage romthe user's
host system Jl(bybeard,gsdrsememewwebgageheanﬁ- caxiain pdoframs thit tdme eitleest crame | box,

rat her than the addr.ess of the e devi so that it ars.to the
e ol ent or 1o AHEGERE O b, Lo b B iR pugtr Pk DREe ity 4b

desktop syst effedde roemlrs%naheé}'sfd@ea@pkyskeen gR4ta QIS ahberdeH e Any
replies to the redirected nmessage wl hen be sent to the desktop system
10, which if it i sTheselare justraedw exfttbc mmyeadwmtalges @]ﬁabk@g@enﬁwmvznt@omepl y

and resend it t th ser's at a eV| as des FI G
Lo ey et Sesclfed T mets rsi] Bl n AT Wi BPufeERE JR iDBRIGA S (e
froma net WOfdﬁ gse \Erothdr rfd Hffﬁréiﬁﬂimtﬁ)difﬁ&ité Gardaft@ sERMATUMML SR Arencal QMhCG 24,

where the redlrector software 12 is operatlng at the server 11. This
confi gur at i orPfiodifigations imyarousacapaetag dsaerdmgly, dhedmpmingsradsswipsion wér s

such as 25 Mt 43kl enSGRANC sRHMR betd 40 ) NBLARLN % QELALGY sg0 L hat
all user messages are Kept in one cen ra ocatlon 0 OX store on the
server insteathtlﬂéanmnaxeitﬁétevezmthl n each user's desktop PC. This
configuration has the additional advantage of allowing a single system
adnmiWi strator to configure and keep track t" ~. ~r ~ ~~~? -16 of all
users havi ng nessages reo@m?ﬂscgpff@wpmbmwﬂ@ésencrypt| on keys,

these too can be kept at © ge ate purposes. In
this alternative chef prpsemdt lrwnmmlesakfsﬁealhqamédsr abtle;i almivat @i will dbeoome
profile for each user's st em 10, 2 i.ncludi ng i nformtion
Ploh as 5 whabRaES T HE oUW desci ity Ehimrid o wiioboy 2 Ban ch
types of nesspgempaidddawimliviierdi®: red| rect, what events will trigger
redirection, the address of the users' nobile data communi cation device 24,
t he PVype of nobil Fléevi éea wagm H@gmﬁhgwmgeﬂlerneémethogtof der zdata itTMe event
Ni ggers are erab e t S \deskt fem 28 and
can be any of{“ﬁ%e %ex %F%aldg&&(g@e?gal &’%S S%/\egnr)k ?0 tg\gl)eﬁ%%sl i 'SP ]910‘3 a %t(a/e. The
deskt op syst esoenriiéhicition @Biqe; efterélhey re:lﬁﬁeemt sohteare &vepdratigndt theetsdr'sansm t
a nessage to (irge server computer 11 via LAN 14 to initiate redirection.

Al t hough the EopdSta itens are preferably stored at the server conput er
11 in this enbodi ngygf .o they, ﬂ%’ Yred o, t ser's
deskt op system 10, 26) % S\kﬁ gihqw%%{l% en t@gnpgmﬂgctthe%egso&t gﬁggp\y/er 15
con@ster 11 aﬂrmrera amtmler&rvhas(hbstigyg@rrf)dormdlusem inwobile Adats lvommunicalibs. 2,

deskt op syst nerate a es e Athat. is transmtted to and stored
at the host s‘ij?%’ ‘iret}iﬁﬁeaﬁe‘?tgr %ﬁ%ﬁ%?’i@“%?\/‘i‘? Sg¥erating the redirector
program 12. The nMeSgaoe & 4 S dRelh OfhotiSd Qe Lflterddibni 6 Y SedifEBRA MeNt,

user nessages are stored at the network server 11. Wen 2 0 an event occurs
at deskt op sy@ffemelmthamhe\mmpqnﬁntgg:értm hosjesuetr:mt wdFind (thamsgristdesktopo t he

network serv e th tr| S f whet her
t hat deskt ope%%is tor S& recF g r{}%% z“’n Osg%ﬁ%te (Eehenl‘serér ating

t he 3pedi r ect Qholﬁl@@tﬁé@mmaﬁl%aﬁd]ﬁdeﬁ&r ed confl guratl on i nfor rratl on to
redirect nessage A to the nobile conmputer 24 associated with the user of

desktop 2 5 system 10. As described above with reference to FIG 1, nessage
C could be either a conmand nessage froma user's nobile data conmuni cati on
device 24, or it could be a nessage from an external conmputer, such as a
conmput er connected to the Internet 18. If the nessage Cis froman Internet
conputer to the user's 2 n fl~T a@Q? -17_
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deskt op system 10, and the user has redirection.capabilities, then the T

server 11 detects the nessage C, repackages it using electronic envel ope B,
and redirects the repackaged nessage (Cin B) to the user's nobile device

24. 1f the message Cis a command nessage fromthe user's nobile device 24,
then the server 1 1 sinply 5 acts upon the command nessage. Turning now to
FIG 3, a block diagramshowing the interaction of the redirector software
12 with additional conmponents of the host system 10 of FIG 1 (the desktop
PC) to enable nore fully the pushi ng‘@f‘ information fromthe host system 10
to the user's nobile data comuni cation device 24 is set forth. These 10

addi ti onal conpon s,are_illustrative of the type of event:generating
systens that can gﬁ’t'c‘bf‘f’fqgm" ﬁ&%ﬁ@%‘%?ﬂg&r%ibyéﬁfffj“g‘&ﬁ ware 12,
and of the typ& ﬁﬁm‘“ﬁkﬁgﬁ&&@%&m that can be used to interface with
the nobile corrrruag%catl 0 evice 24 to nake it appear transparent to the
user. The deskt opFiy Stisafld® chart skowieg thedsteps carkidd osit by the mobilesdated and
receive _ 15 data, nessages, .signhals, event triggers, etc,, to and from

ot her  sySt enTEBHHREREANKS torlietiagy ik the Plimetes s3tAss opesitigatdnes 20, such
as the Ingerpgts 1 Wi rel ess data network, which are also coupled to the
LAN 14. In addition to the standard hardware, operating system and
application prograns associated with a typical m croconputer or

wor kst ation, the des t =) ' or 2 0 program 12,
G OEor DUARIES,

a TCP/ I P sub-system #2« St ry data storage

t
device 40, a scr cRefersiny AbwStelthé Medvanigsd $IGaNGs &n Eydtenit| Bragiafit em 46. The
TCP/ 1P and E-maji| subsystens 42, 44 are exanpl es of repackaging systens

that can be shewingthe redifertiancofuses detp Hempisuehrsymessage eorfe)fseme usenfent i on, and

the scre S keyboar - w4 f event
generatiﬁg ngégégégg?%%f‘ a'{;:) @éﬁ'{ﬁ%&%@%ﬁ%ﬂ? g%}atégm’g‘éﬁgﬁ g;?:erﬂé g@%%{? nmessages or
si gnal s t hatwheré g fedirécteH sbRhre 02 istpetatify 4t SiRusertd BC.t Midssdgé A in FEGE. The
met hod steps carried out by the redirector prggram 12 are described in nore

detail in FllJepresentsan iy megsage sehiram desktap 36 tr)ths Msefrschosy systemont i gur e and

t th --dqf i tek b I 1 i ti ;
(2" e AR, D€ WPORS PpHsil Wbl mElalle abEy {001 OF
redi recti on sender st isoa dirgetlyaohnegtadao AN ¢4,cquclke es the ssertsimahiledletas whose

The_ uoertS (FOBPTBeAHEcHih intaute P rec s o0l device B RUB e 8CHHes ana
si gnal s frofiséfi@nne2i2a (e IEm@ 8! REBsa@d afsh PepPA@td a SRS théldage SYSt ens;

and (5) conmmand-and control the redirection of the user-selected data itens
to the nobi |feomithe uses'smabile date commyaigation devige 2 o thehastissgiemdOsyist ems. Ot her

functions ng ifi ly.e r,a ou IS | t into this
pr ogram Thé"%&ﬁ"‘éﬁ’%ﬁg&‘gf@%} ’ ?hgq'to%tesy%)‘rg'gﬁ grp?%tgﬁpty%& 83r32°8‘§c kagi ng t he
user 10 sel eoiththéifybidal hdWard oid sbft@areissotiated with 4 Workdtakioh 6r dekedp
communi cation device 24, and preferab uses i ndustry standard mail

0

I
prot ocol20 <QERUiES theyedirectorps Wﬁ;aMQPéH@y%@ZQP“W@?%ut a few
The E-Mail syhe 5 SinSindis o8l onputers on
the LAN 14, oreca’n recei \§e Stérgag’egg% roggggb s%é"gegr’%aﬁgﬁgt%\l?\%@k such as
t he | nt er netsulisystem 46. wi r el ess data 15 comuni cati on network 22, and stores

t hese nessages i rimary data staore 40. J,Assymi ng that the redirector
12 has been tri ggﬁﬁﬂg' 50“&2‘6‘{4 é’ff‘fe"?’rjbé%l “ﬁ?ffldﬁ? OR ﬁ?mtqi%“;'é(dl rector
detects the 15iRAAMHE ukd’s Bifice. P HEBSHEMSI 035 EorinB&tbd td BANTR: Ghidpi | system 44

to repackage the nessage by placing an outer wapper B about the original
message 2% ( @soGjonnests| thypther complters 26, @8 Atalr may beidn thef werinioffioe @ 0 of the

nobi |l e data ¢o Ni at,i evice 24 on t out er_wrapper, ~not ed above,
Thi's outor RURE BRI IR 5 Combcted i Rt BR8N Clincor  grnal

nessage A (A, preferably ke Intenety vtich istdefified B tiitQuselst the irhnfidlonce 24 appear
to be the desktop_system 10. In addition,  the E-Mil sub-system 44 receives

messages badiontioh Bretaeolintsmet, Bratecol {VTERIES) ta sxrhagee infomasionPpper wi t h

t he addressi [ ' g,qﬁ&t S rd this

i nformati onvg}é\k/a %@?ﬁ%%@eﬁa@%ge caég%‘gﬁ'rgﬁ e F%t%ta%é‘%%r%%gr sender of
the original nmessage A (or C. The E-Miil .subsystem al so recei ves conmand
nmessages C fromthe nobile device 24 that are directed to the deskto
system 10 to trigger redirection or to carry out sone other Q, ~' ~; ,
2 L~ ~ "n0? -19 function. The functionality of the E-Mail sub-system44 is
controlled by the redirector program 12. The TCP/IP sub-system 42 is an
alternative repackagi ng system It includes all of the functionality of the
E- Mai | sub-system 44, but instead of 5 repackaging the user-selected data
itens as standard E-mail nessages, this system




. . . . G neToen
repackages the data itens using special -purpose TCP/| P packagi ng 28 DOT 2002
techni ques. This type of special - purpose suh-systemis useful in situations
where security and i nproved speed are inportant to the user. The provision
of a speci al - purpose wapper that can only be renoved by special software
on the nobile device 24 10 provides the added security, and the bypassing
of E-mail store and forward systens can inprove speed and real -tine
delivery. As described previously, the present invention can be triggered
to begin redirection upon detecting n rous external, internal and
net wor ked events, or trigger points. Exanples of external events include:
receiving a R SS ol . o ni cation
devi ce 24 toﬁgtggl R&’f&i\lg}ﬂr%g??%ﬁ;b% ece%@%gé’g‘%’?ﬁgﬁ?ﬂ %e@?%%‘é‘%?% some
external conphd WAN 84N firfl §§ chfritttedl fea visiety of gateayls @0gws corhetdwnsBRci nity of
the host system or any other event .that is external to the host system
I nternal evehtgtesyfernse %%%ﬂt@neaﬁn%%w&géﬁ%g@%@?d SQIRS ORBET on,
keyboard ti {Vp(ﬂ a tRESFir a0%rot Ridiats&wvorke shielek 2 O event
that is int en??ﬂgroftng t re(’ﬂ]ggt}'lsgaystem © {\R/or kgg %‘\?ﬁents a?fei@tjser-defi ned
messages % hatetwordk, or athemsyht¢heshaus of asynttwenous Jentidine Cormectaomot her conput er t hat
is connected to the host ﬁgs%% v'ha a.network to 'é‘nitiate %edi rection. The
screen saver and IR&BS&TP_ Q -%s VIS ﬁﬁe‘é{?%_z Bfpnedeg fo §t§?sftems t hat
are capabl e 1aferth® f RhinfficaftAS ViR WireRYCHIIS22 U Kilitaliy I Wineles§obiRdi rector 2 5

program 12 provides the user with the ability to configure the screen saver
and keyboar diatacommuicationtdevices 24d ddsoshowminFIG ohid machings3 G whisheoouldt r i gger wi | |

be generat ed_t haty can.be detect ed i I. r t the
redirecti ondbﬁrag?‘e)gg‘.a‘c%r a@Qﬁtﬁ{JIaés?St?'ﬁé&J;@s gagﬁ'gsfa%ér)s (§su3j/°§ta Ee%dgé?ﬁ&lge configured
219 itggfztjim\??t o.nethe gggkto még‘d?ﬁm?ggh&qﬁlf@?dfwfﬁiw%@?tﬁ'elo ;ﬁnngt/gflt
trigger is tﬁ\smmmﬁ@ef@a@ﬁieﬂe#@ﬁ W@W@S‘W}\?{é‘ﬁegi ng the
previ ousl y %8'%815%8' S alﬁ’%% Oé gﬁrﬂszhe' &dﬁe&éﬁ‘bx’ogfaggg@{sﬁ%&ﬁhﬁﬁ difayboard

subsystem can be configure enerate event t en no key has been
depressed f agefleatspizmt theandbile dpwice D4icanhott recaive dnd psodesstthe attachmenthadr redi recti on

should 5 co nce. K These-are just t exanpl es o he nuperous, application
prograns an am}aqsém@m _ q“é?"d@‘ﬁb&‘[}%‘%’gé‘ﬁﬁ &Tq"rat can be
used t 0 OLNElEES24, Bhenif\Rkh G0RE kar frbf8Ethdse althdimentt. BYIvay-of SRIMAIET t N,

respectively, flow charts showi ng the steps carried out by the redirector
sof twar e 12 copsidertdamb-raail sent thesusexsthat ineluties thaeriattachmenteps asw@rdcar ri ed out

by the nobil e dat.a gomunj cation.devi.ce 24 in order to interface with the
nost | syer omProtiHine SORIFER) aracd b pa i aido fip STRE e Sl aFBEBR” 1 : am 12
i's started aadidibeicohfigurdd ©sehd tHerted of THeE-mail to the remoteidgvica toé samndof t he

redirector |12 includes: (1) defining the event tri gegers that the user has
det er ni ned Whe word prggessing dasymaent toa hetworkedqriater iqegted eartBe psedPa itens for

redi rectypn; egt i i - i r standard
e | 3" agithe AR L0 § tolé ackBedb O 8H Bl R TheoBu 0" 0
conmmuni cat i ontertietand ¢o sénd dhecatdionglipnb ehidweser' svuicenhdil systgme This exhtplehnent s t he
device is capabl e of receiyvi ang_ prqcessin and inpytting the address of
the nobile dQV%E‘,te“QFF{j“( g‘}“téggpfeﬁgﬁhiﬂa eARe 3‘?@9&‘@@@’53@{ r gerdger sel ect ed
senders V‘hoﬁlﬁxs{fﬁéftﬁé}%eﬁf of ﬂo@siﬁiﬁiés%ﬂibb&i@& fithe ?edﬂe&iiot@cpﬂceﬁﬁt s forth the

basic steps of the redirector program 12 assumng it is Operating at a
deskt op syst em 1@he praférredomeliile\data confn@ication d4viel?d is eliandeheldbiwat?2 i s

operati at_a network. server 11, .a ho Ln FIG 2. then additional

cgnfi gu[’%i offY s MgB%m?.}ggreg%rpéassiyoeq%%pglq-t@&t:pglgﬂg&ﬁ rp%q) ®a parti cul ar

deskt op SySttél_E?hlﬁe with défd mesagiag adpibilitieleos ar witélessiynenabi¥dnigprop 1 ) setting
[

up a 2 5 profile for the desktop s%e; emindicating its address, events that
wi 1 tri ggercomguter, but conid, aliprmatively erj tyranof mohile date coramprication; r ect ed upon

detecting a : | 111 106 - -1 r for the
dat o i t o, A4S ghpablel sl Al Hecllidk BLRGGY Bt HEAGLIET T00 L ch
t he deskt op Altheughit is préfidrable foe mive system to iopertte in @ARo-wAY comningicatistisr ect ed,

whet her and what type of attachnents the device is capable of receiving and
processi ng, and the address of the nobile-device. Once the redirector

programis configured 50) the trigger points (or event triggers) are
enabl ed at step 52. The program 12 then waits 56 for nmessages and



5 signals 54 to begin the redirection process. A nessage could be an?g'H?lemﬂ
nessage or sone other user data itemthan nmay have been selected for®* '~° &¥¢
redirection, and a signal could be a trigger signal, or could be sone other
type of signal that has not been configured as an event trigger. \Wen a
nmessage or signal is detected, the programdeterm nes 58 whether it is one

of the trigger events that has been 10 configured by the user to signal
redirection. If so, then at step 60 a,trigger flag is set, indicating that
subsequent|ly received user data itens %in the form of nmessages) that have

been sel ected for redirection should be pushed to the user's nobile data

conmuni cati o vice. . M. S . I8: NO i gger
event, the pﬁlggg’aérﬁ e%piég 8%@2 r“{rrvlE ﬁtgogig%fj %s?ezﬁpegagéf l?‘élxzéd;wg ggé\%ﬁléet her the
nessage i s, oSl bi ackhywiedpniispaging ahvitonment, or@nerEwitie onevoag paging4, or sone
mesenge or SPAHER. TBE RSRUE Hs CHBERERPBASHEEAb MeLET KBTS BOSFBE ur ns 1o
step 56, whe Sns/tRil WoRIE inRbnjiifithibit with thededitelcior prigri §2 8¥&mble4né © act upon.
| f, however the nessage Is oné of these three types of information, 2 0

t hen the PBr ospamless] Ransparentredinectiontof useesel®@sd dataditdmsr FiGed descgbgsithd | ag has

been set, indicati t hat e yser wants these,.d redirected to the
nobi | e devi ngsmltpetﬁfﬂ%stpgq ‘635?“?1’%‘@% Rrogram lla( Mlgfgglfﬁcﬂ ﬁ)‘,ﬁe 58S r edi r ect or
12 causes t hgftheBaredspanding SrogfafiBperdting dbdhk nfobild §&ideiD4. t 0 add the outer
envel ope to the user data item and at step 72 the repackaged data itemis
then redirected tlanjaliernative embodirent of the prgsent igventiomuat explitity shiovt ce 24 via
LAN 14, WAN . i e A . . W Lel ess. 2 at rol t hen
returns to shas ShvERET ARUENCES: BRSNGR SRTRR bt aa B
signal s 1.0 a&hbodinent, user séleougildataiiems bt replipted frbrm Yhe hosftoGhelmobild er step 68,
the programcould, (if operatjng in the preferred Li st de, .determ ne

whet her t he éﬁdapeaeraarﬂlfcﬂan&smaa%mdtw'gns thsmorgﬁ?gwer?é‘d list, and

;L7 =22 i fy . : 4 i08Ehersih SR ré g 72 and
proceed direct | ? %g%ﬁ%%P@ogp 5{8% I¥ ﬁg‘age%%gr vvaesréon threg’pr eferred list,
t hen controlFisuld. similarly pass to steps 70 and 72 for repackagi ng and
transm ssion of the nessage fromthe preferred Jist. sender. 5 EFIG 5 sets
forth the method Sty %?Erg‘f'Fs&Ht '8&‘?"“89&%‘@’"&@1“ “??8‘6?‘1?%" FH‘o’&ré"‘cgrn‘n.lni cation
devi ce 24g5i no@hstderthil ubdiseleéted Bath Reti'fd the HierGhdbile B4R SbMifunidatin t he present
invention. At step 80 the nobile software is started and the nobile device
24 is confi gdavieg 2dowberethgiredipictas 12hdetenysthata prrtichlar psec<lefined; eveatnt i on,

i ncludi ng, for . e i h r _Qf ecdel ser's op system
10. 10 At sttglﬁg%é,%p? eﬁﬁ%ﬁ)ehg'g&%ﬁgﬁggi ?ggrfs%'rr 'me?g grga%nsapr{gégal%é'nal s 84 to

be gener at edn¢hiderBamail idsagdss salefidapeveis] medtingmotifications) addredstentiies, 12
operating at, the user's desktop system 10 is conpfigured to redirect upon
recei ving a JAudabentnes; persenabalgits alagmsyyaripes stpck guotes, ngws bullstings  t he user
can deci t &nmm!g@ tﬁ,P@ | I; I tion If the
user doeési@so%?c"tqﬁ]g%&g%’%lstt ep 2’ tﬁy?aa{?lgrd eéﬁ%én e%ggéggg&lggﬁtgegcnposed and
sent to the tdabkthop systemei® dOthat thethost syistesl Eacquaesbrdughihe user afugh t he

wi rel ess gat.e 20, via the,Internet 18 tpo the, LAN 14, and.is finally

mut ed to ¢ neGLARE Bt ALdarbiner i roosved ettt PO ofrgh LORB L1 1 6 o ce
24 is sendi n@ardh GE& d@@Fase oF & Websiteld? altifletilEdatd PInSiofeGAbtakdes, BﬁngUter wr apper
is added to the nessage (such as nmessage 20 Cin FIGs. 1 and 2). In

addi ti on t o Roréonrof therdatatitenyis trangmitted tq the mobile dewicei24 incarder4o swnimizet r ansi t any

nunber ot S 1 t.ral . operathon, of the host.system and
in partioézsul atpgﬁéuwgenan%yﬁggaggn‘%‘%%s%&fézgnﬂté?set'?%mﬁf)sbmé/e 24 could
transmt a anébileidvice®24bin épidnklliSsend ¥ Sorfiand hessideqo PRt §y8ém dost node, and

then could transmt additional commands to add or subtract
receive more or all of the data item if the user desires to receive it.

Among the user-defined event triggers that can be detected by the

redirector program 12 are in the preferred embodiment external events, internal



2 5 certain senders fromthe preferred list. In this manner, the nob¥lle 0T 2002
device 24 can dynamcally limt the anmount of information being redirected

to it by minimzing the nunber of senders on the preferred list. Oher

exanpl e commands include: (1) a nessage to change the configuration of the
host systemto enable the nobile device 24 to receive and process certain

2. ~? ~.ir T ?2.LO? -23 attachnent and (2) a nessage to instruct the host
systemto redirect an entire data item,to the nobile device in the

situation where only a portion of a particular data item has been

redirrted. Turning back to FIG 5, if the user signal or nessage is not a

direct 5 nes S %Eﬁﬁ] 0 LI .QN: (Or somne

ot her com‘ran})@%%‘gr?%nr gn(‘#}eﬁtg pgsse %‘%“%@éﬁ@?“ﬁ%ﬁﬂ%hﬁzg"gﬁ‘ nes if a
message has heeomnmandimesdagel (sueh rissmegegd €)r fromi thedusey'st inebiieoldatae, and it
is a nessage fromfthe u&g}g' S geskto 10, as determ nedtﬁtEr stega 2, then at
step 94 a deSRPFMNCALGT dvice IR OpgIR gegirection, or Q Fxpaite SHMEORYCOMANG g cont r ol

passes 10 st gp iOhd¥&hbh b8 cOHhid RTBHSHIORR: prefefr8 MY GRbdel6f {o0adng Step 96,
or in the situation where the nessage is not fromthe user's deaktop as

det er ni neds atsultraghe Saticulap sandesifroputbe preferred listd@) 9&ceivivg ahimiargpdssage t he
message for the user on the nmobile ice.s display..The nobi.le unit 24
then returns f{o(sn §?‘3f)e§tf"g‘ﬂ‘c‘f’%lg ’s“‘?"géyﬁ?fﬁi“#i‘@"ﬁ?" :‘;%ggséaaggn%err "E\%Gnal s. 15 If
the nobil e deitifiy of$heifisehydiene aithdugh, dteffatitély anRAkrmadeventcdn teamei ved at
step 90, then control gasses to step 100, where the nobile determ nes

whet her t her @thes dstegtable-oceurrence ghalis externphto the hest systemndmemal ey8nts returns to

step 82 and itiswio %ﬁlﬂ 'gﬁ?l] (Y I is at |east

one nessage ;@gmtgegé,{t enhé{jt ste %ﬁ?%ge%gﬂagaﬁe?gdﬁgﬁeEﬁﬁvﬁ%lel{t’her it is a
reply nessagerderaminable times oagay dthet usendefined evene thabis ihtemahwoithé Bostni t. [ f t he
nessage to send is_a rﬁ(pl y nessage g&ﬁﬁt step 108, the g})bi | e determ nes

ge, ¢
whet her the &¥88Jetve eflle‘éﬁ“ft§°HFF’TdGE essages thapare tiapsmutted jOfMer ot i on
flag is not F@&g g(gﬁp i I Rkworkitgnsm t t ed
fromthe rmb§ﬂ sés!pevi gg;"t%"t re es‘%?%g?ﬁgé\yoaﬂggﬁgggﬁ\tﬁ'gvtﬁﬁe wi?l?acltgss net wor k
22. | f, howeinitiate tethieectiert i Theset aro justsomefdfalye ¢vents that could beuisesitvath thé 0 t he reply

nmessage i s repackaged w th.the outer. envel ope havi t he addressing

o or wat 1 on BreSERAMyRPh O et BRicafof Bl e S8 4AEER Butp BEmd BRHERE nocsage i s
t hen traqgm’ hbadyﬁgnubeod@sﬂﬁwpd_sﬁggm 10 at step 106. As descri bepl above,
the redirector pro?ram 12 executing at the desktop systemthen strips the

outer envel ope anBI@olishowstanEE-map| Pessegesh heing gommunicated over LAN 14+ 2(10 | 2,
-24 i j i i . kt t
2ot he g onfroft S8 e ik FaBais) Bl o Qo Bpidia 88 ° b Sy St BT

appears as t bxtephl mdssage i0) whitheduldibe in Eamail message filan lah Gigermgsiserior at her t han

t he nobi |l e dat ommuni cat jon device. 5 If, at step 102, the bile
det er m nes tﬁ%‘ﬁdt et megsage, from thepser ﬁé‘%@i@é’?"‘ﬁ%%ﬂarﬁ?ﬁc{%ﬁal

message, siheg, A q.géﬁ me It S{T@gﬁ hEiAatgrm nes if

t he user itos using t Jg@e H%éft’%arﬁiagftw% e%&zﬂ? tH}g,d set op’sycg{lem 10, by
checki ng ti r be notecied andiacted uponfbycthe a¢direntionf safiveireid2r The nedirectionng t he
redirector software, 12, then the SS i.s simply transmtted to the 1 o
destinat i on S EES Zziahuse panymechofs L JeSectin hew MESHERT | DRUEEIAS nes ¢ hat
the user is pfethid bf@et i afesﬁgégwsaaglﬂﬁ@bsdmeww&k?%gsmlem 10, then
control passes to step 110, where the outer envelope is added to the
message. The(VABR: limyhichaarpgrams, sush a8 sheeredieatoreprogiaghidi regsien fort he deskt op
system 1Q_.at _sktep .106 I; c]iﬁg reyi.ousl i p e outer
envel opeggndn§%€ 3é'%t %rew%ggér:ggggg‘gﬁe?‘og eqctgrarlé%:l@ %geds{%el ﬁgﬁ oﬁ.ﬂ}egol | ow ng
transm ssi onmethotid'6f afiessapeyrolld @lso 60 0ded bithothe plegeritirviehton et Urns to
step 82 and waits for additional nmessages or signals. Having described in
detail the preferred enbodi nents of the present invention, including the
preferred nethods i editect n this
operation could béggcug?{'?g%tt 3ﬁ€rw tf‘ldmtsjipg-‘&ersr}gnl;2 gﬁlecﬁgﬁf%g %‘ﬁﬁ"%ﬁ%&g Thi s
preferred enbofigmeadtby the psers(@itherdhmoply the/ sensing of asistemhle netwbrk ©rnot neant
tolimt the scope of the present invention which is defined by the
follow ng clains. 25 7t'] ~~j] ""~n2 ~ll~ G- -25 Clairns 1, A nethod
of redirection data hens froma host systemto a nobile data commrunicati on
devi ce conprising the sups of




[:\] configuration a first triggering event at said host system[B]
detecting that said first triggering event has occured at said host s%s‘% dmT 200,
and generating a first trigger [O] recieving data hens at said host

system and [D] mresponse to said first trigger anti as the data hens are

reci eved at said host system. continuously redirecting the received data

itens fromsaid host systemto said nobile data communi cati on device . 2.

The nethod of claimi, futher conpri S:{fg the step of selecting at |east one

type of data Itemto redirect fromsdid host systemto said nobile data
communi cation device . 3. The nmethod of claim1, farther conpeising the

step of prov%gigg ' .at | | SRS ' i 1ibites of
said nobil e data 80%%%@%%&%% ew%émié%nsl@e né'gn@%s%%?grgp% further
conpr si ng t her G)tte fheaiiobilé Gavicd 2Agwhenrthe gessage Alis rendivedm thedhosi syslenndi ng a

net wor k addr ess aggresss nobi |31§ dat a.conmmuni ca&i on devi ce 4 2?2 ~ ~ T ~

0~? -26 The Hbt#ifefiresfarprogramay deteghsits presenssiapd PLspatgs thednessass T ~pr owdl n—-
conli; _ur aulleliird-REMo the ﬁx@&ﬂh%&ce' iﬁd Eﬂllbtegpﬁéﬁéaﬁﬂe ﬁe&éﬁ@@f&fretﬁf%ﬁ'om le dam

communi cation (levlce 6. The netho C t 3, further conpnslng the
step of p5 ovredirastor program-] 2 goutd| comptesy the original messagel1 A fdould qompir¢ss kthe a

pl (fl'allt\' O t S of di.lla llelll.alltliChlllellLS Illai.Sal (1 111A7tl(

G aLa oo |1 \RHer RRER: P s morymE e e PSR A 1O et asPTRE e The et hod

of claiml )thé Hiobikedeviceanstng the steps of recetvm- a data itemat Bald

host system Bald data item bel n~~ addressed tl Sl | Ig a sender address and a
o

recei ver addr ess;Alse progremmed mitaghe redisectera iy the address ohthgruserss mebilessoci at ed
\vlih said 'H%P#o &%W{%ﬁl FHLACE 'ank WvpbilEr trhgﬁg\'{i%eeﬂ ggdress is
WTh sal d nobile da vice , 1he

associ at ed a conmuni cat’i on devic n pacl <a~l i n~~
the dat ai10t eatcépit Certdin aysest 60 Ritachaiens) Gnch asldwersls pebcesingaon wixet addr ess

Sal'd 11 et SpacEmes. B tae e mhye o TaRHiR deuie RO BHEPLISHRVPEEE an(1
3; t ;aft ;:19 a{é&g%lili’%h& thirPiie FEdYEeAol 2 Sdrftfe proftafniell Y& Fdveethd Rfadiniilsay | N9 t he
to a fax or voice number where the user is located using an attached fax or voice
machine 30.
15 The redirector may also be programmed with a preferred list mode that is
configured by the user either at the host system 10, or remotely from the user’s
mobile data communication device by transmitting a command message C. The
preferred list contains a list of senders (other users) whose messages are to be
redirected or a list of message characteristics that determine whether a message
20 is to be redirected. If activated, the preferred list mode causes the redirector
program 12 to operate like a filter, only redirecting certain user data items based
on whether the data item was sent from a sender on the preferred list or has
certain message characteristics that if present will trigger or suppress redirection
of the message. In the example of FIG. 1, if desktop system 26 was operated by
25 a user on the preferred list of host system 10, and the preferred list option was
activated, then message A would be redirected. If, however, desktop 26 was
operated by a user not on the host system’s preferred list, then message A would
not be redirected, even if the user of the host system had configured the redirector
to push messages of type A. The user of the host system 10 can configure the



111 bl le data COML71t1i 71Cai 1017 device using the sender a(ldress a@d) g 2007

receiver address. Tile netlio~l oi~clmm (, lilrther con7prisln the steps
tit, lol each cl,It,: Iteli7 to be te(drecte(l, (ietermm n~ \vhetlicl tiic
data Ucmlliclu(ies al: tl,lul!71C;Ilt. .217i1 ~ tuClitiruebrer; riz::
L\pi* ul alil~1C17171C;:! ~ ~~1z, r ?1,1a -27 cietermim_~ \\hetl 7er

said nobile dala Collllnllll1lCatloi7 deViICe Call rCC(:|1Ve and process
M1aCl7111C17tS O il7c clr=tcrmlied;gype, and 1 Cso. then 1 cdirectin g
the attachnment to said Il Cblle Oala 1111111 111Cal11Q)il device, and 1 f
not. then redirecun~~ the attachnent to an external machine that IS

Ca |l pallble %}e*énreahﬁlaﬁ grovt &f]&é:sﬁtop%ysa‘g, c{f?fl%ﬁtlgél%Qh@M& can thed t her

cotnpri stn~ e step o ng a soun e as t e of attachnent 10
The et hod oﬁetﬂlaanomrﬂa,ndfmdssalgb ésuch @510} fremrthe mbbilesderise 34 tquth@\dedttqg

redirection events.that. in nt er ents or

net wor ked ev Sfted fOtf“fﬂ%at?‘rﬁ.'F %‘er&dcltsf ﬁ?ﬁ\wi"?fi?”kﬂé eﬁ%ﬂ%f‘% the step of
confivunng opemeskage/RRarfitériRtiErork YR Préfefred mtlﬁtmﬁﬁvﬁuil obAfipated. NObI | e data
conmmuni cation device to start redirection. |2 The net hod of claim 10,

further c8npBssheyld be aparegiated thaémegmqtlﬁg RspRIamf couldecombing Agssagent s to be

a cal endar a r g sing the

step of confi %lﬁa?}%engﬁces %“fl(ﬂge | n‘{ ge?lﬁérl l§%"Es\ &d% 'Fg&'fzbmh% %&?Cﬂu &?m{té%a\ ' Cl

act 1N\"atl G 7Messagb§ fatkied lag I0W prierity ioy tHaﬂﬂrrsuhple rétuin reteigts of message 1 ~' W
II~IIIv~'~t =1 011% ~11lt]7C 0111711111~~‘~" L7 1~ ~lis

1~ IW. |~ tead reqeipts rfqm €| poul alsfayybe suppressed frain redirection whiss 1 ~ The
oL TCTE o il bl GRRISRRINISRIE iSR! 1 oY 1, Py
SVSt el t TS0CA | | | CA&fLerdthe vedimectoh bast detersinedhthat a particular message should be
redirected, and it has prepared the message for redirection, the software 12 then
sends the message A to a secondaly memory store located in the mobile device 24,
using whatever means are necessary. In the preferred embodiment this method is
to send the message A back over the LAN 14, WAN 18, and through the wireless
15 gateway 20 to the mobile data communication device 24. In doing so, the
redirector preferably repackages message A as an E-mail with an outer envelope
B that contains the addressing information of the mobile device 24, although
alternative repackaging techniques and protocols could be used, such as a TCP/IP
repackaging and delivery method (most commonly used in the alternative server
20 configuration shown in FIG.2). The wireless gateway 20 requires this outer
envelope information B in order to know where to send the redirected message
A. Once the message (A in B) is received by the mobile device 24, the outer
envelope B is removed and the original message A is placed in the secondary
memory store within the mobile device 24. By repackaging and removing the
25 outer envelope in this manner, the present invention causes the mobile computer
24 to appear to be at the same physical location as the host system 10, thus
creating a transparent system.
In the case where message C is representative of an external message from
a computer on the Internet 18 to the host system 10, and the host 10 has been
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which then removes the outer envelope and redirects the message to the final

destination, such as back to computer 26. In the preferred embodiment, this

results in the outgoing redirected message from the user’s host system 10 being
15 sent using the E-mail address of the host mailbox, rather than the address of the

mobile device, so that it appears to the recipient of the message that the message

originated from the user’s desktop system 10 rather than the mobile data

communication device. Any replies to the redirected message will then be sent to

the desktop system 10, which if it is still in redirector mode, will repackage the
20 reply and resend it to the user’s mobile data device, as described above.

FIG. 2 is an alternative system diagram showing the redirection of user
data items from a network server 11 to the user’s mobile data communication
device 24, where the redirector software 12 is operating at the server 11. This
configuration is particularly advantageous for use with message servers such as

25 Microsoft’s ® Exchange Server, which is normally operated so that all user
messages are kept in one central location or mailbox store on the server instead
of in a store within each user's desktop PC. This configuration has the additional

advantage of allowing a single system administrator to configure and keep track
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10 events listed above. The desktop systems 10, 26, 28 preferably detect these

events and then transmit a message to the server computer 11 via LAN 14 to '

initiate redirection. Although the user data items are preferably stored at the

server computer 11 in this embodiment, they could, alternatively, be stored at each

user’s desktop system 10, 26, 28, which would then transmit them to the server
15 computer 11 after an event has triggered redirection.

As shown in FIG. 2, desktop system 26 generates a message A that is
transmitted to and stored at the host system 11, which is the network server
operating the redirector program 12. The message A is for desktop system 10,
but in this embodiment, user messages are stored at the network server 11. When

20 an event occurs at desktop system 10, an event trigger is generated and
transmitted to the network server 11, which then determines who the trigger is
from, whether that desktop has redirection capabilities, and if so, the server
(operating the redirector program) uses the stored configuration information to
redirect message A to the mobile computer 24 associated with the user of desktop

25 system 10.

As described above with reference to FIG. 1, message C could be either
a command message from a user’s mobile data communication device 24, or it
could be a message from an external computer, such as a computer connected to

the Internet 18. If the message C is from an Internet computer to the user’s
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repackaging systems that can be used to interface with the mobile communication

device 24 to make it appear transparent to the user.
The desktop system 10 is connected to LAN 14, and can send and receive
15 data, messages, signals, event triggers, etc., to and from other systems connected
to the LAN 14 and to external networks 18, 22, such as the Internet or a wireless
data network, which are also coupled to the LAN 14. In addition to the standard
hardware, operating system, and application programs associated with a typical
microcomputer or workstation, the desktop system 10 includes the redirector
20 program 12, a TCP/IP sub-system 42, an E-mail sub-system 44, a primary data
storage device 40, a screen saver sub-system 48, and a keyboard sub-system 46.
The TCP/IP and E-mail subsystems 42, 44 are examples of repackaging systems
that can be used to achieve the transparency of the present invention, and the
screen saver and keyboard sub-systems 46, 48 are examples of event generating
25  systems that can be configured to generate event messages or signals that trigger
redirection of the user selected data items.
The method steps carried out by the redirector program 12 are described
in more detail in FIG. 4. The basic functions of this program are: (1) configure
and setup the user-defined event trigger points that will start redirection; (2)
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redirecting endereferably uses industystagdard mail protacals, MhéaﬁmPePQP: BdBessing t he
at tachment MIME and RFC-822, to name but a few. The E-Mail sub-system 44 can receive

messages A from external computers on the LAN 14, or can receive messages C

from some external network such as the Internet 18 or a wireless data
15 communication network 22, and stores these messages in the primary data store
40. Assuming that the redirector 12 has been triggered to redirect messages of
this type, the redirector detects the presence of any new messages and instructs
the E-Mail system 44 to repackage the message by placing an outer wrapper B
about the original message A (or C), and by providing the addressing information
20 of the mobile data communication device 24 on the outer wrapper B. As noted
above, this outer wrapper B is removed by the mobile device 24, and the original
message A (or C) is then recovered, thus making the mobile device 24 appear to

be the desktop system 10.
In addition, the E-Mail sub-system 44 receives messages back from the
25 mobile device 24 having an outer wrapper with the addressing information of the
desktop system 10, and strips this information away so that the message can be
routed to the proper sender of the original message A (or C). The E-Mail sub-
system also receives command messages C from the mobile device 24 that are

directed to the desktop system 10 to trigger redirection or to carry out some other
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50, wherein the preferred I'tst is activated and dcactivateci at the Lost
system improved speed are important to the user. The provision of a special-purpose

wrapper that can only be removed by special software on the mobile device 24
10 provides the added security, and the bypassing of E-mail store and forward
systems can improve speed and real-time delivery.

As described previously, the present invention can be triggered to begin
redirection upon detecting numerous external, internal and networked events, or
trigger points. Examples of external events include: receiving a command

15 message from the user’s mobile data communication device 24 to begin
redirection; receiving a similar message from some external computer; sensing
that the user is no longer in the vicinity of the host system; or any other event that
is external to the host system. Internal events could be a calendar alarm, screen
saver activation, keyboard timeout, programmable timer, or any other user-defined

20 event that is internal to the host system. Networked events are user-defined
messages that are transmitted to the host system from another computer that is
connected to the host system via a network to initiate redirection.

The screen saver and keyboard sub-systems 46, 48 are examples of
systems that are capable of generating internal events. Functionally, the redirector

25 program 12 provides the user with the ability to configure the screen saver and
keyboard systems so that under certain conditions an event trigger will be
generated that can be detected by the redirector 12 to start the redirection process.
For example, the screen saver system can be configured so that when the screen

saver is activated, after, for example, 10 minutes of inactivity on the desktop
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profil es each ,ass_ocicét e .a pa\r’%i cul gra desktﬁ%p St stei 7l articul ar

h,
mobi | e dat a TESFRFHIARN(& SHeFtng the user datsr itegis, ﬁée%@%%m%ifcg& ns to detect

redirect{®on pgc%?, E‘f‘ﬁﬂ daficH td ( lechdi§ued pKt Op
system;:ié)t ir@;‘éaﬁ ‘Flslq?l va#gf:l?%ect i O%ﬁﬁn’edsrggac?si%? or%élteﬁe @ueég?op systens
to the sel \selectigshectype afidata torhmihiedfiomtiévite, indicdting whethier arslt wiat typél e SSa~e S,
coarit117t1AdlSly. 1 CCllreC Il ~ill;: Clata 1LClI 71S ff .L17C a~w er

; | |
system to f %@ APMERF the dgviee is capably afrecenqng and @Icetsng, BILNIPHEAEIE) a5-~c~ oi |
tHl~~ 1;s~r sddragdfktesmobile device; and (5) configuring the preferred list of user selected
senders whose messages are to be redirected.
20 FIG. 4 sets forth the basic steps of the redirector program 12 assuming it

is operating at a desktop system 10, such as shown in FIG. 1. If the redirector 12
is operating at a network server 11, as shown in FIG. 2, then additional
configuration steps may be necessary to enable redirection for a particular
desktop system 10, 26, 28 connected to the server, including: (1) setting up a
25 profile for the desktop system indicating its address, events that will trigger
redirection, and the data items that are to be redirected upon detecting an event;
(2) maintaining a storage area at the server for the data items; and (3) storing the

type of data communication device to which the desktop system’s data items are



~ 7~ J -37 >S .~ system(mr~dlr~cUn~~ n;furlll~itl 011 bel ~ecn a Ru g neT A
svstmm aml n n;~~inl~ ~l~wce, conprlsm~ a first rcdircctol appli C<t¢tiulf) 2007
Qperallllg al tile huSt SVSW 111, whntin the lust reclircctor appllcatton

is confi~~ured to sense a tng~erln~ event at the hose Syslelll and to
connnuousl ~ redirect lilfOl'tllallol7 fromthe host systenl to the I[IlQblle
device. and a second redtrector appltcatlon operattng at the nobil e device,
whel cin the second redirector application is configured to sense a tnggenng
event at the nobile device and to continuously redirect Infonllatton from

the nmobile device to tile hOSI SVSlelll 19 A 1710blle Cal a
CO11111t1111CM 1011 device progranmed with conputer sotWare instructions

for enabling the steps of (A) generating an-&l-ectroni c nessage having a
destination address. (B) determ ning whether the nobile data

COmlIllllICatloll device is operating in con~unctton Lvith a redtrector

appl i cation oper at i nig baredirerisdiwhethst @) wiptsype pf attaghmentsishe devigg israpable of

conl ntntcatlon devic Lot Htﬂxé‘adﬁ%é SAtChesRR qWadeh tile redlrector
f1pp11Cal1017, Ol enl%t ﬁ"é]?ldp?{w 8’ dr0111C IT1C58Sy~C to the

destinati on address. and C(@thpfedtrwrmmsrams mﬁwredﬁﬁmmtusgergomuémwm S

operating 1t1 COlftl.t| h 1011, then
paCha ~ltl~ the el ec tf' er f‘égt Sug S%nt%gé gll%gllabl g’ﬁq@%é% "Sfisaéfséﬁ

havi ng a host adds esignalaridi totb@msmmdxrn@ompeocetseczkmsage emh_élbepe B-Mail he
host system G0. !~ nleSSaqC r & C%%g& let%%g 1 ogg%fthq_%t a host
system conpnsing t H&¥EE ss°'8F° e USE AR P KT BRags Desh vected R e der T event s
at the host system adehe@hdllouidbhatnggerrs@lalra(n‘ohldrbe@atﬁmthmmeigﬁﬂmt at the

.|

host system wci ratltIcP; a_redirection.tri== er. rccnmn-~ sa cs at
tilt Mst system f n A 1oL besh configyrRd 5an pyeptiagger. dVHep pmessage ?rrf*&%‘v 4 I m
iwlmeUUn tti ~~m . rhb/NrapRain\deBhgy 58 witettet mxsrBWoffh'e ‘triggefWehrs Ithauhésl bebd | |
Must WstOII to I nlUbrlt data commull|c;ltion cimlce assocmM w It

tIl~ 1lus: ,~,' sS40 : gpnfigured by the user to signal rednrectxon If so, then at step 60 a trigger flag is
set, indicating that subsequently received user data items (in the form of messages)
that have been selected for redirection should be pushed to the user’s mobile data
communication device 24. _

If the message or signal 54 is not a trigger event, the program then
15 determines at steps 62, 64 and 66 whether the message is, respectively, a system
alarm 62, an E-Mail message 64, or some other type of information that has been
selected for redirection. If the message or signal is none of these three items, then
control returns to step 56, where the redirector waits for additional messages 54

to act upon. If, however the message is one of these three types of information,

20 thenthe program 12 determines, at step 68, whether the trigger flag has been set,
indicating that the user wants these items redirected to the mobile device. If the
tngger flag is set, then at step 70, the redirector 12 causes the repackaging system
(E-Mail or TCP/IP) to add the outer envelope to the user data item, and at step

72 the repackaged data item is then redirected to the user’s mobile data

25 communication device 24 via LAN 14, WAN 18, wireless gateway 20 and wireless
network 22 Control then returns to step 56 where the program waits for
additional messages and signals to act upon. Although not shown explicitly in

FIG 4, after step 68, the program could, if operating in the preferred list mode,

determine whether the sender of a particular data item is on the preferred list, and



2 ;~f.~f; t cQl? -38 recervin~; reply rllessa~~es ti'Onl fI1C r110819€05T 2ni;

datfl COr11l11111r1rCat1011 (IWICS 1lit the host system and confi<~urtn<~
the reply rllessa~~cs usln~~ a(ldress nformanolt of the I110SI S~ stc,'|11;
Rrt(1 tl"'allSn71t1111!~ the CAOIfi~ured 1'eply r11CS5a~~eS fl1'A Il the
ITUsl SySIClll 10 111 ()I1lr~:11111" O nmessage senders 61 A nethod of ~
forwardi ng an el ectronic nessage froma host systemto a nobile clev tee,
conprising the steps of recetirm~ an el egtyonic nessage at the host system
forwardtn~y a portion of the electronic nmessage to the nobil e device.
transm ttnn~ a command fromthe nobile device to the host systemto
retrieve the reifaiondhen thé progrmmeweuld skippver seps Hhand 73raad preceedsdgetlye t o t he
command, the ho S dr t | &Gl oni ¢
nmessage to the rgr%k'%é E'i!fev cgrzﬁé&t"%r%soggtgé E%g(ﬁgetbﬁegﬁgﬁ??r@ conpnst ng
t he steps of cokimilarlyypassitasteps @ aralr72 fdrk€packadgingdhd g@isini3gion eﬂt’hetnletsgoal a host

system detectrp~_t i rectlon event has occurred at the host system
Rt treBefl pie

and enerattnU a sfﬁeﬁ~~er recetvtn nessages at the host system

froma pluralsity of messagsfo&ﬁlﬂféeﬁahodls&pxwﬁﬁmbymetdser’mclbﬂeantai on
trigger, COL1t{1111101131ly re(llrecttn recei ved nessages fromthe hGCSt
S~'Sl :71to a FR%P‘FPB%& %ﬁﬁ%?‘@%ﬁ‘gd‘i‘fe %\W&‘é‘%’?@@?%ﬁo 2% the host

system |ecenm |}y fnvEdiigh rﬂpkﬁ;hd:hém %:&Wﬂltﬁe&ﬁiéa
COll11111Ul11Cat 10 Cl evl Ce; erWl ~~ ~ylv nlcssa Jes at the nobile

(lata commul | | cd@\ﬂl@rﬂ{ iseanfigured to, OPQIZESI Wlth the -sygtem. of memmseut)mynnnpn,t SSl | 4~eS
L1 UL 1130, LAOGARE, SO0 b At B 1 1
tImyolv mafa~~(:5 Atsdwp 82 -kHeanabile 'devicetvaits. for messhges iahd sigmals 8416lb€111, al7(1
generated-or received. Assuming that the redirector software 12 operating at '
the user’s desktop system 10 is configured to redirect upon receiving a message
from the user’s mobile device 24, at step 86, the user can decide to generate a
command message that will start redirection. If the user does so, then at step
15 88 the redirection message is composed and sent to the desktop system 10 via
the wireless network 22, through the wireless gateway 20, via the Internet 18
to the LAN 14, and is finally routed to the desktop machine 10. In this
situation where the mobile device 24 is sending a message directly to the

desktop system 10, no outer wrapper is added to the message (such as message
20 Cin FIGs. 1 and 2). In addition to the redirection signal, the mobile device 24
could transmit any number of other commands to control the operation of the
host system, and in particular the redirector program 12. For example, the
mobile 24 could transmit a command to put the host system into the preferred
list mode, and then could transmit additional commands to add or subtract
25 certain senders from the preferred list. In this manner, the mobile device 24
can dynamically limit the amount of information being redirected to it by
minimizing the number of senders on the preferred list. Other example
commands include: (1) a message to change the configuration of the host

system to enable the mobile device 24 to receive and process certain



Q ~i~ T Q02 -39 I1'VI1S1711tt117 ~ the coofi~~ncci reply messa~~es 49oie! 2002
the Lost systemto tlmplurality of nessage senders G3. A nethod

ol nedirecUng tnfoimation ti-oma host systemto a nobil e device, conprising
the steps of: (A prowdlny a set of tnVWer events at the host system (B)
selecting one or nore of the tri Vger events ti~omthe set of tn~~er
events; (C) detecting that a trigger event has occurred at the host system
(D) determ ning whether the detected tr2gger event is one of the selected
tr~~ger events, and if so then setting a try~ger flay at the host system
(E) recemn~ information at the host system and (F) if the tnVger flag is
set, then conti ratiashoests; apdi(2) adnessage tonastrustile hest systemotorradirasharf ¢ t he host
systemto the mybil e % kCnolfle devicd M 'the® LindXoif W&é%gfﬁgb{:ﬁﬁtdf’w messa==es
froma mobile data communicact on devi ce, conprising: St system capabl e
of sendi ng and Ipesieular dajp ites basgesn redireatadi. r ect or conponent, operable with

t he host system that, upon recejvl A, message generated at the nobile data
communi cat i ons devi cb@%%‘h&%gé@ﬂﬂ“&? SRS TTiREsaes ﬁo‘r?e‘il‘?ﬁbe
recipi ent, confinddags tadds eRskidp sREARN00R Bigid h&difebidi YR dsomRS s@ge such that

the received nessaVe appears to have been Venerated at the host system

i nst ead of at t GemmaM, ntzpl dxpassed tostep 90, whichideterminesif a message has — ¢ ¢
?2C~0? -4 0 6~. R i , ' 0111
C beenGEERES 2t tlgﬁvﬁfﬁeﬁ%%ﬂﬁ%&}% dholll 2

1110b111', (lala CO Tl Inl t CC conpnsl ng: a host system
capabl e of sendihegusgrisi deskinpi 10, g deteominerbat, steph®l, ghen at swepsYhgalesitopder ' s

redirection flag is set “on” for this message, and control passes to step 96 where

10 the outer envelope is removed. Following step 96, or in the situation where the
message is not from the user’s desktop, as determined at step 92, control passes
to step 98, which displays the message for the user on the mobile device’s
display. The mobile unit 24 then returns to step 82 and waits for additional
messages or signals.

15 If the mobile device 24 determines that a message has not been received
at step 90, then control passes to step 100, where the mobile determines

whether there is a message to send. If not, then the mobile unit returns to step
82 and waits for additional messages or signals. If there is at least one message
to send, then at step 102 the mobile determines whether it is a reply message
20 to a message that was received by the mobile unit. If the message to send is a
reply message, then at step 108, the mobile determines whether the desktop
redirection flag is on for this message. If the redirection flag is not on, then at
step 106 the reply message is simply transmitted from the mobile device to the
destination address via the wireless network 22. If, however, the redirection
25 flag is on, then at step 110 the reply message is repackaged with the outer
envelope having the addressing information of the user’s desktop system 10,
and the repackaged message is then transmitted to the desktop system 10 at step
106. As described above, the redirector program 12 executing at the desktop
system then strips the outer envelope and routes the reply message to the



emai | address is associated with the host system a redirector conpdieft? 2007
operable with the host systemthat upon recemmng a nessye generated at the
"nmobi | e device, by a nmessage sender destined for a nessage recipient,
con(i5ures address information of the received nessage, pnor to redirection
to the nmessage recipient, such that the received nessage uses the nessage
sender's enal | address associated with the host system thereby allow ng
nmessages generated at either the nobile4evice or host systemto share the
nmessage sender's enmail address associated with the host system 66. A

conputer systemas clained in clans 65, wherein a fromenail address field

i n the confi gur gupropriatei destthatiansaidrpss usingt the addsess afjthe deskthprsysgtemanitie addr ess

associ ated w th,t he, t_syste 67, a dinclaim
66, wherein a ret%?'?-{g%iesr?al %%r%%’gleﬁéﬁgp%?&%ﬁ%%%l gt}%%g&gcei ved
nmessage i s the tosghdgwigiand domshawser’s dakidp systenamtiec thah det motiile dadae host
system 6S. A conputer .systemas clannecf 111 Callll O 7, further
conprising a defMMYNGHOLANIE- t 0 the conFlgured reccv ecl message to

indicate to the MesR# slefqbp) elinobilé Hetériifined itkd i hestfdS isadtfaveplyeci '’ <t
111le 1110blle Ci<ltal CO111n111111Cat1011S Ceb'ICe |11 SCCad 111C 110t

51" Stel || 2 smessgey butanorigipabmessagee then gontrad passesdp step dMh ¥z iages from a
11 GOl e O ot Gl Al AP0 el O Sk o Ul B g3KEH° O

provtdm- a host system cap sendi ng and recelving nessages, providing
a redirector cosysemdfliby chpekinglthecmetiile lonit’ 5 configrrationy If theyusertisnotmsing r ecei vi ng
a nessage generated..at the.npbil.e data conmuni.cations_device by a nessage
sender desti nedt%?d?dlﬁecf%ssg%ﬁmrlgci e ,mc(,sf)aﬁ?ilﬁﬁlrmé’ g&%gfné%defonﬁgrnl ation of
t he recei vedonedestgtion dddress afitep 105, r HChowever, nismeljiz deppmines thapthbave been
Generated at the host systeminstead of at t nobi | e data co ni cation
device 70. A nePfJHEE* ?&Wlﬂmi%%éﬁe ’f)'.ﬁte?’ﬁg’ EIGHFP. ing step
provides for a faQ8us 5@ 116 NeHeRS the fofitef ehveldpl9s S84 kdlibe MbsiapeeiTied Message

is the nessage sender's enmuil address
repackaged original message is then transmitted to the desktop system 10 at step

106, which, as described previously, strips the outer envelope and routes the

15 message to the correct destination. Following transmission of the message at
step 106, control of the mobile returns to step 82 and waits for additional
messages or signals.

Having described in detail the preferred embodiments of the present
invention, including the preferred methods of operation, it is to be understood

20 that this operation could be carried out with different elements and steps. This
preferred embodiment is presented only by way of example and is not meant to
limit the scope of the present invention which is defined by the following
claims.

25



associated wth the host system 71 A nethod as clained In claim 70, wherein
the configuring step provides for a reply-to emnil address field IhGtGET 2002
eonfi~ured received nessage is the nmessage sender's enai 1 address
associated with the host system72. A nethod as clainmed in claim71,
wherein the configuring step further adds a descriptor is added to the
configured received nessage to indicate to the nessage recipient that the
nmessage was generated at the nobile data comuni cati ons devi ce | nstead of

t he host system 29 C ~~cl'v~"? -4273. .A nethod for redrrecting
nmessages froma nobile data comunication,device by a message sender
destined for a nessa~~e recipient conprisésS the steps of. receiving a
nmessage) generated at the nobile data COmM 11 11111C, r 11 OL1S devi ce by the
nessage sender destined for the messag€l#®srpient, at a redrrector

conponent associated with a host system wherein nessages generated at the
host system by the nessage sender use a first address; configunng address
information of the received nmessage such that the received nessage uses tlm
nessage senderAsndildasds radde @ssdasudheraf dmessyaiihgonatioiig dhheoiPfisad8on

t hereby all owi ng nmessages generated at either the nobile data
connnun|c§ghgn§nggxhpqh Lefagt systemto share the nessage sender’'s first
address; redirectingthe conflgured recei ved nessage to the nessage
recipient. 74. A mainod agelal 18 AL ERAMIL Ry WARLELR the message
sender's first addriess is an emai dr ess assocl ate the host system
7~. A nmethod as clamled in claim74, wherein the conflgurlng step ensures a
fromemail address [Biel diciecnuidrbatconif firgunegtrme cedv das oressage siid hbbiesysreimsage
sender's emai| address associated with the host system 7G A net hod as

cl anned iandadeatrminby iwheregien the conligunng step ensures a reply-to enui
adciiess field mthe co~tti~~ured reccrved rnessa~~e is ti nessa~-e senders

e! 11. 111 address associated with tlo.: Lost system
{ recenving data items at smd host systenm; and

[D]  mresponse to said first inngger and as the data 1tems are received at said
host system . continuously redirecting the received data items from said host system to said

mobile data communication device .

2, The method of elaum i. further compnising the step of selecting at least one type of data

item to redirect from said host system to sard mobile data communication device .

3. The method of claim [, further comprising the step of providing configuration

information regarding the capabihties of said mobile data communication device .

4 The method of clatm 3. further compnismyg the step of providing configuration

information meludimg a network address ot said mobile data communication device



~' 5, T 203 -43 77 A nethod for redirecting nmessages between a host systéﬁz 002

and a nobtlc data conmuni cati on device, conprising the steps of configuring
one or nore redirection events at the host system detecting that a
redirection event has occurred at the host system and ~~enerattng a
redirection trigger; receiving incomng nessages directed to a first
address at the hGst SV~td Il fr0117 a plurality of nessage senders; tn
response to the redirection trigger, continuously redirecting the incom ng
messages froth the host systemto the nopile data COl1lnll1111Cat 1011

devi ce, receiving outgoing nessages generated at the nobile conmunications
devi ce at. the _host system configuring address infor tlon of the outgoing
nessages °so tHQF”PWé“ﬁ”FEW“adHF§§§DP§“@§é&“@§Hﬂ*Wﬂi Rati Wy "448F ess of the
out goi ng nessages; and transmtting the outgoing nessages fromthe host
syst em t onREBYKGENT ey BiReS! sdmo adttherM BN ESIORAFEEhg an el ectronic
nmessage froma host systemto a nobile device, conprising the steps of: (A
recetying an electronic nessage at the host system (B) forwarding a

first portion of the electronic nessage to the nobs | e device; (O

t1' anS11p1l t t Thg nectledmiahdn Br binhehenmpokink ehectgwt{peovidng benfkrostiosystem t o

retrieve a second portion oi~the electronic nessage, (D) iii r~~ponse to
tlic cOllddilabh(dsiudihea Baydlinsysdy e drdiis@mt &b éimenid th& ssratotieldapot tt on of
the ~l c~uont tncssm~ to tlic nobtl~ ~ieytcc, ,ittd ~? 1ACT i C07?_

communication device can recerve and Process

7 The method of claim 1, further compnsing the steps of*

receiving a data tiem at said host system. said data item bemg addressed using a
sender address and a receiver address;

determining whether the receiver address 1s associated with said mobile data

communication de\'lce;

1f the recerver address is associated with said mobile data communication device ,
then packaging the data 1tem mto an electronic envelope addressed using a host address and a
mobile device address and redirecting the electronic envelope from said host system to said

mobile data communication device ; and

extracting the data 1tem from the electronic envelope and displaying the data item at said

mobile data communication device using the sender address and the receiver address.

8 The method of clinm 6. further compnsing the steps o,
lor cach data item to be redirected. determimmg whether the dataitem icludes an

tachment, and derermimimg the tvpe of aitachmaent



-44 (E) repeatlin~~ steps (C) and (D} until the entire electronic message %
transmtted to the nobile device. 79. A nethod of redirecting el ect rohichl 2002
nmessages froma first systemto a second system Q@0171pl 1Sl n~~ the steps of
providlny a iedirector application at the first systemfor |edlrecUng

el ectronic I nessa ~es fromthe first systemto the second system providing
a plurality of redirection rules at the first systemfor limting the

el ectroni c messages that are redirected to the second system wherein the
plurality of redtrection ntles includes a first rule that limts
redirection to a prefewed |ist of nessage?denders and a second rul e that
limas redirection to nmessages of a specified pnonty |evel; configurm- at

| east one redﬁF@EFWbﬁ“&V@HﬁSﬂ@”Fﬁé“@#ﬂ?@ﬁm§véﬁéwrkaﬁﬂ‘@%Héfh@“ﬁ%é“““w
redirection event and continuously redirecting el ectronic nessages that
satisfy wHechprasal!ithydepfrmpedityisetidon roles fromthe first systemto the
second system SO A nethod of fO~VM"'d1115 Infon nation froma host system
to a nobile d@Ngocmthwm&\@'lﬁamrqg@f%[%Js%\ PhoBhic @) Blihbn Rt ELAN 11

application at the I~ the redirector application
to fonvard ?\epn (ll’erLPn(ylhce)f‘]I nl;x%yltmaotﬂll1%9let1¥1 x%aclm?e Tlln?ls%p] )atﬂ)lgg\{l'hcfl?e wher ei n
t he pIuréPf f of mat'i ypes ¢l'l é , cal endar data,
and neeting renlnders ca IIIgIII |IIU the redlrector appllcatlon to sense
a plural P81 edirection events, wherein the hlurallty of ~ redirection
events includes a screen saver activation event anCl a nobile device
command event. wherein tile screen saver actnmal oun event occurs when a
senmen saver application O)C 1" atlny~ at the host systemls actmted anCl
the 1 oblle de~"1Ce CO [11Tlalld eucnt C-C CLIJ-S ~1'I1CIl U LISC" U~
I11e 1116l :Thasyiicd o tlagn &) Atharsowpaepg g s qferotdng p pamdiitses By &pe . m

to tl'I~y!C'I I Cdll'ediull, 7~ Q~T ?~p,~ -45 sensing that one of
the redi réoticomeavent s has occurr ed ,It the host svsteln; altd
COnlilltlAISly redlreCilll~ the plurality O IntOlllall0l1l types fI'All

the 110st SyStelll fO tile
10 The method of claim 1, further comprising the step of providing redirection events that

mclude external cyvents. mtemal events, or networked events

I The method of claim 10. further comprising the step of configuring one of the external

events to be a message from said mobile data communication device to start redirection.

12 The method of claim 10, further comprising the step of configuring one of the internal

events 1o be a calendar alarm.

13 The method of claim 10, further comprising the step of configuring onc of the internal

events to be a screen saver activation

e method of Gy 100 turther comprising the step ot configuring one oi the mternal

ey ents to b a e board tmeout signal



nobi | e device SI. A secure electronic nessage redirection system n = N9
COllpllSlilg: a 17052 Sb' Slelll havilig a 1'edirectO applicaliol?® 08T 2002
\VileCelll the redirector appll Ca21011 1S configured to sense a trigger
event at the hOst SyStelll an(l1 In response to the tl | ~gger event to
continuously redirect electronic nmessages fromthe host systemto a nobile
data COmM1t1111Cat 1011 de~'1Ce; an encryption nodul e operating at the host
systemthat encrypts the electronic nessages prior to redirection to the
nobi | e data conmuni cati on device; and a decryption nodul e operating at the
mobi | e data comuni cation device that de@®ypts the el ectroni c nmessages that
are received fromthe host system 82. A nobile data conmunications device
conprising: ard hét'ﬁﬁ"I‘“ds%}ﬂ“ém1ﬁaﬁb‘ab?ré%‘ﬂ”%‘é&éller?@el’éﬁ(ﬂ“’r"é‘ﬁ%% Wingrkee syagedat a
redi rector conponent, operable with the email system that upon generating
a nmessagendtdeiessmsbild keetnicd raOeh (MPIT oDPLEASY VNS aesieselo yyd hopss sage
sender destined for a nessage recipient, configures address information of
t he genematcedorkessage such that the transnitted nessage appears to have
been generated at the nessage sender's host systeminstead of at the nobile
data connnuni cati on device Ss A nobile ~tat~l conul unlcatl ons device
conprislll!~an i:1Tlall system capable of sendi n~~ and recemn~~ nessages;
c 9 ACT +6~02 Thétnecthduediclagtiof fuaREMeMPAting ORGEM Wrovidink A pafsreasesinl thobile
;yst~m that upon generating a nessage at the tnobtle d.lta comuntcatiotis
devi ce by,a SBSsutcaBos8Oder destined for a nessage rcc2pient, configures
address I nformatl on of the gwe2-ated nessage such that a transnittcd
nmessa~z uses an zmail|l address used by the nessage sender at a Second ~natl
system 8r :~ nethca of red2rc;a:!:~ data ite;ns ' _'roma host svst~-mto a

~r, 0b2V~ Iqat a1HMh io%co"i"%’ﬂﬂn‘?o: tﬂithe(::r%mgh(sjlﬂgg AR e%%t"tppoz\'xcﬁltlgezllzﬁe\%e equipped to

receive both voice and non-voice data messages as said mobile data communication device

18 The method of claim 1, further comprising the step of providing a preferred list at said
host system for himiting the redirection step to redirecuing only those data items that are

transmitted to said host system from a sender on the preferred list

-

19 The method of claim 18, wherem a user can add and subtract senders from the preferred

hist

20.  The method of clamy 18, wherein the preferred list 1s activated and deactivated at said

host system .

21 The method of claim 18, wherein the preferred list 1s activated and deactivated by «

commard message transnutted from said mobtile data communication device to said host svstem
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~. ~Ch:t! ~111"".nU .1 :: ~~ei 111F Z~'ent :It the 110S1 $VST Lil. 7&,““T
~l~LeClIn_tllat !'. trl _'"erln_ e~'c=nt has occurred ai Ille "rl Ot
~|~sleil'l ~Q TCIl:::1::n~3C =Cr, CIl-~C1'v127~ Cata ::~".rnS at

the 1:05t SyStCm d. tn response to tt:e a ie~er and as data itens are
received at the host system eontlnuously ; ectrec tlng tl:e received data
:tans from:!:~ :cst system to the trehlle i,GrIt:ILC.Ctlon devt~~c) e.
doteammt n~ ;:ether each data itemulclttdes an attach:rent .lnd a ~0)
determmi n~ the typ~; of attaclunent; F, providing attac™.rleltt redirecnon
i nformation, and, redlreettn5 tug <. ttamhnent tn accordance with the
attachnment r7d rect g ; T q § The nmet hod of
cl ai m 8422wher 8f Rt "éf't %%JéF]FréHtCWr“ébhL “é‘dt“ ‘Bh‘ iﬂ’l“df'H“&hB‘H‘ PR Odbl%"s PHAETYY
nore attachnent Hypes that the nobth. comruni cation device can receive and
process. 188y cPRESHBEINGY! IvF! ©FEi'm 84 wherein the attachnent redirection
information i ncludes one or nore attachnent types and one or nore
associ at ed commands whi ch control processing of e3.;11 3ttaCLtinetlt ty' ~C
by the host system 87. Tho nethod of claim SG wherein the one or nore
comrends 23 ncl GTdemailodmielndn f o istan thewseraad addandtsehr@c sadbrs ment the o derdalt a
store accessible by tl:e lost system 88. The nmethod of claim Sf,) wherein

the one gk HFBsHATRBAESNINAE] MeBa@ RIBBRMNEhohOE diiedbh@ahicngnary Rt taesdment
to zn external machine conpatlble with the attachnent. 89. The , nethod of
clai m 8ny,mhenghn the one or nore commands tnc | ode a command t br
redirecttn~ a data tt: maCCachtneni tO the nobile conmunication dento.

24 A method of replicating data between a first system and a second system , comprising
the steps of:
[A] establishing a first set of data elements at said first system as subject to replication

with a corresponding second set of data elements at said second system
[B] detecting a fust event tngger at said first system ; and

[C] m response to the first event tnigger. continuously replicaning data between said first

system and said sccond system by

[C.1] detecung a change n at least one data element in the first set of data elements at

said first system .

[C.2] providing an indication of the data element n the first set of data elements that has
changed to said sccond system by placing mformation i an electronic wrappcr delivered to said

second system as part of a data tansfer transaction,

[C 3] mtiatung the data transfer transaction. thereby tanslerring tive clectionic wrapper to

sird second systum .

[C 4 receiving the eleciionic wrapper at sard second system



90. The n Zethod of claim8 ~, wherein the step of providing attachdght00T 2002
redirection information is pronmue~l by information transmtted by the

nobi | e comruni cati on device. 91, The IllethO;l of claitl ~S. wh;:remthe
e:ctetnal inacl:!'ne 1S a pru::cr Z. ~I (~C1 ?, 00Z -4 8 92- The net hod

of etaitn 88. wherein the external nmachine is a facslInile machine. 93. Thz
nmethod OF C~~11111 88) Weretll the alttliChlrlellt 1S a SOtllt'1l 111e alld

the Gxtcrnal machine is a voice nmail system 94. ~. nethod for redirecting
data itens froth a first systemto a second system conprising the steps
of: 0. recei~~in~ data henms <It the fiT¥f systeln: b. r-edLleClIlIl|~ each

rec~:wed data itemti~omthe first systemto the second system c.
det er mi ni ng Whet REPC P2 PaglsFYANC YAWES ¢¥m i ncl udes an attachnent: d. if
so, then sending attachment redirection information fromthe second system

to the f rst @y§tRlueN@r@sponesh UeG ticnnt hehadkaciyrest di:Ocithen s eaemdn
systen) an external machine conpatible 1111 LlIlc :lltachril('11L, or botf~,

I n lCxxrﬂgﬁgg?M%%nf&mg”éﬁBﬁg@ék&%ﬁprﬁbﬁglr8C|;011 |t1t011n3i lolt. 95.

Tlte net claim9-E, w herel the external machine is a new-orl ced
printer, 96. A mnhod of redirectin; data itelns froma host systemto a
nmobtl e cotnntrnl cation device conprisrng the steps of: a. confi~u;in~ a
Irte~ nn~ event tlt the host system ?~?2C~1i "n~? -49

25 The method of clanm 24, further compnising the step of providing a host computer as said

first system and a hand held electionic device as said first second system.

20 The method of claim 2. further comprising the step of providing a hand held electronic

device as said first system and a host computer as said second system.

27 The method of claim 24. further comprising the step of configuring the data transfer
transaction as an electronic message sent from said first system through a data network to said

second system

28. The method of claim 24, further compnising the step of providing a sct of calendar entries

as the first set of data elements.

29 The method of claim 24, further comprising the step of providing a set of address book

centries as the {list set of data elements

~

30 Che method of claom 27, turther compnising the step of providig an attachment to the

clectronie message



b. sensing that the Ily~wine event has occurred at the host systemZéhdilT 2002
~nerartn~ a trt~?~~~r; 111cl. c. mresponse to the trig ~ler and as the
data itens are received: i. storing the re~;eived ilara itens in a Bats
store accesstblc to the !lost system and ii. continuously fonvarding the
received data itens fromthe host systemto the nobile conmmuni cati on device
to thereby mrror the stored data hens at the | ost sysremotz the nobile
conmruni cation device 9~ The tllethGd of claim96 tvheretn the stored data
itens include emat|l nessages. 98. The nethod of claim9?, wherein the
stored data itenms further include voice3hail nmessages. 99. A se >;

ver - based ena'b st stemoperable with one or nmore wireless communication
devi ces cbnpri ?Hﬁm”ﬁftQ“EédPﬁé@FBFmBWﬁﬁﬁh AP RGP M RSAV LR ENY enai
nmessages destined for a frsL ematl address associated v.ath the enai
system BUSHESORR SHEE I HBOY uilsihe BN idp Blealss 'éBYHibini cati on devi ce
associated with the lirst enma~l address; and, ~~a~ | 211Q- -50 ii.
upon receiving enmail nmessages generated at thz nobile device pushes the
received etnaii nessages to respective enmail nessage recipients ttSine the
first cnBail Atdmedsdasciam d4.iviiernat ihagneinglihcladidresy.of 1@EL varfrom nfidr mat i on
system operable with one or nore wirel ess conmuni cati on devi ces conpri sing:
a. an enmedcbnéygie@im opoesttd guatepacasenver; and) b, a redirector conponEnt
associated with the email systemconprising: i, neans for reoirecting
c:rmail to users of the email system having a wirel ess conmunication device
associated with their respecti~e user accounts, wh~retn each user account

is uniquety iggnbifibeds BYinash &MRidin the method includes a step of processing the request to

begin replication

34 The method ot claim 24. wheremn said second system can limit the information being sent

to 1t by sending a command to said first system

35 A method of redirecting messages between a host system and a mobile data
communication device. comprising the steps of’

configuring one or more redirection events at the host system.

detecting that a redirection event has occurred at the host system and generating a
redirection trigger.,

receiving messages at the host system from a plurality of message senders;

in response to the redirection trigger. contmuously redirecting the messages from the
host system to the mobile data commumication device;

recerving the messages at the mobile data commumcation device,

generating reply messages at the mobrle data communication device to be sent to the

plurality of message senders and transnutting the reply messages to the host system,



address; ii. means for us~n~ the enail address of a user as an oti~ipatinng
emai | address when an emat| nessage is conposed and transmtted froma

wi rel ess comruni cation device. 101. .fin r.nformation systemas clained in
claim99. wherein the email systemfurther conprises: a, an incom ng
inforrr~at~on store; and, b. an outgoing infornetion store wherein one or
mare of the etnatl nessages transmtted fromthe wirel ess conmuni cation
device is stored in the outgoing information sore

AGH. A&F, . A9. . A"l . A'fe. AuR AH r. A" FR AY . A&n. A9. A99. As_. A(L.AL! .AL3

. A9FL. A% AL% AL9. A& . AY. A?. A@.A5. A. As. As(. A'5Y .AL.A A9!2 A lr.A( .A9r.A
.AY. A9H, 2. A9. AL. A&Yl . AX3.A(l .A& _.A93A9n2 . A& .AY . AF. Al . AKX 7f

receiving the reply messages at the host system and contiguring addiess imformation of
the reply messages so that the reply messages appear 10 have been generated at the host system
instead of at the mobile data communication device: and

transmituing the reply messages from the host system to the plurality of message senders.

36 The method of claim 35, further comprising the step ot

stonng imtormation regarding the configuration of the mobile data communication device

at the host system

37 The method of claim 36, wherein the configuration information stored at the host system
imcludes

(A) the nemwork address of the mobile data commumcauon device. and

(B) an indication of the tvpes of message attachments that the mobile data

communication device can recen e and process

38 The method of claim 37, wherein the contiguration information further includes

(C) an indication of the type of mobile data communication device

39 The method of claum 35, wherein the received messages are addressed using a sender
address and a tecenver addiess. the method further comprising the steps of
determmimye wiether the recenver address s associated with the mobile data

COMMMUITCion do o

2002
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44 The method of claim 42, wheremn the internal event s a calendar alamm

45 The method of claim 42, wheremn the internal event 1s a keyboard timeout signal
40 The method of claim 42, wherem the internal event 1s a screen saver activation
47, The method of claim 42, wherein the networked events include messages to begin

redirection from computer systems other than the mobile data communication device, which are

connected to the host sysiem via a wired network,

48. The method of claim 35, whereimn the mobile data communication device 1s a pager

49 The method of claum 33. wheremn the mobile data commumcation device 1s a device

equipped to receive both voice and non-voice data messages.

50 The method of claim 35, wherewn the host system ncludes a preferred 115t for hmiting the
redirection step to 1edirecting only those messages that are tansmitted to the host system from a

sender on the pretered hist
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52. The method of claim 50, wherein the preferred list 1s activated and deactivated at the host
system.
53 The method of claim 51, wherein the user can add and subtract senders from the preferred

list by configurimy the host system

34 The method of claim 51, wherein the user can add and subtract senders from the preferred
list by transmuitting a command message from the mobile data communication device to the host

system,

53 A method of redirecting electromic data items from a host system operated by a user to
the user’s mobile data comnmmca-non device, comprnising the steps of

configuring an external redirection event at the host system, wherein the external
redirection event 1s the host system sensing whether the user 1s 1 the vacinity of the host system;

receiving electronic data items at the host system; and

if the host system senses that the user is not in the vacinity of the host system, then
contmuously redirecting the recetved data items to the user’s mobile data communication device

until the host svstem serses that the user 1s m- the vaciniy of the host system
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providing a screen saver program at the desktop system.

linking the screen saver program to the message redirecion program. and

1f the message redirection program detects that the screen saver 1s activated. then
continuously redirecting messages from the desktop computer svstem to the mobile data
communtication device until the message redirection program detects that the screen saver 1s

deactivated.

57 A method of redirecting darta items from a server system to a plurahity of mobile data
communication devices. comprising the steps of

providing a redirection program at the server system,

providing a plurality of desktop systems m communication with the server system via a
network,

providing a user profile for each of the plurahty of plurality of deskiop systems at the
server system, wherein the user profiles each associate a particular desktop syvstem with a
particular mobile data communication device;

configuring the desktop systems to detect redirection events,

detecting the redirection events at the desktop systems: —

uansmitting redirection messages from the desktop systems to the server system; and

n responsc to the redirection messages, continuously redirecting the data items from the

scrver svstem to the mobile date communication devices based on the tset profiles
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comprising

174

a first redirector application operating at the host svstem, wherein the st redirector
application 1s configured to sense a triggering event at the host system and 1o continuousiy
redirect information from the host system to the mobile device. and N

a second redirector application operating at the mobile device, wherein the second

redirector application is configured to sense a triggerig event at the mobile device and to

continuously redirect mformation froni the mobile device to the host system

59 A mobile data communication device programmed with computer software instructions for
enabling the steps of*

(A) generating an electronic message having a destination address.

(B) determining whether the mobile data communication device is operating 1n
conjunction with a redirector apphcatnon operating at a host system,

(C) if the mobile data communication device 1s not operating in comjunction with the
redirector application, then transmitting the electronic message to the destination address. and

(D) 1f the mobile data communication device 1s operating in conjunction with the
redirector application, then pachaging the electronic message nto an clectronic envelope having

a host address, and transmitting the electronic envelope to the host system

60. A message redirection method operating at a host system. conmiprising the steps of”
configuring onc or moie redirection events at the host system,
detectmg that a rednection event has occurred at the host system and generating a
redirection trigger.
receiving messages al the host system from a plurahty of message senders,
i response to the rediection trgger, conhimuoushy redrrecting the recenved mossages

from the host system o a mobile data communicauon device associated with the host svstem,
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receving reply messages trom the mobile data commumcation device at the host svstem
and configuring the reply messages using address information ot the host system: and
transmitting the configured reply messages from the host system to the plurahity of

message senders

61 A method of forwarding an electronic message from a host system to a mobile device,
comprising the steps of

recetving an electronic message at the host system,

forwarding a portion of the electromc message to the mobile device.

transmitting a command from the mobile device to the host system to retrieve the
remainder of the electronic message; and

in response to the command, the host system transmituing the remainder of the electronic

message to the mobile device.

62 A messagce redirection method, comprising the steps of’

configuring one or more redirection events at a host system,

detecting that a1edirection event has occurred at the host system and generating a
redirection trigger.

recerving messages at the host system from a plurality of message senders;

in response to the redirection trigger, continuously redirecting the received messages
from the host system to a mobile data communication device associated with the host system;

recerving the redirected messages at the mobile data communicanion device,

venerating reply messages at the mobile data communication device.

transmutiing the reply messages from the mobile data communication device to the host
~Lsiem

recenv iy e rephy messeges at the host svstem and configurmg the reply messages using

addiess mitorniatior of the host system, and
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63. A method of 1edirecung information trom a host system to a mobile device, compnsing the

steps of:

(A) providing a set of trigger events at the host system,

(B) selecting one or more of the trigger events from the set of trigger events;

(C) detecting that a trigger event has occurred at the host systém:

(D) determuining whether the detected trigger event is one of the selected trigger events,
and 1f so then setung a trigger flag at the host system;

(E) recerving information at the host system; and

(F)1f the tmgger flag 1s set, then continuously redirecting the received information from

the host system to the mobile device.

64 A computer svstem for redirecting messages from a mobile data communication device,
comprising:

a host system capable of sending and receiving messages;

a redirector component, operable with the host system, that upon receiving a message
generated at the mobile data communications device, by a message sender destined for a
message recipient, configures address information of the recerved message such that the received
message appears to have been generated at the host system nstead of at the mobile data

communication device
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65. A computer system for reduecting messages from a mobile data communication device
comprising:

a host system capable of sending and receiving messages, wherein a message sender’s
email address 1s associated with the host system;

a redirector component operable with the host system that upon receiving a message
generated at the mobile device, by a message sender destined for a inessage rcctpient, configures
address information of the received message, prior to redirection to the message recipient, such
that the received message uses the message sender’s email address associated with the host
system, thereby allowing messages generated at either the mobile device or host system to share

the message sender’s email address associated with the host system

66. A computer system as claimed in claim 65, wherem a from email address field in the
configured received message is the message sender’s email address associated with the host

system.

67. A computer system as claimed in claim 66, wherein a reply-to email address field m the
configured recerved message is the message sender’s email address associated with the host

system.

68. A computer system as claimed in claim 67. further compnsing a descriptor added to the
configured recen ed message to ndicate to the message tecipient that the message was generated

at the mobitle data communications device mstead of the host systems



10 U 10 Uil z[ <K@ 10 U ' "109%& ()-Y"3 29 0CT 2007
10967& ()-! &Y' 10967 T& ()- 10967& ()-!m 10967 T& ()-! L 109 ()-k !xmbCo
UOF(109& ()- 10T 10T 10T5t 10947& ()- 3

10967& () -/ #1090T& () - - 410947& () - ! & aBmbCo

U9f 109& () - 109%& () - 3109%& ()-109%& ()-! 1098N& ()-f 10% () - RyOdENbCO
U9$109& ()-!109& ()-109& ()- 109& ()-Ls10% ()- Y10%& () - OxdBmbCO

Ul s341098S& ()-s/ 109%& ()-39- @

109& ()-s*109& ()-1(:!10%& ()-S& 109%& ()-o/ ~ @ U

F109& ()- 109 ()-!(10%6QsQ& ()-Z 10 10, ]1088N110%&' ()-LL6109%& ()-/ ! 4dE~ @
Um' 109 513 ~" 1098 () - 10%& () - y10%& 10% 0% ()-4? dE~ @

109&’ () - 1@@@[1{()(1 lor lefts%l]@)n]qsg‘:qgiﬁ /%{n(u)m %d%@j(ﬁ&m 1)[1111%}%011%y&3€( 5011&})11511@

the steps of:

providing a host system capable of sending and receiving messages.

providing a redirector component, operable with the host system, that upon receiving a
message generated at the mobile data communications device by a message sender destined for a
message recipient, configures address information of the received message such that the received

message appears to have been generated at the host system mstead of at the mobile data

communication device

70. A method as claimed in claim 69, wherein the configuring step provides for a from email
address field in the configured received message is the message sender’s email address

associated with the host system

71 A method as claimed n claim 70, wherein the configuring step provides for a reply-to email
address field i the configured recetved message 1s the message sender’s email address

associated with the host system

72. A method as claimed in claim 71, wherein the configuring step further adds a descriptor 1s
added to the configured received message to indicate to the message recipient that the message

was generated at the mobile data communications device instead of the host svstem.
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sender destined for'a message recipient comprises the steps of.
recerving a message, generated at the mobile data communicatnions device by the
message sender destined for the message recipient, at a redirector component associated
with a host system wherein messages generated at the host system by the message sender
use a first address;
configuring address information of the recerved message such that the received
message uses the message sender’s first address as the address originating the message, thereby
allowing messages generated at either the mobile data communications device or host system to

share the message sender’s first address;

redirecting the configured recetved message to the message recipient.

74. A method as claimed n claim 73, wherein the message sender’s first address is an email

address associated with the host system.

75. A method as claimed 1n claim 74, wherein the configuring step ensures a from email
address field in the configured received message is the message sender’s email address
associated with the host system
76 A method as cliumed i claim 75, wherein the configuring step ensures a reply-to email
address field m the configured tecerved message s the message sender’s emal address

associated with the host system
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10' 109%&' (7y_ A method for redirecting messages between a host'system and a niobile data

communication device, comprising the steps of

configuring one or more redirection events at the host system,

detecting that a redirection event has occurred at the host system and generating a
redirection trigger;

recelving mmcoming messages directed to a first address at the host system from a plurality
of message senders:

in response to the redirection trigger, continuously redirecting the mcoming messages
from the host system to the mobile data communication device,

recelving outgoing messages generated at the mobile communications device at the host
system;

configuring address mformation of the outgoing messages so that the first address 1s used
as an originating address of the outgoing messages; and

transmitting the outgoing messages from the host system to message recipients.

78. A method of forwarding an electronic message from a host system to a mobile device,
comprising the steps of:

(A) recerving an electronic message at the host system;

(B) forwarding a first portion of the electronic message to the mobile device;

(C) transiiting a command from the mobile device to the host system to retrieve a
sceond portion oi the electronic message,

(D) m response to the command, the host system transmutting the sccond portion of the

clectrome messace 1o the mobile device, and
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79. A method of redirecting electronic messages from a first system to a second system,
comprising the steps of
providimy a redirector application at the first system for 1edirecting elcctronic messages
from the first system to the second system;
providing a plurality of redirection rules at the first system for limiting the electronic
messages that are redirected to the second system. wherein the plurahity of redirection rules
includes a first rule that limnts redirection to a preferred list of message senders and a second rule
that limits redirection to messages of a specified priority level,
configuring at least one redirection event at the first system; and

sensing the redirection event and continuously redirecting electronic messages that satisfy

the plurality of redirection rules from the first system to the second system.

S0 A method of forwarding information from a host system to a mobile device, c_omprising the
steps of

providing a redirector application at the host system;

configuring the redirector application to forward a plurality of information types to the
mobile device, wherein the plurahty of information types includes e-mail messages, calendar
data, and meeting r;aminders;

configuring the redirector application to sense a plurality of redirection events, wherein
the plurality of redirection events icludes a screen saver activation event and a mobile device
command event. wherein the scieen saver activation cvent occurs when a screen saver
application operatimg at the host system 1s activated and the mobile device command event
occurs when a user of the mobile device ttansmits a command to the host system to trigae

redirection,
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81. A secuie electronic message redirection system. compiising:

a host system having a redirector apphcauon, wheremn the redirector application 1s
configured to sense a trigger event at the host system and 1n response to the tiigger event 1o
continuously redirect electronic messages from the host system to a mobule data commumcation
device;

an encryption module operating at the host system that encrypts the electronic messages
prior to redirection to the mobile data communication device; and

a decryption module operating at the mobile data communication device that decrypts the

electronic messages that are received from the host system

82. A mobile data communications device comprising:

an email system capable of sending and recetving messages;

a redirector component, operable with the email system. that upon generating a message
at the mobile data communications device by a message sender destined for a message recipient,
configures address information of the generated message such that the transmitted message
appears to have been generated at the message sender’s host system instead of at the mobile data

communication device

83 A mobile data communications device comprising

an email svstem capable of sending and receiving messayes:
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mail a dress used by the message sender at a second cmatl system

84 A methed of redirccting data items rom a host system 10 2 mobile data
commumcanon divice, vompnsing the steps of

a. ceniisuring a igeering event at the host system,

b. detecung that toe trigenng event has occurred at the host system and
Jengraling a r.gger;

¢ recerving darta izems at the host system;

d. nresponse to the migger and as data items are recerved at the host system,
connmuously recirecing the received data irems from the host system (o the
moebile communication device,

e. determining wethee cach data item mcludes an attachment and 1f zo.
determining the type of attachment;

f. providing attachment redirection informaton, and,

redirccting the attachment tn accordance with the attachment fzdirecvon
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S7. The nmethod of claum 36. wheremn the one or more commands include a command

for storing a data item atachment to a data store accessible by the host system.

88. The method of claim 8¢, wherein the one or more commands include a commmand
for redirecting an attackment to an extcrnal machine compatble with the

attachment,

89. The method of claum 86, wherein the one or more commands include a command

for redirecting a data 1t:m attachment to the mobile communication device.
90.  The method of claim 8 4, wherein the step of providing attachment redirection
information is provided by informauon transmutted by the mobile communicauon

device.

O1. The method of claim $8. wheremn the external machine 1s a priter
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93, The method of claim 88, wherein the attachment 13 a sound f{ile and the external

machine is a voice mail ;ystem.

04, A method for redirecting data items from a first system to a second system,

comprising the steps of:

a, receiving dara items at the first system:

b. redirecting each reccived darta item from the first system 1o the second system;

¢. determining whether the received data item includes an attachment;

d. if so, then sending attachment redirection information from the second system
to the first system; and

e. redirecting the attachment to the second system, an extemal machine
compatible with the attachment, or both, 1n accordance with the attachment

redirect;on mformaion.

95. The method of claim 9:, wherein the external machine 1s a networked printer.

96. A method of redirecting data itemns from a host system to a mobile

communication device comprising the steps of:

a. configuring a rigg :ning cvent at the host system;
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system; and

ii. continuously forwarding the recerved data items from the host system
to the mobile communication device to thereby murror the stored data

items at the host system on the mobtle communication device

97 The method of claim 96 wherein the stored data items include email messages.

98. The method of claim 97, wherem the stored data items further include voice mail
messages.

99. - A server-based email sy stem operable with one or more wireless communication

devices comprising:
a. aredirector component that:

i. upon receiving email messages destined for a first ematl address

associated with the email system, pushes the email imessages 10 a

wireless cornmunication device associated with the {irst email address;

and,
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il. upon receiving email messages generated at the mobile device pushes
the received einail messages (o respective email message recipients

using the first cmail address as an originating email address.

100.  An information system operable with one or more wireless communicaton
devices compnising:
a. an email system operating ar a server; and,
b. aredirccror component associated with the email system comprising:

1. means for reairecting email to users of the email system having a
wireless communication device associated with their respective user
accounts, wheremn each user account is uniquely identified by an email
address;

ii. means for using the email address of a user as an onginating cmail

address wheyn an ema:il message is composed and transmitted from a

wireless comumunication device.

101, Annformation system as claimed in claim 99. wherein the email system further
comprises:
a. an incéming information store; and,
b. an outgoing information store wherein one or —morc of the emall messages
transmitted from the wireless communication device is stored in the outgoing

information siore
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