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417

402 GENERATE, BY OPERATION OF THE
METERING DEVICE, A RANDOM ID VALUE, AND A
SECRET

'

r

.

404 TRANSMIT, BY OPERATION OF THE METERING DEVICE,
TO A HEADEND DEVICE, A SERIAL NUMBER OF THE
METERING DEVICE, THE RANDOM ID, AND THE SECRET,
WHEREIN THE TRANSMITTING IS PERFORMED AT LEAST IN
PART OVER A PRIVATE NETWORK, E.G., AN AMI NETWORK

N\

J

'

406 RECEIVE, AT THE METERING DEVICE, A
FIRST CERTIFICATE FROM A CLOUD SERVER

'

408 VALIDATE THE FIRST CERTIFICATE, BY
OPERATION OF THE METERING DEVICE, WHEREIN
THE VALIDATING RESULTS IN A FIRST
AUTHENTICATION FACTOR

'

410 SEND, FROM THE METERING DEVICE TO THE
CLOUD SERVER, A SECOND CERTIFICATE
ASSOCIATED WITH A SECOND AUTHENTICATION
FACTOR

'

To FIG. 4B

FIG. 4A

/ 400
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400
FROM FIG. 4A / (Continued)

412 SEND, BY OPERATION OF THE METERING
DEVICE, A CHALLENGE REQUEST TO THE CLOUD
SERVER

414 RECEIVE, AT THE METERING DEVICE AND
FROM THE CLOUD SERVER, A CHALLENGE
RESPONSE COMPRISING INFORMATION BASED
ON THE SECRET FROM THE CLOUD SERVER
CONNECTED TO THE INTERNET

416 VALIDATE, BY OPERATION OF THE
METERING DEVICE, THAT THE CLOUD SERVER
HAD POSSESSION OF THE SECRET, WHEREIN

THE VALIDATING RESULTS IN A THIRD
AUTHENTICATION FACTOR

418 RESPONSIVE TO SUCCESS OF THE FIRST,
SECOND, AND THIRD AUTHENTICATION FACTORS,
TRANSMIT DATA GENERATED BY THE METERING

DEVICE TO THE CLOUD SERVER

FIG. 4B
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[ 500

502 RECEIVE FROM THE METERING DEVICE, BY
OPERATION OF THE HEADEND DEVICE, A SERIAL
NUMBER OF THE METERING DEVICE, THE
RANDOM ID OF THE METERING DEVICE, AND THE
SECRET, WHEREIN THE RECEIVING IS FROM THE
PRIVATE NETWORK

504 SEND TO THE CLOUD SERVER, BY
OPERATION OF THE HEADEND DEVICE, THE
SERIAL NUMBER OF THE METERING DEVICE, THE
RANDOM ID, AND THE SECRET, WHEREIN THE
SENDING IS PERFORMED OVER THE INTERNET

FIG. 5
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717
Ve 600

602 RECEIVE, OVER THE INTERNET FROM THE
HEADEND DEVICE, A SERIAL NUMBER OF THE
METERING DEVICE, THE RANDOM ID OF THE

METERING DEVICE, AND THE SECRET

604 STORE THE SERIAL NUMBER OF THE
METERING DEVICE, THE RANDOM ID OF THE
METERING DEVICE, AND THE SECRET

06 RECEIVE, OVER THE INTERNET, THE
SECOND CERTIFICATE

608 VALIDATE THE SECOND CERTIFICATE,
WHEREIN THE VALIDATING PERFORMS THE
SECOND AUTHENTICATION FACTOR

610 RECEIVE, OVER THE INTERNET, THE
CHALLENGE REQUEST

612 SEND THE CHALLENGE RESPONSE,
WHEREIN THE CHALLENGE RESPONSE IS
ASSOCIATED WITH THE THIRD AUTHENTICATION
FACTOR

14 RECEIVE THE DATA GENERATED BY THE
METERING DEVICE

616 LOOK UP (E.G., BY A MAPPING PROCESS)
METER ACTUAL ID, SERIAL NUMBER, FILE
NUMBER, RECORD NUMBER, ETC. USING THE
RANDOM 1D

618 STORE METER GENERATED DATA AT THE

CLOUD SERVER BASED ON THE ACTUAL METER
ID, AS DETERMINED BY THE MAPPING PROCESS .




