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device identifies a portable storage device connected
thereto. [21] The authentication information my
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portabl e storage device according to a result of the
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embodiment of the present invention;

FIG. 5 is a flowchart of a contents management method using a portable storage

device according to an exemplary embodiment of the present invention;



[41] FIG 5 is a flowhart of a contents managenent
nmet hod using a portable storage device according to an

wez@sphasy enbodi nent of the present inventi onP¢HERR2005/000545

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]
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The user terminal 21 obtained the encrypted content may request a rights object
from a rights issuer 23 to obtain a right to play. When the user terminal 21 receives the
rights object together with a rights object response from the rights issuer 23, the user

terminal 21 can play the encrypted content using the rights object.
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i ssuer 23, the user termnal 2 1 can play the
encrypted content using the rights object.[53]
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encrypted and stored. [76] Meanwhile, the portable
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For example, the host device 100 may send a command such as an authentication
response to the portable storage device 200. Then, the portable storage device 200
sends a certificateM and an encrypted random nurnberM to the host device 100 in
response to the authentication response.

In another exemplary embodiment of the present invention, both of the host device

100 and the portable storage device 200 may issue commands.
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In operation S50, an authentlcatlon response procedure is performed by sendmg an
authentication response from the host device 100 to the portable storage device 200 or
from the portable storage device 200 to the host device 100.

During the authentication response procedure, the portable storage device 200
sends a portable storage device public keyM and encrypted random nurnberM to the host
device 100.

In an exemplary embodiment of the present invention, instead of the portable
storage device public keyM, a portable storage device certificateM may be sent to the
host device 100.

In another exemplary embodiment of the present invention, the portable storage
device 200 may send its digital signatureM to the host device 100 together with the
encrypted random nurnberM and the portable storage device certificateM.

In operation S60, the host device 100 receives the portable storage device
certificateM and the encrypted random nurnberM, authenticates the portable storage
device 200 by verifying the portable storage device certificateM, obtains the portable
storage device public keyM, and obtains the random nurnberM by decrypting the

encrypted random nurnberM using the host device public keyD.



is not registered in the CRL, the portable storage
devi ce 200 obtains the host device public key using
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SofPr a random number may 1ndicate a number, a combinatioh of numbers, or a
character string that is generated using a random number generation module, or may
indicate one number, a combination of multiple numbers, one character string, or a
combination of multiple character strings selected from a plurality of numbers or
character strings stored previously.

[110] In operations S110 and S120, the host device 100 and the portable storage device
200 that share each other's random numbers generates their session keys using both of
their two random numbers.

[111] To generate a session key using the two random numbers, an algorithm that has
been published may be used. A simplest algorithm is performing an XOR operation of
two random numbers.

[112] Once the session keys are generated, diverse operations protected by DRM can be

performed between the host device 100 and the portable storage device 200.

[113] When the authentication has been completed in operation S330, the host device
100 sends a request to access predetermined encrypted content to the portable storage
device 200.

[114] Here, the host device 100 may search encrypted contents stored in the data section

224 and then request desired encrypted content. Alternatively, the host device 100 may

10



t he host device 100 sends the encrypted random nunber

to the portabl e storage device 200. [106] In an
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[115] enbodh wperatiors B3k theatontenhacdassstquisvofctbe hQOQ davide i O@is transmitted

po{ttﬁ@h@ce%&)rn%ﬁmd%\?i ce 200 generate their own random
number & and use each

) ot her's random nunbers,
[116] r anddmeeeretiemh3af) dut dogess wenteeltos 230 setgeves cacriypied gpntent cor-
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one e .ho evi ce e portable. stor

[117] devi dB opBlgmS Weal}@ liﬂéhif‘dwe@ pefiREMR GRerion Feif gagrypted
sup@t@rent randommess. [109] In exenplary enbodi nment s

of t h inve ndaom nmay b
11181 Gener SteaTur g T et 8P CEOMIDE b TtRa coms. e
s hasnis. coplrperr¥aimay rgstrigt tha acksss ellthd bost nlayi0© ¢0bne

[119] MU anﬁ aRGh&CxeHh iafrf @n@o&ihﬂ:?@ bk ¥ n@ on%ﬁ}p@ [t éh‘u{tﬁge Brage

a device or a s I nati on o

MVC o
nuﬁ%yé%esZ(@erp@cb%pqaﬁ‘éls ehichnyillihe dﬁéfd}hefi &alowa random
[120] NUMbETGNRYs 186w eHrYothEmehbd BBERIatik butﬁetﬁ[t@ﬁ@{ﬂn%rmatlon included

PR res B8 24 “Bron DR IonGiores Bl BOARE Siofiee device
st 20y geddnding it argexmqﬂmd:nﬂ@dngem of & ghodsemui nation.
[121] gener@ 1? i %)Eftli 16 e%}/onLﬁglqbct%E %oﬁgbei 04 %rdew% 200 is
on p‘fe nunobers, one chara SEF ng,
or C@n@@m‘ﬂ) m@tth@m%ﬂemﬂ 10G e opdratiac €0, ﬁlemosmtgkvwe 100 and the
Seh&edpRstbla@t i EUOaﬂéIonmodfn aﬂHﬁHﬁéaﬁoﬁr r&RaiRClisl th% s

strings stored preyiousl I n oper at1ons Sl

antrerfigigion Pﬁ@eﬁ@gﬂﬂ%gﬁeéén lfiﬁ) %way begeriyitedpl e st or age
[122] devi oRheBe ab@knsdadioe hedsdan Qbﬂ@retesi maipe@ﬂb@ sab® rﬂse host device

t th
O A et o ol GRS BBl ba Yiab i i Rgacon
t h8430umther wordt gmocesstio €1 8 frapsmidd tho infommtionaipdinasedpestrio the access

pu y be used. A sinplest algorithmis
pe%dgs)ggﬁzﬁn XOR operation of two random nunbers.

[123][ 112]In @n@rétwm%@éstsre@wn&@whﬁﬁ@fogéﬁana{péate refugsl; ghe access

Y p&frﬁ‘ﬁo'll@ﬁ%%dﬁtv@l@g ﬁﬁa&é‘ss@gﬁ'ﬂng N (HREcRBERSH FBEPEIINGSERA a read-only
t he Host devi nd the portable storage device

2008104¢ yfapn ‘?1@0 ©rt henti cati on has been conpl et ed

[124]i n oaefeeda'ften i153@0atidnhtet 700t hdevdesize 100 asepds tie reagust section
t 02%?‘% %I}e e?aeetel)eoa Vfl?e ngorenC Fctf%%fﬁ?%tat%q}lﬁo%r%at%&nep%

[125] d evi ¥ helrome rmaglats ehthelposinlle pioragt devict's nertifisato igdrmation¥2 3c is

da&&nﬁl@&:ﬁ iiI?Gperation S480, the access controller 230 converts the access setting into
the read-only mode to prevent other host devices from accessing the restriction section
223 without permission in operation S490.
Industrial Applicability

[126] As described above, according to the present invention, a rights object and
encrypted content can be easily moved through a portable storage device, and
therefore, the convenience of users using the encrypted content is increased.

[127] Although the digital rights management structure, the portable storage device, and

the method of managing contents using the portable storage device according to the
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224 and then request desired encrypted content.

Alternatively, the host device 100 nayrequest an
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the desired encrypted content that is known in

advance [115] In operation S350, the content access

pieest ifentibiehdve Vel @cEBedlW{ih rdfeleh@®Thd &@Kﬁlﬁlﬂytehfbodlments

t | | 6 t
SR ST bl i P eCbe i ypereor
r eRptrhad wmgouscsubdt&utwmtaedimoahfmenslwaebsd:n fuggestechim thafaegoing

(géscﬁﬁttu%zﬁnd L&ly vaﬂi &cﬁpﬁrtﬁ& tcﬁ‘ o§(%K8‘|y sk?ﬁaqgesﬁrt dﬁ}\éirecfgre all such

rms an operation on
[ 1&t8>]st1wlf1@@8r arldrréochégatw@éatecletem@@i t@dqmrréﬁtrwdtménn the scope of the
OpRivahti AR ihOLINARE iyRhesh aamtent, the access
controller 230 may restrict the access of the host
device 100. [119] In another exenplary enbodi nent,
information stored in the portable storage device 200
may be updated, which will be described bel ow. [120]
FIG 7 is a flowhart of a nethod of updating
aut hentication information included in the restriction
section 223 anong information stored in the portable
storage device 200, according to an exenplary
enbodi nent of the present invention. [121] Referring
to FIG 7, in operation S410, the portable storage
device 200 is connected wth the host device 100. In
operation S420, the host device 100 and the portable
st orage device 200 perform an aut hentication
procedure. Here, the au thentication procedure
illustrated in FIG 6 nay be perforned. [122] Wen the
aut henti cati on has been conpleted in operation S430,
the host device 100 generates an infornation update
request in operation S440. Then, in operation $S450,
the work processor 210 transmits the informtion
update request to the access controller 230. [123] In
operation S460, in response to the infornmation update
request, the access controller 230 converts an access
setting of the restriction section 223 froma
read-only node into an updatabl e node. [ 124]
Thereafter, in operation S470, the host device 100
accesses the restriction section 223 and updates the
portabl e storage device's certificate information
223c. [125] When the update of the portable storage
device's certificate information 223c is conpleted in
operation S480, the access controller 230 converts the
access setting into the read-only node to prevent
ot her host devices from accessing the restriction
section 223 wi thout perm ssion in operation S490.
I ndustrial Applicability [126] As described above,
according to the present invention, a rights object
and encrypted content can be easily noved through a
portabl e storage device, and therefore, the
conveni ence of users using the encrypted content is
i ncreased.
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[1]

(2]

[3]

[4]

[5]

[6]

[7]

[8]

[127] Although the digital rights managenent
structure, the portable storage device, and the nethod

woRoosamEe: Nng contents using the portabl e stor aPEeT/E&20050800545

according to thepresent invention have been descri bed
with reference to the exenplary enbodi nents thereof,

it will be understood th jnvention is not
limted to the details tﬁgléanbRather vari ous

substi F\Lﬂlglwﬁgﬁ@%dﬁﬁgélﬁétﬁﬁﬁh&ﬂl% c%ﬁif)%sf?@en suggested in
t he foregoing description, and ot her wi ll occur to

t hose HFCCHIR 581N %qmrrsnigrpw@ kgyinforpatien dcrypipgraphic method
such silsriativh mdikh fe dilndib deaypdnforabgon Maededed encrypted by
be enbr ﬁcsﬁ% within the scope of the invention as

def i ned"?Hh “tH&E appended clains.dainms [1] A digital

ri ght sa rstratjenseitios comptising agibrpidagpmgifommatiec weilized for au-
sectio i

orypt o%‘lr R S AL R B A DR 0 regaying content
decryp#nd nformati on that has been encrypted by a host

devi cej daa %&ﬁf‘oh'c@in'pﬁ@m% Bhérly PRd CORBAt vhiBl the host device attempts

aut hentication information utilized for au

t hent i ¥&P181%- wi t h the host device and rights object

i nf or N&hé ﬁ@itﬁl&@ltﬂmﬁ@gemﬁhmmptuwdf daidat duskatcomprising a system
compr | Slcpgn encr %f; t enrl] or \Ma?U fl fucﬁl il IZC&j% t}Feehos% device to
attenpt’s atcesd g1 Tal i ght s “anagEmen

st r uct dentifyfa pxllrtabkn S!Loragaﬁetvmrcoomcpadu tQIt]ﬂ'ﬁgh($t égi\scceem

sect o'mhé:@igﬁﬁl' r?éh@sgmh Eiehi &fuctund Of aﬁﬁ PG I?hé a?uthentlcatlon

ut|I|zed the host device to identify a portabl
st or ag® %@Wle% CRPATIES BE gt e RE PHR] it key dyfopiatiqnyf Wétlfwaﬂon

di gi t ahuthdr@ht sublieRag eifeithathlof @tpuﬂablefstoedg@lmﬁe connected with the

et ﬂ%@ﬁg\élg%%gﬁ%?%ﬁtéie@ﬂ?' AR IR Bl R R vigs with a

aut hor digital sprtature okehy cemiffiontiat almlnorﬂff adportifebicaevocation list in-
storagg deyi e connected with the host device,

certifica e I'nformati on signed of the portable storage

devi ceThy digital refihd manageingniatycarodl elie Tevhar¢in pabliokey in-

aut hor fdr¥ a6k he Eél’tlflbé‘tﬁ;neauﬁﬁ)‘ﬁ?}@ Atdsedtd de3typh B certificate of the host
formation. [4] The digital rights managenent structure

of cl aflfHies: vvhereln public key in formation of the

certif TE@ﬂﬂgQﬁl r&glh&maﬂldg\ﬂfmieﬁt Sﬂﬁletﬂlré Of slget y, m/heiiem the pubhc key in-
certif #}gat e 0

manageliEne ety bt s ek el st CFy Mol lsfoe 30 bFerypt in-
key i nformanet fodwe tohsmitedgo ticglirebltstragredayeei ce i s

used byt by 1t51q‘?%hh§jrﬁ\c{ﬁeflﬁ%n%ﬁ ¢ RREHYOLS él of 9rvﬂ?e‘ré[~ g@hél;%r@f?cate in-

transmtte estorage ev ce
di gi t aformpier af thﬁﬁg@%éﬂ% plorage dendeqiand B certificate sevocatlon list in-

wher ei fyrinB€ortftlukdd ©akfiry WhéMENBE hed deict hed B rpbﬁ%l@ storage
ificate revoc

storage device and.the cer i.on Qll)eér
T or mat T e BB B 8 AP G CPR BF RS TPt dherecisd the
and t hpofmbld sacbxiage déviccage devi ce are authentic during
aut hen,ﬁ.hé: (? l?l?s \Aggage}nlggt stl%%{ur & clg th @ dherelg the rights object in-
portable s or a
formation comprises at least one of a definition of a right to the encrypted
content, constraints to the right to the encrypted content, and a right to a rights
object.
A portable storage device comprising:
a nonvolatile memory which stores encrypted content, rights object information

regarding the content, and authentication information utilized for authentication
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[7] The digital rights managenent structure of claim
6, wherein the rights object in formation conprises at

wo e@soare of a definition of a right to the ePCT/KR2@E/000545

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

content, constraints to the right to the encrypted
content, and a right to a rights object. [8] A

por t ablyah athek@aleicdemide conprising: a nonvolatile

menory which stores encrypted content i ght s. obj ect

o or Wt S RO RP I G B R e B iR B the
i nf or madrivotutilt mkmpedaccondirmubhensulceftthoawherticatidrost

devi c e"fh?ﬁ(gta%gbs{f&gg% Igfe\%)éq(;f{ C(Mihleg fwﬁL& Qoﬁﬁ{iﬁﬁg%wgy processor

permts ce to access the nohvo

menor yWwatsb greficigs teraralatedior the puthprticatiemeth iteahgspaevice and the
[9] Thgcpardrad gossti®ri@ge device of claim8, further
conprisjng a rk processor which processes I

el at edMs Borfale SierRe ATl GHM: OHICEHE MV@@@?«&%@‘%M

the aceesmisof: the host device. [10] The portable

renor v sonih Feugh oGBTE b0t AaRraipl PRy BY 0host device to
i dent i fdemtifyithd portbld ssorage d¢viewed by the host device to

' den_t : Iié’ec{lﬂ 8%9{1&9358 ncsiirfg ﬁg%;/ed]?emiﬁﬁimgti&?% éégfﬁftographic method

section conprising private ke nf ormat 1 on an )
crypt oB¥erpifien it Rsailinedioec ik infpraratign enrypierl Py dhq pst device:
decr ypi rdsiHcabABEdOR cBMPFiYiRE @tk AyhdnfiatRAShfod@Miiifutilded for the au-

restriction sectio ompri.sin he. t henticati an .
ot o nien e iR R AR AHLh FghioBER] i lelin pogarding the

host deoniteae; axdd t he rights object information

the. enbiaprey i SaERt e e RpR AL LORRIRERA BLIEE avcrnps

to accesweespll] The portabl e storage device of claim

10, Vm?ﬁ@béhaﬁoi@st@ﬂd%@&&i&&%dhﬁﬂl 1005 1R uGRRRE LSS $nformation
at | east one of public_key informtion

. onof a =~ .
certi f PRUBRTSHAEIGI%HERG PRPUBKGIEEY dfRENAGORb A FaETIGALIST aytherity,
por t abpeltkey agerBfIonGs (EOpse®icadlorabd HevidbeconBsdied with the host

0

device, certif.j.cate i nformation of.1h ortabl e. ) . .
S or aeteviet barlibERE b Mion O U hePlanle o B S s Signeg pth 2 digiea
certi f sigatturerof shet deaifidayipn amtiogyr ind ¢ec@fi@ta evocaibn dist information.

list i i . f ab . :
el ai m T4 PORENGorarcl e BB AL ACRORAAR R thGEnillon ot e
cer ti f ¢erbficasion guthrehy is ysedstodsenypt doertfieafpt de host device.

certifrgapsrble fib@gbaSticAdaILH: 11, ;\%]Bre_frhﬁum&rﬂe§%f%rmation of the
st or age dag?(?l ce of claim 12, wherein g,ub iC kg}/. )

i nf or nBRTBIF Beraghecics i 4p3kbys s hagelediss e enarydt idggmagipn to be
t he hosinsdenéd®e thop@mublypbrapatioiemti on to be

L
certi f patabte jtpfape deti¢comddhe tdrelipate teviobationtlst aferndéen e used to
and t hee G6hHelHef EHQFRLNGMd pottableh ' henti
o PSSP LN p VLI B i

por t abfling aithegcaiop hebveendhaigsh @ptipeand the portable storage device.

The portable storage device of claim 14, wherein the rights object information
comprises at least one of a definition of a right to the encrypted content,
constraints to the right to the encrypted content, and a right to a rights object.

A method of managing contents using a portable storage device, the method
comprising:

performing authentication between the portable storage device and a host device;
and
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during authentication between the host device and the
portabl e storage device. [15] The portabl e storage

walewsoe116f cl ai m 14, wherein the rights obj ect PCT/KR2005/000545

[17]

[18]

[19]

[20]

[21]

[22]

i nformati on conprises at |east one of a definition of
aright to the encrypted content, constraints to the

ri ght gcdeciiely@oahiiiedceR i et hostddlid tbiagldhvélatid memory included

9 B S5l RS Sl B I R cain

conpr i $haxgrethpd of olam A6, wbdrbiarthé scdddtivalylpetmipténg ofitbe access

portab ' ) icer . . '
andsel SaTg yab o ags i ER e BBl R, SEsiving om the post devie
a nonvalagitedt orasaess Yo Alrledst geiof predaternpiand eiishywtest eontege rights
devi ceoeq i @tAfidndeariBshd cafied NBrdaMiH8MieA T ABANation.

[17] TEe ne&ggd of.c 2|n£16d wherein the sele tlvel% .

per mi t tHingeded ohglaip d dsuharpinghe besd deyeq gAueshithe gfqdsfermined

of t heermuyi@nédntait based oheddic i aigryptaedniehtdasicd dethecadnvolatile
a request for.acce to at l.east ope edet.er m ne

ancry piBepoth 87 PSTiG RoBhe gPAR it Pl ERRUEGE R grervprca
t he coeangent.. and aut hentication information. [18] The

net ho dTgé methd3h T Lhim WR S B rBintRea RSt 1o FRVASS olaBRUGS STy is
t he predeterm ned encrﬁgte ~content based on a list of
encr ypPEEiEhy it de dpgdsyice is aoressiigry iask qred! tenspdetermined

the pogdcafi&l &dndnddBe ﬂgm& ©BjcaNidfctmalibh Rigatdi@: the content, and the
content. [19] The net hod of

predet erm ned. enc te

clai m i‘éﬁ‘l’r\ﬁﬁ%ﬁ‘% lﬂﬁ%ﬁ’éu%cess to the nonvol atile nenory

I S per Airhéthed afmheagitpecdnasits wing cporiableatargs davigceathe method

| east 9 Jﬁﬁ t.he predeterm ned encrypted content, the

rights éﬁ% ct®'i nf or mat i on regardi ng the content, and

t he aupéréarmiitgaautignticafasrbetw¢anrthe pogblstaraghdelvied and a host device;

managi fyger CORpRMbE of ﬁie@ﬂﬂf&nﬁ@a@oﬁ?x‘e@ei@ﬁl@ IR (HA ROk Cfovide I?lerequest to
nmet hod conprising: . perform ng authentication between

1g: . perf .ng aut cat :

t he pofRd wthanbeaiips igloymaorhing! righibehieq duformpations prdt
ﬁ onpl gpérgﬂmag abdees athb ﬁaétid@grcé Qhile p&Ringi thdadth@itichih in-

ost VICe a r ues to.u te ut henti cati on
't or marmatont ¢ g oBistBERorT ki at i on. . and
per ni t Thawpethod @f slaoh 20hehdreintthalepdacel amtidnécatjpriadnfongation
the au [ ' ' . [ ' . ohi . .
0 o niRE QLS &itPBg F BIERL BoAfioh B ELAREAIAARRy. public
updat ekeyantaentioeal 4 pertabls Yensae fewce eraneried with thedest device,
one of ciifbd€ink@¥nakiBh Of ﬂﬁ%o@tﬁbl@%t@a%‘e%e%cfe'si}g%Edl Qkh a digital
aut hority, ugllc key i.nforpation a.portable | .
stor ag%g%"é\‘fi%é’ thegsraiqasan gy WI&Yh@qﬁ%@flgﬂ&ﬁe@%aﬂon list information.
cer ti f Thaimethot o6 claih Ronfuethert doenpirgablie (b opdagag devivatng a
si gned_wi,t diaital- .si-gnature .of the.certification
e hor Ty Rorn et R RGNS Blo 480 RE hba
information. [22] The nethod of claim 21, further

conprising, after the updating, converting a node for
the access of the host device into a read-only node.
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