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FIG 1

Receiving a request for data distribution sent from a terminal

A 4

Searching for raw association network data in response to the request for data
distribution, wherein the raw association network data comprises a set of nodes
and a set of edges existing between the nodes

A

Searching for a corresponding user grade according to a user identifier carried in
the request for data distribution, and determining a privacy budget parameter
corresponding to the user grade, wherein the lower the user grade, the smaller the
privacy budget parameter is

A 4

Determining a distributing probability distribution corresponding to the raw
association network data to be distributed according to a pre-constructed Laplace
Model and the determined privacy budget parameter, wherein the lower the
privacy budget parameter, the smaller a value range of the distributing probability
distribution is

A 4

Selecting an arbitrary value within the distributing probability distribution as a
distributing probability for each network edge of the set of edges of the raw
association network data, generating a random number between O to 1 for each
network edge, comparing the random number to the distributing probability, and
distributing the corresponding network edge when the distributing probability is
greater than the random number
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Receiving a request for data distribution sent from a terminal

A 4

Searching for raw association network data requested to be distributed in response
to the request for data distribution, wherein the raw association network data
includes a set of nodes and a set of edges existing between the nodes

A 4

Searching for a corresponding user grade according to a user identifier carried in
the request for data distribution, and determining a privacy budget parameter
corresponding to the user grade, wherein the lower the user grade, the smaller the
privacy budget parameter is

A 4

Generating a virtual network edge in the raw association network data, the
generated virtual network edge being generated between two nodes that do not
have any true network edge therebetween

A 4

Calculating a distributing probability distribution corresponding to the raw
association network data to be distributed according to a pre-constructed Laplace
Model and the determined privacy budget parameter, wherein the generated
distribution probability distribution includes a distributing probability distribution
for the true network edge and a distributing probability distribution for the virtual
network edge, and the lower the privacy budget parameter, the smaller a value
range of the distributing probability distribution is

A 4

Selecting an arbitrary value within the distributing probability distribution for the
true network edge as a distributing probability for the true network edge, selecting
an arbitrary value within the distributing probability distribution for the virtual
network edge as a distributing probability for the virtual network edge, generating
a random number between 0 to 1 for each network edge, comparing the generated
random number to the distributing probability, and distributing the corresponding
network edge when the distributing probability is greater than the random number
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Receiving a request for data distribution sent from a terminal

A

Acquiring association network data stored in association with a platform identifier
according to the platform identifier carried in the request for data distribution, so
as to extract the raw association network data corresponding to requesting data
condition information from the acquired association network data according to the
requesting data condition information carried in the request for data distribution

A

Searching for a corresponding user grade according to a user identifier carried in
the request for data distribution, and determining a privacy budget parameter
corresponding to the user grade, wherein the lower the user grade, the smaller the
privacy budget parameter is

A

Calculating a distributing probability distribution corresponding to the raw
association network data to be distributed according to a pre-constructed Laplace
Model and the determined privacy budget parameter, wherein the lower the
privacy budget parameter, the smaller a value range of the distributing probability
distribution is

A

Selecting an arbitrary value within the distributing probability distribution as a | —— S410

distributing probability for each network edge of the set of edges, generating a
random number between 0 to 1 for each network edge, comparing the random
number to the distributing probability, and distributing the corresponding network
edge when the distributing probability is greater than the random number

FIG 5



4/5

Data Distribution
Request Module

502

Raw Data Acquisition — 504
Module
Parameter L — 506

Determining Module

Distributing
Probability
Calculation Module

508

Distributing Data
Determining Module

510

FIG 6



5/5

[
— Processor
Operating System
Database | Memory
Computer-
IeXt:CUttﬁfble | [ Network
nstructions Interface
Non-volatile Readable
Storage Medium

Differential Distribution Server

FIG 7




