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SECURE TOKEN DISTRIBUTION

CROSS-REFERENCES TO RELATED APPLICATIONS

{00013 This apphication 1s a non-provisional application of and claims the
penefit of the filing date of U.5. Provisional Application No. 62/263,503, filed on
December 4, 2015, which i1s herein incorporated by reference in its entirety for all

DUPOSes.
BACKGROUND

{00025 Tokens provide for the ability 10 introduce new domain controls o
further enhance security within the eco-system. Some token types are categorized
by how they are siored at rest (HCE {(host card emulation), Sk (secure element) or
COF {card on file}). During each transaction a TAVV {(Transaction Authentication
Verification Vaiue) (s generated. The TAVV ensures that the request oniginates from
the onginal token requestor {(pre-autnenticated entity) and the transaction i1s unigue.
(zenerating TAVVs cutside of a securs execution environment may be difficult. in
some cases, a foken provider offers a service to token reguestors (o obtain a TAVY
pefore supmiting a token transaction. However this creates several issues for token

reqguestors.

{00033 Reguiring token requestors to obtain a TAVYV creates several
chatienges. First, a TAVY adds exira time {0 reach out {0 g {oKken semvice and wail
for response to the TAVV submission. Second, authenticating 1o the token provider
reguires exira development and the siorage of symmelric keys. Third, the token
orovider may need to create a new distribution strategy to create a direct token
reguestor reigtionship. rurther, other token providers in the eco-sysiem offer vastly

different solulions.

{00041 =mbodiments of the invention address these and other probiems.
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BRIEF SUMMARY

{0005 Embodiments of the invention are directed (© {oken management. In
particular, embodiments of the invention are directed 1o providing improved
mechanisms for token requestors (e.g., merchants, or other token requesiors such
as a watllet application) to obtain a token from a token provider. In some
embodimentis, rather than requiring a TAVV {0 be generaled by the token provider,
the key generalion effort may be moved 10 the token requestor. Adgitionally,
authentication of the {oken requesior may be performed by entifies {2.g., acguirers)
other than the token provider. By utiizing such technigues the token provider's
computational burden may pe alieviated by relieving the token provider from

generaling or obtaining tAVVYS.

{0006} One embodiment of the invention (s directed to a method comprising
receiving, at a registration authority computer, a certtficate signing reguest from a
token reguestor computer. The method may further comprise authenticating, by the
registration authonly computer, a token regueasior associated with the token
reguesior computer. The method may further comprise transmitting the certificate
signing request o a certificate authority computer. The method may further
comprise receiving, from the certificate authority computer, a token reguesior
identiifier (1D} assigned o the token reguesior and a signed certificate. The meihod
may further comprise transmitting, the signed certificate and the token requestor
o the token reguestor computer. In at least one embodiment, receipt of the {oken
regusstor D by the (oken requesior computer may enable the token reguestor

computer o generate digital signatures for subseguent token-based transactions.

{0007} Ancther embodiment of the invention is directed {0 an registration
authority computer that comprises a processor, and a computer readabie medium
coupied 1o the processor, the computer readapie medium COmMprising code,
execuiabie by the processor, for implementing a method. The method may receiving
a certificale signing reguest from a token requestor computer. The method may
further comprise authenticating a token requestor associated wilh the {oken
requestor computer based at least in part on the certificate signing reguest. The
method may turther comprise transmitting the certificate signing requesi to a

certiticale authority computer. The method may further comprise receiving, from the
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certificate authority computer, a signed certificate and a token reguestior entifier
(10} assigned 1o the token reguestor. The method may further comprise transmitting,
the signed certificate and the token reguestor IL 10 the {oken requestior computer. in
al least one embodiment, receipt of the ioken requestor i by the oken requesior
computer may enable the token reguestor computer 10 generate digital signatures for

supsequent token-bpased transactions.

{00088 Anocther embodiment of the invention is directed 10 a method
comprising receiving, a first payment ioken associated with a first ioken domain.

1he method may turther comprise ransmiting a token provisioning reguest message
1o a token provider computer using the first payment {oken, wherain the token
proviger computer generates a second payment token in response {0 receiving the
token provisioning request message, the second payment {oken being associated
with a second token domain that is different than the first ioken domain. The method

may further comprise receiving the second payment {oken from the oken provider

computer.
FO00YE These and other embodiments of the invention are descrived in further
detail below.

BRIEF DESCRIFPTION OF THE DRAWINGS
{00103 Figure 1 shows a diagram illustrating the disinibulion of security
credentials.
{00115 Figure 2 shows a diagram of a signed hash of data elements.
{00123 Figure 3 shows a fiowchart ilustrating a token provisioning flow for a
HAN.
{00131 igure 4 shows a flowcehart Hustrating a token provisioning for ancther
token.
T4 Figure 5 shows a flowcehart with a token processing fiow.
{00155 Figure © shows a giagram iilustrating ihe re-use of tokens within a

ioken domain.
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{00165 Figure 7 shows a giagram iustrating an environment for reusing

tokens within g token domain.

100177 Figure 8 shows a diagram tlustrating an environment in which unigue

tokens are uliiize Dy resource providaers.

{00185 Figure 8 shows another diagram illustrating a re-use of a ioken

requeastor i,

{00195 Figure 10 shows a diagram that illustrates a registration maliching

Process.
DETAILED DESCRIPTION

{00204 in the following descriplion, various embodiments will be described.
FOr purposes of explanation, specific configurations and detaiis are set forth in order
1o provide a thorough understanding of the empodiments. However, it will also be
apparent to one skilied in the art that the embodiments may be practiced without the
specific details. Furthermore, well-known features may be omitlied or simplified in

order not to obscure the embodiment being described.

{00215 Prior 1o discussing the details of some embodiments of the present
invention, descripiion of some terms may be helpful in undersianding the vanous

empodiments.

{0022} A "payment token” or "token may include an identitier for a payment
account that 1s g supstitute for an account igentifier, such as a primary account
number (PAN). For exampie, a token may inciude a series of aiphanumeric
characters thal may be used as a substitute for an original account identifier. For
axample, a token "4900 0000 0000 0001 may be used in place of a PAN "4147
0900 G000 12347 In some embodiments, a token may be “format preserving” and
may have a numeric format that conforms to the account identifiers used in existing
transaction processing networks (e.g., IS0 8583 financial transaction message
format). in some empodiments, a token may de used in place of a PAN 1o nitiate,
authornze, setlie or resolve a payment transaction or represent the orginal credential
in other systems where the original credential would typically be provided. in some

ampodiments, a token may be generated such that the recovery of the onginai FPAN
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or other account identifier from the token value may not pe computationaliy denved.
Further, in some embodiments, the token format may de configured {0 aliow the
enlity receiving the {oken to identify it as a token and recognize the entity that issued

the token.

{00233 A “foken service” can inciude a system that that services okens (e.g.,
payment tokens). In some embodiments, a token service can facilitate requesiing,
determining {e.g., generating) and/or issuing tokens, as weall as maintaining an
established mapping of tokens 1o ioken requestor tDs (T RIDS) and/or PANS In a
repository (e.g. token vauilt). In some embodiments, the token service may establish
a token assurance level for a given token to indicate the confidence level of the
token to TRID pinding. The token service may inciude or be in communication with a
token vauit where the generated tokens are stored. The {oken service may support
token processing of payment fransactions submitied using iokens by de-tokenizing
ihe token to oblain the actual PAN. In some embpodiments, a token service may
inciude a token provider computer aione, or in combination with other computers
SUCh as a payment processing network computer. Various entities of a tokenization
gcosysiem may assume the roles of the (oken provider. For example, payment
networks and issuers or their agents may pecome the token provider by

mpiementing the token services according {0 empodiments of the present invention.

{00245 A "token domain’ may indicate an area and/or circumstance i which a
token can pe used. bBExamples of the {oken domain may inciude, but are not imited
to, payment channels (e.g., e-commerce, physical point of sale, efc.), POS entry
modeas {8.g., contactiess, magnetic stripe, eic.}, and merchant identifiers to uniguely
igentity where the {oken can pe used. A set of parameters {1.e. tioken domain
restriction controls) may be established as part of token issuance by the token
service provider thal may allow tor enforcing appropriate usage of the token in
payment transactions. For exampie, ihe token domain restrichion controis may
restrict the use of the token witn particular presentment modes, such as contactiess
or e-commerce presentment modes. in some embodiments, the {oken domain
restriction controls may resirict the use of the {oken at a particular merchant that can
pe uniguely identified. Some exemplary token domain restriction controls may

require the verification of the presence of g oken cryptogram thatl is unigue to a
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given transaction. in some embodiments, a token domain can be associated with &

token reguestor.

10025] A “certificale signing request’ is a block of text that s provided to a
certificate authonty when reguesting a certiicate signing. A certificate signing
reguest may include identification information of the reguestor. For example, a
cerificale signing request may include, but is not imitaed 10, a legal name of the
requeastor {(or reguesior's organization), a domain name associated with the
requastor, an organizational unit of the reguestor (e.¢g., a division of the requestors
organization}, a city/locality of the requestor, a state/county/region of the requestor, a
country of the requestor, and emaill address associated with the reguestor, and/or a
oublic Key of an asymmetnc key pair associated with the reguesior. A certificate
authonty (or other authentication system) may utiize the dentification information
inciuded in the certificate signing request {o authenticate the requestor. Additionally,
a certificate authority may utilize the identihcation information 1o create/manage a
certificate or a mapping that enabies the certificate authornty {0 ascertain the identity

of the sender in future transactions.

{00263 A “digital signature” 1s a type of electronic signature that encrypts gata
with digital codes that are particularly difficult o duplicate. Digital signatures may be
utilized 10 validate the aulhenticity and integrity of an slectronic message. Digilal
signatures are intended {0 solve the probiem of tampernng and impersonation in
digital communications. Ligital signatures may provide the added assurances of
avidence 1o ongin, identity, status of an electronic transaction as well as 1o serve as

an acknowledgement of informed consent by the signor.

{0027} "Asymmetric Keys,” also Known as public/private Key pairs, are used for
asyimmetric encryption. In a public-key encryption sysiem, a device can encrypt a
message using the public key of ihe receiver, but such a message can pe decrypted
only with the receiver's private Key. Fublic-key cryptograpny systems often rely

on cryptographnic algornthms based on mathematical problems that currentiy admit no
efficient solution. Message authentication involves hashing a message {o produce a
digest,” and encrypling the digest with the private key o produce a digital sighature.

1hereafter another device can verify this signature by 1) computing the hasnh of the

G
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message, J) decrypting the signature with the signer's public key, and 3) comparing

the computed digest with the decrypted digest

100281 A “digital wallel refers {0 an electronic module that allows a device {0
make electronic commerce transactons. in some empodiments, a gigiial wallet may
store account information (&.qQ., pank account numbers, PANS, efc.) associated with
a user. A digial wallet may be associated with, or siore, oneg or more unique
asymmetric Key pairs, a TAVY, or the like. in at ieast one embodiment, a digitai
wailet may store, or otherwise access a ioken. Such digital wallets may be
configurad {0 encrypt transaction information {e.g., account data, etc.) utilizing a

private key, a TAVY, a token, or the like.

{00291 A "token provisioning reguest message” may be an electionic message
for requesting a token. A token provisioning reguest message may nciudge
information usapie for identiiving a payment account or digiial wallet, and/or
intormation for generating a payment token. For example, a {oken provisioning
reguest message may include payment credentials, mobiie device identification
information (€.q9. a phone number or MSISDN), a digital wallet identifier, a token
requesior identifier, intormation identifying a tokenization service provider, 3
merchant identifier, a cryptogram and/or digiial signature, and/or any other suitable
informaton. Information included in a token provisioning reguest message can pe
encrypted (e.g., with an issuer-specific key). In some embodimenis, a token
OroviSIoning reqguest message may be formatted as an authornzation reguest
message {e.4., an 150 8583 message format). In some embodiments, the token
Orovisioning request message may nave a zere dollar amount in an authorization
amount field. As another exampile, the token provisioning reguest message may
inciude a flag or other indicator speciftving that the message I1s a oken provisioning

request message.

{00303 A token response message” may be a message that responds to a
token request. A token response message may nciude an indication that a token
reqguest was approved or denied. A (OKen response message may aiso include a
payment {oken, mobile device identification information (€.g. a phone number or
MSISDING, a digital wallet identifier, token requestor identifier, information identifving

a tokenization service provider, a merchant identifier, a cryplogram and/or a digital
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signature, and/or any other suitable infermation. information inciuded in a foken
response message can be encrypted (e.q., with an issuer-specific key). In some
empodiments, a oken response message may be formatied as an authonzation
response message {e.g., an iSO 8583 message format). In some embodiments, the
token response message may have a zero doliar amount in an authorization amount
field. As another example, the {Oken response message may nciude a flag or other

indicator specifying that the message is a token response message.

{00313 A user may inciude an individual. In some embpodiments, a user may
pe associated with one or more personal accounis and/or mobiie devices, The user

may also be reterred to as a cardholder, account holder, or consumer.

{0032} A resource provider may be an entity that can provide a resource
sUCh as goods, services, information, and/or access. Exampies of a resource
proviger includes merchants, access devices, saecure data access points, etc. A
‘merchant” may typicaily be an entity that engages in transactions and can sali

qOOUS Or services, or provide access 10 goods or services.

{00333 An "acguirer’ may typicaliy be a business entity (€.g., a commerciai
pank) that has a business relationship with a particular merchant or other entity.
=ome entilies can perform both issuer and acquirer functions. Some embodiments
may encompass such singie entity issuer-acquirers. An acguirer may operale an
acquirer computer, which can also be generncally referred o as a "transport

compuier”.

{0543 An "authonzing entity” may be an entity that autnhorizes a reguest.
Exampies of an authonzing entity may be an issuer, a governmental agency, a
document repository, an access administrator, elc. An "issuer may typically refer io
a business entity {(€.49., a bank) that mamniains an account for a user. An ISsusr may

also issue payment credentials stored on a user device, such as a celiular felephone,

smart card, tablet, or laptop o the consumer.

{O0355] An "access device may de any suitable device that provides access {o
a remote sysiem. An access device may also be used for communicating with a

resource provider computer. An access device may generally be iocated in any

suitapie iocation, such as at the ocation of a resource provider (e.¢., @ merchant).

An access device may be in any suitable form. Some exampies of access devices
]
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inciude PODS or point of sale devices {e.q., POS terminals), cellular phones, PDAsS,
personal computers (FUs), tablel PUs, hand-held specialized readers, set-iop boxes,
electronic cash registers (ECRs), automated teller machines (ATMs), virtual cash
regisiers (VURS), kiosks, security systems, access systems, and the like. An access
device may use any suiltabie contact or contactiess mode of operation (0 send or
receive data from, or associated with, a2 user modiie device. in some embodiments,
where an access device may comprise a POS terminal, any suitable POS terminal
may be used and may include a reader, a processor, and a computer-readable
medium. A reader may inciude any sultabie contact or contactiess mode of
operation. For exampie, exempiary card readers can include radio frequency (RE}
antennas, oplical scanners, bar code readers, or magnetc stripe readers 1o interact
wiih & payment device and/or mobiie device. In some embodiments, a cellular
phone, tablel, or other dedicaled wireless device used as a POS terminal may be

referred to as a mobile point of sale or an "'MPOS” terminal.

{00361 An "authorization reguest message” may pe an electronic meassage
that reguests authonzation for a transaction. In some empodiments, itis sent o a
transaction processing computer and/or an issuer of a payment card (o regquest
guinonzation for a transaction. An authorization reguest message according to
some embodiments may comply with 150 8583, which is a standard for systems that
exchange electronic transaction information associated with a payment made by 3
LUSer using a payment device or payment accouni. The authornzation request
message may inciude an issuer account identifier that may pe associated with 8
payment device or payment accouni. An authorization reguest message may aiso
comprise additional data siements corresponding to “identification information”
nciuding, by way of example only: a service code, a CVV (card verification value), a
dOVV (dynamic card verification value), a PAN (primary account number or "account
number’), a payment {oken, a user name, an expiration date, efc. An authorization
reguest message may also comprise “transaction information,” such as any
information associated with a current transaction, such as the transaction amount,
merchant identifier, merchant location, acqguirer bank identification number (BIN),
card acceptor 1D, information identiftving items being purchased, efc., as well as any
other informaton that may be utihzed in determining whether o identity and/or

authorize a transachion.
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{00373 An "authorization response message” may be a message that
responds to an authonzation request. In some cases, it may be an electronic
message reply o an authorization reguest message generated by an 1ssuUing
financial institution or a transaction processing computer. The authonzation
response message may inciude, by way of exampie only, one or more of the
following status indicators: Approval -- transaciion was approved; Decling --
transaction was not approved; or Call Center -- response pending more information,
merchant must call the toll-free authorization phone number. The authorization
FESPONse message may also include an authorization code, which may be a code
that a credii card issuing pank retumns i response 0 an authonzation reguest
message in an electronic message (either directly or through the transaction
orocessing computer) to the merchant's access device {e.g. POS eqguipment) that
indicates approvai of the transaction. The code may serve as proot of authonzation.
As noted above, in some embodimeants, a fransaction processing computer may

generale or forward the authornzation response message to the merchant.

{00381 A “user device” may be an elecironic device that 1s operaied by a user.
Examples of user devices may inciude a mobie phone, a smart phone, a personal
digital assistant (PDA), a laptop computer, a geskiop computer, a server computer, &
vehicle such as an automobile, a thin-client device, a tablet PC, etc. Additionaily,
user devices may be any type of wearable technology device, such as a waich,
garpiece, glasses, elc. 1 he user device may inciude one or More processors
capable of processing user input. The user gevice may aiso inciude one or more
input sensors for receiving user input. The user device may comprise any electronic
device that may be operated by a user, which may also provide remote
communication capabiiifies to a nelwork., bExamples of remote communication
capabtiities inciugde using a modiie pnone (wireiess) network, wireless data network
(.., 30, 40 or similar networks), VWi-Fi, Wi-Max, or any other communication
medium thal may provide access to a network such as the internet or a private

Network.

{00395 A "server compuler’ may include a powerful computer or cluster of
computers. For example, the server compuiter can be a iarge mainframe, &
minicomputer ciuster, or a group of servers functioning as a unil. In one exampie,

the server computer may be a database server coupled {0 a8 VWeb server. The server
1
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computer may be coupled 10 a database and may nclude any hardware, software,
other logic, or combination of the preceding for servicing the reguests from one or
more client computers. The server compuier may Comprise one or more

computational apparatuses and may use any of a variety of compuling structures,
arrangements, and comptations for servicing the reguests from one or more client

computers.

{00408 A Tprocessor may refer {0 any suitable data computation device or
devices. A processor may comprise one or more microprocessors working together
to accomplish a desired function. The processor may include CPU comprises at
least one high-speed data processor adeguate to execute program components for
aexacuting user and/or system-generated requests. The CFRU may be g
microprocessor such as AMD's Athion, Duron and/or Opteron: 1BM and/or Motorola's
PowerPC; IBM's and Sony's Cell processor; intel's Celeron, ltanium, Pentium, Xeon,

and/or X&Scale, and/or the like processor(s).

{00411 A “memory’ may be any suifable device or devices that can store
giectronic data. A suitable memory may comprise a non-transitory computer
readabie medium that stores instructions that can dDe executed by a processor to
impiement a desired method. Exampies of memories may Comprise one or more
memory chips, disk drives, etc. Such memaornes may operate using any suitable

alactrical, optical, and/or magnetic mode of operation.

{00425 Details of some embodiments of the present invention will now be
described.
{0043} in the world of electronic payments, it 1s desirabie {0 securely transfer a

consumer's sensitive account information. Accordingly, many systems have
introduced the use of payment okens that act as a unigue digital identifier in liey of
FAN or other account information. A payment token (hereinafier referred {0 as a
token} may be used t¢ conduct electronic transactions without exposing actual
account details that could potentially become compromised. n conventional
systems, a token requestor (e.¢g., a merchant, a waliet appilication, a gateway, eic.)
may need {0 be authenticated prior 1o having a token provisioned. Authentication
may have been tradilionally handied by {he token provider. However, the

authentication effort may piace a heavy computational burden on the token provider.

11
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N seme cases, the token provider may not have any previous relationship with the
token reqguesior {0 leverage durng authentication. In conventional technigues, a
token provider may addiionaily be reguired {0 generafe and siore a shared secret
(e.g., & TAVV) and provide the shared secret (o {he token requestor. This 100 places
a computational burden on the token provider 10 generate, manage, and provide
such shared secrets {0 varous token regquestors. Tne empodiments of the present
invention provide fechnigques for reducing the computational burden on the token

provider.

Listributing Tokens

100444 There is a need 10 leverage existing entiies and infrastructure to
authenticate token requestors prior to provisioning and distniputing fokens 1o such
reqguestors. in atieast one embodiment, a registration authority (e.¢., an acquirer
and/or payment gateway separate from the token provider) may be utilized {o
authenticate a token requeastor and to distribute security cregentials. in at ieast one
embodiment, reguesting and distnbuting security credentials may leverage existing

SO channels.

{0045] Figure 1 shows this high-level concept. Figure 1 shows a token

requeastor {(e.g., a merchant, a wailet application, etc.) 10, a regisiration authonty 20
(8.¢., an acquirer), and a certificate authority 30 (€.¢., 8 payment processor and/or a
token service), Although the certificate authority 30 and the registration authornty 20

are shown as separate entities, they can be the same enlity in other embodiments.

10046} in step 1, the token requestor 10 may generate a public and a private
key and may generale a Certificate Signing Reguest (CSR). The CSR may include
any suitable dentification information of the regquestor and the generated pubhc key.
For exampie, the CSR may inciude a business 1D/Tax 1D, an acguirer 1D, a merchant
D (MID), terminal 1D (TID), and the public key. In some embodiments, the CSR may
additionally or alternatively inciude a biling address, a corporation certificate
igentifier, information reiated {0 a business plan, owner information, credit iimit
information, and the like. The token reguestor 10 may transmii the CSRK o the

registration authority 20.

12
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{0047} In step 2, the registration authority 20 may perform any suitable
authentication fechnigues in order {0 authenticate the {oken reguesior. For exampie,
the registration authority 20 may perform a know your customer (KYQC) process {o
authenticate the iocken requestor 10. A "know your customer process’ may include
any suitable process for an entity to verify the identity of its clients. One purpose of
KYC processes is {o prevent financial institutions from being used, intentionaily or
unintentionally, by criminal elements for money iaundering activities. KYQC processes
may include veritving a customer policy, veniving a customers identification,
monitoring customer transactions, and providing risk management. For purposes of
KYC processes, a cusiomer is intended to refer {0 a8 person or entity that maintains
an account and/or has a business relationship with the entity employing the KYC
Orocess. in some embodiments, an acqguirer may pe the registration authority 20
and a merchant, naving an account with the acguirer, may pe the {oken requestor
10. Accordingly, the acqguirer may verify the merchant using the merchants billing
address, the merchants corporation certificates, the merchant’s name or i), the
owner information, or any of the information provided in the CSR. in at least one
embodiment, the acguirer is well suited 10 autheniticate the merchant because of the

ongoing business relationship between the acguirer and the merchant.

10481 in step 3, the certificate authonty 30 may receive the certificate signing
reguest and authenticate that the reguest that came from the registration authority
20. In some exampieas the certificate authority may be g payment processing
network and/or g token semnvice. tThe certificate authority 30 may have a direct
relationship with the registration authority 20 (€.Q., an acquirer) put may not typicaily
interact ihe oken requestor 10. Accordingly, in some embodiments, the registration
authonty 20 may be trusted by the certthcate authorty 30 more readily than the oken
requestor 10. In al least one example, the certificate authonty may generate a TRiD
(token requestor (D), and sign the CSRKE. The TRID may be used o provide a unigue
idaentifier for the token reguestor and may include any suitable aiphanumernc value.

in at least one empodiment, the certiticate autnornty 30 may maintain a mapping or
other association between the TRID and the public key/ceriificate signing request of
the token requestor 10. In at least one embodiment, one the registration authority 20

s verified and the TRID generated, the certiicale authonty 30 may return a digital
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certificate such as an A508 certihicate (o the registration authority 20. The signed
CSR may also be sent with the TRID.

{0049 in step 4, the registration authonty 20 may return the signed certificate
and the TRID back to the token reguestor 10. Receipt of the signed certiiicate ang
the TRID may notify the token requesior 10 that it may now utilize its private Key and
TRID o reguest a ioken, exchange a token, or transact with a previcusiy-obtained
token. Subsequent transactions and/or requests provided by the token requestor 10

may pe digitally signed using the TRID and the private key.

Data Elements and Digital Signatures

{00501 Embodiments of the invention improve conventional lechniques by
moving the generation of the cryplogram to the token requestor (e.¢., a merchant, a
wailet application, etc.). For exampile, a token service may no longer pe required 1o
generate a shared secret, rather the {oken reguestor may be expected o generate 3
oublic/private key pair, submit a certificale signing request that includes the pubilic
key, In order to obtain a TRID. Once a TRID is obtained, the ioken requestor may
reguest a token, exchange a ioken, and/or perrorm transactions with a previously-
oblained token. 1o provide g secure means of veriiying message integrity and
authenticity, the token reguestor may be reguired o digiaily sign each electronic
message. hese technigues can pe simpie for token reguestors {0 implement and at
the same time satisty secunty reguirements. In embodiments of the invention, the
token reguestor (&.¢., a merchant) may ulliize a signed hash in each message
transmitied {e.g., authorization reguest meassages, token provisioning request

messages, etc.).

{00513 Figure 2 shows a giagram of a signed hash of data eiemenis. The

signad hash may be ulilized by the oken requestor (.g., the merchant) as a digital
signature. According o at least one embodiment, the oken reguesior may utilize the
depicted fields 10 generale a hashed value. For example, the token reguesior 1D
(€.g., the TRID received from the certificate authority 30 of fiqure 1), an acguirer
institution 1D, a merchant 1D, a terminal D, a timesiamp (&.4., in seconds), a counter,
Or any suilabie combination of the above, may be utilized by the token reguesior as
input INto a hashing algonthm in order 10 produced a hashed value. In at least one

embodiment, the hasned value may be signed with the token reguestor s private Key
14
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and the produced digital signature insered into an 150 8583 message (8.¢., an

authorization reguest messagse).

10052 in at least one embodiment, digital signatures produced by the
technigues outlined above may providge a number of advantages. For exampie, the
digital signature may be utilized for authentication purposes 1o verify that the digital
signaliure was produced by the token holder {e.g., the merchani, the wallst
application, etc.}. By utllizing digital signatures over a secure channel petween the
token requesior (e.q4., the merchant), the reqistration authority (e.q., the acguirer),
and the certificate authorily (e.G., the payment processor and/or token provider),
confidentialily of the token holder's sensitive information {e.4., account number) is
maintained. Digial signatures provide the ability o verity the integrity of the
message providaed by the token noider (e.g., the authornization reguest, the (oken

provisioning reguest message, etc.).

{00031 in at least one empodiment, utihzing an incrementing counter 1o
produce the digital signature enables a verfiabie means {0 determine whether the
received message nhas been repeated or replayed For example, the message
recipient (e.g., the certificate authority 34, the payment processor, the token
provider, etc.) may utiize 1o the digital signature 1o check whether the count is
incrementing. If the message recipient dstermines that the counter includes a value
that has been previousiy recaived, or s notl an expected value, the message may pe

identified as one that may be frauduient (e.g., a part of a repiay attack).

100541 in at least one empodiment, ulilizing a time stamp within the digital
signature may ensure that messages are not intercepted and/or aelayed, which may
further aid the message recipient in determining whether the message has been

altereq.

Technigues for {oken FProvisioning

{00551 Figure 3 shows a flowchart ustrating a process for provisioning a
token in a system that inciudes a resource provigder computer 12, a transport
computer 22, a token provigder computer 33, and an authorization computer 40. In at
least one example, the resource provider computer 12 may be operated by, or on
penall of, the token reguestor 10 of iigure 1 (e.g., a merchant). in at least one

example, the transport computer 22 may be operated by, or on pehalf of, the
15
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registration authority 20 of figure 1 {€.q., an acquirer). in at least one exampie, the
token provider computer 32 may be operaied by, or on pehaif of, the ceriificate
authority 30 of figure 1 (&.4Q., a payment processing nefwork, a token provider, efc.}).
in at leasi one example, the authorization computer 40 may be operated by, or on

pehall of an ssuer (e.¢., a inancial instiiution associated with the FAN).

{00506 in step 311, a sensitive information (e.g., a PAN)} is oblained by the
resource provider computer 12 (the merchant) from a user device or g COF data
siore. 1he resource provider computer 1< may generate a digital signature utihzing
i{s private Key in the manner discussed above in connection with figure 2. The
resource provider computer 12 may mnsert the digital signature in a {oken
orovisioning request and submit the token provisioning request message to the
transport computer 22 (e.g., an acguirer associated with the merchant). 1he {oken
Provisioning reguest message may also inciude some or all of the data slements
discussed in connection with figure 2, as encrypied or unencrypted data fieids. The
token provisioning request message may be in the form of an authornization reguest

message in some embodiments of the invention.

(0573 in step 312, the transport compuier 22 may authenticate the resource
provider (e.g., ihe merchant). For example, the fransport computer 22 may exiract
from the token provisioning regquest message vanous data fields {e.g., a merchant
D), a terminai (D), etc). The transport computer 22 may ulilize the extracied
information {o verify the resource provider against stored information {€.q., past
transaction information, account data, pusiness plans, owner information, etc.). if
the extracted information of the {oken provisioning reguest message maiches the
stored information, the transport computer 22 may determineg that the token
provisioning reqguest is authentic and that the reguest has been intiated from the

resource provider (e.g., the merchant).

{00081 Upon authenticating the resource provider in step 312, the transport
computer 22 may insert a transport 1D {(&.q., an ACQRef from figure 2) into the token
Orovisioning reqguest message at step 313, The transport 1D may be utilized by a
token provider as an ndgication that the transport computer 22 has autnenticated the

resource provider (.g., the mercnant).

16
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{00595 in step 314, after the token provider computer 32 {e.g., the certificate
authority 30 of figure 1) receives the token provisioning reguest messaqge, it can use
the TRID 10 100K up the public Key 10 verify the digital signature contained in the
token provisioning reguest meassage. The RID and the public key may be
maintained in a data store accessible o the token provider computer 32, in some
axampies, the data store is maintained by the token provider computer 32 or the
certificale authonty 30 of figure 1. In at leasti one embodiment, the oken provider
computer 32 is operated by the certificate authonty 30. Upon retrieving the public
Key associaled with the TRID, the token provider computer 32 may utiiized the public
Key to decrypt the digital signature. The decrypted digital signature may pe utilizeg
o verity the data fieids of the token provisioning request message. I the decrypled
digital signature maiches the data fields of the token provisioning request message,
then the token provider computer 32 may determing that the token provisioning

reguest message is valid and has peen inttiated by the resource proviger.

{00640 in step 315, the token provider compuier 32 may generate, or
otherwise obtain, a token. The token provider computer 32 may associate the token
wilh the TRID and may maintain a record of the association. the token provider
computer 32 may return the T RID and the token to the transport computer 22. in at
ieast one embodiment, the transport computer 22 may be configured 1o forwardg the

token and the TRID 1o the resource provider computer 12.

{0061 in step 3106, the token provider compuier 32 may optionaliy send 3
notification 0 an authonzation computer 40 {e.g., an issuer). 1he nofification may be
utilized o inform an issuer that a token was generated tor the PAN and provisioned

1o a particuiar TRID.

{0062} By way of example, a user of an electronic device may enter account
informaton {e.qg., a PAN) into a webpage provided by a merchant computer. fhe
merchant computer, after registering with g certificate authority as described above,
may exchange the PAN wilh a token utilizing a {oken provisioning request message.
Subsequent transactions may be initiated by the merchant computer for the user
using the token and a digital signature generated by merchant computer. Such

transactions would no ionger require mnclusion of the PAN.

Technigques for Token £xchange

17
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{0063} Figure 4 shows a flowchart iustrating a process for exchanging

tokens.

{0064 in step 411, resource provider computer 12 {(operated by or on behalt
of a merchant) may obtain a oken andg a cryptogram from, for exampie, an elecironic
device (2.¢., @ mobile phone, a PO terminal operated by the resource provider, or
the like). By way of exampie, a wallet application operated by a consumer may
submit a token and TAVV 1o the resource provider computer 12 as part of a financial
fransaction. in at least one embodiment, the resource provider computer 12 may
submit the wallef {oken and the crypiogram in a token provisioning request message
wilh a digiial signature generated by the resource provider computer 12 in
aecordance with the technigues discussed above. The foken provisioning reguest
may also inciude some or all of the data elements described in connection with figure

2, as encrypted or unencrypled fields. The digital signature is discussed above wilh

reference 0 figure 2.

{00651 in step 412, the transport computer 22 may authenticate the resource
orovider (e.¢., the merchant). For example, the transport computer 22 may extract
from the foken provisioning reguest message various gata fields (e.g., a merchant
L, & terminal [, efc.}. The lransport computer 22 may uliize the extracied
information {o verify the resource provider against stored information {e.4., past
fransaction information, account data, business plans, owner information, etc.). |if
the extracied information of the token provisioning reguest message matches the
stored information, the transport computer 22 may determineg that the token
orovisioning reqguest is authentic and that the reguest has been initiated from the

resource provider (e.9., the merchant).

{00606 Upon authenticating the resource provider in step 312, the transport
computer 22 may insert a transport 1D {e.g., an ACQRef from figure 2) info the token
Drovisioning reguest message at step 413. the transport 1D may dbe utilized by a
token provider as an indication that the transport computer 22 {(€.q., the acguirer) has

authenticated the resource provider (&.g., the merchant).

10067} in step 414, after the token provider computer 32 {(e.g., the certificate
authority 30 of figure 1) receives the oken provisioning reguesi message, it can use

the TRID to ook up the public key 1© venly the digital signature contained in the
18
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token provisioning reqguest message. he RILU and the public key may be
maintained in a data store accessibie to the token provider computer 32, in some
exampie, the data store is maintained by the token provider computer 32 or the
certificate authonty 30 of figure 1. In at least one embodiment, the oken provider
computer 32 s operated by the certificate authority 30. Upon retfrieving the public
key associated with the TRID), the (oken provider computer 32 may utiiized the public
key (o decrypt the digital signature. The decrypted digital signaiure may be ulilized
to verify the data fieids of the oken provisioning reguest message. f the decrypted
digital signature matches the data helds of the token provisioning reguest message,
then the foken provigder compuier 32 may determine that the token provisioning
reguest message is valid and has been inilialed by the resource provider. The token
provider computer 32 may further venfy that the cryptogram (e.g., the wallet {oken)
nas peen provisionad 1o the watiet geplication. Accordingly, the token proviger
computer 32 may authenticate boilh the customer {(operating the electronic device)

and the merchant.

{00681 in step 415, the oken provider computer 32 may generate, or
otherwise obiain, a second token. [The Wken provider computer 32 may associate
the second token with the TRIL and may maintain a record of the association. ihe
token provider computer 32 may return the TRID and the second token (o the
transport computer 22. In at least one empodiment, the transport computer 22 may

pe configured (o forward the token and the TRID {0 the resource provider computer
12.

{0069 in step 416, the {oken provider compuler 32 may optionally send a
notification (o an authonzaton computer 40 {e.g., an ssuery. The notification may be

Jtilized 1o inform an issuer that the second oken was generated for the FAN and

provisioned 1o a particular TRID.

{0070 in at least one empodiment, resource providers (€.q., merchanis) can
oblain their own tokens or accept tokens from ofher token domains. For exampie, a
merchant can obtain {okens directly from the token provider and may also accept
tokens from wallet applications. In some examples, tokens generated by the token
provider may be associated with a different token domain than the token provided Dy

the wallet applicalion. 1t may be desirable for the resource provider {0 exchange the
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token provided by the wallet for one that is generated by the token provider for the
merchant. The process discussed apove in connection with figure 4 may pe ulilized

{0 accompiish such a goal.

(00713 By way of exampie, a user of an electronic gevice (€.¢., 8 consumer)
may initiate a transaction via a watllet application operating on the electronic device.
i1 at least one example, the wallel application may submit token information (8.g., a
token stored by the waliet application, herginafter "a wallet token”) via a PUS
terminal of a merchant. The wallet application {or the POS terminal) may submit the
wallel ioken 1o a merchant computer (e.¢g., an exampie of the resource provider
computer 12). In al least one example, a cryptogram {e.g., a TAVV) may be included
in the token information and submitted with the waliet token. 1he merchant
computer, after registenng witnh a certiicale authonty (e.g., a payment processing
network, a token provider, etc.} as described above in conneaction with figure 1, may
axchange the wallel token for a new {oken associated with the merchant utilizing a
token provisioning request message. ror exampie, the merchant computer may
insert the wallet token (in some cases the TAVV) and a qigital signhature generated
oy the merchant computer in a token provisioning request messages in accordancs

wiih the process described in connection with figure 2.

{00725 Subsegquent transactions may be initiated by the merchant computer
for the user using the new token and a digital signalure generated by merchant

computer. Such fransactions would no longer require inclusion of the wallet token.

Crossing Different Token Domains

100734 in the above use case, the consumer may nave initiated the transaction
from a frusted entity (Sk, HCE) with a crypiogram and the new token needs to be
generaled o traverse token domains. in at least one embodiment, the token
proviger computer 32 may enforce domain resirictions ensuring that higher security
tokens (e.q., Sk and/or HCE) are not exchanged for lower security tokens (e.g.,

COF). For example, the table below shows how tokens can be exchanged.

Subsequent Secure Host Card Lard on File
Pomain Slement (5E) Emulation {COFS
(HCE)

PAY.
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initial Domain Secure NO NO YES
Flement (SE)
Host Card NO NO YES
mutation
(HE)
Card on File NO NO NO
((COF)
{00743 Figure 5 shows a flowchart with a token processing fiow.
{00755 in step 511, the rescurce provider computer 12 (operated by or on

penalf of @ merchant) may obtain a token on fiie and may supmit @ merchant iniiated
transaction (Mi 1) that includes a digital signaliure generated by the resource provider
computer 12. The MiT may be formatted as an authonzation request message that
may include some or ail of the data elements discussed in connection wiin figure 2,

as encrypled andg/or unencrypied data fields.

{00763 in step 512, the transport computer 22 (e.¢g., and acquirer) may
authenticate the resource provider. For exampie, the transport computer 22 may
extract a merchant 1D and a terminal 1D from the Mit/authonzation request message
and compare the exiracted information 1o stored information associated with the
resource provider. it snouid be appreciated that althougn a MiD and 11D are used in
this exampie to authenticate a merchant, any suifable data included in the

MiT/authonzation request message may be similarly ulilized.

{00771 in step 513, if the MID and T1D {(or appropriate extracted daia) matches
stored data associated with the resource provider, the transport compulter 22 may
insert a fransport 1D {(e.q., the ACQRef of figure 2) {0 provide an indication that the
resource provider has peen authenticated. 1he transport computer 22 may then

forward the MiT/authorization request message on o the token provider computer 32

(8.¢., operated by, or on behalf of, @ payment processing netwoerk.

{00781 in step 514, the token provider compulier 32 may use the received
TRID to ook up a public kKey (o verity the digital signature contained in the

M T/authorization reguest message. if the data contained in the decrypled digital
21
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signature maiches the corresponding daia fieids of the Mit/authonzation request
message, then ihe token provider computer 22 may perform a token to PAN
transiation and the token may be replaced with the corresponding PAN in the

Vi T/authorization reguest messags.

{00791 in step 515, an authorization reguest process 1s continued as the oken
provider computer 82 forwards the aulhorization reguest message containing the
FPAN 10 the authonzation computer 40 (8.¢9., an issuer associaled with the FAN). At
step 516, the authonization computer 40 may refurn an authornzation response
message (e.g., approving or denying the transaction) 1o the resource provider
computer 12 via the token provider computer 32 and the transport computer 22 as
depicted in figure &, In at least one embodiment, the PAN may be fransiated back {0

the token in the authorization response message at the {oken provigder compuier 3.

{00803 At the end of the day, or at another suitabie time, g cleanng and
settiement process may take piace petween the authonzation computer 40 and the

transport computer 22.
Limited Token Address Space Considerations

{00813 Figure 6 shows a diagram illustrating the re-use of tokens within a

token domain.

{0084} By narrcwing domain restrictions © the resource provider level {(e.g., a
merchant ievel), a breach can pe greatly contained pecause the token can only be
used at a particular resource provider. However, a large pool of token space may be
necessary. in some embodiments, it may be possible to aliocaie & PAN X #

merchant.

{00831 if the number of iokens exceeds the available space, it 1s possible {0
re-use tokens within a token domain (COF). The techniques described herein
anabie {okens ¢ be reused Dy requiring the resource proviger 1o provide a digital
signature with every message. Since tokens require a digital signature o perform a
function, itis possibie 10 revoke the certificate of the affected resource provider

without disrupting foken ulilization of other resource provigers.

{0084} Figure 7 shows a diagram tlustrating an environment for reusing

tokens within a oken domain. In the example depicted by figure 7/, a gateway
22
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computer may act as a token requestor on behalf of one or More resource providers
(e.g., merchants). The gateway may receive a USSR from a resource provider, and
supmit a token provisioning reguest message on behall of the resource provider in a
similar manner as described above. Upon receiving a token issued by a token
provider (e.¢., the oken provider computer 32 via ihe transport computer), the
gateway may issue a unique gateway ioken to the resource provider. The gateway
may uftlize the same oken provided by the token provider for muitiple resource
providers in order 1o provide messages {(e.g., authorzation reguest messages) on
penail of the resource providers. if a preach 1s determined, the certificate
corresponding to the affected resource provider may be revoked without affect the
transactions of the unaffected resource providers. By enabling a single token {loken
provider token) to pe reused on pehall of multiple resource providers, the avaiable

token space may be optimaily utiiized.

{00855 Figure 8 shows a giagram iustrating an envirenment in which unigue
tokens are utiiize by resource providers. in the exampile depicted by figure &, &
galeway compuier may act as a ioken requestor on penhalf of one or more resource
oroviders {(e.g., merchants). he gateway may receive and mainiain unigus
certificates for each resource provider. in at least one embodiment, the gateway
may sign each transaction onginating from a particuiar resource proviger with the

certificate uniguely assigned to the parlicular resource proviger.
Routing to Muitiple Registration Authorities
{0086} Figure 9 shows a diagram tlustrating a re-use of a token reguestor |,

10067} Afier obtaining a token (2.g., from ihe token provider computer 32), a
resource provider may wish (o route a transactions over different transport
computers {e.q., operated by, or on behalf of different acguirers) pecause the
resource provider may operate giopaily in different countries. Resource provigers {(or
galeways signing messages on behalf of a resource provider) may need 0 register
with each transport computer they wish 1o route their tokens through. Figure 8
sNOWS a relationship petween a token reguestior (e.g., a resource provider computer
associated with a merchant) and multiple transport computers. 1t should be
appreciated that the transport computers depicted in figure 9 are intended {0

Husirate transport computers that are operated py different entities.

"~y Yy
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{0088 Figure 10 shows a diagram that diustrates a registration matching

OroLess.

10089 in step 1, the token requestor 10 may register with a registration
authonty 50. The registration authority 50 may be operated py a different entity than
the entity that operates registration authority 20 of figure 1. In at ieast one
ambodiment, the token requestor 10 generates a public/private key pair and a C5RK
as described above. The CSKR may be sent to the registration authority 50. The
CSR may contain information such as, but not imited {0, a merchant name, a
pusiness {DAax 1D, an acguirer L, a merchant 1D (MID), a terminal 1D, and a public

Key.

{00901 in step £, the registration authonty 50 may authenticate the oken
reguestor in a similar manner as described above in connection with the registration

authority 20 of figure 1.

{00913 In step 3, the certificate authority 30 may receive the C5SR from the
registration authonty 50. In atleast one embodiment, the certificate authonty 30 may
authenticate that the CSR came from the registration authority 50 and verifies the
information contained in the USSR matches information coniained in a prior
registration {e.qg., a previously received C5SR associated with the token reguestor 10).
if the information maitcnes the prior registration, the certificate authority 30 may
return an indication of gpproval at step 4. The approval may de returned to the token
reguesior 10 via the registration authority 50 In a similar manner as described above

in connection with figure 1.
TECHNICAL BENEFITS

{00923 =mbodiments of ine present invention reduce the computational
purden of token providers by deiegaling authentication efforts 1o other entities {(e.qg.,
acquirers), in effect, leveraging pre-existing reialionships between registration
guthonties {e.q., acquirers) and token requestors {(e.q., merchants). Addgitionally, key
generation efforts are deiegated 10 token requestors (e.¢., merchants) which may
further relieve the computational burden on the token provider. Embodiments of the
invention ensure that the entity submitling the token transaction has authorty or
ownarsnip of the token. By utilizing the techniques gescribed herain, confidentiality

of sensitive data 1s maintained. By utilizing okens and the gigiial signatures
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described nerein, the ntegrity of a message may de verfied. Because the digital
signatures herein are generated using the particular data fields gescribed above,
frauduient tfransactions may be detected (e.g., replay altacks, masquerades,
regrdering of messages, inssriion/deletion of messages, etc.). Accordingly, tokens
may be provisioned and distnbuted with less computational cost to the token

Droviger.

{00935 1The vanous paricipants and elements described herein may operate

one or more computer apparatuses to faciitate the tunctions described herein. Any
of the elements in the above-described figure 1, iIncluding any servers or databases,
may use any suilable number of subsysiems to facilitate the functions described

Neraln.

{00945 it should be understood that the present invention as described above
can be implemented in the form of control [ogic using computer software in a
moduiar or integrated manner. Based on the disciosure and teachings provided
nerein, a person of ordinary skill in the art will Know and appreciate other ways
and/or methods (o impiement the present invention using hardware and a
compination of nardware and software. Any of ihe above mentioned entiies may

pperaie a computer that i1s programmed 1o perform the functions described herein.

{00955 Cxamples of such subsystems or components may be inferconnecied
via a system bus. Additional subsysiems such as a printer, Keyboard, fixed disk (or
other memory comprising computer readabie media), monitor, which is coupled 1o
display adapter, and others may be included. Peripherals and input/output (/)
devices, which couple to /O controlier {which can be a processor or other suitable
controlier), can be connecied to the computer system by any number of means
Known in the art, such as a serial port. For exampie, the senal port or an extemnal
interface can pe used to connect the compuler apparaius 1o a wide area network
such as the Internet, a mouse mput device, or a scanner. Tne interconnection via
system bus aliows the central processor {0 communicate with each subsystem and
to control the execution of instructions from system memory or a fixed disk, as well
as the exchange of information between supsysiems. The system memory and/or

the fixed disk may embody a computer readanie medium.
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{00965 Any of the software components or functions described in this
apphcation, may pe implemented as software code {0 be executed Dy 3 procassor
Using any suitable computer language such as, for example, Java, C++ or Peri
using, for exampile, conventional or object-oriented technigues. The software code
may be stored as a senes of instructions, or commands on a computer readable
medium, such as a random access memory (KAM), a read only memory (ROM), 3
magnelic medium such as a hard-drive or a floppy disk, or an opfical medium such
as a CO-ROM. Any such computer readable medium may reside on or within a
single computational apparatus, and may be present on or within different

compuiationai apparatuses within 8 system or network.

TO097E Different arrangements of the components depicted in the drawings or
described above, as well as components and steps not shown or described are
possible. Similarly, some features and sub-combinations are useful and may be
smploved without reference o other features and sub-combinations. Embodiments
of the invention have peen described for Hiusirative and not restrictive purposes, and
aiternative embodiments will become apparent to readers of this patent. Accordingly,
the present invention is not imited 0 the embodiments described above or depicted
In the drawings, and various embodgiments and modifications can be made without

departng from the scope of the claims deiow.

ADUITIONAL EMBODIMENTS

{0098 Ancther embodiment of the invention is direcled {0 a method for
Droviging secure token-based transactions. The method may comprise generating,
at g resource provider computer, a certificate signing request. The method may
further comprise transmitiing the certificate signing reguest (o a registration authonty
computer. in at isast one embodiment, receipt of the cerlificate signing reguest may
cause the registration authority computer to authenticate the rescurce provider
associated with the resource provider computer. The method may further comprise
receiving, from the registration authority computer, a ioken reguestor identifier {10D)
and a signed certificale, the token regquestor (D and the signed certificale baing
assigned 1o the resource provider. in some empodiments, the method may further

comprise, sionng the token reguestor 1D, In at least one empodiment, the {oken
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requeastor iD may pe utilized by the oken reguestor computer o generale digial

signatures for supseguent oken-based transactions.

{0099 Another empodiment of the invention is direclied (0 a resource proviger
computer that comprises a processor, and a computer readapie medium coupied {0
the processor, the computer readable mediunm comprising code, executable by the
processor, forimpiementing a method. The method may comprise generaling a
certificate signing request. The method may further comprise fransmitting the
certificate signing request 1o a registration authornty computer. in at least one
embodiment, receipt of the certificate signing regqueast may cause the registration
authonty computer 0 authenticate the resource provider associated with the
resource provider computer. Tne method may further comprise receiving a token
reqguestor identifier (1D) and a signed certificate, the {oken reguesior 1L and the
signed certificate pbeing assigned to the resource provider. In some empodiments
ihe method may further comuprise, storing the token requestor ib). In at ieast one
embodiment, the token requestor (D may be utilized by the token reguestor computer

t0 generate digital signatures for subseguent token-based transactions.

{1003 Anotner empodiment of the invenlion s directed 10 a method
COMPrising receiving, a first payment oken. The method may further comprise
transmilting a token regueast message (o g tokan service computer using the first
payment token, wherein the {oken service computer generates a second payment
token in response to receving the first payment token. The method may further
comprise receiving the second payment token from the {oken service computer. in
al least one embodiment, the tirst payment token may be associated with a first
token domain and the second payment token may be associated with a second
token domain. in at ieast one embodiment, the first token domain may be
associatad with a same or lesser securily restriction than the second token domain.
in at least one embodimeant, the second pavment token s a card on file (COF) token
associated with a resource provider {€.4., a merchant). in atieast one embodiment,
the method further comprises receiving (€.qQ., by a registration authority computer) an
authonzation reqguest message comprising the first payment token, moditving the
guinonzation request message by replacing the first payment token with the second
payment {oken, and transmitting the modified authorization reguest message {0 a

payment processing computer. In at least one embodiment, the token provisioning
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regueast message may de routed through a franspori computer prior peing received
oy the foken provider compuier. In some embodiments, the transport computer may
authenticale an dentify of the resource provider. In at ieast one embodiment, the
token provisioning reguest message comprises the first payment tocken, a
cryptogram associated with the first payment token, and a digital signature
generated Dy a resource provider computer. in at least one embodiment, the token
provider computer may generale a {oken reguestor identifier for the resource
provider and providss the token requestor identifier with the second payment token.
in at least one embodiment, the token reguestor dentifier may be utilized by a
resource proviger computer 1o provide a digital signature in a future authonzation

reguest message.



WHAT 15 CLAIMED 15:

1. A computer-implemented method, comprising:

recelving, at a registration authority computer, a certificate signing
request from a token reguestor computer;

authenticating, by the registration authority computer, a token
requastor associated with the token reguestor computer;

transmifting the certificate signing reguest 1o a certificate authorty
computer,

receiving, from the certificate authonty computer, a token reguestor
igentifier (1L} assigned 1o the token requestor and a signed certificate; and

transmitting, the signad certificate and the oken requesior (D (o the
token regquestor computer, wherein receipt of the token reguestor (D by the ©ken
requestor computer enabies the token requestor computer 10 generate digital

signatures for subseguent token-based transactions.

2. The computer-implementad method of claim 1, wherein the token requestor
L) 1S generated by the certificate authority computer in response {0 receiving the

certificale signing request from the registration authority computer.

3. The computer-implemented method of claim 1, wherein authenticating the
token reguestor comprises veritving mnformation of the certificate signing reguest

against stored information associated with the token requestor.

4. The computer-implemented method of claim 1, wherein the certificate signing

reguest is received and ransmitied within an authorization reguest message.

5. The computer-implemented method of claim 1, further comprising:
receiving, by the registration authority computer, a token provisioning
reguest message, the token provisioning reguest message comprising a digital
signature generated by the token requestor computer;
transmitling the token provisioning reguest message to the certificale
authority computier,
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—



N response to transmitiing the token provisioning reguest message,
receiving a token provisioned to the token reguestor from the certiicate authonty
computer; and

fransmitting the token to the token regusstor computsr.

o, 1ne computer-impiemented method of claim 5, wherein the digiial signature
1S generated pased on the token requesior (D, an identifier associated with
registration authority computer, an identitier associated with the token regueasior, a
terminal identifier, a time stamp, a message counter, and a private encryplion Key

associated with the {oken requesior.

7. The computer-implemented method of claim 1, further comprising:
notifving an authorization computer related o the {oken provisioning

regquest message that the token has peen provisioned 1o the token regquestor.

8. The computer-implemented method of claim 1, wherein transmitiing the token
orovisioning reqguest message o the certificate authority computer causes the
certiticate authonty computer to decrypt the digital signature and compare the
decrypted information against one or more data fieids of the (oken provisioning

request message.

9. The computer-implemented method of claim 1, further comprising:

receiving, by the registration authority computer from the token
reguesior computer, an autherization reguest message associated with a token-
pased transaction, the authornization reguest message comprising the token and a
digital signature generated by the token requestor computer,

transmitting, by the registration authority compuler to the cerlificate
authority computer, the authorization reguest message, wheremn receipt of the
authorization reguest message by the certificate authority computer causes the
certificate authority computer to modity the authorization reguest message prior {o

sending the authonzaton reguest message 1© an authorization computer;
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receiving an authorization response message correspondging to the
authorization reguest message; and
transmitting, by the registration authority computer (o the token

reguestor computer, the authorzation response message.

10, A registration authority computer, comprising:
3 processor; and
a computer readable medium, the computer readable medium COMPrISING
code, executable by the processor, for implementing a method comprising:
receiving a certificate signing reguest from a token reguestor computer,;
auvthenticating a token requesior associated with the token requestor
computer based at least in part on the certificate signing request;
fransmitiing the certificate signing reguest 1o a certificate authority
computer;
receiving, from the cerlificate authority computer, a signed certificate

and a token requesior identifier (1) assigned to the token reguestor; and

transmifting, the signed certificate and the token reguestor (D {o the
token reguestor computer, wherein receipt of the token requestor 1L by the oken
reguesior computer enables the token reguesior computer 10 generate digial

signatures for subsequent foken-pased transactions.

11. The registration authority computer of claim 10, wherein the {oken reguestor
L) 15 generaled by the certificate authonty computer in response to receving the

certificate signing request from the registration authority computer.

12. 1ne regisiration authornty computer of claim 10, wherein authenticating the
token requestor comprises verifying information of the certificate signing request

against siored intormation associated with the token reguestior.

13. 1he registration authority computer of claim 10, wherein the cerlificate

signing reqguest is received and transmifted within an authonzation reguest message.
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4. The registration authority computer of claim 10, wherein the method further
COMpPrises:

receiving a token provisioning reguest message comprising a digital
signature generated by the token requestor computer;

fransmitiing the token provisioning reguest message to the certihcate
authonty compuiter;

in response (o transmitting the oken provisioning reguest message,
recelving a token provisioned (o the token requeastor from the certificate authonty
computer; and

transmifting the {(oken o the token requestor computer.

15, The registration authonty computer of claim 10, wherein the gigital signature
15 generated pased on the token requestior (L), an identifier associated with
registration authornty computer, an identifier associated with the {oken requestior, a
terminal identifier, a time stamp, a message counter, and a private encryption key

associated with the token requestor.

10. The registralion authonty computer of claim 10, wherein {fransmitting the
token provisioning reguest message to the certificate authonty computer causes the
certiticate authonty computer to decrypt the digital signature and compare the
decrypted information against other data fieids of the {oken provisioning request

messade.

17, The registralion authonty computer of claim 10, wherein the method turther
COMpPrisas:

receving, from the token requestor computer, an authornzation request
message associated with a token-based transaction, the authonzation request
message comprising the token and a digital signature generatad by the token
requestor computer;

transmitting, to the certificate authority computer, the authornzation
regquest message, wherein receipt of the authonzation reguest message py the

certificate authorty computer causes the ceriificate authority computer o modify the
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authorization reguest messagse prior 1o sending the authonzation reguest message to
an authorization computer:;

receiving an authorizalion response message corresponding to the
authonzation reqguest message; and

fransmitiing, to the token requestor compuler, the authonzation

FesSPONsSe messaje.

18. A compuler-implemented method, comprising:
receiving, a first payment token associated with a first token domain;
transmitting a {oken provisioning request message {0 a token provider
computer using the first payment token, wherein the token provider computer
generates g second payment {oken in response to receiving the {oken provisioning
reguest message, the second payment token peing associated wilh a second token
domain that is different than the first token domain; and

receiving the second payment {oken from the token provider computer.

19. The computer-implemented method of claim 18, wherein the token
Orovisioning request message s routed through a transport computer prior (o being
recelved by the {oken provider computer, and wherein the fransport computer

authenticates an igentity of a token reguestor associated with the token provisioning

reguest message.

20. The computer-implemented method of claim 18, wherein the first token

domain is associated with a fesser security restriction than the second token domain.
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