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AN AUDI T TRAIL TO PROTECT OBJECTS 5 DI STRI BUTED OVER A NETWORK TECHNI CAL
MVELD Thi sy Lon is related to establishing an audit tpai ot ect
obj ect s ?ﬁgﬁwggBZode, docunents, 10 and imges that are d?g?bﬁgﬂ?gggover a
net wor k. BACKGROUND OF THE | NVENTI ONThe Internet is now comonly used in

t he courseof business to search for information and exchange

code, 15docunent s, inmages, etc. anong col | aborators, prospectivebusiness

partners, and custoners. The increase iftbusi-ness conﬂ“ﬂ“MﬂMﬁWMM”f

I nt er net ha ani ed by anincreasing concern i ng

infornation@WMHWNMMHWWNﬁnunicated oR, EQ%ikQE%Enet from " haakews" who can
ori%ﬁg?access to this information and either use itfor their

own financial benefit ox conprom se the infor-mation or the system on which

it is stared. G ven theenor nusrmel see £ rARIST €% aapduct ed on t he

" Internet andthe correspond] of I1S] LL I's inpera-25tive
that the objects (includi %%%%%&uﬁﬁoﬁﬁ R%@gc'fé anyt hi ng
represeénted in digital formMDEISERIBIEESD ¢PEER andVENIORIKged and t he
intellectual property con-tained within those objects are secure -- i.e.,
t hey can-not _be accessed by individuals or conpani es who have no30right to
them they é@ﬁﬁ%?l%%LpFFﬁ%éd unl ess there is(permssion to do so, they
cannot be edited sxcepthmheiﬂv@ﬁtibhghk hﬁSab@@ntéoﬁéEébedshYngh&n
owner Pr ot ect.on. | ec ect .exchanges mayhave ny. conmponents.
One of thesé%ggﬂgh%% %ga%§d§£gF§§Et§%9p?%%e%sg%fa%e?? ?ingogﬁgegg%htity of
a partdfrequtd-imgoer Shali agei Afeernbbibad dver fsngewerklly accom plished
t hrough the use of passwords. A drawback to this WO 02/ 23797
PCT/ USCL/ 28 = oach_J hat passwords can be |ost, reveal ed, or
stolen. A sﬁ%ﬁ@?%%ggﬁéhgﬁtFégt#§§E8£5§ ss uses digitalcertificates
aut hori zed by a certifTbat éEntetheti iy. nédGdcgnhahlgensedi tat eheontaras t he
owner' S NNy ¢ SE54EhOUIDEL. SEXPLAIELEN: f2LARa: 200 LN dhOhbAbesLgaal ! e
(dataﬁgfended to a nessage Identifying and authenticatingsender and message
dat a ng RAAFRBERES . cHERYBE| ORLT seaBengwolbiberetPssui RyoEREABEVEY. The
certificate whsnldsonpai-fsetBe spat bhieaherawnerhs pHbLbaskeyn basgyb! ijckley
ndi vi dual s

crypt ogr aphy. ich Ls w del ed_ip_authenticationprocedures

have public ’_k%%/\% %cr’fdéb‘?lw‘\e/gtcéxkg SWFPEREEPE Priobethe REPTRRESEE §Y b5t he
certificate MCY¥MFIDG asNAGranabPydrprafestéhg asnRSAmathenpabbredkey15i s
publ i shed i ncoftuRicaPEe dhr EBLOTHESrREAt akBNInLhRESEVI {heatas: ghha
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publ i c2&ey, WARFLHNPHeZBRIBFCESHt bPesNif ANEPFBRESPY, aBAdedEbrypHEE H5i ng
therecipientfsrpth&ﬂfeokﬂKfiﬁﬂnaﬂamenéheﬁie ﬁrﬂ@éﬁ%ﬂ&mié%O&ﬁ@d@hféﬁn f
encrypt a usin er's iyvat ekey; .the recipi.ent n verify
t he senderpgﬁ?genti§§ gh%e§¥§g€ﬁn8?tﬂ§£§¥gﬁgtﬁ%esgffﬁdfheeégﬁae&ﬁg publ i c
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nmodi fyi ng, etke)cdtiBspegaifgt 0addar 8goUhEe. LhREnkASt aREe; sa; gpetem
adn1n|§§rat0£iggn ﬁgit $g1ng.gg%ch useis have a cesg to a Séste and

what prfvi | eges” eachlis&Ph887 Wi Ri ALBA uéﬁ??eﬁ?é?!e.?cﬁgﬁg§ t §™Cert ain
files, anbuninafestoragetbpagerepreskntadt ho- digatadonfbsmisthkly aper f or med
af ter aut hentj kO I Spnlf g e ceces 0 an

obj ect, thegégfgﬁﬁwﬁ?ﬁ ?%EQ%H§éérgygthgu%ﬁg%??%EFgg?h§E§ %ﬁ%?i§oéfthe user
and then det €2Hifae whehher thaae obarchEsarBefRghret o aceessthly oBfect and

how that usehofBle Us8ckBE=8PLEC ndPFRALYRL! B8R AB¥oah3sPenYs fdvkonBr Ot ect
object%%Encr¥ tion converts a nessage's_plaintext 1 ntoci phertext. In order

to rend®r an“ePehypPeldh el eEPeYt REFBLEPPENPTATIEEIaPEd €8Bt &A1 Ehé Scor r ect
decrypti on kegrmiy\&iba/ 237688 BET/ UBeL/ 28fiAct- Be( aderebiokxdceptanberet he

di : y . Py ok ; -
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above). Although it is _sonetines possiDb t C e ci pher used to
encrypt an object, in §EREFSFLlophefpPdessapRraR OPEecke eXsd@pgEiS0MAYt he
harder it ishhoebnealy tbepehphes.wi bheubft kbede¢r ypthentkeyridn' Stikong”
cryptogyste S |.ar.ge ta .of .possi bl e keys which_nmakes it al nost
oossibi et by BARERE erphar oyt AB)Th APERE Y BEam B tYATe v aRE
crypt osyst entPg arssengiiige ifermptden .10 Thas| | sk gemeredilivo ds:coim—code
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O her types of security to protect the entire conmputer system nmay al so be
enpl oyed at the conputer |ocations. For instance, many busi nesses set up
fire 15 V\@,U@/zbﬂ,ﬁn attenpt to prevent unauthorized users plaBfe&eSSi N9
t he busi ness' data or prograns. However, firewalls can be conprom sed and
do not guarantee that a conputer systemvg |1 be safe from attack. Another
problemis that firewalls do not protect the systemor the 20 systenis
resources from being conprom sed by a hostile user |ocated behind the
firewall. Tr a§§%§§h0350fth€%s %@Q%%o‘f@% absonke 198eUr edvebriaaspert Layer
Security (TLS) and Secure Sockets Layer (SSL) prot ocol s are comonl y used
to provi de ef&P 36Fed 25 commruni cati ons between servers and clients. Both
‘ these protocols are i nmoemm&tted Ianthemaba%&bnbmm a:rmtéssehgeltal Audi t
trails also protectl on n{.or unta t tracing
a user's act IEVItI g§c§ SRhEes éjrré&eel%t %’g’ reI %ttg to gn%g]bt}hé%:ét %’sucl’mt\’ as a
" request 5f or tiheltbbjlecteytotfla:@tt@abbptpelnfsorthl@dO@me&ﬁSobljae@t Eeréwilng,
editing. priphiig, e gt#ma%li%t el S RIS Re AGAUEY. HioMaNa Nokicaed

al terations; i nst unaut orized users cannot be allowed to renove
evi dence of QQP?ﬁéreﬁi &et Pvmeiseaorr dRERL LAvdng Pag aNl‘}@ieﬂtﬁtj?at’Cé@@ests and
actions genekaheera aRiddeeaRld (@ftal Bis@hiBi®;idt Ry ANBrS Y FlerM
generating audit trails nust have WD, 02/,23797 -4 PCT/ Ugﬁ-ﬂ/ 286%3r t he
capability t 5408 e Offe % dSFRLNGn 2t EOpEYess lhteetcﬁr i

above- ment i orettaeld ithe dewitdds carye bawmsed eﬁ@ﬁhﬂﬂ’lﬂtcﬁlkye,y .or mupetbadmmnl Y,
in sonme conb;}](natl on. 51 n_ad | t| ol e tlgeeﬂe nera dt?_%\ﬂ CeS tnttt_‘ech%tz_aLroe1

ot her appr oac &Y CEYREOHPRMY € prior -ar 4 ut rust ec nol ogi es

Cor por at i on pwcedmawedn@éwe@aﬂallsam pudldtcedetys tEmsi prdivgittealkeys

ri ghtsmanageqenit %t%n%%g ¥ed WG TR %ﬁteo%s@yg'b?/m&h%or&:te%’t@ﬁrl&tt%c nel ogy
enabl es the encryption a st orage of 1 nforma- includin content and
rul es regar dithg@Tadvessing Rat adERranim SHch BisgiRSdx c e &santially

a softqware GaNtRINEhel8 LRI Mmoradl NG Mty ilde ceja&rammllr@%eﬁés, i's
passed from node ,tqQ node in_a Virtual stribu-15ti on Environnent (VDE).

The VDE consiCSt&idfCad@iscatdhBEdwate &eYs ARl TSt ndSSsR 9 Fer eof .

| nf or mat i oni BriehencatAigie s iy thil wdad plicemweds lmhie\d sy i mﬁﬁ.rqbi)-tthaat ed in
a VDE which run the a rlatel L eIl ust sqof t+ dj.t g may be
gener at ed, st°6 lnéi(?r 1 8%51 ectthoryVDﬁmﬂtere e t%gitlgle&ntgor an
invention t hacteqmnllqmtdtse@rmtqta:ﬂ@y( baﬂmalut#lermlytdhm@ W sctageay e

repre nt ed i n R nd
softwar%? pr oig%rt%rgtéﬁg{ Jgtl%re valal cf}Lellgey aon th%q2§l nternet wt h‘%?‘g??&fn ng

aut hori zed r &§dsttdes nesimimsfeda® vestifNatd o m ey’ cdfitdry” % order to

accesspr ot eCti%%xly@a‘tqrr{@atﬂt@ s 1 eemﬂlt(ﬂi teHe' ddnded enpiRacc aent.abi l ity
and non-refutability is als eS|rabI i,S als |rableto ass the
protection duties, in- fé’étl’t?dﬁlr?@ etrﬁelrﬁfdl 48 F Party

inorder tor @imez\dﬂetgm oy iestirger vrezrdlcﬁynb@ h ethe ) pmuctelrss:emﬁd Hrarsdwar e

burden @f praoui t he rit.y cl X% tRstore a
vol um n%us agf c!)L?E%al P%Eip;tiarhttan(d%] %W(f[e% ?I%ch‘l% 0 store oh, db-

i nformation $wymBSees V\tl'hleﬂ'r arperst havet andscaticon saten ignd Whgt
serializa-tion-iqfi fthed equestad OlLCl,i oRca dhe dequesd edebjeads

security pollcy of the re uested object. and adescription of. the protected
object in thetoatﬁﬁlttét#rhlﬁ Q8 ANV PE FEQERIRCANISRY B0~ pr d

conpr ehensi ve ipfedieat i i with eyt fcxineed hef deant esgmltemamiamrdref utmbi lity
of the aoudlt trail Th re.is a need for ar]:rlnventlo t hat ‘{) tect
Y g%

obj ect $ X basiTA Ty, "Wt hilHy T REHE ¥ 5t ey et no d—t Horm

Includlng codwystoor wielt sEirsh verify or authenticate the 1dent1ty of
the user and then determine whether that user has the
right to access the object and how that user may use the
object.

35 Encryption may also be used to protect objects.
Encryption converts a message’s plaintext into
ciphertext. In order to render an encrypted object, the
recipient must also obtain the correct decryption key



ages, and software prograns, that are available on the Internet w thout
requiring authorized requestors to run special software on their conputers
in order 8, @gggﬁs protected information. (For instance, pEeRSH /ey € Of ten
10 on a lim udget and, even if they have their own conputers, cannot
reasonably be expected to buy extra software which would enable themto
downl oad information |i ke course notes, schedules, etc. that schools are

i ncreasi ngly making avail able to authorized users over the 15 Internet.)
Add: tij onal deseeablferf ?@@ﬁh@%ef Okhe dlilgbgalsmhgbtfs tmi%n%@ﬂbgﬂ@t keyst em .

i ncl ude passi,n t of the rote i,on uties" to a.thi rty in order
to relieve tﬁQ%EBFEEPC§€F$éF éfPP%@16r88¥s§FH8t8€F&8HYb b Vp |d|ﬁg_security
and prOV|d|nghonghtEME1enebmptnmnsk@pssubae abe“baeakcumékycp@ksed bet ween
the requestor and the ' sec%rlty erv .rat her tqan assing the ﬁncryptlon
keys with t h8S&RcFPpfBF d&ad POPEC Vs&ndg§P?58 JFigiSCEP-Fght s
managenént sydkeeentcoyotien, pth@ebamdnrt@tansobpebreakemh@fmaphehe obj ect
has been sen q R " LN, Lhi ention
rovides & MRS and Sy SontPat oy SLRet | an OF ‘obfect e (v thtg Pad
represent ed Bnldirget zbnoer mf poeslbd@d§GY6owhn€htSﬁkeﬁag§salmostmare
programs, 30i6beekidhel kbylediose ag&@%&s tBheCNan eagkes
restricting certairn operations (i. printing, iting, copying}
on the obj eck&yYBy cér ﬁémnlgewmp&ﬁﬁystﬂﬁl ésj ééts0sém@ﬁecémom BPreyiobj ects,

bot h pret ect gdsand kHB%Oh%‘Eh%@ls b% %@abpg%awl a@dt warlq %@fea%
desi gnat es whet her an obj ect protected and, if what the

shoul

security pol FERAPRY 58 &nd &§§P€€I§TS§PGP§€PFBA Fﬁétébject should recei ve)
is. The securlty pollcwtmﬁr tg@b@defreéturatyoms Prole tmaheV ie@witae

obj ect, the %24237J gCT/QSC& 8%%5 %If%}a f %he object, the
nunber of ti MESTLE oﬁ?g nhﬁyybe g% &s LR CER®Y §F|C|es

relating to éoca@ngnsuchF@s wnethgcebhmaob]@@Blﬂ&ﬁSbe peitntgd fieei-t ed, etc.
Coj ect 160Nt r glg 187 §MBENARILY tW@bC?rF@EEQS D HORE 23R Wdns BRLECY. Wien

t he obj ect server receives a eques or an o ject the software checks
whet her the PEGEESLAE Ghicebusinessdt datadOr| PrONE 8- -ecHowevghpr diE€ted,

the server wyhli1geednt be @%@%m&@,eahsnae%e%%r gubfrahiteel@ralj act is
protected, the software creates._a. new qQ ch includes _authentication

|
and tine of CRBPYEEG FySHRAWedtd Re ﬁ@ﬁ@ §§°§bﬁi5?F¥at|@90tﬁ@ﬁb@r° Ecurity
policy, and de&cﬁeptham @ﬁrbmalaeqdeshed okjpeect ahk efystReseratbte

encrypted. The _n ect i.S _se t he request. 15. br in a
oty 28l ong uebRi  kEEpue oo RreRioa BaTReERERY B, B e e Roweer 1o
a "security geeveﬂ0CaAE@ebehh@db@©@rﬁnyewaﬂﬁer whi ch is equipped with

sof tware for provi di ng rpeelfeklabns BV e8SagkeC ehtCs 1300 ralihenibrat es e
redirected request, it obtains the Lgueste object either fromits own

cache or froWF?H§P§€FVé@y@ﬁhﬁéﬁﬁﬁﬁ§ytH@ Bj 88 g Ss SOGKEYEr ARYRIEssi on.
The security (S%we@rbm@aoq@cw ohiRn1§U ueSie & 0 Rjreft del eindgypicleang and

non-naghgable encr ptloogjIS conbines It mﬁngggaﬂ}le code of war e sent
fromrénote SYEERECASS ?F@PF@dS§EV8§§ g FRESand B¢ d&d and
execut ed on prioacallsysireminicioipotraeed] et mastta et Dommmexe:xamdti on by

t he reC|p|eng£ V%E% security policy, and object controls. This resulting

package is senF back to the requesting conputer as a reply to the
redi rected request. Audit trails also provide protection by enforc-

ing accountability, i.e., tracing a user’sg activities

30 which are either related to an object (such as a request
for the object) or actually performed on an object (view-
ing, editing, printing, etc.). Audit trails must be
secure from unauthorized alterations; for instance, unau-
thorized users cannot be allowed to remove evidence of

35 their activities from an audit log. Auditing requests
and actions generates a huge amount of information;

therefore, any system generating audit trails must have



30 The requesting conmputer then tries to execute the nobile code in order
to render the requested object. The nobile code will execute tests to
ensure pr@paksfst antiation of the object controls; when tpggRepaRbi ol s are
properly instantiated, the requestor may request a 35 decryption key which
is sent via secure transm ssion to the rgquestor upon satisfactory

aut hentication of the request. The decryption keys are one-tine keys which
may be used only for decrypting the specific object in ques WO 021 23797

PCT/ US01/ 28Cthet capablifiitherapbicbeeCede exeeuinasistcaagspubbysandta
decryption ke €S, obéglned the requested object is rendered subject to the
constraints 8 FiféS8&ddrity policy and object controls. 5 A descriptor of
any actions involving The seower-tngnsépuerd ardurhéyr dguéster mgyabei viti es

wih regard Leokng QR gk ls LeCRLURd bl anhgg &h'go%%ahhﬁ9£ﬁ8£96 nf €vi ew by

) authorlzedlnlw SucC ast e securit érver system adm ni'strat or
and the5cont &nt advﬂ/n@nonThps th@gelgenenrelrréyvnéeasedhteasec@nsgt ptiberan audit

trail detalahggrwggh %qQ%sg%guwQ%thﬂbhggtgrlwgegggr the objects were
del i vered type of securlt% olicy_ was in place for each of these

obj ects and any acti ondRtgrRaRUS ﬁéhBBﬂéaﬂeﬁyCPHQOFé&&8§tEPS &8 wel | as
derived lnfoa&&bbans%u@&aaspé5ehhg re@ tad @bjeﬁblwaalgqeaasedghtbe nunber

of tinmes an ob ect mait%ﬁc etc the securit ver is._used

O cout o oot TanSEknRY, Rerrre it e ral BR AR b BiBabORy CRRERER e i ng
t he reQOestedeahpedbgyTheabﬂesethehenobygtuoseamérstsragenoﬁ spéndinag

P o ese! N0 ¢ E18H CIRARABENLE LESURS B0doknskEadal foladaaLed t o

handl i ng requ mation. 1 n ad
mai nt enance tbett kendevdri iy seDigibox kangraaehy 95§9n§eﬁ&éy 8 sp&tem

adm ni strat o3, o %%Wtfau%f n fI‘Wet RBLtEAYERYS A1 BnbNGieW the 8h8r9biBE
obj ect servers. This nethod and system differ from ot her object” protection

met hods and &§¥€end s passsd E&RMOROSST LRaPEOG0AE ﬁoylﬁégélt 15§rﬂﬁ§falled
on all 1gonputess EAGé@then® th@Enequeﬁb gne poawisiten oef dadreguegt ed

object. In 3 ition, s used t t ot ob'e t are
one-tinme key g §%Haéﬁé°ﬁb§ g& & Wit [F° éngﬁéﬁgpﬁgﬁrgﬁgectq O§hﬁ%ﬁon
DESCRIPTICN Or tHe DRAWENGESr35melygonlyi deavilkesek tyadiesicets tlheoepwponents

of 30 90l eCt BRALEH QB LTI A5 R LGS IELN o ° RESALQR: sorlO

ware. An audit trail may be generated, stored, and
20 viewed within the VDE.

There is a need for an invention that will
protect objects (basically, anything which may be repre-
sented in digital form), including code, documents, im-
ages, and software programs, that are available on the

25 Internet without requiring authorized requestors to run
special software on their computers in order to access
protected information; a secure audit trail to ensure
accountability and non-refutability is also desirable.

It is also desirable to pass the protection duties, in-

30 cluding storing the audit trail, to a third party in
order to relieve the object server of both the processing
and hardware burden of providing the security (including
having enough memory to store a voluminous audit trail).
Finally, it would be desirable to store information such

35 as the request, authentication, authorization, serializa-
tion of the requested obiject, nonce of the requested
object, security policy of the requested object, and a
description of the protected object in the audit trail to



PCT/ US01/ 2810S Fig. 2a is a flow chart showi ng how an object is protected
in accordance with the invention. Fig. 2b is a flow chart show ng how an

obj ect isw@y@hgaked in accordance with the invention. ' 5 peh@isepasdes a flow
chart showing how a log file of requestor's activities on a protected
object is created in accordance with the.nvention. Fig. 3bis a flow chart
showi ng how a log file of security server activities is created in
accordance 10 with the invention. BEST MODE FOR CARRYI NG OQUT THE | NVENTI ON

Wt ref or engeotoall donbecReheRgsbbraBYLoR ol hanbhL? apRodhgent . the

device is a uter wever devi ce I ncludes anything that can act
as a client FﬁtageFFEnPﬁ@e%VE?fPEﬂh%iéﬁ¥hP§)thanaéﬁﬁécﬁr§éﬂver 12,

cont ai ni ng obj ects 16 @HérerQéegtheadsebkwaﬁelﬁéeﬂhueh dastgpates whet her
objects are to be Erogected gnd a iﬁcur|t¥E erver cont aj n|n sof t war e
0°

94 for proviBFRESH ASFEEt (BASIERVI Ees? a9 WBHHBCP@H EFmork in
this enbodlneehteﬁhenldﬁgiﬂan 20rmAn ohpeatihG CﬁdbUddSc&ﬂEthnglmthh may

be represented iL.n d| |taI orn1 sug c ocune an | e, a
Sof twar e profPShl BrE SArcageE BEPG aBs Cehsr BreoRvaTT L kN tHE &
conput er or 25tesvetdwithhithreayibéngsadthorjaed ymquehbpizetoatoess to a

protected obLgekyaRyoaLag-Beonr e8eTL: hblioush aqsboeke teaneskar device

10, Obj ect server , securlty server ar e ISCUSSG her e
envi si oned tHé@tﬁﬁt§dneﬂﬁ©§mahé0§ystéﬁ?%ﬂFnsﬁéééﬁwnééﬂéeatﬁlé¥§IP@Feéf 30

requestor dthcssliﬁat@EJEﬁ&g@%raﬁﬁs dgenafd sBEYr hhyeS@R¥EESod8. INn this
enbodi nent, the object server 12 an ecurity server_ 18 are Hypertext

S
Tr ansf er ProFB@BPt?HFtp?a§€P§eF§as?ﬁ@£F¥qB@s?6P68§§50E01§u¥h8§FHabe run 35
ning a soft wabEtpaegr ahlaht wbglaseaalddel dh¥hdeoVabwhi oaseinZérmRequast s for

Che object | MBPOBPHE38 7058  pCa DB B8 GO Ber LhR 1 5L UPR TR PBe Shiest s,
Simlarly, repkheingdyrmgbespsavanilabiet bot Aethorpzpdonsevk. orernshed
above, jthe OEhﬁgknéErYerA&altioﬁam”3@9195ﬁiéckbgﬂu§égt%@Ee 161g$@h§h in

this enbodi ment 1s an extension o server software
protection s&igRaEFeMaNAPEMEEEJISESLEN aHFﬁBﬁ?zE§S§9§QeWP§§nPﬁ|§hﬁator to

desi gnat e whpeBrebieehs&ftaeg-upprat eptied aadeyhishozbiert @obeepratact ed.
If an object 16 is designated as grotected t he grotectlon software 14 al so

alloms t he aHhﬁnOQOeF§tﬁ§F5?rt@fs Bei pyorRresiPgebudeBe§febravipinfect i on

(i.e., the SQééﬁk&iypahﬁﬁﬁkobﬂalhbeoﬁ@k@ﬁheléncfbﬁtigﬁukb&% ROLiECYrERy
|nclud§prestr|ct|o S on

ﬁ y view he object, the Ilgetkne of the obj ect
enpoF&FuFE ¥r PEEPG sga VRETN iR5el SGHeErhts 9 fe L) EECHEY tHe vi ewed
server” rather than passing the encryption keys with the

encrypted data. It is also desirable for a digital
rights management system to offer protection to an object
even after the object has been sent to the regquestor.

25
SUMMARY OF THE INVENTION

Thig invention provides a method and system for
protection of objects (anything represented in digital
form, i.e., code, documents, images, software programs,

30 etc.) distributed over a network. Protection denotes
restricting certain operations (i.e., viewing, printing,
editing, copying) on the objects by certain recipients.

An object server containing objects, both pro-
tected and unprotected, is equipped with software that

35 designates whether an object should be protected and, if
so, what the security policy (type and degree of protec-
tion the object should receive) is. The security policy

may include restrictions on who may view the object, the



15 (i.e., cardinal restrictions), as well as actions policies relating to
whet her the object may be printed, edited, etc. The actions that the
request erwagrygperf orm on an object may vary dependi ng on tPQq/[gSq%g(hgy of
the requester. Object controls are mechani sns which inplement 20 t
security policy. The security server 18 ig& also running software 94 V\:hl ch
is an extension of http server software. This software 94 provides the
protection services for objects. In Fig. 2a, a requester requests an object
(step 25 26) 1ifbeifab] o€t ther vBr eStQr itheg hﬂ&lbre&quH:&ﬁle@bjtﬁét obgeeitves t he
request (stegl 28%. | th% obJFec er.ver Chas(,m@tsn N q%pen ent, aut hent| cation
~policy, the SP/e £ &PVt %ecutseat ha oF) I Cy and adt ﬁ‘tnl cate t he
request uponarécenpt sutheaprwhe&hemntb@ftahale@temm bes pirtie thedt, p edequest 30
to determ ne t hat .t he o st. | r S Q. If
_the requesteé\e,gg e%%cl S r?o?g%?oicgglt%gg t%(g%r g{c?ﬁgl%tg Q{c%bj%gltclt(h t’Lﬁ‘gje%t to the
request ér (smept3ghe H@‘E@W‘étty pPPlilsy -obj ect is protected (step 30), the '

protection software crgakes thd epRaReedeeeHeckillR 3radrdshatrdyS
included in are to the request and i s subsequent|ly reditected to the

security ser@8r© g@?gﬁ 36he R t@ﬁﬁ&n@@@%&@ﬁtrﬁ% & BeesESMr i si ng

V0 03] 23797 oA BCT] IS 28 CDs el L Ao et k5t Lon Caneur g only o -
- [ ation (ensuri nly one

approved ver 8F6 ¢ Wéﬁq‘oﬁ‘j g)%l? QPAS c&b% %lhr?or]f@gu 5&;@5“ t)ﬁgg}?’l cg, and a

descri phi on objeke rhequestedtel), edthe (slorfftmam icoeadiesun agvwhehfiecdt i on

depends on V"ﬂﬁ&@ﬁr 1H0e UL, SREYAl a*&i% a%n% 'tﬁ%‘aep%'fdet'?lte %Lill Bication

policy. If thereis an authentication e enhanced est i ncl udes
the result oregn@sautaﬁewaldataﬁoﬁemﬁltlrz@rteqns HONEE h@mqwl,-’é{thfoﬁodélqu,

that i nfor mphangescg#hpe i btdedd thhh%sec@aa%%crteqaqat of EREEP RN

pI’OVI des a variety of Services. It can 10 protect the integrity of a file
(i.e., preveRECHHRGERori 766 &Ief"’eloﬁ’t3le€ﬁs)lsa§e\ﬂ§| Pagk &&sitdie fgamest e

aut hentlscatl BRrowBerauhher lré@)llwn aQ.for@ RAGUES! refliedéte coimme ¥pidton here
can also protect th vacy uester. s for_engryption

i ncl ude non-P&p Baﬁaﬁl@n r&ﬁale&%lél@u Eé’w%etrert i on§°‘ecf§l'§l5’9’ots§58’e§ ‘suppor ting
bot h strong and non- malpfeak eh@”lcsreymrimﬂy we&medwdlmnhm@@lqlﬁe@ m ne the

type of encr o] ng whet her. exchan ween, t he requester and
security seré’gtrthaFg%?%’@e%sngf e1°ore le cnprﬁtt%c?% t nk%’s?rﬁ)fllé:cg (1’r or elxaGr?pI e, a
key many needntioabéhexndhianges $he rediewiqieshtrecpes?) décogimias dbieect

encrypbgd at hBeseRkChL kotne ANy GAUESH, SdcAE) uled i L Tepl y Lo

t he requester to redirec e request to the security
server. Thi ssﬁé@rﬁﬁ‘e@m&ﬁll@ﬁ@@l dthige dj@edparient sece rtaqrestiesiors The

security servee setlware @%@Hv)éﬁi THehe e thed 4efuelsHeRP oBBlectA shar ed

key for encrypti,ng/ dec g the a re uest 1S pes nt t, the
obj ect ser ver(laér‘ral tﬁ&l? Ial T8 Wﬂqeﬁﬁ’éek JértYa s
software is instdlkhechodi icheodls gato Rerarer se3ﬁ: 'Iﬂtemse:cemquw @ertxems sof tware

then checks whether | %g% %%g%e% AR TS R IAHUY SRS R

wel | -f ormed request redU|renents
request are Pot argpcatlheysdem wirhsarty expsldmdd anﬁé@s'té@écmmt @Xei-obj ect

server indi C%&bﬂgb@“tmv@éﬁﬂl%wst %%c%ltﬁ%o(lg%olarﬁ%b%%fc\ter may

then send a rressage to r equest er a out the Invall uest. "The system
admi ni st r at o€ ORGEOliFe otr}“hé(,st X 11 RSTHEHSs Iifh Steidy garddeages wil |

be sent.) requesting computer as a reply to the redirected request.

30 The requesting computer then tries to execute
the mobile code in order to render the requested object.
The mobile code will execute tests to ensure proper
instantiation of the object controls; when these controls
are properly instantiated, the requestor may request a

35 decryption key which is sent via secure transmission to
the regquestor upon satisfactory authentication of the
request. The decryption keys are one-time keys which may
be used only for decrypting the specific object in ques-



WO 02/ 23797 -11 PCT/US01/28&05 If the request is valid, the security server
software next authenticates the request (step 44). The security server
sof t war e wiolgra6@Apare the tine and authentication in the pegifBifRds request
headi ng with those contained in the 5 enhanced request. If the security
server software cannot authenticate the xequest (for instance, the two
request tinmes differ such that a replay attack is indicated or the identity
of the requestor in the redirected request differs fromthe identity of the
requestor inttiba.enh@netd menptiest rode eresageslBuksesefitlDgckntioat he obj ect

server indicatin nsati sfactory. authentication (s 45).. Lf .t he request
i's authenticgfgagp#ﬁgnsgggrFFyO§59§89%$0%ﬁﬁaFeq3ég%§§tgggﬁgkré uggP—and

"~ obtains the degedstsebjebjtetb &éheheonktomitibe ofcthit peseriéy' podacke or the
obj ect servegngsgggeég)Cogzgglg(otection software 15 will pass the object
on to the security server upon request.) |If the security server has to

" obtain fPhe object fromPtReserjiecersefvany eRE1eBFednVPdVaagsERSVEECHsecur e
transni ssi ong;@pcael-hRrsaedr ithe sehuesthas st hechegueskedieh eehardOtbhe

security server software encrypts it using protocols for_strong engryption
and non: i | £061 E0AREEy SE! SECARASEoRBI RedOBhE 08 BYR LPPREmSOT R ey

(software sepy tuGRLEEERHE isstednalir anghensedhackessra tyekeetier ' and
downl oaded and %xecuted on,.a %ocagnéy% %W]%% hg toexgliciE Lnsﬁallation or
25 execut i on K the APTEPESEARF OFa 2B et TORGFREy OWPFR -authidft £E5t i on
cont ai A@d i nftiihe maabeecdsedquestconasnduchj evt asdatr bireilstdepasding
EnCrypL ! N OlinbN2cEEAUESLEdHALA B BN A0 GEbLACEY ERc! Babecl,dthe obf ect,
its requestor, an he provider by ensuring integrity, privacy,

aut henti cat i 68liWeEce. appas JOPSr Ot é)e,cuéiﬁgYaE?ﬂéﬁina?@isoﬁna§1@\§|el £8% being

a tool for neakePYE¢ ahie@R bbjilctsdaPd byt Ac@ibhansakbhobnCapRobphaksel y

deny invol venent _in that transactloHé an detectln% alteragtions. The

resul ting paPRadbei ESANERTO&Nnt 20 Vehd RSqHELLEPY( 4PERTEILIOB: SECBpaE, Fig.

2b). 355l n Fithe 2Zhmet Ae LRYRS! @l aceieresd, heheeplnbard oft templs aho

execute the bilﬁ code (step . .Upon execution of the nobile code, the
d

4)
security pol P& €8md"68j & Fefgﬁgroﬁgcfor the requested object are
instantiated on the WBeQ 22379 Ey- 52rRET/ WsS05LA8605 exequest owo'ss odnput er

(step 54). The mbile;¢qds @é%%.‘éti%%gtde%%ﬁht Brﬂf‘%fe%ft% eaw&eh*éﬁrivtngnﬁbj ect
controls were correctly instantiated. I'f so, if the requestor needs~a
decrypti on ké&pe( seepestrd ol ecdqueFher efryer eflies PoieCts GRrvIeE d6curity 5

server 20st epnd8) spEheiSec WrickksEahe il vake calhentii¢at esslke waguest
(step 60). If it cannot authenticate. the neguest, a ne§§age,to t hat effect

is sent to tH&SSHERECHSs CateCeF% BN v EFAUEF LEN & Ofps dRFETTE
aut henti cat edichhe gecaddiy iser verlls aftwape tdeedandheaariedgeeshed Key back to

the 10 reque r tep,.64). via_a.se tr i.$Si.on, ,th est ed
obj cot | 5 dodr TSt Eaten BEHE BAT S Dy RS SSEUAL S SYFTAE T o
encrypt / decr yémirhie tabjtests i seguditdng e Kay thehe seve nigisng ok el owpr-ovi ded

ei ther )iy a '3eedr ol LRRAMH L Q8AcAating the key which is determ ned at

the in 15 stallation of sécurity server software or other nmeans known in
the prior art, the nosffhéénsithngd 7§ smstere diéderofeom REhPEbiols SC6de i s
execut ed, th%ﬂo@é‘&ﬁh@f nEhodsL Wridh & y@ited@! iaURhE! cloam@Ry soFtSlairal Nt s

mposed on thg gL et by 4N 9ePUTld AU B 310oRel 0 (ol leier ©8).
in the request and provision of a requested object. In
30 addition, the keys used to encrypt/decrypt the object are
one-time keys and are not passed with the encrypted ob-
ject.

BRIEF DESCRIPTION OF THE DRAWINGS
35 Fig. 1 is a block diagram of the components of
an object protection system in accordance with the inven-

tion.



20 As shown in Fig. 3a, alog file of actions taken on the object by the
requestor (and, as will be shown in Fig. 3b, actions taken by the security
server) iwoBhseai ned fox the purpose of establishing an Pedidsol gl . The
log file is available for review by the security server's system adm nis 25
trator. The log file may be used to constgruct an audit trail detailing who
request ed what objects, whether the objects were delivered, and what type
of security policy was in place for each of these objects. If the requestor
attenpts any action refFagedokoikhe §Qoﬁbhﬁﬁkt(5h6w1n§iE@Mngn pbhBttNg,
editing the obje t controls will determ ne

whet her t her &5j Eraﬁeggngngﬁggoﬁg%ﬂggtWbﬁgl 5RG hBYGBFEOPstep 82). If there
- is an open connecti on, Fag.efbr ypt edfilewcchator shbwihg howi en wblkche

transmtted i t he descri ptor
along with s%%e O?ﬁéSEggt%XI%SEBEBan§@| Efﬂnkhe8g?§g§g%ggther mat eri al

" recordeBl to the | og fiFégal 38 nﬁcﬁuﬁé@w Fbeat @hewingi hew, adarg piésent at
the server 'aﬁlygwas£9§ Logak L fBeandnt Bepi-deBtiby 8hibBe $eruee. WO
02/ 23797 -13 PCI/U SO01 /28605 tine, and the requestor’'s network |IP address.
Once the infBERSt FBn2FSOrAARSRI Wikl EBet kBVEBELPRty server and verification

is transmtted to the Fquegboﬁs(étQmoﬁ4bhakﬁesﬂéhhﬁ§ ﬁawtaelagjegnels
al l oned (ste i nst ance

5 g h 5 cussed g qve t he rgguestor
view the req &5 EcPEEHPY RAERVERESTobF| B EBHES SPsBEEEEERHFPy

i nst ant.Dat edwabhd ahdednyphtdnnkey has been received fromthe security
server. Wen the object is first viewed at the requestor's conputer, a
descriptor of this event, i.e., viewng the object, is sent 10 to the
security serB8FT MPDRoFOBr CARBIINGNOUE THENSNVENEJONo t he requestor (step
04), the requestor’ s rgQuRSLa BREEOLM dAqCH] 08 BLBELI EEViLe dgni ed

(step 92). If no secure estab connecfion’'to thé security server is
present, the éBjEE%SC6WPP§F@eWFPIt&?t@ﬁﬁﬁcﬁolésPaBTEPPF§ﬁrsh@WeHe€onnect|on

to theisecurthy gevvee (8t@pd84) ankthihg enaneekhoBctSagshablishedifist ep

cobir Ty Ser BoF L RREGRRVER FELBFACTAE HachPpP B SBRICERE=L Rer HAra.

di scussed abouéningaobdgcetisl &6( sheppd8recthenastvifowmaoe lhewB@cbbfest is
then a"OMEdﬁéﬁ5E8s9%§etHQWe%Eée§EE Qrgo@ﬁeﬁé'ggoEégggh b%nﬁsBaQ%bﬁhed

(step 86) reques t to orman action on the object is
deni ed (steprgzy SA§V§NoWﬁ p@npagnlag SpﬁéwgﬁéuﬁﬂtﬁogePVQNldﬂ§§ pEeords to

a log Hple d%éeeaehogér%c%gya%t Lens cbhnkaked 28 W hBc{BIRr dihothis
protected object. These actions include responding to requests for objects,

sendi ng the 6BPedimestyhéheednésrset Plcei dPngPdE6ledfsinGrludesr 9pYion

keys, and sending the@rmaylgé &%brb@ehh@drQﬂudibﬂtalmhgﬁnih%u&ﬁCaélty
server perfor an_a tlon ep 74 system 3? tware_deter 30 _ni neg_whet her

that action 8 Fel&t 8CP86 e EFanfPE8F of SCHFEPEE: BECIBP et ©5F a FBquest
for a decryptdorrkeyy( 8epa7®ersbh thredavticensiishnes rekatpdtes the

|5 Tecarded FoCPRBE SRR Ry, B RLRANE:baifl uRaRERYILEANALEks N ELN! NS
related to eﬁtﬁéptécﬁﬁ@t@@ﬂ@@tabﬁﬁdtaéﬁoab@e@ﬁﬁﬁﬁﬂén k@y theugBséri pt or of

the action, alapgeWrblulds®®r lReAkedala, o%e@cfth@e&%wonb |B.n@.d@'é%%3 of the
requestor, is recorded to a log file (ste%e78) .an exanple 4 t%n t he

security ser§éFY S@EVEY 287§re discussed re, 1t is envisione
this method and system will accommodate a plurality of

30 requestor devices 10, object servers 12, and security
servers 18.

In this embodiment, the object server 12 and
the security server 18 are Hypertext Transfer Protocol
(http) servers. The requestor device 10 should be run-

35 ning a software program acting as a World Wide Web
browser 24. Requests for objects 16 from the requestor

device 10 are relayed by the browser 24 to the object



-14 PCT/ USQOL/ 2860s recei ves an enhanced request for a protected object, the
security server saves the enhanced request to the log file; along wth the
enhanced wgaupshy; at least tine, local data, and the net Wy hd3:34l45 ess of
the requestor are saved. Wien 5 the security server sends the requestor a
package containing the object conbined wdh nobile code, a record of this
actionis witten to the log file. In another enbodi nent, the requestor my
take actions on the object while "untethered" (i.e., not connected 10 to

the securitysseyuer 12 Pievhees trbeuseesit vipohbevyal keps ieat ebhered
activity, the reguestor S ag Ig?lsé\,\,ﬁr% recorded.on the requestor device and
then sent toPRECEEAPELy &y &Pt RECFEGGdst or est abl i shes a
connection to the secubist yosedvebovepnthel sbjeygtheeseersich itshatinadogss to
the object 1§rbEeE§§EE'%%§@wbEe 2?“gth§°9nt%h§Fh W e tNqk & tab"Shed

~within a set™t ment €sCrI ptors o
security serescessaon ofs hirgp ﬁérgﬁérﬁpiéwaﬁéfor@hﬂﬁeFIQK@OWﬂppt@@fﬁc t he

log file. ThW§r%”@@dh%e%%e@ﬁiwb%nU%%@hWQQQeéo P%%%%ﬂ%d&h%&rtE%%%xtQ% system
adm nistrator. are all owed accéss to the 23797 -15 d ains

PCT/ US01/ 2868551 9npk €a WEd iy mbagpiténéGnéffﬁoPklpratW§@éwﬁpér whiste éeng

obj egts by gt@Vbdl peodekeed.i | fotnr egyestedecaski gogigndted agciprens taken
on O jeCtS

t d t bj ect
erver -cont atAPFGIobLos SXOLAC 165 BER LSl BHAPNG LA CUBT R E<BH S5 am
whi ch dési gnakesanbat tobjspeics far &heo tiypeprotie diegot sen o fa psetisdttiynpol i cy 10
for protect 93 ohj ect.g, %%'c%r‘l@ye@%ﬁ%&/}jrOo%o%ﬂéc%%getc% 3 ghet WRlKg g%g;e—si ce

requestor devi ce Kequestln ect m t he ct server, sal
connect ed t orih¥ p@ﬂwwkmaarndnl;auei)e 3fe§é@aﬁ|ttl§vn§epmewh0um¢mg’1@mbttlh@r

sof tware progp3mLR! ovidi N9 FRALRCHIFORKEELYHEes f(Qr «0bi @Gk 9eail grat ed by
the software program as protected, said seCurity server connected to the

net wor k, sal&t§éFF%8P§)prG@ﬁdmﬁ§mﬁFoP§cFﬂ@ﬁsséP@'€@§qcﬁcm@¥ kg viewed

15 (i.e., cardinal restrictions), as well as actions poli-
cies relating to whether the object may be printed, ed-
ited, etc. The actions that the requestor may perform on
an object may vary depending on the identity of the re-
questor. Object controls are mechanisms which implement

20 the security policy.

The security server 18 is also running software
94 which is an extension of http server software. This
software 94 provides the protection services for objects.

In Fig. 2a, a requestor requests an object (step

25 26). The object server storing the requested object
receives the request (step 28). If the object server has
an independent authentication policy, the object server
will execute that policy and authenticate the request upon
receipt. The protection software examines the http request

30 to determine whether the request is for a protected object
(step 30). If the requested object is not protected, the
requested object is sent to the requestor (step 32).

However, if the object is protected (step 30), the
protection software creates an enhanced request (step 34)

35 that is included in a reply to the request and is subse-
quently redirected to the security server (step 36). The
enhanced request is an object comprising encrypted data

including authentication and time of the original request as



20 i) nmeans for receiving a redirected, enhanced request for the requested
object fromthe requestor devi ce, said enhanced request corresponding to

the requgsd 9s,#6yice’ s original request and created by thpcpbg@eiseser ver,
sai d enhanceé request an object 25 including encrypted data associated with

authentication and time of the original;pequest as well as serialization,
nonce, security policy, and description of the requested object; ii) neans
for obtaining said requested 30 protected object froma cache or fromthe

obj ect SerVﬁél@”aéhbébléMQzéEQHﬁSRéﬂsﬁf@h@cbﬁﬂyoBhécbpb§o$b@rQérshbh)oﬂeans
for encrypting % id regueste gﬁ hected obj ect ; é i gonblnlng t he
request ed 33°pPBE&ttedSoByBEL2R-EH nBBIFE" cﬁﬁﬁurét el FFV pBF d&hal

obj ect contsotsptaod uf ﬁhanseﬁnesﬁeddohgethe reinEbrmgtﬁbheabouthau—

requesting j ' [ h n 2 745,16
PCT/ US01/ 28 éhggg%E? tﬁ gg%%lggcgggkﬁgrrgﬁg gb? gtrggggéé gng ect to
t he refuest indedenileat auubentocathenrgq&e§y|nglﬁevheget05uee andhentw-t he

obj ect subj ggt; A ﬁgﬁléﬁcUEhéyeHHEhEMdaQQqQQEECEnﬁ@ﬂh&%‘EhEhﬁEsﬁEE Bet in

pl ace on the 5 requesting device upon executlon of | e code; vi)
nmeans for veRefPrhRgepESBRELIPRst aRfi BRPER &F FﬁeaBEP§@F1€éﬁﬂP6I§°1@FY) nmeans

for providipgag dgeb¥RbtOBnkey hsthQn&anéathﬁgtﬁéVbﬁﬁaHE@ﬂ satl.ekacjory
aut hentication 10 of a reggest for sai viii) nmeans for ﬁgcordlng

to a log file informafPohYRBGEE BVBHFQQSsalﬁanﬁtylpg S§CLVEHd%8n thE Con
securlioy sepvetecsattdeevantgrhelondi agftdet ie.groupreonpairsunagthbritbdA)

eduest s 1Ok ELLENGAD) skoqusted BERUSELE] pBhACLILNLLLALAL NILBR ppo

request or evil ce,; en on are rotecte ect a
request or devtberiaadich aét ronsaugkén b?hﬁh@sge@ﬁrenyryots@nvberesaan

actions rel gigd %QOEE@tpEHEGEEhQQc?fth%héeﬂégﬁbégoErOté%hég 0BLgCEor2. The

systemof claim1 wherein e is use create an audit trai
3. The syst@ﬂ?éYpE%ann#@c%ﬁ@?enﬁnrﬁ@ppﬁ#éthﬁpleﬁdré@@ﬁ&éangsaﬂtﬁﬁaéﬂoaﬁe

eventis Protocols supporting both strong and non-malleable encryption
are used. (Protocols determine the type of encryption used
and whether any exchanges between the requestor and security
server are necessary before encryption takes place (for
example, a key many need to be exchanged so the recipient can

20 decrypt an object encrypted at the server).)

The enhanced request is included in the reply to
the requestor along with a command to redirect the request to
the security server. This redirection should be transparent
to the requestor.

25 The security server software decrypts the enhanced
request (step 38). A shared key for encrypting/ decrypting

_ the enhanced request is present at the object server and the
security server. The key is generated when the software is
installed on the object server.

30 The security server software then checks whether
the enhanced request meets the requirements for a well-formed
request (step 40). If the requirements for a well-formed
request are not met, the security server sends a message back
to the object server indicating an invalid reguest (step 42).

35 (The object server may then send a message to the requestor
about the invalid request. The system administrator for the
object server determines whether these messages will be
sent.)



30 4. The systemof claim1 wherein the information recorded is |ocal data.
35 5. The systemof claim1l wherein the information recorded is a network

| P addre requestor device initiating the event. 797

PCTI US@%%@%&%? 6. The systemof claiml1l wherein the i n?%)?sn@ﬁsgﬁ
recorded to the log file includes a desgriptor of the event. 5 7. The
systemof claim1l wherein the information recorded to the log file includes
a request sent to the security server. 10 8. The systemof claim 1l wherein

the inf o(rjmat [ ondsent e tdhe rxegaﬁgﬁl t(?)é'_lgge;\ai%ﬁei,t CtHé’l%eiﬁfﬁu:‘tiyt ﬁﬁeﬁva‘]tersdﬁ—
encrypted according .to r qt,ocql . : e ai erei
prot ocol i n&AF& q“coxzr}clﬁ%lﬁst S RS %ﬁp \fi‘lg r‘T’ curity
encryption. s2G-vEd: ste:m em 1df crdn@iameB umertem anat mmmntmmlumhmgn
encryption f I | 1 (] 1.
&JL% £ c?:@?her |nc \ﬂ(?%%%.n% Wi t%%%le cl%@lq:}r]é&% dorl‘n %Elel

The system o Scrarm ans to estab connection
bet weerd t he andgreabrra@idste add tiie mrlth servEer 99 dmgae cennedor d

i nformati on AR HIRAUES thd PeREdtON ﬂo&l Lt dd, e elredRlede\Wisfes 30
sai d connectj.on to be estabhlished when there is no existing connectlon

bet ween sai FifdfletHih ddntcé Hfplsy &‘% iitsy indirgtedymr sherdeqisitam
of claim11l &ﬂjrﬂﬂwrreqaﬁswmgrfr&am Ae@inefdis’] adRMASIET Rty AT the

prot ected ohj if a nection hetween the 4.8 uest r_devi and t he
Cecuri ty sordErEnat TP n end Bheed rdqueet 2o nelbage
10 is sent back to the object server indicating unsatisfactory
authentication (step 46). If the regquest is authenticated,

the security server software decrypts the request and obtains
the requested object either from the security server's cache
or the object server (step 48). (The protection software

15 will pass the object on to the security server upon request.)
If the security server has to obtain the object from the
object server, the object is passed via a secure transmis-
sion.

Once the security server has the requested object,

20 the security server software encrypts it using protocols for
strong encryption and non-malleable encryption and combines
the object with mobile code (software sent from remote sys-
tems, transferred across a network, and downloaded and exe-
cuted on a local system without explicit installation or

25 execution by the recipient), a security policy with authenti-
cation contained in the enhanced request, and object controls
(step 50). Encryption of the requested protected object
serves to protect the object, its requestor, and the provider
by ensuring integrity, privacy, authentication (where appro-

30 priate), and authorization as well as being a tool for non-
repudiation (i.e., a party to a transaction cannot falsely
deny involvement in that transaction) and detecting alter-
ations. The resulting package is then sent to the requestor
(step 52; see step B, Fig. 2b).

35 In Fig. 2b, the requestor receives the reply and
attempts to execute the mobile code (step 54). Upon execu-
tion of the mobile code, the security policy and object
controls for the requested object are instantiated on the



WD 02/ 23797 -18 PCT/U SO 1 /28605 13. The system of claim21 further

i ncl udi ng neans for an untethered requestor device to record any actions on
a reques cted object in a file on the requestor d ssend t he
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available for review by the security server’s system adminis-
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25 trator. The log file may be used to construct an audit trail
detailing who requested what objects, whether the objects
were delivered, and what type of security policy was in place
for each of these objects.

If the requestor attempts any action related to the

30 object (i.e., viewing, printing, editing the object, etc.)
(step 80), the object controls will determine whether there
is an established connection to a network (step 82). If
there is an open connection, an encrypted descriptor of the
action will be transmitted to the security server, which will

35 record the descriptor along with some other data in a log
file (step 88). The other material recorded to the log file
also includes “local data,” i.e., data present at the server

including the local time and the identity of the server,
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time, and the requestor’s network IP address. Once the
information is transmitted to the security server and verifi-
cation is transmitted to the requestor (step 94), the action
on the object is allowed {(step 90). For instance, as dis-
cussed above, the requestor may view the requested object
only when the mobile code is successfully instantiated and a
decryption key has been received from the security server.
When the object is first viewed at the requestor’s computer,
a descriptor of this event, i.e., viewing the object, is sent
to the security server. If no verification is transmitted to
the requestor (step 94), the regquestor’s reguest to perform
an action on the object is denied (step 92).

If no secure established connection to the security
server is present, the object controls will attempt to estab-
lish such a connection to the security server (step 84). If
the connection is established (step 86), an encrypted
descriptor of the action will be transmitted to the security
server, which will record the descriptor and the othexr data
discussed above in a log file (step 88). The action on the
object is then allowed (step 90). However, if a connection
cannot be established (step 86), the requestor’s request to
perform an action on the object is denied (step 92).

As shown in Fig. 3b, the security server also
records to a log file descriptors of any actions it takes
with regard to a protected object. These actions include
responding to requests for objects, sending the object to the
requestor, receiving requests for decryption keys, and send-
ing a decryption key to the requestor. When the security
server performs an action (step 74), system software deter-
mines whether that action is related to the transfer of a
protected object or a request for a decryption key (step 76).
If the action is not related to the transfer of a protected
object or a request for a decryption key, nothing is recorded
to the log file (step 80). However, when the action is
related to either a protected object or a decryption key, a
descriptor of the action, along with time, local data, and
the network IP address of the requestor, is recorded to a log
file (step 78). As an example, when the security server
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receives an enhanced request for a protected object, the
security server saves the enhanced request to the log file;
along with the enhanced request, at least time, local data,
and the network IP address of the requestor are saved. When
the security server sends the requestor a package containing
the object combined with mobile code, a record of this action
is written to the log file.

In another embodiment, the requestor may take

actions on the object while “untethered” (i.e., not connected

to the security server). Provided the security policy allows
untethered activity, the requestor’s actions are recorded on
the requestor device and then sent to the security server
when the requestor establishes a connection to the security
server. Controls may be set such that access to the object
is restricted if a connection to a network is not established
within a set time frame.

In another embodiment, the descriptors of the
security server'’'s actions may be encrypted before they are
written to the log file. This embodiment may be used when
persons other than the system administrator are allowed
access to the log file.
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Claims

1. In a communications network, a system for protecting

objects by providing a log file of requested actions and

actions taken on objects distributed in a network, said

system comprising:

a) an object server containing objects, said

object server running a software program which designates

what objects are to be protected and a security policy

for protected objects,

network;

said object server connected to a

b) a requestor device requesting an object from

the object server, said device connected to the network;

and

c) a security server running another software

program providing protection services for objects

designated by the software program as protected, said

security server connected to the network, said software

providing protection services including:

i) means for receiving a redirected,

enhanced request for the requested object from the

requestor device, said enhanced request corresponding to

the requestor device’s original request and created by

the object server, said enhanced request an object

including encrypted data associated with authentication

and time of the original request as well as

serialization, nonce,

the requested object;

security policy, and description of

ii) means for obtaining said requested

protected object from a cache or from the object server

on which the requested protected object is stored;

1ii) means for encrypting said requested

protected object;

iv) means for combining the requested

protected object with mobile code, a security policy, and

object controls; and

v) means for sending the resulting file to

the requesting device,

said requesting device having to
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execute the mobile code to render the regquested object to
the requesting device, a user of the requesting device to
use and view the object subject to the security policy
and object controls that are put in place on the
requesting device upon execution of the mobile code;

vi) means for verifying proper
instantiation of the object controls;

vii) means for providing a decryption key
to the requesting device upon satisfactory authentication
of a request for said key; and

viii) means for recording to a log file
information about events, said log file stored on the
security server, sald events belonging to the group
consisting of:

A) requests for action on a requested
protected object initiated by the requestor device;

B) action taken on a requested
protected object at the requestor device; and

C) actions taken by the security
server, said actions related to the protection of the
reguested protected object.

2. The system of claim 1 wherein the log file 1s used to
create an audit trail.

3. The system of claim 1 wherein the information
recorded is time of the event.

4. The system of claim 1 wherein the information
recorded is local data.

5. The system of claim 1 wherein the information
recorded is a network IP address of the reguestor device
initiating the event.
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