;e3e|l 4H6~TF s ' CLI ENT- SERVER DYNAM C FI LE ACCESS SYSTEM AND METHOD FI ELD
'OF THE | NVENTI ONoOTleaogs esent i nvention relates generally to aPay&EwQI#i | e
agcegs systemthat operates in a client-server environment, 5 and_nore
pgrtifcularly to a dynam s system f le compdifli A 2003

pl atform environnent tha , @’M@m "e updat es 'mmm ’I”W, Mcal ly viewed.
BACKGROUND It is often ne access corrpu er that have 10 been
stored on a disk dr|ve or nehtstey* devi ce of a netV\D‘f‘oRO"%‘erver or other renote
conputer froma user's co uter or term nal . The user's cor%er Qr
terninal may be coRHEEYEHSERY AMIE, K1l ARGESS, SYSREN AR HEINODhuter by
a communi cati ons nedi um or rredl a and communi catlons har dware) 15 such as

t el ephone |ines and nodens, a |ocal area network and network interface
cards, the | rRIBEUDEDF DHEOLNEENBIGN abl e communi cations media. Even t hough

t he user's conput nec hi e t r

ot her renote conpu erBrgg E‘ ﬁ‘g‘gerHletn 2 %%I eqra]1|1 owgrrg[r)éﬁ%g{rtggﬂr}el%user
to access a cadcesksi bEsaemahlyag|Wdﬂ%emmhe@lnaerquve%ﬁnvsrmmm ng the
data 1! & andRenltThoge IRdR LRy 1 tah%yﬂ%?cffllee ddedls® BgEeaRAty L | ock
out ocher users from cce55|ng t'he data SO as to prevent nmultiple
comcurrent uptRktdS1er sAMBYE hRg 2Bl afdiorey RRYreRmeRY tGhaH atlovRefbbRr ati ng
system contrq{ﬂddasuegaggsdygaﬁ{&ﬁ@t &iki;bg. may not be configured to allow
ot her operating systens of other conputing platforns to access the data
file, so as to prevent corruption of the data file.

BACKGROUND

It is often necessary to access computer files that have

10 been stored on a disk drive or memory device of a network
server or other remote computer from a user's computer or
terminal. The user's computer or terminal may be connected to
the network server or other remote computer by a
communications medium or media and communications hardware,

15 such as telephone lines and modems, a local area network and
network interface cards, the Internet, or other suitable
communications media.

Even though the user's computer is connected in this
manner to the network server or other remote computer, it is

20 often difficult to allow more than one user to access a data
file at any given time. When a first user is accessing the
data file and performing updates to the data file, it is
necessary to lock out other users from accessing the data
file, so as to prevent multiple concurrent updézes from being

25 performed. In particular, the operating system controlling
updates to the data file may not be configured to allow other
operating systems of other computing platforms to access the

data file, so as to prevent corruption of the data file.



WO 00/39698
WO 00/ 39698 ,. 2 PCT/US99/31 t81 Despite the risk of corruptingthe datla

inadata file that may result if multiple yisers require access tgatg‘(m ,
file, it may still be desirable to allow certain users to viewth @MS '
of »a data file as it is being updated. For exanple, 5 the UN X operating
system provides a "tail - f" command that allows a data file to be viewed
after it has been saved to a disk drive or other nenory device. The "tail
-f" command only wor Rssphbewethes rifsdr ofi Fesremainartdoalatg épongréprtadiihe a

resident versionofe H%&eé@l@fﬂJwlmlgleoapé%@rré‘cgwlf@r&@%ags £0 sHeheas a
client-server environnent " command cannot be used to

view t he contentid sRYd&EalE |¢%§GSS@MRYt0:all'HE"’ | PRENEFONSBREr EP oY &8V &£ Hfeed

has arisen for adrtefraceess sl emands1de nes méintdwa,tpdrae:@uce Pbr ebk Al e
t he probl ens_assqciated with known systens and net hods for prowd n

mul tiple useP add¥sUNEE BRELAFINESYSETMARESYHATE A wi tih t he Tpr Eg’gﬂ?ng that
invention, a filslasseasdaystilansd et kodwad eapreaviidethashdkeesubsvadttald y
reduce or 20 elinat.e.di sadvant ages _and probl ens SO ed i

previ ousl y develéorl]p & SEPEE R %ﬁ}flﬂe od¢ 8‘r’l|éo§OV|’§§ngcﬂr?§ltltl b eggg‘ré‘?n%cocnel s
to data files. IMorks,ahowbyect fofr tfhidepgr ebentarﬂvle&nng)rcmrpﬂéeddbyaaf| | e
access system t hal ;3lheWge s USE E%N‘M”a”&ﬁaé'r}{ f&[ d@%ﬁa@sekglﬁo%&
file even when that user Is usi ng a conputing orm is subject to a
di fferent op€ratusd 'ass@sEbhentreaprvies Gﬁ‘é‘#é?ﬂfﬁgﬂ%ys‘t@nw ng§aééntr 6l of
updates to the dairfhahial Banhbt ise ARANRL GRERCERLOf cd e LeeNkakAVERNLLON tO
provide 30 a file access systemthat allows additional functions to be
performed on a data file other than dynam c viewi ng of updates, such as
data string searsthemry OFV@iE)OiI\ﬁBﬁ&&ORCT/ US99/31181 3 3 0 JUN 2003 It is
anot her object of th nvention vide a method for.nroviding d

access to data file &BSangr?ha% nneny %easl ﬁgé?ﬁ%rg?eaalglt 0 r?ﬁlctess sy¥E'é‘m Shd
applicationédp sanegshodo thhtonediaten du leds misetebyhe her gekarsy §Sf5@|011alti@§ew1th

applications t()ﬂﬁ%wn systems and methods for providing multiple user access
to data files.

In accordance with the present invention, a file access
system and method are provided that substantially reduce or
20 eliminate disadvantages and problems associated with
previously developed systems and methods for providing
multiple user access to data files.
It is an object of the present invention to provide a
file access system that allows a user to dynamically view
25 updates to a data file even when that user is using a
computing platform that is subject to a different operating
system than the operating system having control of updates to
the data file.
It is another object of the present invention to provide
30 a file access system that allows additional functions to be
performed on a data file other than dynamic viewing of

updates, such as data string searches.



5. dynami cal l'y vi exggyRy user fromany node of the system In ﬂ?gg e
with the present invent?sgn) a systemfor view ng updates to a da #9?/?1351{13

they occur over tinme is provided. The systemincludes a file accesggc]l)]uhemg}
such as a software package operating on a general -purpose conputer, that 10
requests dynam c access to the data file. The systemalso includes a file
access server, such as a software package operating on a general - purpose
conputer. The file access server is connected to the file access client)
such as through a nelwoik)aratdetr ahsatt sof hehe ninvieakiewntemrewide Remgehed
file 15 Lo (he ipleoAbrrsinsldyth:andcanys 4 diddd ¢ TRdilisald antd Ray pe
occur over time. Yet anot er aspect p? the present invention is_a nethod
for view ng upddnesreperatethtinti melasrlAesPREIGATtiGREr FP MRS Thé lhoPheata

includes transmgttb80used aHaHe kREvELL ef G£CEOSS LR phN 082 81 dhd & ABRESS
client, such_as a conputer with a software stem to.a file access server,

such as anot her S¥BABHER YN THEwedaPY f &1 BREY sHF AT B9€¢e e FigtE™
contents of the datarhidecaiddnte Witk the pesp@si inweenthele, af esyidtem for
transferred ' fromthe fi‘%ﬁ? ac%ess eFve .io thet file gccesselglti.?nnt . File
25 updates are UPSHEPEr PR 150Nt ReORIF e htR et WENVEFCYD TR 1S Afcess
client as they pecouideder ThersysYetr anolhées aspidie efcehe pliment sugheasion
is a nethod for ] i .ewl t 0 ta fi T od

i ncl udes recei vfs%egg}rr%?sga%{g\gaet ‘{%Q??Fg}?gt g’?ués gség’re\%}, pgtﬂéﬁs%s atelélérrtﬁ}tlﬁter
sof twar e pr&@r aFegperts i dami ca ageneparoptipodata dipst i nGhpl WFHmMalshe

data file nane iiscex8E8Cd o ifd QACERS BESSEHE, s\l o8 Gakbrbagke SRIHagR 1S
started for the data file. A predeterm ned function is then_perfornmed on

the data file t GPEXHE1BH/ TGOS RPeT PIBOPIT 18P YErer nT AR 51T RGSESKas
been a change i Betherdbs acdrile:tefheor eryl £51 & rarugeer cotehag $leh fagnehir6tgh

if any) are transnmitted to t user.. Th resent_.nvention ovi des . ma
i nport ant technl‘—’lcgfaE O%((j\/aanrfé;gergps%gsi gﬁgrf%ln‘ilafleccﬁﬁlggggsa‘g%/atn}%eag%tgf @%'/?‘leé
present invéhti ¢p kbeafslstaamdser cpientdang aynatute dédeswoddf srajditcmsf khat
of a conputing QE@B%OS%} hat,al | ows the contents of the data file to be

vi ewed dynam cally from another conputi ngggl atformw thout creating a risk

of data corruption. Y8t/ARAthar iaspeccanf tbehpresantadPdARhyen ofs thé'gihesent
i nvention ils af rfa&hoﬁe&mglg Frpaat@sneodxnaat_g ﬂQP&;ﬁS&ﬁs tthed datr:]arf&wr Qﬂ;i_mi%.
conput i ng pl at m t hat 0 user to,view changes to that.data file
from ot her node lil(.ejf mﬁ%%?vﬁ%?”%& SE3PEMAFFOWP e eRg, THAj %fg?laehci:cee,ssor

ot her suitabbe ffupot aofisld mdardse cpérhor nedckeven 4 hamphtehewiisiera i sofnotre
physically pres t ti lL.atf th h .
file. BRIEF DES%%%IS%I“ m@%f&%%oﬁ%f%&sg SveL rr%%‘_:eh %gn%f}g%égﬁnﬁ‘é’?%{%ﬂ?’%gh
of the present 20diffenenbrsafiiariee sagtiemt agehet hidreesbnteater ehcens Satew

made to the fol lgwendr deSeri fitd Mhet 2kellekl GBI ML 200 Whbh th&nsferred
acconpanyi ng draw n erein like reference nunerals represent |ike

gs, _Wh ) . .
parts, in whi chT*EPGERE 511 afc@isggegRVEr sOcERPuUiicle ASCREFKCLABRYYI g 1o5
concepts of 26he upiesest ar@VverdrigPerred from the file access server to the

file access client as they occur over time.

Yet another aspect of the present invention is a metheod
for dynamically viewing updates to a data file. The method
includes receiving a message at a file status server, such as

30 a computer software program operating on a general-purpose
computing platform. The data file name is extracted from the
message, and a call back service is started for the data file.

A predetermined function is then performed on the data file to



FIGURE 2 is a bl OCK Ul&gram of a file access, client and a fil e PEIEEEY3181
server enbodyi ng concepts of the present i nvent i on; FIGURE 3 is a flowhart
of a method for providing dynamic 30 access to a data file in accd B N3
with teachings of the present invention; and WD 00/39698 PCT/LJS99/31181
3 D JUN 2003 FIGURE 4 is a flowhart of a method for providing dynam c
access to a data file in accordance with teachings of the present

i nvention. 5 DEdALEHDRIBDESCRI Hldr@\Nh@E bekn IIQAW&N@ Sat therddtabdlidw.i sTae
detai |l ed description, of prese

FIGURE 1 is a d? grg}-‘ngo’tfgéﬁgé%%gﬁgﬁ Ehgeﬁﬁr.?t géyigg% (f;}brr,]gcg\{;%ﬁlﬁs ?g{'ﬁ%
present inventibn. tBenpseer network 100 may 10 be used to allow a user to

dynam cal |y vi ew updé\f,ﬁs ot Qs &t %nf\;emoﬁnp@o&iae%; nm? 1m{>oﬂymutt%rchaercw k
100 from any of the ot nodes of conputer network his manner, a

user may vi e t REVER&AGES- t HRNe aﬂ@%@eah?wrwatlh@daaﬂsa%@f Vihehsgesent

requiring accesinb@ntzlﬂgndﬁéaaféﬂsﬂ;,enﬁ@grnﬁi/o@-i&ﬁlg\/lcﬁr\f\{aﬂ@cté"été‘éyi&gﬁ% asthhey
are being made an another node of aﬁgetwor user. therefore dges, not

need to be physiféaPfl § p?e%%lh?utai‘ﬁlgtﬁ’ a’émt%h%ﬁ&?, ¥ tRp L B @ Tmitye
t herefore perfoaetaetmmektmmtxﬁmamedgﬁamtmﬂﬂ)e fMeaothaghéy et ingde of
t he network. 20 uter net wor k 1OQ-ﬁI ncl udesJT alpdo\harmre nodes 102 t hrough

104. Each node P02° ought (o7 et vatalue 1 Y Pab b GOETYRHC™10. Nodes
102 throughl@04 are &oaphed impa:ctramimlteahnoml rmiiraanth@ ofhtteh dresemtt ur n

coupl ed to servep,l 1o£” Lhi %&E@d ‘%@s?c' BP%VJ?&L}PJ 'd§9:ah198' yaess any, EE%E@Q' sm

¢
or 25 conbi nati on 09 mechani sns onénts may i nteract,
such as networ kféaedsf ﬁo@@h@u‘”ﬁﬂ Qléﬂfﬁémrtle%cﬁ,ﬂdt%’tssa edexi tt ‘@(ﬂmuctors)

fiber optic coneuehga tb0ogh&al LN ELI @St S daegi 61 Cd Ifdtiuicy KO sdaka
storage devices, ot her suitabl e nechani sns. Ser veﬁleB i ncl udes 3Q file

vi ewi ng server f?zal WO EBYEBEEE PR FPLRDE? 3198 P EhRGdSY 132 & HrArgH 164
are used tol&rovbdbespé:vfcemed Gwserthoaghnehai ke GG nbar pexaind 6,y modesnt

102 through 104 ey, conpy| S@;Lxﬁ’n%rpsla’?éo GOURUL & S¢ hé"o"r!tr%%:tm FOR S Fide.

di sk drives) r afdom acces d€o ¢o- processors, npact
drives, and other suitable personal conputi ng equi pment . L| kevm se, nodes

102 through 104 pBY:rl BELHACPT EAPIE IkMbRAkSnd&Vvi ng suf fici ent
i croprocessor y _operate software

appl i cations stored SATseryere 1°€F8“P]ﬂ*}&e§n9§925'ﬁﬁ%m of0ahaeR* @I conpri se

other suitapbe invention and the advantages thereof, reference is now made to
the following description taken in conjunction with the
accompanying drawings, wherein like reference numerals
represent like parts, in which:

FIGURE 1 is a diagram of a computer network embodying

25 concepts of the present invention;

FIGURE 2 is a block diagram of a file access client and a
file access server embodying concepts of the present
invention;

FIGURE 3 is a flowchart of a method for providing dynamic

30 access to a data file in accordance with teachings of the

present invention; and



20 conputing co File viewwng client 110 is a system operating on
one or nore of %g%&%sﬁz through 104. File viewing client 110 ﬁﬁ?l se

software, hardware, or a suitable conbi natidn of hardware and sof viadigN 2003
File viewing client 110 preferably 15 includes software that operates on
general purpose conputing platfornms, and is resident on nodes 102 through
104. Alternatively, file viewing client 110 may be transferred from server
108 or another suitable server to nodes 102 through 104 after the user |ogs
on to the server) sHtdURES 4Safkvar f168chaZO:r G@MaURNEERdE ofwr MRdivddifg dgnamitat a
conmmuni cati ons_nedi a t hat conn% és two_or re nodes ththhrou Q 04 to a
server 108. FoPCERERPIR, 2 &hfuAidst FBndC chol’él b amlg(?base focal
area network cempuahtainwmisimadi a, a 100baseT | ocal area network

conmuni cations nedia, an Internet communications 25 nedia, a fiber optic
communi cations nedia, or other suitable comunications nedi a.

Comruni cati ons rredr a 106 may operate on el ectrr cal, optical,

el ect romagn%tr 3 [ {H22H i cef ACi pI es. Communi cations
media 106 is used to transfer encoded data commuyni cati ons, such as
digitally 30 encodeBetiafor h&ekunifodede s eChPEagH ABP LT S&FPRI2T1Y8,
Server 108 is emboapméntly Jretrner breeent CenysEnedbder that includes file
view ng server 112. For exanple) server 108 may conprise a m croconputer
havi ng one or nore HIGKREIIL des a dlmmlw&&oﬁﬁﬁt%&%m 1Do eahddmng
access nenory) and ot her itable c ut i hard Ser.v 108 Y
conprise a personan'tt':orrpfutstg‘r prevﬁPEgFlaY'f‘rb ?%ute%rn eett“he% srqrata
conputi ng }0 at bernsedhee adewpenate tbl@nﬁine\maﬁrgysew\erume55 thi Hata
view ng server s11gs! Snh ULAMIRAL JleScORRIAN GatoPk 0¥ dler fdol Gnyl BY B
services to file viewng c 1I lents 128 view ng server 112 may conprise
sof tware, har dR&PEY Bedes Qfi cabPEtesnbererfor 08f hérldWar% W%@f BwaFer

File view ng saayehéaZtne% dHBlRabhY t 3, 5@TdWake 1agpih catd %teoeaaer ng on
10 server 108. File view server 112 may also or .altern trveI ngrrse a
bg S&eﬁ

system or subsY4EBRPb T SIS HIBHPEESFt hRr S yofFanT ‘éra?‘? g n 2]
pur pose cobputithg phabfes ms ely aaeaneomrrﬁden@nsyﬁbemarIxmdzspe:rfathen a
user at node 1 ug 0 eguests.15 access to na rver
108, either byg%ﬁsﬁrg%?[yhre Lehrsrin léa‘fl’errgfalegt&)oers Sftt eI} %r T cal %h%%ﬁ?'grlriﬁ
request) such 25e@pBh at:ttrhmtnqﬁe &h alswftwaer @p§y1§?em an@mwstéyerrerfoger ver
108 includes apdsebrihMEEFHIE )il chhh88l o B R 1805RBEE ALY £ M lankSnode
accessing server. 108 at server 108 rather 20 than through conmunications
medi a 106. | n OkathEi P&ENSDh, file viewing client 110 coul d al so be

resi dent omoserver ¢68puts¢rehaetdmutrkalbocQﬂ@MIHé‘sattmnerbebwerbaéd eoei ewi ng
client 110 and fi ng .server ccurs thraugh the Lyuctures
and buses of trtf]ie'1 c6rp %Mng p’?fS }T(S’ror?r & PV gibéwzeaﬁ HR° TC??MSftﬁg client
110 preferabl prrewnrpQSChlemerlm 1 hNadesnpo: tSorcegh flhat arecmailsda tdat a
file name and %%%E%ti&wrrﬁ?élgorio%h%hw 1tgetlﬁe%‘d%ego$§1éc9% eele data

file. For exanple, the user résent ed 'w a reques rovide a
file name, a séOfer, Ia EPF#S/@P%C@GGIOFlcaFPWmQ e@tcérlyleso@n}Bon‘%ﬁl’%‘?@rlsm or

sui tabl e ip§or mwaatiént&.e X HardQeS BQW}'HLQW 4 t@bNcOhpdhend Nipmation,
the user may al.so be Erovr ded with pull down nmenus, search screens, or ot her

suitabl e aids FOYSFaEht i FYFPT METHRTE FRFSS ofMIderer eSTiEbeE A ser. Fil e
and WO 001 39eeRdBcPexXs USSR dildi8 konductors, fiber optic conductors,

logical connections through logic circuits or data storage

devices, or other suitable mechanisms. Server 108 includes

30 file viewing server 112.



WO 00/39698 . :
3 0J UN 2003 server locations may al so be automatically generg(fg

cross-referenced according to the |ocation 8t the user, the user
identification data associated with the user, or other suitable pré(geﬂ'ﬂb&ﬁ]
5 After receiving the user input identifying the requested file, file
viewing client 110 then transmts a request that includes the file nane to
file viewng server 112. Preferably) the file view ng server 112 that

recei ves the requestNodes dfidehtroogh t ! sereyersefi08ot habvidesservimes e 1D
file. However, f{,i Vi ew r 112, ey, a atphye &R:E.}r I a
storage devi cest%%?%t g\rlﬁés}g’ro\%g{rggg(ml%? nodagAs?%%f' %%%gtgpyng%(ﬂor 11%04 ng:%l e
vi ewi ng server SEPPPYhes REYSORPIleSOEPUESN S iNAVINGaRN AL OB BACEBPHTI SIUFK t he

current content g,9fet her4iRbeakeds daté@ndiy € ARl ot anpPbEeskBes CWdr@lct
contents of the 15 data file to the user. The file viewing client 110

operating on’t h8igsefr £V efod@Pthehl et ethia ko &ed5CR21 | FEMEBht Bht LW EERE -
user in a user-tereabie, frivamt 10AceRrslidly 10 aidyerbeduaentenbté haedtiesent
invention, file_viewn rver 112 Presents the initial contents of the
data 20 f11e toPRVERS Tk h%s S0k BREF IR IS 307 PBACPEPRI N0 HOMRIREIEE (561

exanpl e, file virembnglyarpmaattl 2ofayaperdamdlicaltipnesheckridr oghsdges 108t he
data file, such y i a file siz d_ac tLne cords with
data file size gﬁgegcjéée)és)rs@l iorl'rlg’gr gg%r'agsyfa(ralosrﬁJ tc%én%lr}ésstg fgi%?ﬁ%rt ﬁlél%éﬁeléa file was

noni t or ed._2¢5 F_Gpmexaiupﬁwqon_ﬁiomnvseyvi ng server 112 nay store the access
time and file size ap; 16, {dyiRot Be LA A CONY Q0L3S A oblgadatd & ldeale
transmtted to the user, and may then conpare thé access tine and file size
after a predet ePRFReBE t19EH0R08hreuelh B t wiidecigyingoctheRkle Sth ey

}/al :Jgs. IL t her Qohﬁrﬁs@%&ﬂw&&@d I,i Hafa@aﬁ‘sﬁa&satisrm(;agolfei lembl A€t U @ f
ields, these new data field values are. then stored_for c arison at
future tines. %arabaﬁ?)l @@fﬁﬁFBSQﬁ%%ﬁS‘il%wlﬁlg\] 6&15663?g8h8fe§?ﬁﬂ%§6’| e
processes nmby bénkilkées seofimvausedhtio de¢eitenen fgemezhangerpnsé heorfpdtenghas
occurred. For e ile vi.ewi.ng.: e Jj;lz)z:% ontr ata,storage to
the data file, gﬁigﬁkgﬂ%{, a‘—:ﬁ‘§i r%%\é\l&glggl:gﬁ%ngsnto err%g)ié%t gth i(aIL‘lggaégllB buffered
for transm ssiofltereaeivelys fiidei vgeeinentliery 140 meyabievskgnsfeyged from

view ng server Ll2vBRY1PEd0LRRHAST shUALh] ONSe . jNEN RS @l $b81 Mrough 104
searches) may conpare the current contents of the data file with a buffered

version of the GC8Tf PR USHT QYSpERT BP ntlot AT VETit &MCE A&t §°FVee 4P -
functions. Ibe updat esmivinidid idakambiile 1batiare detecionthuby chtl ényimmaing

server 112 are transmitted tq file viewing.client 110 until ,a

pr e- det er ni ned ttlﬁ"raré:. c%?e%%<sa?r:ﬁ'1°e?rt ﬁ’@rﬁa’f"gd?? Il:(%pt RS 10E°t ? SR Tt ed
until file viewild§-.cl FenteXabples cpmmsnitatorcommhic i 6 imMag beead pswmver
112 instructing 1fdag ¥ eyl Rk Bomhdfs EQ: £525 Gudd NS SYoBRs0F fialay fddes
updates. Alternatively, file view ng server 112 may verify whether updates
to the data fil éle&werécewqw,atéeeﬁ RS et HerIntrrnfdt £FTUBiRasipREN
opened by apst hefediagr a Of il apRtiketodRBhi 6ati s rdaisuchdakaeti s€ithutat es
are not occurrin file viewng server 112 may transmt a suitable messa%e
to file view ng %ﬁ'\mélﬂf‘ci'i’d”ﬁ éti ngOPPPRIGA BTy madiént 0P1BaY hgpeTHe ©on
file is dormant edrettrhasl noogtirdaler elpdakenagier el g rader Gulieabsai t abl e
features may be Is enented.to cease the transm ssjon .of. data file
updates. In thi g% Slﬁ%#,gﬁqcelpv]iegw NGB RRATA Q4P el et 14 1R &Gr Font
contents of the tangfer| enchdrthidedkl gomment bastorcontantls azhaligetevdy ti ne.
These data fpl e dedakas i r [ V| £V r 2
that is couglbed over%godggé/rfmt}%%%t%ﬁo}éggﬁéd?gk i%%rc%%drg lqu\égn\%g\%mgﬁwcfg%ht
110 operating on nod&eXIVsrtHSudh a168mpeting setwark 1@@“\6@%|Pe’w"ég§¥ythat
described. Thus,irddlu@edi €3 a0 iRt sbiQednd1di | epyl e RET LR vEE21 68 | WY

a network adm nistrator to ponitor ) i i
comprise a microcomputer having one or more disk drives,

$99/3118
Or3ll 1
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on servers, such as e servers, mail servers, conmunications Servers,

ot her suitabl e servers, to see hom/they are respondlng as users of t p P

network | og on and use the services provided by those 5 servers over *H@

Li kew se, mai ntenance and debuggi ng operations nmay al so be performed for a

node or server |ocation without requiring the network nai ntenance personnel

to physically travel to the node where the log file is stored. As

previ ousl y desarinded, atbespmesenty i arénotioer nayi tad 120 conph eivent ey dwarg .

sui tabl e struct t i t anple) the
éf'ér&? TS& Iﬁ&ﬁar}:llas Cﬁﬁg%i%g ggef%ornléci o ﬁ\puEQ{* ex

functionality o e viewng ¢l e e view ng server 112 may be
i ncor por at ed i morksgtgbherala plaFode progelaes suidlikds SAMBpEERY i MptHPsTem a

word processi ngisyStef o %ﬂﬂﬁ%%@@%gyﬂg% aimi | system 15 or ot her
suitabl e systens, such that the only access provided is to certain

predet erni n&d | og f FR&8. VIEWRDSEAVEEr hati ¥R §, SHITE T tB8ENL S| PRFARISN ERay

be provided w tﬂ}os;@aerﬂk- esdwiing iseReicssiClo thiale GAlanD €l asses 1fo.users
are allowed to only view files asslgcélated with their_class.. 20 .FIGURE 2 is

a bl ock di agrafidf ¥1EIERI \FEWSTg BAY SPPPLRE £9558 551 P RG AVEF 304
enbodyi ng concepiizabllet bempireseitn ofvearivare Fande sdfewamng . cI Feh¢ 20imgy be

used tn 2npl | call s 51111 8Ited b VLoU B 14 Silorliy s B0doLLLE: Meung

server 204 mm € use 'n a i'cations S|m rver
112 of FI GGJRE Eerﬂeh:eloBewuEuglez:lwm:tlnzosanaqrcbmmase aﬁapdmarelt%matweéy

or a suitable o RaLign tmr%&%sgeeeﬁ%i%r&m%ﬂl% LheW, Ak GlyRRl, 202

preferably corrpr| Ses a software application systemoperating on a
gener al - pur pos@%ﬁﬁappn@nma&mrml BOYPPFe GPEM T HIERECIDR P @FedD
data input systsyBrd@éngWeisferh S coupled to formatter system 208. Data

out put system 210 is also coupled to formatter system 208. rmatter system
208 is WD 00/ 39698% PP\%E?rNéng $11867325 BP_ﬁsz%% %b‘t?b’igg‘d 153 FRE&T ce
system 21215whiscitess kn &dufilecured ba eopvweni Tea | cmumdi aylénudile

view ng server e%qzéér%%gg' P%\S‘Qsets & bgz”%%%%g?éé%ﬂf g %g“B' edolOst,

comruni cati ons ne mat ter ste coupl e I nterface
system 214) corfintid a5r 8pes saft Biaitian @158a anftvare %\Cedqﬂﬁer Sypkewis220t Cal |

back system 227d,§,e604BBe8nt DuEMBRG R’ 9685 BAcSY St AL tCakYy Bacdn
system 222 and command processor systemmay al so or alternati v % CO%I’I se

a command | i br&Rﬁr?fﬁrthEBnh%rﬁﬁce(ﬁsWnéﬁFB%)1%? &t ! 8
processi ng 2$>ystﬁtarzl&roﬁghecmmmwomenheaea 166 pr exrrertablty sdtuation,

user-initiatedts stemethat 171]3) ritenﬁls f to be g\r}gpif@ély

vi ened, but nay %e aatorari & ’r? iToKEs 188 ?Q% o’f:%% &80 F

predeterm ned ceaual tthartsalkj t@mwrewatgqmlﬂ brtwgoR fibe de&wmg client 110
and file viewing server 112 occurs through the data structures
and buses of the computing platform of server 108.

25 File viewing client 110 preferably prompts a user with an
input screen that requests a data file name and any other
information that may be required to locate the data file. For
example, the user may be presented with a request to provide a
file name, a server, a drive, an application directory, or

30 other suitable information. If the user does not know certain
of the information, the user may also be provided with pull-
down menus, search screens, or other suitable aids for

identifying the data file of interest to the user. File and
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15 on a client or server node, such as a personal conputer, a r SR

termnal, an access termnal for a server, 8 other suitable systens or
devices. File viewing client 202 all ows the contents of a file to B Vel
as. they change over tinme, such as to allow a network admi nistrator to

nmoni tor server log 20 files to see how the contents of the log files change
as users access the server. In addition, debugging and nai ntenance
activities may lserperfbeaetidne metwedkoatimi ansemattioed lusgagerdted wirewi ng
client 202 wt h%%sgeggtéféagcééwa %ﬁ%p 2ANti SIS Aka6s be Hige RN cahby
present at the service 25 termnal for The server. In operation, a user
operates the fi M8y é@FﬂalE}‘F%Wtonz@ztﬁyaﬁﬁPF%%ﬁ?‘?\qVk%‘té EnpERr sy OFNese
operation, suchgsasthyisepestdduhan icon in a wi ndows operating environnent.
Data i nput system 206 ts the user for the file |de ti.fication 30
information that is ?‘égﬁFr SR ING LEE PAET PRV j4dente P’”é‘% T egssed

[ Rput system 20&1E§y lfen]de?l‘.evaufg Icﬂlla?I&ElfLDOﬂhér:necnmm)ﬁtg aoﬂeqxhw:attmam for
the server, or qther .sui .data. Alternative suc at

aUtonat | cal 1y gaRETHPEH ARl 35S0 to ThLt, Viewding: fervE 20N 2003 |
dependi ng upon trefeseblyt hehedtlicl m&wmhgchefvé:e MiZewhaty ceceine2(he s
activated, or o i tab | y. 6.:L.S

formatter system %gggnggpg‘gife’%ﬁ Q’?ttﬁe ?f?ézbg{qh(%% gt gggyﬁfqﬁ}eby t he
user to 5 f&f naifide-syHeeaveons. fifld suferwn@gu a@nwfﬂcle& Mg dasa pktempsitdakely

in a pre-detern-ed-8at 8ashr iR (R3S BaCHeYr Wd1Rfer8Y$bEMSr Qloddd @1
viewing client 202 or the conputing platformon which file viewng client

202 operates. TIKETPPEET HEFIV?JFJF(%& oan&leaVFrﬁ‘yl%q?s%E%’reralltlérFlla?’i‘v%?i?"l? es
provided in 10 an apttihiedraedmi sdilciCicdim®rh 6ingSendedrireatviont e £ldferhe
202. Formatter syste 88 receives the data f fom dat a mElEt sxgtgtrg 2o %nd
converts the dataormtoca gaharitihé agtgaﬂgpé For it EGeh 5875 EhSHi &A
nessage forbat ﬁ@rtaugelevmo th¢ acsdr .ar @aenétihor kiewirgt kdriedat 810 operating
communi cations nedicde &geEOE %é&rtr@ﬁsﬁﬁr&‘s@%stﬁﬁé‘ ddansh %Scbﬁgeﬁ@ést%g%g O
interface system 21 Ich transfers the message over communi cations nedi a
106 to the fil eU\ﬁeé‘wlﬁgaséﬁ?éTr%ﬂPbMGntf@rrFEée 212 may be an application
programinterface usgdcBydangi 6 rdrbl&%cﬁlnie%@t o§e£N@rpr%\é‘éh@.”hn%ﬁ€fd}ﬁt irMeley
or 20 in addition, interface si/h%em 212 ma rise net wor k ardwa(#et&l

a

card system a NoG¥H9oPOYRES rliﬁﬁéf‘r‘*’é‘tls Ffé BE13h Cc?é’r’iﬁﬂﬁ‘r:'ca
106. Preferably fiilet eof dddesyseeind 1A iiemita 1d0Stni bmﬁﬂmh&ﬂeahxaanne;r

operable to rec e s s transparent o he_har dwar.e WO,
interface devi c?s\éorqgg‘g%oggu?@g e %‘éatré’rerdg\l/%c oY aorﬁf cgﬁn(*:ngjgli}éaﬁ%o?#s
medi a) and to trfmrskchangkssénnelss adpsm tid leddsesbeds destdarmeirong dktdifilene

network. Such destien@ahia0BecEBY AlR0 sl dent hRgd | ONS N3k ah8 L&added
through a | ocal area network portal to a wide area network, the Internet

or other suitabl®EMeoEECPERS Fé‘é.‘&h"ébe @St téT6h thenfiein daitlicoe Sppapatored.
Formatter sgstemad0@xampalkesSoroperaddd dp é'e@:%kVle&)agﬁﬁ)rfer @Rkl Atesdactime

system 212 and to(f ert_.those ggt g jressages |. ntola datatforrgatheuatabl e
for use by data BU % S FdEEnP 51 ime initial contents o
file are transmitted to the user, and may then compare the
access time and file size after a predetermined time period,
such as two seconds, to these stored values. If there is a
30 change in the access time or file size data fields, these new
data field values are then stored for comparison at future

times.



WO 00/ 39698 13 PG ¢dr9k31181 3 0 JUN 2003 Data out put system 210njs455d
to present data in a userreadabl e format frgmthe file view ng server 204.
‘For exanple, this data may be a nmessage stating that the file does3pojN 200
exist. The data may al so conprise the initial contents of 5 the data file
requested by the user, updates to the data file requested by the user as
t hose updates occur to that file, or other suitable data. File view ng
server 204 may be inplenented in software, hardware or a suitable

conmbi nati on of har dfherandisahisvdrocesgeantay sbpridfkerabryPa $od viet e

application opeialdAfin@n iz gefRi e PYW RARE FEPAPULd NGB RLREEQ! M Fdi | Scaripawl, Ng
server 204 receives automaticall y-%;anerat ed or user-entered file

i nformation, | dddtediSenPeqaetied ¥4 Meyr 6PnERR! e S5ARE28R aMR it daké
initial data comtent swh thetdaiy dddigieadidhs upsiadies dasat beye aoeair . Fil e
vi ewi ng server 204 inc)ydes _interface syst 214 which_is coupl o]
conmuni cat i dns WS Shé°T) ﬁf%??%@%s¥8m€g1§4}3r]se pvrlgf"'épgbﬂf/l%nt *f1d.
applications praigreamatitvelfacildatidawingperabbe 112 tragnpkefodatetmessages
between | ocationg, qn 3 neluprk, id.a s@%g séé‘ééahéé, oyt ;amﬁme e Of the
under | yi ng hardware and sortware communi cdtion devices of those locations.
Interface systemXentrepnakstsiek|tite daspnbikeaetds s batdsred version of
modul at or demodulial ofa e \HiG8S, oP MmNl f3ht 8Pher Natduayie andaoperating
software for. that hardware. 25 Int'erface system 214 is coupled to formatter
syst em 216.10Forfateonsyst em 216 is operable to receive data nmessages from

interface system 2l4rmnapliace9Myerdnd ki cdatral sessages d deeeacé@rpptefkat is
usabl e by command processor s¥?%em 218, file sganne{ s%r;t.em,zzo andt gﬁltgl
back system 222 S8 F&YS50 Hordel TREPSBE 5°atd Fh Tt SFhAY T Tsed By
t he operating systiemeofprichdecenpiried ipleat f GomM eramgliech thel davaefd ey server
204 operat es, Y. piim f . byt S yst ens
of file viow ngRabns Begne i SRRl B-F I oeh ki 3P et 398 SR¥ boos
Command pr déesswransmittema? temmnen@| e sfidast yigwdsageervarohloiRBETRFEEYBt em

216, and deterngnes yRLRGT sEBESE PR & JTREIRECE SRS AI N APBEALLEY £pr@rands
for use by file view ng server 204. For_exanple, command processor system

218 may 5 det ertRI-Ghat ALNETRAE BV ks fdd SCIREHIREG SETGTERd EORt BPRtng a
request for dynsathexCagsates 6o deti@ dddee, fiaedapayostlisdaaggenslhyhdeser m ne

whet her that dat,a f.ile be agccessed file view ng server 204. nmrand
processor systewn%leztl%eﬁ hteqﬁeyldﬁg?rgﬁf%%ﬁﬁ eseé'aﬁﬁgpeg%\f%rﬂo%’&rtgsgﬁi(t)}cgte
dynam c ac@dss d@tpthed reppdiratiohe) Endwdl ldabackisysusiatz22are nattiate
cal | back of dyngmiefide ‘f%l‘i@t §Pedfnd {L;'eﬂfi%gf ég%ggg%etefar&\mi@gacgheegbzg2

requesting such services. Alternatively, antd processor system 218
det er m nes t hatMfRIefRediidq 7iewirarfidentie 1d0ceBSerTHNONELdBr VERWHRE

which file viewngedd 181€U\t%&tZQHeOfJﬂI@tiﬁﬁ,dd‘xamndn@r@ﬁﬁ;smr fayshem 218 may
generate an error rressag%eﬁ Ebor. tran%m SSI?}I}'[O t.he, user, or nm at%errpt to
identify the coffRRTCLefePeiRE BRARr atU e SHEFPRLE | BP TEGSTRY BF t he
user to cor¥i r mmhbemdriteed aor eebssethertrmsnieeionhes aiata?2 F ikel epdetaner

system 220 i s coupl t,.q GO pr sar_system. 21 2r S em
216, and is operable otg‘lolcr;':'e%H at agff'?se“aer‘f&){ ocgégggsﬁtﬁﬁe&ggggggﬁeyﬁéata
files as the updareentaantentsr oéxbnpl datd iflid esdynamicalist.ems22bosay

operate simlarcbRedhes MNXgel 8Lbr- £im&OMBNL. gUeh AL JRites may be
received from any file viewing server 112 that is coupled over
30 communications media 106 to a file viewing client 110
operating on node 102 through 104, or on server 108 as
previously described. Thus, file viewing client 110 and file

viewing server 112 allow a network administrator to monitor
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25 contents of the data file that have beengstored to a disk or other data

menory device may be extracted and transmtted to the user without altering
those contents in a manner that would create an unstable situation f th3
data in the file. Unlike the UNIX "tail -f" command, though, file soﬁﬁwJ@N 003
system 30 220 nay operate on a |l ocal area network having two or nore

computing nodes. File scanner system 220 tracks updates that have occurred
to the data fi FETHYCES RN tiapkd et hotPd didiFSagnbyesYdFs nd¥ih &5sEaths

characteristicgeirfegd} andielddsvans, coMARHYA2698s18eRedfISAY BEHEE 3 0 JUN
2003 peri odi cal I;/ CF cking those file stat ys characteri s(%]j cs for changg;.
For exanple, tRBTFPPLE TS 48cBER HIhd 84t - RafSHRONEK EF &7&F§
seconds and coghar adtwoitlh ldie cat anéduskalures serofickhepfovaiasd 28y amdbsaccess
time data fields. |f _any changes have .occurred, then fjil a . system
220 stores the Rew vl Vs rc}rl i'le %%‘%‘"élsaeﬁdmggggsegaﬁf?reé?ﬁ %ﬁbeu%rcbgrnrgespondi ng
data fields, andepetfomsrenay prledeberpérfanfadndoiron npde her derver |lecaFpen
exanpl e, the pre %}591 unct { Rk | Q.Lile er.system 220
| ocating a poi ﬁ?gggﬁ'?{‘ t Iféglr&i gg%ﬁﬁ%ﬁ{)hel zlggéaadrgés?s%o t et | ast data
field that wasPpre¥fralby yczausledoi hhe modmatderel he Ahgo dbt te Hevistgraddat a
address that occursagfgesvidigidabas@di&ss e bResBRE NifYenOfoMadyngean
address greater than the_address of this pointer, 15 mag/ be data that has

been added!?o ERBLEPFRERT nide & KU1FaREe t5F1HE of PrBShasl3R dhrfeld ent-server
Al ternatively, sthacdata. f it®r rgmbee stthetivmed isuahithadft her d i<iewtay be
updat ed by diregt di ficatl of the.data stru rewthin the file., In
this case, thecg‘rlgggo%{s ya%%étlgr LYt STV ghg P%%tb%ajf%corréjcoorra&efin t he
file will not proeidegémelThtiuwpoet pheghat.a suetordsathapehavina rrsged, a
O her function y rforomd. ol e e Qr
determne if t%g?g ﬁg{;'/gé%%a%{ngeas%%tgﬁénég)es, ﬁ{ltég%?i g%t |g¥£9%ﬁé %g%qt hrggtgt%rgs
changed. Fb? eRaAnprBer:Hiel taniesystoms of sudie tdeita thel enyrdyageess sy iFgda
buffer, and thesbubf eeeeih| s Ry bR cOMPRILE 1R heatHhr At 2 d Bhddibeli S

t here have been_ changes to the file access time or data file, size fields.
Alternativel y, "RSdBF gsﬁ?? i HY S PEh™FRyP D PRSI ERhERCPHERY i f i es

predet erm ned cebarthaionwulchchi ghetycéhiadin ha Galea 3P hikes hase beldwed
nodi fied, or tRat o};{%a\,%wi W€, e%tssgg§atl__o(ae§nwi q{iecqlet.o the.data file, such as
an error nessage. In general, i Fe°scahner system 320 may "~ per f orm any
suitable da®a file FIQURB(Z 306%8blocPCliaReol 31 &1 £316 Jigwing(slient 202

and a file viewing server 204 embodying concepts of the

present invention. File viewing client 202 may be used in

applications similar to file viewing client 110, and file

viewing server 204 may be used in applications similar to file
25 viewing server 112 of FIGURE 1.

File viewing client 202 may comprise hardware, software,
or a suitable combination of hardware and software. File
viewing client 202 preferably comprises a software application
system operating on a general-purpose computing platform.

30 File viewing client 202 includes data input system 206, which
is coupled to formatter system 208. Data output system 210 is

also coupled to formatter system 208. Formatter system 208 is



function on the datsfebd € and return the results, if any) to tpgerisfRifspr
user evaluation. Call back system 222 is cqypled to command processor
'system 218, and may be a subsystem of conmand processor system5 218, 3N 2003
related library function, or other suitable systens. Call back system 222
periodically causes file scanner system 220 to performthe predeterm ned
function on the data and to transmt the data to formatter system 216. For
exanple, the initial response received fromfile scanner system 220 may be
10 the initial coupaedoir emterdpcenayeeg® 4143 e whdgh| ipadk Sy<t &pupdgdchtses
file scanner sygheihZebidh Weanaf epgt hese data contents to formatter system
216 in a predetermned format) such as_the fornmat of the o eratln system
of the conputing pl B r R TRhSERVEY | 4o g REeraER ?’64 (FACES SYFEER
an 15 optim Zedldahauxﬁl)édf&lo u:&edubyciti(ﬁqslln@tﬂlﬁg 196r. VEFoﬁﬁéttﬁalslysln&ﬁIKZIG
system 222 Iso cause é nner s%)?tem %é tg tran m}oéess%ru%d% gs as
t hey occur yn&ﬁﬁ 881‘?@6 I\t/'Lﬂt"Lln Ieé Bs@r queSCTERER BERESE Yo %Y s gl e
data file, and2as8si agd ef iiserscaapeal sxasu:@tqlm aCaéSsbtaokrmerqm @2@atia
files. 20 In o i a e gc t r.aug
data i nput sys{%grqwl?%@ht%gctog&%%p?u §§/§ 2%%1;‘@,“ \ylig EE? eb%cg%rs ué"%%*‘gg%z
text pronpt, aagdspbayand ndf@xﬂesgpro{sh%tersmat}al@II@OpP@‘rrpﬂtem@talWedp’ut system

206 may al so Orcoﬁﬁ?éé'aé'éfo%{nbéngeli‘bfé?w ldfOrmhatdd bhakudctions, or a
aut omat i caIIy 25 activated when the user formats an appropriate comand

st ruct ur e, PypiSAPgde s TEIMPERG SRE S r SHFE™ #i2dabl e conmand dat a
structures, such aSFiléeurwmg geh¥ft 20Fald Prer@iradiheh §yé£a¢bile;1@@mand
data. File view n ent Eﬁlqt th%ﬁ interfaces w tgﬁfl | e v%e era}igr 204
to provide thesa’§' A HIWE TRP FAPCTT &ft & 3F en&CdRe "8 % oll owed
by updates to chewaét abxﬁt: Iryadet heyonacinallyn invekedbagdonenhe sd‘cmurrieunce

formtter o BoPSeeatein e Flgstifing, "o i ViFbing® cLLBRE A B R
interface &§st &msa2¢Piemd Xl pepyek rhdoughidloEmmia EersPsRentFUBEr f i@ e

view ng server y2Qétandet: LANTRRA APEOEESSO M &Pr2 18 seCRBPRNSE RItafssSOr
system 218 transfers conmands to file scanner system 220 _for the reguested

file, 5 and fi P& &eRhReTY SO 2I6ViaPE i at B UYHERICIs CALERE che WS
that file. Cal Ithl&ae&nsyzswmﬂ& fgeaetatlse «pﬁéwezdla@ ct—_wmyaadan@@ mrsezltni&e
transfer of data ack L9 e user g gh for roSYst %mng rt?erfa%g
systems 214 an b 2 forma 8 s st dféata outpu sys

Ter mi nat i oB0of fdrylﬁam:e see gy tt(blet hendatlasmif gheayl doe fhaedl ehlarnqte &S iseabl e
manner. P ef ef aRloges! bRe Usety &Nt e% daBP0TEN ddORdaha haDMemkRILM 206
to term nate access to the file. This command 1s received by conmand
processor syst @RtAYatigR;may \Rﬂr Pleir§§r{“ﬁ@ byrireitodt AR eLER e W N

command and gerfEnat €sewdad tdt Q@mmdﬁou@rréddl&l&fgam@r néh’ﬁ&ﬂm 220 to
cause the access. t.o tEe data file m nated. Alte natl ve ot her

suitabl e met hoS W&y SbE2EREY 1% Pﬁ‘?’ﬁéf% REESTY e TR 8OT % as by
scanni ng ugér amasaﬂ.ofbhetmtmarkneh:e to determ ne when no further user 20
access is occurring., tiv nbodi nt,
generated by file scann %Pés‘?/ls%‘ %Zgger § %%%%r%} ocfel:lseorvl%)%gﬁ%%%ett 202
notifies the ud®t ipisiathes fddta Hapubeenstems2h amkratioot, suehems |y
under goi ng nodiddiGRlk 8FSan LiksiMitfa GREBRLY &S é&‘\aetﬁﬁ@ e?%(ﬁ oA, MYata

at” w

recei ve conmands 25 from ot her users or servers cause dynam C
access to the fiMRYY SYFESR &Gf RIEPtsyuEheaysehckon tine dienddentif heardice

conmands, adni mrsﬁdratatyencammrm TeRfui@eReto ShkdadY e 0 HIRAdE i1l | epsEcanner
system 220 may al so igured to provide 30 dynam c acc;ess to tg file

onfi
for a predeterm naél}ﬁ’lﬁérl g Y e YEEEEY 2R BRY R ¢etafdrt 18y REB™H
t erm nat es dynarhe weress nodeskocitisagfent tyei ﬁléfxliéhﬁt et kyrhebesusesbl®

reinitiate dynag)g ACGER8ynEll S REANNRh SYELCHA 200 " ot 281 Y580 Bacea
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WO 0QY 39698 PCT/ US99/31181 18 regul ate accggss stored to di sk scanner

systemto nonitor the 5 ordinary skill nethods may be file. s to tgﬁm
file, such that any nodifications for the data file nust be routed“th B
file 220, thereby allowing file scanner system 220 status of updates to the
data file. One of in art will recognize that other suitable used to provide
dynam c access to the data FIGURE 3 is a flowchart OE\ rrg {md 30Q for

provi di ng dynaﬁ?@e’a@%}&é‘ﬁo@ &PGat gt | Eh‘? P FFPINYEIGI t F 12 aBige of 10
the present ingepkhorrodVEishedt30ateay b oundrenmiitcatbleydatéil e access

client-server syste such as th r_by. ot her sui'g |l e
systens. Met hod 300 reag]ﬁ?u SdE 5m3g§gmvxh roué’?;]%E&éastfof X‘fe esyasctce5381$
sent from a cl anat pas)scas stérevérllel hdeht $f t egarah daht@ thtereénby it uker to
server e %8%%?@ b %nstﬁﬁeggfe 0 50 e RL DL, COLRULISN

platforms ut Hot be I stinc i fied as cfients and servers.
For exanple, t nepnethastlm@y pl!i@ %ﬁ?rm@ﬁi deftiar ALIFETL hlaa s yist evpedniy

received by a gefePdsANRIAl igHd £5Y 8t GTL. YASTE i€AGN 20RELAt LRY Symfingncl udes
20 client functionality and server functionality. The method then proceeds

to step 304 whBratfeem 3t oY cgetfd lenglevireml ifgnte 294t SPERALETF andiet 1t fe

current file daliantofidiridd @alta May 8X39Md:e alihens@rivelynBY pidsldedeinfy

that the data file is either present on the co ti platformof 25the
server or that PhBPEE?*Fe?J1P%§ c&ﬁFPSF“B@eE r%giya itFeVI Ut £5 35 a
remote or |ocakodat aratmatage devites. 20Bersasimers e tdhea Feomfdatshenber the

LNt nas Per BLSELAMAO AereaLIE.08ha Lo wiekhe Lhecflaldd 8.bas
been changed or~has been superc Sd ffore Fecent Versi on, Gt he
sui tabl e 30 fufermdhs.sudh tah?e as@ravx@mdeitememm tfresmatty énsmlsglqmerofa the

data file shouhécmtap&cwetm folroe%e§t@£\§a %Mﬂbﬁedmé@lmtl fy the
user of the reason for failure énamc access. |If the server determ nes

t hat transht ssFBEMBFEEHSYShRD @@/839 68 tUAIREISIYIs I'ESF2ge0ta UN ER¥G8CRat a

file to the usegstémardihorindedh thdesrbhe contidf dvke dahauhideivag be
copied to a buf%g afgl traq%mt din a,suitable rEeqssage format through the
conmmuni cat i ons™feaf at Tonrec Fe VAEPVRY U Y%e <H9ent. The nethod t hen
proceeds 5 to step Bferface 212 may be an application program interface

used by a distributed client-server system. Alternatively or

20 in addition, interface system 212 may comprise a network
hardware card system, a modem, or other hardware interfaces to
communications media 106. Preferably, interface system 212 is
a distributed system that is operable to receive data messages
transparent of the hardware network interface devices or

25 modulator-demodulator devices and communications media, and to
transfer those messages to addressed destinations within the
network. Such destinations may also include destinations that
are reached through a local area network portal to a wide area
network, the Internet, or other suitable locations reached

30 through communications media.

Formatter system 208 is also operable to receive messages

from interface system 212 and to convert those data messages

into a data format suitable for use by data output system 210.



At step 306, it i,§.fsk& M ned whether a tiner tineout has occ fod
timer tinmeout has occurred, then the nethod,proceeds to step grtfrg%%a/%lémit

is determ ned whether a change has occurred™to the file. For exanple, when
the server 10 transmits the current data file information to the %HS@NZWJ
step 304, the size of the data file and access information for t at a
file may al so be stored at that tinme in data fields. These data fields nmay
be conpared at step 308 with the current size of the data file and access
i nformati on t oDdERePHEPRL | SYITERANgES HAGR HRATTERE €85% he® datgSFrie. |f

changes have begpaHBile k&rhile Gakd chiel elwevmlh@d sRrosgesiss f 0 Ferep 310,
ot herwi se the nethod proceeds to ste

At step 310, one ar.

file functions SXPEPHEr f BRHBRENT MR gﬁtﬁ PEFRRYS) TREIRE Patt WS égﬁng?‘es
the 20 server may eRisteverike phva ﬁ'llaydaleofd:@h;ﬂ’:fsreomfhﬁeﬁmiylat]haiomtéanbld’)fes
a menory address f th ataf|I t.hat eV|ousI e l.ast t eld
for the dat ?’8 8 aq gh?% 5%061Lﬁ’sr |e %afg 51 Iagkﬁ el a, TG’ Q_% %a%
havi ng a data a(éctueSSedhmr tlsegxmtes thaaetthmiactaetsaoaddreSts gfatt hfeldat ar25
field associ at g tguggga})? t%[) may then be retrieved by the server and
transmtted to e user ernatively, the server may performa conpare
bet ween t he current Fidat ehewind sereedaf4finde kehdmrRemepheénts soff tvpee.

previ ous cont e@,taed%réherdatal{dalbqet Qa&wagaa@e&f HaB69r & Carts WY fecRre,
performa data 30 string _search on file, or may perform other suitable

data functiBns3df tRerysfershie.a 'ﬁ?étWéFﬁoﬂp?WtﬂP&QéﬁaFH‘%t%‘p 2312. WD
00/ 39698 20 PCHeHSQQl?:ﬁ\lBﬁosé\tccﬁrt];ﬁﬂlaézplhbﬁofrﬁsU|Et13.ef wawmg fqyrRieng 20he
function on the data file_a othe cI|entt o(%te anple, if
the results of eﬁglf’ﬁﬁc?%ﬂmﬁ?%‘:% "Slenfaﬁg 8‘5t%1r 1S dS™ R the Uata file

havi ng a data &addresstdosuriocare ttdie zedatatéd efid <& faddtbgsusdr .t ked

por nter, then daahehatar FAL! o0 (i REchr BBRRLALLLA QrkNBaEhl Ao drckew se.
ot her suitable ta may e transmtte such as a nessage notifying the
user that A5dam®dsterndsi shavvequsentile vhewing Semves PPAtREIEEs ts of

the function anetbheaeecyytearef, thgcHata stipih chheohfuABéodbdherdia
proceeds to step 314, If timer timeout has not_occurred at step 306 or no
changes to the ¥%e ﬁﬁ%@rSEE%r?ﬁf%‘t 2dfep =38R R e PROAPRI LEEE R i rect | y
to step 314. AtpmtgeamBM)aerfad:cs weiteriz bedrabeé hes a‘nah—xefacces& stdad else
termnated. Preferably, f t:e 15 acce%sétlwsé erm nat ed upon rgcel pt of a
command from the USer i RStrug n i théSservér t6 Téim nate ynamc file
access. DyRfn ¢renspazevesofntlye ahsisert}e'ltner handwaxk fapd sefievasei t abl e

reasons or uporeosfe{aellegt%noaéﬂcéy'J@%eseomwfm&or TRX@PPAh&e dyfsthl
users of the data file have out of the 2 ataflle, t hen dynam c

access to the datta™¥ élﬁﬁylﬁéﬂf%ﬁ? RetaCEH GﬁF?FSs%R:’?iistl Redesatefdi t i onal

updates to the ddroguTayo@Caeiicdd Kaw DtheadBlDtSbI&tHatRIWaRENERE Sopea tigg
generated to Ioc& out e\aﬁces to the data file. Error nessages may al so be

revi ened to detErH"H gfh PR WAt he data file 25 shoul d be
term nat ed25A ti mer Imkprdbse bxestmdzmlo uietcenpleé mmmtaece$s¢m t4e5 .

data file Sr“““#%é%%gﬂ%% g@%gﬂ %Kiﬁ %?HSrQLn? %é d%k pmgésaéggufrom

dynam c access to erm na he met
proceeds to sterteErFaged Swétﬁmn%ll‘ésand):tl%mmsertt tiee rﬁtﬁtﬂ@omeﬁeemﬁsln@ $ep

30 306. In oper@inmyt tHRkhed 399::1& W%r&rﬁnﬁrﬁi‘bggség&n%@s@eﬁl'be aceess to
a user. Method 300 na%/ be used in a client-server environnent, %/ata

conpl enent ary &ttt ﬁ@ﬁ§eﬂr2%%er%H4rﬁfll back system 222. This
30 format may be a data format that is used by the operating

system of the computing platform on which file viewing server
204 operates, or may be an optimized data format for use by

the subsystems of file viewing server 204.



WO 00/39698 7
VIO 00/39G98 PCT/ US99/31181 2 i 3 0 .~~d~! ~ systems that inclddé > o

client-server functionality) or by other suitable systems. Mthod 300
allows a user to viewthe contents of a data file when that user3gsyN 203
physically |located at a | ocation other than the server that controls access
to 5 the data file. The data file access provided by nmethod 300 is dynanic,
so as to allow a user to perform network maintenance, debu or ot her
sui t abl e oper at i ons. COEM@PREPHCF &SSP Iséf\ﬁéﬁﬁrgl%fre&ed’é’teﬁoﬂlaﬁgom? ‘Fa%‘?&b\ﬁr(?imng
dynam c access ﬁdzmtctaﬁagpsggml mag@@ﬁdageﬁrmﬂéh hRthietgshete 18atde
present invention. Method 4 e e .use a erating sys . a_server,
or ot her Sui t 2B RO REREP TRCHTRE T FPEIIE dATaf®s QobLior b auaie

| ocal ly or at aearwrat @0Oder nFoal exampdeyi cemmdsd mmmgyasemtzm amryt02,
where a nes agey X t f S h

pr oceeds to%ste t%%%n\%hgﬁggl ?R'? séag: g‘re%ng%\éd c\%\%q-t thggﬁgg’gé gg'?éy%mg
cancel nessage.a Iﬁeqmtn'éssagﬂndusica acaasel tms@@ tfhé-@ thedm@@hod proceeds
to step 406 ang ﬂkeecfdeln%l Cﬁ@t?érﬁﬁ'fev'\«fﬁ%thérc%@ldaet% f%laeﬁ%sse L h& Jrighod
proceeds to step 408 t step 408) the nessage Is unpacked into a
suitabl e data ¥ Jdtle é’leﬁ’aﬁﬁ %%r‘(ﬁ*Fe 20Kat GRS FOFSSFOEhEY BpBRat 1 hghen

system or COWpLﬂrisﬂﬁ-\RJt%t fotLEﬂ tbaindS S9RREAL 2P Btihad 140Q. aJhemiet hekekden
pr oceeds t gtpq % vvher he filenane is extract ed fromthe, data
[

structure. %i PhEFE LA RN ¥ 470 dPf FBYEEREF nel ude
addi ti onal dat a:atlrﬂaiadm;ofbayhaqm reid o apkacas ecd hthalais:f brefhdeati@mngsuch
as data that is ncl,i,on of the userthat IS req ting access tp the
data file, data ]taihéq: |(\2tsO a PRSI T O ST Ph&ESE8 R tlhﬂtst %etr‘-VS i hegmassage
or other suit alsiamgaica Pr30essost Sys ARD 21t8héedatrmrfes ghag ¢penedqamstede

contents of thesdal & e Béeaégéééeed’%ﬁil and Qé'N&fecq] fu}?{lcﬁur aosdl §§éx9{h 0

the user. |Ln addition) other information nay al so butfered at this tine,
such as t hédfi |SPI% 2 04c 0B85 FRF orGAITESH) pm@esswmwtmééfizway generate

PCT/ US99/ 31181 ah GexrdddNmezB3géatsr addiRes sefof heo | asd kg birehdyoat eahs
record in the ata({dl I &, OF ot her suitable dats The met hod t hen roceeds
to step 414, whet & F Y BREKCLETSA TEFYF nPRT I REL 2R S SPPEHEERESR? vi ce
typically traclcsactdassmielr thguesér g accElsmt ohot tilee datraekitl eerand kasur es
t hat updates tgo fa.file are transferred to the user. The initial
status of the ta fi e may al so be transmtted to the user at step 414.
The met hod 20hen pr odBdd@s scanpeepsyiEem AR20stepcdupled tta sofmaradnprede Rt her

a change in thesyld:dr 128 8ShakuscAase QGC WsREdm E@é eas?é%&op%r%mggeolapéﬂ I
Size or in accgfiac araneters may be detérm ned npar i na t he present

file size and P& aRet EPsAFEPTS IWPdstes ’é?ld %%d%%%a far&Tefsr §h§t or ed
at a previous tuprmte@ hxe:rcusm tabi: ee}f&htﬂl(kﬂs fﬁmy atstnde digren Q20eheym ne

whet her a chan h such no ring data
stored to the ?&?élrg ys|c'}é“rl 8rm ng £y 3,2\{12?“ Iaé ct‘f%ﬂ“ad‘r#)t e < g‘attg Ehee

such as a @énp&?@@nﬁ%ptf shei dgtaefirleh that byvetlb\een stidrad eonet Id@dk off a
change in file é@l?éf‘%a}l%s m@ﬂ5r9cﬁé’v:fceéj may BBk PLL PLOCHRAT LR sili ERed 280 !

a change in file status
the user w1thout altering those contents in a manner that

would create an unstable situation for the data in the file.
Unlike the UNIX "tail -f" command, though, file scanner system
30 220 may operate on a local area network having two or more
computing nodes. File scanner system 220 tracks updates that
have occurred to the data file by a suitable method, such as

by storing file status characteristics in data fields and



20 occurred, thefobfedket hod proceeds to step 418. At step 41§, 3‘3931‘?81“ | e
function is performed on the data file. For1 exanpl e, the data file "tunction
"may conprise determ ning the data address oé a pointer, and copyi 9 1
data stored in the data file that occur after or have an 25 address m%qp r
than the address of a pointer. Alternatively or in addition, other data
file functions may be perfornmed such as a conpare function, a text string
search) or other suitahle functions. Followup functions may. also b
performed, sucReBROHRAEY Fhefkerdathess diideadbirbss Cd“fartaﬁéeéésbbi:ﬁtg‘?f or

ot her suit abl echamgdd ons. The nmethod then proceeds to step 420. At step
420, the results fromperformng th .%unction n_the dat.a filggare
transmtted to the &35 HEETPRSy g?ﬁngjr e gipe afd BT S BT ERIGTB B 23
3 0 JUH ~3 t hecheskkd =wire alwb ekcohds datda cocpured ngitdf ttdue sherddt wa oy ess
of the poinger).then this data_pry_b ff.ere o] da ' egggq
converted {}{J ag%egg%g%ﬂeorsnﬁte gg?t%%‘?%é) otrﬁier gﬁg%ﬁ glls%f(;ﬁs't o&?héh%s%r oh a
client node orhavéercoperest.i thed Syie esmmnifhre sreterodithatropescebdsnew step
422. AL step 43§1u$§ 45 datecrboed ahelals @ ;iFeS$206,41a%.De8BohaERE VEsha

such as a nmessage_fromthe user) an error nessa e% an adm ni strative
message, or ot heRlds taml é’%@%.‘@egpwd%%@él&ge PR IR PesRer 88ER ved,

then the methogiiet Urisr tekatbeR, 10nd IfreddtRemdhed, fihe: iRt had cehpfiset o
step 402. In ogegatl on) net hod 409 is.used to proyide g%/n%gl c.access to a
data file.t0vethd e4%‘€)angh‘°f FESGERI<PR +UTH UNG PoROWPERF &S Ce thBEess cli ent
and a file acce8snsefiey ther daay bedreaorqorchikelasntdaapdileddt thas sach as
mai | applicati .15 ni_catio appl i i_ons, WO A i ng
applications) %?é%%%%sr gw ogﬁﬁelgpgﬁ?ca%ao%gae%tﬁnoﬂ éﬁ)ctoaog%ﬁ’g% g ﬂ%tear to
access |og filaddoesattat sgicualsl efdar aclie Idegaasddhese dfi [tée moéngpdatwd)

so that the Ushiyigy RPT{RrD-adal-ahsls Adae hunchiphss SPeral BR:hUDELI Ons)
mai nt enance functions d buggl n unctions, or other suitable functions.
€e88e

20
Vet hod 4005l | B9 Phedais thed B 1RAdRS 40f Ehe 1 bAnSimFencde ofeh

network, such esma tweatid Qasnebwarhka. a W de area network, the Internet,

or other suitable networks). or, through a renote co ni cations, |link. 25
Wi Lo thi s i nvent | GhL NEE U oo £ PFBRC fu 111 BPd BRCEEToF RS EPRL) DA%t

enbodi ments, thhe fébermapt iven updaneti byntdinded todbéicanisdn wdd the dakem ting
sense. For exagplgeciie Pafel iad erbodi mants, i sclosed,dqnalyi gy nel ude
various systenms and_sub-systens that axe required only to provide enabling
30 di scl o4t e aherefcaddctssrsde the ppactdatingeached et dileowi Wihreh are

not intended tgrbiiht {A@ddPvieRt i@NcBs §oN aledaknNehhe BRRendgegekal ms.
Various nodi fications and, conbi nations of the illustrative enbodi nents, as
wel | as ot her SHB&HI MRS ONSNAY0/36695C T HUSSIL3118d o may.neefl to be| _g

performed to determine if there have been any changes, or to
identify the data that has changed. For example, the contents
25 of the data file may be stored in a buffer, and the buffered
file may be compared to the current data file if there have
been changes to the file access time or data file size fields.
Alternatively, a data string search may be performed that
identifies predetermined data that would signify that the data
30 file has been modified, or that data of interest has been
added to the data file, such as an error message. In general,

file scanner system 220 may perform any suitable data file



of the inventi on?vov?/ioﬁm%e apparent to persops of ordinary skil IPCF/rlljs%gﬁéwért
‘upon reference to the description. It is therefore intended that th(;50 JUN 003
appended cl ai s enconpass any such nodifications or enbodi nents. g
Cl,AIM What is clained is: 1. A systemfor dynamcally viewi ng updates to a
data file, conprising: a file access client operable to request dynamc
access to a data file; and 3 D JLI~] .~p~ a file access server, coupled to
the file accesEurfiion on Htdef drba abtks ande p@sprBpEPaLT 854 - h~drfs A - ah°

initial contentypafyidie dat askl! evipudtiodf.il e access client and to initiate
tracki ng of nodifications that occur_over tigﬁﬁin the data file, the file

access server bei ngCperRie SYSLER atichiits (RMPHGH FPCEPTEH REPSSSSTTt he
client is enabkg¢dtém Tymannambhy béew duresyspdat es tomhived datardddor agstaey

occur. 2. The temof, ¢l aj m1 whergin .t.he file cess. cli.ent further
conpri ses ag] da?igr n?)Lﬁe]saytﬁademléﬁgfﬁbﬁ’enctt& B ot Oaﬁﬁgegu toér]Del atsﬁ%ftlelmg'

i dentificationcdalabarid dystemace2t per datiaalilye crdenti fitatswnmsat svisten
predet er mned daha, SIUELE ond. pI DS SUTHADL 't BB Bh 2oMhEEl dh dd el 68
access client furtner conmprises 8 ormatter system coupled to the data

i nput system thangoitrethedadps tenf opertdisize svgteacéife ther datarld.ethe
identification;data,{ramdhigdabacl ppyte h8tBMd BchRgePr Spoi&af MaLGadaba
structure and to convert the data file identification data into a canoni cal

nessage fotbmt the. inheial Gasd 6PnEfatn et Wi satar Réler | Lol Rack svane™
further conpri gegs dadads PUIPWabist ey ipled 1o thentoerbtiede s)aizem the
formatter systemfurther g‘ﬂ%rabl e to recei Ve data fi lS status?fgaé‘a i n t he
canoni cal mess&GBCFOTFEYC arftf 5 TEENTEF 1o e Wata & PFECSE A T Hhi 05 Rt s

anot her predet ennhnasl tda¢ of stmagc biir ehe tdyeedeating wystemsy §t eme opawabliegt o
present the da [ st atus: data| - 18 4f : ystem
of claiml V\hekgia%k%ﬁ‘é (%I?I“gﬁacglcggééﬁ?%%ﬁn%%?%gbfz?ﬁe8g§géétées§s%€\r}glr S‘deach
conpri se akdi npetimceedydatemiogansbheed Y ribnst eriewang seredd $¢o4m &all
comuni cat i onspERHi 8ysfem R HSLEBLRieS! Al 18 S Mhele Bykheni Merdgce system
is an applications grogram interface. 7. The system of chgl m 1 V\Qer in the
file access sef¥BPSPYYthkte cIfSEESeds BRFY | FIaNEATFaL ¥ op&r abtR % o
perform one or ugere hmincié@nsstoRutheadedéss fid &5 Amdle dakhbarke sysidm
coupled to the f.ile scanner_ syste t he cal |l back system. r abl conpile
dat a out put bystlﬁg??i?%erscaa nél ss?;%fag‘ﬁ??%ra ?%Snssn%és/&ugrtllgggtﬁ%tgi#lgleésc'cess
client. 8.20he syst&m apexdwion,7anherei acedwsds | lscaninwingyct bamt s202
operable to detgialag sled MARCRLSKBhUSO! Ddld GALRESTSLLAP2 08 chel and a
file size field is different Troma previous value of the file _access tine
field and the E¥CEPE bR f ¥R USi®doat PEEL ANOTRE a 4 RitRe2Hay inNEPYe ©F
occurring afterotaqe]?owie%bp@%gcim.of phbte ﬂa@@%féy_ls&.ﬁnaﬁdslt ﬁaphﬁng@ she
poi nter positiaon, of the dat ile to cqrrespon th.the.l ast, data.recQ
in the data fi |a§.te§f‘a$h‘ée§9§?“erﬁ SPRRER 155 Adh (e iPeanreieEl ey
further coRpri setizatednanen price esear foysa e @oworird atleecbmhangdcanner
system the co ce S o] o tr fer

commants to ne TSk Snouet G b PoBERARE HE T IR Eud B e IBhfna
initiate file faf@nistyuohureés daich Bl £ilehheaneomeanyer docesdPnsy ST epgher

fizrther operalhedepabr 8asheha UIRA0T FRIE GOOTRIISQANS0bl LRefoanner

rd
er

systemto cause, the file scanner. systemto cease file scanning on the data
file. 10. The SYSS¥FRERScYAbMn I Mhaiewangheervert3th Yorrovies bhetheetil e

scanner syspemwixatHat anst{aNG:cR¥NER. ok lehdheasy st BB off cillalveu7bypher ei n
the function perforied By fhofil & §6R00°L,2ySLgR s @ compare of
In the embodiment shown in FIGURE 2, the request for

dynamic file status access is transferred from formatter



3 fl . .~ ~a~~ ~o0~ present contents of the data file with f d
version of the dat S)OHEF%. 12. The system of _claim9 wherein thgé-{'?JF;es)/a’g@gess

server further conprises a formatter systen‘ﬂcoupl ed to the conunand g Jum 2003
processor system and the call back system the formatter system oper abT’e %M(B)
receive data file identification data in a canonical nessage format, to
convert the canonical nessage format to a predetermned format, to transfer
the data file identification data in the predeterm ned format to conmand
processor syst esysten Re8etwdrdemfiekcedsdatens rad tinel @aKl back Byt and to
convert the congjlgd datayd i ke c¢aRQnl CAl e BRS 208 el BBk - ardd- 4 dBiaqd
for dynamcally view ng updates to a data file conprisi n%: transmtting a
request for filRresEsses $YDFA™ 2i8-e SR RIGRSKF SYELPR 4R de@ndrrer ;

transmitting i nidrrdhaki t6 £0 eRbenkroByEhemfide RRCese sepvestd® thie file
access client; tracking updates that have occurred to the initial file

contents: amd t3PhAdAPL EFMRPEhSYESERt 6401 1M A HE S i PR Ee 852 EEF VETVF§ % he

file access cli@htthath€ibén tdw ichiaehrt siystenatldrddrerdyranpealddiwi ew t he

updates to the data f. Ig as_they.occur. 14. Tpe et hodkoft chi mslgrv\herei n

transmtting fiTE P56 T3 (he frrasheteds W &% Phe i1 e ccess

client further tinclugle$ornettermsyistgmviét heintohdirges dyaremecely ravd tHl 2.he

data file afterg rtetggt S{zé‘éé}ﬁ@o%@%ﬂrd ﬁgtéié‘iﬁﬂ]ﬂ? s%csi._seg\d'm@_erform ng a
ata

function on the Il e to generate change data, and transmtting the
change dat &% rom t h&ermipabiciesf snaaictaceers fiq ehecdess Ellermray P, The

met hod of clai mah1eaetgl & NEFd18 REANnKBS. f UBEd 4 RN, T heiel LsEr Lo BaNETAt €
change data further inc|udes: determ ning a data address of a pointer;

copyi ng the datEPBREGr FPRGUHT t4ata HEPYst SY BERIF &R0 J7° tHFE™IBRRE e7CEESS O
generate the chemgeidat a; Tialel Sindandy isheepoivdd® by atinadd booegsiedr t he
| ast data address t' n g?ig dq%a file.. l6. Tﬂe met hoq__ of,_ cl %i melélf eéei n
perform ng the e on"HHE f‘ﬁré‘ftlgsgé %rcé?%rec%arf’g%u atacf Or t her

i ncl udes: pgderf oronnegdaaddt gerseratrey s@dichonal ttenatds fidrefidadseannemi ng a
predetermined valdiene shNeo CHANLP A 3ckbslNEo dal@ dlvd NG.leSchoyad in the

data file. 17. e method of claim 14 wherein performng the function on
the file to genet@tdatdngerHegEngiMeAer PRREYIJTSE LIRS GRS ampyY | ge used

conpare with a gdrdadingest eidety dhardataitil suamda Bufdanadnyenséon of

the data file; and returnjng.the results of the file co e as the change
data. 18. The rRSFRSF GP EPSIFATS b Irer SEERFFTRS MPat dbHEEPRG 45Bbmmand

fromthe fidle amcemsss dlsi eatutning. In this alternative embodiment, a
, message may be generated by file scanner system 220 or command
processor system 218 that notifies the user that the file has
been closed and is not currently undergoing modifications.
Likewise, command processor system 218 may receive commands
25 from other users or servers that will cause dynamic access to
the file to be suspended, such as lock out commands,
maintenance commands, administrative commands, or other
suitable commands.
File scanner system 220 may also be configured to provide
30 dynamic access to the file for a predetermined period of time
after which file scanner system 220 terminates dynamic access
unless subsequently instructed by the user to reinitiate

dynamic access. File scanner system 220 may also be used to
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3 0 ~uH zoo3 27 the tile access server to tq{‘m nate the transmssion o

file updates. 19. The nethod of claim 13 further conprising ternzinating
the transnission of file updates if the file is not being accesse é;y

anot her user. 20. A nethod for dynam cally view ng updates to a d Wl@“
conprising: receiving a nessage at a file stains server; extracting a data
file nane fromthe nmessage; periodically performng a function on the data
file if there i seguthtdgectess e ddeadpid efilkmd SucnShitt #yg N fieabiens of

the function tosfoPegl o eI fbrt ReClibell £i e aRak! od boudydam ealbhy ryiew
the updates to the data file as occur._ 21. The nethod of claim 20

t he :
further conpri sPFREVEET NM¥RE$RE2he %&Fﬁbba@r@%ﬂﬁ délfoP SRR aYE LM 829 1
the message is 8ot AbAL Gt eLis@rabatisTBESageat . tol tenBabadt Die Cl @ne 36
wherein startin he call back service for the data,file further _includes:
transmitti nqrJt t hgr niETal S]E‘oﬁjtcé'ﬁ’t i wtlﬂli WRIFHI% Bt ﬂ‘é{‘%]éeﬁ%ltgk?ge
starting a tinemeejcie.may3.bdhesaetthogdrotidd aiymadionvberesn pertfler diang a

function on the (;:Llriuéa file if there is a change in the data file further
i ncl udes: corrpaﬁ Nng'a file size at the end of a current timer cycle to the

file size at the endFDSURE p3 ebs cus lowabartyef ea rdathednB AP ngonhmtdvedinge
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data file i30ththe bres¢ne imvarieiand Yethed 30 man bei pepleyented dynat

equal to the file¢)1ai Zec&dstPe; GNA QfrvlhesPrevh ous,dH TN ta¥E! endhd iinf ribere
time value stored in the file access tinme field is greater than the tine

val ue at the end:ofTthe PFRT oits! taker SEGERBS: 24. The nmethod of claim 20
wher ei n perform ng améttnedi D00 Bedies dat acépl 2od uiidier al pehudes faroEylag
all data in the_file with anta%dress 3f.teé 2 poi nt er addgesg'.ande r%?et H’jgg
the pointer addPSSSSEo 2qt@rt tHE hddFedS§P5f “0 hd THt® dat &7 00T o 993 Fhe
data file. 25. Théenttiand floe shmem call pevresi denupdailésatoons datexaftihe as
claimed in clai gld; ep0ecel Nt dLan3aLEELDES L NG, UG ES nbBChU RS cince 1y
dynam cally transmtting the update romthe fiTe access server to the
file access cliéRenhdhedtas scHianin @éndt Barveptlat E2hHFEMedeur PRl . rearesthe

net hod for dynaghgablkyssh€WePgh WPdates bBeaditd dyd@ndsnel ablBddd 15l @i M

13, wherein the transmttin updat es_i ncl udes peri odi cal | gEtrans ' dtisng

t he updat es fror’neFﬁBdf?P%r%gi‘:ggs%%tr%r WRETEhBAFH | PFATEDY SYPETR 17 VOR
system f or zlynarildehkyfwhevs dgalipoatesl sertedafandtianaldaypri si ng: 30
JUN 2003 28 The method then proceeds to step 304 where the server
gets the current file data and transmits the current file data
to the client. For example, the server may first verify that
the data file is either present on the computing platform of
25 the server or that the server has control over the data file,
such as at a remote or local data storage device. The server
may then verify whether the client has permission to access
the data file, whether the data file has been changed or has
been superceded by a more recent version, or other suitable
30 functions. If the server determines that transmission of the
data file should not occur, additional steps may be provided
to notify the user of the reason for failure of dynamic

access. If the server determines that transmission of the
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server may perform a compare between the current contents of

the data file and the contents of the previous contents of the
data file that have been stored to a buffer, perform a data

30 string search on the file, or may perform other suitable data

functions on the data file. The method then proceeds to step

312.
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client nmeans, wherein the client is enabled to dynamcally view the updates
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access server rreaaﬁsrhitaré‘dnﬁos thhecm)@htfl cahken%eveoyhareﬂeit&rhﬁmeﬂtpemapd
36. The system for namtctalc;ys L u dataes tg.a d%tla fléq‘]as (‘tl al ned in
claim1, wherei etﬁ’é ¥ e dceess se‘?ver Se&RS5 PSEEREMIDATHT T ond®&s%soon
as the nodifi cadlabasstrimgdtsecbadpr8fentTha shst éﬁt&oflblqn:afntdm |5esrléwi Af
updates 10 a dafe! kel Aol Bcbldidich JWNERel Batfoslidfy acagss
server transnmits th I cations every predeterm ne% per| 0
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- @T10%&: () - VOPQRW [I\Iﬂgl Léergt()/gonl,o m]é(%hod 300 is used to provide dynamic file

access to a user. Method 300 may be used in a client-server

environment, by complementary applications or operating
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. e+ 44 - .ON%élgé. oA &'Q}- d!@%#é%@yﬁ%g ' - '§%£gW’;§@é@- 300 i
U 10% & ()¥3‘1 5% %)/%\5 0% | 8 e 0By é%%mffm At By yied 300 is
10// 10// dynamic, so as to allow a user to perform network maintenance,
debugging, or other suitable operations.
FIGURE 4 is a flowchart of a method 400 for providing
dynamic access to a data file in accordance with teachings of
10 the present invention. Method 400 may be used by an operating
system, a server, or other suitable systems or devices to
provide dynamic access to user locally or at a remote terminal
or device.
Method 400 begins at step 402, where a message is
15 extracted from a data structure. The method then proceeds to
step 404, where it is determined whether the message is a
cancel message. If the message is a cancel message then the
method proceeds to step 406 and the file access service is
cancelled. Otherwise, the method proceeds to step 408.
20 At step 408, the message is unpacked into a suitable data
structure, such as one that may be used by the operating
system or computing platform that is operating method 400.
The methdd then proceeds to step 410, where the filename is
extracted from the data structure. This filename may also be
25 subsequently modified to include additional data that may be
required to locate the data file location, such as data that
is a function of the user that is requesting access to the
data file, data that is a function of the server that received
the message, or other suitable data.
30 At step 412, the data file is opened and the contents of
the data file are retrieved and buffered for transmission to
the user. In addition, other information may also be buffered

at this time, such as the file size, access information, the
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transferred to the user. The initial status of the data file
may also be transmitted to the user at step 414. The method
then proceeds to step 416.
At step 416, it is determined whether a change in the
10 file status has occurred. For example, a change in file size
or in access parameters may be determined by comparing the
present file size and access parameters to file size and
access parameters stored at a previous time. Other suitable
methods may also be used to determine whether a change in file
15 status has occurred, such as by monitoring data stored to the
file, by performing a data file function on the data file such
as a compare or text string search, or by other suitable
methods. If a change in file status has not occurred, the
method proceeds to step 422. If a change in file status has
20 occurred, then the method proceeds to step 418.

At step 418, a data file function is performed on the
data file. For example, the data file function may comprise
determining the data address of a pointer, and copying all
data stored in the data file that occur after or have an

25 address greater than the address of a pointer. Alternatively
or in addition, other data file functions may be performed
such as a compare function, a text string search, or other
suitable functions. Follow-up functions may also be
prerformed, such as resetting the data field address of the

30 pointer, or other suitable functions. The method then
proceeds to step 420.

At step 420, the results from performing the function on

the data file are transmitted to the client. For example, if
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At step 422, it is determined whether a message has been
received, such as a message from the user, an error message,
an administrative message, or other suitable messages. If a
message has not been received, then the method returns to step

10 416. Otherwise, the method returns to step 402.

In operation, method 400 is used to provide dynamic
access to a data file. Method 400 may be used in conjunction
with a file access client and a file access server, or may be
incorporated into applications such as mail applications,

15 communications applications, word processing applications, or
other suitable applications. Method 400 allows a user to
access log files or other suitable data files as those files
are updated, so that the user may perform administrative
functions, operation functions, maintenance functions,

20 debugging functions, or other suitable functions. Method 400
allows the user to access the data file from any node of a
network, such as a local area network, a wide area network,
the Internet, or other suitable networks, or through a remote
communications link.

25 While this invention has been described with reference to
illustrative embodiments, this description is not intended to
be construed in a limiting sense. For example, the preferred
embodiments disclosed herein may include various systems and
sub-systems that are required only to provide enabling

30 disclosure and the best mode of practicing the invention, but
which are not intended to limit the invention as contained in
the appended claims. Various modifications and combinations

of the illustrative embodiments, as well as other embodiments
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therefore intended that the appended claims encompass any such

modifications or embodiments.



N

B & ()- .!pFz#10% * & ()- .vvvvvvwxuS11!! o9& 10%& ()- .!& 10%"& ()-

"L10% & () -$g10% & ()-109% & ()- 410% & ()- 10r PrPxz?{m . }\ ~] ~A~wUG91! ! %
10"" 10""1& 10%"& ()- .!& 10%& ()- .!& 10%"& ()- .! & 10%"& () /30 JUN 2008
1 & 10%h& ()- . A~_~k~z~}~~~~~uS11!!/f 20%h& ()- M f 109mhé&' () - M&10Y
h& ()-,10% h& ()-"~%@L0% h& () - YOGLO% h& ()-F 10""~azX911!!/y#10%

& () CHAaVI%109%& () - $! y#10% h h& ()-$! k' y#10%hh& ()-$! f y#10%& () - $n10%

h& ()-MoP1! 109 ()- | Y10% ()- 10hh 10hh

L0hMykElio Yaldied Js: $! ~y#1000N& () - $! y#1000h& () - $5}[ 90PL! ! s 10048 () -* $!'s' 10
QL ()-" S!S 109%HE’ ()-' $!'s' 10%98& () -' $&S10% () - $S10% () -] ! wWUGIL! 10

10;5' ! ?%galrl ??ﬁ%g{&w“)m%ﬁ éa?"‘ffgégﬁ“a(‘?) ‘%%fég%‘i & ()-"817("s" 10%c& ()

835%19‘%‘:%5%&%@%@{@3%%@%&%ﬁﬁéﬁ%aﬂéﬁ%ﬁwﬁa e () #1091 & ()-)c

3
g;‘g% L e S T e

occur over t1me in the data file, the file access server being operable to transmit the modifications,
wherein the client is enabled to dynamically view the updates to the data file as they occur.

2. The system of claim 1 wherein the file access client further comprises a data input system
operable to prompt a user for data file identification data and to place the data file identification data
in a predetermined data structure.

I 3. The system of claim 2 wherein the file access client further comprises a formatter system coupled
to the data input system, the formatter system operable to receive the data file identification data
from the data input system in the predetermined data structure and to convert the data file
identification data into a canonical message format.

4. The system of claim 3 wherein the file access client further comprises a data output system
coupled to the formatter system, the formatter system further operable to receive data file status data
in the canonical message format and to convert the data file status data into another predetermined
data structure, the data output system operable to present the data file status data in a user-readable
format.

5. The system of claim 1 wherein the file access client and the file access server each comprise an
interface system operable to transfer data to and from a communications media.

6. The system of claim 5 wherein the interface system is an applications program interface.
7. The system of claim 1 wherein the file access server further comprises:
a file scanner system operable to perform one or more functions on the data file; and

a callback system coupled to the file scanner system, the callback system operable to compile data
output by the file scanner system for transmission to the file access client.

8. The system of claim 7 wherein the file scanner system is operable to determine if a present value
of a file access time field and a file size field is different from a previous value of the file access time
field and the file size field, to output all data in the data file occurring after a pointer position of the
data file, and to change the pointer position of the data file to correspond with the last data record in
the data file.

9. The system of claim 7 wherein the file access server further comprises a command processor
system coupled to the file scanner system, the command processor system operable to transfer one or
more commands to the file scanner system to cause the file scanner system to initiate file scanning
on the data file, the command processor system further operable to transfer one or more commands
to the file scanner system to cause the file scanner system to cease file scanning on the data file.

10. The system of claim 7 wherein the function performed by the file scanner system is a data string
search.

11. The system of claim 7 wherein the function performed by the file scanner system is a compare of
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format to a predetermined format, to transfer the data file identification data in the predetermined
format to command processor system, to receive compiled data from the callback system, and to
convert the compiled data into the canonical message format.

13. A method for dynamically viewing updates to a data file comprising:
transmitting a request for file access from a file access client to a file access server;
transmitting initial file contents from the file access server to the file access client;
tracking updates that have occurred to the initial file contents; and

transmitting the updates from the file access server to the file access client, wherein the client is
enabled to dynamically view the updates to the data file as they occur.

14. The method of claim 13 wherein transmitting file updates from the file access server to the file
access client further includes:

determining whether changes have occurred to the data file after a predetermined amount of time has
passed;

performing a function on the data file to generate change data; and
transmitting the change data from the file access server to the file access client.

15. The method of claim 14 wherein performing the function on the file to generate change data
further includes:

determining a data address of a pointer;
copying the data occurring after the data address of the pointer to generate the change data; and
setting the pointer location to equal the last data address in the data file.

16. The method of claim 14 wherein performing the function on the file to generate change data
further includes:

performing a data string search on the data file; and
returning a predetermined value as the change data if the data string is found in the data file.

17. The method of claim 14 wherein performing the function on the file to generate change data
further includes:

performing a file compare with a current content of the data file and a buffered version of the data
file; and

returning the results of the file compare as the change data.

18. The method of claim 13 further comprising transmitting a command from the file access client to
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receiving a message at a file status server;

extracting a data file name from the message;

periodically performing a function on the data file if there is a change in the data file; and
transmitting the results of the function to a user,

wherein the client is enabled to dynamically view the updates to the data file as they occur.

+ 21. The method of claim 20 further comprising terminating the call back service for the data file if
the message is a terminate service message.

22. The method of claim 20 wherein starting the call back service for the data file further includes:
transmitting the initial contents of the data file to the user; and
starting a timer cycle.

23. The method of claim 20 wherein performing a function on the data file if there is a change in the
data file further includes:

comparing a file size at the end of a current timer cycle to the file size at the end of a previous timer
cycle;

determining whether the time value stored in a file access time field is greater than a time value of
the end of the previous timer cycle; and

performing the function on the data file if the file size at the end of the current timer cycle is not
equal to the file size at the end of the previous timer cycle and if the time value stored in the file
access time field is greater than the time value at the end of the previous timer cycle.

24. The method of claim 20 wherein performing a function on the data file further includes:
copying all data in the file with an address after a pointer address; and

resetting the pointer address to equal the address of the Jast data record in the data file.

25. The method for dynamically viewing updates to a data file as claimed in claim 13, wherein the
transmitting the updates includes dynamically transmitting the updates from the file access server to

the file access client when it is detected that updates have occurred.

26. The method for dynamically viewing updates to a data file as claimed in claim 13, wherein the
transmitting the updates includes periodically transmitting the updates from the file access server to
the file access client. =

27. A system for dynamically viewing updates to a data file, comprising:
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a cornmand processor system coupled to the file scanner system, the command processor system
operable to transfer one or more commands to the file scanner system to cause the file scanner
system to initiate file scanning on the data file, the command processor system further operable to
transfer one or more commands to the file scanner system to cause the file scanner system to cease
file scanning on the data file,
a formatter system coupled to the command processor system and the callback system, the formatter
system operable to receive data file identification data in a message format, to convert the message
format to a predetermined format, to transfer the data file identification data in the predetermined
format to command processor system, to receive the compiled data from the callback system, and to
convert the compiled data into the message format.

28. The system for dynamically viewing updates to a data file as claimed in claim 27, wherein the
message format includes a canonical message format.

29. A program storage device readable by machine, tangibly embodying a program of instructions
executable by the machine to perform method steps of dynamically viewing updates to a data file,
comprising:
transmitting a request for file access from a file access client to a file access server;
transmitting initial file contents from the file access server to the file access client;

" tracking updates that have occurred to the initial file contents; and
transmitting the updates from the file access server to the file access clients,

wherein the client is enabled to dynamically view the updates to the data file as they occur.

30. The program storage device as claimed in claimed 29, wherein the method step of transmitting
the updates includes dynamically transmitting the updates as soon as the updates are detected.

31. A computer data signal embodied in a carrier wave and representing sequences of instructions
which, when executed by a machine, cause the machine to perform the steps of:

transmitting a request for file access from a file access client to a file access server;
transmitting initial file contents from the file access server to the file access client;
tracking updates that have occurred to the initial file contents; and

transm-itting the updates from the file access server to the file access client,

wherein the client is enabled to dynamically view the updates to the data file as they occur.
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32. A system for dynamically viewing updates to a data file, comprising:
file access client means for requesting dynamic access to a data file; and

file access server means for transmitting an initial content of the data file to the file access client.
means and initiating tracking of modifications that occur over time to the data file in response to
receiving requests for dynamic access to the data file, the file access server means further
transmitting the modifications to the file access client means,

wherein the client is enabled to dynamically view the updates to the data file as they occur.

33. The system for dynamically viewing updates to a data file as claimed in claim 32, wherein the
file access server means transmits the modifications as the modifications occur.

34. The system for dynamically viewing updates to a data file as claimed in claim 32, wherein the
file access server means transmits the modifications as soon as the modifications are detected.

35. The system for dynamically viewing updates to a data file as claimed in claim 32, wherein the
file access server means transmits the modifications every predetermined period.

36. The system for dynamically viewing updates to a data file as claimed in claim 1, wherein the file
access server transmits the modifications as soon as the modifications are detected.

37. The system for dynamically viewing updates to a data file as claimed in claim 1, wherein the file
access server transmits the modifications every predetermined period.



