1 Limting Access To File And Folder On A Storage Device Field of

I nvention [0001] The present invention relates to system and net hod of
limting wunauthorized access to data file and folder on a storage device
of an el ectronic device. Background [0002] Conputers, such as notebooks,
personal digital assistant (PDA) and so nobi | e tel ephones, are now
relatively affordable and are used widely; one can retrieve and send
emails while traveling; another can perform el ectronic banking or comerce
wirel essly. Coupl edimiting eeeps dpekide tyndFoldesiQg ArstomgedDeaivee el ectronic
devices, data security in such devices is inperative, and access to
confidential files and folder is desired to be restricted or limted to
the owner; in other words, it is d ira?hglto prevent unauthorized reading
or copying of confidential or sensi'tfl¢&f §¥€RYh one's conputing or

comuni cat i paoflevi CesThe splgggrﬁl i ehtfonORQass dgv is§;§crga§%% gjfg@'%a/ ely lilani dat a

storage and is also used for business activities. | nfidenti or

sensi tive datathuizedacosatie drclileend ol ptbrage deviepaf maddrtronicalevicont ent s
are accessible only after verification by passwords or other bionetrics;
(b) contents are encrypted with passwords or passphrases; (c) contents
remai n encrypted when copied out of ®adembegy (d) contents are not allowed
to be copied out of a device; (e) contents are protected and encrypted
automatically when security setting is damaged or deleted; or (f) contents
are del et edl0803]erompitgps esuoh gsr netelbaoked persomal | digieal vassistahO QPR ) Asidosinad ed

W th securi f.data, there are t S rate aspects of data security:

confi dent i ah%{)@e %?ﬂ%’rhf’ﬁ?seaﬁ ]y re@f}hv\éﬂ’d%fﬁ(ﬁg?ﬁ? f’?f? wpd videly: e cay sptdpy e

transf or mat ar@ise@ll en@dh ahiRittavaliAg aBbiNe 64h Fforii ditdiRnRy bd?aRinrg_‘?:ﬁ;%BHr@é?Sfl to
el T1gl

the original data, thereby nmaking the transfornmed data non-in eto
t hose wi t hoWirelesidy. Knonmle gatht thermopansidy tofidoging one’s portable electronic devices,

data security in such devices is imperative, and access to confidential files and folder is
desired to be restricted or limited to the owner; in other words, it is desirable to prevent
unauthorized reading or copying of confidential or sensitive data on one’s computing or
communication devices, especially if one’s device has relatively large data storage and

is also used for business activities,

[0003] Confidential or sensitive data can be made secure by the following approach:

(a) contents are accessible only after verification by passwords or other
biometrics;

(b) contents are encrypted with passwords or passphrases;

(¢) contents remain encrypted when copied out of a device;

(d) contents are not allowed to be copied out of a device,

(e) contents are protected and encrypted automatically when security setting is
damaged or deleted; or

(f) contents are deleted after a lapse of predefined time interval.

[0004] Associated with security of data, there are two separate aspects of data security:
confidentiality and integrity. Confidentiality refers to the reversible transformation of
data into a form which has little or no resemblance to the original data, thereby making

the transformed data non-intelligible to those without the knowledge to reverse the



transformation. Thus, confidentiality is associated with cryptography or
encryption and decryption of data. Integrity of data refers to the
assurance that data has not been tanpered with. Integrity of data is often
provi ded by digital signatures; a crypt ogy aphic checksum of the original
data is cal cul ated and stored sonewhere; "a verifier then calculates the
checksum of the data and conpares it with the stored pre-cal cul ated
checksum t o EmsorBatient! hupeoptidentinktyris assoaiatsdrwith wiyptegrdpbP 05 EncFpptamsande

data securit : i V. ecrypt a filge or folder
sel ectively &é?qﬁgﬁﬁgt‘ldﬁ@(&ﬁfekﬂﬁr %lep %%rlg%eﬁg?gﬁ ea%%ﬁfagﬁ? tha cﬁ@ %%F’r av ﬁ‘?ﬁ“
these tasks tamptredmtiihc Bltégrity O data i eadacitooided b dpiapHpeaeResa d§plobaphiche

encrypted file and folder, and their security settings can be renoved after
the conputi r?be‘é‘éwlc E}Wd%@agsdaéa ig |calgnlatrdopnd, gtored seragvhaneisa perifers thenhat

t here exi st h PR% [i:R0 U at
can over coms™harg: e dhe SRSt HRRRLL 3R hpaRH S0 e Bk b o]
shows a si nphedkisen theotureithapthodesds Aotahmaeredmighnt i onal personal  conput er
system When a personal conputer is turned on 10, a m croprocessor in the
conput er passes control over to a basic input/output system (BIOS). The

BI G5 boot s jotesf N® GRORWAR secBREC husihebh @il éncf‘ﬁﬁ ahd HH&?PP& R 81( gc{I and

peripheral devices are connectéd and operational’, inrtiafizes 2 t he
oper abl e pes¢lgttsiel otenamelybef ove a tird BuQS applicities tohearppenathesy tsgkst em

(OS) to loa OS froma bpoota drive into the . conputer's ra m
access rrerro%}ltoll}%}i%@y' [%ﬁfwgwgnoﬁtﬁ%se&pf%cﬁmana,thq ﬁfgcpfm?%éfe %W“P g"gﬁif‘é of
the OS5 is | andekkit Bécrity1€ctiRAM canThe r&B6VRI afidieihe oRipufing YRV R undergoes a
initialization and configuration 40. After OS initialization, a fglfe

syst em ( FS) clean jhoohup. Kt qap, thus be tseminthah trrg exists A\ need dorf ariatlear sppedaeinto ( FFS)
44 and its I i fl filter deiver (FF 46.are then | oaded
into the R%ﬁ%?@g%%%ax%pg '?II){%% C%dsg‘feﬁéeoﬁﬁ ec%lﬁﬁls ﬁ%@t%ﬁetaﬁ)ﬂfeo%z%ﬁé PEST - all the

required drivers and software applications predefined by the user. After

the OS or cowutgi iﬁ g{mted up 60, a directory of files and folders is
created. ThEPOPS) E1G; Feshoypsya csmplifieh beet wipemrogessy! dfea cgwentionaldpetaenel i | es

and fol der s Gapguth@ride Wheah %grsoﬁﬁac%%%teq s LGHRY 64 lB,ya %ﬁ&oﬁr%%és‘sorsin (e arYy

computer passes control over to a basic input/output system (BIOS). The BIOS boots
up the computer, checks whether all the input/output (I/0) and peripheral devices are
connected and operational, initializes 20 all the operable peripheral devices before the
BIOS invokes the operating system (OS) to load the OS from a bootable drive into the

computer’s random access memory (RAM).

f0007] When the OS is invoked, the kernel or core of the OS is loaded into the RAM.
The kernel then starts system initialization and configuration 40. After OS
initialization, a file system (FS) 42 is built up, as shown in FIG. 1. A file filter system
(FFS) 44 and its associated window file filter driver (FFD) 46 are then loaded into the
RAM. Loading of the OS then continues with loading 50 of all the required drivers and
software applications predefined by the user. After the OS or computer is booted up 60,
a directory of files and folders is created. The file directory can then be viewed by the

user, and data files and folders can then be created, changed or removed by the user.



[0008] The followi ng presents a sinplified summary to provide a basic
understanding of the present invention. This sumary is not an extensive
overview of the invention, and is not intended to identify key features of
the invention. Rather, it is to present _sone of the inventive concepts of
this invention in a generalised form as @ prelude to the detailed
description that is to follow. [0009] In one enbodi nent, the present
invention provides a file security sysSSuemmargperable at boot up in a

portabl e conputing device. The file security systemconprises: a file
filter syst ?m andl; arsfSﬁci ated security file systemdriver (SFSD) to extend
or repl ace WOPRL chbsHailpwipegresentsig dmplified syrnmary tosprevide iadusiabindensiandingn
original w j . ngr [ I Js ilter systemis

oper abl e to%?%ﬁe?@ﬁbglg %ﬁdﬁgg?f@ﬁsg)%? em lglﬁlgt %@gxééégec{"éetﬂélﬁwsojgﬁ? NI o
syst em dri vend (SE@Dntémsled peiditiéy koy emtresipf firconvantione RAHRA! ¥ 4R BFe¥ert ROM .
[ 0010] In another. enbodiment, th Ei l.e, security system further conprises a

security i APEFPALE TVFRESE. Co?ﬁ@’tgg s inyentipneiniagdmerplised forgesser prebusledo

di al ogue bO)ﬁhdc%ikﬂ%@%ﬂioh%a’[%ﬁ%ﬁo@_ confidential file or folder and to
|l ock the file/folder to deny unauthorized access to confidential data or

application stored therein. [0011] In another enbodi nent, the present

i nvention prov thod for preventjn unaut hqri zed_el ectronic file
access in a[@})ﬁ%}ﬁﬁfioﬁs@e%&g .emfhtge rﬁiﬁ‘ﬁ}t 1’8"&%?‘? geavides pfdler srspiityg sy i | e
system dur i ogerabletat bebtwip iRk pofeble ERPLINIIARE T8e ﬁ[@é&kﬁ‘gg\%ﬁst&ﬂ% fohis&:
filter systemthat is confﬁ%?urab! e wth an original wn operafnlpng System
with a nodefitledifer| system eed asspsiatad sdcngtyafild sygtem sleiver (SESD) teeesysd em

dri SFS ' ' he modified file filt t, d
mstal 11 ng SPARE AR EhER, 3 hb SRR el B condpante S8l S RS Siorgue

box to al I owpdrhngigatent; ovlereintie AlecHNdH §eBil idlopbiab® t@rintéﬂhﬁs}%e AL iin
software and drivers, before conpleting the

| oadi ng user | ﬂ%t al | abl ] .
booti ng up a‘fdr edsgocIie® pequrity, fidg syveem dsiybo (SEFEM is dpebBFRCbot tphfrombove
met hod furt Rl GRPELS ryptographic engine. In addition, the SFSD is
| oaded prior to wg{gd?ngﬁ@hﬂ'er data and 4 the confidential file/folder
thus created on a conputing device remains secure until it is
[0010] In another embodiment, the file security system further comprises a security
interface driver. The security interface driver generates a dialogue box for the user to
create a confidential file or folder and to lock the file/folder to deny unauthorized

access to confidential data or application stored therein.

[0011] In another embodiment, the present invention provides a method for preventing
unauthorized electronic file access in a computing device. The method comprises:
interrupting the file system during booting up of the computing device; replacing the
file filter system that is configurable with an original window operating system with a
modified file filter system; installing a security file system driver (SFSD) associated
with the modified file filter system; and installing a security user interface driver,
which generates a dialogue box to allow the user to create a confidential file or folder
whilst loading user installable software and drivers, before completing the booting up

Process.

[0012] In another embodiment, the SFSD in the above method further comprises a
cryptographic engine. In addition, the SFSD is loaded prior to loading of user data and



unl ocked with a correct user verification. [0013] The present invention

al so di scloses a conputer readable nediumcontaining a file security
system according to any one of clainms 1-5 or containing a nethod of
preventing unauthorized electronic file gccess according to any one of
clainms 6-10 Brief Description of the Drawi ngs [0014] This invention wll be
descri bed by way of non-limting enbodi nents of the present invention,

wi t h ref er eteecardidenidal ddetmigaribusgededn agsmpitingdevide: refnaiid 6¢curd Gatil It is
illustrates a,bpo process of conventional personal conputer system
[0016] FIG Uflch?igﬁﬁgtcg’é‘e t"ﬁsro‘ferﬁiﬁatb%cess of a portable conputing device
according to one enbodi nent of the present invention; and [0017] FIG 3A
illustrates a security systemfor accessing a file according to another
enbodi nent $018hd hermsesent inventiontdlesndisdases BlcompeBr irtddablermedismaosmiting by

system for LN o] .according t et anpt her enbodi ment of .the
present i nvgﬁgigg%.%}b%%#‘ea&g%éé@r |0p‘rtui1yoﬂge[ Bgf%‘]lmf)jég) SF BRIy aSne Bgé’lf]d
al ternati ve pesviendremiushodized Blectpires filttackdy edtokdifg V4 Ady oW chemsgsier i bed
with reference to the attached draw ngs. It shal% be "apparent to one

skilled in the art, however that this invention may be practised w thout
such specific details. Sone of the details may not be described at |ength
so as not to obscure the invention. For ease of reference, conmon
reference nunerals or series ®tiefiDesription of ihe Drbwingsed t hr oughout the
figures when referring to the same or simlar features conmon to the
figures. $ 0019) . FIG 2 shows a boot up process 100 of a portable
conputi ng d&¥18le Tatscivenitioy wilbbe descaibpd &y fean obpon-Himitne ewhedimevsfithn. As
shown in FI : (e ' a basi.¢ hardware
initializat oeﬁgrgt‘%’p?ﬂ%%.w’#ﬁ@ rglgcuec]:t&%?ra&?\%’%%dy?‘ﬁ%?‘%g%’aﬁ‘%thst ep 120
i nvol ves passing control over to a basic input/output system (BIOS). The
Bl OS boot s UOD th C?O{]{],Iabl e CongUti ng devi ce, checks whether all the
i nput / out puf OHJ/% antlUBEHFSh BYL P PERSCELY doBveripRalreasspnaheprepdet sy stonal |
and initializes 120 all the operable peripheral devices.

[0016] FIG. 2 illustrates a boot up process of a portable computing device according to

one embodiment of the present invention; and

10017] FIG. 3A illustrates a security system for accessing a file according to another
embodiment of the present invention; and FIG. 3B illustrates a security system for

accessing a folder according to yet another embodiment of the present invention,

Detailed Description

[0018] One or more specific and alternative embodiments of the present invention will
now be described with reference to the aftached drawings. It shall be apparent to one
skilled in the art, however that this invention may be practised without such specific
details. Some of the details may not be described at length so as not to obscure the
invention. For ease of reference, common reference numerals or series of numerals will
be used throughout the figures when referring to the same or similar features common

to the figures.



[0020] Step 120 is followed by step 130. In step 130, the BIOS i nvokes the
operating system (0OS) to load the OS froma bootable drive into the
computer's random access nenory (RAM. After the OS5 is invoked, the kernel
of the OSis loaded into the RAM this is then followed by OS
initialization and configuration in step 140. [00211 As shown in FIG 2,
part of the GS initialization and configération in step 140 involves

building up a file. temin step 142 and a file filter systemin step 144,
| oadi ng of a \)i%oqullgfow%?/‘s}“l @8‘?"" APPYEP Hrerest B9 ofadonshde tooadiingdofccacerding ity

file system did veremtoSHSE) of hmePeant HacnR! Xs IBIREYIRIM )(LW%‘%E%B 19g; the
fol l owi ng desgr if>&¥gw%g gf the . pr‘e_-ient invention deals vm't thi's Léspect of
configuring the gystemy il €8 Thrdvagp dpigakation Hapds2d hBhef ibhec Systvem i n
| ayers conpri siitegizéthve diep 20 ihvbiess gadng iohi@ros st madf)eis%ei%ﬁut%ﬂ ul %ls[egws :
interrupts to él%)m%tgmsfbl es t{l‘&&at woul d be built up by an origi nal wi ndow
0S; in this }(Miy, thi's appr At HP &9 RAELle cempring dricehdedysilmthef llase t o be
ext ended or  pwdiuied (I/Qmndtpaesheis0 BelSees SRGYFkL ¥ Qg (Eiﬁﬁa%ifnildi,eanéyxﬁﬁﬁﬁési S

0

managed at the -.and . bogt.ahl e in ROM i nstea a user installable
appl i cation |eve .d’%p%gaé’%ﬁ‘?h‘plg‘fh “S¥itBodi ment of building the file system

drivers, FIG 2 shows the step of |oading a security file systemdriver
(SFSD) in st opozbft&ieFoh it k _ cur i the SFSD is |oaded froma

read- onl y ms(r)r[or yﬂ( IL«S&\/D ! :%Loglﬁwr&ﬁeg%?tﬁ% lﬁ‘ cySIP‘nSt&p m‘lﬁ%}oﬁé”%%ﬁ"ﬁgpef#f%m

a. protected dv&EmdREl HylowhileOF Gad-albtablecapies atid 08 cospdani AgddY s@csepar at e
di sk filter ;5ysd: Pt Se, 3l il e systemdrivers are | oaded

i ncl udi ng t he ,SFS%@% fgtef)e‘ 14%% Qﬁ‘h‘re‘"l‘%“g61}“’%{%%6‘%"6%&%{@@%%\?@%%Rf\M;step 140
to finalise tH&sren Rliewe iy inginlization acwhiiguaahioneprdoor to | oadi ng of
user security or data registry. Once the OS initialization and

configuration grocesses are fnaliz_ed, the booting up process involves
| oadi ng the (¥&P PAStAM 8d1Sof e terfeS asdieitat et difigensond mtseeptiae RAM i n

L, o0 i et By AT P00 R LA RETLLLL
interface dridtdine SEa yadgydhte iy thhéEerSESp Gepbnptiascanrindilakogueddex t o
al | ow a user (YDYeat ercad-oafinaent b il oA kOke ?&11‘3%@%&%‘3%:& G

present invention deals with this aspect of configuring the system files. This approach

builds the file system in layers comprising the file filter and file system drivers and

allows interrupts to the system files that would be built up by an original window OS;

in this way, this approach allows security of the system files to be extended or

modified. In other words, security of the file system is managed at the OS level and

bootable in ROM instead of a user installable application level.

{0022] In one embodiment of buj lding the file system drivers, FIG. 2 shows the step of
loading a security file system driver (SFSD) in step 148, For tighter security, the SFSD
is loaded from a read-only memory (ROM). Such reading from a ROM may be reading
from: a.protected disc during which read-write operation is denied by a separate disk
filter system. After all the file system drivers are loaded, including the SFSD in step
148, the booting up process reverts 1o step 140 to finalise the OS initialization and
configuration prior to loading of user security or data registry, Once the OS
initialization and configuration processes are finalized, the booting up process involves

loading the user installed software and associated drivers into the RAM in step 150 and

Amended Sheet
IPEA/AU



information; in another enbodi nent, the dialogue box allows a user to
create a confidential folder B for storing files containing sensitive
information or applications which the user can launch. In addition, the

di al ogue box also allows the user to | ockq or unlock the confidential file
A or folder B. [0023] After all the user installed software and associ at ed
drivers preﬂefi,ned for |aunching during boot up are |oaded in step 150,

i ncl udi ng t HE2HRH IR SEDP] 1P 2selep seapity tinterfa@Sdtyeutassprigadovitksthe SRSDheded i n
step 160. T i d hen be call.ed,out a t he conputing
devi ce has E%Igtﬁg %Ig’ %@gg‘ﬁlégfﬁﬁgeﬁggéerqer%;Freé'lf‘sé’cﬁfféi Wltgngﬂe Egghf BEsRtiERlR

files or foldapgucabdxtto dliokaumepal drbe GOBfRRAGAI el Al ﬁ)?léct&li@a%ﬁsﬁﬁ/ and
when required, For exanple, a user maly | ock a confidential file o] ger B
before | endflﬁ’émf“i‘l‘éhc‘é‘gg‘%ﬂthfﬁgef%%l@é{l'> sthe Hidegue hoviallewphomseroto arddAa t o

th At f : C he. co ting device, w.thout
havi ng. accocs paal foibdh ThNGorby Bles ARy SISHRE Mg Ao ' adictbamt ne

user may | ockhigethesseadcaagmirichali akditiont die diglsgreba 436 SloWsi RE u§eFab o orShor t
message (SMS), applicati.ons i he confidential folder B. [0024] In one
embodi nent c‘f%ﬂ‘Fg@l&‘i?P&%SFH%F"’E%%%&’Iﬁ%Bconfidentia| file Alfol der B, the
user enters a password or passphrase; in another enbodi nent, the user signs
inwith a digital signature; in yet another enbodi nent, the user signs in
with a bi omi28k Aftsr gpihithe eser] 06@BEd RoGwaBAash ausoctdne]l dyiséeMpkidfied for

securit r . .aceordi n 0 e confidential file A enbodi nent of
the pr egelr[])t ?{lﬁﬁl\%/%lﬁf%%gﬁ?g ﬁgms‘ﬂjo%ﬁtl?aﬁfegI“GSteEE?bﬁP pding thegprecess an Flepd§rthees
execut i on oDSabuétngOPrR¥R! Br@mpited it Blepd dpaThy sF-b H‘i@fo%ge 3! dagathln? ge A

Execution of a request fromthe w ndow explorer to open |'oCcke
sends a sysEaRdQt pliprthe comphiing fl¢weshastbmotedA® thallobtthe nsdridreatdadditional

i nformation 14l i nf tion.245.is.then sent. .to, SD 250. Wthin
t he SFSD, acgﬁqufr%g mf %Ire 5 folqlt(ea[ | %n&tt%gocé({%}I%cé‘e&lﬂi‘?F@hfi"s‘lt’@i)gﬁifigmrﬁ As aadp
252. Fol | owiwhen exgiretli Bor efasplepa 263 may 466 §ic‘éﬁﬁiié1tiafr?i§jee&{f?>ltﬁatre§) beRfe

7 [0026] It the decision in

whet her the rsfi]%eﬁted file AJs |locked or not.
box 254 is }?8,1 ﬁewt%@cﬁ%s%@h%ﬁwﬂe@h@m ar@ RIM, thianether user so that

the other user can use the computing device without having access to the locked
confidential file A/folder B; in addition, the user may lock selected applications, for

example by storing email or short message (SMS) applications in the confidential
folder B.

[0024] In one embodiment of locking or unlocking the confidential file A/folder B, the
user enters a password or passphrase; in another embodiment, the user signs in with a
digital signature; in yet another embodiment, the user signs in with a biometric

signature,

[0025] FIG. 3A shows the system file’s security process 200 according to the
confidential file A embodiment of the present invention. As shown in FIG. 3A, process
box 210 illustrates execution of a window explorer or a third party software
application. Execution of a request from the window explorer to open a locked file A
sends a system call 215 to the file system 240 to obtain file A’s information. The file
information 245 is then sent to the SFSD 250. Within the SFSD, a search for file A in
the storage disk is conducted in step 252. Following execution of step 252, a decision is

made in step 254 whether the requested file A is locked or not,



system 240 and the requested file information is sent, in step 242, to the
w ndow explorer or requester application. If the decision in box 254 is
yes, the SFSD 250 proceeds to step 256. In step 256, the SFSD 250 pronpts
the user to enter a user verification. [[0027] After the user enters a user
verification in step 256, the SFSD 250 cﬂecks, in step 258, whether the
user verification is correct. If the user is correctly verified, the SFSD
250 passes control over to the file systen1240 and the requested file

i nformation ' g 242 ndow ex rer or uest or
appl i cation. [0 ngl Slﬁmed%egllszol%ofﬁ] nb(i;sxn 3? %éhe %lg ﬂg 2% W@SS@I&§@E§‘§OWGF\F%F Ughe
file systemspdtn i ekl tHeereqaends fite ITormdiioh8s RS ﬁ@%&% 24D, Sth&Re 2AfadwP t he

file explorer élo. The file explorer or requester appl ication 210 i n turn
i nforms t he BB Wateustiassapplieation) & fej decipéan Bubof G028}p yes.Ghe IFSENaGB t he
systemfile' QC a 0.t he onfidenti fol der B
enbodi nent é’f%“’t%ﬁd\gu%"r g('atgel[r?tsgl gr\%gtﬁ??%r? e%ﬁérlpgzystop?lgénéjéssﬁgiobsefg %Fn 4Tt o

security proeefeat00 in substantially the same manner. Execution of the

file explorer 310 or requester application sends a systemcall 315 to the
file system340 to obtain folder B's information. The folder B information

345 i's then (ﬁﬁf‘]t Alf%r ttl‘i@us%?%@aer@?gserWe}l?ibﬁlJnhlglssggpS%%ﬁRe SFSHEMCL for foI der

Bin the stora is conducted in ste ‘I'owi ng séar 352,

a deci si on &P aeththSItélp BeAvartfantien it d:texelceciﬂd&:t edr if edrfk@ty&ehﬁed Qﬁd@d or
is no, the SFSD 350 passes cont r ol

over 'Egotz maSF%Pﬁé%%gﬁ%é??ﬂ"%?fdlogfﬁbwﬁh%? 15Eent 24 41h Gerequssted fstinfsmpkonsent |
in step 342js defit, blRe inktBsl 040, 18R %eswe&gfb%ﬂ%?%éq%maxp@}ﬁh{—:ﬁﬁd ETGthé pecmﬁl

decision in box 354 is yes, the S proceeds t
356, the SFEDP@EBSSisoimitee BRSDRSErinfasme theefileasyssar 24046Wh1u‘:h i sonds a[GQBO]

After the uger use r|f| ti on e SFSD 350 checks,
in step 35§eer V\ﬁgﬁané ’? E%‘}/ O dbg ﬁ%gﬁ’ 8’f’?r|2§lt0 % e@? CHPROIETH QT gABIFSIpIy
correctly vepplichteh 2 10hi@ tSFSRr@5 theNASSHE! O KPLION 8 ddred he file system
340 and the requested folder B 8 information is sent, also in step 342, to

t he wi ndow expl orer or requestor application. If
[0028] FIG. 3B shows the system file’s security process 300 according to the

confidential folder B embodiment of the present invention. Security process 300 is
stmilar to security process 200 in substantially the same manner. Execution of the file
explorer 310 or requestor application sends a system call 315 to the file system 340 to
obtain folder B’s information. The folder B information 345 is then sent to the SFSD
350. Within the SFSD 350, a search for folder B in the storage disk is conducted in step
352. Following search step 352, a decision is made in step 354 whether the requested

folder B is locked or not,

[0029] If the decision in box 354 is no, the SFSD 350 passes control over to the file
system 340 and the requested folder information is sent, in step 342, to the window
explorer or requestor application. If the decision in box 354 is yes, the SFSD 350
proceeds to step 356. In step 356, the SFSD 350 prompts the user to enter a user

verification,

[0030] After the user enters a user verification in step 356, the SFSD 350 checks, in
step 358, whether the user verification is correct. If the user is correctly verified, the

SFSD 350 passes control over to the file system 340 and the requested folder B



the decision in box 358 is no, the SFSD 350 infornms the file system 240,
which then sends a "no content"” response in step 344 to the file explorer
310. The file explorer or requestor application 310 in turn infornms the
user that access to folder B is denied. _[0031] In another enbodi nent of
security process 200, the SFSD 250 i ncl ufes an" addition crypt ographic
engi ne 257 after step 256. Simlarly, in another enbodi nent of security
process 300 nforpat8mSps@Balimial spe¥t2ate thd diibdon explary pt wgnespdtiappBagiond 357

after step 6., Jhe additigpal cr i.c.engine. 257, 357 enpl oy a
symretric Elgeyd% Sé%nr?}ﬁ% h%&shmaﬁé;ﬁ? %?ﬁﬂéﬁﬁm@g@%@ isé’ﬁle%%‘{z’?ﬁ/‘fh(‘% N The
crypt ogr aphisendseitgion@na?’ @bporR®h hiep 95£¢h the RO eXpIBier SNDETheSHld @ikhiobdr @i ON,
which is stored in the conputing device. In addition, the cryptographic
engi ne 257, ZEmespyappbicatie ¥0on teadnippmns theaisenthairaceesy &r foldes & isclenisbhi ch i s
stored in the conputing device by conparing it with the user verification.
The cryptographi c engine 257,357 may be supplied to a wuser on a ROM a

protected R@dt) $k anothen embsdipiinatof pEREESHetess 0032k fFsPdsAN@REOHnt he
pr esent systg{ﬁ}ii s that a confidential file/folder created on an electronic

devi ce wi t ha%HUERH VRIS SHERE 617 lE StapeRén Bimitaibnin arptherambedinet of e
SFSD of 1 ho " prBsBEFett 200, B SFEBso REalSh pARL ool liiCefRieFE | °
system fi | eafter stefd B§6. i Thietadditioneldoryptiogephichabine 250367 ndkat @npiog aamhridnic d
e execur edkBr AEOTTB oMYA (LBl Hesr P Re STt A RS QRS {y
ven whon o B PR o o B U Bl 0 P

altered or eampuiog, device. eveadditien thherypographiogenginei 237,361 etayobs wed kean
boot -up. In,thi all user . .data, ,and system or user jnstallable,

appl i cati on_%lec S‘%@‘Wﬂ e’ geéifﬁ’la on ﬁ}fp I §t,°r‘%/dr|mttge]r?f§nﬁftmgé{9ﬁ‘lcf EIFOMRPFIRE and
integrity; itnvigeaR @er vesHeonaTHO BiyhEg@IphROELAR! 85 B 8L, rHeCsug VAR a
operable with an operating systemaccording to the present invention can be
restricted Ufﬁ’yoaﬁI%QM@F‘PWBWQRob/édwk%bmmtmepmessmer. [ 0033] As can be
appreciated fromthe above description, the present invention provides
data security to a conputing device without nmuch trouble to the user or

with no difobsz;enaedbaraneoft the pekspatr dy¥tehnistipdt| :olinGidaRpl FEStdIQR crédiSsd need

only to cr eaax;[ gle}:tt](?nic device with an operating system of the present invention remains secure
until it is unlocked with a correct user verification. This is because the SFSD of the
present invention is loaded by the file system before the system file is fully initiaiized,
Le,. before user data and any third party installable security software are loaded; in
other words, the SFSD is executed prior to entry of user data or execution of any third
party installable security software. The confidential file A/folder B is denied even when
security setting data entered through the SFSD dialogue box is altered or removed, or
even when the computing device undergoes a clean boot-up. In this way, all user data
and system or user installable applications can be made secure, that is, in terms of
confidentiality and integrity; in general, use of a mobile or portable electronic device
operable with an operating system according to the present invention can be restricted

by an owner or with permission from the owner.

[0033] As can be appreciated from the above description, the present invention
provides data security to a computing device without much trouble to the user or with

no difference from a third party installable application; a user need only to create the



9 confidential file A or confidential folder B and to install/mgrate al
applications that contain confidential information into the confidenti al
fol der B. Another advantage is that a conputing device incorporating the
security process or processes 100, 200, 30Q of the present invention can be
used by another user with no access to the confidential file A or folder B
or applicatio led in the confidential folder B. [0034] Wile

ns inst { _ ‘
specific enﬁaaﬁs*#élﬁﬁ%% rgoafiderdist folda B andl to instedl/migretg alli applisations tett st ood
that many chapggs i ' ial i iknatians ther eof.
coul d be nade to (tmﬁg}agfrnfgg Ceiﬁ{&@%@%nniﬁ?%%&véot%ﬁoﬁ@&gg@% :Bng*“f’ meftagEdSe of
the invent il a ceoputngdpiies inabipomiting e BEmIBProdessist prat@sesnigoir0s, 3peLsonal
portabl e c?ﬂfutin . device, the 'ncip%e underlying its security at a
system | evel -%reaeaﬁm‘fe@m%cwe ug arathsr vgerswyidh Baaesess to the eprdfidshtial fil a
mobi | e phone, gafRRE Ba BBl EohE Y ' storage device. to
CLAIMS: 1. A ?ife secuf??y systgﬁ?g%g%g@?gig?b%g%#g@%pPh a portable
conputing device, said file security systemconprising: a security file

filt t ' d it il t dri FSD) t
nterrupt alAbQI Ry oriHE eDEREREE biveo Rl e oPEREFg foyst em
Lo oreat e aundgRbbaBhny hekkol doBitkhASSRRM GO S HENRI AP

security file filter systemand the a5300|aied security e system driver
(SFSD) are 6pdfdis made thobe mipsent dmveation adthont Wepatiog yir¢ROlp wopd batth@ccess

I > onf jal. file/fald i h [
Govi oo underSeaddt o & Bidilso il % U G BRET Ty Sinstuoaic apRtNy Lo

claim 1, fucehputingaieptdesine@ridcipRouideilyink it S6dumi®Lat £ivis8! levihi SH1YEMEFAt €S a
di al ogue box for the user to |ock théMf%Ie/folggr t(%‘denyV unﬁﬁ%hor?zed

access to cBhPPUaWRY sisteanthat Bropgmbla inat mebilsplameda phyalkde klecBonia of gahizer
security sy§}@£g§5ﬁ§%ggageto claim2, wherein access to the file/folder is
verified via a password, a passphrase or sign-in signature.




4. Afile security systemaccording to any one of clains 1-3, wherein the
security tile systemdriver (SFSD) further conprises a cryptographic
engine. 5. Afile security systemaccording to any one of clains 2-4,
wherein the file/folder remains |ocked even when security setting data
entered via the SFSD di al ogue box is aligred/renoved. 6. A nethod for
preventing unauthorized electronic file access in a conputing device, the
met hod conpri@iAigiS:i nterrupting the file systemdini ng booting up of the
conputing device; replacing the file filter systemof an original w ndow
operating systemwith a nodified file filter system Amended Sheet

| PEA/ AU [ | |Instahlf'lmuan§@&wm dppreblela€by 85 8 r@hhM@Ean(;%mE% EL&%S&% @ged wth
the nodified %{:hu@ %t%m Y stemfrom a read-only nenor Create a
confi denti al I p % access control; and i nstal ling a security

user interface dri sﬁewnaglsba)ﬁiuatsgdom\nahmaisb@al&P&@uz\N@lm&EyslcQ@&img(S}lﬁ)ﬁﬁo

install able g ers _before conpleting a booting up process,
wher ei n the % 1%%@@1@01ﬁ??q{yy i tsé/F’tFIécoé aar‘i‘\?égpb’éﬁ%w&t}”é@“&o SESD dicdasgue box

to all ow theCClJé'é?nU@bﬁle/M@dwummmks doheolconfi dential file/folder so that

access control taqulhg ¢Qn nt file/folder remnins even after the
conputing device un glr ggegs&igﬁcIdé%rf]m%o%f(eﬂipa”%thc,&'SWQFWSd’C%E-‘()rﬁéH Ao ¢l ai m

6, wherein tHEESEEBD) gret dperableompoitspsiran dGEMQﬂ]Qgﬁqa;ﬁdSHy(‘(R@m,@I $A8hat&cccd Met hod

accordlngtngi@u[mlgcghg iled file filter systemand its
associ ated securi Ly f e e§§é§@g%1%ddg ri E/egn%n §|‘£‘§[5jﬁ°5}h§ CP‘BB‘B@& db‘r”f“‘b?“dF’c&OFsoadl ng

of user datd @FnP a?fyupuser installable security application. 9. A nethod
according to any one of clainms 6-8, wherein the confidential file or
fol der created wlth the nodified file filter systemremains | ocked even
when securi t2 s OtIHF MU EB I ShiErSieVd aithb FSEBDcdijalsoguechony ihsrface

al tered/ remdvied which generates a dialogue box for the user to lock the file/folder to deny

unauthorized access to confidential data or application stored therein,

3. A file secwily system according to claim 2, wherein access 1o the file/folder is

verified via a password, a passphrase or sign-in signature.

4, A lile security system according to any one of claims 1-3, wherein the security file

system driver (SFSD) further comprises a cryptographic engine,

5. A file security system according to any one of claims 2-4, wherein the file/folder
remains locked even when security setting data entered via the SFSD dialogue box is
altered/removed.

6. A method for preventing unauthorized electronic file access in a computing
device, the method comprising:

interrupting the file system diiring booting up of the computing device;

replacing the file filter system of an original window operating system with a
modified file filier system;

Amended Sheet
IPEA/AU



cording to any one of claims 6-9, wherein the conputing
égViéén?ghgd ﬁgbile tglephong, a nobil e personal conputer, an elecéronlc
organi zer or a data storage apparatus. 11. A conputer readaFIa nellgn112
containing a file security systemaccording to any one of ¢ alnsth-rized’
A conputer readable medium containing a jmethod of preventing unag Z zed
el ectronic file/folder access according to any one of clains 6 e

Sheet | PEA/ AU Liinitellimga AeoBSfilT oyddnk eum@IFsﬂgd@goLQ&dA\q@t QE ag,@,e[?g;f:cﬁg

t ntio ovi des a fied
System (08 ooy R ERER ol TN Elby IR OB st Agau e eGnen
n%blle telepﬁﬁﬁécmwohWBﬂle conputer an el ectronic organlzer and a data

R e L LA e e
?:‘]tsgﬂ gf:gd( ilgg’y&ét;%éieSFgwlgﬁnd dagedefime amplaink iarvabi@Sip phbdedsalvi:@at inen/ or
Coterface (180 oo R oD e RS SRR bl Sa T 506 box ¢ o
:amlnlt g\er ? ﬁg ﬁﬁg@qs@%ﬁ?@;ﬁp@n@m@ S fobfiensol thdt aéqehse:omlmno flolcdetieBizand/ f@péd ons for

d (258, 358) before
| ocki ng and/remaifnsiey PlrdrMgs coldpel ng,' &@z@& bd¥po c\f&” L&
accessgto the file/folder is all c%& #21 R/ I&br remai NS secure

even when security setting data created by the SFSD dlalogue box is

al tered/remived ar nfHoer adch@irGOMP UM, deKLGE HRACE9ER (R, Ccoen%ni?lscpsom up-

n.
[0035] FIG c%%tomapln%lélgiz;:ecatl °

8. A methed according to claim 6 or 7, wherein the modified file filter system and its
associated security file system driver (SFSD) are loaded prior to loading of user data or

any user installable security application.

9. A method according 10 any one of claims 6-8, wherein the confidential file or
Tolder created with the modified Fle filter sysiem remains locked even when security

setting data entered via the SFSD dialogue box is altered/removed.

10. A method according to any one of claims 69, wherein the computing device is a

mobile telephone, a mobile personal computer, an electronic organizer or a data storage
apparatus.

11, A computer readable medium comammg:, a file security system according to any
one of claims 1-5.

12. A computer readable medium containing a method of preventing unauthorized

electronic file/folder access according 1o any one of claims 6-10.

Amended Sheet
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