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First device Second
end device end

S510: Smart network interface card of the first
device end obtains a handshake connection
message of the first device end

S511: Ifthe state of the congestion control
mechanism indicated by the handshake connection
message is that the first device end prohibits
establishing the congestion control mechanism
connection, the smart network interface card of the
first device end modifies the state of the congestion
control mechanism indicated by the handshake
connection message to a state that the first device
end permits establishing the congestion control
mechanism connection

S512: Smart network interface card of the first
device end sends the modified handshake
connection message to the second device end

A4

S513: Ifthe state of the congestion control
mechanism of the second device end
permits establishing the congestion control
mechanism connection, the congestion
control mechanism of the second device end
is set to an enabled state based on the
modified handshake connection message

FIG. 5
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Intermediate device

S610: Smart network interface card of the
client obtains the SYN message of the
client

S611: If the values of the CWR field and

the ECE field carried by the SYN message

are both 0, the smart network interface card of
the client modifies the values of the CWR

field and the ECE field carried by the SYN

message to 1

S612: The smart network interfa
modified SYN mes

ce card of the client sends the
sage to the server

Server

»
L

S613: If the ECN state value of the
server is 1 or 2, the server transfers the
state machine related to the ECN state in
the kernel to the TCP_ECN_OK state
based on the modified SYN message

S614: The server passes the data
stream sent to the client to the
intermediate device

i
<

Step S615: If the data stream is congested in
the network, the intermediary device tags a
congestion mark in the CE field in the data

packet of the data stream

S616: The intermediate device
passes the data packet, of which
the CE field is tagged with the
congestion mark, to the client

<

S617: The smart network interface card of
the client obtains the data packet of which
the CE field is tagged with the congestion
mark, and sets the value of the ECE field

in the ACK message of the client to 1 until
a message with the value of the CWR field

being 1 is obtained from the server

S618: The smart network interface
message with the ECE field ha

card of the client sends an ACK
ving a value of 1 to the server

A

Sending the next message tg the client

»
L

S619: The server uses the ECN
mechanism to reduce the sending rate of
the data stream at the protocol stack
level, and the smart network interface card
of the server limits the rate of the data
stream according to the Meter table

l

S620: The server sets the value of the

FIG. 6

CWR field in a next message to 1
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Client Intermediate device

S710: The smart network interface card of the
server obtains the SYN-ACK message of

the server

S711: If the value of the ECE field carried
by the SYN-ACK message is not 1, the
smart network interface card of the server
modifies the value of the ECE field carried
by the SYN-ACK message to 1

S712: The smart network interface card of the server sends the
modified SYN-ACK message to the client

&
<

S713: If the ECN state value of the client is 1, the
client transfers a state machine related to the
ECN state in the kernel to the TCP_ECN_OK
state based on the modified SYN-ACK message

S714: The client passes the
data stream sent to the server
to the intermediate device

>

S715: If the data stream is congested in the network,
the intermediary device tags a congestion mark in the
CE field in the data packet of the data stream

S716: The intermediary device passes the
data packet of which the CE field is tagged
with the congestion mark to the server

»
Ld

S717: The smart network interface card of the server
obtains the data packet of which the CE field is
tagged with the congestion mark, and sets the
value of the ECE field in the ACK message of the
server to 1 until the message with the value of the
CWR field being 1 is obtained from the client

S718: The smart network interface card of the server sends an ACK
message with the value of the ECE field being 1 to the client

<

S719: The client uses the ECN
mechanism to reduce the sending rate of
the data stream at the protocol stack
level, and the smart network interface card
of the client performs rate limit on the
data stream according to the Meter table

l
S720: The client sets the value of the Sending the next message to the server
CWR field in a next message to 1

|

\ 4
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