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DESCRIPTION

Title of Invention:
RELAY DEVICE, PROGRAM, AND DISPLAY CONTROL METHOD

Technical Field

[0001] The present invention relates to a technique for supporting the
management of the connection relationship or the like of each
communication device in a local area network (LAN).

Background Art

[0002] In a company or the like, a communication system for the whole
company is generally built by connecting the LAN provided in each base such
as a branch office or the like to a communication network such as the
Internet via a router. This type of LAN includes a terminal device such as a
personal computer that is used by an employee or the like of the company, a
printer device that is shared by a number of employees, or the like, and a
relay device such as a switching hub, a wireless access point device, a router,
or the like for connecting the terminal device to the LAN, as components.
Hereinafter, the terminal device and the relay device are collectively referred
to as a "communication device" in some cases. In general, these
communication devices are set as an asset management target of the
company. For this reason, in the company or the like, in preparation for
accounting or like, detailed information such as the name and the
installation location of the communication device is generally registered and
managed in a ledger (or handwritten ledger) created by a spreadsheet
software, a database, or the like, for each communication device.

Citation List

Non Patent Literature

[0003] Non Patent Literature 1: [online], [retrieved May 19, 2014],
retrieved from Internet <URL: www.rfc-editor.org/rfc/rfc1493.txt>

Summary of Invention
Technical Problem
[0004] In the company or the like, in many cases, a communication device is
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added, or the installation location of a communication device is changed in
accordance with department creation or department reorganization. In this way,
in a situation where an addition of a communication device or a change in the
installation location of a communication device occurs frequently, a work load of
the registration to the ledger or the update of the registered information becomes
great, and a delay is likely to occur in the registration of the detailed information
to the ledger or the update of the registered detailed information. Further, there
may be a case where the registration to the ledger or the update of the registered
information is forgotten. When the registration of the detailed information to
the ledger or the update of the registered detailed information is forgotten, a
discrepancy between the contents registered in the ledger and the connection
relationship of each communication device in the LAN (also referred to as a
network topology) occurs. In order to correct the discrepancy, a lot of effort is
required such as in a reinvestigation of the installation location or the connection
relationship of each communication device, or the like. In addition, in the
management using the ledger, when the installation location of a communication
device 1s changed without permission, or also when a communication device that
is not permitted is connected to the LAN, a discrepancy between the contents
registered in the ledger and the actual connection relationship of each
communication device in the LAN occurs. That is, in the management using the
ledger, even though the ledger is referred to, it is not always possible to recognize
the actual network topology of the LAN, and especially, in a case where the
network topology can be changed, there is a problem that it is difficult to follow
the changes.

[0005] Embodiments of the present invention provide a technique capable of
easily recognizing the network topology of a LAN that is connected to a
communication network via a relay device, and quickly recognizing a changed
portion in the network topology when a change in the network topology occurs.

Solution to Problem

[0006] According to a first aspect of the present invention, there is provided a
relay device including: network topology data acquisition means for acquiring
network topology data representing a network topology that includes a
connection relationship of each relay device and a connection relationship of a
terminal device connected to each relay device in a local area network (LAN); and
display control means for displaying, on a display device, an image of a tree
structure in which each relay device included in the LAN corresponds to a node,
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as an image of the network topology represented by the network topology data
acquired by the network topology data acquisition means, in which the display
control means displays, on the display device, the image of the tree structure in
which a node corresponding to a relay device designated in advance among the
relay devices included in the LAN and nodes of up to directly below the
designated node are set as a drawing target. Here, as a response to being given
an expansion instruction for a certain node included in the drawing target, the
nodes of up to directly below the node to which the expansion instruction is given
may be set as a new drawing target, and the display contents of the display device
may be updated. The expansion instruction for a certain node included in the
drawing target is performed, for example, by an operation on the image
corresponding to the node.

According to a second aspect of the present invention, there is provided a
program causing a control unit of a relay device to function as: network topology
data acquisition means for acquiring network topology data representing a
network topology that includes a connection relationship of each relay device and
a connection relationship of a terminal device connected to each relay device in a
local area network (LAN); and display control means for displaying, on a display
device, an image of a tree structure in which each relay device included in the
LAN corresponds to a node, as an image of the network topology represented by
the network topology data acquired by the network topology data acquisition
means, wherein the display control means displays, on the display device, the
image of the tree structure in which the node corresponding to the relay device
designated in advance among the relay devices included in the LAN and nodes of
up to directly below the designated node are set as a drawing target.

According to a third aspect of the present invention, there is provided a
display control method of a relay device, the method comprising: acquiring
network topology data representing a network topology that includes a connection
relationship of each relay device and a connection relationship of a terminal
device connected to each relay device in a local area network (LAN); and
displaying, on a display device, an image of a tree structure in which a node
corresponding to the relay device designated in advance among the relay devices
included in the LAN and nodes of up to directly below the designated node are set
as a drawing target, based on the acquired network topology data. An embodiment
provides a program causing a general computer such as a central processing unit
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(CPU) or the like to function as the network topology data acquisition means and
the display control means is also considered. Another embodiment of the
present invention provides a display control method of the relay device
performing the steps corresponding to the network topology data acquisition
means and the display control means is also considered.

[0007] As a specific example of the network topology data acquisition means,
various embodiment may be considered. For example, in a case where the relay
device including the network topology data acquisition means is a router that
connects the LAN to a communication network such as the Internet or the like,
an embodiment in which the network topology data acquisition means is
configured by combining collecting means for collecting data representing a MAC
address table and a MAC address from another relay device included in the LAN
(a router, a switching hub, a wireless access point device, or the like) and network
topology data generation means for generating the network topology data by
analyzing the data collected by the collecting means, may be considered. In
addition, an embodiment in which the collecting means and the network topology
data generation means are further included,
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in which a communication with a device that generates the network topology data
1s performed by the operation of each of these means, and in which means for
receiving the network topology data from the device is used as network topology
data acquisition means, may be also considered. When connecting the LAN to
the communication network such as the Internet or the like, the router is an
essential element, and the router is caused to perform the network topology
display control. Thus, it is possible to achieve energy savings and cost savings,
compared to an embodiment in which a dedicated device for the display control is
separately provided.

[0008] As a specific embodiment of acquisition of the network topology data by
the network topology data acquisition means, an embodiment in which the
network topology data is acquired according to a user instruction, an embodiment
in which the network topology data is periodically acquired, an embodiment in
which the network topology data is acquired as a response to being detected
connection or disconnection of another relay device or another terminal device to
a certain relay device, or the like, are included. According to the relay device, it
1s possible to easily recognize the network topology of the devices below the relay
device designated in advance in the LAN, from the image of the tree structure
displayed on the display device. Further, the display contents of the display
device are updated, at any timing instructed by the user, periodically, or as a
response to being detected the connection or the disconnection of another relay
device or another terminal device to a certain relay device. Thus, the user such
as a network administrator, a person in charge of accounting, or the like can
quickly and easily recognize a change and a changed portion in the network
topology, by viewing a change in the image of the tree structure displayed on the
display device using his/her eyes. Non Patent Literature 1 discloses a technique
for recognizing the network topology of the communication network by using a
simple network management protocol (SNMP). However, in a case where the
SNMP is used, there is a problem that only the connection relationship of
equipment that supports the SNMP is recognized, or a problem that a computer
which operates as an SNMP manager is newly required. Thus, the technique is
different from embodiments of the present invention that does not have these
problems.

[0009] In addition, according to embodiments of the present invention, the
display control means sets the node corresponding to the relay device that is
designated in advance among the relay devices included in the LAN and the
nodes of up to



directly below the node as a drawing target, and displays the tree structure on
the display device. As a response to being given an expansion instruction for a
certain node, the display control means sets the nodes of up to directly below the
node to which the expansion instruction is given as a drawing target, and updates
the display contents of the display device. Therefore, the following effects are
exhibited. That is, as the LAN becomes large, when the whole network topology
of the LAN is collectively displayed, there is a concern that the display contents of
the display device will become complicated and hard to see. However, according
to embodiments of the present invention, a portion a user wants to recognize in
detail can be designated by the user, and thus avoidance of complication of the
display contents of the display device and recognition of the details of the network
topology can be made compatible.

[0010] In a more preferred embodiment, the relay device further includes
detailed information acquisition means for acquiring detailed information of each
relay device in the LAN and the terminal device connected to each relay device.
The display control means displays, on the display device, the image of the tree
structure corresponding to the drawing target and a list image of the detailed
information on the relay device and the terminal device that are directly below
the designated node among the nodes included in the tree structure, side by side,
and as a response to being given an expansion instruction, the display control
means updates the list image of the detailed information to the list image of the
detailed information on the relay device and the terminal device that are directly
below the node to which the expansion instruction is given. The detailed
information may include information representing at least makers of the relay
device and the terminal device. According to the embodiment, display of the
network topology of the portion user wants to recognize in detail, and display of
the detailed information of each communication device can be made compatible,
while avoiding complication of the display contents of the display device. For
example, when the terminal device is a server device, information indicating the
operation status of the server device (for example, information representing the
load of the server device such as CPU utilization efficiency, communication
amount per unit time, or the like) is included in the detailed information, and
thus it is possible to monitor the operation status of the server device. When the

server device 1s crashed, the information related to
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the server device is not displayed, and thus it is also possible to immediately
detect the server device being crashed. In addition, the communication amount
per unit of terminal (or communication amount per unit time) is included in the
detailed information, and thus it is possible to monitor the traffic of each terminal
device. Further, it is possible to detect a terminal device that performs a fraud
behavior such as allowing a large amount of traffic to pass (a terminal device
suspected of virus infection), and thus it is also possible to block the
communication of this terminal device. Furthermore, information indicating
whether or not anti-virus software is installed (in a case where anti-virus
software 1s installed, information indicating the version of a virus scanning
definition file) is included in the detailed information. Thus, it is possible to
monitor the presence or absence of the connection of a terminal device that does
not satisfy a security policy related to virus checking, and it is also possible to
block the communication of this terminal device.

[0011] In a case where the relay device according to embodiment of the present
invention further includes service providing means for providing a certain service
to the terminal device in the LAN according to a known communication protocol
(that is, in a case where the relay device according to embodiment of the present
invention also functions as a server for providing the service), the detailed
information acquisition means may be caused to acquire the detailed information
from the terminal device by using a communication sequence according to the
well-known communication protocol. According to the embodiment, the relay
device can acquire the detailed information of each terminal device without
increasing the traffic of the communication that is performed between the relay
device according to embodiment of the present invention and each terminal
device.

[0012] In another preferred embodiment, the relay device further includes:
memory means for storing one or more pieces of reference topology data as a
reference for the LAN; comparison means for comparing the network topology
represented by the network topology data acquired by the network topology data
acquisition means, and the network topology represented by the reference
topology data designated by a user among the one or more pieces of reference
topology data; and notification means for notifying a difference in the network
topologies, in a case where a comparison result indicating that there is a
difference in the network topology represented by



the network topology data acquired by the network topology data acquisition
means and the network topology represented by the reference topology data is
obtained by the comparison means. For example, an embodiment in which the
node or the leaf corresponding to the difference between the network topology
represented by the reference topology data and the network topology represented
by the network topology data acquired by the network topology data acquisition
means is displayed on the image of the tree structure or the list image, in a
different display form from other nodes or other leaves (changing of the display
color or blinking), or an embodiment in which a network administrator is notified
by E-mail (or use of both), may be considered. According to the embodiment, the
user such as a network administrator or the like can quickly recognize a change
from the network topology represented by the reference topology data. Here,
with regard to how to generate the reference topology data, various embodiment
may be considered. For example, snapshot means for writing the network
topology data acquired by the network topology data acquisition means in the
memory means, as the reference topology data, according to a user instruction,
may be further provided.

[0013] In still another preferred embodiment, the comparison means compares
the network topology represented by the network topology data acquired by the
network topology data acquisition means with the network topology represented
by the reference topology data, except for a terminal device designated in advance
among the terminal devices included in the LAN. According to the embodiment,
the terminal device such as a wireless terminal device in which
connection/disconnection is supposed to occur frequently is excluded from a
comparison target by the comparison means, and thus it is possible to avoid

performing of an unnecessary notification.

Brief Description of Drawings
[0014] Fig. 11is a diagram illustrating a configuration example of a
communication system including a router 10 according to an embodiment of the
present invention.

Fig. 2 includes diagrams illustrating an example of a MAC address table
stored in switching hubs 50.

Fig. 3 is a block diagram illustrating a configuration example of the router
10.
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Fig. 4 is a flowchart illustrating a flow of the network topology
display process that is performed by a control unit 110 of the router 10
according to a communication control program 144a.

Fig. 5 is a diagram illustrating an example of the contents stored in a
management table 144b stored in a non-volatile memory unit 144 of the
router 10.

Fig. 6 includes diagrams illustrating an example of the image
displayed on a web console by the router 10.

Fig. 7 is a diagram explaining a modification example (5).

Description of Embodiments
[0015] Hereinafter, embodiments according to the present invention will be
described with reference to the drawings.

Fig. 1 is a diagram illustrating a configuration example of a
communication system including a router 10 that is an embodiment of a
relay device according to the present invention. The communication system
includes the router 10 and a LAN 20. The LAN 20 is, for example, a LAN
provided at a branch of a company, and connected to a communication
network 30 such as the Internet or a wide area network (WAN) via the router
10. The router 10 is a relay device for relaying a packet communication
that is performed according to a communication protocol on a network layer
(in this embodiment, internet protocol (IP)) between the LAN 20 and the
communication network 30. The packet is a unit of transmitting and
receiving of data on the network layer, and includes a header portion and a
payload portion. IP addresses of the transmission source and transmission
destination of the packet (a transmission source IP address and a
transmission destination IP address) are written in the header portion of the
packet. The IP address is a communication address to uniquely identify
each of the communication devices (in the present embodiment, terminal
devices 40 or switching hubs 50) on the network layer. Further, data on a
higher layer is written in the payload portion.

[0016] As illustrated in Fig. 1, the LAN 20 includes three switching hubs
(switching hubs 504, 50B and 50C), three terminal devices (terminal devices
40A, 40B and 40C) that are respectively connected to each of the switching
hubs, and a terminal device 40D connected to the router 10. As illustrated
in Fig. 1, the switching hubs 50A, 50B and 50C are connected to the router
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10 in a cascade. In more detail, the switching hub 50A is connected to the
router 10, and the terminal device 40A and the switching hub 50B are
connected to the switching hub 50A. The terminal device 40B and the
switching hub 50C are connected to the switching hub 50B, and the terminal
device 40C is connected to the switching hub 50C. The connection between
the router 10 and each of the communication devices or the connection
between the switching hubs (or terminal devices) may be wired connection or
wireless connection.

[0017] Each of the terminal devices 40A, 40B, 40C and 40D is a personal
computer, for example. These four terminal devices perform packet
communication according to IP between the terminal device itself and other
terminal devices included in the LAN 20 or between the terminal device
itself and various types of server devices or terminal devices included in the
communication network 30. One of these four terminal devices (in the
present embodiment, the terminal device 40D) serves as a web console for
the router 10 (that is, a device for providing various types of user interfaces
using a web browser). Hereinafter, in a case where there is no need to
distinguish each of the four terminal devices, the terminal devices are
referred to as "terminal devices 40". A unique IP address is respectively
assigned to each of these four terminal devices and the router 10 in advance.
The IP address of the router 10 is stored in advance in each of the four
terminal devices 40 as an IP address indicating a default gateway. Among
these four terminal devices, the other terminal devices other than the
terminal device serving as a web console for the router 10 may be a printer or
a web camera. In the present embodiment, the terminal device that
functions as a web console for the router 10 is included in the LAN 20 that is
connected to the internet (communication network 30) via the router 10.
However, the terminal device that functions as a web console may be
connected to the communication network 30. As another example of the
terminal device that functions as a web console, a smart phone, a tablet
terminal, or the like may be also considered. The terminal device includes a
control unit (for example, CPU), a communication interface unit, a memory
unit (for example, RAM), and a bus that mediates data exchange between
these components. Additionally, the terminal device functioning as a web
console includes a display unit that functions as a web console and an
operation unit such as a mouse and a keyboard, a touch panel, or the like.
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[0018] Each of the switching hubs 50A, 50B and 50C is a communication
device that performs relay control of data on a data link layer which is a
protocol layer lower than IP. In the present embodiment, since the three
switching hubs have the same configuration, in a case where there is no need
to distinguish each of the switching hubs, the switching hubs are referred to
as "switching hubs 50". To perform relay of data on the data link layer
means to perform transmission control of a MAC frame (hereinafter, simply
referred to as a "frame") on the data link layer, the MAC frame being a unit
of transmitting and receiving of data. The MAC addresses of the
transmission source and the transmission destination of the frame (a
transmission source MAC address and a transmission destination MAC
address) are written in the header portion of the frame. The MAC address
is a communication address for uniquely identifying each of the
communication devices on the data link layer. The router 10, each of the
four terminal devices 40, and each of the five switching hubs 50 respectively
have a unique MAC address. The packet transmitted from the
transmission source is written in the payload portion.

[0019] The router 10 and the switching hubs 50 respectively have a plurality
of ports, and other communication devices are connected to each of these
ports. For example, as illustrated in Fig. 1, there is a way by which the
switching hub 50A is connected to the port number 9 (in Fig. 1, referred to as
#9, the same is true for the other port numbers) of the router 10, and which
the terminal device 40D is connected to the port number 10 of the router 10.
As in a general router or a general switching hub, a MAC address table in
which the MAC address of each of the terminal devices 40 is stored is stored
in the router 10 and the switching hubs 50, the terminal devices 40 being
directly or indirectly via one or more other switching hubs connected to the
port indicated by the port number of the router 10 or the switching hubs 50,
and a port number of the router 10 or each of the switching hubs 50 being
associated with a port number of each port of each of the terminal devices 40.
[0020] For example, it is assumed that the MAC addresses of the terminal
devices 40A, 40B, 40C and 40D are mac-a, mac-b, mac-c and mac-d, that the
MAC address of the router 10 is mac-r, and that each of the communication
devices is connected as illustrated in Fig. 1. In this case, a MAC address
table indicating contents illustrated in Fig. 2(a) is stored in the switching
hub 50A. In the same manner, a MAC address table indicating contents
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illustrated in Fig. 2(b) is stored in the switching hub 50B, and a MAC
address table indicating contents illustrated in Fig. 2(c) is stored in the
switching hub 50C, respectively. The router 10 also incorporates a
switching hub (not illustrated in Fig. 1), and the switching hub stores a MAC
address table indicating contents illustrated in Fig. 2(d). A technology in
the related art such as an address resolution protocol (ARP) may be
appropriately used for generating these MAC address tables and updating
the contents stored in these MAC address tables. When a frame is received
via any port of the router 10 and each of the switching hubs 50, the router 10
and each of the switching hubs 50 transfer the frame to the port indicating
the port number that is associated with the transmission destination MAC
address of the frame and stored in the MAC address table of the router 10
and the switching hubs 50 themselves. The router 10 and the switching
hubs 50 perform such a process, and thus the frame transmitted from any
terminal device reaches to the destination thereof.

[0021] As described above, the router 10 performs relay control of the packet
transmitted from the communication network 30 to the LAN 20, and relay
control of the packet transmitted from the LAN 20 to the communication
network 30. For example, in a case where the transmission destination IP
address of the packet received from the communication network 30 is an IP
address of any one of the terminal devices 40A, 40B, 40C and 40D, the router
10 transmits the packet to the LAN 20. In a case where the transmission
destination IP address of the packet is not an IP address of any one of the
terminal devices 40A, 40B, and 40C, the router 10 performs a process of
transmitting the packet to another router according to the contents stored in
a routing table.

[0022] In the communication system illustrated in Fig. 1, the router 10
performs a process that exhibits significant features of the present
embodiment, and thus it is possible to display an image representing
network topology of the LAN 20 (that is, the LAN connected to the internet
30 via the router 10), on the web console. More specifically, in the present
embodiment, as the image representing the network topology, an image
representing physical connection relationship (that is, physical topology)
between the communication devices in the LAN 20 is displayed on the web
console. Therefore, a person in charge of accounting or a network
administrator in the company can easily recognize the physical topology of
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the LAN 20 by viewing the image displayed on the web console. Hereinafter,
the router 10 that exhibits significant features of the present embodiment
will be mainly described.

[0023] Fig. 3 is a block diagram illustrating a configuration example of the
router 10.

As illustrated in Fig. 3, the router 10 includes a control unit 110, a
first communication interface (hereinafter, simply referred to as "I/F") unit
120, a second communication I/F unit 130, a memory unit 140, and a bus 150
that mediates data exchange between these components.

[0024] The control unit 110 is a CPU, for example. The control unit 110
functions as a control center of the router 10 by executing a communication
control program 144a stored in the memory unit 140 (more precisely, a
non-volatile memory unit 144). The details of the process that is performed
by the control unit 110 according to the communication control program 144a
will be described later.

[0025] All of the first communication I/F unit 120 and the second
communication I/F unit 130 are a network interface card (NIC). The first
communication I/F unit 120 is connected to the LAN 20. More specifically,
the first communication I/F unit 120 has a plurality of ports, and the
switching hub 50A and the terminal device 40D are respectively connected to
different communication ports. The second communication I/F unit 130 is
connected to the communication network 30. The first communication I/F
unit 120 and the second communication I/F unit 130 deliver the packet that
is received from a network of each connection destination thereof to the
control unit 110. Meanwhile, the first communication I/F unit 120 and the
second communication I/F unit 130 transfer a packet that is received from
the control unit 110 to the network of each connection destination thereof.
[0026] As illustrated in Fig. 3, the memory unit 140 includes a volatile
memory unit 142 and a non-volatile memory unit 144. The volatile memory
unit 142 is, for example, a random access memory (RAM). The volatile
memory unit 142 functions as a work memory when the communication
control program 144a is executed. Although the details of the volatile
memory unit 142 are not illustrated in Fig. 3, a routing table is stored in the
volatile memory unit 142. The non-volatile memory unit 144 is a flash
ROM, for example. The communication control program 144a and a
management table 144b are stored in the non-volatile memory unit 144 in
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advance.

[0027] The control unit 110 reads the communication control program 144a
from the non-volatile memory unit 144 to the volatile memory unit 142, and
starts the communication control program 144a, as a response to being
supplied power (not illustrated) to the router 10 or being reset the router 10.
The control unit 110 that operates according to the communication control
program 144a performs a packet relay process and a network topology
display process. Among these two processes that are performed by the
control unit 110 according to the communication control program 144a, the
packet relay process is the same as that of a general router, and thus the
detailed description thereof will be omitted. Hereinafter, the network
topology display process will be mainly described.

[0028] The network topology display process is a process that is periodically
performed at constant intervals. In this network topology display process,
the control unit 110 functions as network topology data acquisition means,
detailed information acquisition means, and display control means in Fig. 3.
In other words, the communication control program 144a according to the
present embodiment is a program that causes the control unit 110 to function
as the network topology data acquisition means, the detailed information
acquisition means, and the display control means. Fig. 4 is a flowchart
illustrating a flow of the network topology display process. As illustrated in
Fig. 4, the network topology display process includes a collection process
SA100, a network topology data generation process SA110, a detailed
information acquisition process SA120, and a display control process SA130.
As illustrated in Fig. 4, the network topology data acquisition means
performs the collection process SA100 and the network topology data
generation process SA110, the detailed information acquisition means
performs the detailed information acquisition process SA120, and the display
control means performs the display control process SA130. The contents of
these four processes included in the network topology display process are as
follows.

[0029] The collection process SA100 is a process of communicating with each
of the switching hubs included in the LAN 20, and collecting data
representing the contents stored in the MAC address table of each of the
switching hubs and the MAC address of each of the switching hubs (a frame
in which the MAC address table is written in the payload portion thereof;
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hereinafter, referred to as a MAC address table reply frame) from each of the
switching hubs. For example, it is considered that the control unit 110
writes a multicast address and the MAC address of the router 10 in the
transmission destination address and the transmission source address of the
header portion, transfers a frame in which a command for instructing the
transmission of the MAC address table reply frame is written in the payload
portion to the LAN 20, and causes each of the switching hubs 50 to perform a
process of replying the MAC address table reply frame as a response to being
received the frame.

[0030] The network topology data generation process SA110 that is
performed subsequent to the collection process SA100 is a process of
analyzing data collected from each of the switching hubs by the collection
process SA100, generating network topology data representing the network
topology of the LAN 20, and writing the network topology data in the volatile
memory unit 142. In the present embodiment, as the network topology data,
data representing a tree structure in which the router 10 is corresponded to a
root, each of the switching hubs 50 is corresponded to a node (knob), and
each of the terminal devices 40 is corresponded to a leaf, is used. The root is
at the top level (the uppermost) of the tree structure, and normally, only one
root exists in a single tree structure. The leaf is the end of the tree
structure, and the node means neither the root nor the leaf in the tree
structure. As the data representing the tree structure, a set of the structure
that corresponds to each of the root, the node, and the leaf may be used, the
set of the structure including a data region that stores a identifier indicating
each of the devices corresponding to the structure (for example, the MAC
address of the device), an upstream-side pointer indicating one device at
upstream side (root side), and a downstream-side pointer indicating one
device at downstream side.

[0031] For example, in the collection process SA100, it is assumed that the
data representing each of the MAC address tables in Figs. 2(a) to 2(c) is
collected from each of the switching hubs 50A to 50C, and that the MAC
address table in Fig. 2(d) is stored in the switching hub incorporated in the
router 10. First, the control unit 110 detects that the terminal device
having the MAC address of mac-d (that is, the terminal device 40D) is
directly connected to the router 10 itself, with reference to each of the MAC
address tables. The terminal device having the MAC address of mac-d can
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be specified as being directly connected to the router 10 itself, because the
MAC address does not appear in other MAC address tables other than that
of the router 10 itself. The control unit 110 stores NULL in an
upstream-side pointer of the structure that corresponds to the router 10, and
stores the address of the structure that corresponds to the terminal device
40D in one downstream-side pointer of the structure. Then, the control unit
110 stores the address of the structure that corresponds to the router 10 in
the upstream-side pointer of the structure that corresponds to the terminal
device 40D, and stores NULL in the downstream-side pointer of the
structure.

[0032] Then, the control unit 110 specifies the switching hub that is directly
connected to the router 10 itself. In the example illustrated in Figs. 2(a) to
2(d), the control unit 110 specifies the switching hub 50A as the switching
hub that is directly connected to the router 10 itself, and detects that the
terminal device having the MAC address of mac-a (that is, terminal device
40A) is directly connected to the switching hub 50A with reference to the
MAC address table (Fig. 2(a)) collected from the switching hub 50A. The
control unit 110 stores the address of the structure corresponding to the
switching hub 50A in one downstream-side pointer in which a value is not set,
among downstream-side pointers of the structure corresponding to the
router 10. Then, the control unit 110 stores the address of the structure
corresponding to the router 10 in the upstream-side pointer of the structure
corresponding to the switching hub 50A.

[0033] Next, the control unit 110 specifies the switching hub having a port to
which the MAC address of the router 10 itself and the MAC address of the
terminal device that is directly connected to the switching hub that is
directly connected to the router 10 itself (hereinafter, referred to as a first
stage switching hub) are associated with each other, as a second stage
switching hub when viewed from the router 10 itself. Hereinafter, in the
same manner, the control unit 110 specifies the switching hub having a port
to which the MAC address of the router 10 itself, the MAC address of the
terminal device that is directly connected to the first stage switching hub,
and the MAC address of the terminal device that is directly connected to the
second stage switching hub are associated with each other, as a third stage
switching hub when viewed from the router 10 itself. In this way, the
switching hub of each stage that is connected to the router 10 in a cascade,
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and the terminal device that is directly connected to the switching hub are
specified, and the network topology of the LAN 20 is specified. The control
unit 110 updates the value of each of the upstream-side pointers and the
downstream-side pointers of the structure, based on the specified result, and
thus the network topology data is completed.

[0034] The detailed information acquisition process SA120 is a process of
searching for the management table 144b using the MAC address of the
communication device corresponding to each node and each leaf in the tree
structure as a search key, and acquiring detailed information on the
communication device. Fig. 5 is a diagram illustrating an example of the
contents stored in the management table 144b. As illustrated in Fig. 5, the
detailed information on the communication device is stored in advance in the
management table 144b as being associated with the MAC address of the
communication device included in the LAN 20. As illustrated in Fig. 5,
although the detailed information according to the present embodiment
includes a host name (in a case of a relay device such as a switching hub, a
device name), a terminal type, a maker name, a model name, a type or name
of an operating system (OS), the IP address, and information representing a
comment (for example, character string information), the information
constituting the detail information is not limited thereto.

[0035] For example, the detailed information on a personal computer may
include a type or name of virus checking software installed on the personal
computer, and information representing a version of a virus scan definition
file. In the detailed information acquisition process SA120, the control unit
110 searches for the management table 144b using the MAC address
represented by each of the data collected in the collection process and each of
the MAC address stored in the MAC address table represented by the data
as a search key, and reads the detailed information that is stored in the
management table 144b as being associated with the same MAC address as
the search key.

[0036] The display control process SA130 is a process of displaying an image
of the tree structure representing the connection relationship of each relay
device in the LAN (that is, in the present embodiment, the LAN 20) on the
web console according to the network topology data generated in the network
topology data generation process SA110. The network topology of the LAN
is represented by the network topology data. In the present embodiment,
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the feature of the present invention appears in a display form of the image
representing the tree structure. More specifically, the control unit 110 sets
the nodes of up to directly below the node corresponding to the relay device
that is designated in advance by the user (hereinafter, referred to as a
drawing start point) among the relay devices included in the LAN (that is,
directly connected to the drawing start point), as a drawing target, and
displays the image of the tree structure up to the drawing target and the
image of the list of the detailed information on the node and the leaf that are
directly below the drawing start point, in parallel, on the web console. In
the present embodiment, the relay device that connects the LAN 20 to the
communication network 30 (the relay device at the most upstream in the
LAN 20, that is, the router 10) is designated in advance by a user, as the
drawing start point. Therefore, the image illustrated in Fig. 6(a) is
displayed on the web console.

[0037] More specifically, as illustrated in Fig. 6(a), the control unit 110
displays the image of the tree structure on a first display area A01 by
assigning character string information representing a device name among
the detailed information to the icon representing each of the drawing start
point (the router 10) and the node directly below the drawing start point.
The control unit 110 displays the list of the detailed information on the node
and the leaf that are directly below the drawing start point, on a second
display area A0O2 adjacent to the first display area AO1 on the right side. In
a case where the sufficient width to display each information included in the
detailed information cannot be assigned in the second display area A02, as
illustrated in Fig. 6(a), a scroll bar A03 to horizontally scroll the display
contents of the second display area may be provided. In the same manner,
in a case where the longitudinal width is not sufficient, a scroll bar to
longitudinally scroll the display contents of the second display area may be
provided, and this is the same for the first display area AO1. Further, in the
example illustrated in Fig. 6(a), although a rectangular shape icon is used as
an icon representing the node, and a circular shape icon is used as an icon
representing the leaf, other shape icons may be used. For example, the icon
representing a directory by a folder in the file manager of explorer or X
window system may be used as an icon representing the node, and the icon
representing a file may be used as an icon representing the leaf.

[0038] The user who views the image illustrated in Fig. 6(a) can give an
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expansion instruction of the tree structure lower than the node by specifying
the icon of any node among the icons displayed in the first display area A0O1
or the second display area A0O2 with a mouse click, a touch operation, or the
like. As a response to being given the expansion instruction for the node via
the web console, the control unit 110 sets the nodes of up to directly below
the node to which the expansion instruction is given as a drawing target, and
updates the display contents of the web console. In the present embodiment,
the user designates the icon of the node directly below the router 10 (that is,
the node corresponding to the switching hub 50A) with a mouse click, and
thus the nodes of up to directly below the node are set as a drawing target
and the first display area AO1 is updated. Then, in the present embodiment,
the control unit 110 updates the display contents of the second display area
AO02 with an image of the list of the detailed information on the node and the
leaf directly below the node to which the expansion instruction is given, in
accordance with updating of the display contents of the first display area AO1.
As a result, the display contents of the first display area AO1 and the second
display area A02 on the display screen of the web console are updated as
illustrated in Fig. 6(b). In the screen illustrated in Fig. 6(a) or Fig. 6(b),
instead of updating the display contents of the second display area A02 by
specifying a triangle-shaped icon given in front of the icon indicating a node
in the first display area AO1 with a mouse click or the like, it is possible to
display again the image of the tree structure by setting the nodes of up to
directly below the node in the first display area AO1 as a drawing target.
[0039] In this configuration, according to the present embodiment, it is
possible to easily recognize the network topology of the LAN 20 by viewing
the image of the tree structure displayed on the display device of the
terminal device 40D serving as the web console for the router 10. In
addition, according to the present embodiment, the user can recognize the
network topology of the LAN 20 by designating a portion user wants to
recognize in detail in the network topology of the LAN 20. In the present
embodiment, although a case where the relay device at the most upstream of
the LAN 20 is designated in advance as a drawing start point is described,
another relay device (that is, any one of the switching hubs 50A to 50C) may
be designated. Further, according to the present embodiment, the network
topology display process is periodically performed at constant intervals.
Thus, when the change in the network topology occurs, it is possible to
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quickly recognize the changed portion.

[0040] According to the present embodiment, the image representing the
network topology is displayed according to the stored contents of the MAC
address table that is stored in each of the switching hubs 50. Therefore,
even in a case where a communication device that performs communication
without passing through the router 10 (terminal device or the like that only
communicates with another terminal device connected to each of the
switching hubs 50 that is the connection destination of the terminal device
itself) is included in the LAN 20, it is possible to display the image of the
network topology including the communication device on the web console.
[0041] As described above, although one embodiment of the present
invention has been described, the following modifications may be naturally
added to the embodiment.

(1) In the embodiment, although a case where the relay device under
the control of the router 10 (relay device included in the LAN that is
connected to the communication network 30 via the router 10) is a switching
hub has been described, the relay device under the control of the router 10
may be a router or a wireless access point device. In the above embodiment,
the image of the tree structure representing the physical connection
relationship (physical topology) of each of the relay devices in the LAN 20
connected to the communication network 30 via the router 10 is displayed on
the terminal device that functions as the web console of the router 10.
However, the image of the tree structure representing the logical connection
relationship (virtual local area network (VLAN) group; hereinafter, referred
to as a logical topology) of each of the relay devices in the LAN 20 may be
displayed on the terminal device that functions as the web console of the
router 10. The VLAN means a virtual network formed by grouping
communication devices belonging to the LAN according to the port, the MAC
address, and the communication protocol of the relay device such as the
switching hub, and the VLAN group means each group obtained by the
grouping. The logical topology is not limited to the VLAN group, and may
be a connection relationship focusing on the flow of data. The point is, an
aspect in which the image of the tree structure representing the network
topology of the LAN 20 is displayed on the terminal device functioning as the
web console the router 10 may be provided. The network topology to be
displayed may be a physical topology or a logical topology. The network
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topology to be displayed also may be switched between the physical topology
and the logical topology according to the instruction of the user, or the like.
[0042] (2) In the embodiment, an application example to the router
according to the present invention has been described. This is because the
router is an essential element when connecting the LAN to the WAN such as
Internet, and the network topology display process is performed by the
router. Therefore, in a case where SNMP is used, it is unnecessary to
separately provide a dedicated device such as a SNMP manager, and thus it
1s possible to achieve energy saving and cost saving. However, the relay
device to which the present invention is applied is not limited to the router,
and the present invention may be applied to a switching hub or a wireless
access point device under the control of the router. For example, in a case
where the present invention is applied to a switching hub, the specification
of the network topology and the display of the specification results may be
performed on a set of another terminal device and another relay device (a
switching hub or a wireless access point device) that are directly or indirectly
connected to the downstream of the switching hub (the opposite side of the
router). Further, the detailed information acquisition process SA120
according to the embodiment is not necessarily essential, and may be
omitted. This is because even though the detailed information acquisition
process SA120 is omitted, the image of the tree structure representing the
network topology can be displayed. In a case where the detailed
information acquisition process SA120 is omitted, as an identifier to be
assigned to each icon in the tree structure, the MAC address of the device
corresponding to the icon may be used. Further, in the embodiment, the
display control of the image representing the network topology of the LAN 20
1s performed by the router 10 that connects the LAN 20 to the
communication network 30. However, the display control of the image
representing the network topology of another LAN different from the LAN
20 can be also performed by the router 10. The point is, as long as the
router 10 can collect the data representing the contents stored in the MAC
address table from each relay device included in the LAN, each relay device
being as a display control target of the image representing the network
topology, it is not necessary that the router 10 is directly connected to the
LAN. Even in a case where the router 10 is not connected to the LAN as a
target of the display control of the image representing the network topology,
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among the relay devices included in the LAN, the relay device designated in
advance by the user is set as a drawing start point, and the nodes of up to
directly below the drawing start point are set as a drawing target. Thus,
the display control of the image representing the tree structure may be
started.

[0043] (3) In the embodiment, an aspect in which the contents stored in the
MAC address table of each of the switching hubs 50 are periodically collected
has been described. However, an aspect in which the contents stored in the
MAC address table are collected according to the user instruction given via
the web console may be adopted. According to the aspect, the network
topology data can be generated at any timing, and thus it is possible to
perform the display of the image representing the network topology.

Further, an aspect in which the contents stored in the MAC address table are
collected as a response to being detected the connection (link-up) or the
disconnection (link-down) of the terminal devices 40 or other switching hubs
50 to each of the switching hubs 50 may be adopted. In the same manner,
an aspect in which the contents stored in the MAC address table are
collected as a response to being detected the connection (link-up) or the
disconnection (link-down) of the terminal devices 40 or the switching hubs 50
to the router 10 may be adopted. This is because when the connection or
the disconnection of the terminal devices 40 or the switching hubs 50 occurs,
the change of the network topology always occurs. For the detection of
link-up and link-down of the terminal devices 40 to the switching hubs 50, a
well-known technique may be appropriately used. The aspects may be used
in combination of all or two of the aspect in which the contents stored in the
MAC address table of each of the switching hubs 50 are periodically collected,
the aspect in which the contents stored in the MAC address table are
collected as a response to being detected the connection (link-up) or the
disconnection (link-down) of the terminal devices 40 to the switching hubs 50,
and the aspect in which the contents stored in the MAC address table are
collected according to the user instruction.

[0044] (4) In the embodiment, the detailed information on each
communication device included in the LAN 20 is stored in advance in the
management table 144b. However, the detailed information may be
updated or additionally registered by the input operation on the second
display area A02 of the screen illustrated in Fig. 6(a) or Fig. 6(b). In
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addition, there is no need to store the management table 144b in the
non-volatile memory unit 144 of the router 10, and the management table
144b may be stored in another device as long as the management table 144b
is freely accessible by the control unit 110 during performing of the detailed
information acquisition process SA120. Furthermore, the contents stored
in the management table 144b may be output as a file such as a CSV format
file, and the file may be input to another device. In contrast, a CSV format
file generated by another device may be imported as the management table
144b. For example, when another device is an asset management database
server or the like, it is possible to cooperate with an asset management
system. When another device is another router installed in the company (a
router having the same configuration as the router 10), single management
table can be repeatedly used between the routers. When the detailed
information can be acquired by the communication between the router and
the switching hubs 50 or between the router and the terminal devices 40,
there is no need to use the management table 144b. The maker of each
communication device can be specified from the MAC address of the
communication device, and thus information representing at least makers
can be acquired as the detailed information.

[0045] In a case where the relay device according to the present invention
includes service providing means for providing a certain service to the
terminal device according to a well-known communication protocol (that is,
in a case where the relay device has a certain server function), the detailed
information may be acquired from the terminal device using the
communication according to the communication protocol. For example, in a
case where a dynamic host configuration protocol (DHCP) is used for
assigning an IP address to the terminal device and the relay device according
to the present invention has a DHCP server function, the detailed
information of the terminal device is acquired by using a DHCP mechanism.
More specifically, a DISCOVER message in which the detailed information
such as the host name (device name) or the used class (OS) name of the
terminal device is given as an option is transmitted to the terminal device to
which the IP address is assigned using the DHCP. Here, the DISCOVER
message is a communication message requesting the DHCP server to initiate
a communication sequence for assigning the IP address using the DHCP.
When the DISCOVER message is received, the relay device acquires the
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detailed information that is given as an option in the DISCOVER message,
and transmits an OFER message to the transmission source of the
DISCOVER message according to the DHCP. The management table 144b
may be generated by writing the detailed information acquired by the
procedure in the memory unit 140 by being associated with the MAC address
of the transmission source of the DISCOVER message (or the contents stored
in the management table 144b that depend on the detailed information may
be updated). Further, the service provided by the service providing means
(or the communication protocol to realize the service providing) is not limited
to the DHCP. For example, in the case of a domain name service (DNS) is
used as the communication protocol to realize the service (that is, in a case
where the relay device according to the present invention also serves as a
DNS server), an option region for giving the detailed information of the
terminal device may be provided in the communication message of the DNS,
and the terminal device may transmit the communication message in which
the detailed information of the terminal device itself is written in the option
region. The relay device may acquire the detailed information by reading
the detailed information written in the option region. According to the
aspect, the relay device can acquire the detailed information of each terminal
device without increasing the traffic of the communication performed
between the relay device according to the present invention and the terminal
device.

[0046] (5) In another aspect, reference topology data representing the
network topology as a reference for the LAN 20 may be stored in the memory
unit 140 (more specifically, the non-volatile memory unit 144), and as
illustrated in Fig. 7, the control unit 110 may be caused to perform a
comparison process SB100 for comparing the network topology represented
by the reference topology data and the network topology represented by the
network topology data generated by the last network topology data
generation process SA110, and a notification process SB110 for notifying a
difference in both topologies in a case where there is a difference in both
topologies (that is, the control unit 110 may be caused to function as
comparison means for performing the comparison process SB100 and
notification means for performing the notification process SB110). Aside
from the network topology display process illustrated in Fig. 4, the control
unit 110 may be caused to perform the comparison process SB100 and the
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notification process SB110, as a response to being given an expansion
Instruction via the web console from the user. Further, in a case where the
setting to perform the comparison process SB100 and the notification process
SB110 is made, the control unit 110 may be caused to perform the
comparison process SB100 and the notification process SB110 in parallel
with the network topology display process illustrated in Fig. 4. As a
notification form of the difference in the notification process SB110, a form in
which the node or the leaf corresponding to the difference between the
network topology represented by the reference topology data and the
network topology represented by the network topology data is displayed on
the image of the tree structure or the list image in a different display form
from other nodes or leaves (changing of the display color or blinking), or a
form by which an mail or the like to notify the difference may be transmitted
to a network administrator, may be considered. Further, the control unit
110 may be caused to perform a process of writing the information
representing the node or the leaf corresponding to the difference in the
non-volatile memory unit 144, every time the difference is detected in the
comparison process SB100.

[0047] According to the aspect, in a case where the terminal devices 40 that
are included in the network topology represented by the reference topology
data are not represented in the network topology represented by the network
topology data generated by the last network topology data generation
process SA110, in contrast, in a case where the terminal devices 40 that are
not included in the network topology represented by the reference topology
data are represented in the network topology represented by the network
topology data generated by the last network topology data generation
process SA110, the notification is performed. In the former case, it means
that the terminal device to be originally connected to the LAN 20 is not
connected to the LAN 20. When the information representing the
installation department or the installation location of each terminal device is
included in the detailed information, in a case where the notification in the
former case is performed, it is confirmed that whether or not there is a
reasonable reason for that the connection is not detected such as
disconnection of the power supply of the terminal device, by inquiring of the
installation department of the terminal device the reason. Thus, it is
possible to quickly respond in a case where a failure of the terminal device or
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a theft occurs. On the other hand, in the latter case, the entry of the
terminal device as personal belongings is considered, and thus it is possible
to quickly respond to entry of personal belongings or the like by inquiring of
the department. In addition, it is considered that the link-up or the
link-down of a specific terminal device is detected by using the network
topology represented by the reference topology data as a reference, and the
user such as the network administrator is notified by mail or the like.

[0048] Here, as a specific generation aspect of the reference topology data,
various aspects are considered. For example, an aspect in which the control
unit 110 is caused to function as snapshot means for storing the network
topology data representing the network topology at the timing of acquiring
the instruction as the reference topology data as a response to being given an
instruction to generate the reference topology data via the web console (for
example, a setting button provided in the web console is pressed), is
considered. The number of the reference topology data stored in the
memory unit 140 is not limited to one. A plurality of the reference topology
data representing each different network topology may be stored in memory
unit 140, and the reference topology data as a reference in the comparison
process may be selected by the user from the plurality of the reference
topology data. For example, the user such as a network administrator or
the like can switch the content to be detected according to the time zone, by
selectively using the reference topology data for night time at which there is
no employees and the reference topology data for office time at which the
terminal devices 40 are used by employees.

[0049] Further, the comparison process may be performed except the
terminal device designated in advance by the user among terminal devices
40 included in the LAN 20. According to this aspect, the terminal devices
40 such as a wireless terminal device in which connection/disconnection is
supposed to occur frequently are excluded from a comparison target, and
thus it is possible to avoid performing of an unnecessary notification.

[0050] (6) In the embodiment, the communication control program 144a
causing the control unit 110 of the router 10 to perform the network topology
display process which exhibits significant features of the present invention is
stored in advance in the non-volatile memory unit 144 of the router 10.
However, the communication control program 144a may be distributed by

being written in computer-readable recording medium such as a compact
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disk-read only memory (CD-ROM) or the like, or may be distributed by
downloading via an electrical communication line such as the Internet or the
like. The control unit of a general relay device such as a router is operated
according to the program distributed in the manner, and thus the relay
device can function as the relay device according to the present invention.
Further, it is considered that a program causing the CPU to function as the
network topology data acquisition means and the display control means
according to the embodiment is installed in a personal computer or the like,
and that the personal computer is caused to function as a network topology
display device.

[0051] This application is based upon Japanese Patent Application No.
2014-114445; filed June 2, 2014; the contents of which are incorporated
herein by reference.

Reference Signs List

[0052] 10: router, 110: control unit, 120: first communication I/F unit,
130: second communication I/F unit, 140: memory unit, 142: volatile
memory unit, 144:non-volatile memory unit, 144a:communication
control program, 144b: management table, 150: bus, 20: LAN, 30:
communication network, 40, 40A, 40B, 40C, 40D: terminal device, 50,
50A, 50B, 50C: switching hub
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CLAIMS

1. A relay device comprising:

network topology data acquisition means for acquiring network topology
data representing a network topology that includes a connection relationship of
each relay device and a connection relationship of a terminal device connected to
each relay device in a local area network (LAN); and

display control means for displaying, on a display device, an image of a
tree structure in which each relay device included in the LAN corresponds to a
node, as an image of the network topology represented by the network topology
data acquired by the network topology data acquisition means, wherein

the display control means displays, on the display device, the image of the
tree structure in which a node corresponding to a relay device designated in
advance among the relay devices included in the LAN and nodes of up to directly
below the designated node are set as a drawing target.

2. The relay device according to claim 1, wherein, as a response to being
given an expansion instruction for a certain node included in the drawing target,
the display control means updates display contents of the display device by
setting nodes of up to directly below the node to which the expansion instruction
is given as a new drawing target.

3. The relay device according to claim 2, further comprising:

detailed information acquisition means for acquiring detailed information
of each relay device in the LAN and the terminal device connected to each relay
device, wherein

the display control means displays, on the display device, the image of the
tree structure corresponding to the drawing target and a list image of the detailed
information on the relay device and the terminal device that are directly below
the designated node among the nodes included in the tree structure, side by side,
and as a response to being given the expansion instruction, the display control
means updates the list image of the detailed information to a list image of the
detailed information on the relay device and the terminal device that are directly
below the node to which the expansion instruction is given.

4. The relay device according to claim 3, wherein the detailed information
includes information representing at least makers of the relay device and the
terminal device.

5. The relay device according to any one of claims 1 to 4, wherein the
network topology data acquisition means acquires the network topology data,
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according to a user instruction, periodically, or as a response to being detected
connection or disconnection of another relay device or another terminal device to
a certain relay device.

6. The relay device according to any one of claims 1 to 4, further comprising:

memory means for storing one or more pieces of reference topology data as
a reference for the LAN;

comparison means for comparing the network topology represented by the
network topology data acquired by the network topology data acquisition means,
and the network topology represented by the reference topology data designated
by a user among the one or more pieces of reference topology data; and

notification means for notifying a difference in the network topologies, in
a case where a comparison result indicating that there is a difference in the
network topology represented by the network topology data acquired by the
network topology data acquisition means and the network topology represented
by the reference topology data is obtained by the comparison means.

7. The relay device according to claim 6, further comprising:

snapshot means for writing the network topology data acquired by the
network topology data acquisition means in the memory means, as the reference
topology data, according to a user instruction.

8. The relay device according to claim 6, wherein the comparison means
compares the network topology represented by the network topology data
acquired by the network topology data acquisition means with the network
topology represented by the reference topology data, except for a terminal device
designated in advance among the terminal devices included in the LAN.

9. The relay device according to claim 2, wherein the expansion instruction
for a certain node included in the drawing target is performed by an operation on
the image corresponding to the certain node.

10. The relay device according to any one of claims 1 to 9, wherein the relay
device is any one of a router, a switching hub, and a wireless access point device.

11. A program causing a control unit of a relay device to function as:
network topology data acquisition means for acquiring network topology
data representing a network topology that includes a connection relationship of
each relay device and a connection relationship of a terminal device connected to
each relay device in a local area network (LAN); and
display control means for displaying, on a display device, an image of a



29

tree structure in which each relay device included in the LAN corresponds to a
node, as an image of the network topology represented by the network topology
data acquired by the network topology data acquisition means, wherein the
display control means displays, on the display device, the image of the tree
structure in which the node corresponding to the relay device designated in
advance among the relay devices included in the LAN and nodes of up to directly
below the designated node are set as a drawing target.

12. A display control method of a relay device, the method comprising:

acquiring network topology data representing a network topology that
includes a connection relationship of each relay device and a connection
relationship of a terminal device connected to each relay device in a local area
network (LAN); and

displaying, on a display device, an image of a tree structure in which a
node corresponding to the relay device designated in advance among the relay
devices included in the LAN and nodes of up to directly below the designated node
are set as a drawing target, based on the acquired network topology data.

13. The display control method of the relay device according to claim 12,
wherein, as a response to being given an expansion instruction for a certain node
included in the drawing target, display contents of the display device are
displayed by setting nodes of up to directly below the node to which the expansion
instruction is given as a new drawing target.

14. The display control method of relay device according to claim 13, further
comprising:

acquiring detailed information of each relay device in the LAN and the
terminal device connected to each relay device, and

displaying on the display device, the image of the tree structure
corresponding to the drawing target and a list image of the detailed information
on the relay device and the terminal device that are directly below the designated
node among the nodes included in the tree structure, side by side, and

updating, as a response to being given the expansion instruction, the list
image of the detailed information to a list image of the detailed information on
the relay device and the terminal device that are directly below the node to which
the expansion instruction is given.

15. The display control method of relay device according to claim 14, wherein
the detailed information includes information representing at least makers of the
relay device and the terminal device.



30

16. The display control method of relay device according to any one of claims
12 to 15, wherein the network topology data is acquired, according to a user
instruction, periodically, or as a response to being detected connection or
disconnection of another relay device or another terminal device to a certain relay
device.

17. The display control method of relay device according to any one of claims
12 to 15, further comprising:

previously storing one or more pieces of reference topology data as a
reference for the LAN;

comparing the network topology represented by the acquired network
topology data, and the network topology represented by the reference topology
data designated by a user among the one or more pieces of reference topology
data; and

notifying a difference in the network topologies, in a case where a
comparison result indicating that there is a difference in the network topology
represented by the acquired network topology data and the network topology
represented by the reference topology data is obtained.

18. The display control method of relay device according to claim 17, further
comprising:

writing the acquired network topology data in a memory, as the reference
topology data, according to a user instruction.

19. The display control method of relay device according to claim 17, wherein
the network topology represented by the acquired network topology data is
compared with the network topology represented by the reference topology data,

except for a terminal device designated in advance among the terminal devices
included in the LAN.

20. The display control method of relay device according to claim 13, wherein
the expansion instruction for a certain node included in the drawing target is
performed by an operation on the image corresponding to the certain node.

21. The display control method of relay device according to any one of claims
12 to 20, wherein the relay device is any one of a router, a switching hub, and a
wireless access point device.



