
- 48 - 

CLAIMS 

1. 	A rc cncrypti n system c mprising a filc sharing 

apparatus (10) and a rc cncryption apparatus (30) which are 

communicable with a client apparatus (20) operated by a 
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bcl 	t 	a 	up, mcmbcr 	nging 	gr 

comprising thc filc sharing apparatus 

• Z 	• = 	 ••• 	-: 4: 	 . 

filc based on a 	kcy of filc obtained by encrypting a 	 public 

thc gr up, 

f 	 up n 	rccciving 	a 	file means 	(11) 	r 	acquiring, 

ID for identifying the member request 	including a member 

first 	 filc from the client and a file name of the 	cncryptcd 

file 	from thc 	filc storage apparatus, 	the 	first 	cncryptcd 

filc 	included in the file request, means based 	n the 	name 

for 	transmitting 	a 	re encryption 	request means 	(13) 

first 	 filc and thc mcmbcr including the acquired 	encrypted 

file 	 0 	-- 	- 	--- 	= 	0 ID 	includcd 	in 	the 	rcqucs 

apparatus, and 

up n receiving a second means 	(11) 	f r 	transmitting, 

ID 	fr m 	thc 	rc encryption public 	kcy 	f 	thc 	mcmbcr 

file 	to 	the 	client apparatus, 	the 	sec nd 	encrypted 

apparatus, 	and 
. comprising  h 	 apparatus 

kcy 	 means 	(35) 	for storing the rc cncryption 	at rage 

the member and a rc cncryption member 	ID 	for 	identifying  

decrypting, 	the 	first kcy 	f r 	rc encrypting, 	with ut 

file iHn association cncryptcd file to the second encrypted 

thcr, with each 

for 	 upon 	receiving 	thc 	rc m ans 	(33) 	acquiring, 

from the filc sharing apparatus, 	thc rc encryption =quest 

n 	kcy 	storage 	means cncryption 	kcy 	from---t--he 	rc cncrypti 

5 
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based on the- mcmbcr ID included in the rc encryption 

request, 

(33) 	f 	 the 	first 	 file means 	r re encrypting 	 encrypted 

includ 	in 	the 	 to 	the re c 	yption 	request 	 second 

file based 	the 	 kcy, encrypted 	 on 	acquired rc encryption 	and 

(31) 	f 	transmitting the 	 filc m ans 	r 	 sec nd encrypted 

by 	the 	 to 	the 	file obtained 	 rc encryption 	 sharing 

apparatus, 

the 	 the 	file 	by wherein 	client 	apparatus 	obtains 

seco4 	cd 	 sharing decrypting the 	 file from the file 

kcy 	the public 	of 	mcmbcr. 

12-. 	A 	re-encryption 	system 	comprising 	a 	file 

sharing apparatus 	(10) 	and a 	re-encryption apparatus 	(30) 

which 	are 	communicable 	with 	a 	client 	apparatus 	(20) 

operated by a member belonging to a group, 

the file sharing apparatus comprising 

file storage means 	(15) 	for storing an encrypted file 

including a first encrypted symmetric key portion obtained 

by encrypting a symmetric key based on a public key of the 

group and an encrypted data portion obtained by encrypting 

data based on the symmetric key, 

first means 	(11) 	for acquiring, 	upon receiving a file 

request 	including a member 	ID 	for identifying the member 

and 	a 	file 	name 	of 	the 	encrypted 	file 	from 	the 	client 

apparatus, 	the encrypted file from the file storage means 

based on the file name included in the file request, 

second 	means 	(13) 	for 	separating 	the 	acquired 

encrypted 	file 	into 	the 	first 	encrypted 	symmetric 	key 

portion and the encrypted data portion, 

third 	means 	(13) 	for 	transmitting 	a 	re-encryption 

request including the first encrypted symmetric key portion 
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and the member ID included in the file request to the re- 

encryption 	apparatus 	simultaneously 	with 	encrypted 	data 

transmission 	 transmitsting the processing whiche-f 	 separated 

encrypted data portion to the client apparatus, and 

5 fourth means 	(11) 	for transmitting, 	upon receiving a 

second 	encrypted 	symmetric 	key 	portion 	obtained 	by 

encrypting the symmetric key based on the public key of the 

member 	ID 	from the re-encryption apparatus simultaneously 

with the encrypted data transmission processing, the second 

10 encrypted 	symmetric 	key 	portion 	to 	the 	client 	apparatus 

after the encrypted data transmission processing, 	and 

the re-encryption apparatus comprising 

re-encryption key storage means 	(35) 	for storing the 

member 	ID 	for 	identifying the member and a re-encryption 

15 	key 	for 	re-encrypting, 	without 	decrypting, 	the 	first 

encrypted 	symmetric 	key 	portion 	to 	the 	second 	encrypted 
MP 

symmetric key portion in association with each other, 

means 	(33) 	for 	acquiring, 	upon 	receiving 	the 	re- 

encryption request from the file sharing apparatus, 	the re- 

20 	encryption key 	from the 	re-encryption key 	storage 	means 

based 	on 	the 	member 	ID 	included 	in 	the 	re-encryption 

request, 

means 	(33) 	for 	re-encrypting 	the 	first 	encrypted 

symmetric key portion included in the re-encryption request 

25 	to the second encrypted symmetric key portion based on the 

acquired re-encryption key, and 

means 	(31) 	for 	transmitting 	the 	second 	encrypted 

symmetric key portion obtained by the re-encryption to the 

file sharing apparatus, 

30 	wherein 	the 	client 	apparatus 	obtains 	the 	data 	by 

obtaining 	the 	symmetric 	key 	by 	decrypting 	the 	second 

encrypted 	symmetric 	key 	portion 	from 	the 	file 	sharing 

apparatus 	based 	on 	a 	private 	key 	corresponding 	to 	the 



- 51 - 

5 

10 

15 

20 

25 

30 

public key of the member, and decrypting the encrypted data 

portion 	from 	the 	file 	sharing 	apparatus 	based 	on 	the 

obtained symmetric key. 

2. 	TheA re-encryption system according to Claim 

1, 	wherein 	the 	first 	means, 	the 	second 	means, 	the 	third 

means, 	and the fourth means are implemented using a filter 

function 	 (30) which adds predetermined processingapparatus 

- 	Mk 	W W  
$ 	 .. 	 . W4.447, W 	 W .  

(20) 	 by communicable 	with 	a 	clicnt 	apparatus 	operated 	a 

belonging to 	 in 	 first member 	 a group, 	stores, 	a memory, 	a 

filc 	 by 	 file 	baocd cncryptcd 	obtained 	encrypting a 	 on a 

key 	thc 	 filc public 	of 	group, 	acquirca, 	upon rccciving a 

including 	 ID for identifying the request 	 a mcmbcr 	 member 

-- 	--- 	-4 	 - 	-- and a 	 0- 

the firot 	 file 	from the 	based apparatus, 	 encrypted 	 memory 

filc 	 in the file. 	 transmits on tht 	licita(2 	includcd 	 requct, 	 a 

including 	thc 	 first re encryption 	rcqucst 	 acquired 

file 	the 	 ID 	included 	in 	the 	file cncryptcd 	and 	member 

to thc 	 transmits, requcot 	re encryption apparatus, and 	 upon 

file 	 by receiving a 	scc nd encrypted 	obtained 	encrypting 

the file bascd 	the 	key 	the 	ID from the n 	public 	of 	mcmbcr 

	

the 	 file 	t 	thc re encryption apparatus, 	occond cncryptcd 

the client apparatus, 	rc encryption apparatus comprising: 

key 	 (35) 	for rc cncrypti n 	storage m ane 	 storing 

thc 	mcmbcr 	r 	 mcmbcr 	and 	a 	rc ID 	f 	identifying 	the 

key f 	 decrypting, 	the cncrypti n 	r re encrypting, 	with ut 

asoociation with each other, 

far 	 the mcans 	(33) 	acquiring, 	upon receiving 	rc 

from the file 	 the encryption request 	 sharing apparatus, 	rc 

cncrypti n key f r m the re cncrypti n key of rage mcans 
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-a 	 -- 	- 	--- a. 	a- 	 - 34 

request, 

means 	(33) 	for re 	 the first encrypting 	 cnerptcd 

file 	included 	in 	the 	 to 	the 

5 

re encryption request 	 second 

file based 	the 	 key, encrypted 	 on 	acquired re encryption 	and 

means 	(31) 	for transmitting the second encrypted 

apparatus, 

client apparatus obtains 

10 

wherein the 	 the file by 

decrypting the 	-encrypted file fr 	the file scc nd 	 m 	 sharing 

apparatus 	based 	on- 	a 	 key 	 to 	the private 	corresponding 

15 

20 

key 	the public 	of 	member. 

34. 	A re-encryption apparatus 	(30) 	communicable 

with a file 	sharing apparatus 	(10) 	which is 	communicable 

with a client apparatus 	(20) operated by a member belonging 

to 	a 	group, 	stores, 	in 	a 	memory, 	an 	encrypted 	file 

including a first encrypted symmetric key portion obtained 

by encrypting a symmetric key based on a public key of the 

group and an encrypted data portion obtained by encrypting 

data based on the symmetric key, 	executes first processing 

which acquires, 	upon receiving a file request including a 

25 

member ID for identifying the member and a file name of the 

encrypted 	file 	from 	the 	client 	apparatus, 	the 	encrypted 

file from the memory based on the file name included in the 

file 	request, 	executes 	second 	processing 	which 	separates 

the 	acquired 	encrypted 	file 	into 	the 	first 	encrypted 

symmetric 	key 	portion 	and 	the 	encrypted 	data 	portion, 

executes third processing which transmits a 	re-encryption 

30 request including the first encrypted symmetric key portion 

and the member ID included in the file request to the re- 

encryption 	apparatus 	simultaneously 	with 	encrypted 	data 

transmission 	 transmitsting the processing whiche-f 	 separated 



- 53 - 

encrypted 	data 	portion 	to 	the 	client 	apparatus, 	and 

executes fourth processing which transmits, 	upon receiving 

a 	second 	encrypted 	symmetric 	key 	portion 	obtained 	by 

encrypting the symmetric key based on the public key of the 

5 member ID from the re-encryption apparatus simultaneously 

with the encrypted data transmission processing, the second 

encrypted 	symmetric 	key portion to 	the 	client 	apparatus 

after the encrypted data transmission processing, 	the re- 

encryption apparatus comprising: 

10 

15 

20 

re-encryption key storage means 	(35) 	for 	storing the 

member 	ID 	for 	identifying the member and a re-encryption 

key 	for 	re-encrypting, 	without 	decrypting, 	the 	first 

encrypted 	symmetric 	key portion 	to 	the 	second encrypted 

symmetric key portion in association with each other, 

means 	(33) 	for 	acquiring, 	upon 	receiving 	the 	re- 

encryption request from the file sharing apparatus, the re- 

encryption 	key 	from 	the 	re-encryption 	key 	storage 	means 

based 	on 	the 	member 	ID 	included 	in 	the 	re-encryption 

request, 

means 	(33) 	for 	re-encrypting 	the 	first 	encrypted 

symmetric key portion included in the re-encryption request 

to the second encrypted symmetric key portion based on the 

acquired re-encryption key, and 

means 	(31) 	for 	transmitting 	the 	second 	encrypted 

25 symmetric key portion obtained by the re-encryption to the 

file sharing apparatus, 

wherein 	the 	client 	apparatus 	obtains 	the 	data 	by 

obtaining 	the 	symmetric 	key 	by 	decrypting 	the 	second 

encrypted 	symmetric 	key 	portion 	from 	the 	file 	sharing 

30 apparatus 	based 	on 	a 	private 	key 	corresponding 	to 	the 

public key of the member, and decrypting the encrypted data 

portion 	from 	the 	file 	sharing 	apparatus 	based 	on 	the 

obtained symmetric key. 
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4. The re-encryption apparatus according to Claim 3, 

wherein 	the 	first 	processing, 	the 	second processing, 	the 

third 	processing, 	the 	encrypted 	data 	transmission 

processing, and the fourth processing are executed by using 

a filter function which adds predetermined processing. 

5. A program 	stored 	in 	a 	non-transitory 	computer- 

readable storage medium (M3) 	and executed by a processor of 

a re-encryption apparatus 	(30) 	including re-encryption key 

storage 	means 	and 	communicable 	with 	a 	file 	sharing 

apparatus 	(10) 	which 	is 	communicable 	with 	the 	client 

apparatus 	(20) 	operated by a member belonging to a group, 

stores, 	in a memory, 	an encrypted 	file 	including a 	first 

key 	 by encrypted symmetric 	portionfilc obtained 	encrypting 

keyfilc based 	 key 	the a symmetric 	 on a public 	of 	group and 

an encrypted data portion obtained by encrypting data based 

on 	the 	symmetric 	key, 	executes 	first 	processing 	which 

acquires, 	upon receiving a file request including a member 

ID for identifying the 	 file 	 the first member and a 	name of 

file 	from 	the 	 the 	first encrypted 	 client 	apparatus, 

encrypted 	file 	from 	the 	memory 	based 	on 	the 	file 	name 

included 	in 	the 	file 	request, 	executes 	second processing 

which separates the acquired encrypted file into the first 

encrypted 	symmetric 	key 	portion 	and 	the 	encrypted 	data 

portion, 	executes 	third processing which 	transmits 	a 	re- 

including 	the 	 first encryption request 	 acquired 	encrypted 

key 	 the 	ID included in the symmetric 	portionfilc and 	member 

file request to the re-encryption apparatus simultaneously 

with encrypted data transmission processing which transmits 

the 	separated 	encrypted 	data 	portion 	to 	the 	client 

apparatus, 	and executes fourth processing which transmits, 

key upon receiving a second encrypted symmetric 	portionfilc 
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obtained by encrypting the symmetric key 	 based portionfilc 

on the public key of the member ID from the re-encryption 

apparatus 	simultaneously 	with 	the 	encrypted 	data 

transmission processing, the second encrypted symmetric key 

5 to 	the 	 the portionfilc 	 client 	apparatus 	after 	encrypted 

data transmission processing, the program comprising: 

10 

a 	first 	program 	code 	for 	causing 	the 	processor 	to 

execute processing of writing the member ID for identifying 

the 	member 	and 	a 	re-encryption 	key 	for 	re-encrypting, 

without 	decrypting, 	the 	first 	encrypted 	symmetric 	key 

to 	the 	 key portionf-iIe 	 second 	encrypted 	symmetric 

in the 	-encryption key 	 (35) 	in portionfilc 	re storage means 

15 

20 

association with each other; 

a second program code 	(33) 	for causing the processor 

to execute processing of acquiring, 	upon receiving the re- 

encryption request from the file sharing apparatus, the re- 

encryption 	key 	from 	the 	re-encryption 	key 	storage 	means 

based 	on 	the 	member 	ID 	included 	in 	the 	re-encryption 

request; 

a third program code 	(33) 	for causing the processor to 

execute 	processing 	of 	re-encrypting 	the 	first 	encrypted 

key 	 included 	in 	the symmetric 	portionfilc 	 re-encryption 

to the 	 key request 	second encrypted symmetric 	portionfilc 

25 

based on the acquired re-encryption key; and 

a fourth program code 	(31) 	for causing the processor 

to execute processing of transmitting the second encrypted 

key 	 by the 	-encryption to symmetric 	portionfilc obtained 	re 

the file sharing apparatus, 

wherein 	the 	client 	apparatus 	obtains 	the 	data 	by 

30 the 	 keyfilo by decrypting 	the obtaining 	symmetric 	 second 

key 	 from the file encrypted symmetric 	portionfilc 	 sharing 

apparatus 	based 	on 	a 	private 	key 	corresponding 	to 	the 

public key of the member, and decrypting the encrypted data 
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portion 	from 	the 	file 	sharing 	apparatus 	based 	on 	the 

obtained symmetric key. 

6. 	The re-encryption apparatus according to Claim 5, 

wherein 	the 	first 	processing, 	the 	second processing, 	the 

third 	processing, 	the 	encrypted 	data 	transmission 

processing, and the fourth processing are executed by using 

a filter function which adds predetermined processing. 


