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One popular mechanism of distributing certificate revocation information has been
periodically issued, digitally signed certificate revocation lists (CRLs). A CRL isa
time-stamped list of serial numbers or other certificate identifiers for those certificates
that have been revoked by a particular CA. The CRL is signed by the relevant CA
and made freely available in a public repository. Updates need to be issued at regular
intervals, even if the list has not changed, to enable users possessing a CRL to check
that the list is current. Any revoked certificates should remain on the list until their
scheduled expiry date.
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to a base CRL 10. A X 509 delta-CRL 30 incl udes:

To alleviate some of these problems, a special type of CRL - called delta~-CRLs - can
be used. A delta-CRL is a digitally signed list of the changes that occurred since the
issuance of a (prior) base CRL. The base CRL is identified using a special extension,
the ‘CRL indicator extension’, carried by the delta-CRL. Base CRLs are typically
issued less frequently (e.g. every hour) and delta-CRLs more frequently (e.g. every 15
minutes). The delta-CRL can be used to update the current list of revoked certificates

without the need to download the complete CRL, which can save considerable
bandwidth resources especially in large user populations.

The structure of a delta-CRL 30, as shown in Fig. 2, and is very similar to a base CRL
10. A X.509 delta-CRL 30 includes:

« aversion identifier 32

+ asignature algorithm 34
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» List of revoked Certificates { 9 bytes per revoked certificate)
o 3 bytes for serial number
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« CRL number extension

Hence the size of a delta-CRI. is approximately 180 + 9*Number of revoked and
unexpired certificates.

CRL schemes, including delta~-CRL schemes, suffer from a time latency problem.
During the interval between a freshly issued CRL and its next update, if a revocation
occurs and is made known to the relevant revocation authority, the users of the public
key infrastructure (PKE) will be unaware of the revocation. For some systems, this
fnight be acceptable as long as the update period is not very long, although the CRL
update interval might vary depending on the application, and can‘vary frorn 5 minutes

t0 as much as one week.,

As a supplement to checking against a periodic CRL, it may be necessary to obtain
timely information regarding the revocation status of a cerfificate. The online
certificate  status protocol (OCSP) mechanism  see RFC 2560,



As a supplenent to checking against a periodic CRL,

it may be necessary to obtain tinely information
regarding the revocation status of a certificate. The
online certificate status protocol (OCSP) nechani sm
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ccrtzﬁam 0¥l a digital signature of the most-recent base CRL.

' The invention yet further broadly provides a relying node on a2 communications
network for requesting security certificate revocation information from an issuer
node, including processor means for reconstructing the most recent base CRL by
iteratively updating the list of revoked certificates present in the previous base CRL
data held by the relying node with the list of revoked certificates held by any
intervening incremental CRL data received from said issuer node, said intervening
incremental CRL data inciudes a digital signature of the most-recent base CRL.



data held by the relying node with the list of
revoked certificates held by any intervening
incremental CRL data received from said issuer node,
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and a delta-CRL data structure. Fig. 3 shows.a X 509
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~shows an increnmental CRL data structure and an
augnented CRL data structure. Fig. 8 shows a

Fig. 36w} KC500haghCml, agth atfdiredmd lah Sitirerfi £itWICCR T @R wirdture.
archltecture upon which the invention can be
enbodi ed.

Fig. 4 shows a X.509 milestone CRL. data strocture.

Fig. 5 shows a timeline of when base, incremental and milestone CRIs are
respectively issued,

Fig. 6 shows a timeline of when incremental-, milestone- and augmented-CRLs are

tssued.

Fig. 7 shows an incremental CRL data structwre and an augmented CRL data
struciure.

Fig. 8 shows a schematic block diagram of a client-server computer architecture upon
which the invention can be embodied.
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schematic bl ock diagram of a conputer architecture
for an issuer or relying node. Detail ed descri ption

duction The enbodi ments descri bed be&PYG2005/000154
Wdrbzeolﬂgé{pé;sﬂgto X. 509 certifi cy es, however it is to be

understood that the invention is not limted to such
an inplenmentation. The attributes of the CRL 10 t hat
change every tinme a new periodic CRL I's issued are:

Fik) 9 sitwsa igatattc blek Zjagtae of 2 (gotwuisr aghigcharforamisager or
iLf i ncluded) 22 4) the list 24 of revoked

04 1% cates, and 5) the CA signature 26 over the CRL

- data structure The |list of revoked certificates

Dejgiled degcdipébon t change nuch, except for additions

made because of fresh revocations during the |ast

revocation time interval and deletions of revoked
é@@#@@?&éﬁ@%s because of their expiry. The list of
revoked certificates can be present in an order.
THO vRyeTimbits Sletdribed balowatkteshe Jahbeattifiendes) beweves iicly to be

dj d I, t o i al
ol B s deres R0 Ay SEpbbCEEAREr ot
a special X 509 CRL extension: the ordered l'i st _ _
T s ok 5 Bra e PG B HbRHpS beflaic CARL LY are
CRLs ugh ngnishgpdaas@sCRL' s CRLNunber the Iist of

revoked cnertifléaé:e% is ordered when a delta-CRL is
i ssued?2) aNsxtEP s al so issued at the sane tine

(thoughy eki eBkbes\@GacB) dpWnl oad this base CRL)
“thisUpdate' and " nextUpdate' fields of base CRL and
del t a- @RLthe st Rdpfgevakpdeerdioples; %% are same  t he

CRLNumbgT 4,0t Das R8s a0t tletra-deRlstruseeed at t he

sanme ti I S saffe the type of CRL (e.g. base,
delta) is distinguished by their extensions, and WO

TROR! AN ARCT RERRRONY IR Asn’t change much, except for additions

-made because of fresh revocations during the last revocation time interval and
deletions of revoked certificates because of their expiry. The list of revoked
certificates can be present in any order. However this list can also be an ordered list
such as an ascending order using the certificate serial number. Such an ordered list
can be indicated using a special X.509 CRL extension: the ordered list extension.

Consider the following set of conditions:

e all CRLs have CRLNumbers

s dela-CRLs refer to base CRLs using the base CRL’s CRLNumber

e the list of revoked certificates is orderad ,

» when a delta-CRL is issued, a base CRL is also issued at the same time (though
clients need not download this base CRL)

o ‘thisUpdate’ and ‘nextUpdate’ fields of base CRL and delta-CRL issued at the
same time are same

s the CRINumber of base CRL and delta-CRL issued at the same time is same

e the type of CRL (e.g. base, delta) is distinguished by their extensions, and



7 the CRL extensions do not change with time. If the
client possesses the base CRL that the delta-CRL
refers to, then using delta- CRLs 30, it is clear

| ient possesses all attributes of t BerRasRsoo0154
w%&@gﬁ%ﬁ(zﬁ ssued at the same tine as the delta-CRL 30)

except for the digital signature 26 of CRL issuer
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of delta-CRL data structure 30 is shown in Fi g. 3,

terngd the incremental.- 50, A [ t _
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the CRL issuer's djgital signatufe. 26 over .
thecm e 7ot HIPDGEL SEHEee O et el SRl 261 CR, jroe
VAR donfRisdT bhpeCcEeita- CRL 30) as a private X 509 CRL
general extension 52. A client possessing an

increrrenttai- R, 20 can construct the base CRL 10
TSP B Re sane time) since it
attributes of the base CRL 10, which

are: CRLNunber 42 (sane for base CRL and delta- CRL
SIBEHER IS Phe same tine) thi sUpdat e, next Updat e

fields 38,4 a f . ke (- ed
ApSuii F R LRECR Bl 3865, Al s Rmbeaued
irdntdntal CRIES0.1 Atttieestha ereCRimoid Wit adelta-CRE, 30mrpshowsf
the revocation |ist of theg base ot gt

USIAE (ORI, FefeRERoes BUPEIRls sS"t“oi’;}l%g"r]%E§ %g‘%ﬁ ? t6 %ﬁl%s t_he CRL
isstdHsadigie sighatidte2d ovex dxmd hﬂh’fs@ﬁlihes&}se ORLeld Ghat Wasdseued at
this |jst are. g ue to.c Infh i .
e 8 i (iG] B P K AR GEE beniiBiation 2. 4
chés %%o%h i B wam@m?mcéLm 60l ;\m comcpmb\k?B%R CBIt thghagrwas
52 of the 1ncrepenta . An.i ncrenmen - ' .
ispaod, ot e BT 81008 HAvoo A8l TP, O R e GRE | et
ak@&sult in considerabl e bandwi dth savings. A |ocall y

constructed base CRL 10 can be distributed to other
clients since this CRL is identical to the one si gned

D }’ﬁ{ﬂguﬁﬁ{x 47 §RHEFor bARCHIL, #81 @fitadTRY BEucd® tHeabmERMES0

w 'l be sligh & larger than a d Ita-@éﬂgo b% USE 1 at

wof thishipHats, wsprilandaterieeldsi840 (57pG Sorchass, (Bl inf felim CRY iind

Wi ES ngnd 130 bytes (using 1024 bit RSA + ASN. 1

packagl ng) . . ) . . .

e An ordered list 44 of all revoked certificates in the base CRL 10. (This is a union

| of the revocation Hst of the base CRL 10 that the incremental-CRL 50 refers fo
and the list 44 contained in the incremental-CRL 50. Deletions from this list are
ignored due to certificate expiry), and '

¢ The digital signature 26 of CRL issuer over the base CRL contents contained in

the private extension 52 of the incremental CRL.

An incremental-CRL 50 is many times smalier than a base CRL 10 and hence will
resulf in considerable bandwidth savings. A locally constructed base CRL 10 can be
distributed to other clients since this CRL is identical to the one signed by the CRL
issuer. The size of an incremental-CRL 50 will be slightly larger than a delta-CRL 30
because of inclusion of the extra private extension 52, which will be around 130 bytes
(using 1024 bit RSA + ASN.1 packaging).
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suspension has been released or that a revoked

apired.fi cate has expired. Since relying parties
definitely need to download this |list of "renoved"
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list. Mlestone CRLs can be inplenented as a speci al
Sin@DRIEN pafitodefinitelynstied 46 dowhinad tiie isiGH “removal rogitifigates
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e Is the (ordinary) incremental -CRL descri bed

above, and ot her an (incremental) milest one- CRL 60.

}E@{ege{gﬁeggﬁ%% a{g e laipfiRnted] as GRbeGAN 503 BResi@ta intdicate that the
CRL is carrying information about the certificates that need to be dropped from the
list of revoked certificates. The ‘reason code’ needs to be included along with other
revocation details such as certificate serial number, time of revocation etc. This

however is a rather expensive mechanism to bandle expired certificate because of a

redundant piece of information: the revocation time.

To address this issue of expired certificates, two types of incrémental—CRLs are used.
One is the (ordinary) incremental-CRL described above, and other an (incremental)
milestone-CRL 60. Both forms of incremental-CRL carry the signature bytes 52 of a

base CRL 10 issued at the same time. As shown in Fig, 4, an (incremental) milestone-



base CRL 10 issued at the sane tine. As shown in Fi g.

4, an (incremental) mlestone WD 2005/ 114903
PCT/ SG2005/ 000154 9 CRL 60 carries an additi onal

L general extension 62 cont ai ni ng t Berk&sioseivise
w%&ggé‘é&gked certificates that have expired and need

to be renoved when COI’]StI‘L?CtI ng a base CRL 10. This

CIgli__’fﬁtgeffon3|sts ofeél)ta(g(&jﬁéed re Oﬁggsm%g e}r:]o;ﬂnpr%]&lg?hehstof

I RREPOSH ERles tHHD hiveltkbival sidaxte cbeaembPedavhan constructmg a

base $TR010. TR Gorhenide BT Abrutsir ed SRhAbL b6 e issunpee
%ﬁ FQAITR oMb dhiedl RSk ias-EMENt Bikis Bkt Bxtedsiar 621aing ardicates

sl oot T b e S Bl § Smtgone

| ) HeSnérembe-€RERBE. T i nterval and an
lncér%zalrnéé)nvnéf S50 every KT interval (p increnental
CRLs issued every T interval where k*p = 1). A base

o g et s Gt o
chiRiractlbhst KRLsakle u’-\sgu!@%tow-‘?RL R Rseistush Igagragg an

iR e AT ey psisn %S?%‘S??Z gl

3
whefeem £d)a Aise CRL, 10 isdbsied ovar, #ge 2pHjacremental-CRL (both
oS i e pR S0, B SR, 4% b G 10 B are dssued with

|§ anal '0go to a
nkileStohs-aRILE i 0 saate ﬁhaiefmrﬁﬂbmdﬁﬁm)m mn@r@n@éCBL Frefers o a

| est 60 i s y t that
P@W tg@rﬁel(/% I%gﬁgfert | gg?egla 15, using
thd Delta0 R iaMGai etxtdiieinnﬂé Emﬂnsmsm@ mMWnﬁ@LéO is analogous

107 piper e b oF RO R e (e 9 el bR
6o maidaRY: 14684 SBice Wichiries dieriist b@empﬂs@mvakdﬂa@mﬁm 10

for every |ssuance of an increnental -CRL 50, however
clients need not downl oad these base CRLs. dijents

Hans Ns LRGA! b ¥infBRS Adicding Rbdaathe HiRtmdMaltGRIy 50mng mailestone-
wnl oaded nost recent i ncrenental -CRL 50 and a nost

GRIch) arprispeed v HaeeRet to 0n aRqilist- ¢ hat - 1) the issuer

name 16 is the sane as included in the delta-CRL

¢§§H§£ﬁo§}h}’b&5@lﬂ_ﬂg36 2) the current CRL number 22 js
I'ncluded Tn the special extension attribute 52 or

A GRE. Revep! WiFle Rbrohdliyt Beuegenbasal CRRL 1@xfbe reveryn ispancheof an
lg%g;e%&d@ﬁ'% nsgagévg%g% enits 1%386(:1 4? downioac? %1&3@ BastORLES Clients
can locally conmstruct the base CRL 10 using only a downloaded most recent
incremental-CRL 50 and a most recent milestone—CRL.

Consider that:
1) the issuer name 16 is the same as included in the delta~CRLU issuer attribute 36
2) the current CRL number 22 is included in the special exiension attribute 52 or
might be present in the general CRL extension
3) the date and time attributes 38, 4¢ will be the same as that of the base CRL
attributes 18, 20



attributes 18, 20 WD 2005/ 114903 PCT/ SG2005/ 000154
10 4) the list of revoked certificates can be
obtai ned fromthe base CRL 10 and the delta-CRL

i ssued at the sane tine as the PCT/SG2005/000154
Wdiﬂ?éﬂéﬁ%ﬁét al-CRL 50 or a | estone-CRL 60, and 5) the

digital signature of the seCRL26|S|ncIuded|n

the speC|aI ext ensi 52. .Hence |
| &3 et Por e e U et 1 AL RS, 1Py e
a C' de@taicm Yisik @4 igsued @ntheysape tins aethe insredRiipl-CREND or 2

the | atest base CR%.I is baseCRL20. The CRL
di stmilgignedRRk g is advised by the client that it

ho) dc RRSECRE: Qure UrahRlse CRISDS iibitichdad setheespesialmtension
th cI lent systemthe milestone-CRLs issued in the

ti meS2-bet ween baseCRLI 0 and baseCRL20 The cli ent
systemthen iteratively constructs baseCR 20 by

Hooont L%&%;%ﬁ%&?&%ﬁ%ﬁg? A sgned PRR R L Ae nfe ghent
Si@&g&ir{re gﬁﬁﬁﬂéiﬁa%gc%gﬁem e %teg@wcm iO¥BECRNA. The

QRL Mbmmwmﬁaﬂiﬂm_@ the plismt that g&éﬁ 5 ﬁmp rﬁ@t%g"h@
dfsﬁ-ﬁ)glﬁAn &%ve??e:lz St ach'@ﬁttsgfﬁfn% MAestoRLCRIN B6RE $n 18 time

er expla ows: Step 1: |ist, of revoked
bewveti base@Rbg a0f bawSELRL. rThe -13?1315 SF%VB denilisrrtvelycopgructs

b T: :
BRI d AR P BE G T
C&mcﬁ:ompimﬂy thmdiam@%maﬁﬁ, e dlieetmgedsithe Dase-FIRL 51gnature

i ssuer nane -CRL
tg fffgﬁ’asare hé sayéﬁuﬁehe t%‘??u%lﬁé'?"éem?rﬁ ®

(bt sidipetabml milaténeithpespas aarestrabstonsidned2same. The CRL
nunber is the sane. The list of revoked certificate
of baseCRLTI+i is obtained in step 1. This list is an

Risigbads Isiftither ERlain€Passfolownat ure over the baseCRLT:
+i 1S present as an extension 52 in the
m | estoneCRLT-, +i. (If the client system doesn't have

basggRl T: . iPWE Ravekedasaibbiied ngf, basb@REA: et rmnanspsehst of

¢ oberRlnf seoeston i SORTEHRERERS £XTH b At eprncis o

theplitesdcigse CRL using its |ast used base CRL 10
and al | the m | estone-CRLs 50 i ssued between the | ast
used base CRL 10 that the client possesses and the

| at @pdy N2SRstfl babOCRESY S@raliVely: The issuer name for the baseCRLi
and the milestoneCRLy; are the same. The “thisUpdate” and “nextUpdate™
attributes are also the same. The CRL number is the same. The kst of revoked
certificate of baseCRLy;+ is obtained in step 1. This list is an ordered list. The
CA’s signature over the baseCRLy;+ is present as an extepsion 52 in the
milestoneCRL 1. (If the client system doesn’t have baseCRLy; but has
baseCRLr;., the client can use Step 1 and 2 to first construct baseCRLy; This is

ap iterative process and bence the client can construct the latest base CRL using
its last used base CRL 10 and all the milestone-CRILs 50 issned between the last
used Ease CRL 10 that the client possesses and the latest base CRL 10 issued by
the CA).
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The CA's signature over the baseCRLTi +t+nkT is

present as an extension 52 in the increnental CRLT;
+Y+5&T 41 cHRAES HabERIl, BNLr. SHBtiSmMAamedbt the heseCRL s st

attrégut es of the Base r; +t+ Bas v
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on eat&{bufgg la% 41id B8 LRS- TERICRIOQumbd? is the earhe. aﬁidﬁsﬁ@ﬁievoked
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DaseTtRa10 bisn(d ol O EAoS 5 siapnme Over the
| 2 Gabokt pl,. of ¢ auaked aﬁ%k&%hsfiéx@ﬁl Ri¥hé REREGHBICRIE, how
long It | nactive. vvever with the present

i nchanveficaliewmystewthanel thy attepytesfif theleareCRE o i o0ad
all m ssed m | estone-CRLs 60. Otherwi se, the client

A?M‘eli rpe able to construct the |atest base CRL 10
ocaFB Y, SI nce it will not have the conplete |ist of

Cit4R l&%@b&%ﬁi& ok BRI AR @IWNISR drRer i nﬂést&;xquREd 60. In

revoked certificates. Unless the cli 02*5 S been

thntadifiona! ddﬁa-(éRL@ﬁ@nﬁ Awlient meedsgp éip one base CRL 10
a&k glttao-@ﬁL% eflatk thelfied BANbABAREA Verkibicdies Bp@liless dF how

stri buti n server stores all n| estone- Ls. 60
lotigait haerbeen duagtive. blommeerCRith e pssentingrmenialeCRL gcherpe, 2

LS A &B%Lzﬁ nﬁﬁ@d IniledBASCRES 80 Tthdrwises Bier dtent will

pric e consi der abl e bandw dt h savi ngs
uohae abler © mmmmtbealasashb@aéém\m&ﬁ@y@ Figh it Widagtaaye the

%& 8l af ?e%][o M ﬁlﬁ V\vﬁgta% Wﬁs@o%n@ﬂ $dvokBtibd:Bfcates.

er the signature over
taaess faRtlidng hasabeea iactiviR®m & long S, e totabsize plymilesione-CRLs

l gqrifh Lgn ri,f eat i r -
@Hgiﬁ & Q%%F%W%%)%ﬁg%é‘g t t‘ﬁﬁ ?)nitﬁg s%hl@} k$fedsYall milestone
CRILe60 ﬂ!aevs@ﬂ_zsﬁ&daiyibe caﬁnams i ﬁxemast §mcv mﬂ@stone CRLs are

extensi.on the date andtl

565‘511 51884 r‘fﬁé’}]’r‘?apf‘ﬁ?tgpa tgeef&gf%ﬁgl c ent s voes hat
ay@&mémnss/mehai it has obtai ned all ml estone CRLs.

The client then iteratively constructs all base CRLs

10 that have been issued in the past till the |atest
WhehS diidi $&efdt a s& of incremental-CRLs 50 from a CRI, distribution server,

it first checks whether the signature over each CRL is valid (if RSA is used as the
signature algorithm, signature verification is relatively cheap, if a low exponent is
used). Each milestone-CRL 60 also contains in iis private extension the date and time
the next milestone-CRL 60 is issued. Using this atiribute, the client should verify
whether it has obtained all milestone-CRLs. The client then iteratively constructs ajl
base CRLs 10 that have been jssued in the past till the latest issued base CRL. A
protocol between the client and CRL distribution server for obtaining the latest CRL

information is:



protocol between the client and CRL distribution
server for obtaining the latest CRL infornation is:
WO 2005/ 114903 PCT/ S&R2005/ 000154 12 dient sends

wo fas/eabdyuber of the last base CRL 10 it rebrrgeamsmoniss
(or possesses). The serv sends all m | estone-CRI B

60 and the latest increnmenfal-CRL 50 that are

negessar 0 jent t l;

« 1 RRR % P ORN i BPPULPCRES 0B RR o0 B0 es).

e 1O0rhdnsetvier bdnde alb saitastobs-ORis d0adndsthe ldiest inogRpentgd-CRY, 50 that
client sen -1 (instead, of ), then the
I é‘fee%‘?ceﬁﬁgggr(ﬁ?nﬁ(tg %@ﬁ?ﬁet’&@e 1@%&%{2@1@2?& Di scussi on of

= adRNdlRfeHed heratively eomuniiers -ba8R CREbéfamtihit comstyucts the latest

advan over the known delta-CRL schene. The
sibf%eéﬁgﬁae inremental -CRLs (with the signature

s EXT Stk Qhlis Jahst:afof # CRSMakdbedNiicintn taess buse CRL is sent by
significant band-wi dth, especially in |arge user
papufEYFons. In traditional delta-CRL schenmes, the
base CRL issuance needs to be kept quite infrequent

DlRusisvedesrdgeans that the size of the delta-CRL
Will grow. In the increnental-CRL schene, this issue
THO GfEreinemhi-CRI, alcha@ht haMrhast adenBRlss ovarathe biendvas delth-CRL
frequently ensuring that the size of increnental -CRL5
S¢¥W&in really small. The user need not downl oad the-

baﬁ e?@bﬁébﬁ@iﬁéﬂ%‘cﬁﬂm @it thg sigeture amtenﬂiiaepcaggfmain
updati ng and reconstruct,i.ng . the .current canpl ete :

A reﬁfyﬂggaﬂgah?’%‘/‘en%*’é@ ﬁ&?ﬁﬁ%}tnpﬁi‘}ﬁw’g e%%’?%‘gﬁg‘f JPaljEee user
Si NCEofdlatfoR) CONstruct a conplete CRL using the

above 'schene_and the conpl et L is. protected.b

(it BeRBa PRk e GOt Pes 167 G R TP T By be Kept
r evoga’.’e riehd. GRisPBweSeradhas thar We kiod ofmd dbhe-CRIllagow.

r proc

easi ] ssing for the relying party There is nqg
needln e mwmem%gl%a?qhﬁmedhlsﬂw 0L ipse "’E@@ 1‘3#33&093 CRLs
Si mp dofed FXPERY Bfsurihl Phat BN Fh4! 6L iRIrRASIATR ILsSremain
suff%:%gﬁ. I\gﬁoeﬁ appllgcations that use the

t r adisalipmmbll.del t a- CRL schene can conti nue

e The user need not download the base CRL at any time. The relying user can
keep on updating and reconstructing the current complete CRL.

e A relying party need not maintain a secure storage since it can construct a
complete CRL using the above scheme and the complete CRL is protected by
the certificate authority’s signature. The list of revoked certificates is also
ordered and facilitates easier processing for the relying party

s There is no need to alter the format of the CRL. The use of a simple exira
extension, the signature extension is sufficient.

e Moreover applications that use the traditional delta-CRL scheme can continue
doing so. They just ignore the exira signafure extension. Hence it is backward
compatible.

C. Avpmented-CRL scheme

The angmented-CRL scheme is an extension of the incremental-CRL scheme, and
may be thought of as a ‘delta-delta CRL scheme’. Referring now to the fimeline of



doing so. They just ignore the extra si gnhat ur e
extension. Hence it is backward conpatible. C
Augnent ed- CRL schene The augnented- CRL schenme is an

w@ﬁ,@pﬁ;@n of the incremental -CRL schene, angCT/R@0EI0154
t hought of as a " del ta-delléa CRL schene'. Referring
now to the tinmeline of WO'2005/ 114903

PCT/ SG2005/ 000154 13 FEi . 6<oi -
Pl PSR LS b ol CPLEED S Bl aohre
T AddReld, h}:@ﬂent@ib@nﬁsln U6 drRksed7Buch mors Saguntiyclypivalie every
frequently, typica every. i .
i i KGeares et ootie Tk & Qluiep By F es
a1tk iég@lslﬁdeégfﬂ) E:gfemmlm 3@ mﬁ tssuedc e is thus a hierarchy:
I NCr enent - S | ssued. e .
ah RRETEFEGCRL 0 Ta by AR, T ptar CRE S8 o iperementl-
CRE IR B YeRtioroRla afest@®-@RL Ocr emental - CRL 50 is in

relation to a mlestone-CRL 60. It is reasonable to
assunme that the clients will cache the nost recent

10888 sdrRbic 10akhat that NRVCHBRY il oS Keahed rasshtrigsd GRL 10 that

nost recently downl oaded nmi | est one

- ,an .
tiec beYro OBTTERIS L B9, mHTh FEalsn dpghloadsd, grilestone- and
nﬁ%&ﬁ?ﬂﬁ_ﬁ@s 5hS BRCAHGR fohQbing aBbBeRedCRE s e because their
snma er than i

ncrenental - CRLs and. hence ‘&Eovi de. np

siaeuill de Fsmalien, ey dnarementel- CRIGTaRY bFcs FABRS Fiprs babdwidth
S%%g%?{ég?%%ﬁ#%@ag@j, the data structure of an

au I's Vvery simlar to that of a
delta-CRL 30. It contains a delta-CRL extension 72 to

adical ke fur®be 4 BaghRETLIERY 20 1sGREy Gfhilar to

#e?%?&toﬁéi ATe atigag% to. However there is_an

tigx tof a déBa-ERIedRiTononiaies ehdethdiRld elensien f&do indicate thai CRL
on-critical Thi € LQR4 bSrelai6n @CCEpPt abl e tine

I‘ﬁ%’l‘%o#rg%f%?m% n‘?&%lﬁﬁc g e B ying parties
and the revocation server might not be synchroni zed,

g el o ite? Y3 Gl BhC hien BUATREA LR ikl This
e&%lhsifa% e ta?fcepthlAeat'gne gelaﬁtéfjtore Singe eystam flpeks g TElyiRg parfnes
bt e e oGBS PR EUARIE o BR  n
AEHONEH-0R Tk Whichslotroteallbihto ducrecaptdyiine range.11: 30: 30 AM

and the update period of the augnmented-CRL 70 is 30
seconds. If the clocks are out of synchrony by nore
'tiﬁ@@elﬁ,gms econds, ENEmel dyodssved) 05 $inid s@yiheqtrtyt Hednabyi ng
party not" to obtain the latest CRL. Hence the time
di fference should be within acceptable limts.

Tk NGLWMORE ashid® Ghdtemb ReBSiSioh Oserver issues an augmented-CRL 70
according to its time at, for example, at 11:30:30 AM and the update period of the
angmented-CRL 70 is 30 seconds. If the clocks are out of synchrony by more than 30
seconds, then it is possible for the relying party not to obtain the latest CRL. Hence
the time difference should be within acceptable limits. Otherwise, the client needs to

resynchronize.

Since it is desirable that the size of the augmented-CRL 70 be small, CRL entry
extensions can be avoided in this data structure. They can be included in the next
issued incremental-CRL 50.



resynchronize. Since it is desirable that the size of
t he augmented-CRL 70 be small, CRL entry extensions
can be avoided in this data structure They can be

wé ek vded i n the next issued increnental - CRecPRG2006000154
20051114903 PCTI SC52005100?4LS4 14 Moreover, in nost

cases, the revocation status at T and T + A (A being

the tine interval between two augnented- CRCs) will

most probably be the same. Hence augnented-CRLs 70
Moddve i kst B34, abe mdcatﬁhmmma'f antl &l a‘ppr(épbﬂm the time

i e ST LA 7 8, 85 e

anPhenBRALUEH 10 dahi®e Cgfﬁﬁaedtd:dmd réh@mm thel aﬁgﬁbm@umef er
to 1 ncrenental - s 50 (in fact, it is the base CRLs
10 issued at the same tine as the i ncrenental - CRL

A3 XscnstiEaHd98 8ndeiberkl)- Gy Bithra isddte commct fatribe alert lsie) the

e B st R ARSI A et

c?@@ 50 Hﬁﬂ&gh%’ HoFlaSe FRLAHS BsGaY dnthé henstign ab diccintitestal-
ase CRL 10 issued at .the sanme ti éﬁ%hﬁ) s
CRLgHut (he hee R4 Yhissged girthe game e %lat% !

c&%&&% %Em%' rgﬂts&séoast 85 iRt IR oE8cERY dbosd/afithe

hefolovvlng stescan dto
a.merdb@l{ht ﬁ%abgmﬁ@ FgnaeRpytes2 G‘%ﬁ’f’é%%‘i@‘ss“ed at
ﬂ?gsg“%'ggﬁl%agﬁ gf@éﬂﬁ@es&élﬁfon@sem'-a g is the baseCRL

sane tine as the augnented CRC Let
the augment edCRL refer to the base CRL:,, i ssued at

Iétgegﬁg%t%etgd 5%?Local @1 Us] ngét&s% eps ? tf)zzgld?f veaﬁégg%vlés)uedat
t:Héhsa&ie Sfeayihd folldmeng Steps @it heeyssi el conTRE t%@aaog@lqs? baseCRL
wRBosca e PrYBREL ilahd Bh Bl R BT . st e

sﬁkﬁaﬁnfe% thehﬂ;gmm ahdt thegngm rqfeqﬂqéhes b#se CRLiner

1%?%521 tf;‘ Isaiz%iggxt o r{%&@&fﬁ[@%gﬁd Qﬁ'@#ﬁﬁfo@aﬂy using

s&?st@d@ Sisve). thﬁﬁie of baseCRLeog is obtained in

ep 1 (imediately above). The CA's Si gnature over
the baseCRLa" g is present as a extension in the
SLITRAE B4 GRtevokitl @ttificars of bassCRhag=atvocatine list of haseREina+

of" the BaseCRLa" So the client can construct the
rm@mlwt@fwg@ﬁatfﬁ ing to download it.

Step 2: The issuer name for the baseCR Ly and augmentedCRL  re the same. The
“thisUpdate” and “pextUpdate” attributes are also the same. The CRL number is the
same. The list of revoked certificate of baseCRLayg is obtained in step 1
(immediately above). The CA’s signature over the baseCRLay is present as a
extension in the augmentedCR1L. Hence the client has all the attributes of the
BaseCRLay,. So the client can construct the BaseCRLay; without having to download
it.

Skipped incremental- and milestone-CRLs

There will be instances where when a user requests revocation information, the latest
incremental-CR1. 50 might not have been downioaded. Hence the server needs to send



Ski pped increnental - and mil estone-CRLs There will be
i nstances where when a user requests revocation
information, the latest increnental-CRC 50 night not

wbavgpeen downl oaded. Hence the server needSciRcEaRMeois

WO 2005/ 114903 PCT/ 862005/1900154 15 back not only
the rel evant augnented-CRL”70 but also all the

previous increnental- CRL s 5 hat, are .necessary to
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aras@rdamhtiohd it retrieved (or possesses). The server

sends all milestone-CRLs 60 and the | atest
incremental -CRL 50 that are necessary for, client to

oC ORI EonbiDfhel BHIOSmIRR SO Rt Helde CRIEI (ifot@fved (G PosRnds).
the latest augmented CRL 70, The client then

si t Breaterves [synds sl ertans-(Fd sblpuds the datgfiipgremental-CRL 50 that

c : ) ciri,e
(OBHEERS LE SISl OhE T 140 g oot s

cohphtastagmeptedii R H-est base CRL 10. |If client
eé&ﬁﬂs feht {lef ifeﬂ%%l?fcoﬁsug@sm% ToNGnth 3 E5strA3S he Iatest
1 y the

I's sent server. There are a nunber of

adwan CRFe30.0fThe dionintheneRithe ayapentsd-SRLNP pea dekiz-FRL in

revocat:] s such as OCSP. i) Unlike
incoﬁMB%@%%%ﬁﬁﬁggggm ng key need not be

«pri€ sbat sais ah (insteadnd a GRINumbep), therdatgstrhashCRE 10 is sent by the
corépvected to an online server. There-is no need for

a At hor i zed si gner. This . makes the entire system

nore secure. The cryptographic infrastructure needed

or this schenme. s, nuch sismpler, .ji evaunber. of 1s
T&‘F‘ﬁi (R fe v%est#ﬁ?%%%léég{'l&%%psoé’%er ne%é%a’lﬁme
révocitioRatsud rotoadls euchias OESFMal | . Assuning that if an

augnented-CRL is issued every 10 seconds, then in

one hour only 360 digital signatures need to be

Cfj eaUpiik&in &k lOCSBehehe qutesignihpRelsneetifnot beipichmt oh e bnline
hand, OCSP is an ,assumc'_‘%% 3 mllion reguests a dg%
the. SEFOER G5 4 PaRECPaREda B oty Py Ty fiUpeEd i an

day. aithbizelNistznsy S TRIY infakly ohbY estiral apit@n afipageedre! OThe

e O seeIsPecaucs Sea. ATUESL, foceird need o

@§Ni he pumber of digital signatures that the revocation server needs to create is
also quite small. Assuming that if an angmented-CRL is issued every 10
seconds, then in one hour only 360 digital signatures need to be created at all
user request loads. If, on the other hand, OCSP is and assuming 3 million
requests a day, the server will need to create 3 million signatures a day.

iti)  This system is highly scalable, compared to the OCSP scheme because each
request doesn’t need a signed response. Moreover it is less vulnerable 1o denial

of service attacks compared to OCSP servers.

iv)  Using the angmented-CRL scheme, a relying user can obtain revocation status
of all the certificates in that PXI environment. In OCSP, you get a response for
each certificate whose status is requested.



of service attacks conpared to OCSP servers. i V)
Usi ng the augnmented-CRL schene, a relying user can
obtain revocation status of all the certificates in

wo Bak/ 1 Psbs environnment | n OCSP, you get a resporse2§08/000154
each certificate whose stg us is requested. WO
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tine. D. Conputer architecture i npl enentation eF| g. 8

s howSREsgameven be partaencrabyt andarigard eiapprppapte tum
~architecture 80, having a single server conputer 82
connected to, a public or ptivate network 84. A nunber
bt Lompyter archiectirg jranlamentddon o0 41 5o are connected to
the network 84. The server 82 serves requested data

Fifl § GRMASA Sehdrlifel Rtiewtlsonmt eaﬁﬁutaoﬂcgimcm Sﬁpha\élxg agingle
t he pr esent I nvent ) on, € server Su .
SEPr SRS PR B OF Bs Biportitd: of SRY of cleat
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t he S romthe I ssuer node. I.S POSSI e
P et T F3e e 6 o) or1E S SBHERCS fhg present
iRRDRRIR LS sdrPR RSP BB bs TheGONBLEEE 28) hetlichBMBE-90 will
suitable for executing c rrpuLagi;:l SOftﬁ{}fﬁﬁo rane o od
achesrelyinE Ao VT oA TR PRI S o Sitrelorh B gier ode.
Iﬁﬁlpbﬁttl&rh_?%@‘&,%xﬁenﬂé‘é 4hE :8@E8A.0N a conmuni cati ons
networ K.

he I Ssuer node can be either a client or a
server in a client-server architecture, as di scussed

%.t&israeéc%ﬁgﬁ:cerepresentaﬁon of a computer system 100 suitable for executing
computer software programs that implement the methods described above, acting as

gt

an issuer node or an relying node on a communications network. The issuer node can
be either a client or a server in a clieni-server architecture, as discussed with reference
to Fig. 8. Computer software programs execute under a suitable operating system
installed on the compuier system 100, and may be thought of as a collection of
software instructions for implementing particular steps.

The components of the computer system 100 include a computer 120, a keyboard 110
and mouse 115, and a video display 190, The computer 120 includes a processor 140,
a memory 150, input/output (/O) interface 160, communications interface 165, a



to Fig. 8. Conputer software prograns execute under a

sui tabl e operating system installed on the conputer

system 100, and may be thought of as a collection of
w6QbdsWadegs | Nstructions for inplenmenting partigdhsio0sm00154

steps. The conponents of t comput er system 100

i nclude a conputer 120, a keyboard 110 and nouse
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olrpied by atsseftéxa@es m@m slivwipaticsts @ngpobaite of theeoidphter 420 to
WO 2005/ 114903 G%FPSIQ%g}Si@ 17 video interface
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130 to allow particu ar co onen the co
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access nenory (RAM and read-only nenory (ROM, and

is used under direction of the processor 140. The
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rage eV|c |ve or any
&ﬂm@n@SUNQHKMEmﬂﬁﬂ@ﬁﬁﬁ@%ﬂﬁéﬁﬂlThe conputer system

100 can be connected to one or nore other simlar
conputers via a communications interface 165 using a
Trempmpitea system. (0@ nmebe t@Hetteod 40 net womkre otherimiantasgputers

e

ﬁpmsan@dad&wllﬁtem:s&o Al ternatively, the conputer
software can be accessed directly fromthe |Internet
180 by the conputer 120. In either case, a user can

THat bter %ﬂt\baré I@mmmytﬁm«mﬁb@m ﬁ(bfbragé meditine such as the
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egua mell used to _execute co er .software th
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execution by the processor 140.

Other configurations or types of computer systems can be equally well used to
execute computer software that assists in implementing the techniques described

herein.



herein. 18 dainms: 1. A nethod for di stributing
security certificete mvocgdminfornation on a
conmuni cations network including the steps of: an

i ssuer node of said network periodically generating
data 've of base oartificate, revocation. lists (CR
s); and sai d node perlodlcally generating data
representative of incremeptal CPJA issuer said
kezemental CRY. data including attributes for a
current list of revoked califiCutes and a digital
Slzimai um of the nost-recent base CRL. 2. A met hod
according to either one of claim1, further including
arelying node requesting fron1sa|d i ssuer node to

{ eceigy rfér%ﬁlﬁbﬁ:&fgr SBABR i ok refedation idfornded dnadas

Claimed I n alm

| somvapaicption ervek Privgine e Fesefst ruct s sai d

- DS @M@m&%mmygmmﬁmmmgmmﬂwm

of _revoked cert| t¥€ present in the previous base
CEfE PO lying node with the |ist of
feVOKﬁdm%&ﬁ&%p@ﬁ&&myawhwwuﬁmanymmm@&wm@ amﬁCRLg

ity o e D s s

i digiahgempef ho diogabdeyt bgwr(@Iat i ng dat a
representative onriestone CRLs, said mlestone CRL
data lncludlng attributes for a currentlllst_of

] EATE dg
t he §ﬁ$EE gg§ émmb§§¢ﬁialned in
e#ﬁ@#m# uter inclu |ng a relying node requesting

from said |ssuer node to receive current mlestone

L d TR 1o hd resohitaths Saad d

[nRnePd cRihad 2) ghieid Gaid
nbst -recant base 8%L by |terat|vely (,u atlng the
&ms&mwﬁnhmaﬂﬂ&hYWEﬁwﬂ

Q?ewbﬁg@g mmowoaeﬁmt
revoke cert|f|cates hel by any intervening

ibeld by mmstinteatveadyg incrememtal GRESER) enpvi ng expi r ed
revocation certificates accordlng to- lntervenlng

glgfﬁéone CRL data ANE SHEET §9 g ; ggﬁhod gs
RAAE nhRSpSelicaRy Mﬁﬁﬁw afnﬁmmtsmld\mlmm
: G rremn?ocljndggligﬁbme% Ifoc:jr a%ugg:?ﬂst 9 %c@%‘ﬁc&t&% sm%'dgé%l

ﬁgmmmenfﬁwﬂmmbnzmnbmwCﬂu;

5. Amethod as claimed in claim 4, forther including & relying node requesting from
said issuer node to receive cusrcat milestons CRL data and ssid relying noe
reconstruciing said most-receit base CRL by iteratively:

(&  updsating the Hst nfrevokedcmtﬁeatespresmtmﬂ:eprwmusbasecm
data heid by the relying node with the Jist of revoked certificates iield by any intervening
incremental CRL date, and '

' (i)  removing expired revocation certificates according to intervening
" milestons CRL dsta. '
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attributes for certificates revoked since the
nost-recent tal-CRL data was gencrated. '. A nethod
as clainmed in claim®6, hither including a relying
node requesting from said issuer node to receive
currvatt augnented CRL data and said relying node
reconstructing said nost-recent base CRL by
iteratively. (i) updating the list of revoked
.certificates present in t'He previous base CRL data
held by the relying node with the list of revoked
certificates held by any intervening inormental CRL
tﬁataAnﬁﬂbdmuwﬂaﬁimgh&mhﬂm&mnnmhdmgsmdMSwrnsh@mﬁﬂmdhes

E%%%%P@éﬁpﬁégéﬁéﬁépkml , an %?%??ﬁ?enDV|ng

mmhmﬁéﬂomﬁﬁumahwmhﬂmmmﬁwnmmwmmﬁm@ﬂngmﬂ&mwﬁﬁawun|ng
one CRL data. 8. An issuer node on a
ommuni cati ons. network for distributing security
certificate revocation information'to relying nodes,

4 ncl Wi A04 B QERSSAIPARShEOLndRY i REkEabddrequesting from

‘generating data representatlye of base certi |cate
m@mw@ﬁsmf & ":"fi“-“"“"'" ERL gt IS Hrid BBE8Ter at i ng

o nggga&gl CRLs, said
|ncrenental CRL da ng atlnbu e s for
currGht WP@Fméﬁmpg % %ﬁég é??%ﬁRL

o gﬁmm%mumm%hadbmymmg
. node a? ﬁlng to claim8, wherein said processor
8%% ically generates data representatlve
- nﬁgesh@ﬂfmﬁﬂb&ﬁoSﬁwdmmuhﬁ&?mm: 05 i ,r._£. ity
attrl utes for a cur of .expired certi |cates
TRt R Ay iRy TYng t ?%Tanflhe nmost- recent base
CRL &H) Aamm&spﬁpmﬁﬁdmmnwtaxﬁﬁw@smwmdhghﬁMQmuﬂnerein
%ﬁid g cessor further periodically generates data

ve of augnmented CR Is, said augnented CRL
data including AMENDED SHE I M- aw. 20 attributes

1 nor Eneat 4t SO s P s bt R sk g bty
aﬂﬁkﬂauwcmﬂmng&hunanprdMB%mﬂksmaﬁﬁg$8ﬂbﬁﬂxcwﬂeﬁbod|ed
W#@é@@&&mﬁvﬁfﬂs&mwﬁ ERLYSh
pmuﬂmmﬂygmummmgdmmnwmmanﬁnmofnmﬁnnﬁmlCRL&smdnmummathRL
data including atiributes for a current list of revoked certificates and a digital signature of
“the most-recent base CRL. |

9. .Anissuernode according to claim 8, wherein said processor further periodicelly
- generates datn representative of milesions CRLS, said milestone CRL date incinding
afiributes for acun‘enthstofcxpuedcaﬁﬁmtcsandsmddlgml s:gnatureof&iemost-
recent base CRL.

10.  Anissuernode according to claim 9, wherein said processor further periodically
generates data representative of angmented CRLs, said sugmented CRL data incloding
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12. An issuer node according to any one of clains 8
to 10, enmbodied in a client conputer of a
drstrrbuted client-server conputer system 13. A

rel ying node on a conmuni cati ons network for
requesting security certificate revocation ion from
an issna node, including processor means for
reconstructing the nost #ecent base CRL by
iteratively updating the ¥4 st of revoked certificates

ﬁ‘éﬁr‘%‘%@g %ﬁ%ﬁf r evokedﬁtgg%?ﬁgthﬂg

gatrgtedy any intervening incremental CPl.. data
received fromsaid i ssuer node, said interveni ng

increnental CRL data includes .a digital nature of
the dwmdssuspedesecoplingto myone qiclaims 9%9 w&oﬁe@

% éf%%s&@u&&@ﬁ&- d&’ﬁ@ﬁt&f@sﬁ@ d processor neans
urt removes expired revocation certificates

accor d| ng to intervening nmilestone CRL data received
{4, OM s33keHler S Sl HOEOTEHRY k0 enySck OF tlitn® 8 welli emgpodict estafims CRL

dat ai ndudes a ai ure of ‘the nost-recent
PAPRLETEY Rgf"é Wg%ﬁ}@%’“dl ng to claim 13,

wher ei n sar d processor means further renoves expired

revocat on certificates acw &gﬁ%ﬁg wte
t?’ﬁ‘g@ﬁ% ¥ A R A ssuegJ node,

Mdﬂﬁ&mmn ﬁgmanrgsvmmﬁaahc@ﬁng@mcm RseRsfor e ,,_--p aeting

ture of SRSk ﬁﬁgg%’gqﬁé& Eﬁgyﬁfe@gﬁm
né}ﬁt any carmsl3t015

‘ mwmmmmwm@p elistefrpypiedsgrtificates

nt-s
é g?ﬁydmgmagny one o?ﬁﬂﬁ&gm; 13%%§%%d?%§ | n
dntereesing inceoetal CBE d@mdesram Bionaiies cEheRpst-esnt fepe CRL

conputer system ,r, MENDi M SHEET LPEWAU 21 18. _A
conputer program product conprising a conputer
dd m%t%]

- frogrAmivitgmods adeording i dlyim Pracesser g fesT
PR ?éﬁg,g oaaggw&c&gﬁgmv&a%eﬂa&he ORE Bata
gﬁ%ﬁ% perforns the steps of E ' é

eri odi cal |
genivedirimsidiamer nodp seid igirosting B S BPfde p gl
ﬁ}(ﬁﬁ@&hﬁ%&éﬁ.&%) and peri odi. cal I y generating

ta representative oincrenental CRss, said
increnental CRL data including attrlbutes for a

-8 enj libigd nddk asctimlzineslsimae) whédic Aldasocasek means fyitheal

signature of the mah-re%ﬁg‘;}%ﬂw A%{)&';'B&[ |

mmmm@m sﬁeﬁménn:glalmegmmgm@aam

representative of m|estone CRLs, said mlestone CRL
mpgwaafﬂwmos_t-reeem GRE

16. A relying node according io any one of claims 13 to 15, embodied in acﬁent
" computer of 2 distributed client-server computer system.

o 17 Ardjringztodedccordinghoanyoneofclaimsﬁtolﬁ,anbodiedinasm
-~ computer of a.distributed client-server computer system.
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including attributes for a current list of wTi r ed.
certificates and said di gital signature of the
nost-recent base CRL. .20. A conputer program product
according to claim 18, further conprising code for

generating data representativeof augnmented CRLs, said
augnented CRL data including attributes for

certificates revoked sin t he nost-recent
increnental - CRL data was generated. 21. A conputer

! LohipiiSing a 66N fbgram sorahy S10RES
1ya%’?]gRﬁ["‘gﬂ'}@&’ld|um Emdgpn’gﬁéﬂg& f!t%mﬂ‘“m-
P ﬁﬁr&mwfhmnﬁgﬂa

&%&%ﬁy&@
nost -receat base ?i‘f bé! i tergtn %%ew g%éﬁmép st

RS QG REncAlat mwmm&@mmmmhep&m%t es
hel d b%{!?ﬁa tervem edCLeNBNt 8dnCRL dat a, - sai d

data t4udes a di gital
S|gnature of the rmst recent base CRL 22. A conputer

rogr am product a wgﬂ#n g@ﬁ;;rjgﬁgwdefm
orrp‘ié‘l %" %WEQ‘H renovi expl red revocati

pefsdidally mmmﬂmuﬁ @W%W%@E&E

d Dexnred-cariifiv M@MW@S a
%?%qgoagl sngnature?ﬁ%t t he m)st-recent base CRL 23. A

themiHeeent prsoGRam product according to clai m 22,
further conprising code for updating the |ist of

revoked certificates held by a r.epent al . CRL
|3 es drrompyierprngran pRe@ict Aspg mﬁ&%ﬂf@‘ﬁ%ﬁﬁ sofihe)

, sald
g,gﬁ% P%F%}% R, shid ahgielaied CRO dith mbhnding
i na fl;;e t he rmst-r(tahceent base CRL %ﬂ@v@{g

generated,

2l. A computer program product comprising a compuier progeam stores by a storage
medium, sﬁd-wmuw.mmmmﬁdmgm readable code that when execnted ‘.
pa:forms the steps of reconstructing s most-recent base_CRL by iteratively updating the -
Tist of revoked certificates present in the previous bass CRL data with the list of revoked
cﬁﬁﬁcatcsheidbyanymtmmngmnenml CRL data, saxdmmmgmememl

a CRLdaialwﬁudeSadigimlsMn‘eoﬂhemcentbﬁeCRL

22, A compater program product acconding to claim 21, farther comprising code for
removing expired revocation cextificates sccording to intervening milestone CRL date,
szid intervening miestone CRL data includes a digitel signaturs of the most-recent base CRL.

23. Aémnputerpmgmmpmductacmrdingtocﬁaimzz,ﬁ:rﬂmwmpﬁsingmdcfoe

- updating fhe list of rovoked certificates held by an incremental CRL data present in any
mmmmgmgmmwdCRLdam,smdmmmmgaumdeRLdataMudesaw
signature of the most-recent base CRL. -
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