WO 2004/ 049137 PCT/ US2003/ 037954 1 KEY SERVER FOR
SECURI TY AND | MPLEMENTI NG PROCESSES W TH

wOGHIRERYWB ATI ON AND AUDI T TECHNI CAL Fl ELD The preasnso3/037954
invention relates generallyito providing security for

Ir% ﬁ%ﬁv gmsjpec cal‘{NBt o'es wgwbﬁﬁélﬁgﬁs WITH

information to MNREPDBDIA(IE@NSANE@UE(HNO t he
nmessages, including auditing them and to nmake the
nmessages nonrepudi ate able. BACKGROUND ART Virtually
every user of electr g%q@; i ons medi uns has at
some time or anot he?@%}g ?H?/\]gﬁnder about the
security of conmunications within those systens.
V?fﬁ;l' ous reasons e ist for foncern in this %)? ard,
BRHISFgREp Fe 't‘tS%g?ﬂ?ﬁaé Yo revdd 186§‘°é=ﬂlnt3h ICSBAEES
comnfu%afemﬁabﬁ%rksn frlcHiien \é'Iﬁ‘tgnfef) aHepsRtiany GOBRA i
technol ogi es, having to rely ‘on unknovvn and possi
infornpationuts tdmrmimy eventeratated trthe syessagds, iduding awhigngihem, and to
Ak nong i n our ctronic networks due to the
maxe sr?é% TRATEH letgrﬁltﬁff‘m cations nmay travel and the
masses of people which we may now reach. Existing
comuni cations systens have had a long time to
establish security PRASKRIWINIAART 0 build up trust
in themby their users. In the United States our
conventional postal mail is a good exanple. W
défiasailty ety pesbdldedt®inieéBnmhioations etdjiinachas anboradtimg or

often  very physically secure. Qur, letters are then
anothef; papsed tgvondsy %‘t@a‘t the S§HERY PE egnmyRigatigns within fpse systems.

Vanoﬂﬁféaycﬁfs &dist Rr @oﬁ’deﬁl {rBhis r@ﬁﬁﬁéﬁ%ﬁ)l}; Ses rf§1I thd ﬁﬁﬁ’ﬂer&&)ﬁ to cover

elr recipients. Between receptacles o sender
here, burtch fawree(amplbe indlinke msngdn slepm]dcdnl aogpdexl tetltrmﬁomsehméng to rely

ni .east jntra-nationally) .
on unfhorth s B St nbedi 38! and B i pirerp gty in our
electrbibl MRk Wue (FVRIiRtBnCces %16@6&119%@&10%@ $naieRel 41 the masses of
security of our postal systemdoes fail, it has

peopladichive mey now rgashckl y det ect and to correct this.

U nat el st of us, n ha Vi re near
SRy Binbiea R o Bep B ol TR B

mech&OFMYIM BB Sp aSist iAeNerd @§$h@ﬁl§ééﬁeﬁl the l’ﬂﬁﬁt@& Sedték our conventional

receivers in our _nodern networks. nerally trust
postalgppiy s agqodrexample; We 4@@0%9Wtwswdtlﬁ@r%@%ﬁ Tecgptagle giich is often
vry SR ADN, OSFRUIAIR ERORRLAGLSSred pURARAOER Ay
delivarad tosbximabi reeepdadefor mdzt&avaéibg thé[hreelpnemtdo Beburea théeseptacles of a

tacles_are uters

sende{;\gr:;:cﬁg {egtellv%tgle PeIS lé%l}s?glg?%ﬁﬁqﬁgﬁ ergéaartép& g sn{g#aqrggl?léatlon (at least
1ntra—ﬁgg_lc_>}ﬂmugg‘ﬂﬂt iPRER RAGW N ROWSAfcPdonViBeré8 @t O3B Arustworthy. Even on

003/ 037954 2
the rare occasions when the security of our postal system does fail, it has mechanisms to
quickly detect and to correct this.

Unfortunately, most of us do not have anywhere near a similar degree of trust in the
security of electronic communications as they pass between senders and receivers in our
modern networks. We generally trust only in our ability to maintain the security of our
sending and receiving "receptacles” for messages, such as e-mail, instant messages, video-

conferences, collaborative documents, etc. This is because these receptacles are personal

computers (PCs), workstations, Internet appliances, etc. that are within our personal physical
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To send a message securely the message is encrypted using the public key of its
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Of course public and private key systems are possible without the use of a
certification authority, say, among small groups wishing to carry out secure communications

among themselves and where repudiation is not a concern. But as the very negative reaction
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originator and target of a transacti on}. n- PKI
-nonrepedipiitg), B yarymeglegrass ard usyally anpaensiaée fos watyéng siwations. For.
t.ak iffer chani.sm an
examfl TR WP S Ratofs B Flbt oRE AR AR e

underligisy Elifidas lie tianefeting payy cin didyclRitbe tiRGRRALIO MDY, ustigta different
are unable_to practically interoperate with both -and

certifigate, hying adjffereat kyveldassirpnee hrigimedgehnolagies abygi e vige sigid trust
BV i t .

rues R e 1P R Kol B PRE R ehBlng paty ot verifcs the

transaafp@r mpstitatsethe eertifmatei of ghesdigneat Inanmon-TAGK sysexa i eerifienmust trust
PKI the strength of npnrepudiation is equivalent to

the systgm th@ii??@n@fé%la]é%{m%?’gﬁhe under | yi ng certificate.
T%_Q:célﬁﬁ@g@ HoP 8t Bt arkPPK DiksdéntsMa0E Botl a8 415 96IEd thé
using a different " certificate, having a %l.ff'er ent

problgres,ef nogfepudiation Aedaundibingin digital ahsage cgingsinidationyr ovi de
rigid trust rules for nonrepudiation and audit. For

exanple, in a PKI systemthe party that verifies the

transacti on nmust DISQEOSURE OFTNVENTBICRN of the signer.
In a non-PKI system the verifier nmust trust the

system that keeps the transaction |ogs. Accordingly,
PIAcBbrafHoly, ¥ Bh BbRBFLEH ¥ BB J10¥iaBIGIHR Rl Yressages

communicated in networks such as the Internet.

Briefly one preferred embodiment of the present invention is a system for securely

communicating a message between multiple participants when the message has a message



probl ens of nonrepudiation and auditing in digital
nmessage conmuni cations. DI SCLOSURE OF | NVENTI ON
wéeemwddngl y, it is an object of the present | RCEMSRMB/037954
to provide security for nes3ages communicated in
r
reode SRR 8 LA e PEL UL ORI s v

netwoskeandraeliyers dmmesrsamﬁatqugerﬁhapmgmnﬂs dhyaeicon tm: Inteisgplge header. A
partici pants when the nessa

sage WO .
key sep(sp 47ca88 SoreH e (HoaseRsu 9l AO hlwaé%\ magﬂw@twég@g@he
e
S TP s L g s
anm@pandth pptetred erpbhodisehasfdbe pmsmh evestsage hethdéfor

A key server creat sto el
secure iR aRUREAIEN 0B E O HE AR LPL AT St Rt Hoph Jhe

particip A EAE ’th@@né%§é’g% i8h §01ﬁ§§9aﬁl@lpﬁlﬁ%ﬁ r@ﬁe lsumgsgﬁty Rlcefvil the
fressage cont ent of the nessage. Bri ef anot her

message akdestpatiompaticipents. Blﬁe mh@agﬁl@@@nﬁessmmlmadmndg rpessage

conteruinitis ity ARG PetRIPAT WSk P RoR ARG SRRy REERD server
also irStB6 detrit. e ¥BGE A PerticHhHant How ENeyRatHe iBéRagy contht bhiBe message
participants receiving the message are destination

based pa the eonpeipation kpyeAne iesgures @értlalnws%eaé@ theanepssgedn dhen
destm%ﬁo?ﬁfégr?c p%ar%fteﬂlg %e nét\goflgl The Hgs‘uﬁ%’o nﬁ%ﬁ § ﬁ1%n I'?(CCIVC the message

talins a conversatio
from thesotete padicparitvid the naetonkrFhe debinasion IpaﬂlcnantSI letqmmth'e

th ts th t h
convelsARRHAF RS Y 8PS Sk A (B (A A et B paits decryp the
messa%@&&it&it Refe HERAS dah& &?%%@ﬁv&&tﬁﬁﬁe destination

articipants via the network. The des¥| nation
pBricily apshtrprefaead embedivent mhmsag mvehtlomﬂmstsmlﬁoc e

articipan ia the network. The
deterningicsrBcatioRs SRS RS cHGRP BIT T RaSeRRARE o
commbiBat®y pilties, MRerefd Mdlkeys ark BEcrgisiedn 1034 k®BndPRstior de@FPtich keys to
decrypt the nessage content of the nessage based on
- decryptiee erommurigations and Eip. coprati¢aing pextics ingbrdsfsiginagors seeking to

create d’lgn‘& éecr]ﬁngrlﬂg %Gei(l h[gr\]’ C a’fh%%%mn{hn%l%lo@ E EC hsﬁeemrﬁrﬁﬁmcatlons

1 oNsS even server 1S

the kepk@vbitesh 4s6ighehGaaRifis forésa recoidrin aldaabasreghaamﬂu@es the
wherein the keys are encryptiaon keys to encry

t
identifjefe? JR5PICHIe ki@%pw keye &g frePachye QAR aeRisn Lorsieh oFibe
commGRiTHsCl g WD B dlfo%ebéi@is%?o Ohé,Hr e Eéqlé&@ Kdr18e 8@ ryption

create and recipients see to view t
key, wherain theeateyoesss mEkude &mﬂemfﬁer h%lcbﬁmmmu afdhé cnmmunit:at'e)ns the

key sqll('}%/ gf'sg réi\é%rggznlggg i‘?ssc Io g p}a?grg)gr ?ﬂtge S?t mlfstfrfgeqefs pOélthG evengs and
negativE SREH Bassd Q@&fe)ﬂ%h‘tr@ﬂhnﬁ RVentP M KRPRRAY kdRed Hlterr@&dweﬂg)r when
events. For each of th communi cati ons, the key

any regeesisedre scsiyedecei ves zero one, or nore requests for

Bl S B R SR o

deterrhifg doR¥mEREVRh eRbBO Al Gt Fdtjub® Joed reb@asé IDReidertifyelic of
the set consisting of positive events and negative
commapigatien réa@,c@afeénWhWémctbmﬁréq Tequsst Bodessatderst arsddaaty of an

intende gé{:?;ﬁérft e doRERhYEH iR AMES one controlling event is defined, wherein

the controlling events include the at least one identity. The resource ID is provided in reply to
the first request. The resource ID, the controlling events, and a decryption key to decrypt the

communication are stored. A second request for the decryption key is monitored for, wherein



any requests are received. Briefly another preferred
enbodi nent of the present invention is a nethod for
woet@yuad3TNg communi cation events. A first regeestustms/ 037954
a resource IDto identify t&e comunication is
. ' . ' I.S. Fr.St - 1dcl ud | east
s sl GTHTEL PHREFIHG sk isBl 10GRAREE WSt (0Pl phGRY
intend ebreoipint.df b @econdiredueaisit reapbived,ahér 0lid deigmnenanwhétBer it conforms
. defined, wherein the controlling events include the
with thercopalling gients de . itegdecrdiop kg pirrsevides! insrephygg itpetscpnil
a . ol r‘ . .
request 8R4 e nti e b ot loR 3HE & ot E e sk otffon with the
resourti®. I€a sevond cafuesins aaceived taedoesAos endon, raagpgeste dvent is stored
i t he. decryption key is nonjtored for, wherein WD
in assosEiaP Dii8s PeweeiDobYraarbs nogseppfidregush Ha Rt an
intendéd‘fél:%‘?é%ﬁ, 4 NSl CSAHNER stde @Rt eMoh Wit e rioaFdaDI On
for putative intended recipient. If a second
r Bgefbsanditler peefeiredembodiment df theprdsdnt inviengoh istaenétbod for a
onf or ns ith the controlli events. If so, th
transafign sgEF and  pnrectin Bis SaeTore Yabictandbdsannd be
repudib@AUR Firsta&gheb¥®r h dandacfivn fagndi fidras TRt HNtha AenshcBOSistrbdtved,
event are stored in association with the resource |D,
whereipfthi regstesiniaclndep resprrqesauthenticaiion assesiondds seigee awhensication
assertifn fke[géﬁ lfé/rrfﬁ%v iﬁ% trﬁr?sa?ﬁcl%{ ﬁgnt%ﬁe? afi® ﬁl%xlngattfog ot iﬂ% stoﬂl%e
resource . ernately, 1T no second request i's
authentiegt@®invasserfion aRstoreditibdreletestablisiiing iMforntativagailivgthe tensaction
is stored in association with the resource ID.  Briefly

sourcegngblede Plugibbtiepeiainnaas ieneys apd sends darmnsadivantion

transadtRnAdTRIAL L ]{re{'fid@d if feﬂ@gt@ Gite A3t Hst o e tran%action and the
transaction target to exchange a‘transaction that

transacimmndentifer careprishnbtoettie trAndactict target) e s¢cofidregaest for a decryption
transaction identifier to identify the. transaction is

Key to/ 58P BR ANy PR ISToRT < PRiGERRS Nefp Fesaived BY Qi fingaction target,

whereRUhO §Rbhé& Bdduest IR 8@sithORansdAR NS SHIER: vt NERE: GafhkMikation
assertion is then verified. The transaction identifier

assertigmdlliertprgehatthenticitiamassértion suhereverdiednbonmagion drpm the target

ssertion.are stored, t. e est abl.i shi ng,i nf.oryati on
sutheri R R SPRASE Fflei n AR PSR AR M U8 ey
is therf_l_}ﬁﬁv&dé@hﬁrepliﬁte thd seetied dephidst 8thatBB Ganddtloh EaIISEddcHPhed, and

he transaction identifier is provided in reﬁ)l

L rans, . ! y. to .
thereby getablishing ipfgmation Bgking ke ransagtionianget nshledaplavgibly repudiate
. ' ' j fier can be sent to the transaction
bemg%ge%gg%tox‘a{sée%%ﬁgéﬂr&éWest for a decryption Kkey to
dBrefypandthe prefansdembodimiest sfahepressht ireaton is ahvasthbe fon

received by the transaction target, . wherein the .
establiggg AFANSFHIER £ PAFRAIBES e OY PARSHSHIPB Ao 0B e Filks origip of the

transa@idn@AG8udt i @Hah SRtibA MenBBSAE 1ALy HeRrah&dcl6h is received,
aut hentication assertion is then verified. Infornation

wherefirtbimrequest iaclydes a sanrdremnthicptication assesiéon. iTda spurce althentication

stored wt ransaction.identifd er... t he
asserigh  $5 Verhioch I Re ILRPRES PRI GER irofhsiopHogh s source
auther$R&Ihsb @ HbR Sfe sBéred Bl thb @ahdadiiciideh@RerG@provfied in reply to the
decrypted, and thereby establishing information

reque%ﬁk‘ﬂﬁ@’ ?%@%b@ﬁéa@m@@mgﬂg@g theriegpactipn SPHEE anhlg,to plausibly
repudirgﬁﬁ%ﬁg;}hg Oﬁ?ﬁl theatr{m%%tf% ent of the transaction.

another preterred enbodi ment of the present
| Biiefty amthérprefetred bobodidfent of the present invention is a method for
establishing a transaction as nonrepudiate able by a transaction target that is a recipient of the

transaction, wherein a transaction identifier identifying the transaction and a decryption key



establishing a transacti on as nonrepudi ate able by a
transaction source that is the origin of the
woOnrengagisron. A request for a transaction i denpCriuszooBn37954
identify the transaction is9received, wherein this
. _ ti . orti .
R o At R Ry SO MR TR v
receivEdevheraindhistréquest idelntésfthe tramsactiamitientifdtriand a frargen dutt@ntication

s B P RS SRAER b 058 8 Rl e
authefitRAUES hsseftidarie Eﬂére%&ifiﬁpfh:e %hibgti%)ﬁ f&h{glﬁéﬂ. and w&égtgyepfﬁ'aﬁ key is

_t ransactl on source unabl e t(_) p a_u3| Yy repudl
providsdiipgenlyito eirefusstotherdhy establishang inbmaBon efakingahotrivsaction

referr enpodi t.of the.pres jnvention is a
target%élﬁ%lgt %Pﬂgggf%ﬁ%}g RFRg aée?ﬁlgﬂ%@g{‘? kﬁnsﬁgmﬁbnr epudi at e
abirieflh yinéthts prafeaet iefbolR@Ebr thBPkesk: iaveRoh R §RtenPlor a
the transaction, wherein a transaction identifier

transaCiQthiquEGH Ay a trnseqtigndareet to wxelmagaa densephion that éeaporin
oA TSR 0450 oS LB S0l e

first reimesty it iaaretwak, fos a traaeRtive dlenh@rtoidentity hetRALRSEbn, wherein this
includ?s the transaction identifier and a target
first requestdng pdestd soHce authepticaian assseiong Thekevasaryrsnt #loaisuitghle for

receivﬁ%iécbﬁ@réqﬁestthﬁg heSlebld iR dror LAk A4 R, dd; 9]@’[{) Eg rypt the
target authentication assertion s stored with the
transattiem sdetdimthis skennd faqeest inkhdies tre tchmsaotiohiidentifieyaridsa target

rovided in reply to the request, .thereby establishing
autherieA B0 EPHin L By ERGT 1y ularia for Yes e TarmaBice t o
authertlcation Bsyrtiof RHA kR 18rdeehiBenchifinl Rb&0bn AfhelkdS server is a%so suitable
transaction. Briefly another preferred enbodi nent o
for starpig the warsaetiomidentifiesninfosmeijen Fromfthe seurce auheicaticrassertion,

. saction.target t.o.excha a .
and inffiGn M35 e L BOSBcLBOuloR P Bt Ru G R B e key sgver s
also skiedplsr pryvidifg piestirelad to theEirkeyquest, VRIthé Setiot, Al er@es the

receJV|qg a first request, via a network, for a
transagiiodaRiFsnAnd dieckoyisarver s alsashitalily fartpsoidinggseedndreply to the
; | [ .
second R Eia M et lnal AEHEEC S BELPES, B AL eggbrining
infornsatiio natllﬂkmk i g;iﬂne transdﬂcéd')lv kdlgce&n&k Blzao ¢laé1|eibl§e&plédi‘d1iea)nb@ﬁ r(.;:ncrypts and
etwork,. for a decryptjon key usable to decrypt the

sends the fFresgctiop 0 G5 raAkifE e SaRaEniargsh Hadile forlpupRly rqppdiate
once it s3PSAELd BB dg%gﬁ&f k& and a target authentication

assertion. The key server is also suitable for

vBriefly pngfherimaefsnad embodintehtof the ptesant imestion isensyatech fone

target authentication.assgertion. The key server is ..
esabifyfied Sl - Al BR R Ao ranaridia SR RAEIR 1 prin of the
transattign0 AnetinyiteriZe@ ey B&vaas pRided! TIRNkd i ik AHESIE i A8eeiving a

and information fromthe target authentication in
requesh s @ PETBk frha Hagpaeiernislentifig éo ideptifethe trangagtiors Mderein this

L 1.6 J.-r st I o the first

reaue LA 0L 5L Rl BLARA TSR | i
verifyingahssoiréecanthehtingtidn Bsertid d'he key k&yerSie b6 kuitsbléfos Storing the

suiLabIe for providing a second rﬁﬁly,tq the second
transagticn jdentitieg pad frdf 1 thesgyree Autherfication assgaiopyp e idatgbase.

And theby sSERGF RRYsoSRiahkE ifﬁ%?gd{n%fagfaggfs{/i% %%Bgﬁ’ g Pincludes the

transaction source Uu I'y” repu e once
transa¢tiongdentifisr.shembly estahldbing hefotmativmanilking tiertthnadcsion saktaignable

to plal}sﬂﬁy tre!p%ﬁf’a?ecct)ﬂc% & én%l%%?st anlglns%r? sethé ’?ra s!agtlilgﬂ. bl'y repudiate

Briefly another preferred embodiment of the present invention is a system for



once it is provided the decryption key. Briefly
anot her preferred enbodi nent of the present invention
woom/mystem for establishing a transacti on agCT/US2003/037954
nonr epudi ate able by a tramwacti on source that is the
bIRhIG atrakad b i Y, [
esablRhid ol o LORRPAGR: At o AR A, s IRt o he
transagtiorn, edpessi a transacBom elewinfide,iddnifyiag thetraaadtioarnnd a decryption key
identifier to identify the transaction, wherein this
usabl Qelsergpt @ﬁéwaaa@égoahg °€B PEHARSHR @ dfaBrscad soppuishzed key
server 10 BrdvRIEdSERYREy dedycd |i§§%lit§b‘l'etf@1qe@eir/ﬁ% a rg st ¥1aNOndtlI6ik, for the
source aut hent’i cation assertion. The key server 1Is
decryptfondeyuvhetolnethisaequesstincndes the trahsaatisatienifieri adé nttargeter

s RSGHTHSHN! DR ASLANE SQUSR AR IEILCOL N e pomicaton

assertiodl @Dk Jebfer By ¥4 iitaBleFor 8B inYdrthatiBg fOG! WO kdtgett hat
i ncludes the transaction identifier, thereby

authendioptien asseiting Witlf e randasionmdritifertin thet database ind thskoayr seever is

Q.plausihly.repud] at nce i crypts. and
aiso SERFE By plei BB Rt it BBARLTHE. G biesTPE PRI Ney. thereby
establishingdn foernbti@f mbkiag Heas@BAction VA BEL 1@AbleSo Plas¥iblya@pidiite VO
2004/049137 PCT/ US2003/ 037954 10 establishing a
t PERdYRRERPIARe ProReNE prventeisdatdt nrpvides fos hishdy sesre message
‘ . b . .
commyRictiinel T} rk ol 6B Hlsdien btfroqh KARPATHY Overs,or
collabbratins petticgrantnbly asidg e rohpkt laty hanagems@hibchnimedi Gtk permits a
. . the transaction have been pre-stored in a, database. A
high degieg GF BiEPSAeR 90T CElSPAS) ATamGSs tA RGP gionay SBfer The
inventich, BOWERR! Brdvidesa8GR it filtitn HWeRUESIver Mk DREhe actual
for the decryption key, wherein this request i ncludes
securedrpentenbelsmessigns. i dentifier and a target

< BhDES & 2b0af e hirgPhis 1 EBh BRI BleleBaBpihsine t. 1t does
not re@EfeRiohiphtated Mt RYios Bhid €dnfighradios OyStivsas] widgdithet preliialled

information fromthe target authentication assertion
or rapigyly wser-istaliehleswith flefaulisqunrided &r allisonfiguratemneriivns. Iapdrticular,
: | ovi di n
o inf ol BerBA) Kok ByoAby nBla R B ARLSBR Frrsr
membkey/medshgsseind to ErilithleicsBabogativefvasrkat i on maki ng t he
transactjon targ t .unahle.to plausibIY repudj ate. An
aVaReLy2BRSe A E’ﬁﬁ’é‘éeé‘ﬂ?n isrthatrt gy employfatimple rpgigiatipagcheme
- . . o
it b SSEUTR 785888008 BTHSLARNY 008 s B of
these ansloghardeatyresrthe togdt atripients ofisquard ieispgas tessatdolyusing thg irevention

robust key manggenent technique. It further pernmits a .
need i B BieaS EHISPBH A RO gRe PE AN b A feee B frvention
can th&®dete® Reitipint A edYecsRBAQKSnot FBEsteted\WaA hPItateHONBYATon.

provides all of its function wthout ever needing to

| Naplher adviaatage p{ide inwation sdhydrpasheulaly frsdiatesesscure
-a0er,0f i nti.on is,;that it

colab QS EimEARRERE e SO CAEHIh b7 ehrohls of eyt and
receive®) g dotlab @dtiompdretibaits, @Rd ardn eadifyl Gidh@d dediritgywhdndver a new user
.. users, being either pre-installed or rapidly
Jomns QB CXISHRE HPGL ATAVES PPy cEiati e thesetyt iswnleraentgrbaglyward and forward
semec?%@ﬁk&%ﬁ@&%ﬁﬂn?ptiOns- In particular, the invention

fs easily Inplemented by enterprises and ot her

oAgatherzatviantage dOthp imteation is that it is event based, supporting both action

and inaction events (i.e., positive and negative events). Other than opening and viewing

communications in largely the manner already used, voluntary action by recipients is not



menber's nessages and to facilitate coll aborative
wor k. Anot her advantage of the invention is that it
woayo4aapi3oy a sinple registration scheme whi cRCPRISRO0BS37954
pronpt use after any registmation and installation are
]Bquhggnplete. Because of these and other features, the
target recipients of secure nmessages created using the
i Awethiet advantage df thetintmatipn &-theigt silenes. coAtrsle makthisnmwtirol is

. . create, and send a, secure nessage, and.the invention
originilghs G BTt GES SOAT EHFOF ALY b SAP RS CHEEOBRAIOTS of
connnmg&hﬁ&%r Egp%ﬁ&lﬁé&ﬁé drRbeedntgt %%Eﬁﬁfs? R}mﬁg%ﬁh last viewing, and

advantage of the'invention is that it p cularly
how nfizayi timésat esnsecivaton ceo bk alswredtagei@. communi cations. |t

can secure conversation for.large groups of senders .
aAdoteCadyaylags of e Tevain 5 et hRerptiscdefoplot ©maCation. The

techné188y €RAIyMh& RABAIRS®RY hbi qYREIRE VEkiAt? @Wa ¥8@uni AliHS to be
or an exi sting user |eaves a conversation, thereby

directlyrgonaens mitithrife besiniowir 4s notad rlpvisanmiorisiaatorean sshd g lgemmunication
o YEEFRMLE Ry AL PN ARG, AP v
related Besit (WviewRizt@ ffilingin sod@Shinnee tavidwRg adrhmBnie¥gdi) Sthis is
Ot her. than_openi ng and vi ew ng comrunications in
loggeq gy ffirpativly Fepared tothe aHapatos aranajlar gRPLRPYatg PETty Ao Hiat they can
We) | s not WD 2004/ 049137 PCT/ US2003/ 037954 11
td@a?@%h??§g$ﬁxknother advant age of the invention is that
i Anethlenadwsatage of thelinvearidn {shthst icriangely tramsparent to users. Its core
.originator-end based, bei set by. actual orjginators
functigaliy fecs Hof FRl 0B BplicsPH VAT EORETHIon SRR UPHBREIChRey be
incorgdRdtéd Mdote eléhibrits 6PME ilenfidtoSBhke P EShvieheRt andll £ fére secure in
when | ast view ng, and how many times a conmunication
some arolldyE respestedl hegedhmologp asdichy the vewentige dods roheequire users to setup

invention kS that t. permt coupl.ed.co i cation. .
and 5" s B R B e T P o AT R ot i
is stilltudgblefif dbsited)Oindoit dSesGOATPa4Nire Adr Particehabien iktlhdk@6wledging receipt

connect with the recipient. As noted above, an
of congppgicaiansr can send a conmunication now that a

raci Rpi ' l. i ew:unt il

r BEbCE Rl BB B uR ARG e, Ao Bl Pl e, the ey
to the wieswige @eed ndtdielentuypied ohoaTr BRANEECipient S@mildrhe the secured content

conmuni catign), this i | ogged or affirmatively

of themgssages i Hob deHUPSH PRIHAE BYerBFechentTEienApgssagss patsdhrough routers
i ‘ ‘ ; ;

o B30 EE el BUELBRORS Bt Otreen o i

numb¢ranfgedeyvers amb@dheresourcesused for cotgnugeagions.unct i onal ity

dges.not.rely on.public-private ke Cry.ption .

anaegeaafiate AERIRntRRY B8 S BEr Ak RRY o, itis not
depen@éif BRAKS100Ati SN @hdrB IR Privark ke rBalR. MtuseORMERbRAMny A tion,

_also nore secure in sone ancillary respects. T%e

participatelin @lsegjye asliaboafionyath oibamartins. does not require

user | oV, P iC 1 K .

3 st 213 ARy NBb - P 58 YA g v
heavilp buetnmg(the! nehivirg and Srosésking pus@bbethe indebiifLhbrdwardydtt

.does nat require .user participation. in acknow edgi ng
providigg gqct}flty equaling or exceeding that of prior art approaches.

Another advantage of the invention is that it provides a single service for both
nonrepudiation and audit.
Another advantage of the invention is that it permits multiple levels of strength for

nonrepudiation, to use when varying degrees are appropriate for varying situations.



of conmuni cati ons. Anot her advantage of the invention
is that, unlike a public/private key system the key
woQoddvgorsessage need not be encrypted once for PEYARIS003/037954
recipient. Simlarly, the siecured content of the
PRS0 S0y OF AL S OR AL BERL s, o
relying be theurebé lforqfre@btamenﬂdem ﬂl@ﬁaﬁc&iﬁﬁdﬁ@tﬁ divesonpesrtd doakarp such data

are i ndependent of the n er of .receiv and of the
in befyrgkagid oEAl HeRHCH Y ottt ggir%rafﬁ%ﬂng%wﬁeve@\;aﬁﬁ%egld
umforﬂlfsch&ﬁe'f&vs%[i‘ﬁ' on is that, unlike public/private key
syst

em 1t I's not dependent on the | ocation where the
pTh&sataed Ioéyer peisttdesd advansiges efdhe pfesarniaeptibowal betome clear to

those §3fisd Behiufin ek Fimediorlthebshher BASPYRmmede of
canylﬁgsoﬁkih@lrfvgntlﬁﬁﬁagfﬁhé ﬁlﬂGﬁanaép@h&\Abtﬂm%tf therk%@féhje& embodlment as

bur deni ng the menory and processi hg power of
describgiblearéiniand ah dludireied tynesevepaldxgumswg? thsedrawingy. equal i ng
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Preferred embodiments of the present invention are a system for key exchange and
secure collaborative communication based thereon, a system for implémenting business
processes using key server events, a system for implementing nonrepudiation and audit using
authentication assertions and key servers. As illustrated in the various drawings herein, and
particularly in the views of FIG. 9, 11, and 15, embodiments of the invention are depicted by
the general reference characters 210, 310, and 410. Before discussing the present invention,
we first discuss the background of key servers for secure messaging.

FIG. 1 is a schematic overview diagram generally depicting information flow in a
secure e-mail system 10. A sender 12 uses the secure e-mail system 10 to send a secure e-
mail 14 to one or more receivers 16. To accomplish this the sender 12 employs a suitable
sending unit 18 to create and send the secure e-mail 14, and the receivers 16 then employ

suitable receiving units 20 to receive and view the secure e-mail 14. The secure e-mail system
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are mo to operate in their respective roles in the secure e-mail system 10. It
is further presumed that the second receiver 16b has not yet registered within the secure e-
mail system 10 and that the second receiving unit 20b has not yet been provisioned to operate
with the secure e-mail system 10.

The overview of FIG. 1 also depicts the major stages of sending a secure e-mail 14 in
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maximum time which a password can be cached. Default and permitted maximum values for
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FIG. 6a-f are tables of the data fields used by the preferred embodiment. The tables in

FIG. 6a-d are important to the core operation of the secure e-mail system 10, while the tables
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Before encryption of a message can take place the software module 26 must obtain a
password for the sender 12. If the password is cached, and if the cache time setting 48¢ has
not been exceeded, this step is satisfied. Otherwise, the software module 26 can display a
dialog box which prompts the sender 12 to enter their password. Conventional password

handling features can be provided, such as displaying the password only as asterisks and
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permtting the sender 12 to cancel to abort sending.
In the preferred enbodi nent the passwords of the
weendaus131i2 and the receivers 16 are not the pasaserd®37954
102b stored in the users taBle 102. Instead, as a
158C
sond (1 @UEARMIT"Pho uldopibus RSB sRhE RBaflogs of theggtua
mail cdientursed yandehiv évusgd td keepdh fullowtileeyphaation sind02b. The

user, s chosen. sword (S _co nicateg to the securit
s b lgroribsq prmlfﬁﬂsa@’ HieissaderdP SFeca e R searely Botten phgathe send
form ﬁlﬁ@ﬁe@ﬂ‘l@{ b 18 18 PodS Thﬁ%oﬁﬁlf?tﬁtt@ﬁé gtgé 929 hOshASF thaa elncszryption

dat abase 100. The Cleartext o er'’'s passwor
processd20st ored at the security server 24, only a conputed

hash whi.ch cannot be,c ut e L t-hout .t he oyigj nal

TR R a0 % R g SRS ol P infbFaiosly e sufpware
modur@eminkﬁ@ygndﬁguaglgbl e to know, the actual user's

password. Thi's option is discussed further, presently.

Once t He paes addrassiafzhe sendet2oemad Addises EQF)mar e

nodul e ;26 o) \ti ons.of encrypti.on
and actbaorems T T b AR B R e BT g
S¢06ls); a request to the security server 24 via secure

socket |ayer (SSL) protocol to authenticate the
sender thexogtegtisiod thatubjost Beldi8aanfessageKey 104e for use

to enciynt, H{%oﬁl&il#g kh 14. The software nodul e
26 t hen encr:lreypts t eﬁggif?/@?ll)'el d 60 (and optionally
alsosteh @26 ubjhecoftWarelmody 26 did b elrevdykagw theipladstwverd for the

SNE LTI S IC S S

passwRIHoI RRAEEr@&AY Each SERE 8inde B8Rt bl NEIIPERABE oRE HHothe cases.
e-mail system 10 is ease of use, the ihventor's

Cachipg Bwawer'ypassverd eandghtrodlsontba passavopd 992D, 86the spfiwiags module 26

ey S OB T Bt AR RE ey it o
be to dlEthe8Endés €2 td EddYe WS FcdrifigaRkhRQptioN ARelR &Nl GRVR Bme
t hat thely are doing so. It should be agpreci at ed,
cases; eefuetf ORbIIq Kgsks; whergsleshgpldstvaysberequiredrtaefd passieerd be entered for
NEL.msEfarity protocols nmay alternately be used.
ese notations are now used in the follow ng
dirsz stss il 281 the Koftwal@rm%dlilél”EG cteaics| be 341\@154 dassngit a g flléwing
an_e-mai]; _Ps = Sender's password; Pr = Receiver's
fomabé@é%\”ai,bet%lﬁo}leRncgiﬁe‘gncrypt ed with key k; {p}ssi = p
encr ypk?ﬁnW&ﬁoﬁ$ﬁ.OS%hc§£ﬁ%’%&?y$ and H(p) =
One-way hash of p. FIG 7 Ts a flow chart depicting
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to ensure that even e-mails that are the same in content are not the same when secured; the
length element is the number of characters in the body field 60; the mic element is a message
integrity code created by taking a hash of the body field 60; the subject element is the
contents of the subject field 58; and the body element is the contents of the body field 60.

In a step 130 the software module 26 opens an SSL HTTP (HTTPS) connection to the
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or let the sender 12 abort their sending operation (which returns them back to the original
HTML send form 52b).

3) If the sender 12 is not allowed to send secure e-mails 14 the encryption process 120
can also stop. This can be for administrative reasons. For example, if the sender 12 has not
paid a fee or if there is a court order preventing a user from using this encryption service, etc.
The reason for a denial can then be stated in a dialog box that, when acknowledged, can
return the user to the original HTML send form 52b (perhaps to instead use the send button
62, and to send the message as a conventional e-mail).

Otherwise, the sender 12 is considered to be authenticated and is allowed to send the
presently contemplated secure e-mail 14, and this step 132 is successfully complete.

In a step 134 the security server 24 then creates and populates a record in the sentMail

table 104. In particular, unique values are generated here for a messageld 104a (m), a
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necessary.

Finally, in a step 140 the software module 26 performs the same action as if the
sender 12 had pressed the send button 62 in the send form 52b in the first place. It posts to
the e-mail server 22 (perhaps via an e-mail capable web server, e.g., Yahoo! (TM), Hotmail
(TM), etc.). The difference is that the value in the body field 60 of the form being posted is
now encrypted and encoded as described above. Similarly, any attachments are encrypted as
described above. From the point of view of a conventional e-mail server 22 or a web server,
the result looks like a normal e-mail message whose body is just a bunch of gibberish. The

secure e-mail 14 can then trave] through the normal Internet mail system to arrive at its

various destinations.
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Once a software module 26 is installed in the receiving unit 20 it is ready for use in

message receive and read scenarios. A private label browser where the software module 26 is
a plug-in variation 46a is also used in the following discussion, but those skilled in the art
will here also readily recognize that the underlying principles are extendable to other systems
using the secure e-mail system 10.

Returning briefly to FIG. 4, this also stylistically depicts the preferred approach for
the software modules 26 to determine whether a secure e-mail 14 is being received. The

software module 26 in the receiving unit 20 examines the stream 70 of pages 72 looking for
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2) The password 102b is verified, based in part on association with the emailAddress

103a of the receiver 16. If this part of the authentication fails, the response to the software

module 26 resulis in the receiver 16 being prompted for the correct password 102b or the
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To simplify the following discussion, encryption and decryption is used as the
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of a message. It should be appreciated, however, that this is only one possible example of
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The message header 222 includes data that helps the message router 214 deliver the
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message 218 to its destinations, i.e., one or more destination participant 212b. Some
examples of elements in the message header 222 are:

To -- The destinations of the message.

From -- The origin of the message.

Date -- The date and time of message creation.

Message ID -- A unique identification for the message.

Content length -- The length of the content.

Content type -- The MIME type of the content.
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expecisdthad manst ctebchmmhnﬂs alltatlawsh babtome 4prreeipdiraguest. The key server 420

transacti D 428 to the key r42 t he key

can, gl BNR A B e A urRptrer Bin BN fasd™a o
destapi6e debemiriek @i @ed procesé 430 svilld/ @Jntin€Sn ilstep 470 the key
|nte r|t and t he %server 420 can then advi se

serveré@@@ P gssertiqada2 cetarget bl mdhe detppgse ¢3Bfaspqegated with the
%%Fﬁj ided to the key server
transa X% a}%{%‘gﬁleﬁ Olq??ne %?ge?.ﬁ,%pr ovi de a yes or no
ahsawete) 4V alidlesy detveer 400 adtiisnes sieudeceyplidd kpy d30,0ddch he

assertion 422 assocjiated with t ansaction | D 428
PrevioNSIy et HeAStIoHHRd Wt BEdrentaceoR E%féé@ﬁlfia?p ltesi gy Bte pagsgnt request
byproQJKﬁg ﬁi&fé@r@rfgh&@k &343.th an authentication authority

%not nécessarily the sane one used by the source
4E141a11nawa\smp)474aﬂnd padcses 45omidy. e&atams a6 estalilisheddizZhe ditabase

432 1 Bt ATt Poasses. RRSTmdy 0 oot Bl Pt S iBngog if he

commiuBichiiéh dykRASAI k8 sekRetard ficht ¥atbhfiak @c &&-re?@tlﬁﬁﬂllﬁg’for thetarget
Prior to releasing the key 330 for t

- 416-(esger the pollipge masyiedd, Fhe. B thertransastion 424 tﬁdemeotqdaangefaewed
> ID
" 4%%.11 %{fl’ﬁégg%gm ?lal%gg ?%ngcst,fl)g?ﬂnéﬁjf ?ﬂ/&is ac Ig(/d;g

“cryptogiipRichlly edihdsthe tranRegop424030d tAS mﬁt@llm g‘hblla:eare however,
assertign 422 of the target 416 with the transaction

differqbanprgachiee mcgarjagignsaifhosappprogehisdbaiane feblerian s endspme
nbodi ment where the
replresté’ %étﬁ\éé;ct E{Egé fow ? FES?r@o(gl ed in an email, the
c Iﬂamlh)ilw@nwam ksy symm 4dénplaped) theusmertetdd 4 pammludeahe putdic key
pened t he

(e digiy ey AR e S BB PP P a e o R Rt A or ALD e squee

414 t1Rn THBGIVely- s?ga'fs’h Bfatttmaddtien 424 b? @ﬁér&ﬁtn{]glﬁ us1h§ tﬁer}%nte%cgﬁing
416 | ater attenpts to repudiate receip

private k@h@h@@nmtwmey Ha0X mds:anmt refyliate th@l tganamnen A%e’ﬁhlw

conceBdty Spbfl it PRTSRG LRI a0k A0t R SATD aiptofen emptoys
the kel @érve04U0 dndglet:Bits ddtfiortah Berlefit-08hebbhuiiedquest ed t he key
430, . that the tar %et 416 proffered a valid assertion

432 singlp ke isgped fog bpthesiption aad derayptione thegowme 444 nd the key
e
server D cgﬂ (Iceésf?pfeghﬁé] go?&%é tgh gera‘i ?tﬁgt‘ﬂ?%lﬁ%é?e tll}gfhg afNE5n 924 Xngmated
from the source 414. There can be many variations on this approach, and the following

describes the inventor’s presently preferred one. Many features in this are optional.

Here the source 414 requests the transaction ID 428 and encryption key 430 from the



in fact used the key 430 to open the transaction 424.
As descri bed above, however, the requests by
woOnrengageisrng parties 412 will typically be hangtedsky3/037954
software (e.g., software nndules 26, FIG 3) Thus
k sa‘roé 80, d5R8¢ Hela EALSH, S
Y and usi ng |tnca eas né g&gflﬁ%/hin}%?}ov{% g%se Hwell as a

key-cleeeeemtlmaﬂamp oudhbe mi:mtl@rmfcnhxssouﬁu H 4p[Oypiedly tike Mekitity will be an
1 (1‘35r gl,[tt to _overco presu i on that targets 416
email et B s SRy JAO A" S adBe ke d20 may use s

custorﬁ&&ﬁlrﬁlfeﬂtﬁrélééﬂtﬂﬁﬁg ﬁ%souifdaeulae@ﬂéﬁfh\é%gur%g Qtl &39111 full well know

., permanently record the assertions 42 he so

its” idandity at psﬂrtotmg” ittheck fiogahe kel Grvar mnandatlagm eﬁﬁﬂbn for-bit
h nic on s m 410 CI ates  these

copy e e SO p ARl ety SR AEhan ombines the data for the

transacidrBABRS thed s £ohion 1B 428EMe kighSREHN §ﬁc[ the tldentﬁlf'}?toggtﬁglt %dOf

originating the tr ansaction 424 and each rece
generatesd hashnEhgosonens 44 ancryptsshanmshonith 949t kay, a randomly generated

numbgqlmﬁﬁcgg%@%ﬁggh Pec%mset%r ves&fs the basis of a

conpr ehensive au G 16 is a flow chart

dbipkic thersguize 44 eadrlypts fe0des for #ROrdikadMdnG24t 1R this becomes what
st em 410 can establish data in the

ti
is acm&ﬁY é%ﬁl’&é%«%?té Ao Nete, hesathssaucadi ﬁreawg thegikand the salt. Tt
& 4 5 2
sends BHRY 6T er 4208 BEAGRD ﬁg?tﬁ? H‘Eﬁ%ﬁi{lﬁme&nﬂlg Offtice 414 §/ends

wherein the existence Atlca |on
each targg 414rtbk kaypagomAd, whlthiis eprpstedrest @omded e SAUbEpATLably)
notthg] al ready obtained an assertion 422 fromthe
eta}]entl cation authority 418. In a step 454, a request
| Bp&eRteivglthe k@M Oq! 42, t1td0hoed 416‘ s%g&&ﬁ@?aﬁ%cﬁ&?{]? 428 and its

ot
nost enbogl ments this request w | rec
assertigy 4% o the kpy eervars20plftalltihar erders theedcevscﬂvm 420 rephmsmlm the

decr el o PR BB nlTh Ry Al S B ke su.
With the(d&irjqﬁm)h ke9HBOVhE €REAAT6 UecrPPlk tiRd ﬂrﬁi@laétmn%)m Ad36sses the salt,
request will include the assertion 422 of t he source

and nom&'ecr&ﬁﬁs thersperss fhssoutse dl4 vsrsl to sraatanipe ataddt combinacthic data for -
the traﬂs%éh&f‘ , e %sac?i%ﬁ :'[E 498 hA%m?es é)ﬁ t%m? §}1%t1 t]?y‘joé@gr and

such 1 nférnmation w eas
generatks @, hasin Themyt thérsencssits thllsmﬁsh &hith tBel 8dlt. iif the $esdft matches ;c]he seal

oo PR A ST Sy b eyt on ko 50 For ne
repudi&te eHetPdnis ok AP 4 4PQ s alsr) H?/%ﬂ’é P (G eﬁ&f&f&&g c%ﬁgocltlg% g%lraflsac’uon

that. In a step 456, eke ser etermn
424, encryptingdewith thv: B’P@fbn kh3e431b Land: éatetIodaiining that thel trhagadtiod 424
ot her information is provided, e.g.,
origind dillrea?%eso rget 416 is . ,identified). If not, in

FIGt ePistbow hﬁaﬂ.( EdpiGETe i8R phtesd @%Mﬁfch'dﬁta%%ﬁﬁﬁ&ed in

ppro riate action for the particul ar "enbodi nen
the dat fﬁ%é 3 pr eaysed dp eraméar aiterapied mem;eb@ndwehe: mwmmﬂde nt

h :

A g\fﬁp a4!t8§1 tgg?rﬁégsgfiogs?arﬂesc?}eampslﬂ Ve eglﬁ%gy&lgilbesegﬁt@]ohshed n
the datd2Be 43 for aftraneactior 424.0g all attenpted requests in the
432. |If step 456 determ nes that the process

at abas
i’éé SR R vy rhesogrest14gomanie tady key server 420, or to

another system having at least read access to the database 432. Such a request can potentially
come from a target 416 or any other party that can identify the subject transaction 424 in
some manner (of course, a policy can impose limitations on this if desired). Most typically,

identification will be by the transaction ID 428, but other data can potentially also be used to



server 420 assigns a transaction ID 428 ("t-id" in the
figures) and stores it along with the assertion 422
wohoddvgsour ce 414 and a decryption key 430 i nPCiAaIS2003/037954
dat abase 432. Recall, as a48matter of design or
searc}P@LdebﬁHa{s%MBQ '&ndﬁ@t%nﬁﬁ‘l% P ARRHEADA %% (t@]%d tl& 430, an assertion
decryption key 430 may or nay not €'s 1
422, act\l@-ytrmsectmgf]&faetfyeﬁfz iddritigy kﬁgmsaﬁm,etrarﬁ%onalm sémi @ rhedived times,
ot if desired. In a step 462, the key server 420 replies
c.)- to the request by providing the transaction ID 428,
anla ke 4861QRy RiehBIY dfaNe é’&@cé 41415 dbrin8Y bylify eétﬁl@tthe Nertion
steps are 'shown in FIG 16 for the encryptin
422 itgeifigilyprovided, whichihas bepnotoredall along irsassodiationd@ith tiEdransaction
ID42Feep things sinple here these are treated generally as
heir labels inply, and nore details are provided,
b&d oWep U88,ah&peBerft @dquettlis teplibd RSMRAiflMBlthd fRirdeA19€The reply
416 has_received the transaction 424 an al r eady
and thsmerselivearicadeean bawaep, thkomaphorast Frnnsitaee) tibn reply can

T TN Ewp—

the reply cex pﬁﬁeﬂﬁ thelirtata TYesHos INWIRORA 4Bt Povide an actual identify. The
PCT/ US20 037 54 46 enbaodi ments this request w| |
reply sy ep i é sfieayrtion ksy 43f dor the frarsagtien 435, preswapllyjogly in
oo LRSHILGRLs (485 00al ek A SBUAR G207 R B tPLR e
encryptedtrszattiar24DmdABe taphyt cananeludd thie detrgpted dnasctiom 424 24ain
asserti.on 422 of the target 416. In a step

presur&@gy OngénI?B?/rOQ’é‘?R‘?é?rC%gaﬁ“éafer mnes if the assertion
42hally, ih E%tdpaf%efheﬁ&:ehsﬁ%(y@ﬂd’s drieaRdrdef414 R €now unable to
transaction I D 428°is for a transaction 424 that the
plausiblyrgeidiaig rej téaqgiicé@@ﬁ@l‘ly authorized to view). If not,
[ t. t arye 420 ca ke
ngeG;el i§ g Elg')r@vg(bhr ] ac}egl 18§ 4 5}%1 abéx? Progess %]DQ% \M}l éata established in

the dathdher432rah bomnsedly doafiter tehdt@Pregldiation bRkt Aler Or
ected that nost enbodi nents wll all ow at

| ‘B‘a%%t%ﬁ%f dlos prosess §0P sytie Jresumpbly dptadas aléeadai)@en esfablished in
the dabBY&VAH. fopgggnﬁkﬁ& 4309 all attenpt requests in the

at abase 4 step 466 determ nes that the process
450a gbpi04] aceqidstioeverifyithat the eqrgd A0 6trbeivedythe ﬁﬁ{s‘dﬁiorﬁm is

dﬁ)tt?; gsthe %éﬁertlog 422 of thet?r get 416 int
made {pInG K teryies #20 0L apeiher sygteny hay et leapt igad agcersdn ﬂptwiamtse 432.
Such @fé@luéshﬁlabf@gﬂk'ﬁdfn e ol el 8L lnydler Ad Sl%&ﬁ) i dlic

ey server 420 retrieves the decryption key 430, |ch
conﬂdmaaélon@rﬂ@ancem sdepti€y e subjeet tmmhoaﬁ% and\e surspectted target 416 in

some {X)/y .'1\?%\%)&)10% A hcfé 18 fé%a?{](;gt\{lg ??I :ng}h E,r%ﬁmgcg}cﬁlgﬁsﬁgi, p}]]t lflee gstwell

other ddt@ardptAentiall® aRodeaSed #H2GarRh de dabiase 432. NOW
established I1n the database 432 for nonrepudi ation

aHe eripQo. pilieBis e taredifisprived tha trangachon 424, rerelyied it a
s LGP o SRS SUSHET AR e
inspedtlag gettargdtlfsértiogs 422 hirl ehdrtdaayr (EeGR)gU'IFABZE 1)Rh&8hasbeen stored in

etra saction 424 | ecrypted and vi ewed. As not ed
aSSOle‘ﬁanp%’é% &%W@n%ﬁ@ fftthléégw% {rotuds qerieseytinn $i7 oldle target

416, off#fludes one but other criteria are not met, in a step S08 an appropriate reply is made

to the request.
Alternately, if the database 432 reflects that an assertion 422 of the target 416 is

present in association with the transaction ID 428, and also that any optional criteria are met,



"cryptographically" binds the transaction 424 and the
source 414. There are, however, different approaches
wand4asisat i ons of those approaches that are seCraisk@3/037954
for this, and sonme represendtative exanples are now
in a stB SEEM hat@rPUPTor BiPEAsY I's enpl oyed,
lnaS?%e sou%@g?%fh ggﬁpﬁngkudg ?%@a%%%ﬁﬁ%ﬁ%ggh'(the
d®lotey piteiroplidsemd 430N atum of Merifssion cho nlsd Bke intanyrfomisdese. For
. to the key server 420, The source 414 the )
instangf PP ey S g e 'F IRl ke et B wiomoidr e
decryptionU&l 80 tihiethe @ﬁlﬁ@@t%ﬁé’dcﬂgn 43 'A"l?e&@aé&?{if tHei8quest asks and the
encryption key 430) and cannot repudi ate the
embodimgnipesmiite,the peply T igfarg hovooftapindavhen the tirged16 wwak pyovided

PKI ..syst e hi eye non-re iation, but this approa
the ey B PR, ThE L pHEsloe, BB B 30 GRERRAEEY only
in appe@tRtd difcubi@tddeed Ui dhd@uest EandinSiuBGHR dMBMpted t+4984tibR|24 and
bot h enﬁééptlon and decryption, the source 414 and the
the replygan gpudethudepryded Eenspettoard24t again prgsemably enlylin apprapriate
. | rove that the transaction 424 originated from
cnmﬂ*%%kggurce 414. There can be many variations on this
apimaiindh a seapS12hthefpoddeeyb000:nde ERG thize 54161 nbMBAbIRO Plausibly
preﬁently preferred one. Many features in this are
repudigisithe Hamsactig #24. ne source 414 requests the transaction

| .
R4 AR g alcAah e R 2000 AR 0,
the dafmbasei 4385V, coataih ettenskepydagesuitable4@0this Agiladmsastshelsdata s stored
...wel] as a., key-creati,on ti ta nd an j.dentity of
with (g R A TS b a APy e STRBAEEL M TeAb ould be
straigl@fiivhrdadlel &SI8 olapndtrBhcit hsheRonnecessarily the case.
For instance, the key server 420 may use its custoner

niftlervations ¢rdeertimeyts hgve basn slesaribed abaye, ishedd baenderstood that
Ll fuld well know ."its". identit ut
they B ER Ggocety Pl pliBR e ndin i S Ml g
scope bhapregeredl enbdditherit-shodld n6 DY litited BE amef ths hb@e RYQivda
ossible errors.] The source 414 then conbines the

R ; : . .

exempiary £TPOAieeRss, bt theulschs dnsingdaulyin acqordgnsawithdhe fobowg claims
d thER&qtil anp, and the identity together and generates

e Rash e source 414 encrypts the hash with a

"salt," say, a randomy generated nunber, and this

encrypted hash b I the source 414

encrypts the datﬁﬁsgg%ghgff§§ﬁ§§@$§€hrﬁ24, and this

becones what is actually sent to the targets 416.

Note, here the source 414 creates the seal and the

sdhe presant insentien, tiaciklens boen ilbistraed hetein withathe thusecnoty server
systenté g@h Eﬁej?oé@%ﬁﬁ%%icﬂ?gts&gﬁlaﬂ?g%qq tyﬁ %g}%ﬁluunr {Caeqfig}% gxsie%? gf'O as examples,
is welBduged regpBedion A bite@s nbi@ris ahirdddientsueh 84 @B Mytbref Ot

the seal. Upon receiving the transaction 424, the

t Hhybiternateinspasdeniarhbasthegi widaly sgarded 45 8 walddrontisr, largely
' v ] S
wanSS3ET ORI 0 005 SSRGSl bl 1
considesyd td BO an eheirdisyent swdadel rapid ichamgg) Amjted théerétaledihg, tayid @bor
seal. Wth the decryption key

. the source 414, anpd th

lmplem%?ﬂ%%@%f%ﬁhﬂ%@gxgﬁvedeg eyt the prrsuably bestnrenireat risk.
Regar@e&ST RS ethf t6 Anlioh these concerns are actually true, it is incontestable that
there is an existing and growing crises of confidence when it comes to the security of

communications via the Internet.



and now recreates the process the source 414 used to
create the seal. It conbines the data for .. the
wonrengaetsron 424, the transaction | D 428, the PCT/US2003/037954
ti mestanp, and the identitysotogether and generates a
h bt ' ith th It
o0 pret iR I cntbBBRNADS il e phd et alliblk {abiadR i
integriy./ordath; towplemehdedinkssgmoédsseskmvingdey werved@@ntst el to implement
Inesqggceagééwﬁﬁnnot repudi.ate the transaction 424. This
DONTERY YR U ap g1 BSSERLORS aBhEBEITYRES-a

t Ta8 Faehiieis cAdfio REBY YRled Benldin M t]
key 430, 1anlosl I g?ftgr cl g?m 1ng t ha%g/%to%gn%l?gaﬁg)ggg‘%{%hfnggﬂges and
transagliqng) praweld as paties teeeisingrsueh ddmumEc@iont7These @ofimmicating parties

rt depictin ui taple ocess 480 by which data
may i e RuG R B L G S bS5 e bRl dctetig, €. personal
compwer) dteebdpptighdLdicr epudi ati on by the source 414. In a

step 482, the process 480 starts. Presumably, data
allhe BEpyoIH 48V epEem nelgblyisivershunds liser commpleditiealofpeork8Dsyistams. The

. ' 424 t 484, . Tt i f
major Sp kPSRN ikt sl Bl ke ¥ ey Bl S s S o
autherdivatetidy any sieams hefitieg: tatthd Iegserveearhifeifd be h Sintpl€password,

. . database 432. Such a request can potentially cone
digitak Gegfificatas shigmetrisy gicoFhig synpbicks s Pananyed prutragtn thefmdothipant

currenk PEbIRYDIBRL kﬁ{}f ﬁﬂéﬂg,t\bﬁ&]eiﬂ%éhqe& artl Y 8Cei VRE Hl%rstt r%lg)fs’rt tordirectories of

cour se, _a policy can 1 npose [imtations on
one andgleir's eetfifiedpsblic kgys,caldlajl partied @nist bé pretiegistevdd dndgededt in such

. the transaction ID 428, hut qother data can potentially
diretgri§ R REEaaprisgoeise oS soTmesAgsE TR0 B osh yefemd). The
currenfl§ dréddniifight deeaRAs 814 38t RO iR&S @Jc%é%%f&%%gﬁsr lgeg/t%ﬁ&a fté ffitial set-

I D 428 (e.g., a key 430, an assertion
up burden dkuses corgplsarkeys, often haiamg hundrédsfafidigitsi ami thus not able to be

memo B SAEHLAR 137 ARRTY plent SR 185 b okt Bsbint avch chomplen

pre-stdryd k&ygpBeit dxaghpld) eheasiSepratidhl wA% 2o lide dﬁmﬂhic%ﬂriv.‘éte key system at
) %ow ded, which has been stored all alongin
publicdaskt 1SAOT BiersoramRlava hardwaeecaid fir keyBtoras, such as asmept card. The

bodH88nt - Lie by, verifying.

embodfints bF i Bh 50h o S0 RSH4 Bl SR8 fulendfey mb) Bfonaty use

such), wed iliely clatriobnecessarilihtiedue sert &kenlyarfywipos-b& sydterhs.
ipstance,.the.reply can sinply i1dentify the source

415 PrRTpLinySRUTY IS afsp cpily and gheamicalty eplement shlage dheeehrrently
ex1stin§%’{e:ﬁ%t éﬂiﬁromﬁegﬁ g{) ?ﬂ%ﬁy§ﬁ e 'GFhE Ia&diﬁ[}ﬁﬂll z%r?all% ;fﬁ% ﬁcg&ity server

answer an rovi de an act ua
or keyseiyesme s Avenemingerpbrathd anfreotti ercyeyyar ihardwaey Chariotingt he

a ion 424 .presunably only Ln. appropriate .
embodh 415 BE ﬁ%"eeé‘%‘("% iglso i the e of il Snabiurisaly prptiing
in the §df@vai€gubSIn@aichtitls UAE THGnvelibh YRbESLIABIANSGRs 2B A2fkes in

and the reply can include the decrypted transaction

the undeslyinglatarpet cpyisenmens i whishyt may wop. Bstweenesenders and receivers,
commhERMTEAISE B B ABM 1 0 Ry R SPad BB B 19
conventiepeidioates ahdasihg asssi@billy@tind24.equipment.

The present invention also particularly addresses the growing needs of enterprises and
other organizations to provide collaborative communications. Using the security server
system 210 to illustrate this, we have shown how e-mail, instant messaging, video-
conferencing, multi-party document editing and, for that matter, virtually any message 218

having a message header 222 and a message content 224 can be secured. Conversations can



FIG 18 is a flow chart depicting a suitable process
500 by which data established in the database 432 can
woOeomgasi3to counter attenpted repudiati on by tkeThBR@8037954
416. In a step 502, the praaess 500 starts.
I bI ish h
be oo g iy R 1088 n b e A R AR B 25 By b many
messagegAERon b oelated idpyc trhatcurdlg ahdeffriendii@xciengbd Gdletcbﬂaboration

tion 424 is e to the key server 420 or
particlgge s & {FERRREha Gihie 'g? SPg5S P dasbingiianeatdhq wessges 218 from
one athARAR SRR aboraH e AvESHUER! Tﬁ@é’ecﬁﬂ%%e”e? E@ls'ié?r? 280 Hlaftfains a
414 or any other party (subject to [Tcy
high levwahof slwuaty drsig thth ednvesatiombe secufiyg tﬂmnﬁstgieemhtents 224 and,

option g S e Fiopsie AR PR N st B iy herele yheoration
partlcipl'aﬂt@%%d)lﬁﬁlgl a@d‘li%éamﬂglfhe%ﬁ@erﬁloﬂ@lthu 8} ﬁ%ﬁgg%‘scale

potentially also be used to search th dat abase 4
thatpnwaatmséqmm@notvmt@mer the target 416 received the

t el ved unber of

RS BRSLH POy SR UER e BrecBREn 5oy Fefem Rsatqnsystem
310 adat eqampledf yw Weﬂ%ﬂﬁé‘d it ot figplbAEAIals MBARES hrobGEsédRing key

and ot her data (see e. TABLE 1) Eghat has been

servervgRisgAs has bess éé%lbp@ ﬁlgwwwttqwsw eanéradlinigorvents 340 get biyfan
onglnﬁﬁk §14gr819'<|§‘ ﬁ%&%@g ééﬁl{ej?lbﬁ Br flér g%gtggé tﬁe@g ox{n gé;ga?ft of the
actuali qn1gina$ctréﬂ45’(l)ﬁe m‘mmpmbﬂmnl 32t4&s t@nlsyntl eBciypid to be bhBore

reci .rrﬁq?leét. ﬁlternat elé‘g% t he dat abase 432 refl ects
CCIPIGTS, rﬁs { & ESSURIgIHS SegK (@ Wgwtt ¢ @W@a‘gl@ 3% sabipgt to the
contreBEO&/ et 32170 Ybithvel ¥8nik BaP 8RGO All S %4@&% FHriiGreloP ke

any o tlona criteria are nmet, WD
recipiguty3 3 oBv9b4 Communnafaprsfikp d6d ® afailarpo epen ay er due to a
epI for thi,s case.is nmade,to.the r Not e,
faiturd @R o SRRRYPE B e iR Eaiien Sesitikevents 344
arenof@ny forms here. For instance, the reply can sinply
verify that the target 416 asked for and was provided
t lhbe abjlby ippeview tk@posmg@ evorts B2 asdihicaegativieansets 8 ror to trigger

actlong’ ﬁ%seg’%lnttﬁérﬁ qjia"é CX?Slﬁgr%tﬁQ S‘uﬁt&qﬁl rsegiamlpﬁe,rs,’ 8&%%%)\5\5 %]ﬂrggreg%lng

can
busmaslmfs rant! loéheir antgt&ts d@iﬁng\mcq@ﬁmumdﬁd withhecigRatsy316i c@ﬁ nBﬁ%pemfy
The %ﬁ§ n al so include the decr%ptl on
with Caé%olhﬁs &% when the commygication 324 eanchirs lmw% Sow afjen it

can b \H@W&P %& %\theﬁ Ei‘trba!n ) ll%‘r%%uﬁggle%ﬁ z%te& gn 'ﬂﬁ&ﬁ%'e@?mté 352,

and the reply can i de the ransacti on
onglnaqtgzs 3ldgmdrq>tlgﬂr eppmabzhty pamnley ca:mdﬂqimnmqmﬂ wha, and how many times
ces al | roce s 500,

each rgcﬂ]&;gn r@@qats g}ed%etd t ei%oq\{@ul Lol ep a&lﬁyég)g e negative

events' RIRUSH SihStof B 4L dndARHRE bp ;S}B% 48 pafties f:.'ﬁf dasiitd g aﬁ&%ce of any
passage of transactions 424 between sources 414 and

attempt iy gegrecnurpeipient BES Watieh dreeconBrunitation38a: eri anydileshatienpts by
recipi it AU PR Mmdion e TR0 he Qatabace 432, °

r Reisifidg g dxanpldintthd Bagkessund X0 ctioR 8f @ financial brokerage
company needing to determine whether a customer has received notice of a margin call, we
can now see how easily the present invention can serve where prior art systems fail. By virtue
of a customer (recipient 316) creating a positive event 342 automatically when they view the

notice (the communication 324, say, an e-mail), the customer is not burdened with having to

affirmatively acknowledging receipt. Also, the brokerage company (originator 314) can



straightforward task of |ookup and report generation.
Wi |l e various enbodi nents have been descri bed above,
wotosiawuizd be understood that they have been pceasmiosas79s4
by way of exanple only, and2not limtation. Thus, the
. : . di houl.d . ..
R N e R L A
unnecesspcidditiving] adiioh. Ahauhtdlypbe diefuced costbiet Gre@BRA! BPAGRe event

with . the follow ng clai and their equivalents.
342 alrtﬂleseger%wheﬁeﬁgﬁx @lp I‘_’}GT"%‘FW@%? wifhinea sehp@ind (@ gontpliing event
R | al.ed A LD the the security
340), sefb\igfe?&selydgmhglo, ?ﬁ?@%?@? ion system 310, and
t Aike poseniiircativn hasalst ssen4llGtatddessipvith, the ¢canmehication system
sui ted for.application in current petwork environments .
N0 2 rragwle el st iefsdon HrRiFReRtng PfERNEHER BPY aCusing
authefR@RohAEHInE SUPKARLrREs. AsWal Bedn RALARA; Ilicﬂ'ragteigﬁroache have
.. untamed and unregul ated, and where one Shoul'd proceed
still neij addressadtallogpncems with shesusevdigitdl yommunhterseth pastibdarait has not

nvir.onnent.. where rapi d .chan |imted understanding,..

sddre R R o St DO O ot P v e A ine
t MRe pres&it iAn}ioR &S breplyaR@kRiemtto irafdactind 394860 Li88Hc@dn sources
the extent to which these concerns are actually true,

and taygets. Ihe guthapticstodifentitisgef transeqting parties assussd itognpleient

nonreﬁfcf?éﬂoﬁ% Ji#h%leé A%ﬁﬂfo%‘xgl% ?fr \P:é’gk?{f%ﬂetfyl sﬁ (Hg%‘ﬁilé{o?m%@?en from or the

security o ornmmuni ca
compl2@QiHRAAdBion PESet fidsPAAR¢ 3nkatting Rty I kiby 8&€&Y both nonrepudiation
ioventjon gr O\Elii des nmessage protection tqg achieve
and a"@ﬁﬁ?% roXjdet psing the VLIS emon ¢aaimst, edstingdrewelngies (e.g.,
Publicd§y} Hﬁ%&rﬁt@t‘é?ﬁﬁﬁ%uf@nnﬂeikﬁ%ﬁf% %ahﬁ%ﬁﬁﬁ%sa; privagk £ and actively

. inplement nonrepudiation and audit usi
using @ jertenducieg & signatywe Adilitionallnd pedy nsalingtosverifi e transaction must

i nvent. on, S easy .to use.b ar.Lies ndi ng . )
have 4 S G QT SHGS carigye 14 it ARtiedle of Pafradteriomsners
Moreohet, lsu@Be:Rgiirgl tBEmbRSRIs o Rt Fré&HeCOIRBIO b&GHck Bbotl REREpudiation
conmuni cating parties nmay run a sinple software

and audfdul e on what ever hardware they may be using, e.g.,

. " rnet _applhii tc. The . .
o PAER R AL 0T OB e OB ARt Bl ramiade A
transacifonouttle, @fdet, Sy Sbn usdgny MBfhed, iBele i PKIelo¥Bte | S
nonrepgﬁlg(i ng conversation keys avail able to any user who has

HIOHH CHERANGyeoe)- Fiiriesmaiss theanathed the tpsmctiey source uses
may b He\s@hre oyaﬁﬁer&g(%& A nRaRid TR &#ﬁmﬁ%et u&% .%.tc%htrast, PKI-
IS sl [CIty is In

certi fl.cat es, ionetric, etc.
based teahiiddgieoregnas thetuse bfign infmstoudtiraihat ictistaiiiy all parties

blic-private key. sche wherei n senders. and X ,
(ranseig P lofeep oAb OT 5 LG OPRES G S ifwiepgionglos in
a datalse6) isk ia@@nipiibly @i Y% m RGN S anBAG o Bt atBSvith PKI.

pre-regi stered and present in such directories

(Phaprgsent bwenliigreisehisrte provedeavanyin degroé ofsirepethisnig associates the
cero SRS 8] S URe BT e BHLLSR) WGBTS
of autHeay catidni(t.g., ifivint & @ker $Btpassword to a two factor authentication), the
transacting party dynamically and automatically increases the strength of nonrepudiation. In
contrast, most prior art technologies only offer a single level of strength for nonrepudiation.
For example, in PKI the strength of nonrepudiation is equivalent to the assurance level of the
underlying certificate. Here a party can only change the strength by using a different

certificate, having a different level of assurance.



up burden. It uses conplex keys, often having hundreds

of digits, and thus not able to be nenorized and
wozealgsnay from a system whi ch has sone nean®Cras2003/037954

access such conplex pre-stdred keys For exanple, the

O'TIh)é P%S@ﬁttlh é‘lltloﬁ@sy algoo?blé‘ EferfoRHRl c?ﬁcptir%s\f %ggsn gfééﬁéfegh%%le

['1c USErsS

trust I’aled tl[la:b olkey beditasa gdationsitips. &r axﬁﬁﬁétan(‘cagﬂnza'ﬁbﬁ can enforce the
menpts of the i.nvention do not require hardware

rule Og F‘&Eelt%at% h@ﬁ%‘f‘“ﬂ%?"‘%tthedﬁ%}f griforgig a %llf‘c‘?ﬁonhéﬁ“dﬂmg its own
authehtt@¥oA 9s8RAfonB RTE 83 @fgahl)iatl&%dﬁ forH(f5 £lue I)? ovg%% aﬁd niathtaining
pre-set systens. Thé€ present inveniion Sy
its owarkgy sevap tikeretyl gpfomiplgemete ofainl}etrmsmnghte omraudntsbxwer In contrast
ternet .environne I|ttIe or__no

most (itr o heleearr e %ﬂ?ﬁﬁ@%@ﬁ%ﬁé@f 90%9 dgilion g gagi. Using PKT

again €AY EXanifFly, i ¥8PstH| bh%%rﬂ@ﬂﬁ: QU Qefidtah
hardware. Constructing enbo n%nts ggﬁthee?%%%ﬁé?%antﬁuﬁ

the certificatesef the signgy. Iohwior aﬁg@nﬁHKH:bas«bd systeinspeewedfier mnstltgust the

LCI the .,sof tware and conmmuni cati ons arts.
Syﬂmﬁﬂﬂﬁkéé)q@?U&ﬂatmml %%tably, requires no changes in

t E er 1hedboVey bftfothet, @abis, BAY kBB Mat ke pMHetNinkEntfBAYill have
Bet ween senders and recel vers, communi cat | ons

Wldesarﬁa% pdusirial appdicahilien aad tidls suproted) thgx the carmmersial uglityl of the present

invent®will b4 1@?{8{5&%%%'1& igapyentional routes and using
essent | y stan eqU|pnent The present invention
al so particul arly addresses*t he grow ng needs of
enterprises and other organizations to provide
col | aborati ve conmuni cations. Using the security
server system 210 to illustrate this, we have shown
how e-mai |, instant nessaging, video- conferencing,
mul ti-party docunent editing and, for that matter,
virtual ly any nmessage 218 having a nessage header 222
and a nessage content 224 can be secured.
Conversations can WD 2004/ 049137 PCT/ US2003/ 037954 51
be carried out by, potentially, |arge nunbers
col | aboration participants 212, in which many
nmessages 218 on a related topic are securely and
efficiently exchanged. The col |l aboration participants
212, alternatingly, can be the source and destination
of the nessages 218 from one another in such
col | aborative conversations. The security server
system 210 maintains a high |evel of security during
t he conversations, securing the nessage contents 224
and, optionally, also the nessage headers 222. It can
al so efficiently handl e coll aboration participants
212 joining and departing the conversations, thus
providing an ability to scale that prior art systens
cannot nmatch. The present invention has al so been
illustrated herein with the comuni cation system 310
as an exanple of how well suited it is for
i npl ementi ng busi ness processes using key server
events. As has been described, the invention uses
controlling events 340 set by an originator 314 of a
comuni cation 324, or by another party setting these
on behalf of the actual originator 314. The
comuni cation 324 is then sent encrypted to one or
nor e




recipients 316. As the recipients 316 seek to view the
communi cation 324, subject to the controlling events

w8404/t i ve events 342 are noted. AlternatelPyr/usk003/037954

one or nore of the recipients 316 fails to viewthe

comuni cati on 324, du%%@cﬁﬂt%e to even try or due
€

toa failure to conformwt controlling events

What 84daialedaosi ng t hen to view, negative events 344 are

1.

nqQted. The ability to review the positive events 342
afnd Y E’é §errehe Céwﬁwatﬂ&? mgpsagp betnegy a Plurglity o participants,

whereRP@8h QBa el n{1a8 06 ABRIeASh AR h‘gelsjslsﬁ%b bbd¥nt, 78 rgysgtérﬂgr%l%ﬁsing:

2.

originators 314 representing nesses an

eAmassags rogei thaimynbertcihmparicgants wis & hetweck mdddlivelthe message
can noy speci.fy w.th controlling events 340 when the
corrrrunp%%{%fe]ﬂ)ﬂleﬁﬁlcé%tsf a5eq ot mﬂleﬁ%%ﬂ en it
CaRePSerVéranRdiorsd ¥hawbREses Cof@saitn kOIS thdSarMiiBNRY -wherei
Base% on the positive events 3iz,n origina orgﬁsldxﬁﬁ%mn

ot her &g coprersation seystareuseddn apgly protecimnitd thewhessageagutent of
how mapy. tésrsgese each recipient 316 has viewed the

conmmuni CatT o 324. Al ternat el y, based on the negative
events 342, originators 314 and ot her appropriate

parties can determ ne the absence of any attenpt by a
gilhepysicse ppelaim Latkereia sgidauptepiéonciopindes 4t deasboneanambeyyof the set

&0 i : y recipients 316 to view the
consmco%ﬁ%%ﬂlléggﬁlll%&ggﬁgﬁ%vi siting the exanple in the

4.

Background Art section of a financial brokerage

c any needi ng.to determ ne whether a custoner has

rgg‘g%%e&“ﬂgfﬁ l’o‘Yh%ielH’iargi ncall, we can now see how

eagigattidihet RirffRhe AYERL 1O ssnadd Sp'%?ﬁe{ganfﬁere prior art
tone r

systens fail. By virtue  of a cu eci pi ent 316)
cthegpattivipaatyreediving theavesse g3 desitnetion patitipynteead t hey

view the notice (the communication 324, say, an. . .
ST vt aeietis oel S8 HBTerEAaGTER S04 o Reipant based.
af fi r maf tegakyt byekid @vh@eE ghitidipaft Hepdby pihffiing H8d

br oker ageéq,corrpgny (ori g?natcg §14) gan WO 2%04/ %)(Zuéciew _
PCT/ USP@USipad 19 Bzptect the mersagcaeontant pbthapmssdgs erdtht said new said
the nofi n viewed, and not be burdened by

t aki ng&n&%rnsggi%ﬂg ry additional action. Alternately, be
virtue of ‘a custoner creating a negative event 342
a&;gomatica |y. when they fail to view the notice within

a ®

SEYSEER POtk CHr T8 SHfkgY s et relegsrg, PlymBtynisriEmeyesaid

convelsATRARN s %@&dtcﬁﬁkaesiﬁé?g 608 ?écﬂs?c, ffl%feibggv%ig?% h%(/%%?ﬁ ta%l%seaid key

i nventi'on has al so” been | ustrat

server (@ nalease e atideonwystiomkent dderasinmomexadediredof how wel |

suited it is for inplenmenting nonrepudi ati on and audit
using authentication assertions and key servers. As
hake SRR 8688 Defherdthi Or art approaches have still
not addressed all concerns with the use digital
chamarticensnt smding|the passegeisiaonrdepatiitpantit  addr essed

t . ticul. vexin rLobl ens of .t.ransacti on

B S R S LT e T

| @i etyyseivaansgprsenicwt Qid saieaatibnBeyPRérhiteSsaid source participant
transaction sources and targets. The authenticated

i dent i P36 OB Fequpy by saidisagrcp aprticirank therehyauoyigding said key server

| Pl eMBH, said conversation key for storage and later release to a said destination

participant.



nonr epudi ati on by either party. Additionally, by
persistently storing information fromor the conplete

waubtdmasizcat i on assertion of the transacting paCTRSai03@37954
key server, both nonrepudi asion and audit may be

vi . : | ‘ ST .
6 PORGSRO RS oAy ey Bihon e R01 pREHRy SR} W said
converdaticthekeyt baded ou&&mgle/\n';etldh req@est) thereby gvadipg ibaeing tk esk santkey
actively wusing it produci ng a Si ture.
server KUEHOF}dﬁﬁaia}‘XFonﬁerﬁ%’ eﬁf SEEYIYS g“ev‘é rdF?qV%a transacti on
must have a copy of, or otherwi se retrieve the
digital certificate of the transaction si gner.
7. Nbiexysem ofslaiin kxitstdingait ey paveayelessed en upistipg sard denvarsation

singl e service for hoth nonre and au
ke o BroRlelre AT AET SRR SL P ey G R o R an
authorlZati G986 saill 95ur5@19éﬂ151§aﬂtt theRby PEARNSHIE! JalNd SRR, F?artlmpant to
target, or both can use any method, inc|uding
procesp ﬂmm@magermntﬁpqﬂﬁhamaswg@f\ﬂlﬁx SN existing Sﬂ@cf@iﬂmrsa‘flon key.
Furthernore, the nethod the transaction source uses
may be the sanme or different than the method the
8. TRNSafhl OMcldial Jethetsf 8 unldlie ¢autifiasts asfllateddaisie said
technol ogies require the use of an_infrastructure that
conversatiqry kpy; %@rqby PaTnittig sajdedestipationpagiiaipasts togupade sgid identifier to
said k%}f%gﬁegﬁl}e@%g‘ estﬂl%nrh ﬂjagl &ﬁ‘t’%?ég@e g%rgéuo%ﬁ(ce t0 Pﬁ)tcgfs tH9nRssage
cmﬁaﬂbfﬂﬁn@ﬂ$mymchanlsn1and do not |nteroperate mnth PKI
The present invention is able to provide varying
degree of strengths. It associates the degree of
9. S’fﬁ@é}}@%eﬁq 8 &1find DSy 1RMR SR InGAd R Ro@br 5r@§ce§ SRRSAGAd filkases
part By incredsing the strength of authentication
headex(leeyg 1q theperficpautsewhé¢Bmpmsbhvader eys aretused faprptect the message
head qﬁ;ﬂentlcatlon) the transacting party dynamcally
cadeL DA UEREL i cal |y i ncreases the strength of
nonrepudi ation. In contrast, nost prior art

technol ogies only offer a S|ngle | evel of strength for
10.. Bk Sistett af ¢laim 9, wherein gaighhieader kaysee besed ogtarmaeigber ajfthe set -
onr. assurance Ievel of
unmmP OF&mg gﬁaﬂégrqy?mggﬁgi%%§$%ﬂgtparty can only
change the strength by using a dlfferent certificate,
having a different |evel of assurance, 004/ 04 %?7
11, pths y5taywal dangsvhesenpid hspdes Kgys arp %ffﬁr?la oy gach pE e
pmﬁm? &£ to enforce specific trust rules. It enables
exible trust rules that follow business
relatlonships For exanpl e, an organi zati on can
12 eiﬁorc Lﬁ f authenticating each transacting
: & SSth O™ g a rule of only trusting its
OHVBonV%%gaHSI'i‘ Is' a‘i‘f@txbl@dihg@%ﬁ 8 phir8IRS of fpicaf) rélE@A M sEACEDSF the
can enforce a rule of owning and nmaintaining its own
key semgesages, her eby enforC|ng a rule of only trusting
t ég%lgvgrsg Oléggl’tléﬁvlll sé a rnlleé’xllbc? nﬁ%lze%gt} ouflt@S%rtlglphl% pglnutcmatlng n
nonrepyﬂda@hgmaamq audit. Using PKI again as an
exanp in a systembased on_it the party that
e ﬁ@ré@r&aﬁen PHHARHRE FINAIGH 1905129 DRRETE é?lineﬁ‘il%wah the
of the
ver 1 B RgfoucrTobthb llrdibh o BRecfich iR FRER, BYF R TBipatc i sid
t r ansacdnversatiag snd

said header keys are different for each said session.



For the above, and other, reasons, it is expected that
the present invention will have w despread industria
weaeppi#oaadrl ity and it is expected that the comperaisados3/ 037954
utility of the present inwention will be extensive
anfg.l I WAl R : Up0
13 e sy of Sl WA AéSdod roletiog sy{se)ﬁjg?né%%rﬁém G of the
particpenigrastl yomommigatedaisaides semssagiasthateveddie megdage edquesting a said

of .participants, wherein th sage has_.a nessage
convefkatR ke E bR AR R AV IeT FES SRt EORPIOk Hgpervgr and
comnfBRARAS ohe f Bk phARIpAAMRGE§HEndeNT tRANEdEEPRAL SonYdifks Asaid
network and delivers the nessage between the
convepration key darebibacidithting stiddkeyssvageldasing eaid candersatioaykeys to the
articSLer that stores and rel eases conversation keys to
participsg participants, wherein said conversation keys are
used to apply protection to the nmessage content of
t he nessage. 2. The systemof claim1l, wherein said
14. pAae sxstem Rf Pladn ddesheein east one nenber of the set
c [ SLi f I.ng.and hashing...3., The st em of
craTipeOr B RSl D AN St B R SRl
IS a senssegepaidt i ci pant; the participants receiving
the nessage are destination participants; and said key
s &%1¢ @prespagr sotemakes @ febamanaign vaiethet foaprByIee §aifl ey Tequest
source ased
part  oriane® & RATLeP AR borcd W e BHGSE MakPO AR Rqucs
parti ciEasuget o protect the nessage content of the
nmessage with said new said conversation key. 4. The
system of claim3, wherein said key server rel eases a
15. PITHE 8Ydtdi 0PElaR@i S WilgMeipal d  conversation keys based on
a single said request, thereby avoiding having to ask
s aicanyeasption & aregxchangeall e pdwralitysditepiesdiyvelatsdtingandes of the
every %&ge ope is desired. 5. The system of claiml1,
wher ei n: %ﬁe’participant sending the nessage is a
S QbBeerfioh peitiopaht is aierliedr boif eeR@Nths pheiegiautsiBrtidigating in said
nmessage are destination participants; and said key
ser ver CQREEPHSLa new sai d conversation key fromthe
S | . | . 9 y . o
< BItaR R SRARRAl e IR o BO SR o P Tba e BB Lo pypicipate
W t h sai shidoomwerssiadri;on key for storage and | ater
release to a sai d destinatio COI1|%_arti.cipant_.

28 §apa e partlippant iisam BXip ersation part101pan\{cvgeeking to no

longer participate in said conversation;

said key server can create, store, and release one or more said conversation keys that
protect the message content of subsets of the messages in said conversation;
and

said message router instructs said key server to henceforth release a new said
conversation key based on whether said conversation has a said joining

participant or a said departing participant.



16.

55 6. The systemof claim5, wherein said key server
accepts a plurality of said new said conversation
woeys/ased on a single said request, thereby agwiusong037954
having to ask said key serder to provide a said
C MRS ARk ibd ' L ity ici
e & 1c%¥1%§1¥m£étfﬁ% aq{}%s{i% b%?v%erneadpl}lealhg/a&;fe articipants

system of claim'l, ner el n-sal y Sserver

in a netwioslt, iwlgraaile motivipsrs a¢ridimg thk eyestage ds & soudceestitipaitiaod the

: Lici b b
partlcg)g{:l’{s:rgc%egvd% the message: ake deshgatip

ant _based on request by said desiination

ngg}tﬂ the apessage has a message

headePid & §eRABE cortSR! BRI PRSI UdniiitheSal d destination

17.

participant to process the nmessage content of the

mé®saighe sdurde ppatidpanti sting sai d conversation key. 8.

The system.of.claim1, wherein a unique identifier is
associ zt)eggt@ﬂ% as%ﬂnéf?rsﬁtﬂ)‘!’fbléerysat ion key, thereby

per m t {)HNgHpI@h e peREHHNAS HRM Bk I GhRANS Stht thdAELY IR on said
said identifier to said key server when requesting a
particul ar SeVgrebow ey atlicorin kg praseqsion dedudastag least one member

nmessage con t_of the nessage.. 9. e.syst em of
‘claim1, m%ﬁg’?ﬁetscé’ﬁl&sﬁ%%ﬁedﬁgﬂ’gag S?JE?Sgﬁgeé?énst or es,

and r e(DaspdinghBaaREsalkeystht dedtih@ti Gaparticip RS & % th¥AeHRHA and
SZ‘i’Qd header, keys are used to protect the nessage

h&Ag@the destiniongagtigpantso. The system of claim 9,

wher ei p\Sa| : f )

sor . CIoRethypEARPhKaKE £BE DR B RE EheRenbalfy

| ayer ¢§Bcobtaining shitl cohliersstyt ke fofm a kay ser9er aMveihehdmetwork; and
sai d hf der ke%i/ls 1%;ure di fferent f&r each ofaw%fge . )
partic %a?ﬁ?g‘?ss 8 thepmessage fuieth Of e dnessase bagprbpsgid copversation
conver sat i ORey, iRfkif X458 BRABsH g MLy RlddsY o of decrypting and
topically related i nstances of the nessages; a

conver sat i ohashanelysispant is a nember of the set of the
participants participating in said conversation; said
conversation participants nmaintain at |east one

PEhS nfettRdlof CRING6! Whrei dalll édd@ersRISIRYSs bR at §0d ké\Rrver
duration of a session in which they participate in a

2

and coggmpnicateh indihs seyrenpariipigaridn gailstendr)(eys are different

18.

for each said session. WO 2004/ 049137
PCT/ US2003/ 037954 56 13. The systemof claim1,

wiae eiethod @if dlaire 43 agReredid gluralisy efakl donveRa@inMe vk b Breated at
one of the articipants and copmuni cate to said ke

said kgpseplr a0 SPREVEIEEIS oo resSHEPLEIEITPHY, resehcivoiding

havin%%{‘ééﬁ k#ia e Rer Mo 302 %idl;%%%ﬁgﬁiorn%

19.

g%R’eIinﬁIIléj LA G esired.
e to receive from sai ey server and “conmuni cate
to one of the participants an instance of the nessage

that contai.ns. a.sai . . .
lfﬁe method Df BRird 1%, querem said conversation key is created at the source

participant, and communicated to said key server before said step (b)(2).

20.

The method of claim 19, wherein a plurality of said conversation keys are created at

the source participant and communicated to said key server concurrently, thereby avoiding
having to ask the source participant to provide a said conversation key every time one is

desired.



conversation key, thereby facilitating said key server

rel easi ng said conversation keys to the participants.
wh4oo4iae133yst em of claim 13, wherein: an instarCe/usk003/037954

the nessage requesting a sai8d conversation key is a

a and sai.d nmessage router nakes a
21. d§¥8 %h fﬁgkm%ﬂgtﬂgﬂlfSIB@Wﬁﬁ%lcate sai d key request
NMBeRadaid fes al)d ) kYot /INta! i@ eddeiTick RethRESRHecRfa Sy at

of said key request nessage. 15. The system of claim
13, whé#dkay sgvetopnder sation i s an exchange of a

plcgﬁt"éﬁlngér%nggust\xqﬁf &?A tX%Lb%Lzz rdeahll?gf c(‘igsscln%gor:l‘ggrtlc%)]ants

a conversa IS a

t he Setelédﬁﬁlgmafddoﬁiﬂv&@mcﬁl 13th Itl&! lﬁqiebﬂge deztig@idh participant based
conversati.on; OI ni ng partl Ci pant 1s a pot enti al

said cSﬁ@@ﬂ§§EW6HkE@ﬁFTC|pant seeking to participate
in said conversation; a departing participant is an
exi sting said conver sati on partici pant seeking to no
22. | dhgerctlpardfictaipade furthes adrdpiigimy.er sat i on; sai d key
S n cr store, and rel ease e nore said
gﬁ%’ %aé‘f?’t% aS@sprPWaimg %‘Pé@eééﬁgethﬁ%ff%g g’&dﬁesé%%?tt@ﬁ? Ot 2
subset §eQfer kdye Messages in said conversation; and
sai d message router instructs said key server to
hefiershint di¢p @Bhdséora sridwiepdb)(l), suhatermetshgmrokizy alsasethe
on whet her sald conversation has a said joining
parti cPFor a said departing participant. WO

2004/ 04413 TngR6d ndofpe3/ 037954 57 16. A nethod for
securel y comuni cating a nessage between a plurality

of par Pregessing the megsage headap preed M spidihsadei&epar t i ci pant
sendin rott&?mg%?esﬁgs%a%éh(?aﬁé%gsg& o3 ﬂ‘e‘f‘é Qlttd h%g?ertlég§ and

partl cipants®recer vi € nessage are

parti cegmaiiigsthantksidze om@@&h&%tlmtmampaﬂﬂmd elie waelork;
a message content, the nethod conprising: (a) at the
source part pant: (1) obtaining a conversation key;

( ZheAR @féégg,)m ﬁﬁ@@s@&ﬁg HeOnidSTRATALE tl?é)ﬂﬁE%Q e Msed Blg said

nmessage b conversation key, In sa
pr ot ecdifemerit naid bdader &yl east one nenber of the set
consi sting of encrypting and hashi ng; and

23.  The method of claim 22, wherein at least one of said header keys are based on a

member of the set consisting of secure socket layer and transport layer security.

24. The method of claim 22, wherein all said header keys are different for each of the
participants.

25.  The method of claim 24, wherein a conversation is an exchange of a plurality of
topically related instances of the messages and a conversation participant is a member of the
set of the participants participating in said conversation, and the method further comprising:
maintaining at least one persistent connection with said message router for the
duration of each session in which a said conversation participant participates
in a said conversation; and

employing a different said header key for each said session.



(3) sending the nessage to the destination

participants via the network; and (b) at the
wdesdd#ioagis7on partici pants: (1) receiving the nmeesane003/037954

fromthe source participantsvia the network; (2)

26. q@k J&bﬁﬁ%glﬁgﬂﬁﬁkiﬁtlon key froma key server al so

in t e networ ) processing the nessage
caidtseapt(a)il ) atdsaitesga@e(2hastdethe paticipaan yefusainsaaid
key, wherein s |d processi ng i ncludes at | east_ one of
decry ﬁﬂl\ff-‘gsaélﬁa ChESM HHLKPSTCEVer Yir 2 mpwagetond 2bp 1&g m
16, whekgiR said conversation key is created at said
key server, and communicated to the source
participant in said step (a)(1). 18. The nethod of
aim.17 er el Lurality of_ said conversation .
27. ﬁjé’ﬁén%‘?oed o ireas, athe finelalc e BE metra Eoemineeic
conver$a@ioh Ry KOMESAeQddst in%!;sﬁg@ 1ang %(}Héthg@ filrdher E(ﬁﬁﬁél@?ﬁfg'
avoi ding having to ask said server to ease a
§@1F1dn‘i§®ﬁf8¢é pigr dﬁmeylg@d@ﬂgﬁr tQ mnmnmcats said kiey egijuest h@essage to
of cl.a 16.. wher ei i d .canyersati an ke
| s c r elzialFl o (e rhbasn%?ﬂ the m??ﬁ?‘gterh(?f‘@e&rﬂf Salﬁ y Féluest csSde.
communi cated to said key server before said step
(2). 20. The method of claim19, wherein a
&he P?eﬂthq%pfcﬁlal@é% whsrhiet s@twe@ﬁtlk@yssanamhmgé af aglugelity of
topical E1aRAYA G5 RELE I 'n?e% g QJHWFA Eg'h&garﬁ% ?rrl%g}f)‘?r of the
erver concurrently, r y avol |ng I'ng to as
set of thmmﬂpMEpmacipanmg)mrﬂmdt @npésatiothea foisiak patRipsat Batgotehtial

” ke verégttne ong.is desjred. 2004/ 049137

said coperyRD ORISR o AKinggo PATICTPHE 1y SEIA GANYFSAR: dRdrcleparting

particigatf & R exEAAPELS cHBerABbOP &SR SEIBRS (Pd bheer participate in said
associating a unique identifrer wth™said c J%rsaglon

convergagign.zand theingthed furtlear emprigsing: cont enpor aneous with sai d

or each of e destinatiqn participants,

S Bl s e Bt R oS5 e ORbraoh R Bt O e

dest i RahvepsatipRkty BhRadh WiRERH sai@ BormRktibA hiEsaid joining

identifier. 22. The nethod of -claim19, further

conpr Paitispanbetavaed depatingmapiqieant.3), prot ecting t he

nmessage header of the nessage based on a header key;

after said step (a)(3), before said step (b)(1), and
29. msyate[’feﬁlsdg&nﬁmtiiged’onahﬁmcdtfmnb beentd) @binprikingr ecei vi ng

t he nessa ceSS|ng t he nessage header based on

a&ey S%%\fotgrfelﬁ &F; <ep I COREPHYCAIE PREISS alkerpiaadirkepazed
on a ghcfrglﬁﬁ&f‘ﬁeﬁ 3 hGALE Hedt GtionARs to decrypt the communications

and said communicating parties include originators seeking to create and

recipients seeking to view the communications; and
for each of the communications, said key server also to:

assign an identifier;

store a record in a database that includes said identifier, a respective said
decryption key, and respective controlling events;

receive zero, one, or more requests for said decryption key, wherein said
requests include said identifier; and

determine at least one member of the set consisting of positive events and
negative events based on said controlling events and how many said

requests are received or when any said requests are received.



sendi ng the nessage onward to the destination
participants via the network; and after said step
wOhp@alouo13pr ocessi ng t he nmessage header of the weTamg®3/037954
based on said different saod header key.,. 23. The
met hod of claim 22, wherein at | east one of said
header keys are based on a nenber of the set
30. dbesysidrhpfclaim 22 cwlieeinaaidenclypyien keynghd dabhdqeoyitioh&ye re the
security. 24. The method of claim22, wherein all said
same. neader keys are different for each of the
participants. 25. The nethod of claim 24, wherein a
conversation is an exchange of a plurality of
31. opsystrh pf clelma @ dvharsinandescyptivikeynmassagbdecaypdioa key are
i e%onversation participant is a nenber of the set of
1eretthe partici pants participating in said conversation,
and the nethod further conprising: maintaining at
| east one persistent connection with said nessage
32. dbeswsterh of claine 29 dubatinsriddiey sewvhr is @bk toigenaratatsaidkegs.
sai d conversation participant participates in a said
conversation; and enploying a different said header
33.  Hays§stem e@ching 2D Owkesiniseid- ke Wb 001 /20% %4 3dceive said keys from an
. PCT/ US2003/ 037954 59 26. The method of claim 19, '
outside\ip@icgi n: said step (a)(1) and said step (b)(2) include
the participants requesting said conversation key
fromsaid key server via a nmessage router also in the
34. ke wyatdm oPdlaind B, wisdrbiadaidfoutdidd souRe,is whed eriginator.
i nstance of the nessage requesting a said
conversation key is a key request nessage, and the
35.  MREBEGeH WrERgH 26 Wréiﬁ'sﬂi@k@@h@e%ﬁﬁi@&ﬁa rf3kr6n before releasing
_ det erm ni ng whet’her to comuni cat'e sal ey request
said keymessage to said key server based on the message
header of said key request nessage. 28. The nethod of
clai m 26, wherein a conversation is an exchange of a
36. . Rheb@tdrh bf Ohim ROPVEabh Yt [abtabs@ of D5t EESLRE et dd®s are defined
messages and a conversation participant is a nmenber of
based opjgéiribyiss pevideddypardtarigingéert s participating in said
conversation, a joining participant is a potenti al
sai d conversation participant seeking to participate
37.  The spsteh oOeMBK S WiiteinANkast soRR A baid GontRsllihg 6vepditre bfe-
.an exjsting said conversation participant seeking to
stored ip gaid slatpbpsera pptiEPHionoluge dolater said AUPEPRIAIEBENS. and t he
met hod further conprising: said nmessage router
instructing said key server to henceforth rel ease a
38.  hbewyshdnd of cloimw 87 swldrein ak egstisase o f said whettdiing swntk are

determigg g;?s{eﬁ %taiaggp{l]ﬁ%%{eggi?{% g‘ojnoa{ Qgﬂrg/gothgratﬁat.ri 2(1: éd?(? Qltl gi?lgto? sai d

39.  The system of claim 29, wherein a said controlling event specifies a time after which
a said decryption key is made releasable, thereby specifying a delay before a said recipient

can decrypt a said communication.

40.  The system of claim 29, wherein a said controlling event specifies a time after which
a said decryption key is made un-releasable, thereby specifying an expiration after which a

said recipient can no longer decrypt a said communication.



29. A system for determ ning communi cations events,
conprising: a key server to rel ease keys to
woamwmdsat i ng parties, wherein said keys are PCT/US2003/037954
encryption keys to encryptéor decryption keys to
rvpt i L . . . -
1. BBt SRR 2580 B0 AL A GO Byt
said decegitiph &8y Shage bt rdedsed 1ol 2wid feiptanthatbatingtigy; thatimthes edid
. .each of the caommunications, said key server also to:
reciplegbeangpcamt p JURCPIINMICEPRr e a record in a dat abase
that includes said identifier, a respective said
decryption key, and respective controlling events;
42. r'Boadygenzeidaimdlie whereimor e requests for said
decryption key, wherein s?id [ ggests i ncl ude said
| EREYSCRTCr TodiyeRdt ETHIAR 1902 § IPYHE enber of the
B O L e G R teasing
r equest siddecrymoaikeydo said wieemeniny sai d requests are
recei ved. WO 2004/ 049137 PCT/ US2003/ 037954 60 30. The
system of claim 29, wherein said encryption key and
43. SBidkydRal YA K ShefisdilRey S0 cotunlBfes el DOt least one
_claim29, wherein said encryption key and sajd
of saidwsitiypevers Riespidinesative e¥aatsdhntal legst ongieé saig otisinpiof apd anaiher
29, wherein said key server is able to generate said
keys. 33. The system of claim 29, wherein said key
server is able to receive said keys froman outside
34, The system of claj m 33, wherei.n said

sQur ce. 3, )

44, JHhestalemsef e 4% hotsi b ARGeTAREly IS ROt FREICBENER of
claim?29, wherein said key server requires an
assertion before releasing said keys. 36. . The

45.  shstetimdofor détarmmB @, commewatatioatevemashe method compssing,

coptroll.i ng .events e define based.opn attri butes :
eborbingg SE Feg ot pEaies B 0 HRataGRe Bibhtipvberein
29, wWheiEiiRt Alqube aftudRs BEleR oB@idnEQ YA lihtbAde¥&PSt of the
are pre- stored in said database in anticipation of

use i redmzmencawngd comuni cations. 38. The system of

chai A, erein at, l.east s of. sai.d _controlling.

8 Pt NGB BhaBEE bt o i PRl O bE et lmonnae
fr om asapbdttlyasodbieideithian a said originator. 39. The

system_of claim 29, lerein a said controlling event
s orevidiag gaidirpsougget Bringpnly ko sad et 948y ypti on key i s

2@? gtcirgfgl%glﬁlgﬁéo%rcé ]ﬁf rsﬁ@%oﬁtp&ﬁhé \nglgs, andg ld@éﬁ‘yp@gnq{e?/ ) decrypt

the communication;

entity.

(e) monitoring for a second request for said decryption key, wherein said second
request includes said resource ID and identifying information for a putative
said intended recipient;

(f) if a said second request is received, then determining whether it conforms with
said controlling events, and
(1) ifso:

(1) providing said decryption key in reply to said second request; and
(1) storing said identifying information and a positive event in
association with said resource ID;

(2) else, storing a negative event in association with said resource ID; and



can decrypt a said comrunication. 40. The system of

claim?29, wherein a said controlling event specifies a
woizom/a$tser which a said decryption key i s na@eT/US2003/037954

un-rel easabl e, thereby spedi2fying an expiration after

[\C i g recipient n no | onger. decr aid.

ot oS o GE B E sT RS eSS el B, then
41. Thetosiyig herpstivecvantth 3&ociatien &ith saidSaddiraedant. r ol 1i ng
event specifies how many tines a said decryption key
shoul d be released to a said recipient, thereby

| st t -1 RS ' LD} 81 n.decr. sai d

4. o e IR BBt ol £ T M PR SR by Brfon ey

sai d key server requires an assertion for a said

recipient; and said controlling events specify at
47, | &g Iregig of Sk ACe WhETRH: SeHH,GICTYRS ey Bad b1 dpayatiasy iy are the
same.@ sai d decryption key to said recipient. 43. The

system of claim 29, wherein said key server
communi cat es data about at |east one of said positive

eyents .or Id negative events to at | east qne of said
45, o Fememeg ot slim ARobherein i Taejyption Koy ped syd despvifon ey are
differ&itai m 43, wherein said another entity is a

notification server. 45. A nethod for determ ning

communi cation events, the nethod conprising: (a)

r [\ I est.for.a resource | Dt I
9. FEERAR iyl RASEid Bl BalrR PG Re o i Bpmication
assertioa@ué siidistepl (bdiasiudés egidiihg o4l atthetidativn @éseATdnIRESOPRMiding

., recipient of the _ communication; (b) defining at | east

said respwreg Han s31 st5g (Bvent , wherein said control ling events

include said at |east one identity; (c) providing

said resource IDin reply to said first request; (d)
50. - sThe methodaif dlaime i uwhereinlt lemai shnoosftsaidl dontrolliay enéss areridfined

a_dec tion. to decrypt . the comunij cation; (e)
- based oy ﬁﬁf‘fﬁ%g%@m?’ déﬁ ﬁyg'% Ggﬁﬂla%é QhthscopgRuEgAtigNgecr ypt i on
key, wherein said second request includes said
resource ID and identifying information for a putative
5L sEhemietiod ndeltimdéj phernin; at {fapt joinespfsaiddtonaiding everui@stpre-
hscreceived, t.hen.determning whether it conforns with
stored b3f5E E KBl M GO BHTRL Or Y 148 SopmfsatisRout di ng
said decryption key in reply to said second request;
and (ii) storing said identifying information and a
52. p'ggﬁ melhed ©f glgim 54, wherein at least some of said controlling events are

determined based on attributes received from a party other than said originator.

53.  The method of claim 45, wherein a said controlling event specifies a time after which

said decryption key is made releasable to a said recipient.

54.  The method of claim 45, wherein a said controlling event specifies a time after which

said decryption key is made un-releasable to a said recipient.

55.  The method of claim 45, wherein a said controlling event specifies how many times

said decryption key should be released to a said recipient.



association with said resource ID;, (2) else, storing a
negati ve event in association with said resource ID
wantkd» 3004/ 049137 PCT/ US2003/ 037954 62 (g) PCT/US2003/037954
alternately, if no said seadnd request is received for
a L0l it recipient..then storin ne Lve .
6. CTRBpRdT NG 457 FhB LR B By B el Gation
assertivatihdddiag saill ddemtifing iMfeineition 5ad step (§RndEdes voslyesid
rovi ding an_encryption key. 47, The nethod of claim
mﬂhmﬁﬁ?“ﬁ%%?%ﬁwn§ﬁﬁﬁeE%WK?%%%@%d%éyﬁﬁﬁ&ﬁyaid decryption
key are the sane. 48. The nethod of claim46, wherein
said encryption key and said decryption key are
57.  diThé erednid.of4Bim iefimbehadngisigd @itep 45, combhamedafing ah@ about at
fir%t.request I ncl udes an authentication assertion
least ong 9t safl goufigs eYeRfs qr sRId NgERINFSVERS ithat 1§ast gne of an originator of the
comm@HichES! AkPlio@er 8%fgr tion before providing said
resource IDiIn sard step (c). 50. The nethod of claim
45, wherein at |east sonme of said controlling events

st 2 o BT B e e

claim45, wherein at |east sone of said controlling
events are pre- stored before said step (a) in
59.  aftmpethpdfdr@rirappactign spuros and mtrensectiwmntargst toetxichange 52ransaction

l%’%f i 1, wherein at | east some of said
ﬂmiu%%ﬁ%ro P@%ggégé%ﬁgﬁgggbngg§@§hined based on attributes

I @0 eievetving b dirstaequast Hr otladactirailictafiél 16 idetinathe tranSdtion,
The met hod. of  cl aim 45, wherein a said controlling
event WHEEiFsakkreguest frsludes apowipe erhendigpigoraseeriipnsi on

K@y JeSif i ; ' ecipient. 54. The
ng?hod %?ggfg?hggé?a&ﬁgﬁg?ﬁl%Qégf " controlling event
s{we citdringssaal trangectimhtidentifiei el inSairatide Goypdaidsouke@yauitlfentication
made un-rel easabl e tq . a sai.d recipient. 55. The nethod
of cl a?Sﬁ?lﬁi {laatﬁﬂsﬁ%ta%ﬁﬁﬂw@%dnfesﬁﬁtmﬂ makge hpdppnsaction source
speci f i1 QWIARINYy LebiBiBte ohRE f ' -
be rel eased ftﬁo a s};a_iég r ece I pl enteﬂ@%&%g%%d}g}{%@ﬁﬁ%@m,
POY/ usnd o/ soRtgm4actio8 idditifiThia raplyio daid first requestdb, that the

wher ei n_sai.d second .request .includes an aythenticatjon
assert ‘?%nr? ?‘ftlnoéll A isﬁlg t%aggﬁ ais| é‘iﬁ"ﬁh?‘i o) qeﬁle%_rtﬂglﬁ fEsagien target;
Ste¥ Rreddiving BetddRa FeqtREt thyyh BErPRidh ked4b B8R HARE ir@ibaction once it
assertjion before providing said decryption key. 57.
The netasdgenreceived hy 45, trangaction targetnyhersimsgichsesomtbreghgst
comruny LNG: n f sai.d .
ot ¢ 1 podadidBirRa R fhedlne: niEF LBl BntaHoh asreyton
offk vefifyang sid @igeatwherafcatibieasse@ionuni cati on and anot her
entli .. . .
Pgs stt(}/nng information from said target authentication assertion with the transaction
identifier; and
(h) providing said decryption key in reply to said second request so that the
transaction can be decrypted, thereby establishing information making the
transaction target unable to plausibly repudiate being a recipient of the

transaction.

60.  The method of claim 59, wherein said step (d) includes also providing an encryption

key to encrypt the transaction.



58. The nethod of claim57, wherein said another

entity is a notification server. 59. A nethod for a
woOnremgagisron source and a transaction target t®CT/US2003/037954

exchange a transaction tha# cannot be repudiated, the

R S IV LISt request for a
ol. {T?glgggeét I on CFH?J"S%’ P#g%etpggﬁgéﬁg%@prﬁ%@'t ransacti on,
wWig rrecaivingiad infermeiin reqedstifde sodcsSRisraaition bb@Rrtth€@ids@dion
assertion; S’g’; verifying said source authentication _
asser t POHCS (Eiereh g3ifl iyfornatipnregupshipeiuges sairbirnseten identifier;
| ) QeI {daBBoRA i Gl icati
ag@ert [ orﬁlfg ot hgr ebiﬂ% edgtsglgﬁﬁgéﬁpﬁﬁggﬁ%rsgn@tﬁog%erarlg%errl}%ca{lﬂ%
t r ansaessegonstued &1 saithsity €) withplaiisinshgtiond@erdifiat endde€mining
it encrypts and sends the transaction; (d) providing
sai d tﬁéﬁ§%‘gf? BroTmpdion tisr OIPﬂanrdepl y to said first
I BOUERL i datBdoukEEin fdrBNSR 1ePHY 18 @ﬁd%ﬁfoﬂn&ﬁcﬂ{ﬁg&és{. on
identifier can be sent to the |yansact|on target; (e)
receiving a second request for a decryption key to

d t:h rangagtion once.it has.been received by

62. t Eféig %ﬁ:%ghr?g acgtcliaérﬁ%?aﬁ]ﬁé?e?h?/é:lgw@%?%r@l%cond r equest
| (if lrectewing an thibmanactduRst fofl @ddt inBmARM, FhERIId information
authentication assertion; ~(f) verifying said target
aut henfqaugttitshudes seif tfagspctipy jdestifer ang inforwatient identiflyingrthe
said t ﬁ%&% tication assertion with the
tr'ansag?l?sg%tl [ ifier; and (h) providing said
d6¢ rdeferinoning e gaid in foephtjort idestélythgsbe pntkacemesiet ftchBAkith any
t he traﬁsrﬁtcti on can be decrypted, thereby. )
est abl P THERATOB AR P rgRtianthonication pasEips steyad with the

t ar get L& 1 - [ ' A X e]
7 ac sty o ), L0, S50
wher ei migmiatios thepeffath; andcl udes al so provi di ng an

epsrypti.on key to. encrypt.the transaction., WO
200 4B e SEtrecRinti 12589 o iboLe S5 IR oA FraBeS
claim59, the nmethod further conprising: (i) receiving

an infornation request for source information about
63.  t henethetha estridlishingr resactivnens eonrepadidtei abfedynatramsaction source
that ish _ I .S Al ransaction. identifier; (j)
¢ lsrtet r I%ﬁﬂoﬁ%‘ég{éﬂ?%gé@ tg%rrgﬁ%’ “QAPHEf or mati on from said

s@)irreeeiviug hegfuesiabt 9 Bramasesd idetifdr 96 fRRntify thatdndt86h, wherein
(c) with said transaction identjfier and determning

sai d sHUf EdUeshinsiudes p sauren apthentispiiomersertion; provi di ng

S@ i | Lo L& - 10 said information

) I EPHRE G4 SR Aok Bk e’ et hoc

f (@) tstreimgeeiddransaatign iddn}ifieearel imforgation frofrosaitBddued® authentication
request fxﬁhnta%%t i nformation, wherein said

i nf or nE&EY

(d) providing said transaction identifier in reply to said request, thereby establishing
information making the transaction source unable to plausibly repudiate being

the origin of the transaction.

64.  The method of claim 63, wherein said step (d) includes also providing an encryption

key to encrypt the transaction.



65.

66.

request includes said transaction identifier and

information identifying the transaction target; (j)
wdet@voadsing if said information identifying tReT/US2003/037954

transaction target matches 6 th any said information

f (gt t..aythentication assertion stored wth

tﬁg@ e?lg)%soﬁg%q%n63i’ éﬁnr{l‘lg}%?cgﬁlﬂgfﬁ?oéﬁprfsﬁn%ai d step (9)

ale) cetieinaianiin®rsaiich tegtigetor sbice infBinMdntabehahe Bisaction

and (k) providing said target information in reply to

sai d i BOBFFAYhesHn paif iformatpm requasinplydes wid transaction identifier;

. e g . '

p e M T B

t r ansaagsertion stdred iredaitbsters @yprithssalitransagtiohdd@itifien ghBdetermining

request for a transaction jdentifier to identify the

t r ans aé¥if spurcoadPgtiondbgrefromeandst i ncl udes a source

auth et G T 7
CHORERMda Rt aPbi Rl Brefb MtARlbARNGE,
identifier and information from sai d source

ARSIl Bl 5 S B S e

transabH&! fRycetehalbliighi ng information making the

67.

68.

69.

70.

transaction source unable to plausibly repudi ate being
the origin of the transaction. 64. The nethod of claim
6 [ al d..st d) includes al so providing an
eﬁ??ypﬁ%%ﬁ&cEg§qPOW§%§§ypt the transaction. WO

26414 ir8 M ation el k208 3¢ Db KA teH@) BiBo inbRIeIBib@EhtIdh identifying
claim63, the nethod further conprising: (e) receiving

an i nf 8PAEY belirved e thefmpsasion sairee:®BE mat i on about

¢ C sy Cai e . .

O ROS R rnihon DA in R o RlgtaleR LD tRher said pary

ret ri e thgtratsat@@stousarthendbysedpdnding oo smd irdorniatiomredqiest

sour ce aﬂt hent i.?at b;g assertjon stored in said step

(c) wi PHDQYS; spesifigbEdentgying JanErspreonsol et er mi ni ng

sai d source information therefrom and (g) providing

said source information in reply to said information

r dheewthod oB@laimied, whetsod of cl ai m 65, wherein said

source i.nf.ormation indi cates who.the ransactign .

<SP e LD RGNS T e TGP RBR U Grenld Biefromt e ransaction

wher ei gad sai d i nformation request received in said

step (e) also includes information identifying a

péaid yiep &) inciudes adscrovidingseishiegtion ksp thereby gindl‘@m'gd

f’rg lrJ re F;déﬁ{é@[]ogi?gﬁstg%ﬁ%gﬁosﬁo@ d Fart%fa}lngklﬁé §8d gr%z)rrrllaﬂ%ncrggpﬁass’t even
when said party is not the transaction source or a target of the transaction.

The method of claim 65, wherein:
said information request received in said step (e) also includes the transaction; and
said step (g) includes decrypting the transaction before providing said source

information in reply to said information request.

The method of claim 69, wherein:

said information request received in said step (e) also includes information identifying

a party believed to be the transaction source; and



is the transaction source, thereby responding to said
informati on request w thout specifically identifying

woOheosiugrszact i on source. 68. The nmet hod of cl aPaTAS52003/037954
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key, tixthebyndaaitod sduadd, A@rebgaespppting o te seddhd request without
transaction hy.a party nmeking said information request

even RfsHIcgHy édeélﬁfﬁ?g the tragsacting SeWehsact i on source or
a target of the transaction. 69. The nethod of claim
65, wherein: said informati on request received in said
70. sTapmetodalfstnimred, wilerwid dutd ste@ () andludes alsadovidimig dhestr@3action
cl udes de ti.ng the transaction_befaqre
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malqﬂgrbﬁﬂrlﬂﬁﬁqhgpor{ FeﬂH@s? bein gQLble-IEQ Coffrh@d cBhtefht tH% ﬁgnsac ion even
wherel n: said informalion request receive al
when said paite)s mit ¢ transtaiivesouneé or atergad of tMetrwlsiq‘zuong a
party believed to be the transaction source; and WD
2004/ 049137 PCT/ US2003/ 037954 66 said source
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whet her said party 1is the transaction source, thereby

that isragpipicat eigthe franseetien vdieecin e diaasaction ideotifier 1d9@tfymgcﬂm |y
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bei ng ghl&efich Qﬁ'tfiﬁerr%a .y g&rhﬁlﬁ{%htlgjtloht}lgseﬁ‘ﬁ(ﬁps action
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a(h)aqufymgfsamihagbtrmﬂmﬁtatmm as¥ettiotA met hod f or
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tr ansagdeh@fer; WRErein a transaction identifier

identifying fhe transaction and a decryption key
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aut henti cati on assertion; (b) verifying said target

aut henti cation,, assertion; (c) storing information
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request gncludes said transaction identifier and information identifying the
transaction target;

() retrieving at least some of said information from said target authentication
assertion stored in said step (c) with said transaction identifier and determining
said target information therefrom; and

(g) providing said target information in reply to said information request.



informati on maki ng the transaction target unable to
pl ausi bly repudi ate being a recipient of the
woOnrengagisron. 72. The nethod of claim 71, the perThse003/037954
further conprising: (e) reagi ving an informtion
73. F??Hﬁ%%hod%fcﬁa?ﬁl%t“}thgfﬁ{”a“on wherein sald
information request includes said transaction

i dadsich I(g)rlna]nldes ﬂéwpmaidumalmkmryﬁtmnrk@ytthereby facilitating
transacgti on tqaﬁ retrieving at |east sone of
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assert
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informati on therefrom and (g) providing said target

ipformation in reply to said informati on request. WO
(Ot P S S N 73. The method of
ckal Eﬁfaﬁnatmerl%@de@t re8@l el A6 & t(hb ash E‘rﬂ:?ﬁle@'tb%%ansactlon and

provi di ng sai d decryption key, ereb [Ttatin
deaid yigp (@nnelidesdecrypéing dmttrmadmrpnéoeﬁuc pyovikiig segd mnﬂty
i nf or matd on request even when said party is not the
transaé?#%% #S8urce or a transaction target. 74. The
nmet hod of claim 72, wherein: said information request

recelved in said step (e) also includes the
75. t ThpBwoded clamd 4, yaﬁréns&a&ost@gﬁg) imrdndeg ebsogaevidipsithegransaction

[
o el OS] S8 A 0088 B SST e
makingtsefd iffpymaticd redeest ating ableay tolifirgh theeoiteansakd irgidactioh even
decrypted farmin said reply to said information
when 331 B Y18 rioﬁgfeéwls‘?cé‘&ms?‘frﬁ? Phytransaeliontargehki ng sai d
i nformati on request being able to confirmthe content
of the transaction even when said party is not the
76.  t Aaaystant fooa trepsactien snuree andartsasadtion thr@egotexchffige Atransaction

emfor. a.transaction source and a transaction
that C@Pﬁ%%m%&%?éh%ﬁ‘&é‘ S r ansaction ‘that cannot be

rep g@kﬁﬂmyﬁgﬂ@ﬁhﬁlng a conputerized key server;
sai d key server SU|tabIe for receiving a first request

viad bezarvsskititde for reqeiiringe firs mequiestena a hetvork for a transaction
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i ncl udes a - source “authént

ser ver saucd althetitafon’ 86&iivn;ng a second request via

salg net wor k for a decryptlon key usable to decrg
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verlfynngmsamddHammdmnaMEMEhthndanﬂgdamﬂennummnaaénmn;
Ssae{icij key server suitable for verifying said source authentication assertion and said
target authentication assertion;
said key server suitable for storing said transaction identifier, information from said
source authentication assertion, and information from said target
authentication in association in a database;
said key server suitable for providing a first reply to said first request via said network
that includes said transaction identifier; and
said key server suitable for providing a second reply to said second request via said

network that includes said decryption key, thereby establishing information

making the transaction source unable to plausibly repudiate once it encrypts



target authentication assertion; said key server

suitable for storing said transaction identifier,
wonba@woarisron from said source authentication PCT/US2003/037954

assertion, and information &rom said target
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transaction identifier; and said key server suitable

for providing a second reply to said second request
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t hereby establishing informafion neking the

encrypiiemisdicoerypbthe trensantdt i sanl fiistxepisbl y repudi ate once
it encrypts WO 2004/ 049137 PCT/ US2003/ 037954 68 and
sends the transaction and al so nmaki ng the transaction
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provi ded said decryption key. 77. The system of claim
7621d kR peiver 18 Airthek syitable fpereceiyifaan infrmetion wdgiest farsource
provi di . encryption key to_eng t the. .
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cl ai m AEludeb esiditansastbwlidepyfigerver is further suitable
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sour ceghipfommitianefifigr ef rom and said key server is
further suitable for providing said source information
inreply to said information request. 79. The system
0 laim7 wherein: .said key server is further

7. SEP§5%¥%nPth?%§ i WASE®an i nformation request for
t 8di@ &by servhrds Qirthe AlithbieFoPFedBil i hnliBf@ationl RGLLE &S target,
said transaction identifier and information )
i dent i PRTRN s indpramsian reqvesttinglydas; saigdransacsipn ddentifer ansl
furthe i l: QI Lhing.if said information
identiP??ﬁ%h%ﬁé&ﬂﬁggﬂgg%ﬁ%%ﬁﬁ?ggéggﬁhatChes wi th any
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target |.n ormation I n repyto sal ormat1 on
r equessaid target information therefrom; and

said key server is further suitable for providing said target information in reply to said

information request.

80. A system for establishing a transaction as nonrepudiate able by a transaction source
that is the origin of the transaction, comprising:
a computerized key server;
said key server suitable for receiving a request via a network for a transaction
identifier to identify the transaction, wherein said request includes a source
authentication assertion;

said key server suitable for verifying said source authentication assertion;



80. A systemfor establishing a transaction as
nonr epudi ate able by a transaction source that is the
wonrd@iaIsl the transaction, conprising: a conpBCEMISZE®A/037954
key server; said key server6dsuitable for receiving a
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dat abase; and said key server suitable for providing a
reply via said network that includes said transaction
81. | deBkidibbRiof cllifBR8PYnEShHAR 1@?' sBfet ﬁffﬁlttﬁ@tsi,lﬁ)ﬂ)lml B&iding an
the transaction source unable to plausibly repu& ate
encrypitpekeytto enenypbths transdcienidisaidweplyr ansacti on. 81. The
system of claim80, wherein said key server is further
suitable for providing an encryption key to encrypt
82. 't IMae bystdifi BELIalA S0 Wwisarbid: reply. 82. The system of claim
80, wherein: said key server is further suitable for
r 88d koY peyverris fisthst ﬁ‘ﬁ%/aiblﬁfof wgewing dnonfosmatiererequest for source
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source information therefrom and sai ey server
f ur t hedatgldse adyldalefapmimngsdid sngcsmifatnmoon derdfrvnaramdt i on

in.reply to. sai,d in tion.request. 83. A system
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a transaginBmitRdnd8duest hat is a recipient of the
transacti on, wherein a transaction identifier

identifying the transaction and a decryption key
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that issaecipleay oSthe viansastion, degeih 8trah@ebly idebtiferi @kEshe YA 2
network for the decryption key, wherein said request
transagtion Y esdeCRPton XR¥ H%ﬁ%' Soli qeﬁl%’ﬁ%lthﬁit’@m?&ﬁ@n havedrege pre-stored in a
databaRb/IddGHHsRAL | On assertion; said key server suitable for
veritying said target authentication assertion;
a computerized key server;

said key server suitable for receiving a request via a network for the decryption key,
wherein said request includes the transaction identifier and a target
authentication assertion;

said key server suitable for verifying said target authentication assertion;

said key server suitable for storing information from said target authentication
assertion with the transaction identifier in the database; and

said key server suitable for providing a reply via said network that includes the
decryption key, thereby establishing information making the transaction target

unable to plausibly repudiate.



84.

sai d key server suitable for storing information from
said target authentication assertion with the

wonrengagisron i dentifier in the database; and sacd/usen3/037954

server suitable for providimg a reply via said network
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