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- 1 - TITLE OF THE | NVENTI ON PORTABLE ELECTRONI C
DEVI CE AND CONTROL METHOD OF PORTABLE ELECTRONI C
DEVI CE BACKGROUND OF THE | NVENTION 5 This invention
relates to a portable electronic device such as an €

uppl { ed from an ext orhal devi e, for exanpl ﬂ][ﬂmﬂmnﬂu”mm,
ggﬁ?rgf neigghagfethe port abl’e électronlcngev

Conventionally, a portable electronic device such “4¥"

an | C card perforns algfocess for accessing data
stored in a nonvol ati |t THem?Py BRE al WYBHERESN per f or med

dovi R ab s e R RRS £ BB RE 9B CBRa B Vi 6"
eleCt%8@T§BE§VEEEC§QBEI@SDEDEQ C card, varlous files

used t0 store various data are deflned. For

exarple, in the | C gardorbihes 3uahsaglEnrlhy EF are

managed in a hierar |ca structure nera in the
| C card ofThhe @HQ&ﬁtibher§§E€€EuE@ arS@Etg?ﬁé L$efPronic

stored in the EF of the nonvol atil e nenor

exanplieyicef €hch 0adpan Pat caAapliRi cKOKEKEL P! hCatbeBss
No. 2695857). Further, in the above operating

condi a¢onrafng heo aCbcmmdndtbeppihearﬁrpﬁréﬂrastarnal
process according to a 25 command supplied froman IC
card protessi hor equappeat §edt er nahtdeVi nefho®oof the

exanple, the 1C card controls access to data itens in
the rPRbtat? | @laehBpyic device.

Conventionally, a portable electronic device such
as an_IC card performs a process for accessing data
stored in a nonvolatile memory as a process performed
according to a command supplied from an external
device. In the nonvolatile memory of the portable
electronic device such aé the IC card, various files
used to store various data items are defined. For
example, in the IC card, files such as MF, DF, EF are
managed in a hierarchical structure. Generally, in the
IC card of the above file structure, ;eal data is
stored in the EF of the nonvolatile memory (for
example, refer to Jpn. Pat. Appln. KOKOKU Publication
No. 2695857).

Further, in the above operating condition of the
IC card, the IC card performs a process according to a
command supplied from an IC card processing equipment
(external device). - For example, the IC card controls

access to data items in the nonvolatile memory
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- 2 according to a command which requests access to
data stored in the nonvolatile nenory. In addition,
the IC card is required to have adequate security for
access to respective data itens 5 in the nonvolatile
menory. Therefore, it is not preferable to

uncondi tionally access data agco&diqg to a conmand
supplied froman external device” For exanple, the
techni que for controlling access to each file

accordinﬁ to each command Ed on the access 10

condi $FoRT SR oP 2achMPFD lHPsEFSBEEtFnaﬁﬁﬁSSPQP data
I I H8- 263353. | n ot her

P st BT thotbecRh oLt RERRERs Son. bt

Appl n. Kc%ﬁlaBH?kheﬁt'QHeNQC Hﬁra6§§5§e§hh§ebct%a%%ve

perf orns a control oper ation to permt ccess

file whkghald §é&h§it?sfo§ BEEsst @60§§§p€@EQbE'QBta items
BRI EF SUMVARY OF THE T NVENTION I n one aspect of this

5i nvenihotheanonbpestils hemopyovi UBedeportablie is not
el ectronic device capable of efficiently accessing
dat a pneéefabéeand ancontitoliofB8ligt hodeot theapartabbéng to
el ectronic device. According to one aspect of the
preseAt cPAmendi eapplihdr érps pnovktednalpdevabke For
el ectronic_device which is operated according to a '
conmafB2BEPPI i BAST EBRNAAIVExEREnaPNEEYL E&nandCirRESudes each

icatin ortion 25 which conmqunicates with the
exte?ﬂg d@GFegggﬁngPs?acgtSPQ@é“BoPF?8ﬁ fRi ChesP6FESS

fllescbﬁd“@kgg geglgg%lgggh file is disclosed in Jpn. Pat.
Appln. KOKAI Publication No. H8-263353. 1In other
words, with the technique déscribed in Jpn. Pat. Appln.
KOKAI Publication No. HB8-263353, the IC card performs a

control operation to permit access to a file which

15 satisfies a preset access condition.

BRIEEF SUMMARY OF THE INVENTION
In one aspect of this invention, an object is to
provide a portable electronic device capable of

efficiently accessing data in a file and a control

20 method of the portable electronic device.

According to one aspect of the present invention,
there is provided a portable electronic device which is
operated according to a command supplied from an

external device and includes a communicating portion

25 which communicates with the external device, a first

storage portion which stores files in which a plurality

of data strings are stored, a second storage portion
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of data strings are stored, a second storage portion 3
whi ch stores access conditions set for respective data
strings in the files stored in the first storage
portion, a determ ning portion which determ nes
whether it is possible to performa conmand process
requested 5 by a command for a data string specified
by the conmand received fronithé external device via
the conmuni cating portion based on the access
condition set for each data string stored in the
secomP &t hrHgRr porifonss ardndl ebaR ¥ of e pof PFoReARREhive data
perforns, t he connandﬁgiocess when, 10 the determ ning

port i ont delerhi ned® t hhte7 tSFerpdstibie forpkr PbPRRERe
ted by the. d f t he dat
T T e SRR B oo Fbe B cpRar whetner
Pe . on. ! N ed
contro] rarPLreete SEyEOt DD ol fa BrBLRYLE Flafes e

WhiCrbﬁsaU§§ﬂné@dtb§rpQréﬁpéesﬁffﬁérQﬁégigggacﬁggéggngommand

a nenory to store data and operated accordi ng

comatsk sikpgd | 6o r o @@t@%ﬁ@lﬂ@évﬂ@&iﬁﬁaaﬂﬂeiBéhﬂgﬁ§cating
determ ning whether it 1is possible to performa

comeplr prataesssedquestied dycass 20ocapnad 6t aodatach data
string specified by the command received fromthe

ext eryial intevs cerdsen ore ohecofid siceesgecpodtibonsaseéta

for respective data strings of files stored in the
menor§PHhen! thRr thPframdl ¢l Peebpred the oapmhendxpepnass when
device, and performng the command 25 process when it

i s det ?#%%%WW%% PRI NP piBeesEhahaitj isjgossible

[ rmth nman
pOSSI%%(%éé%é%%fgke éoﬁhgﬁh prgcess requested by the command

for the data string specified by the command.

According to another aspect of the present
invention, there is provided a control method of a
portable electronic device which is used in the
portable eléctronic device having a memory to store
data and operated according to a command supplied from
an external device and includes determining whether it
is possible to perform a command process reduested by a
command for a data string specified by the command
received from the external device based on one of
access conditions set for respective data strings of
files stored in the memory when the qommaﬁd is received
from the external device, and performing the command
process when it is determined in the determining
process that it is possible to perform the command

process requested by the command for the data string
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process requested by the command for the data string 4
- specified by the command. Additional objects and
advant ages of the invention wll be set forth in the
description which follows, and in part wll be

obvi ous fromthe description, or may be 5 | earned by
practice of the invention. The objects and advantages
of the invention may be realized @and obtai ned by
means of the instrunentalities and conbinations
particul arly pointed out hereinafter. BRIEF

DESCRFPTT ER et hPHEtSEVERmavﬂE\AS OF THE DRAW NG 10

The acconpga& g S, which are incorporated in
and consti OBQ tOB eFﬁé §§§hapW@@¢@@@s of the invention

Il t nb nvent, th

Qﬁtﬁst gigggergg ge§%5|bPl%Eegb§éﬁr&bg&8naH lF%g l%ows’ and
det ai | gd ' t bel

15 serforfSechipli 88, Bbvibe<CTinn TEd Bed ek ihsdprgnor may be
FI G ieé§nédbb9cbrgb€95@”b§hgﬂkngn@gn%§gﬂpleTﬂ% Fg%cts and

configuration of an IC card system contfai ning an

card agvanpeagtabbe eh@Cihoeh@laﬁvm@g.%@CQEQHEQeEOa%@e
enbodi nent of this invention. 20 Fl 2 is a block

di agrantschedabiycakbysshéwihg anstexaepkalot itBeand
configuration of an I-C card. FIG 3 is a schematic

di agre@mshoat agnanpexamphéardl pheéndatiaostr uetruteaifea .
data nmenor FIG 4 is a schematic di agram show ng an

exanpl @Rlﬁ% OESCRA PAION OFr TEEUSE VIR WArEkiSh @ Fndlist \DRAWING

FIG 5is a dlagran1shOMAng an exanpl e of the
Th companying drawings, which are incorporated

in and constitute a part of the specification,
illustrate embodiments of the invention, and together
with the general description given above and the
detailed description of the embodiments given below,
serve to explain the principles of the invention.

FIG. 1 is a block diagram showing an exampie of
the.configuration of an IC card system containing an IC
card as a portable electronic device according to one
embodiment of this invention.

FIG. 2 is a block diagram schematically showing an
example of the configuration of an IC card.

FIG. 3 is a schematic diagraﬁ showing an example
of the data structure in a data memory.

FIG. 4 1s a schematic diagram showing an example
of the data structure in a working memory.

FIG. 5 is a diagram showing an example of the

configuration of record EF defining information.
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configuration of record EF defining information. 5

FIG 6 is a diagramshow ng an exanple of the
configuration of a record stored in a record EF. FIG
7A is a diagram showi ng an exanple of the _
configuration of a tag list table. 5 FIG 7B is a

di agram showi ng an exanple of the configuration of
each tag table. FIG 8 is a schermat it di agram show ng
an exanple of a format of a command supplied to an IC
card. FIG Is_a.schematic diagram show ng an exanpl e
10 of a foF?rﬁt Sfla Eoﬂﬁaﬂaagluﬁglpwéw @Daf XpPaPdEr @. the

G t f | lustrating an exanp
lerocgssl9ura% *F8cH d sgéFé§dg%ﬁ%gﬁ8 gﬁlé.rffoFQ EF

flowchart P?%Jebku§5r§t899 ?Qmeé%n%éngEfﬁlﬁé%%% S3f the

for a data o series c

DESCR BT} Ol THE SAVENTLEN Nowt (g cembodi rent  of

the present invention wl scribed with

ref erence oGt hepagsoapanyyham dhawings anFE(x:*am‘})l%h%‘@S the
an exanple of the configuration of an™ 20 IC ca

syst ecoxdigatr at hon anf | €acar dagstappertabl e electrpn|c
devi ce accordi ng to one enbodi nent of this invention.
The | C cadFégst émishawachemBk®e BikgehmdesocanngCancaxdmple
processi ng equi pnent (external device) 100 and IC 25
card a4D12 ThENRT ehral proeessi Agprpduepnent ad00C card.

includes a_card read/witer 102, term nal device 1083,
FIG. 9 is a schematic diagram showing an example

of a format of a command supplied to an IC card.

FIG. 10 is a flowchart for illustrating an example

of a process for a record-series command.

FIG. 11 is a flowchart for illustrating an example

of a process for a data object-series command.

DETAILED DESCRIPTION OF THE INVENTION

Now, one embodiment of the present invention will

be described with reference to the accompanying

drawings.

FIG. 1 shows an example of the configuration of an

IC card system containing an IC card as a portable
electronic device according to one embodiment of this

invention.

The IC cad system shown in FIG. 1 includes an IC

card processing equipment (external device) 100 and IC

card 101. The IC card processing equipment 100

includes a card read/writer 102, terminal device 103,

keyboard 104, CRT display portion 105, printer 106 and
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keyboard 104, CRT display portion 105, printer 106 and
6 the like. The IC card 101 can perform data
conmuni cations with the term nal device 103 via the
card reader/witer 102. The term nal device 103 is
configured by a conputer or_ the like which perfornms 5
vari ous processes by causing a control elenent to
execut e various control prograns®nd the |ike stored
in a nmenory (not shown). For exanmple, the term na
device 103 controls_ data input/output with respect to
the 1'eechtr101Thy Lisecdrdt helcara pPeaferrwdpter 102.
10 Furt her the.terning% devi ce 103 perforns vari ous

Y

pr oceSTRLUAECRT Y YHCBpERat FeR I Rat r deYiBRs 1P Aptitat bhe
the k 4 - t ' t. .1 diti .
Lhe 1 o8 e e B 805 R L F ko PP b b L Gt o hg i3
th T di : ti 1 d
5 cher s ER o be ol EE ol BRL BV RO i 80 08 B
card 49di bgs S8todtdb e dNoPPELALE NG §§ é&ﬁtrweglé&%m to

supplied with power source voltage fromthe car

readesstatutervdOoudh€oh€rear gdrd§2aRer RAMBne VAL kOUStored in
processes according to commands supplied from 20 the

card x epelesryw (tet 4092wniThatFos8, ekd@pta@f dthe terminal device
reader/witer 102 supplies power source voltage and

comehds edneroteqdes: Vapiblsuppotesses tesphet| o the IC
card 101. As the contents of the commands suppli ed
fromEded 1@ dar di e oebskhtigcerdi preder{00itert he2) C

card 101, 25 for exanple,. contents_which request. data

Writi %?th%bdaﬁm%gFen%h@?%g?eHéF%t?%%,P%Bﬁ%ﬁﬁﬁnﬁaﬁhﬁus

the like are . . . . . L
processes according to operation instructions input to

the keyboard 104 by an operator input. In addition,
the terminal device 103 has a function of displaying
the process results on the CRT display portion 105 and
causing the printer 106 to print the same.

The IC card 101 is set into an.operative state
when it is supplied with power source voltage from the
card reader/writer 102. The IC card 101 performs
various processes according to commands supplied from
the card reader/writer 102. That is, the card
reader/writer 102 supplies power source voltage and
commands which request various processes to the IC card
101. As the contents of the commands supplied from the
IC card processing equipment 100 to the IC card 101,
for example, contents which request data writing,
updating, reading, deletion, appending énd the like are

provided.
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provided. - 7 FIG 2 is a diagramshow ng an exanple
of the configuration of the IC card 101. As shown in
FIG 2, the IC card 101 includes a CPU 201, data
menory 202, working nmenory 203, program5 nenory 204,
comuni cating portion 205 and the |ike. The CPU 201,
data nenory 202, working nenory 203, program nenory
204 and part (such as a commufication control
circuit) of the conmunicating porti oln ZOF' are c e 10
configured_by ope IC chip 206 or a plurality o

chi ps.g Furﬂlér,gt he fCitRPpRROBhANENBarD EXAMBARACE the
portion

t act ti f th nmuni cat i ng
por t ico%n% &g‘?p%ﬁig:rhggg{%}:’%;i? g?ﬁ’gﬂe}ﬁ?la modul e fotrm_ t gd
' e ul e cont ai
b AT R I TR AR R o e
. t l . n r ram
e A A T L SR K

vari mﬁpcméﬁsc%@%ﬁéé%iﬁtgoﬁ%ﬂ&h 20508h8MBhe 1ike.
stored in the program nenory 4 or data nenory 202.

For exenpley 10k, GRit20dethesy 262nchboRiNg ROmory 203,

perform ng various processes such as various

det ermi o0 g precesge3(4 aapd goests ofusni 45Ng Gommunication
specified data string into the data menmory .202.or a
proces¥ ool rebEtwit buet at spectrineni dat angt pongidn o205 are
the data  nmenory 202. 25 The data nenory 202 is a data

er asdBPE UL WY t @BF el hoRvR ot § § eoFreROP YU rEbEty of IC

exarr‘pcl:hei,pst.he Edﬁa%taher, the IC chip 206 and part (antenna
portion or contact portion) of the communicating
portion 205 are integrally formed in a module form to
configure an IC module M. The IC module M is contained
in the main body B of the IC card 101.

The CPU 201 is a control element which performs a
control operation in the IC card 101. The CPU 201
performs various processes by executing control
programs stored in the program memory 204 or data
memory 202. For example, the CPU 201 has a function of
performing various processes such as various
determining processes, a process of writing a specified
data string into the data memory 202 or a process of
reading out a specified data string from the data
memory 202.

The data memory 202 is a data erasable or
rewritable nonvolatile memory. For example, the data

memory 202 is configured by a nonvolatile memory such
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menory 202 is configured by a nonvolatile nmenory such

8 as an EEPROM (el ectrically erasabl e and

programuable read only nenory), flash ROMor the

i ke. Various data itens such as various application

data itens are stored wth a preset file structure in

the data nenory 202. 5 The working nenory 203 is a

wor ki ng nenory used to tenporarifly~hold process data

when the CPU 201 perfornms a process. The worKking

menory 203 is configured by a volatile nenory such as

a RAM T ramdorh At eselaerbt §3 11V f 8Fagrbkpl endiprygsammable
program meno 204 is a ponvolatile nmepory in which

data CRTRGL" b TEUPTYLent L7oh BRMnBFetEhLikpr ogramious data
menor 4 is.configured by a mask ROM (read, only
nennr%sgg?ns¥%% %?o%?%h?%%n%??ggﬁﬂFl88n§?§? LhFBgr 8§, stored
contr a he. | ik ofolp I asi ¢ .

oont ol e 1ol dop0deL ey L kec baed Lo epntpel cLbe 48:8g5)So:
realizes tﬁﬁeb@§kﬁi9€eﬁéﬁ699 ob 3t he ECWBQ&Qnéoﬁeﬁ$ry used to
executing the control programstored in the program

Menor yedPdra They cOOTUNb £8EEHY QAL LI QReR0BhREEHOr BB1 performs
data 20 comuni cations with the I C card processing

equi paeptocd8. Thiee coonkihhgahéngrPoLOBoNs20bnhiaguaed by a
configuration corresponding to the comrunication

syst evebéti he h@norar gudiflasFar RBXaphedomhencehe hEmory),
card 101 is a contactless (wireless) IC card, the
comubPEatX¥#BPPS- portion 205 is configured by an

antenna portion, communication control circuit .
(nDduIatioﬁh@eﬁﬁﬂﬁFé@i@ﬁmory 204 is a nonvolatile memory in

which data cannot be rewritten. For example) the
program memory 204 is configured by a mask ROM (read
only memory). In the program memory 204, control
programs, cpntrol data and the like used to control the
basic operation of the IC card 101 are stored. The CPU
201 realizes the basic operation of the IC card 101 by
executing the control program stored in the program
memory 204.

The communicating portion 205 performs data
communications with the IC.card processing equipment
100. The communicating portion 205 has a configuration
corresponding to the communication system of the IC
card 101. For example, when the IC card 101 is a
contactless (wireless) IC card, the communicating
portion 205 is configured by an antenna portion,
communication control circuit (modulation/demodulation

‘circuit) and the like. 1In this case, in the



circuit) and the like. In this case, in the 9

comruni cati ng portion 205, nodul ated waves recei ved by
the antenna portion are denodul ated by the

nodul ati on/ denodul ation circuit and nodul at ed waves
nodul at ed by the nodul ati on/ denodul ation circuit are 5
transmtted via the antenna portion. Al so, when the IC
card 101 is a contactless IC ¢ard, the comuni cat i ng
portion 205 generates an operation clock and power

source voltage to be sggplled to an internal circuit

based” T BLETF vedd nBak ?deQéve§°dFéﬁFﬁ@rWa%ﬁénr€ﬁ§lved by
10 | d tact d ni cating
portf%ﬁagﬁggegnéoB?F 838385§ géggthéfeggPVnnﬁfhaV|ng

tg the surface of
Uhe adab PRl BBy SotDuale B n EROERYc] Bl RoAUTERES, Raves

commuph§at kP4 Peyt A8 %QéunétQBgvaaho B&Qtﬁgﬂtéﬁggyﬂﬁﬂare

15 an I C card term nal portion OWN) provi

s5the exigenattdevice @heeaheéhaar9@§%56HWItﬁ&s$02hh%9 the IC
acquire an operation clock and power source voltage

and taadshdl o5 aecehvecdatas WextartihetHat @ommunicating
structure of the data nenory 202 is 20 explained. In

t he datathenor(5202neaapkar ahi bpeohtfibheslominagedpower
the hierarchical structure are defined. For exanple,

the fPPR5CStBPEHAPA tRebdasuPRBABAY tR0aNaketernal circuit

C|aSSIerd into a master file (MF) in the highest 25
hi er aP2R§Y Gndeareared PPAELEDEY WAVER- |sFarﬁP§ﬁarwhﬁn the

d an _elenentary file
10&3?1ngcneXtd ?Oﬁhe NF ggntact IC carg yt he communlcatlng

portion 205 is configured by a contact portion having
various terminals which are exposed to the surface of
the main body B of the IC cafd 101. In this case, the
communicating portion 205 is brought into contact with

15 an IC.card terminal portion (not shown) provided on the
external device side (card reader/writer 102) to
acquire an operation clock and power source voltage and
transmit or receive data.

Next, the data structure of the data memory 202 is

20 explained.

In the data memory 202, a plurality of files
managed in the hierarchical structure are defined. For
example, the files stored in the data memory 202 are
classified into a master file (MF) in the highest

25 hierarchy, a dedicated file (DF) which is a hierarchy
coming next to the MF and an elementary file (EF) which

is a hierarchy coming next to the DF (or MF). The



is a hierarchy com ng next to the DF (or MF). The - 10
above files are defined by definition information
itenms and identified by identifiers. Further, in the
above file structure, various data itens are stored
in the EF. In other words, the EF is a data file to
store 5 various data itens. DatalgtoIed in the EF has
plural types of data structures.”For exanple, it is
supposed that the data structure stored in the EF is

| assified h f {

(Trantparent |Le7 utor oy PeRobe %f’gﬁ%ﬁméggfarmatwn items
en

Val ue) &1 Faata £ 8 BV Rt R EYET o RO ngny (R e above

here'Pﬁfée§t§u§9uf§fe65?goﬁg §§t%e?£8ﬂ§y Eg)stoEﬁd in the

bi nary-formdata is stored recor type

(whi chris hﬁfﬁtﬂéftﬁéréésotﬁéfEFV§9 Eoda%aaf&QQO&e store
EF), 15 various data itens identified by record

5 nunbersraves gépsedcekstther, in the data object type
EF (which is hereinafter also referred to as a data
obj ect EF)Dadat atopédaist thet BFeh@$L¥Y1lstralctypes of data
configured by a tag (T) portion indicating an
i dent$treetupesengtar (eXxappiei oht 26 bBnpbeoatdnghthethe data
length of real data and a value (V) portion as rea
dat a ?%f%?%?é% SF?€$d31§hBQE BR exafipréséfipRelaapathree
structure in he.data nmenory_202. Further, FIG 4

shows %Be%x%ﬁp?eblB?thEyﬂﬁtATE?PEEFEFEtsFBFEStPﬁeﬁherecord
Ki 2
10 o TR TR ofd e fRsRe) SHaiRE Al DPARCEFaPRal ToH (720

'tenBL@HQtEFVQPQé?Sstructure). In the binary type EF (which
is hereinafter also referred to as a binary EF),
binary-form data is stored. 1In the record type EF
(which is hereinafter also referred to as a record EF),

15 various data items identified by record numbers are
stored. Further, in the data object type EF (which is
hereinafter also referred to as a data object EF), data
of a structure (TLV structure) configured by a tag (T)
portion indicating an identifier, a length (L) portion

20 indicating the length of real data and a value (V)
portion as real data is stored.

FIG. 3 shows an example of the data structure in
the data memory 202. Further, FIG. 4 shows an example
of the data structure stored in the working memory 203.

25 As shown in FIG. 3, in the data memory 202, a

plurality of definition information items and EF bodies

defined by the respective definition information items
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defined by the respective definition information itens
- 11 - are stored. In the exanple shown in FIG 3, a
first record EF 308, second record EF 309, third
record EF 310, wverification key EF 311,

aut hentication key EF 312, 5 authenticator generation
key EF 313, cipher key EF 314, tag list table 315,
data object EF 316, definition %ﬁfo?nation 301 of the
first record EF 308, definition information 302 of

t he seconq}rec rd EF, definition information 303 of
the tHiTd %%%?d EF, verification 10 key EF defi ning

i nf or mat i 304 tication.ke F _definin
infornatigﬁn3€%§ %%%ﬂég?i%%?%P é%né%gfign Qeglrgﬁ record EF
defi m [ t] n [ e ef L.ni
info?ﬁggi5%L%%g§a$€8%%%9%% ?%gtﬁgﬁ%5§a¥ﬁ£§5?yE505$81n

the exanpt£-shown k& & 33y, tQ@tfléﬁ%ica%?SQngey- BP 312,
and third record EFs 308, 309, 310 are EFs

r espenitinelyi cgled £ ngshdyat hen deéynEti on3j nkoprati pay er 314,

itenms 301, 302, 303. Each record EF has one or a

pl uraldg yliodt rieiorels31% n ddea BEbbjeédentFfBtati @afinition

information is attached to each record of the record

EF. THefefrortelorathl retorle 201 vétt hecoedobll EF8cadebénition

specified by the identification information of the EF

and tHEEQHRHEITT c2?? onf ThE oF REPRBnrecorfebFec@rfination

the EF._Further, g@g dgtahob'ect EF 316 has one or a .

pl ur atTESF B Lt &> 0bj et She 1 Wi Re ERaApPeEEhotRAr Fhicaion

FIG 3 qgﬁa obj ect s 31€A and.316§ re st red.in_the

dat a 'ob] e %%P%ﬂ%?gE%% CHFet hat d QE’OBP g?gtéi%ﬁ}ﬁﬂdkey EF
defining information 305, authenticator generation key
EF defining information 306 and cipher key EF defining
information 307 are stored in the data memory 202.

In the example shown in FIG. 3, the first, second
and third record EFs 308, 309, 310 are EFs respectively
defined by the definition information items 301, 302,
303. Each record EF has one or a plurality of records
in the EF. Identification information is attached to
each record of the record EF. Therefore, each record
of the record EF can be specified by the identification
information of the EF and the identification
information of the record in the EF.

Further, the data object EF 316 has one or a
plurality of data objects. In the exampie shown in
FIG. 3, data objects 316A and 316B are stored in the
data object EF 316. Each of the data objects 316A and

316B has a TLV structure. Each data object stored in
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316B has a TLV structure. Each data object stored in -
12 the data object EF is specified by "tag". Further,
the tag list table 315 is a table to nmanage "tag" of
each data object. Therefore, the data object of "tag
specified by referring to the tag list table 315 is 5
speC|f|ed That is, the data object can be specified

by "tag" w thout paying any ditention to the EF. The

verification key EF 311 is an EF which stores a

verification key. The verification Key EF 311 is
defln%%eb§a?%e %%? ?l%gtf%nsﬁﬁ9l§Feﬁe¥YniB@g Further, the
i nfor 0] a the t| at on ke EF.312,is

an ﬁgaé PE ot %%gg% %ggau hén |cg i oR %%y %’heg of each

aut heqt { gaty, pp-key Tﬁ@i@ﬂgrés gﬁé Egabgbggggogf Mag”

aut henti cation key EF defining ornat

aut hegid€at 0&d gl@ﬁ%@fé@f‘llk@YtgFthé”l@an S188¢ EEaMéCBw is
stores an authenticator generation 15 key. The

aut hesybécat bed generat i 08, keyeEﬁésé3ob§ecﬂeééﬂegeb¥ thefied
aut henti cator generation key EF defining |nfornat|on

306. Ohe“caphevikieyuEFo3t#dngsaap EEtahitbn sbotks AF.

ci pher key. The cipher key EF 314 is defined by the
definiti onThaf 6enatioat307. kep EEcR1of ishanr BEowdiERsstores
308, 309, 310 and data object EF 316 is an EF which
reads® oleTof 1GRFieR Kara %hetﬁ@riéééﬁalgﬁikebrEHaﬁél is

obj e ni ich is use a data string unit in _
regpd%§€ dmQEoEﬂ%nﬂef+gh??Eé°ne§?érﬁgld%g%Pégg FRGgrmation
each t he.record EF 309,..3 and data

objec?éﬁF 3185 gu E@%ﬂghgag% %Fkﬁﬁl%ﬁ }génlﬁeaﬂlpchP§Ch

acces§€gré§nQHta8£h8H£ngtlothe$§pefﬁe authentication key

EF 312 is defined by the authentication key EF defining

information 305. The authenticator generation key EF
313 is an EF which stores an authenticator generation
key. The authenticator generation key EF 313 is
defined by the authenticator generation key EF defining
information 306. The cipher key EF 314 is an EF which
stores a cipher key. The cipher key EF 314 is defined
by the definition information 307.

Each of the record EFs 308, 309, 310 and data
object EF 316 is an EF which reads out or writes data
in the record unit or data object unit which is used as
a data string unit in response to a command from the
external device. Thus, each of the record EFs 308,
309, 310 and data object EF 316 is used as an EF which
can be directly accessed (input or output with respect

to the exterior) from the external device. The above



to the exterior) fromthe external device. The above -
13 EFs are also called working EFs (VWEF). On the

ot her hand, the verification key EF 311,

aut henti cation key EF 312, authenticator generation
key EF 313 and ci pher key EF 314 are EFs which store
5 information itens associ at ed Mﬁth the security of
the 1C card 101. Therefore, thel¥erification key EF
311, authentication key EF 312, authenticator
generatlon key EF 313 and ci pher key EF 314 are used
as EFSFRhfER a%%ﬁn%%l%%ddWPéEFPQ BEeesYEH) (accessi bl e

only wthi C card 101) from.the externa
dev¥ce g Eggeoﬁégr E?Bdal§ ec¥PrédiratdrRalkemrEr 311,

h
(IEF)aukgﬁép§%§§gﬁpag38hggga mhléﬁ%g?gFiggtﬁgoﬂﬁﬁgFSElon key
'nd'CEF'§QBaaH§r&%bﬁé£'QQ stat§1angd, nEegeeh%ggsswg&%h

15 stores the aut entlcat on state. he area

SStOVagﬁf@EﬁétLBnW@téﬁs'QEQBH@EtQH wEQhCQangebn%lty of the
verification state set by use of a verification key

such as aaPhiNL(for exappkerep passwerdrnuabebn key EF 311,

i ndi vidual identification nunber) is stored. The area

20 203bthsnhistbiagekayenri Aladhi ehthahotdatb@ngeneration key
indicating the authentication state of the IC card
proceBEi Ag3 endi phrher180yaBFa3ténmnai catdorsp&Fsnehich

or information _indicating the authentication state

for aCfBRRFvEE débRfRhY RSCSEEPEd.225eFRéDVer Philgawilshin the

key s red i.n erification EF 311 is interna
dat a % eEath§6ﬂbt§§0ﬂsgaef8§tgrna¥ device. The above EFs

are also called internal EFs (IEF).

10

In the example shown in FIG. 4, the working memory

203 has an area 203a which stores information
indicating a verification state and an area 203b which

15 stores the authentication state. The area 203a is a
storage area in which information indicating the
verification state set by use of a verification key
such as a PIN (for exaﬁple, a password number,
individual identification number) is stored. The area

20 203b is a storége area in which information indicating
the authentication state of the IC card processing
equipment 100 as a communication partner or information
indicating the authentication state for a received
command 1s stored..

25 The verification key stored in the verification
key EF 311 is internal data (security data) used for a

verification process performed in response to a
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verification process perfornmed in response to a 14 -
verification command supplied fromthe I C card
processi ng equi pnent (external device) 100. For
exanple, the verification key is used as a user ID or
password. That is, when a verification command is 5
supplied fromthe I C card processi ng equi pnent
(external device) 100, the | C catti 101 perforns a
process for determ ning whether or not the
verificatjion key stored in the verification key EF
311 cbtht H%%tl%%tﬁoﬁméﬁﬁiﬁPea%Féﬁ kepmathgchedcesdt he
verif#ggtéon.lo conmand Lr?n1£he eitgrnal-device as a
veri f7carTon "prodBsRM the (PBEGFP24f IEKeCGer HPPcat £BA
roce | st d Lp.tk 1 03a.of the workin
ooy S0 Shi Cre LE ot E4CF Pk oh Sl HarGafing fHET 10 o

verifj i@@&@m st bR, SeL bwhénea_vsgk%k%emgpggxmg% is

exanp The above 15 verification process

per f os iBsh bed of o PROCESSca2EQANBRAHSHUECA a8 a1 PREA
wite %%ﬁﬂand orodata readcacogggndemhicﬁ ig égsedton

an exeextéomatoaeviton 1baf tMeriti eatbomobyptheorms a
verification key is successfully made is executed. 20

Furt heroce e hot héatecaf nbngkejeshoeredri hothehe verification
authentication key EF 312 is internal data (security

dat a) ke et P o2d ahin abibhevier thi tonipnokeysEpesfdr medncndes
response to an authentication command supplied from

the YERat dVpFbbesathgnelay preheclest epnahedegré)cation
100. 25 Whet her or_not the auihentlcation process is.
succe%%?TﬁTé g%??oFﬂ%de5§eﬁn% ot 8¥&FRg2Pr BcBaGEELication

process. The result of the verification process is
stored in the area 203a of the working memory 203 which
stores infofmation indicating the verification state
set by the verification key, for example. The above
verification process is performed before a process
command such as a data write command or data read
command which is based on an execution condition that
verification by the verification key is successfully
made 1s executed.

Further, the authentication key stored in the
authentication key EF 312 is internal data (security
data) used for an authentication process performed in
response to an authentication command supplied from the
IC card processing equipment (external device) 100.
Whether or not the authentication process is
successfully performed by a processing procedure

utilizing the cipher processing technique is determined
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utilizing the cipher processing technique is
determned 15 in the authentication process. That is,
when an authentication command is supplied, the IC
card 101 decodes authentication data (ciphered

aut hentication data) attached to the authentication
command by use of 5 the authentication key stored in
the authentication key EF 312 ak®an~aut henti cati on
process. Wen the authentication data is correctly
decoded jnto desired data by the decodi ng process,

the 1€ card 101"°0Ef 67 i ARsPEASESEhe gbﬁﬁeﬁﬁbcabfﬁnsn

> 0 full f . Furt if the
Pt hearseSe Bt SaRa S htnele Phe E{s%ieﬁﬁy;agggashcaﬁﬁolol
desi : j t I C rd.101 .
St s i, e E RS, B, BeoE s L0 LGLERLE 10

peerﬂ@@Q)iQtfé&h@&etonﬁeeéégpgﬁtiggfigﬁsgtkmggd;ggbuse of

aut hentication 15 process is stored in the area

of t henavos Kt gn t PBAPL ¥n 203y Wot P8t OheshENEQEABLLEOR i on key
indicating the authentication state. The above

aut he®f i £ht i @m pnosessensipetionnpdobetere RhPROERSS
command such as a data wite command or data read
conmedt ki chca sibasedt ani anco2feexdguticondeandhtbolesired
that authentication by the authentication key is
succes3tul Py Hadledesodkeguprdcesan ahehéft ceatioiol
generation key stored in the authenticator generation
key' EF*'319"4R5S a- 07 phehe kaytherbiedtiant AEOEFpRet Skey
EF 3;§uare i tﬁ nal dgta %g (security datﬁ% used for a .
secur® ﬂ%%%%g? %YpP%E QEnedas FHECRBEUr efnaB8agrRpentication
proc%§§taacgggggnge correctly decoded into desired data by
the decoding process, the IC card 101 determines that
the authentication process is performed in failure.

For example, the result of the authentication
process is stored in the area 203b of the working
memory 203 which stores information indicating the
authentication state. The above authentication process
is performed before a process command such as a data
write command or data read command which is based on an
execution condition that authentication by the
authentication key is successfully made is executed.

An authenticator generation key stored in the
authenticator generation key EF 313 and a cipher key
stored in the cipher key EF 314 are internal data
(security data) used for a secure massaging process.

As the secure massaging process, a command

authentication process by the authenticator, a
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aut henti cati on process by the authenticator, a - 16

ci phering command process by the ci pher key or a

process of a conbination of the comrand aut hentication

process by the authenticator and the ciphering conmand

process by the cipher key can be assuned. 5 In the

command aut henti cati on process p%%use of the

aut henti cator, an authenti cator nerated by use of .

the authenticator generation key based on data which
part. of. the receiyed conmm is verjfied with an

1aut hemtd 1'Eealilor}‘g attRHEY R°THEsr e’f}i‘/%ocjc%}?ﬁ]ﬁn}aey That @
10 I Jnggmk(ﬁgﬁcgnlg ehelnaft§§ alu%%entlcatlon

r ef erre o as a secure massagl ng conman

requides-&ss SEF W M@&H@Peéﬁ%' t?‘h% %’1@91%& 2geirnmand

the I'C card processing equl pnent 1 car

genergd &se & bautthentigat ore by ciphesingsdata, of a
specified portion 15 (for exanple, a header portion or

data portiDm)tid dhemacOn@RbdebYidsei®h ph6cess by use of
aut henti cator generation key in the authenticator

generdté ontdesn e3P asan heu cloemainda t aut deme rgaédoby use of
process. Wen the authenticator is generated by use of

t he dilthenttieanorcafenersgnorkeyn ko9 bh@edi(}maddtaoxahich is
verify the generated authenticator with the

aut hétiti catiort it teRIRHed erenedmbndverifiedjgith an
determined in the verification step that the verified

aut heti TR 0 &2 COF rfeh (RERRE - Sathe oFFers v hecPpmngafq  That

101, deferges, Ligle e FOUTRNS, SUBet) ol LoD PLOSERR. e

deteryg ned I ndhe yerdfleation.shemnifrain e veoliied o
secure massaging process 1is supplied from the IC card
processing equipment 100, the IC card 101 generates an
authenticator by ciphering data of a specified portion
(for example, a header portion or data portion) of the
command by use of the authenticator generation key in
the authenticator generation key EF 313 as the command
authentication process. When the authenticator is
generated by use of the authénticator generation key,
‘the IC card 101 verify the generated authenticator with
the authenticator attached to the command. If it is
determined in the verification step that the verified
authenticators coincide with each other, the IC card
101 determines that the command authentication process
is successfully performed. Further, if it is
determined in the verification step that the verified

authenticators do not coincide with each other, the IC
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aut henticators do not coincide wth each other, the IC
17 card 101 determ nes that the conmand

aut hentication process is perfornmed in failure. The
result of the commuand authentication process is

stored in the area 203b of the working nenory 203

whi ch stores information 5 inﬁiq@}ing t he

aut hentication state for the conmand, for exanple.

When the above conmand aut hentication process is

succe I ) rned, t card 101 perforns.a
oo dor L RBELEE e il Coffmna e pat B fhaat ion

commangd, pLogcess by, Hse,0f ineﬁgipgfé. 10 keyes88tass the

transtferred wth respect to t card processing

equi pp@Rhahg LhPhered-byivseppbcths ciphesrekeyn FRE area
exanpl e, when a secure nessagi ng command which

requesd 3o datf ac e i o APihG BepPLyedlodrem ¢hest&resai dformation
processi ng equi pnent 100, the 1C card 101 perfornms 15

a processcafingcode nguahaniteatdadta posteoficadderd tommand,
the command by use of the cipher key in the cipher

key EFPr 3adammbe w i ¥hag the decvededonnsndi aubheheidatéon
menory 202 as a ci pher command process. Further, when

a sedtF eI shyi FgCedRfandl WhPeh pehedst shdala Fead 181

20 s%gggﬁed fromthe | C card rocessing equi pnment 100,

t he QTS 191PT 2288 0GP HEFRORPERP f Fedthy FREmand.
command fromthe data_nenor 02, ciphers the rea .
Gota by skt bPt RGCRPEhEPTRED S REPRECHaPY BFEnGF Kbg cipher
EF 31 nd t L d s.re dat.a to

the | Chard o8 BralebdFnel e R P e gl £ %R go

Ci phes SOIPBRNGy PEQEERENtSi8 PIPRESEATHY GLRNEEI Pde cipher

data transmtted
key. For example, when a secure messaging command
which reguests data writing is supplied from the IC
card processing equipment 100, the IC card 101 performs
a process of decoding a write data portion added to the
command by use of the cipher key in the cipher key EF
314 and writing the decoded data into the data memory
202 as a cipher command process. Further, when a
secure messaging command which requests data read is
supplied from the IC card processing equipment 100, the
IC card 101 reads out data specified by the command
from the data memory 202, ciphers the read data by use
of the cipher key in the data cipher key EF 314 and
outputs the ciphered data as read data to the IC card
processing equipment 100. That is, the cipher command
process is a process for ciphering data transmitted

from the IC card processing equipment 100 to the IC
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fromthe I C card processing equi pment 100 to the 1C 18

card 101 or data transmtted fromthe IC card 101 to

the I C card processing equi pnent 100. In the

conbi nation process of the command authentication

process and the cipher command process, 5 the above

conmand aut hentication process E% use of the

aut henti cator and t he above cip } command process are

perfornmed. That is, as the conbination process, the IC

card 101 orms_ a process for de odln r _cipherin

2 g b R e D et et n bl e pherm By SWRErEagt 191 co

aut he cati p |ed f the IC card
014 CALTOD- 0T 2, CONURNG SUpPLL £, ;188“

pr ocessi ng eqU|p succ y made by the
comand aufHePEéC@$hQDnQ£98§S r8¥eH§eo@ftBQecommand

aut henti cat or. her or I'S necessary to

perf0&@%5@@tﬂ§a¥§6hf¢§@éé§§ Qﬁ@0§§§ c@HEQ?nEbﬁﬁghanrocess,

process, conmand authentication process or conmand

Ci phethprasess csmmsied ef i ned: acg0i dhngrbee8B BFCEESE of the

condition set for each data in each WEF. That 1Is, in

t he |@icedt 104t or aznessies dloovespephevecdahandt pascens are

the respective 20 WEFs are control Il ed according to

vari oeRr proeedsi nghat esel t8s selie asomhénattessprocess, the IC

conditions. Next, an access condition for each data

strln@ar?f%Qle&%ﬁ%@émsr%c%¥%c%?sd5@é opfedingi Aregéhhering a

VEF i | ai ned., 25 FIrS setting of an access
COﬂdI??B% %?té%%hbyr%%%r% i b ?h%ng%BrHeEFWE§nthe V\EF

IOIS exgl englcatlon of a command supplied from the IC card

15

20

25

processing equipment 100 is successfully made by the
command authentication process by use of the
authenticator.

Whether or not it is necessary to perform the
verification process, authentication process, command
authentication process or command cipher process is
determined according to an access condition set for
each data in each WEF. That is, in the IC card 101,
accesses to respective data items in the respective
WEFs are controlled according to various processing
results set as the access conditions.

Next, an access condition for each data string
(for example, record or data object) in each WEF is
explained.

First, setting of an access condition for each
record in the record EF as the WEF is explained.

FIG. 5 is a diagram showing an example of the
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FIG 5 is a diagram show ng an exanple of the e t. 19
configuration of the record EF defining information.
In the exanple of FIG 5, the defining information of
the record EF which stores three records is shown. As
shown in FIG 5, the record EF defining 5 information
is configured by information itens such as an address
401, EF identification informatidh (EF-1D) 402, file
type 403 of the EF, record length 404, record nunber

405, first-record access condition 406, second- record
acces%o%ghﬂVf?Bhoﬁoqf the rHeFeEdr BFadeés8ing EBABEMROAON -

and the |ike  Th dd
?2?orﬂ%t%%% ?%@%@5?.§5a9ﬁépo /(POR. SREEReoaatatEmBEjon of

202 |y dhL ghoLee EF. por, 0211, ped. TS FELD 402,15 o,

i denti |cat|on|n orrm

filet 3shSw 154N ng .t f
type o¥p?héggphé.h”%ﬁéﬁgﬁgﬁ%re§8% dhegian e Pshefe

recorth Esrdef i ohngs | ERF NBLEOA H§ 1ﬁ§§HH§gioBh§tEhEesuch as
type 403 is information indicating that the EF is

recorah Erdddées r €coy deFengéht 404chsiohNi n@bREL 98BN (EF—ID)

i ndicating the size (length) of the EF. 20 The record
nunbe40205fiseihfpenmmBomfindéca?ingethd henhenh @4, record
records stored in the EF. In the exanple shown in

FIG mumkercelbt Firassupedrdhaccehseeondtbids 486e second-
stored, the record nunber 405 is set to "3". The

r ecor P GRESSACEDRTi EPOMLE 40w, 4407, thdgdoreensd ascess

records g{glégf£6gaéhgntheeﬂsklndlcatlng condi ti ons

The address 401 is address information indicating
a position on the data memory 202 in which the EF is
defined. The EF-ID 402 is identification information
to identify the EF. The file type 403 is information
indicating the file type of the EF. 1In the example of
FIG. 5, since the record EF defining information is
assumed, the file type 403 is information indicating
that the EF is a record EF. The record length 404 is
information indicating the size (length) of the EF.
The record number 405 is information indicating the
number of records stored in the EF. 1In the example
shown in FIG. 5, since it is assumed that three records
are stored, the record number 405 is set to “3~.

The record access conditions 406, 407, 408 of the
records are information items indicating conditions
(conditions which permit accesses) to access the

respective records stored in the EF. That is, the
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(conditions which permt accesses) to access the
respective records stored in the EF. That is, the 1 1
20 access condition 406 is information indicating a
condition to access the first record stored in the EF
The access condition 407 is information indicating a
condition to access the second record stored in the
EF. 5 The access condition 408 i4%i nfornation
indicating a condition to access the third record

stored in the EF, g an exanple of a
pIura????sﬁfC?%ﬂbFﬂgn é? réd FHfBHEaFéEBranEFcaFﬁnghé

6 ft
e SN 0 TG 6 FReramle of Uee rends .
S shobe Ofect s IR PROR24BIONE | BrBasr Roh 1 RERM no
i n ongcrecerEn EF é@é@@gttM@|¥e&BHBU9§cHgaaQ€H§@E_ln the EF.

information itens 501a, 502a, 503a and data portions

501b, THO28cc593bcod&i Eash 0bsgt he MARBERABALN indicating a
information itens 501a, 502a, 503a includes record

i dent¢dhcdation tofecoatsonhéf enirexaspbed E€6e@ed in the EF.
nunber) of each record and information indicating the

| engt h of FRe.dat ahpest ronex@heief ofea pilnrthetlyCofar@cords
101, each record can be specified based 20 on the
managehehedi Ak oPhat FerofAeBBr d hunbke andmpiaf showhi én
|nd|cat|ng the length of the data portion in the

recor G*EF Bef fRed®YPtReCletNAPEI BRCPAfSr AALy 0R02, 503

s conditign_for ch record is
gig}a %he gcfgsone recorg EF de%?ned by definition

information as shown in FIG. 5 is shown. As shown in
FIG. 6, the records 501, 502, 503 stored in one record
EF respectively include management information items
50la, 502a, 503a and data portions ‘501b, 502b, 503b.
Each of the management information items 50la, 502a,
503a includes record identification information (for
example, record number) of each record and information
indicating the length of the data portion. Therefore,
in the IC card 101, each record can be specified based
on the management information (record number and
information indicating the length of the data portion)
in the record EF defined by the definition information.

Next, the access condition for each record is
explained.

As the access conditions 406, 407, 408, access
conditions for the respective records can be set for

respective various processing contents. For example,



10

15

20

25

25 As the access conditions 406, 407, 408, access
conditions for the respective records can be set for
respective various processing contents. For exanple, 1
ti - 21 In ISO (International O ganization for

St andar di zati on), a READ RECORD conmand, WRI TE RECORD
command, APPEND RECORD conmand, UPDATE RECORD command
and the like are defined as conmands™ whi ch request 5
accesses to the record EF in the IC card. In this
case,_as e, access conditions 406, 407, 408, an
accest” %%ﬂdf TB%r?%Fl?ﬂ%Er@E%?HlFﬁtéOBrSeéss (dat a

r ead ) pondj t READ RE!

o e L S TE PR RebORReCPBard | AR Te ReCORD

Lt [ h
Pes SRR A0 DL ReRtRs Sk Sl CEPORAETAEt Bt Bomanc

recorghincige PIREESSe (datanaQPSRd-BHASESS) which request
corresponding to the APPEND RECORD command, an access

condidtonsfos thechseeoedrinEr phogpssICdabaqupdatechis
process) corresponding 15 to the UPDATE RECORD comrand

and tbesé¢) ka&s nalye beccesnstdedediokur thér, 483,the8, an access
access conditions 406, 407, 408, an access condition

for thendecben farthee secare hessagrngepsodessaofread

each command can al so be considered. 20 Further, as

t he aRERSISTLNEPFFBABOAOENIADT, tROSREAD RRECBAL gommand, an
process, a condition for permtting access (read)

accor IFRY°T oCPRELF LDl £OBf ChReTeGAE Renbi BaPrBReHF0dEEE2

by the authenticalion key of L0€. to the WRITE RECORD

command, an access condition for the record in a
process (data append process) corresponding to the
APPEND RECORD command, an access condition for the
record in a process (data update process) corresponding
to the UPDATE RECORD command and the like may be
considered. Further, as the access conditions 406,
407, 408, an access condition for the record in the
secure messaging process of each command can also be
considered.

Further, as the access conditions 406, 407, 408 in
the data read process, a condition for permitting
access (read) according té the result of the
authentication process by the authentication key or the
verification process by the verification key in
addition to a read free or read inhibition can be set.
For example, access conditions can be considered in

which the read process is permitted only in a state
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verification process by the verification key in 25
addition to a read free or read inhibition can be set.

For exanpl e, access conditions can be considered in

which the read process is permtted only in a state -

22 where verification by the verification key is
successfully nmade, the read. process is permtted only

in a state where authenticatrbn:%§ the aut hentication

key is successfully nade, the read process is

permtted 5 only. in a state where verification by the

veri MRS off T %@C?%l%%é%%s%?%lY?rhﬁﬂéaB%oﬂhE?é is

aut henti cation th aut hentication key.is .
Stcoenli T S et Bt 1 nE'T ehor S P ERRSESY i pRe R ted only
only in a state wher i f] ' byt .
verifﬁcé?ioﬁgiey i% %u%%%gééﬁﬁ%éggg eggngﬁiOaUthentlcatlon

aUthQQ&}Cﬁii@@b@&s§fﬁﬂ§%tﬁ§@éjC@EéoPegﬁypkécess is permitted
successfully made. Further, as the access conditions

406, 7y #08 istatdevitlata wetieiforiappeRdchepdate¥ication

process, a condition for permtting the wite process

(or adppends uspdades;fdblprioz@ssoacebedengutvethecaesohtby the

of the authentication process by the authentication

key cruthentvecaficatkon iprogcessshyui hg vadéfanatfba read

key in addition to a wite (or append, update) free .

or WRICED? appentnitpedte)lyi fAhi Bi sFehecehepe verification

For exampl e, access conditions 20 can be consi dered

in WHEh-he’ S+ 2°T bt ORphehdl S uPpdEEeT S prbtesBage and

permtt.ed oni%%in a state whe verificatjon b% t he
e

veri f4'tatdn P9 %ﬁcE%%s?ﬁ{ﬁﬁnthﬁa 10PhgSWrite (or
appeng, - UPJak ) | Proggss 1s

Further, as the access conditions 406, 407, 408 in
the data write (or append, update) process, a condition
for permitting the write process (or append,‘update)
process according to the result of the authentication
process by the authentication key or the verification
process by the verification key in addition to a write
(or append, update) free or write (or append, update)
inhibition can be set. For'example, access conditions
can be considered in which the write (or append,
update) process 1is permitted only in a state where
verification by the verification key is successfully
made, the write (or append, update) process is
permitted only in a state where authentication by the
authentication key is successfully made, the write (or
append, update) process 1s permitted only in a state

where verification by the verification key is
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permtted only in a state where authentication by the
25 authentication key is successfully made, the wite
(or append, update) process is permtted only in a
state where verification by the verification key is
23 successfully made or where authentication by the
aut hentication key is successfully made or the wite
(or append, update) process is mited only in a
state where verification by the verification key is 5
successful | n?de and aut hentication by the,
autheﬁ??%%f¥6ﬂ k%ym?ges%EcﬁggfﬁlFytﬁﬁﬂélcﬂélaﬁséwiEBG

b nma )
aut hedt| @%%‘?%%ggf‘g{}gégyez%?gg%gg%g%ﬁl%ﬁ%u?‘%gi%?%agg?, wgite
ci phe%apgaggm@nd LPALLESS Péécggg g% ggrmstgaphe key 4

or a proce Ion O

aUthe@%égétWQ@rQr9§§§§1§§g1%Heb9lQngrbgglfgeggggg key is

process are provid herefore,; as the acces

condi $h08e59Ful he HLGHT SndresSAHEAY BEREEASHyCORdI tions
can be considered in which the secure nessagi ng

processtiént Scanten upapcessanycesbfuslnepeasary to set

a state where the command aut hentication process by

use of theAsadeéhenibedtabois,saecedsfakbyrpemtesagdng

the ciphering command process by use of the cipher

key iBrPeqafred opmmane zupherfhgatéanapdopessess bype of the
use of the cipher key 20 is required while the conmand
autheﬁ??@%?Fbﬁab?Bce%stQheﬁé@goFOWﬁénﬁuPﬁ@ﬁﬁﬁéabwrUﬁ@ of
successfull% pe Eo rmed. Next, set of the access

condi t7on°tBPEalRY Tatd BHPERES| A tﬁecaﬁPén65ﬁ88toﬁFthe

as th@o%%gnasauthentlcatlon process and the ciphering

command process are provided. Therefore, as the access
condition for the secure messaging process, conditions
can be considered in which the secure messaging proceés
is made unnecessary, it is necessary to set a state
where the command authentication process by use of the
authenticator is successfully performed, the ciphering
command process by use of the cipher key is réquired or
the ciphering command process by use of the cipher key
is required while the command authentication process by
use of the authenticator is successfully performed.

Next, setting of the access condition for each
data object in the data object EF as the WEF is
explained.

FIG. 7TA is a diagram showing an example of the
configuration of the entire portion of the tag list

table 315. FIG. 7B is a diagram showing an example of
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explained. 25 FIG 7A is a diagram show ng an exanple
of the configuration of the entire portion of the tag
list table 315. FIG 7B is a diagram show ng an
exanple of 24 the configuration of each tag table
603. As descri bed above, in the tag list table 315,

i nformati on which manages each data object is stored.
In the exanplé shown in FIG 7A%%1n the tag list table
5 315, nmanagenent information itens (tag tabl es 603A,

603B), for twp data objects (which are hereinafter
refez?%% ?%xg%g¥¥?%%°%nafs%%%ﬁdtﬁ%tEaB%Feép§) are

d. h in FLG _7A _in the t li st
a5l o 315, PtaBr 8°F BRECRCPAYBr mit BHeeéli,gf 1§ ggsélesféi
nmb j I I It a abl es
el OERE RS Q00 0% 303,81 LBk LY 0! oL SeLables  orea.
POntaiﬁegheT@§a$_Péesﬁgﬂﬂtbn'ﬁi@tnﬁg'anGEgel§a pigt table
information indicating the | engih of each tag fabl 8.

The taQSIabé@agéﬂeﬁ@nbﬁfofﬁégiaﬁti@@m@oztﬁé tables 603A,
information indicating the nunber of tag tables stored

in the0dmp fosttwablier315bjefach (trgchable AB3esharesr
managenent information of a correspondi ng data

obj ectefénrgd Go 78 fAnrekaapliesefontiheatagobistttabkee

315 which nanages the two data 20 objects is shown.

Ther efo?€edi n tThetleganpie shown in FEEG 7RA ithéhei tsg list
tag tabl e 603A and second tag table 603B are provided

as t he??hgy thbi etalpbet hergthsinhownat aor| 6017BLagathble

tag tﬁ&$§ePO§nformation 602 and a plurality of tag tables

603 (first tag table 603A, second tag table 603B) are

contained.

The table length information 601 is information
indicating the length of each tag table. The tag table
number information 602 is information indicating the
number of tag tables stored in the tag list table 315.
Each tag table 603 stores management information of a
corresponding data object. In FIG. 7A, an example of
the tag list table 315 which manages the two data
objects is shown. Therefore, in the example shown in
FIG. 7A, the first tag table 6032 and-second tag table
603B are provided as the tag table.

Further, as shown in FIG. 7B, each tag table 603
contains a tag value 611, length information 612,
location data 613, file ID (DID) 614, access condition
615 and the like.

The tag value 611 is information indicating the
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contains a tag value 611, length information 612, 25

| ocation data 613, file ID (DI D) 614, access condition
615 and the |like. The tag value 611 is information
indicating the - 25 tag which is an identifier of a
data object to be managed. The length information 612
is information indicating the |length of a data
portion (Value) of a to-be-nman d data object. The

| ocation data 613 is 5 information indicating a

| ocati on etail control . inforpnation of a
t o- be‘ﬁ%ﬁgbﬁghdh?aa%b}%%?tlﬁh%rf?fea fpta1abjgct to be

TS PELOCITLEO, O R ELGOR12 2tk Reh BEL o
Cond'iﬂ&ﬁhéﬂéhésthgfPéH@%%OQf'QdaQQSdggrEQ gVale%tof a

condition to access e- manage ao je

the acceass-®. é&0@a€9r0§§§8tdat@h@bhgegthén data 613 is
expl ai ned. As e access condition 615, an access

condlimtwrmétﬂoﬁhﬁndﬁ&@t@bgegt1@@@tb§n8§5 B@Ea@@cboﬁfrol
various 15 processing contents. For exanple, in the

| SO {rfdenatat donat &rgaﬂbqamanmgé@rdétandaﬁé¢t.a & file
DATA command, PUT DATA conmand and the |ike are
provibedo ks 12 tdemahbiont thnregliesnstacoess to ERe(data
record EF in the 1C card 101. In this case, as the
acceseP i #1 bnv2bcE 18t o ams agceesbeomanetes fatat heject.
dat a ect in a rocess data read process)
corré@ﬁ%ﬁﬂ?%@ﬁ?oc? TALE ohBAamakycaniadéegging the
condltlo or the data object. in a grogeg gdata

ge at

wite pr%% 5%} tOr 7 espOndE ng°-Peman object.

Next, the access condition for each data object is
explained.

As the access condition 615, an access condition
for the data object can be set for each of various
processing contents. For example, in the ISO
(International Organization for Standard), a GET DATA
command, PUT DATA command and the like are provided as
a command which requests access to the record EF in the
IC card 101. 1In this case, as the access condition
615, an access condition for the data object in a
process (data read process) corresponding to the GET
DATA command and an access condition for the data
object in a process (data write process) corresponding
to the PUT DATA command are considered. Further, as
the access condition 615, an access condition for the
data object in a secure messaging process of the

command i1s also considered.
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to the PUT DATA command are considered. Further, as 25

the access condition 615, an access condition for the

data object in a secure nmessagi ng process of the

command is al so considered. - 26 As the access

condition 615 in the data read process, a condition

for permtting access (read) according to the result

of the verification process by e Verification key

or the authentication process by 5 the authentication

key in addition to a read free or read inhibition can

be set. Fo%seﬁaﬁpﬁﬁ?eﬁﬁc§§§dlééﬁ6i@ﬂénéncéﬁebéatadread
consi ed in which .the read process .is permtte

o'y $R0E8 0 %%%?ép%%?i??Ea??6W12§1PHe Pt fEeacy
verifi. j ey i u ul Ly e, the rea
procé%ééégg?ggpe?n?? e%ggﬁfé Ph gggtg 5lgﬁ§?§lon process by
aUthe@ﬁéC@éfPPigytiénekéytQﬁnEEQthQHeK€XCE§ioP BTSSESS by
successfully made, the read process is permtted only

in a stateuvheneiveeidhCcréyonn gt heoMerbf hcathgnekey or
is successfully nmade or where authentication by the
aut hergadat hlofb keyon Scdb seicsessf ukby srd@panyd Lheess

read process is permtted only in a state where
verifé¢eatiohoby che bercdénsatieoad keywhscsucnesstubl process
made and aut hentication by the authentication key is
succekssfRETYL Haeld. oMby t he acsestecohdrei var6iScahibheby the
data wite 20 process, a condition for permtting a

wri t &7 pF oS3l chryi hy $ecEnesfeslyt maglet hehe read process
verification, the verification key or the

by. .
2ut hehit 1 25t ThhC 51 GEabE By =t Res bt KOREFCAEF BAnKégaFAon by
addltﬁﬁg]éﬁkﬁ%ﬁ%iégtiégekg§ is successfully made, the read

process is permitted only in a state where verification
by the verification key is successfully made or where
authentication by the authentication key is
successfully made and the read process is permitted
only in a state where verification by the verification
key is successfully made and authentication by the
authentication key is successfully made.

As the access condition 615 in the data write
process, a condition for permitting a write process
according to the result of the verification process by
the verification key or the authentication process by
the authentication key in addition to a write free or
write inhibition can be set. For example, access
conditions can be considered in which the write process
is permitted only in a state where verification by the

verification key is successfully made, the write



wite inhibition can be set. For exanple, access 25
conditions can be considered in which the wite
process is permtted only in a state where
verification by the wverification key is successfully
made, the wite - 27 process is permtted only in a
state where authentication by the authentication key
is successfully nade, the witeZprocess is pernitted
only in a state where verification by the
verification key 5 is successfully nmade or where
aut heRFPEGEFoRSbYeFRet tadt RBAYI éat PoRtREY Where

made or the wite process is pernmitted

I
ggf§e$ﬁ£§e§¥éF€t%BBrBYVEP?f@Bé??&ﬁlcaﬁﬁoﬁhéey is
' i fi ' k f .
ot Rt EaE o by (RE auf REntFeAEl BACRE o 4° ggrmiteed only
Succe%ﬁfglE¥ag§d§heggrLg§5flé§tqgﬁc &b%ﬁﬁa ¥ %%t&%% key

secure nessagl ng process, a conman |ca I on

5process QMCCH§§f9il§hﬁaé€tB?n%hgégoéutﬁeﬁkﬁggEﬁgg bg the
command process by use of the ci pher key or a proc

of a gotheknaitenidh réythe samprBdrautbeptbeabikORhe write
process and the ciphering command process are

provi dedce¥heief peeniasetihenagcessa eondet wbBr6lhek@fication

the secure nessagi ng process, conditions can be

consi dgr edei newhithat henskewr és sessagshglpyoness ead

made unnecessar IS necessary 20 to set a state

mhereaPEEeBBhﬁﬁﬁéoauPheﬁb?caﬂﬁbﬁnﬁﬁéééQQH bpyuse of

t he authentlcator i s successfully made, the ciphering
loconnaﬁﬂcﬁ?ﬁéégé Bymﬁgé of the cipher key is required

or the ci eri co process use of the
p? Rgr, escrl ed a%ove, as the secure

messaging process, a command authentication process by
use of the authenticator, a ciphering command process
by use of the cipher key or a process of a combination

15 of the command authentication process and the ciphering
command process are provided. Therefore, as the access
condition 615 for the secure messaging process,
conditions can be considered in which the secure
messaging process is made unnecessary, it is necessary

20 to set a state where the command authentication process
by use of the authenticator is successfully made, the
ciphering command process by use of the cipher key is
required or the ciphering command process by use of the
cipher key is required while the command authentication

25 process by use of the authenticator is successfully
made.

Next, commands supplied from the IC card
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ci pher key is required while the conmand _

aut hentication 25 process by use of the authenticator
is successfully made. Next, conmands supplied from
the IC card 28 processing equipnment 100 to the IC
card 101 are explained. FIGS. 8 and 9 show exanpl es
of formats of commands supplied fromthe I1C card
processi ng equi pment 100 to 5-theé8l C-card 101. FILG 8
shows an exanple of a format of a command having no
data portion. For exanple, it is assumed that a
conmmeRE°HKRFERNBegaBsPBedat 40Pead has dACf oammt 18 are
shown in FIG 8. As shown in FIG 8, a command havi ng
10 no®dBLa1pBFAti on such as to-be-witten data is

fi d a ¢lassification portion (CLA: class)
ggg,l?ﬁ25r52¥§0n%pgppi8ns PNS@X%H§FFﬁ%f%§Nﬁ°qWﬁESfQﬁwﬂOmmandS

- cond paraneter. (P2) 704. F
0 ShoMeCRA SYaRErE SFoalForfat BF CRCOMM A1 el ng© ©°
a dat a,porti pp,.qF9pHexanple, it is assuned that a

command whi ch requests a data wite process has a

format as shewngi BhEWG a8 eAanpheWR A B @é%m%? & a command

command having the data portion in which to-be-witten
data havshorad dsteopbirgunad byoz dabaphengtih par bis@himed

20 (Lc) 805 and data portion (Data) 806 in addition to

a cl abstfacabmoAnpowhioh (EhAestkasiara’@tad has a format as

instruction portion (INS: instruction) 702, first

par anéhern( Pn) FI¢038andAsesbrénpanaméter 8(P2) céhand having
no data portion such as to-be-written data is
configured by a classification portion (CLA: class)
701, instruction portion (INS: instruction) 702, first
parameter (Pl) 703 and second parameter (P2) 704.

FIG. 9 shows an example of a format of.a command
having a data portion. For example, it is assumed that
a command which requests a data write process has a
format as shown in FIG. 9. As shown in FIG. 9, a
command having the data portion in which to-be-written
data is stored is configured by a data length portion
(Lc) 805 and data portion (Data) 806 in addition to a
classification portion (CLA: class) 701, instruction
portion (INS: instruction) 702, first parameter (P1)
703 and second parameter (P2) 704.
In the classification portion (CLA: class) 701,

information indicating the classification of the

command is stored. In the instruction portion (INS:

instruction) 702, information indicating an instruction
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In the classification portion (CLA: class) 701, 25
information indicating the classification of the

command is stored. In the instruction portion (INS:
instruction) 702, information indicating an

instruction 29 of the command is stored. That is, the
contents of each command are identified by

information items stored in the?lassification

portion 701, and instruction portion 702. 5 In the

first paranmeter 703 and second paraneter 704,

inforﬂgt?%% TeRRRNSuLth 25Cpafaneters ifdi EBEi AGntents of
to-be-acgessed obj ect o& tge coangnd.are stored.  For
exampf - i FOTARNCale® ot 8 tbhhERdP¥h i BACEPaLL PR ed tgMs stored
recor - be- bj ect a uch _as a. 10
Fecort nonper AT P ESEP RS BPEE b T oArEn THaf R Te P
be witten,hsygpored in the first paranmeter (Pl) 703

and an identifier (EF-1D or the like) indicating a

file (recPﬁdtﬁg)fiBsﬂhBQPaﬁeﬁggoﬁ@BSQ%@'Eb%@nﬁyp%gﬁmeter
first paraneter (P1l) 703 is stored is stored in the
secontodp pareneiefohP2ien94subbr tbeparbnetBescaggiehting
a command which specifies a data object as a

t 0- bet aclcessedesabfiecbjetagofatbe obmibeddatra ebpeeti. For
indicating data object to be accessed are stored in

t he fexamppar ahetehe 788canfl secondapdr ahetbr spe4if2es a
In the data | ength portion 805, information

i ndi cBEFRE it Re #ehgrRcoRCERSSHAL APPpBFEEI 0A2866 (FHChhas a
command is stored. That is, the data |l ength of the

dat a POFeFAn"@BBEF bl LBAL ARt LG ﬁaFECPéﬁggﬂ pBLERoAa8e51s to

be written is stored in the first parameter (P1l) 703
and an identifier (EF-ID or the like) indicating a file
(record EF) in which a record specified by the first
parameter (Pl) 703 is stored is stored in the second
parameter (P2) 704. Further, in the case of a command
which specifies a data object as a to-be-accessed
object, tag value of the data object indicating data
object to be accessed are stored in the first parameter
703 and second parameter 704.

In the data length portion 805, information
indicating the length of the data portion 806 in the
command is stored. That is, the data length of the
data portion 806 following the data length portion 805
can be determined based on information stored in the
data length portion 805. Further, CLA, INS, P1l, P2, Lc
may be respectively configured with preset data

lengths. 1In this case, the length of the entire
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can be determ ned based on information stored in the
25 data length portion 805. Further, CLA INS, P, P2,
Lc nay be respectively configured with preset data

l engths. In this case, the length of the entire - 30
portion of the command can be determ ned based on
information indicating the data | ength and stored in
the data length portion 805. Tn the data portion 806,
data used in a process of 5 the command is stored.

For example, in the case of the command which

requedt’s H%Tapgw???nﬁ?mWﬁT?ecaatQei§9t§f6F@8diﬁa§ﬁ§ on
data portion 806..The | ength of data to e stqred in .

Che RS BB 08 wiatre e cBrefithy tRRotRaghd) ShaeRe in
orti 8 T: r the length 10
PndiSg?%dgigatggﬁﬁé?as?éﬁg%ﬁ gngion 80% is determ ned

as data stppedhbnghhe dataibarkben 8A6- based 9p Beﬁkocess of
data of the data Iength portion 805. Further, in the

abovetgonaditand hes PSESEAEE OForabgBngee0f iHhen8EeHER of the
nmessagi ng process or the contents 15 of the secure

nmessagbroppd oclessh areqspecs f Hedabyrusengf arspechbikadis

bit. That is, the CPU 201 of the IC card 101

det ersii ¢vesd whet blee dataopothécvoffrand Tequileergthhef data to
secure nessagi ng process or the type of a process
requitedstorde pertbe nddtasreoheisacfe iaessagingted by the
process baﬁed on the value of the specified bit in the
recei%%%?c Trahd. PREXT O t B8O conhBfidcpPeBesdafa Phethe length

. [ d as _descri bed above is | ai ned.
card %Q 1c§€gélgyr€he gata Eengt port?on 88§pis determined

as data stored in the data portion 806 based on next
data of the data length portion 805.

Further, in the above command, the presence or
absence of the secure messaging process or the contents
of the secure messaging process are specified by use of
a specified bit. That is, the CPU 201 of the IC card
101 determines whether or not the command requires the
secure messaging process or the type of a process
required to be performed as the secure messaging
process based on the value of the specified bit in the
received command.

Next, the command process in the IC card 101
configured as described above is explained.

First, a process for a command (record-series
command) which requests access to a specified record in
the record EF is explained.

FIG. 10 is a flowchart for illustrating an example
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First, a process for a command (record-series 25
command) which requests access to a specified record
in the record EF is explained. FIG 10 is a flowhart
for illustrating an exanple 31 of a process for a
record-series command. The 1C card 101 is triggered by
power supplied fromthe |IC card_processing equi pment
100 and set into a conmand waitPhg State. In this
state, a command 5 supplied fromthe IC card

processi ng equi pnent 100 is received by the
connuﬂ?cét?ﬁ@cﬁéﬁtﬁeﬁ 2o5eePreheercesc gpamand -and

suppl i ed t 0 In this exanple, a process
per f or med | a§8 &hipé & Sc STtERG TRA Ot HQ¥$ﬁxﬁ%PPlled

ecer cham &n éi’% FLrREs. PoReR s Canrand oo (RO Podused into
1 ("YES" in the
ot ep & RS BT R Shy B S d focessofge ® Cdfmand

f i e S o] i
S g Lhecvah gty ooty e orT otag 00

of theetecebdedyCcongRBdmnEheRat SR pbRtiB8 DOEMBY the 1C
checking process, it is determ ned whether data itens

set inatHelPéspedt supppoeti anstaeecpvabod.or IAOkhikOkxample,
exanpl e, the CPU 201 confirnms whether the command is a

nor naf BoAAAAE bPerhormed tthea 28sel absicki eativemand which
portion 701 and instruction portion 702 of the
comuh8IUEREEhaFCeEhet Py 8DECE6ALHr meCPhdt ini mhal irdcord EF
values are not set in the first parameter portion 703

and sttoh@cparafetdrepBreioRd704. If the

When a command from the IC card processing
equipment 100 is received (“YES” in the step S1), the
CPU 201 performs a process for confirming the validity
of the command (steps S2 to S5). That is, the CPU 201
first checks the format of the received command (step
S2). In the format checking process, it is determined
whether data items set in the respective portions are
valid or not. For example, the CPU 201 confirms
whether the command is a normal command or not in the
classification portion 701 and instruction portion 702
of the command. Further, the CPU 201 confirms that
invalid values are not set in the first parameter
portion 703 and second parameter portion 704. If the
data portion is present in the command, the CPU 201
confirms that data stored in the data length portion
805 is not set to a value such as “00” lying outside a

prescribed range and that data in the data portion 806
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data portion is present in the command, the CPU 201 25

confirnms that data stored in the data | ength portion

805 is not set to a value such as "00" lying outside a

prescri bed range and that data in the data portion 806

32 is a data string of the length indicated by the

data length portion 805. If it is detected in the

format checking process that™th& format of the

recei ved command is abnormal 5 ("NG' in the step S2),

the CPU 201 outputs response data in which a status

word 1hd? At thgSr#oe nat eheotengiht hedésahaddbystBet data

to the I C card processing equipnment 100 (step S3) and

terniﬁ%?%%ht%%r€+%%e§§$'If it is not detected in the

format checki .10 ocess that, . the format of the
Rt dgéﬁcg?ﬁaﬁn(£Eﬁ"%Pﬁmﬁﬁecgﬁgﬁléﬁ)Process

recei ved cormand Ts fo

the GRLL 204, chegks, c whet ber data; sLgr sgﬂngngp%ﬁg %gégrmal

parameter (Pl) 703 of the command 1's va

(step(S4d~ 1M E@ésstgﬁagpl?’tﬁep@p@e§§1f85t?9@s response
record-series command is 15 assuned. Therefore, tﬁ%

CPU 2¢dtghecksh et hest data sbonednéinchbengi ESkormat error
paraneter 703 of the conmand is valid or not as a

r ecora@f numberomhdndtisssdetesnihnediCnchhe pbovessing
checking process that the data stored in the first

par anede¥Prast | S0hotstep $3l i and"NEminathe sheppBdyess.
the CPU 201 outputs response data in which a status
word indi catihf &S pPbcessrRgedridrths Sermes thecking

[ [ t 100 t S3) and
f:{ﬁ1£%$§§§§k€g%Fgggéggg?mat of(ghgprec%ived command 1is

abnormal (“OK” in the step S2), the CPU 201 checks
whether data stored in the first parameter (P1l) 703 of
the command is valid or not (step S4). In this
example, a process for the record-series command is
assumed. Therefore, the CPU 201 checks whether data
stored in the first parameter 703 of the command is
valid or not as a record number.

If it is determined in the above checking process
that the data stored in the first parameter 703 is not
valid (“"NG” in the step S4), the CPU 201 outputs
response data in which a status word indicating a
processing error is set to the IC card processing
equipment 100 (step S3) and terminates the process.

Further, if it is determined that the data stored
in the first parameter 703 is valid (“OK” in the step
S4), the CPU 201 checks whether data stored in the

second parameter 704 of the command is valid or not
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Further, if it is determned that the data stored 25
inthe first paranmeter 703 is valid ("CK" in the step
S4), the CPU 201 checks whether data stored in the

second paraneter 704 of the conmand is valid or not -

33 (step S5). In this exanple, since a process for

the record-series command is assuned, the CPU 201

checks whether data stored ih the second par anet er

704 is wvalid or not as a short EF identifier or

current EF 5 identifier. If it is determned in the
above! ThEekF ny- pr%%e%%lst%éﬁm@h%rd&%%cgt@rEéOFﬁsﬁhéor the

d ter 704 t | i NG' the s
;g;on aﬁ%ﬂgﬁgge%uf%%ﬁig egﬁ%%%éuﬁ o FﬂéaﬁFthgl checks

to NP, FLF oekigd A oot prenehdOpSratepe o) Bhnie
ternhﬂﬁfﬁ§ éPen@Eo§§S§ sﬁyﬁ{hﬁf 1ﬁ£n££fiérd8£eégapggt EF

that the data stored -in the second paraneter
val i dide < riarthe step SH), the CPU 201 checks
whet her EF-1D as the data 15 stored in the second

paramet er 704iof itheecormBngddi snathshapbvEFchdeRt hi Brocess
or current EF identifier (step S6). If it is

det ermhatedthdadat hesdatad storedei setbrdspepatleter 704 is not
paraneter 704 is the short EF identifier ("YES' in the

step SB)idt heN€pPULirOthgessep h@SEF thecoPd EF) ofitg&tsD

20 stored in the second parameter 704 into a current

st at FSRIRPC SH3tantn st 5Ch he peebrd WPrdsimdicating a

to- be-accessed object, Further, if it is determ ned

t hat Q?EF?EE%P95?6¥%H i% 3% SRcER® paraPbEePryoasping

the CLg&fgﬁenF 100 (step S3) and terminates the process.

Further, if it is determined that the data stored
in the second parémeter 704 is valid (“OK” in the step
S5), the CPU 201 checks whether EF-ID as the data
stored in the second parameter 704 of the command is a
short EF identifier or current EF identifier (step S6).
If it is determined that the data stored in the second
parameter 704 is the short EF identifier (“YES” in the
step S6), the CPU 201 sets the EF (record EF) of EF-ID
stored in the second parameter 704 into a current state
(step S7) and sets the record EF as a to-be-accessed
object. Further, if it is determined that the data
stored in the second parameter 704 is the current EF
identifier (“NO” in the step S6), the CPU 201 sets the
EF which is already set in the current state to a to-
be-accessed record EF.

When the to-be-accessed record EF is specified,



5

10

15

20

25

identifier ("NO'" in the step S6), the CPU 201 sets the
25 EF which is already set in the current state to a
to- be-accessed record EF. Wen the to-be-accessed
record EF is specified, 34 the CPU 201 checks an
access condition for the record specified by the
first paranmeter 703 of the command (step S8). That

is, the CPU 201 specifies an acce$s “condition of a
record specified by the second paraneter 5 704 in the

definition_informati on of the to-be-accessed record
EF spelffFRY #Y!tHeeFk? stnparanaterond3tiear fexakprerecord

wh h d i EAD RECORD d, the CPU

o B IR o O PR P
i fj t 10 mand.

2 ooeteeS, So] CoRf, SPEELTLEY B! DL ILEBNIERY. v acceos

updat g3nse€ps4 SPHQHPQCOLHGSEEHi%9%d5820Eﬁéeéeégnd arameter
access condition for a data Wwite (append or up atef

process4WhhehesPeeini@ianr epebdmapeshf bediRY thepe-accessed
command. 15 If the access condition of the record

speci féedrdyEFt figecOMBAdb| StEpecitbedpathre ERY 203,

determ nes whether the access condition of the record
speci fied byr thempbayandenstsat commaddol snat RBADN RECORD
reference to information indicating the present

veri freanaon, staeeCPY 9Pl asprhenfiecat honastase asnghtwwen for
in FIG 4 as required. That is, the CPU 201

det er i ARE2wWheRRePTOFS Dt Of he racesdsseeAdfipanbiothe

the s ecifigd record is satisfied, that is, whether a

proceSS™ P2 test BA byt heVRBAnahe €gfmand is a write (append

or update) record command, the CPU 201 specifies an
access condition for a data write (append or update)
process with respect to a record specified by the
command.

If the access condition of the record specified by
the command is specified, the CPU 201 determines
whether the access condition of the record specified by
the command is satisfied or not with reference to
information indicating the present verification state
or authentication state as shown in FIG. 4 as required.
That is, the CPU 201 determines whether or not the
access condition for the specified record is satisfied,
that is, whether a process requested by the command can
be performed for the record specified by the command or
not by checking the access condition.

If it is determined by checking the access

condition that the process requested by the command for
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be perforned for the record specified by the comand

or 25 not by checking the access condition. If it is
determi ned by checking the access condition that the
process requested by the command for 35 the record
specified by the command cannot be performed ("NG' in
the step S8), the CPU 201 outputs_response data in
which a status word indicating aprotessing error is

set to the I C card processing equi pment 100 5 (step

S3) and term nates the process. If it is determ ned by
checkihy THeCBEceRICI EbRdi PV oRNEhaprmARCpFapass be performed
requested, by the coman or . the record specified by

the c ndy%aah%esb%Pf%?Ledth?"@ﬁﬂ ?Hltﬁéggﬁéﬁ gBFPonse
t he 01 perfor a_process _10.(for _exanple, data |,
readqggage%%,ﬁﬁﬁgﬁggp?%%égg,w%ﬁéehédlE?BéggsaoPraﬁaﬁﬁéng
process) £0f & espondi ng, £ o th the recor

(ston 677 11 The prosaser borredpmea ng: Fhor g aEivaha 00

is pestosned), dhe CPLh201.out pHLS, rEspopse data in

which 15 the result of the conmand process is set as

a status wofditoish@et&rsanddph9CesstRIngauhRMERELQ0.

That is, when the command process is normally

t er m e @ i ehethOPUL RO Ip oot pst Sre@sponse gat 8hkNcommand for
which a status word indicating normal termnation is

set t®ohe heed@ ¢agrl Q0L pedceysthg equnpnentadObe(ptepormed
S10) and term nates thes%grocess. Furt her, when the

commahd®pr otess¢ sSHewp r neh e yCPér AP hapedfpwhenaanrocess

error,pccurs), the U 201 outputs response data in
whi ch{ 5Lt &f or §E@i5%fgn@rocess, write process, append

process or update process) corresponding to the command
for the record (step S9).

If the process corresponding to the command is
performed, the CPU 201 outputs response data in which
the result of the command process is set as a status
word to the IC card processing equipment 100. That is,
when the command process is normally terminated, the
CPU 201 outputs response data in which a status word

indicating normal termination is set to the IC card

processing equipment 100 (step S10) and terminates the
process. Further, when the command process is not
normally terminated (when an error occurs), the CPU 201

outputs response data in which a status word indicating
abnormal termination is set to the IC card processing
equipment 100 (step S3) and terminates the process.

In the process for the record-series command, the

access control process for each record is performed
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abnormal termnation is set to the I C card processing

25 equi pnent 100 (step S3) and term nates the process.

In the process for the record-series command, the

access control process for each record is performed 36
according to the access condition set in each record

in each record EF. Thus, in the IC card, a plurality

of records of different conditiths are stored not for

each file (record EF) unit but in one record EF. As a

5 result, in the 1C card, an efficient access contro

pr oc XXM M TRal 19 RCFHTS et BEBRASER tRecpERoFECOrd in

d hI fil d .
EEnZSen%]%ca R oal Tt Rexth alhy bEEss %ﬁfﬁ Grality of
command. {(ad g, pbj et Sard eé%n&P%E&%mQQz “@o €04 po, for each

requests access a data explalne

11 isrp d | omehard Eﬁ{n IAwSM@tmgoﬁ@ ?éé@%egfof Rs a

process for a data object-series command C card

101 igeduigoered by P@V‘@éréuloz%'@gfﬂ-éléﬁg%EegsEchﬁfgol
proceSS|ng equi pnment 100 and set into a command

wai t ipugp st ad ecah Nod hisa 51 8¢ @, £ @r COABRNEecsU@plhedhér eatord
the I C card processing equi pnent 100 is received by

t he cofmamd cat gmgy poshvemi 05 Hflé heah&yemnand d61lrandrd
supplied to the CPU 201. In this exanple, 20 a process

per f cRaRERDSTERL ced®e Whereahlzedmand which requests

access to a specified data object is received is
explained.N@%Qn a BBARARY ?@6n@tﬁ@mméﬁ@aﬁdaﬁﬁo@éégpﬁgserles

command) which requests access to a data object is
explained.

FIG. 11 is a flowchart for illustrating an example
of a process for a data object-series command.

The IC card 101 is triggered by power supplied
from the IC card processing equipment 100 and set into
a command waiting state. 1In this state, a command
supplied from the IC card processing equipment 100 is
received by the communicating portion 205 of the IC
card 101 and supplied to the CPU 201. 1In this example,
a process performed in a case where a command which
requests access to a specified data object is received
is explained.

When a command from the IC card processing
equipment 100 is received (“YES” in the step S21), the
CPU 201 performs a process for confirming the validity
of the command (steps S22 to 826). That is, the CPU

201 first checks the format of the received command
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equi pnent 100 is received ("YES" in the step S21), the
25 CPU 201 perforns a process for confirmng the
validity of the command (steps S22 to S26). That is,
the CPU 201 first checks the format of the received
command 37 (step S22). In the format checking
process, it is determ ned mhethfz data items set in
the respective portions are val not. For
exanple, in the classification- portlon 701 and

instruction t|o 70 5 of the command, the CPU 201
confi F#ss %m%?ﬁg é%nﬁ%ﬁﬂancﬁeﬁ5Fﬁﬁlpé@ﬁﬁﬁﬁd 6 1s

h th t t 703 and
cecortt e arerdr P BEReT i voa  FEHE BT 201°B8nf FrRECTLve

second parane er

that jgvelide vgwe%l?geopomt orefl LL.A-gata portion

06 i's present 1In e conmmand, 1 con

that &piasstorgdibh- p&P@lgﬁtﬁOheQQthﬁgEEhegé§95p5§tlon 702

not set to a val ue such " lying outs

prescs f bewe r adgRapaf thatcdat ag1i Aohherfat @heeﬁékoehe
806 is a data string of the length indicated by the

dat a ¢@ngdhd post s ono B85l dSmhbnit ok sndet ecredchbri hen the

format checking process that the format of the

r ecei ¥eds top@nade t sr apoot hah 703Ne&di nethedspepas2Per

the CPU 201 outputs response data in which a status

wor d Pot taki Ag4a EoenabUe?Pbrconfirme tbatmndvedidevalues

to the I1C card groce55|ng 20 equi pnent 100 (step S23)

and t2FTiPAt e8EPheYpr otesd. dabf PPrEdoRoBOfetacPedspRt in

the format checkin p e that the format of the

recelqgﬁ COMHART ghe %ﬁ@ 2§F FORKLITR tRatsfepasgdpred in

the QHQE%QthhFSKSth portion 805 is not set to a value such
as “00” lying outside a prescribed range and that data
in the data portion 806 is a data string of the length
indicated by the data length portion 805.

If it is detected in the format checking process
that the format of the received command is abnormal
("NG” in the step S22), the CPU 201 outputs response
data in which a status word indicating a format error
of the command is set to the IC card processing
equipment 100 (step S23) and terminates the process.

If it is not detected in the format checking
process that the format of the received command is
abnormal (“OK” in the step S22), the CPU 201 checks
whether data items stored in the first parameter (P1l)
703 and second parameter (P2) 704 of the command are

valid or not (step S24). 1In this example, a data

object-series command is assumed. Therefore, the CPU
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whet her data itens stored in the first paraneter (P1)
25 703 and second paraneter (P2) 704 of the command
are valid or not (step S24). In this exanple, a data
obj ect-series conmand is assuned. Therefore, the CPU -
38 201 checks whether data itens stored in the first
paraneter 703 and second paraneter 704 are valid or
not as tag values of the data obfect. If it is
determ ned that the data itenms stored in 5 the first
paraneter 703 and second paraneter 704 are not valid
("NG'?Ph ¢hecks ephsbagr dpbacbterelsboredt sn rbspbnset
data in which a_status word indicating a_processing
errorP752%8etet o’ Y He P e BEFENPr BREIBERYT %géiﬁﬁ@nvaggg or not

(step.S23) and.term pates the process. 10 Further, if
it is de %?n¥%%%e?h%$ %% datd PPéngtstored in the

first t 3 >cond ter . 704 .
Vel d Ok B fe SeogrBSEPE FRAtCRRr S0t et PRReg tored in
the tage!fsts 315, he,, it
data b oo o The Tag val des ae dara tere 18 Sk or 18

in theof i v81iQalanet ein 703 agdesesonf, pananebgr 207104yt puts
(step S25). If it is detected as the searching result

of theespagsé abheat hatwiaitiagat abheus okotdeidat aaobhgch

of the specified tag value is not present ("NOT
PRESENTOCé f1s 20g t drer st eps S28% , toheh€PLE 204rdup putsssing
response data in which a status word indicating a
procesdthigment ok 00 s(ssep $23t hend Cteaninpresesbengrocess.
equi pnent 100 (step S23) and term nates the process.

Further, 1f it is determined that the data items
stored in the first parameter 703 and second parameter
704 are valid (“OK” in the step S24), the CPU 201
searches the tag list table 315 for the tag table 603
for the data object of the tag values as data items
stored in the first parameter 703 and second parameter
704 (step S25).

If it is detected as the searching result of the
tag table that a tag table for the data object of the
specified tag value is not present (“NOT PRESENT” in
the step S25), the CPU 201 outputs response data in
which a status word indicating a processing error is
set to the IC card processing equipment 100 (step S$23)
and terminates the process.

Further, if it is detected as the searching result
of the tag table that a tag table for the data object

of the tag value specified by the command is present

("PRESENT” in the step S25), the CPU 201 searches the
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Further, if it is detected as the searching result 25
of the tag table that a tag table for the data object
of the tag val ue specified by the conmand is present
("PRESENT" in the step S25), the CPU 201 searches the
39 data nmenory 202 for a file (the data object EF
which stores the data object) of the file ID (DI D
614 stored in the tag table'BOé“{srép S26). If it is
determi ned that the data object EF of the 5 file ID

614 specified by the tag table 603 is not present .
(" @ﬁEsm@rYyr?%ef%ge@ 5pky, (the dptr2oR]iesht Bt ghich

data i [ tatus word _indicatin a -
P oG cRETHEE crvora eR ot eet [ HEr | Ereaf thpr bgesSrRy 614 stored
[ 0, S S2 and. terp pates the process.
igukﬂyfﬂé?%-%%éiégﬁgédéégr Fhed ?%Q?‘the dat a obj ect

% o A0 I BN Lot 1 Lo g LB e o o

sets rihe daten obiwcts pfed hey t@ge vakyer sPeci £h8d; ENpot
the data object EF as a to-%e-accessed object. 15
When pheséo: beaor essesENRt ai 9bileet st SpsPe6i f i ede cbbezo1
CPU 201 checks an access condition for the data
obj eceutput heresgovad uda{st ep S27¢h dnsthitsscased Lhe@icating
CPU 201 specifies an access condition of the data
obj ec? bEeets®Ng herray iabtetfor the Tataaohjpcocefsing
20 the tag val ue specified by the first parameter 703

t

and SECHEpar et e3t TS D) t Hed confahda t For tekapppeess .
when the c nd is,a GET, DATA command, the CPU 201 .
specifies gﬁ?% %Esslgohaif?oﬂeF%le“ed that the data object

EF of the file ID 614 specified by the tag table 603 is
present (“PRESENT” in the step S26), the CPU 201 sets
the data object of the tag value specified in the data
object EF as a to-be-accessed object.

When the to-be-accessed data object is sbecified,
the CPU 201 checks an access condition for the data
object of the tag value (step S27). 1In this case, the
CPU 201 specifies an access condition of the data
object based on the tag fable for the data object of
the tag value specified by the first parameter 703 and
second parameter 704 of the command.

For example, when the command is a GET DATA
command, the CPU 201 specifies an access condition for
a data read process of the specified data object.
Further, when the commaﬁd is a PUT DATA command, the
CPU 201 specifies an access condition for a data write

process with respect to the specified data object.



a data read process of the specified data object. 25
Furt her, when the command is a PUT DATA command, the
CPU 201 specifies an access condition for a data wite
process with respect to the specified data object. 40
When the access condition of the data object specified
by the command is specified, the CPU 201 determ nes
whet her the access condition Tor*®he data obj ect

speci fied by the conmand is satisfied or not with 5

f to information jndicating the present o
L:rue; n%%eiﬁhe Isﬁ‘%?%S%rC%“u%%hwca?ighesﬂagé aéléﬁémﬁpﬁﬁlfled
FIG 4 requi red., The CPU. 201 .det er m.nes et her or
not #ﬁ%qgg%é%%m“%%%d+?i%%e?bfl?ﬂe gg?g%ggjéﬁg determines

eci f d ] atisfied, ;that s
ohet Ha Y e S it o b Bkt Py bRt

dat a ghiect; spesi figd @a/maglﬁdc9m§9ig§9eeeopeﬁémgggh

or not by checking the access condition as descri

5 abovereddrdicd scslel grdimedi bR 1081 8ROYRGAERESSresent
condition 15 checking process that the process

requesteds hyat hen conv@andr fonthdet dataioh] ecbte as shown in
specified by the command cannot be performed ("NG' in

the Stp SP7Hs téeuiPRH 201 outputs response data in

which a status word indicating a processing error is

set to thelte €BY d2pt odessingnee @qatbﬁénprlsot(Shepaccess
S23) and termnates the process. Further, if it is
detZHQﬁWﬁﬁF%?Pt%%IaB%%edg%%e%%Je%EnEP?Féﬁlﬁﬁeékiﬁ@e command

process that rocess.req&ested by the conmand f or

he.p
10 t he dat as%tbjjse%&e%’pegil?? eJdS‘by Rpgher a’process requested by
the command for the data object specified by the

command can be performed or not by checking the access
condition as described above.
If it is determined in the above access condition
15 checking process that the process requested by the
command for the data object specified by the command
cannot be performed (“NG” in the step S27), the CPU 201
outputs response data in which a status word indicating
a processing error is set to the IC card processing
20 equipment 100 (step 523) and terminates the process.

" Further, if it is determined in the above access
condition checking process that the process requested
by the command for the data object specified by the
command can be performed (“OK” in the step $S27), the

25 CPU 201 performs a process (for example, data read
process or write process) corresponding to the command

for the data object (step S$28).
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command can be perfornmed ("OK" in the step S27), the

25 CPU 201 perforns a process (for exanple, data read
process or wite process) corresponding to the command:
for the data object (step S28). 41 Wen the process
corresponding to the conmand is perforned, the CPU

201 outputs response data in which the result of
execution of the conmand process’is set as a status

word to the I C card processing equi pnment- 5 100. For
exanpl e, when the command process.is nornally _
t er m nat ed"PERetCRPLPDOIC Bt BOL §SPROPEABE BAt Ahencepmend is

Fhet CPUP2 seFespehse dat Shpncanrend
The. 1S BEFH" 67 00ERE, nG) SR0f pHRHELSPOF TaPeReSp9f Candn which

t ' h .. Further, when the command 10,
or 0CeaLs | SehaE t RO nEFF 51 L bPhi fat BA° ( ARWHSRM BFpOFeS is set

OCCUrSg insﬁggugogﬂ?@ﬂt@rpﬁgsfé'cgpg ?%%%gg%%ﬁgtgahﬁpment

response data in a status wor ndr ca _
abnorned . t ersr NkiRPLe S BeEnt Onk heohfa k8l 9rPELEESSENEormally
equi pnent 100 (step S23) and term nates the process.
15 | ncdheipioegssthorcrher gdat auophest r&68pbSe CAFRBNYEL which
the access condition for each data object is set in

each 4 agtdtabt evand iheiaccess connadl tprocessibor igagbt to
data object is performed according to the access

condi th®nl ¢ oraedchr dee 3s by eequspoerd 100 edshepag220 and
table. Thus, in the IC card, the access condition can

be setSHBIN#HEE hieh¢iPecemss - buFufbresactheat ahebgermand

As the result, in the IC card, an efficient access

cont rROTOPT R ebS AN BRIFRAY ZefrPorakaeh (Waga 8pj e&ror

occurs. in the command process), the CPU 201 outputs
response data in which a status word indicating
abnormal termination is set to the IC card processing

equipment 100 (step S23) and terminates the process.

In the process for the data object-series command,

the access condition for each data object is set in
each tag table and the access control process for each
data object is performed according to the access
condition for each data object étored in each tag
table. Thus, in the IC card, the access condition can
be set not ih the file unit but for each data object.
As the result, in the IC card, an efficient access
control process can be realized for each data object
and highly convenient file management or record
management can be realized.

The process example explaihed in the above

embodiment is not limited to a case wherein the
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and hi ghly convenient file managenent or record 25
managenent can be realized. The process exanple
expl ai ned in the above enbodinment is not limted to a
case wherein the 42 enbodinent is applied to the IC
card. For exanple, the above enbodi nent can be
applied to a portable tel ephone or portable term na
devi ce called a PDA. Further,” tH&? portabl e el ectronic
device to which the present 5 enbodinent is applied

may be a device obtai ned by accommpdating a_nodul e
haV|ﬁ§“%P$ T ohS sHORMAIER CRI ERe 21 nEdrBar t FBF ﬁxampler the

?ggkgﬁapégqﬁéﬁﬁé a%€¢°g%a3$ap§ﬁafaa§ g§?§988rgﬁéae efephone
”Dd'fé93g699§%ﬁé'¢e§&l£§?da£¥188° L1189 tho?BASk' ?her, the

in the art ere he i nvention in i br oadé

aSpeC§§rﬁ§bﬂ@teié@%£§gl£odebbﬁosggcﬁ ighdgﬁélégegggt

representati ve enbodi nents wn and descr

her ei émbACTRE R NGS Yapy Bl EQURay MBEI §i gati 8SoARY1REd by
made without departing fromthe 15 spirit or scope of

t he genesmhodavend i ¥ emc@nTephaasngdef Faedt bynt BRown in
appended clains and their equivalents. - 43 - WHAT IS

CLAI NEB: | & dnt part abf ea ebeckienj cpdevi 08 whbthcksshaped
operated according to a command supplied from an

ext erfain Ry cer ranpreSi agtag-aheparunatat bagdy -

portion which communicates with the external device,
Additional advantages and modifications will

readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the
spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.



5 storage portignnsh

10

15

20

25

a first storage portion which stores files into which
a plurality of data strings are stored, a second
storage portion which stores access 10 conditions set
for respective data strings in the files stored in
the first storage portion, a determ ning portion which
determ nes whether it 1is possible to performa
command process requested by a 4dmand for a data
string specified by the command 15 received fromthe
external device via the communicating portion based
on the access conditionWséf fiér CeAGNE@atI&: stri ng
stored in the second stora%e portion, and a contro
portion which PePPstaBlehelesrnandc pevdesswiheh theoperated
determ ning. portion determnes that it 20 is possible
to pe??%?ﬁgiﬁ% EOnranad PPl eSePP bt e hErOHafR SSERFRGL
spepi5é§§%gy.ég§p%onnand. 2. The portable electronic

devi ce accordifo-to  ePaim 1, wherein the first

%inﬁgégggigklSﬁigﬂtgpﬁggﬁEthSF with

. gEQ
plurality of records are stored as a p

dat a sididgserad §heisecond storage portion stores
access conditions set for the respective records. 44

3. The poriablesel eebragkcpdevies aacehdsRErEe FEhaEMinto
2, wherein the determning portion determ nes whether

it i swipbstsidl@ltoapet§ oot aapsosessngequest edorby, a

command for a record specified by the command when 5

the commanad skfehdregoesys pocessntehtihb secoed b&cess
received fromthe external device via the

Connmﬁﬁqg&qyeps set for respective data strings in the files

stored in the first storage portion,

a determining portion which determines whether it
is possible to perform a command process requested by a
command for a data string specified by the command
received from the external device via the communicating
portion based on the access condition set for each data
string stored in the second storage portion, and

a cpntrol portion which performs the command
process when the determining portion determines that it
is possible to perform the command process for the data
string specified by the command.

2. The portable electronic device according to
claim 1, wherein the first storage portion stores
record files into which a plurality of records are
stored as a plurality of data strings, and the second
storage portion stores access conditions set for the

respective records.
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portion. 4. The portable el ectronic device according

to claim3, wherein the conmand whi ch requests access
to 10 the record is one of a READ RECORD command

whi ch requests a data read process for the specified
record, a WRITE RECORD command whi ch requests a data
wite process, an UPDATE RECORD conmand whi ch

requests a data update process 4hd an APPEND RECORD
command which 15 requests a record appendi ng process.

5. The portabl e electronic device according to claim

1, wherein3t heTPerRersehiagelpertpoacstoréseaacdarding to
object_fjle into whjch a plurality of data objects
haLiﬁ@l%+%s%t Frhets Hre LebrEBiasng PPUF&PRt JeBprmines

data.ggggﬁéén s,.and th econd storage portion stores

accesS ©conditTons BT 11 the Pebpetfi dePtiargss requested
bj : b . - cdin
b G55 Sl PO 2D . 6L 0P DAL SEUL 8, LS L e

to eterm
det er desommbred Nek 1 &t féq@@§§éb£§%égsp§5feﬁQ1 ecord is

process requested 25 by a’command for a data object

speci féeshi byd t heos onmansk - whe] t hey ceamand WhE Chommunicating
requests access to the data object is received from

the exteriah. device via the 45 - comuni cati ng

portion. 7. The portable el ectronic device according

to claimé; whee epartheleomtantdruhichdeeduestscacdeésy to

to the data object is one of a GET DATA conmand which

5 reduediB ¥ datarebadtpe ccersandrwhhehspegiéses dacass to

object and a PUT DATA command which requests a data
the record is one of a READ RECORD command which
requests a data read process for the specified record,
a WRITE RECORD command which requests a data write
process, an UPDATE RECORD command which requests a data
update process and an APPEND RECORD command which
requests a record appending process.

5. The portable electronic device according to
claim 1, wherein the first storage portion stores a
data object file into which a plurality of data objects
having preset formats are stored as a plurality of data
strings, and the second storage portion stores access
conditions set for the respective data objects.

6. The portable electronic device according to
claim 5,.wherein the determining portion determines
whether it is possible to perform a process requested
by a command for a data object specified by the command

when the command. which requests access to the data

object is received from the external device via the
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wite process: 8. The portable electronic device
according to claim1l1, wherein the second storage
portion stores 10 access conditions used to determ ne
whet her a possibility of access to each data string is
provi ded according to a result of performance of a
specified process. 9. The portaple el ectronic device
according to 15 claim8, whereitw the result of
performance of the specified process is one of a

result of a verjfication process by a verification
key 2SR AN DIPANC AUt henti cati on process by an

t hent i [ key. 10.. Th rtabl e el ectronic device
Zocording {0 30s ha1 T 81 S WRLTEF AOPRE FESHFE BFeoTaing to

per f orymnce, of, t he. . spegl fied process is a result of a. .
P g iich apPal e

secure nessagl ng process. orta ectronic

devi ceraceordi g 4o £d aim %ffgréﬁﬁrogﬁﬂp&&%%gga Ridn
nodul e havi ng the above portions, and a nain body

wWhi chr egeosmddat @std he- AMdbtScesd 20 A €08t E9E Mt Baddata
used for a portable - 46 electronic device having a

menorybiecstoi® fareEr aprra openaied Accondraguedta a data

conmand supplied froman external device, conprising:

deterviniegowhetder it is possible to performa 5

command process requested by a command for a data

string spe@ifi€debyorhebtonmbndtrenerveédviremprherding to
claim 1, wherein the second storage portion stores
access conditions used to determine whether a
possibility of access to each data string is provided
according to a result of performance of a specified
process.

9. The portable electronic device according to
claim 8, wherein the result of performance of the
specified process is one of a result of a verification
process by a verification key and a result of an
authentication process by an authentication key.

10. The portable electronic device according to
claim 8, wherein the result of performance of the
specified process is a result of a secure messaging
process.

11. The portable electronic device according to
claim 1, further comprising:

a module having the above portions, and

a main body which accommodates the module.

12. A control method used for a portable
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possi ble to performthe conmand
the conmand for the data string
conmand.

ext ernal device based on one of access conditions set

respective data strings of files stored in the

menory when the command is received fromthe externa
10 device, and perform ng the command process when it

determned in the determ ning process that it is
ARy ocess request ed by
peci fied by the 15

electronic device having a memory to store data and
operated according to a command supplied from an
external device, comprising:

determining whether it is possible to perform a
command process requested by a command for a data
string specified by the command received from the
external device based on one of access conditions set
for respective data strings of files stored in the
memory when the command is received from the external
device, and

performing the command process when it is
determined in the determining process that it is
possible to perform the command process requested by
the command for the data string specified by the

command.



