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UNI TED STATES PATENT APPLI| CATI ON COVPOUNDI NG OF HTTP
AUTHORI NG PROTOCCL BACKGROUND [ 0001] Figure 1 shows an

woiIPorRscage 50. The exchange of HTTP nmessageBCBH0S2006/031705

bet ween an HTTP client 52 and an HTTP server 54 is

well known in the art of client-server conputing.

Various RFCs andyQiiprsTR¥Ed bATEACABPRIATIOIRY be

consulted for details about the various versions and

vari ati ons oCOMPOBNDRNG OF metramuaHORING PRdT®COlef i nes

HTTP version 1. 1 . According t o RFC 261 6, an HITP
message 50 that is for aBAGKGROUNRuest has a request

|ine 54, such as "GET / HITP/1 . 1 " . An HITP nessage
@Qoﬂhat i sFigge énS"H’PVPPaPe%BPn%ESSﬁ@% ofd hHe sxehagggsof HTTP

B3 o ?%?’agpﬂe?f’?@" Wiy gﬁ%@é\faérﬁ et bfersom in the
:;ggo? cE@rﬂ—&"r\?er (ﬁ%tlﬁ? o e?tohggiF@g afld dtﬁér%m%oégm?ﬁgi ra\ay be

pendi ng on the "par header, zero or nore
Q9GRS 63 JBMESTREE 1O VIRBUENEratbis aBd NRFRASE BOOYTTP. For
64, depending on the type of request or response.
iDethacd, RACeP Gl 6 mgfites HETR nedsimins].1paAtdotdingrioh®e6s6, an HTTP
and ot her features of HTTP nessages and HITP
wesruni XPathasrs cfa'h abeHde’umueﬂsb@mérrequqs@dmz] 54:| s;{;heasz "GET /
shows an exa HTTP reﬁuest 80 and an exanp

HEEYdrlse Agot %‘eﬁf‘% 501 Highis fsaa@eé'ﬂae r?S@&U&tﬂS@@dd\?@@ status

d t er-54. whi
Iﬂ%n% e ha\éﬂpz—aﬁest 2Bogﬂ@et Ur s u%?thener Fézg&r)ﬁ?éu Ene Thes usually
iroﬂg\k}&ﬂay 8Re bPRloYdRSa R, @I4ESInsstiRG oB4 f@ﬁﬂnﬁn@@@gﬁa fpending
headers 88 (sone requests al so have a nessage dy) .

diehel eafaNschddded, ReldisteBor fdladbudiek isne @&esﬁgamrmaﬁ&d with

and a nessage body 92. HITP comruni cati ons need not

a megsgedhasly 64, depersiing snthe type wéremrekt @4response. Details relating

communi cati on between a local client and a | ocal

@eévw'tqrg, B"U%H”B'I Beadgrpeind Qibaafeajuren oh i Ptmesspgesapnd HTTP
stem s.co ons stacks. [0003] A shortcom ng

BRURLFREON @y Fup?eﬁg@% "ot provide f or authoring
Qlljgh a”F.'g"ﬂPz %h@\”?%l’\ exIFH !p}&e?tt §‘(5] Eldan’_ggﬁmle HTTP

speC|f|cat| ns do not speci |ca ovi de or c

feQp srRage l‘rﬁ@@mTPQﬁe:ﬁnsﬁeéﬁé@f@quéElﬁ%beoveS aNdutMA¥ IRk 83 to the
client to performresource managenent operations |ike

HOR isayer Sgowhtes hgedlgs thd irkest dod weembs thetresgonse 82, The
novi ng resources on a server, setting or obtaining
feaopdrdd mnsluges es“eqme,swn@@?aa@ea wember gt heatigry 88 deAmee gequests

and so on. In response to thi
also have a message body). The response 82 includes a status line 89, headers 90,

and a message body 92. HTTP communications need not travel over a network such
as network 84; communication between a local client and a local server is possible,
albeit usually through the local system's communications stacks.

[0003] A shortcoming with HTTP is that it does not provide for authoring
through an HTTP channel. That is, the standard HTTP specifications do not
specifically provide for clients to manage resources on servers. There is no way for a
client to perform resource management operations like copying resources (e.g., files,

documents, etc.), moving resources on a server, setting or obtaining properties of
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shortcom ng, various public and private extensions t o

HTTP have been devi sed. [0004] Figure 3 shows sone
woredonoer4ext ensi ons 100 and header extensions 1P@I/0§2086/031705

protocol or extension of HEIP that adds renote

authoring functionality on top of HITP. These

exoRBE 088 AT &ridrONb&N; ef | nes
Ext ensi ons for Wb Aut@oﬁ?%ogﬁ%eﬁ%ery oﬁf“ng EﬁSponse to this

Shebdomitg, WAsb DAV bIs @M%féé&ergfonwgﬂﬁhﬂﬁvé Been deV|sed

sonetines referred to as a protocol sonet

fQ404E r ed t bigase drshews snsieanetbbd lXERsiohba OW%@]@A%ader extensions

?ég coI defj nes conventions, nethods 100, and headers
el Oqoéa'u%rs?’gew P%ﬁﬁb‘h@"@@ addratenuith @uttiosiag Fonqdloyiality on

&H} Th WebDAV requests and responses

¥8 eggleéternaloﬂalar% rom—p&-‘ﬁ s Ak qedings "HTTP Extensions
] f th

Eaiﬁf;i‘gf‘ﬁﬁi*ﬁga IPYErFiohhr (SUEAY ) WBAY Ser epeamesof HrTe

vt iisl sdmBdmesr RSerrdtPWE VRS 5 rgﬁk& Hﬁ@cgélﬂ ?} %?#em%cf-lgo as an

ext ended by WebDAV. For exa

piensieb DAVITERL eFrasWelbBAV prtﬁbdomrdahhésycctnv@an %Fe&h&EST 00, and
directories, folders, etc. The sane basic
BeadRisni Catploreaueste andresposs, thathethsavies tarnﬁwfw.ﬁi Ot What is,
\g%‘s@ters are used, the sane error codes nmay be used,

nd badeusrep2 f ?F(S’Ggsefcf&”%dh%é’é’éc HigrPRathefad €FR neasages (e.qg.,

i F I
@F?’%EQW% ?—?‘?—fgg} BIL;Y %ﬁg\%égpgwegygrgs%dt'hgaﬁb authoring
MEBBAY- TR rie opse t hat
st andar d I—rrl'rréPaC{}bglgggrésé gaélmwe ase$§)§r;enor Vibr 816" MRunctionality is

aomdetidndaebD AT TRoheRsApIS, Plﬁfms Mot afrep! B Webl%AV extends its
availability of one or nore HITP extensions on

fgpetiomality] o gevikecabdns, tﬂlllra:tcﬁf&lsnei’bldéfs e¥tcendiTig ddhkP basic HTTP
all ows servers and clients to handl e both base HITP
C(?BTWHJHF%ES’PI BHes are wead, the symeilmesfidotiodgi delisnitehenrt 0sed, the

if a.,renot S oes not su ort an extension
FErior BupoBPY Ba HHEL A PRSeHaTD poHIaEE et sz andTh headers

d dl
PR G0B R AT Lo Fhe ik o FpIHGEE Orions request
rhaynisd hoRlrdd Wy taQNéH@@L%omBI%‘Pg@rvgpglltmvl%sg%é gﬁ%t Fas%tandard

a renote server (typical web server)

HTTP| headers alsi vwelsaabRe usefoué nor¥ed@ard NeTP HBANYS th t%d,cate the
renotely authoring docunments or resources serve

aygilabdisy oene YemDHT Fpbeensiiratdnahs seamr. alnsgenbel, Ucﬁﬁ.‘.dnanner of
for %ener aI access anywhere web-based fil e storage.
bR n@lleawsst eawders saeth slenty ndowdandlensoth ahdse HTTP

5@%53?7“{ BEEHPRURF ek indissmanehdicio, gre fpagmere sstem does
n¥E€REANGR 84 Y &t SRR @Ssﬁgpoﬁ'ﬁ@ylo\é’gﬁy; unsupported headers and
methods are usually ignored or handled gracefully.

[0005] The WebDAV extension to HTTP ‘provides functionality to create,
change and move documents on a remote server (typically a web server). WebDAV
implementations are useful, among other things, for remotely authoring documents
or resources served by a web server. WebDAV implementations can also be used for
general access-anywhere web-based file storage. Many operating systems, such as

Windows, Linux, and Mac OSX provide built-in client a%nd server support for WebDAV,
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stored in a local directory. [0006] The nethods and
headers of WeDbDAV are fully docunented el sewhere,

whowewer26 t he mai n net hods are: PUT - put a r eROUUS®0©031705

collection on the server; DELETE - delete a resource

or collection fromthe server; PROPFIND - retrieve

PO RREWIhE TrandSardMLdseOdf fed %QWG%%AVPW P@E%ha{:ysarﬁgﬁey were

and del ete properties of a resource;

gtoteldan tilodas divéctoliyt ect ori es; COPY - copy a resource

fromone URI t o another on the server; MWNNE - nobve a

1088@lur ce fThem madodRI and berlerserofoVabPAVS erry e fyllyL @kKumented
ut a lock on a resource; UNLOCK - renove a |l ock from-

55%&1 newevesoiie 'ﬁélf‘armtéc’%%rae?@ { PHeR EeSRUFRES) cablection on the

f d
S50 DR B T TR B e
proﬁ@r%@é dseemB KRR LFk%t Pﬁ(gﬁﬁrlatf-l' e?h%ggaa{ntdl e%t?c%la%crt( és of a

and Ti nmeout - speC| |es a tion

feboutes MIEOIPLeMELHSdoyle &RAB dr%ﬁt‘é@t'&'né?dC(t)W"L Jdﬂﬁrae ré3bfirce from
certain inefficiencies and weaknesses bui |

oeplDAYo tahathec an thecenver; MQYE § hoaatk resbueer framnone URI to another
ci rcunstances. Figure 4 shows a tineline for a
e HigerreeerotOFK| apeida detkhor iamgseuscri dNLOCKSuppmoee Hatk from a

user of HITP cljent 52 would like t o get and | ock a
i c%orﬁen”?ﬁl‘i’lg headgts(figlg namge) "’H%e‘ileSW‘qurf T r%’(ec'iﬂ'iei éé’lm as a

BSR4 Aoty BB YRR S TR s
ttoh&l &#at N:@Fltlﬁ’és ARSicSRF ek, 2 T Thﬁgaﬂte%pggﬁi%ﬁufrﬁ%ﬂetﬁta lock.

120 and returns an appropriate response round

0007 ti e It shdshendti peevitRisWe®Rel| teebdnidedl Sthhf adhePd S&k OBertain
of the GET request 120 and the recei pt of response
inefficiepgiec and beeakpesses bk gotoeW4bDAVIGhatotart hecsre sdignificant in
trip time can be attributed to the tine that it takes
FEHRIN HEUTERNER Uidgrerbehons @ Hmelinedepe aetienge of eelated authoring

BRSBTSy e 3602 Sl TR b o o
9&”?96 91# H érc.'% ' ?ﬁ‘elg%r %Eﬁﬁgdlr&t t &?Eliegﬂi 5§ecn%et a particular

|screte L reques reques

e LRED NTRAElidh@ IS0, gcdRfhed BSd H8RMAR a%ET ree%'uleﬁsl M {dkn@ gerver
response 126 that also crosses the network. The second

B CTrersgeveh 39 haheles\whe GBI Pediuksti 1R0tdndEreturAd ammayplopahiédesponse
significant network transmi ssion tinme. The total tinme

1228 Theorauset tripwiime d dbetmedwedwearf cliehe 5€Isi wartsnsi¢n o€ the GET
need to both get and | ock a resource) i ncl udes the

efvRst 1 8P apddhe 6865t rpgpoyse 3% Aﬁé:@wkseen in Figure 4, much of

dj
PRI T8 o e 15 e RS e oFT reaues
%réﬁ%rthg\‘@srplaﬁ?éj1 88 (Rl Pl fhe MBAHIR! 1f AEUEL also needs to lock the

resource obtained by GET request 120, another round of communication is needed:;
client 52 sends discrete LOCK request 124; LOCK request 124 passes through the
network; and the server 54 replies with a response 126 that also crosses the
network. The second exchange has its own round trip time that may include
significant network transmission time. The total time 128 to meet two related needs .
of the client 52 (the need to both get and lock a resource) includes the time for two

round trips or four network transmissions. Furthermore, the two discrete requests
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m ght cause further delay if the server is heavily

| oaded. [0008] Another problemw th the exanple in
wo-e@anz74de i s that the requested resource coul dP@EUS2006/031705

nodi fied or | ocked by another client (or the server 54

itself) between the tinme that client 52 requests the

T2% Q0h GEquaRta gphéxitat@y til€e Bel S%Wer BverhSa il %ﬁ%l&%@éﬁ which

a lock on the resource. In other words, anot

might estse Camhafdetaytif tHagerves Blieagilyalbidd. it is received

by the client 52 but before the client 52 is able to

[899%]| n a |Authgnprohlent wébuhe @xamhiecih gurkdt satlge tlenrequested

error or unexpected result. [0009] The atom c nature

'§FOUfEDH BRYC PRy f@%ﬂ%abllww 'Q)T apghesadient i @nitke sagrer 54 itself)

rvers to u - aspect hori

RS e Gt W TR L Pl Bt SRR e s g cien 52 1
OB s5Binadck BR QWF;BEBEQF(E% otk a/?‘%‘sv (%iﬁg’lsr]ehéestscgﬁrgffect the

enbodi nents di scuss ow nmay a

Rs Qe aferas Baetd@chyine iR TH &wcttté%rleﬁse RABRY 2bRAY obtain

0] The follow ng sunmary is included only to introduce

slonte og tckepo @ celiveids sadd causehe dder at Lieekgoedrrestli.on

bel ow. This summary is not conprehensive and is not

[PARYNnded trecspmiterateretaidVanBiyeansfthp insbdity abWebBaBjcketts and
which is set forth by the clains presented at

t
FREE 10, P OPIMAGUEaPE ATHU PG SGBPE eI MBAL Pl discrete
SIRY AT ol LA FATBRL DRG0 ML ARSI R 28R, some
W Jdi AR didous & dEdoR Uh P Rl dVshtd @&%@%roﬁl@&y as?&&\éb q/ﬂgrb HTTP

wi th special header information to signi i rst
auidrg. ng nmet hod conpounded with a second web
aut horing nethod indicated by a verb in the request.
Clients and servers are pSfUMMARY wi th techniques to
use the web aut horing extensions. Extended error
[ROHI i ng cie Toowiee Fummay | ipinciusdedeany o insrasiicelspme concepts
i cher err.or forpgption to clients.
551 ey DR e B Rt v o 3018 GE R 1 i fgrerenensive
a"nﬁelgh*;é/ lgf'egﬂ'é&% aglﬁﬂza&ythe%;: o}ge 1 elﬂg'o{e(etaﬁoneesJ ?Ack Mtt%? hWI% F,h is set

e al descri ption consi In connection w

fORR BYRAOVRING Shesuttas: (RESER PTI ON OF THE DRAW NGS [ 001
3] Like reference nunerals are used to designate |ike

[partls i n tdeetain client-server communication conventions extend compounded
web authoring methods to a web authoring protocol such as WebDAV. More
particularly, a web authoring request can be provided with special header
information to signify a first web authoring method compounded with a second web
authoring method indicated by a verb in the request. Clients and servers are

provided with techniques to use the web authoring extensions. Extended error

)

handling can be used to allow servers to provider richer web authoring error
information to clients.

[0012] Many of.the attendant features will be more readily appreciated by
referring to the following detailed description considered in connection with the

accompanying drawings.
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acconpanyi ng Drawi ngs. [001 4] Figure 1 shows an HITP

message. [001 5] Figure 2 shows an exanple HITP
w0 egoesi2@nd an exanpl e HTTP response. [001 6]PEi/ysaoes/@1705

shows sone net hod extensions and header extensions of

a protocol or extension of HTTP that adds renote

aut hori ng functi opgddriprion dropeEadrRAWINGS [ 001 7] Figure

4 shows a tineline for a sequence of rel ated authoring
[00@Bliest s. Lik8Okf@ndei gumerals showsed cwoe degdnaelrt l@r bags in the

met hod extensions and conpoundi ng header extensions
aqcpEapUng Bsawised to al low clients and servers t o

nore authoring related nethods with

conpound two o
[QQﬂ%B|e cIf@HFigé?W%%mb ange89¢1 001 9] Figure 6 shows
nconp e 0 0 u
B hor 1 no  Bathangoth £h SeEFR POTP (BHdsR SRR EERbe Hrre
reshSWee 7 shows how a client can deternine if ’
conpounding is available on a server. [0021] Figure 8
[o®hens howFigee B Shews admbendtbddraktefsiohOanhdiekder extensions of a
conpounded | ocki ng. [0022] Figure 9 shows a nmechani sm
provwcot onmExterdiongofpHO PR thay adds merdstewkuthoior Furstiow® DAY top of
net hods or verbs. [0023] Figure 10 shows further
HEbBfpounded net hods. [0024] Figure 11 shows an exanpl e

POST+PROPE] ND+L met hod requgst _and a correspongdin .
(9022honse. ML) PRt I CROTE. et Far REr ATy Authoring
N%@Qég and exanpl es of a response using extended error

AndTi ng. DETAI LED DESCRI PTI ON [ 0026] Figure 5 shows

[CDARE Web iguhor § NehdWRt RBeheeXeBNAEHFiInG4@ABd  extensions and
conpoundi ng header extensions 142 that can be used t o
c@hpamding apideranderstme ethst tan bempedind dllee dientspaed servers to
authoring related nethods with single client-server
compound two or more authoring related methods with single client-server
exchanges.

[0019] Figure 6 shows an uncompounded authoring exchange and a
compounded authoring exchange with a similar purpose.

[0020] Figure 7 shows how a client can determine if compounding is

available on a server.

[0021] Figure 8 shows how requests can be formatted to invoke compounded
locking.
[0022] Figure 9 shows a mechanism for compounding property methods with

HTTP or WebDAV methods or verbs.

[0023] Figure 10 shows further compounded methods.

[0024] Figure 11 shows an example POST+PROPFIND+LOCK method request
and a corresponding response.

[0025] Figure 12 shows an error handling table and examples of a response

using extended error handling.
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exchanges. Al though the nethod extensions 140 are
characterized as "nethods", they need not involve

w221 request |ines 54 that are different PEENS2006/031705

those defined by HITP and \WbDAV. However,
conceptual ly, the nethod extensions 140 di scussed

bel ow ef fectuate conp E%“I? et hods. As
di scussed bel ow, thesgﬁpﬁ ef fect corrpound aut hori ng

[0B2d)od extmrysie0nSshbid it DRbLAGRRGIN] mﬂowx%s.ons 140 and
various conpounded header extensions 142. [0027] In
toneobindingdeadéhextsnysidial 192" thit @nde"ysed ¢uan<bw Qﬂéntbaﬁd servers to
respectively represent conpounding and "or". So, for
@xragphe, twheor POSE| elthoring QCKitedRBFEIRSHE |Mmosmglenehmﬂserver
144 represents a nunber of discrete conEound met hods
Ew{t ou-gb embgﬁ:@xtenm@lﬂ aragterizpd as methods“
f ho the net t ns ons..140
tﬂ:%l"enen u\éel \ﬁ%r SHEHE {]{néﬁ %ions 5 S Fent &GPI E%e defined
%Irhﬁdaﬁ'ldl\ﬁébw ﬂlé\ﬁe\)@'r | Jon%t%lﬁ?fﬁ%%ﬁggw gpte“@l]:)ﬁg ?E&SISEUSSGC{
W | e

0 Figure 8. Methods 148 an I scussed

5edve eFE@Bate Qofripduh abBthoNRy Ae@isodtd Asadiskut Sl MeIbl, these in-effect

di scussed with reference t o Figures 10 and 11. [0028]

¢eingoued Gushaiey arethort exteosiocked4@uahord agceexmished)eistadvarious

a conpounded aut horing exchange with a sim/lar

mwgéed ireasier extenpignel143.de of Figure 6 - a repetition
ows the flow of qn u qo ounde

@8% o?iugg 'QxWaEGQreSTﬁEe PV@E’P Shand? rtrﬁﬁbgﬁg ggspectively

t unde xchang %
E%@?tg%n&&\g{dg{gdeaoo?ngllggureg Uf%)Ee co Ig(mg{aed PoSTIGET
@@(‘FﬂF‘R)ESH[@r\FEb@t" EndtREYaSYL RBRS&US alﬁgm'bér € NMischate tddfhpound
client 52. The request nessage 170 incl udes

netho d$TePOSTH LT "¢ SROSTE UAILGER", cpEmaDican, dt.r aete@idnabo@of how
resource on server 174 and information indicating that
nhheﬂ@bod/extemwn'ssmto anabhsnpleovkntet eisingsleadee ekignsiohe 142 will
client 172. In the conpounded case, there is one

@Q%‘ﬁaN@@%stW“tw Heuwilidre disraissastinigh f?fFE?“CGFHeF'%'teaff Methods
HCORCEH PR Fechids M oS R T PSS M ER 52 B0 8w
Nﬂ&%?&ﬂ@?&ﬁ‘\gﬁql}éfﬁ%ﬁé&éwags 16%% FU” hernore, because

e server can te romt request nmessage 170
bag) al oCKrigsredeSishefls sheurtBmpBlnded fKdordg BLcRIReY and a
ock the requested resSource, thus preventing an
donippiuMeed RYtHoemigestchingimaitht £ sfreifar ngurpbdd  alhie elft Hard' side of
request. [0029] Figure 7 shows how client 172 can
eurertnt paepdtitmongfoiowie g- kovesvti|fiaw of anusemrqunggd authoring

As nentioned earlier, it is desirable gbut not
HEBYWE,r )T)hef dght hand 'side of Figure 6 shows the flow of a compounded

authoring exchange. On the right hand side of Figure 6 (the compounded example),
a single request message 170 is sent by the client 52. The request message 170
includes information indicating a GET operation directed to a resource on server 174
and information indicating that the server 174 is to also lock the resource for the
client 172. In the compounded case, there is one exchange with the time of one
round trip. The total transaction time 174 for the compounded request 170 is less
than the total transaction time 128 of the uncompounded requests 120, 124.

Furthermore, because the server 174 can tell from the request message 170 that a
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aclient to be able to use both conpounded and
unconpounded aut horing requests. It is also desirable
wo en7@2Bes ver to be able to support both conporemEs2oasiobl705
unconpounded aut hori ng requests. A nechani sm can be
provided for this purpose. Preferably, the nmechani sm
locRVO ¥ GFd], figd YEEY 1 70T TMkeaRtdf Itk SBE WeGUIREP Bdtdarce, thus
that i ndi cates whet her compoundi ng i s supported by the
pEREMEY. anShtdnaamdly telguisstifrdne imatdring vaienclteak & 72nyeduestm
the use of a new response header 190 is conveni ent
[0928huse cFigere & QSWEIhywlﬁﬁﬂ?é7&n@@cé§ﬁﬂﬁ@d Hecadarasingding is

an HTTP respaonse. Further kno thnms fo
a¥Rdable o ERaT g 4o 5 Benass qaﬁleéx't ¢ Broggssan) for
d f
S RS TG KNG R {»%@%* g g

fQr s | ($ta |hdiR, ded and
iy S zng%;‘%@fvﬁrsgvﬂzfﬁz%. bl ot

un@Bd adthdriRgréQURE. 3\ PleO@Sn L2 bé Padvidddafiok $h|WIpUI'pose.
sen ing a standard OPTI ONS request 194 (request 94 is
Pafidryblgnthexaagiaeism Avplves gstudi@sindermationderaearvar7#sponse that
recei ves the OPTIONS request 194 and generates a
indéeaesn ydiethes heaPpwishse IUPOrtRAL bY ndieygeyen  Although this

oundln i ndicator,, in t I s _enmbod
“’HBEE%I{O&&&Q k%—%@/p%ﬁ@eﬂ}?e% RAY refﬂgnsgr\?qjig'ar 1904 ggnvenient
n t

oK el Y AR Yo ) o P Sponse

FERﬁérnWF@nkﬁcﬂﬁﬂ GhdRREmS fla?%eﬁﬁé}cﬁﬁ‘%mgg@ar’f feetasfly tdi@ended to
response 198 it can recognize it and comunicate with

ptdtesSLhewheddet crSieRPIMrA@r inathe alt@a\dd, afbdogipoan8inghodisator can
how requests can be formatted to i nvoke conpounded
takeake fgym dﬁaemtw)palpafctr acgipdasp bepgisr.ta Scper-lﬁbsté%éwse@tc

net hods 144 (see Figure 5) for GET or ckin
(GRT he | JReTARFh "R RUSHUNCE OFPOHBTERT Wfda ol A 8agor™S

B N
|5°8%%H%?§QR fﬂ drB&Jﬁsq 6 o%%@%gr%eluﬁ’i‘ﬁbc‘éi%é HESOPTIONS request

i na st an ard Lock- Token header 222 and

1@‘4”&&“@%@?&&6’5 flre ended %hsbbtﬁﬁéOMS headeduddd cérﬁboundmg
exanpl e " X- MSDAVEXTLock- Ti neout". The | ock timeout

idiedler, irRads Babodimeat, ronoftafdad reapoeseieenieds 90 08 2ftual name
The | ock tineout header 224 signifies the creation of _
ofi theenen-stalodarsloes piinsg headerH@0Va nolkeimyTortank othgs khar ifke ipown in
header 224. |f the Lock-Token helader 21isin #Jded. th
atdﬁ%rﬁetm’ethedé'l%mt il he St tRBRARR th 4TS JHiPsPioRessy b1 L8fives the
regpo%r;e ef(d lt cgn recognize it and communicate with the server 174 as
appropriate.

[0031] Figure 8 shows how requests can be formatted to invoke compounded
locking. The top part corresponds to the extended methods 144 (see Figure 5) for
GET or POST locking, and the lower part corresponds to the extended methods 146
for PUT locking. In one embodiment, ordinary HTTP and WebDAV request verbs 220
GET, POST, and PUT are compounded with locking requests using various

combinations of a standard Lock-Token header 222 and a non-standard or extended
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| ock. If the lock tineout header 224 is set to O
seconds than an unlock is indicated (in this case, the

waomRoTaken header 222 and a correct token ar ePCBEUSIDEH1705

t o unlock the file). Furtiernore, a Lock-Token header
222 and token are preferably included in the response
loclo @AYo hdRleP RRuUAtTHP XM PR |‘X1Q\K§iﬁA\fE§?$QdeQ?me%ﬁ@"”plﬁe lock
request 228 shows what a typical POST+UNLOCK request
tmeditt Headdr 124kdens aNatue dffteorn meteset@itisof a Lock- Token
header 222 and a | ock tinmeout header 224. [0033]
[R@32) r i ng The ladketimesutvieader @R sienified the ardatiokiefga new lock

tion note t t he Lock-token header 222 and
R6picing 1q Hiserpde epaﬂ?e'&’é'a tiMeQUEHERTS) 224 okfktba Lpésﬂek% header

i\ﬁ {SQESUdédsth%%ecﬁg? C ftgﬁ?o%érhl%gtgﬁ%r&%égnagm qtseglgaf an existing

en 1s 1nc

IBH@nlftth§ IJ&ﬁttHﬁé%Jut |hQ§JQr 39 4! |99ét°to:tﬁ 9&'8@:?5 30“191kurln§ck is indicated

granted if no |l ock exists, and ock

(dethiechsief tha loekKrorks aa@bera&e%tna -a ddtreTtBkeh fard F@qunred to unlock
correct token is included with a PUT request the

tok ifigait Fustrerperef ailLoviafigkd feadper 22 hiodtabken any pretFably included in
operation conmbined with a | ock operation. A typical
O RIGORESP! 3 UES t OnesatiomoRih ablpclestrsgurce3CExaTitide Iremslest 228

TuBetiehg e RSTTONET °P%$e%tﬂﬂlgﬁ5&wtnk_sf R Fignclusion of
ARRLFHREn hEQuS909NAT = 180 hG REKeDEN 1S Lhe key

€ Server uses ori'ze " both the PUT

[ngg]atl on @dtékrihgaoRRE RV QB e RldiAdY w'iﬁ éiltﬁrkﬁ{ge%&gtlon note

enbodi ment a. Lock- Token header i ncl ud In a non-wit
topethat Lak-tioken Geade@ d22i arl cortédt ol afeYnc@de@®@Xb Shodi§ a locked
| ock™ is not supported. [0034] Figure 9 shows a

resQitiegi Bimtpkan isorepdechidithe resooperis yotrsickedls Ifwia tokefl TPincluded
or V\ébDAV met hods or verbs. These conpound net hods

ks arlaelBimg it srRecified. thsp Rbeigaty lodkiw lpgicricgursea BckTheranted if

spf“é’?%?%ﬁoﬁﬁgﬁﬁe%%@”ﬁé%%eare&%mg“@ado&%géa%Sexusts in sum, i
tFlérl{lo];rjeB.a{JlJehﬁp c@%@r\ﬁﬂh B&Pq e)st %dcl?ebnl?pc%ﬁ a[%rform any PUT

ext ensi ons 2 Wlt vari Ous possi

opeedtions or FIRYPPUNDbperitibn’ RBHBRAECHith ThRcROFRBALA.ONA typical

intabl e 244 are self-explanatory and the resulting
POEtHREERESHI teguest is ehiowncley tanuesr aB@.esTedioek tisbiul ivatie of 120
while at the sane tinme obtaining or setting one or
seerrelsgndigetes paefresh ariiesetin@ehtite lifedmeof the ok thesmior@nother

t he stapdard Content - | en‘%‘th header will be used and
W59 %ecaﬂ%a?we\)a%@k@f' Ist he kewthat thpzaswejaiseo iR aghorize both the

P?lg’go iog a(naiI Egrﬁgylggl-l o@FEaﬁépu F(%\ry\ﬁqgrerer:é em%ogi%qevr\ﬁlalLock—Token

header included in a non-write operation is ignored; i.e., “GET+verify an existing
lock” is not supported.

[0034] Figure 9 shows a méchanism for compounding property methods with
HTTP or WebDAV methods or verbs. These compound methods correspond to the
methods 148, 150 in Figure 5. The compounded property methods use two
indicators; a special content type header value 240 (e.g.,
"multipart/ MSDAVEXTPrefixEncoded”) and a special extensions header 242 with

various possible values such as "PROPFIND" and "PROPPATCH". The combinations in
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[0035] In conformance with the rules of table 244, an
exanpl e GET+PROPFI ND request 246 is shown. Note the

w0 p@7asidee of an indication of the PROPFI ND poP€T/082006/031705

the method in the formof the special extensions
header 242 with the appropriate value or verb. [0036]
h.i.n.Qn ] r el at.ed, net hods

A s PRSI 1l RBEhY Ry B RER < Zrrusee o be

MRE&EE dORBA%HSRRIOR 1R BShe AR QBERRRG BY <@l

used. For exanple, the WébDAVe PROPFI Nlil) a%ga’Pf-%hg%%g or more

neobotss obulhd beevanerdsoated Beithg ey HRAGRNSard Content-length

Furthernore, there are different ways for conbining a

rhegerIrwidl kmdsed sed wilf gpye dpeneliue ofithe aotak ssasgmyebloatyy. or payload,

All of the properties can be put in separate headers,

thidemap also pndluds prpperdies anyell BsonAn izt eedsiuptaer RHew).
rties could.be assigned to respective different

ﬁéa rs, alPhQgfPrrane \A)g'ﬁkl'dtl?eeq[ﬂ‘??e Pr{)r@%@od%ﬂg tang example

hand S Q i e I r enbodi nment

T RObRB RO e P4l MRl Fore, e ANALAE 3" BP RsR P, of the

PROPFINDISoriBA U the MAMBYE In thREBAR Y tROUbELINALE s Hs! Neader 242

beconme | arger than the buffers that sone web servers

atithotbatagpfopriateedier otharigl | ng. [0037] It is possible

that sonme i nplenentations nmay need to sinultaneously

4893831 oper tAlEWUIPROPATTY) emhadigent ppogertyi eslated methods  are

PROPFI ND) of a resource. For exanple, to determ ne .
Ssﬂg‘tbﬁlé?d BAYY PET dFetBPGpRIPY hRAderprasider | Pessage befy teytension,

' bef
A PG MR BB BREE M T Teh Rhabric e e &RoBFD and
"PREEFATANPm £ RPN BE vBFdAddE DrsirdNBle h‘éQ&E\fgntF'uﬂﬂer‘é%ﬂe, there

be established for the |location of sent and return

propeferéresway’ foheommanape rbaflyce dP38et Arthopdhed P2 message

WebDAV prot ocol does not specify particular properties

foordy.r 88 @fiteepropsdins day pbie pat impseppett hesdens, asirdieah@y PUSperty sets

to properties of objects in a file system for exanple

@shPEAtanageable gizgat Thenpr@aersies gavld g asdgned to respective different
user, special folder t

o . Vi ,
FRgdsts campSEh v Moult fepinmole Codind B Bandle @nsars oY properties
i i i WA . 0039 .
USRS, AP el R R L0  m on
228e hDIRte?, Adiidvet, MR2EQDEENY pB?é?ﬁalW@éjc%'f'nef I'at?g]eq tlﬁaglgcye buffers that

signals the presence of a rnulti-part nmessdge
ysmBgveblyen@pegiiathte for header handling.

“mul tipart/ MSDAVEXTPr ef i xEncodedheader” extension. The
[ r el at duisi poiseibleathriospnies inmemegtiome chaff mieed e simultaneously
PUT+PROPPATCH net hod but may

set properties (PROPATCH) and get properties (PROPFIND) of a resource. For
example, to determine whether a particular property was properly set, or to
determine what a property was set to before it was changed with a PROPPATCH. In
this case, "PROPPATCH" and "PROPFIND" can both be included, and a convention can
be established for the location of sent and returned properties in the message body.
[0038] Although the WebDAV protocol does not specify particular properties

for resources, some typical properties are analogous to properties of objects in a file

system, for example content size, creation date, date of last modification, last
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signify the presence of a server-side |ock. The
content type header field, 240 signifies the presence

wo@Roovhe74pml ti - part nmessage body 248 within a nMECHFHE§®06/031705

body 64. Generally those mi0tiple parts are divided by
a length field followed by a corresponding data, in

r%(ﬁ@fng\/\@{e spetcma f&ﬁ%rsﬁlgg rt%%l?;rcgzt}aegc &Hlé ﬁ&k}&%@’ HealltH ﬁme, last

crete
a%@JsE eprongi Hﬂ)dif%@gﬂrhe iAAdise@hor . The S' zes of the
l'ength fields and the sizes of their data add up t o
[bbEo]Sst and@ighrEednilenshdvengi bxdmesie GET-+TR@PRNBITRdfnse 250. Note
response 250 in Figure 9 happens t o have a properties
thatcthe gantznttyperresden fied 240 sigoals thaorespnesceide thully-part message
respective length field, for exa

hogy dising. thBe'%P&G@b "BYRBTAUSRANEXSPIe gErrcgdag?ﬁaeﬁ@'o%@sm The
LA R B BRTRLS TG D PR e o
Wsﬁggﬁr&% 0y f’dréé? i0€ ke é}’h[aeccb‘?l%rﬁeﬁyg qlgbaéﬁr fiB1d. 240

ment, the ngt -data pairings al

S RET thie Ot e Rde 08 IRE MR- JartOmB&ag@hbiR 3 4B Mwithif @NMessage body
nmessage body 64. The standard Content-| ength header

&l vedenthadly tthbsd ndtiplt hpaofs areedinelsd age a bledygthbAtid4Bllamed by a
can be used, in conjunction with the | ength
qonrt;swtdmgdat@onmh@refvwdﬁ, thh@egmstb@dv Mecarrlféccw czifmore pleces

USRS Rl S
%%gklhgﬁlﬂéé’ﬁ RE%%%SOI#%J%IL dfa ad{:lhu(gxdto tIEle st ﬁ%la%IContent length
He’iﬂé@“ﬁm‘&%g&! o RAPDASR 219 ihhfyuPs gm‘ébbérﬁsto%% Lofrkpdides section

ext ensi ons cussed above. Because | ocki ng

drdnciek Omad séatioaneadhr mrpeidell @5 afraficti@niehithyfidlg, for example, a 64
| ogically separate, the nethods and headers di scussed

lsib vtegeranBaceast kympaexd suthoring istdesgrge. aFag U P1Octension, the
shows further conmpounded net hods. The top nessage is
arnaxarpre WS@QPLHWR@FPA'F@FH—UI\EWQ em@étﬂeszmv IgSeleto be

the size of the bod i ncl udi n e size of the, |l engt
PieBsa IS oy bssaRe Hirk BOK Al Dsliifed | ESafce,alitp & g HTML

@ re%tesl%%nfje %u—ﬁg pggfﬁgg7ﬁ0wpb{tﬁspr% §_rq|etsh§“d r§sources to be

Ucdedsr Ul rom sponse

Qi dRIn anmé %‘é?aﬁ}fe bomeaéll aphe Qhndhrd %Ktén@h@ﬁ’gth%g%r gives the

enotes a succe unl ock. Figure 11 shows an
AN gh BEOH e PREEIGe NIty @22 a2 bihd dan Bgused, iA%dnaundtian with the

correspondi ng response 292. The request 290 causes the
leegthanditaroplito parsesouthesubstaftiveeniecsstof somenpindpe message body
and unl ock the file or resource.

248.

[0040] Réferring back to the methods 152, 154 in Figure 5 (POST|GET +
PROPFIND -+ LOCKIREFRESHIUNLOCK, PUT + PROPPATCH + LOCK|REFRESH{UNLOCK),
these methods can be implemented by combining the properties and locking
extensions discussed above. Because locking functionality and properties
functionality is logically separate, the methods and headers discussed above can
readily coexist in a message. Figure 10 shows further compounded methods. The

top message is an example of a PUT+PROPPATCH-++UNLOCK request 270. Note the

size .of the body, including the size of the length fields, is 114234. The bottom
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[0041] Figure 12 shows an error handling table and
exanpl es of a response 302 using extended error
whaovdioerage A nunber of types of errors can occRCT/VKI®NG/031705
creating a resource on a sdtver via an extended HTTP
authoring request, for exanple, insufficient
niRedalde SiS | AN exarBple€SOH! €RrespetdiRgl rashonby BM20t Helredpdate @hat is
not checked at all, a quota violation, or a .blocked
sddckssfidmeednof differ frppethetrhaoqmsegem@ermﬂ PUTequest. dhe lack of a
O her errors such as a m ssing property can occur when
logk t hkpn ihsgderodeiatese at EUCéeﬁﬂI"e”‘UPC‘? estQHr@e” W‘?@WS Ei‘11 example

BSH-IOPRRP Dk Pebied iedh, 240 86 3, 8P kiRnane, fppnse 202
TLQ qzlggtO){QO %g%A*@@%L:%er gp&.ﬂ: LreiRFL By Ble, @crs\bﬁ{e HBBErtles and

net ho woul d encounters an error
um@k chd 1asla@bgrckhat error to a standard HITP error
code. A client mght attenpt to provide a useful
[oo@d3age abigute thehews an ecodbandieghable ansli exgmles of a response
correspondi ng hardcoded nessage string. However, the
382 atsifar eteIdRE &rerohanshifes AnEmRet of RS é’rﬁc?u@lﬁs g@n occur when

ort the nunber and t es of err user s
BARBOA E ek 1 ehe e Rrp et HET g tetRg, BabE for
e?ﬁ%lglgs'iri%nfflc?‘efﬁ?%tet)rﬁﬂg%y ?F&%h%dchtegkeﬁ(&ﬁﬂgy taH@th%F ru@ér or not

ent eepi ng t

cRdidl 'af‘gll 'ﬂTJLR)te?f/lb%loﬁ Oghea, b Bk Fildhd rRdVBr lertyb@kal‘@ence of a
conpatibility. This ext ended error handling is

vaas ol ICBh@‘derh}fslsnch @sliangissimgr mepems ean ondusrwieni aempting to
specific to systemlevel errors on the server. [0042]

whige seefild or Rsource When antasitRsigear Fas OCHER AN hEervein ipically the
realized using a neE%FWTP header, for insta

seryef/man\awe ri K?'dﬁfﬂrmgﬁ'?'} ﬁaout tlrﬁézrr(&)écﬁ’ﬁgwlously, when a
rlg(ﬁz[:u{l1 §2 s%r%fjﬁtha?dr% eemge‘at{mﬁDé\?rngertﬁ%r?st &/gweéggclouﬁ{el@lén error it
v%gﬂgfﬁ%ltx thatBrortth laNQaRRrd HERP lefrol Rodd FA& léﬂrrﬁfﬁht attempt to

egar di ng conpoundi ng extensi ons of web
RN ROl BEEFIIr PkSRQk Sabont ged ef@k ,codt, parbapsl usingnat@dresponding
that sonme proxy servers may attenpt t o
handced e er!esezcgﬁewlsgaridbwnd thackandatch B TP esionrodss are not rich
Ther ef or e, is preferable that clients only use

eﬁ@%ﬂfﬁi& moestntf; GYMHASE RBHIYRAS toh ePERSTWRISE HaFrst aﬁné%ﬂ”ter using
Furt di d

SRR D SRR SR S A o
thgipl%pqﬁfOFmgtldrp | £BL& f]chatchlaﬁ @ﬂﬂ@lﬂeﬂﬂb e é%@é?th\%dHTTP error

or exanple eader cache-contro
dotkV@hRrh - alloW@4re} bﬁhmmrmpaamdutﬁl i Bd epfeth@lea&eﬁ)rfiwndlmg is

usi ng extended conpound

accomplished by including in responses information specific to system-level errors
on the server.

[0042] As seen in Figure 12, extended error handling can be realized using a
new HTTP header, for instance "X-MSDAVEXT_ERROR: Decimal; String". The decimal
portion is a code that maps to a system-level error such as a Unix file control error
or a Win32 error. Preferably, the String portion is in UTF-8 format.

[0043] Regarding compounding extensions of web authoring protocols in

general, it should be noted that some proxy servers may attempt to interpret
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aut horing nethods are fairly straight forward gi ven
conventions as di scussed above. Publicly available

wa o oz74e©de and docunent ati on can be consul t ePCT/US2006/031705

determine howt o inplenenti2servers and clients with
the functionality for performng atom c authoring

rEBLARHanandnd rﬂ)a%ﬁﬂd.hf‘éwr@gpdngglf! RfeRfle prtqu{r%f)érable that clients

functionality. is functionality can be p ormed I n

@ty usd tHeahdw @RtenkioNs ar GRAMUSNAtHROBDdathsr 8RGACHT EFBthermore,
For exanple, whereas previously a server may have had
whenurasppioding do ranaticeteaate@CKetmet ydveaim cis adi§aunsdd alvove, @ server
handl e a POST net hod, roughLy, t hose functions can be
shey Bimarkes Frseense todngicaip aintat Twshueidesicaoleshusmakfor example,

t hod,.i s, ived. [0045] Alth h HTTP d WebDAV
%EV@QBQ%%(%gggbéﬁgﬁ'éﬁ@9§g t he ?ggas discﬁgsed above
[@b@‘}]expe(:tﬁ% tseR/ep.ean%lpQli#ﬁi@h%eg%aa%ng@.ﬂr Extended Fompound

vari‘ati ons or versions o
dudhd iRy RRetdds ArstadfdarigiIFoIvREd lgivieh oRRHRE 88 diskuRed above.
refer t o any future or current standard protocol.
Hub0dig]aviilakl@ spurtce aods padt doameardtionde ke rconsydiad stondgtermine
there may be provided a volatile or non-volatile
hewe kR Hapleagah persensedidLlisntsr Wity the furaianilin feroperfribiieg atomic
device t 0 @;rforn]a gpoces f.or servicin% requests, )
TR iRt ads ARG 1B BEESYIAT nesiRg fgd RERRETY st o This
r S ndar.d . P.pas u d .
L o G A R o T S
&cS@ﬁt@%%lpomle&gmﬁe', QRERas PAVAUsRGa 5BTE SEARRT Kbk function to
non- st andard aut hori ng requests that direct the device
Hamdleog KIOOK orkhadesaliadescton th heedle tahPOSEWeatieod, @ughly, those
obtain or set properties of resources; and when errors
fyaetiansirandie ingoked ecopRETPtivalY Wben agonmguededs POSEtLQGK mgthod is
respegses conprising error information that is not a
{ tatus code. The error information can correspond
systeg.error h i\ce that caused the errors.
83, vr ABHRRrETP M WEREAT e Heeh et fodVel e ideas
Gxdusidesh &k A fRRAAM MR pAODIAR W@W@Qgﬁﬁ%@%qgérsions of
field conprising identifying and/ or ‘describing a
KOTPr £RpwadDAY. FurtAérmorélth btahldrargrotaRol isicontidbred t6askr to any
the header field may include a systemerror code of
fuhee devurcent standarbpiosdbr fiel d can include a string
specifically describing the error, or the header field
[Qgﬁsli ncl ud@iriies Ja reefisraf Grtepgae egpr pReinde tese maythe provided a
e&&qr code b i@l or|$dqptif¥§n .sgstenke ror _of the bl
VRIS &, Mo PR pastit s Plec Bl SRURG Flor@ayia gp rigable o
r ile i fect oty re 0 or;

; [cgc'{oo?{/er@m%lf\té %Ir%?%srq F(ﬁ' EQ‘(/MII’IQ ?Q}U%Etrs From Cllg"ltg, ltl?e cHI‘OCESS

includingl: handling standard HTTP get requests, standard HTTP post requests, and

standard HTTP options requests and sending responses to corresponding clients;
handling HTTP standard or non-standard authoring requests that direct the device to
lock/unlock resources or direct the device to obtain or set properties of resources;
and when errors occur handling the HTTP authoring requests, returning responses
comprising error information that is not a HTTP status code. The error information
can correspond to a system error of the device that caused the errors to occur. The

error information can include an extended error header name and an accompanying
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[0047] Further to another aspect of extended error
passing, a volatile or non volatile nmediumfor storing
waele@rvzi42elat a may be provi ded, the medi um st or PEIyUS2V06/031705
HTTP response, the HITP redponse including: a standard
HTTP status code header and correspondi ng error code;
heathed fiihd icodipeiaing oidetifyiag Smdyer descaibirey a atorrewp@rding beor, and
indication is not defined by a standard HTTP. The
furtheginets il AUGan casecthadeadas figidrmay dacdege @ jsydtem error code of the

specifically defined for conveying extended erro
eyt G 1as sROes Rt St Y SHereRh o crBaghe efor, or

' e l.el [ ude . | e n .
ehe oG AR DAY Sl Gt TR DS B CEoroiRR being
or RGYiffil@t §AFdnh &Frok BF AhEReVIEE), BPAHE sUEBIMSERYCESbERS a file

error, 1n which case it is further possible that the
lockingl edlrdopetya fildenntdidetesy ragarrbi, ouladte by peeabrysaite erroai de
error and that error does not correspond t o a
[00#7hndar d FRTTEr terangthee aghect girxténdederissdpstag 4 veldtigler non-
an operating systemerror code or a string describin

Vo'éﬂ'eo‘ﬁé?“élfrl ng’ §9§‘E‘%ﬁ'\i9é"ia+ grta HAY beuReKidethois mefigm storing an
rverside er can conpni i rati em

HTRE eGSR IR ol GREAL b7 Rl Be ngpcer

and 'cl)lereg{on%ﬁ{gvgtrrordwc%?,ta% Yan ih@4&In bhaSetlel-sAOLRE! where the
ext ended error handling enbodi ment, there nay be

indida@vh de ot debh&t by @ standaanHYDP.atTiheangicaiid@geart Piclude @n HTTP
with a processing device and storing information for

headealbielchgpectiicaly defned iforgeotteeying extendegberror infamgtioe egdwr than

[ P request and

the process conprising: generating an HITP _
stagdiidi MpT R O FOFPS lBgtiach case the §é?qgﬁérfte'4 BEiNAYH F Figlghname

f he.. P t h 1P " d .
nol AP P Rt FALEIRREeT e RBR. Evedlaf G485 nfecor
a8l ik ARRAGTABML LARK Ode it RMuHAG: BORIEE ARAARE field body

ext ended error -hea I nformati on about an error

iddniiBe S & hYRIculal g eHF KBrvepg IR drrof AR d fthidtt dtedr do€ hbt@rspond to
standard HTTP status code header and correspondi ng

a sardard mIBexrror Tdode Feofigdthoon @bdotiutden apemtingrsystam error
system can conprise detail about a specific type of

cofl¢ ped pHihyencrigisgradt QReERtEgsIVEeNe e er 29 fuFbBYEiajerthe pRerer-

i nformati on about the error on tr](e server can COI’T‘PI‘I
épc i

SIOEreT B et FHEP IS s RPERY Y ST &R Yr HhET8h eading or
ng@g%ﬁﬁe J.’ﬂﬁ{,i?e;&osreg,\%? dirgftoi%/?r ver can include a string

n operating systemerror. The information

[0GM¥PUL t NGy QEifi OfnofHbr tkBenBl \ellor MY dfhd RRTboHRIHL] EiérOmay be
descri be a specific system|evel error of the server,

prévidddh e rvollail avieir cfont-hidadild seoge fers use mash aoprptdssiagadievice and
HTTP- based aut horing request, either conpounded or
staniong- ioberpetindfdr eankiinohdecproesssimg deicesta perfoiaa aigcess, the
prc?cregsog:omprising: generating an HTTP request and sending the HTTP request to a
server; receiving from the server an HTTP response to the HTTP request; and parsing
the HTTP response for a non-standard extended error header and extracting from
the non-standard extended error header information about an error on the server.
The HTTP request can further include a standard HTTP status code header and
corresponding error number. The information about the error on the system can

comprise detail about a specific type of filesystem or operating system error on the
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performng a | ocking-related or properties-related
nmet hod. [0049] In conclusion, those skilled in the art

waowdoz/oerad | ze that storage devices utilized toPGL/USM06/031705

program instructions can bé@4distributed across a
net wor. e a renote conputer store an
& Sere s

"é’&‘é?ﬁ-plﬁ"edf“?"trﬁ‘ét'ﬁ'? &E’Q%tﬁe%r&‘?ﬁ YL iheagerieyr (ARFYUMPIASY Yt gperating
g(Etane&%ﬂ% BQ—”’F’H{ Cln bR tlﬁﬁcaggﬁth{hlg F rg?'lt ﬁlecéjeWeliltc%P include a

dowAl 0ad- a par or a e software to r

RFRY BEIBb NGB SRrANR] ¥/stdhe ebrBF ath ERARRHBON %Bufjﬁ‘é’réln‘?ﬁ‘%n the
pi eces of the software as needed, or distributively
Hee afsy biyhe Xidentify ng wﬁnb@afimne sysieti-level ener af tiid1€erver,
| ocal terminal and sone at the renote conputer (or
fnahputoerhigke thed KNP, refineste malichinedsé an HAEP-drasedvabithoghg equest,
realize that by utilizing conventional technl gues
?é?'i‘@\'/vﬁo'i’p%”“tq?és%' %‘FP@BO‘HWeﬁhé”%F'ie ergp o th %\Sﬁfc‘IF‘i Vgnhan error

t he softmare sfructions rrled out by a
%eéff”@an(g adloé 'L relate suc?]roggrt'gs ggéte%pr %tgr ammabl e | ogi c
I?bﬁ@jy or hh@nki&én, t Q@ Qkinéd In &k atr{‘\ﬁnllel'm% RALRr&Rddevices

eat'ures di scussed above can be realized in the form
@dlizeaftor ftditel progsdrariastridiion®lcah idee dRtridided votodt id @etwork. For
conmput er or device readable nmedium This is deened to
eaoiplkde @mdtedomputdi @ag stdre s ROV of nthig netoicessneekicebed as
flash ROM etc., storing nmachi ne executable
jofeareictA dasdl o tesinad econter BRY aAf5est Hisr Femetsy FrippEa and
hat can be us bl e a conputing. devj

SGHR PG Y51 ol P Bt A T Plotrane) Al paBsiy e tocal

: r#&ﬁél“tqu ﬂgwhl%ﬁaggle\é%%g@? 'tﬂe sIFEIIPE ¥s AH&dLa2%r B t?JtR/Efgr}roess

ormatl on suc nstructions duri ng executl

B eReddfiQg RMC 36fWhiRYimdtHictihs DA BRAL tdehMABRant. sdine at the
vol atile or non-vol atil e machi ne-readabl e nedi a

shrote kgmpateo(oratdroputer acavoall eTrwsdeskilied it the per Wik als@ realize
process for servicing requests, the process
derpy |U§|lﬁgg cnavﬁﬂtlpngl @F@H%ﬁ%ﬂqwmg@pse sljlled irs the art, all or a

t and t t d rd P
uflaoel the 1 r?ﬁ@t?%ﬁﬁﬁiﬁévtb%&a@t Gt 1 gediceiR sCliS such
204 By vggrgma%? Dl ! SIERLS comrising pu

reques nove requests, propfind

[o%%']eSt S, /@IPGf Q{@Qﬁﬁé&meﬁ@%ﬁ%ﬁuréms@ﬁw e can be realized
conpounded aut horing requests that do not conformt o

inheheHbIR efUirfiemmiatipnpstoteaic vl yolatile aronprownidetk regpeet Sr device
conpri sing put+proppatch requests

readable medium. This is deemed to include at least media such as CD-ROM,
magnetic media, flash ROM, etc., storing machine executable instructions, or source
code, or any other information that can be used to enable a computing device to
perform the various embodiments. This is also deemed to include at least volatile

memory such as RAM storing information such as CPU instructions during execution

of a program carrying out an embodiment.
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and post +propfind requests. 2. A nedia accordingt o
claim1l, the process further conprising performng put

wo eoveeme@l ity and proppatch functionality responEsaes/031705
0 a put +proppatch request, 1®r perform ng get
functionality and propfind functionality responsive t
0 a get+propfind request, eg_AIWSrform ng post
functionality and propfind Tunctionality responsive t

L a PR%T%@BF I3V FHHE Shachte—fe BBl amgiG 0stdHAG ihfoPmation to
claim1, ere the handl ed requests that do not

&HaBfeQt MaviceQo taFoitl AP rédeis b 6ori seeviqn@taamests f the tonegess comprising:
conpri ses requests that, in single requests, specify

bot h karpitisg ,staelard GITTBuUgetofsaretts.oftandatd |TTROERSt requests, and
unl ock, or lock refresh operation. 4. A nedia
deedyrd it gP opBons r4AWSSIS: wherein the process further

' . di P
qener s SEPRR R tRaf 18 FIaE Shiknos et Be requests
¢ r?s%dnggt %nggsté cfog{l r%hﬂ‘&ltﬁ e e isi thho SRHED PAHIEEE, and

aut’hori reque nmedia according t o claiml,
M§E@ﬂcn réqiRseommpunded aut horing requests conprise a
method field conform ng to the HTTP aut horing protoco

and ahiretidercompoendad ghdeng frégiestsribat d@fniohédnfgymtthethe HTTP
HTTP aut horing protocol. 6. A nedia according to claim
authpiieg |PrEeessthe foRaUnd B RAUSSHgCqIRITSIRE RYtHPrapRatg requests

properties_and a resource.in a body of a respanse
AR BeRje PP g&%ﬁﬁ??te or non-vol atile medium for

tori i.0i . ' ' FEERs erformi
B

RIRtiOrAly S¥d BRFbpBGh &OndHbhRIityWegidhsivBeo ait ndprappptehl request, or
protocol defines nmethods and headers for renotely

paifibmrihgennteeailtyces! moptind HIFERosaEity exspondice ot pgeid propfind
HTTP request conprising: a first nethod indicator .
rewiestator mgrfarniing poshiwmstienalinhand prapsing;fpagtionalityggspansive to a
specified by the HTTP or the standard public protoco
ERBERIPHARGUSSFTP, and where the first nethod

8 G AT B A B ST e o

éXt en and secona ne I cat or

Bk, _ttio('}ge TP CRIML R RRth coVRBERr tddmhpFie e Pdjues gk, s single
| e

speci by the public-standard extension of the
FHRsts8 spékifyobathid pos gr@nerv pliabpdreationsdindma dedorudilerds, tor lock

o claim7, wherein the second

refresh operation.

4, A media according to claim 1, wherein the process further comprises
responding to an HTTP OPTIONS request by generating a response that includes
header information indicating support for single requests with compounded
authoring requests.

5. A media according to claim 1, wherein the compounded authoring requests
comprise a method field conforming to the HTTP quthoring protocol and a header
name or header field not defined by the HTTP authoring protocol.

6. A media according to claim 1, the process further comprising including a set

of properties and a resource in a body of a response message.
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nmet hod i ndi cator conprises a header in the HTTP
request. 9. A volatile or non-volatile nmedi um
wa@ewonelidng t o claim7, wherein the standard pedi/iUg82006/031705
extension of the HTTP does 16ot specify conpound
aut horing operations in a single request nessage. 10.
7A voAablatiee arnanevelztik atddien fieditonn @digttabdang the naddainistoring
7, wherein the first nethod indicator conprises a GCET,
aipdTP saueryTindisptincanethass efet sindaed ollic onpprelesxtending an
Kin r properties netho |rected to a server
T B SitEPe e 150870 il PERSP! HHeS arcibidcerieenadiie for remotely
' l.aj [ ublic. . .
sy s e e e e SOF e e PR e
A seg¥Rét ARNREAh&SatePIARIdaBh GG rBE niBeitH b MHRFE Hedi 98 rletifdd is
claim7 and configured t o receive the HTTP request
speatiedeby ohenHTTe dri thet stamdand dbublid grbecsleeaddingtdhedHTTP, and
the HTTP request. 13. A client apparatus conprising
where Hhedfitsin retbod dndigatob contarms 7toathe AP i guthedstandard public
ener atg{the HTTP request. 14. A volatile or

OHEMRIUBP _hel'“g__?t' 6‘i‘dage_ for use with a processing device
and SLOLLD0BSY BN 86 fRE sDd BEREPSERS] B seconc

devi Ce fo pereforma process  the 5rote
mgﬁﬂu%lri_@%bé@fié&ﬂbJ‘fﬁIﬁ’ouBﬁ&:ﬂ%HardVﬁli&ér?slicSrh@f thd Hfrrpequest

conprises a nethod field, a plurality of header
8f i el dssolaaine ohaantesmlatind med@bi actording 6 tchem g twiedeih itké decond

conprises a verb that indicates a nethod defined by a
m@thodrin digated camphisesiafipagerdn seoHTThsquest ends an HTTP,

and the verb conforns to the distributed authori nlg
9pr ot HGIatiIgyREReN-Valatils) medip MarcHingetRdda mf 1.4y tpsein the standard

nprise. header field nanes and header field value :

PR RS AE e o S IR SpRTD o e v riiigb Cpoefations in 2
siﬂbl?tréd']&é‘é{ Gflsaldehoring protocol ; where the header

In

ormati on conprises a header field name or' a header

16. el A voMtie orendrresladie mediah hadrdiag as aaet hewherihesk first
defined by the distributed authoring protocol; and

metterde inddoatorg corhprifesad €IET) ROSTmat iPOM eart drive theeséodd method
field in the sane HTTP request does not conformto the

cmRtises BUPEHNS aF POPRIIGS predrastdirected to a server resource.

11. A volatile or non-volatile medium according to claim 10, wherein the
standard public protocol only specifies atomic authoring methods.
12. A server apparatus comprising the medium according to claim 7 and
configured to receive the HTTP request and perform the first method and the second
method in the HTTP request.
13. A client apparatus comprising the medium according to claim 7 and
configured to .generate the HTTP request.
14. A volatile or non-volatile storage for use with a processing device and storing
information for enabling the processing device to perform a process, the process
comprising:

generating an HTTP request, where the HTTP request comprises a method

field, a plurality of header fields, and header information; where
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15. A nmedium according to claim114, wherein the

di stributed authoring protocol conprises a standard
w@elioz74pé ot ocol . 16. A medi um accordi ng to clBCHU2006/031705

wherein the verb conprisesl1’get”, "post", or "put”

and wherein the other nmethod conprises a | ock nethod,

or atheumethold freidhamhnprises & Vebkthaefindishedmat methododefied by a

property setting nmethod, or a property get method. 17.
digtrippticuaythedios @'rcrtgcql ¢has exitendsan WAET @ind thhaetheemdorms to the

|nfornat|on conpri ses a header field nane not defined
dig{fibuird Juhesing Prokecolivdiers but ed aut horing protocol . 18.

Por e ATRPEF el Yefs BloMot b NELSh Ll Wi 35S eader fietd

i nf or 'on ‘co ses

va19es Andresh HéHoQF@:@fﬂ'cBgfotrﬂ 6! b mﬁﬁ’anﬂm!fﬁle Q:Ilstthﬁuted authoring

di stributed authoring protocol defines methods
ptedt; iwigre changi ng, and novi ng docunents or folders on

an HITP server. 20. A medium according to claim 14,

wher therheafier idfastatibnterdpdass adreader finldneamelor adrepdérdiedd ealue,
version of the WebDAV protocol.
either of which indicates another method defined by the distributed authoring °
protocol; and where

having the header information and the method field in the same HTTP

reguest does not conform to the distributed authoring protocol.
15. A medium accordihg to claim 14, wherein the distributed authoring protocol
comprises a standard public protocol.

16. A medium according to claim 14, wherein the verb comprises "get", "post”, or
"put”, and wherein the other method comprises a lock method, or an unlock method,
or a lock refresh method, or‘a property setting method, or a property get method.
17. A medium according to claim 14, wherein the header information comprises a
header field name not defined by the HTTP or the distributed authoring protocol.

18. A medium according to claim 14, wherein the header information comprises a
value in a header field body.

19. A medium according to claim 14, wherein the distributed authoring protocol
defines methods for creating, changing, and moving documents or folders on an
HTTP server.

20. A medium according to claim 14, wherein the distributed authoring protocol

comprises a version of the WebDAV protocol.



