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| east one interface to associate the asset(s) wth a user(s). Asset(s) can
thus be associ at edrmididiodst FAh&IsRhd S3fes dn@ud%%dd@ﬁﬁ'!mdﬁi‘éigé ﬂeas?ﬂhg_ a
responsi bjlity group(s).. The disclosed nethods also incltude providing at

| east one pol 3ses}, thevmethed sclidmiziagrociatingthe attleastiencasteawith et lgass ord waeeandni t h one
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20  associated with a vulnerability of the at least one asset and at least one task associated with

at least one configuration standard associated with the at least one asset. The task list(s)
can be at least one of an asset administration task list, an overdue notification task list, an
archive notification task list, an approval task list, and an asset risk exception task list. The
configuration standard(s) can include at least one minimum baseline procedure associated
25  with at least one operational characteristic of the asset(s), and can include a procedure for
implementing an operational characteristic of the asset(s) The asset(s) can include one or
more asset components, where an asset component can be an application(s), a device(s), an
operating system(s), and/or a database(s).
The user can be associated with at least one responsibility group, and can be
30  provided with at least one interface to associate the asset(s) with a user(s). Asset(s) can
thus be associated with an Enterprise(s), a functional unit(s), and a responsibility group(s).
The disclosed methods also include providing at least one policy, where a

configuration standard can be associated with one or more policies. A policy can further be
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least one memory to associate one or more asset(s) with one or more vulnerabilities and one
or more configuration standards, and a processor with instructions for causing a processor
to associate the asset(s) with a user(s), and provide the user(s) with a task list(s) that
includes one or more tasks associated with a vulnerability of the asset(s) and a task(s)

25  associated with a configuration standard(s) associated with the asset(s). The assets can
include one or more asset components, where an asset component can be one or more
applications, devices, operating systems, and/or databases. A vulnerability and/or a
vulnerability profile can include a vulnerability name, a discovery date, a description of the
vulnerability, a vulnerability type, a vulnerability risk rating, and a list or association with

30 one or more assets affected by the vulnerability. The configuration standard can include a
configuration standard name, a description of the configuration standard, a list of one or

more assets associated with the configuration standard, at least one responsibility group
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A request for data to the second server can be initiated by the Enterprise-controlled

server, and such request can be at asynchronous and/or fixed intervals, and can be based on
or otherwise include data associated with the asset(s), and/or data associated with one or
more asset profiles that may be associated with the asset(s). The request may include a

25 request for updates at periodic intervals, and the Enterprise-controlled server may filter the
received data based on, for example, vulnerability profile(s), the asset profile(s), a
configuration standard(s), a risk assessment(s), and/or a task list that may be associated
with the asset(s). The request can also include a time and/or a date, and the response can be
conditioned based on the time and/or date.

30 When data is received, the asset profiles, configuration standard(s), risk
assessment(s), vulnerability profile(s), and/or task list(s) can be queried to determine
whether the received data affects the at least one asset. Based on the received data, which

can include a link to a patch and/or a software patch, the software patch or other fix can be
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di scl osed!ar ePeffstsénin peset agklisHF)rgn he aytematicaly gengtnsas; baspd anthEﬁuteﬂgﬂco*@ey the
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r eq‘JESt from Mh?eratﬁlllitz Sﬂfe&%ﬁ }% ttéﬁeetgaio%Fgﬁrsﬁi %%&% b\%etdrbn 0@1 {qore %aSt one

vul nerability associ e asset east one o
server and t hassetyedide(s), eanfigeratipmesindeel(s), risklasressatont(s); yulmwahilitg proﬂhe;{s)sﬁﬁlond

3:{ \éelr ni: P%d 4 :J gtg o rﬁéhtgs%dj%fa@ r%%?l(élg r%ge \sM th ?réltﬂoeduie tflattmasyenrlode fry antaps%t(s%c count
and/or an asset component(s), an asset proﬁle can be modified. A task list associated with
the modified asset(s) and/or asset component(s) can also be modified.
Also disclosed are systems for managing at least one asset in an Enterprise, the

system including a first server controlled by the Enterprise and configured to include at

25  least one asset profile associated with the at least one asset, and, a distinct second server to
provide data in response to a request from the first server, the data associated with the at
least one vulnerability associated with the asset(s). At least one of the first server and the
second server include a vulnerability module. The second server includes account data
associated with the first server, the account data including privilege data for responding to

30 requests from the first server. The first server also includes a workflow module, a scanning

module, an auto-discovery module, an auto-inventory module, and/or an auto-remediation

module.



30 requests fromthe first server. The first server also includes a
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hereinafter in view of the specification and draw ngs. BRI EF DESCRI PTI ON
OF THE DRAWNGS Figure A is a block diagramof a systemfor use in

nmanagi ng assets oDtk obfectah®idvhnts®s whil Betome hfpdrént Beldingfids iflvid@ofiReaccor di ng
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her ei n, for other suitable applications and that other additions and modifications can be made

without departing from the scope of the systems and methods described herein.
Unless otherwise specified, the illustrated embodiments can be understood as
providing exemplary features of varying detail of certain embodiments, and therefore,

20  unless otherwise specified, features, components, modules, and/or aspects of the
illustrations can be otherwise combined, separated, interchanged, and/or rearranged without
departing from the disclosed systems or methods. Additionally, the shapes and sizes of
components are also exemplary and unless otherwise specified, can be altered without
affecting the disclosed systems or methods.

25 An illustrative embodiment will be discussed in the context of a system having a
Framework Server, which can otherwise be understood to be a server, in communication
with one or more processor-controlled devices. The term "Framework Server" refers to one
or more processor-based or processor-controlled systems or devices as provided herein,
with instructions to cause the processor(s) to act in accordance with the disclosed methods

30  and systems. A Framework Server and/or other processor-controlled device(s) can be
connected via a network using one or more intranets, for example. The processor-

controlled devices can thus communicate with a Framework Server using wired and/or
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of a cor por atséftinls¥me SRbANIMERS, Gh BhiefRisE 8dh tehd 448 0RME R landtR:rFes F&%lé onal
units that may distinguish, separate and/or associate people, policies,
and assets AOEBREARNE corffeurng.angpr entralisg theaasets. Faample Golearses migt h at

| east one fungti@\Alorpdthis ofAflidelEnARSEL g one
responsibility gr oupcfrb{%\ t%’lcj)nct |1 or_laln ﬁ?}ﬁmﬁﬁr{/&uﬁ@a?cor p%?aéﬁ)gd}géf)%l?@%%nt
(e.g., financédentifisblelperspmend/aygatitit Asvets)can heasyociphd with e gerson YiNoranlbe Aer i ca,
Asi a, Europe) t .0 d p.wW.thin.an Enterpr.ise, ere
such desig natefsgér%ﬁaﬁ%y‘pl%ga%%&%ﬁééﬁ d 21?%&0?(9%%’ Egi\égé? geett ¢4 be agyosiaged rVY#h an emvl\)'{['oyee
"responsi bi | idfin cgrpogie entiéf.ers to one or nore persons associated with an

20 An Enterprise can include one or more functional units that may distinguish,
separate and/or associate people, policies, and assets. Accordingly, an Enterprise asset can
be associated with at least one functional unit and the asset can be assigned to at least one
responsibility group. A functional unit may be a corporate department (e.g., finance,
marketing, operations), geographic region (North America, Asia, Europe), or other

25  designated group within an Enterprise, where such designation may be independent of an
asset(s).

The term "responsibility group" refers to one or more persons associated with an
Enterprise, where a responsibility group may be further associated with one or more assets,
and it can be understood that members of the responsibility group can be responsible for

30  managing the associated one or more assets of an Enterprise.

A policy can be a textual or other statement that may represent an Enterprise's
objectives at an Enterprise level, and/or at levels of a functional unit and/or a group of

functional units, where the objectives can be based at least in part on assets. For example,
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Enterprise, where a responsibility group may be further associated with one
or nore assets, and it can be understood that nenbers of the

responsi bwbisgognbup can be responsi ble for 30 nanagi ng t ReTAS9DBI8a% ed one
or nore assets of an Enterprise. A policy can be a textual or other
statenment that may represent an Enterprise's objectives at an Enterprise

| evel, and/or at levels of a functional unit and/or a group of functional

units, wher e oh86r @BjePolitivesn 6a BssiBedRMMENHHLASE., 4 PolRRhliat @ppha§§c@dis§ an For
exarrpl e, -6 WO 03/107211 PCT/US02/ 31845 _one or pore policies can

assigned to amiEpriss} e & funchongl unit(e gq aipelicy hakapglizs to %gn"a?fr%%r%’ b&ﬁn‘)t a

Enterprise) %ncrtlgn:ﬁ uﬁﬁkﬂﬁtah Eﬁfé{pridé)' L7\ 1%&109 can ghiRhé elopRbntdPRlokEHetifica one
or nore, but not functional “units Tn an Enterprise). A policy can

gui de the de\;f\éllei)ﬁbﬁ%%% refipreghty ereipag | onfigurptignsiandyds” are referred to herein
as "configurationstaf El(ij(ﬁl standarf c&PRY 4 @E&ﬁ%dﬂ%ﬁ f&ltmgnéﬁ?a'ﬁof?@fﬁleast

specification for the l'enentation of "at least part of a policy. In one
enbodi ment, @agoht pg'lmyaﬂn one estbeditient 2 cenfigurption diendardreaniinglude ayainanyme

procedure as Soggelhﬁé g%cgaugé]as%lla i d ({%@Jatlg 'él?a(f%c?errfs&f biganoa%se@gbnﬁﬁ)ﬁ% an

conponent, an oup o asse unct1 onal “uni
Ent er pri se. Asset) rafgr@mrodasse’us sfiactdaaldingzor ab@ntwpdsewaahﬁgnatoamanda,rd bartbei n

sone enbodi me onfi r.ati on standard ca 0 _usi ng
processor in X ’ﬁ%ﬁl St(?ﬁegleni!g‘#& né?(%%‘?nib %%entﬁ’:'ﬁf &Pratlgn v al}iiérf an% resenésswor d
I engt h"  1@onfusigy padcesor mtamdafsd Faaexaﬁlptecaﬁ mﬂt@gusa-waasmmm pﬁssWou‘slengh"
associ ated with_an Enter such zsword can ve a }r;n ni num

six al phanuné’PP@g“Eﬁé’Pét?P °*B‘e9é’8‘ivi\g’ O%‘BBFFSWB ROPYs a%?&‘ﬂatﬁ WEB AR ‘&‘S‘Epél&e

general Iy | esghefdiueRpiskWbrd chidhdehagikimuReb B alflRSuineric ehathBREs beCalse HRh
understood to include one or, npre p rsons ass}gm ated, 15 with a user
account recorﬂﬂs%‘toé‘?’sé?anpﬁc%lsﬁlérﬁ%ﬂ?}‘e %58 Spreptifle ta aicknewor k Server. A user

account record CaRekddGlcbh8 "a Ri&k" dafi bB BhdekdtdBd!t6 shelue ofte StSRdre bolSEHslabdotatelie. J.
a login name and password, a fingerprint, a voice sanple), the nanmes of

one or mokSe  FWikhea WSShaacownt racard: storedhin@rmenpasy aecsssitieby pEramewerk Sorea. A8 t he
user's rol e 'a@c&'ﬂt @&ﬁ"c% in@ﬁdc Buf 19h§t lﬁﬁ&drtf Q'h@érqgéntlﬁer (8! t aq’(]; 1PhdnYd Arﬁges

The terns "a privi ege or a set privi eges can re er tO a user s
right 20 andfasswoadbialfinggrptint, peeitosample), thendnms ofpnomanae funetianabidiets, where

an action Car\vlln ﬂﬂhgq er c%}ﬂ?e a%so%ﬂlte%c;ﬂdcme &s%f's Iloﬂecih le{ﬁi %nte ?1rse eﬁmteﬁge@%&%ﬁ I'ng

an application, down , querying at abase ta
accessi ng datm ofarividessh. n@ha tafngy' 'tmhwrlﬂge'asrs ecbtatf edvnhagbsw camesferdo a pser'erigdset s,

gener 2 o 9R0h oS R TR g i vibah S e =
eval uati ng, asltbrémickion barngnamdeEﬁir exguipls exa:aﬁmg art gpphmbmrchwnmadﬁngmmbr k
page, querying a database table, accessing data, accessing information associated with one
or more assets, generating a report, and viewing a menu item.
The disclosed methods and systems provide a Framework Server for designing,
25  implementing, evaluating, and monitoring an Enterprise security posture. A Framework
Server can enable an Enterprise to manage assets of an Enterprise by providing security
tools that utilize, or otherwise can access a database of validated security content including
policies, configuration standards, and vulnerability data. A Framework Server can also
provide a workflow mechanism that delivers data associated with security policy
30 awareness, system configuration standards, vulnerability management that can be provided
in a continuous manner, risk assessment, and ad hoc and other reporting.
As shown in Figure 1A, an exemplary system 100 includes a Framework Server 102

that communicates with assets 104 of an Enterprise 106 over a network 108 such as the
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Server can enable an Enterprise to manage assets of an Enterprise by
providing security tools that utilize, or otherw se can access a dat abase
of validawedsgerurity content including policies, config®ecatison3sgmaindards,
and vulnerability data. A Framework Server can also provide a workflow
mechani smthat delivers data associated with security policy 30 awareness,
system configuration standards, vulnerability nmanagenent that can be

provided in RefRNéd MMM bmmubktichs SESSHEME illudidePPraefoR Birel e
reporting. As shown in Figure 1 A  an exenplary system 100 jncludes a

Framewor k Serapdithepgsets k0 amaycompliny eutld $P Whlyner bk Erasfogrogeolyd GBAPer pri se
106 over a netryREKr Q8o BlocdFntdifot Protd¥B1) O/ chikf géfﬁml?@é&éﬁg?&t&%%%thbﬂ%?r net

or an intranet. The communi cations between the illustrated Framework Server
102 and t he theBlstateioystamyl 08 érabpyn Withls sireierEntepiissdmeing two Anetfcapl ybitst ocol ),
TCP/ I P (Ty anghye I I ot h

comruni ca;%{ onnﬁfg?%l'glg‘@gfv é& Sﬁﬁeﬁg%%h b’% Eéﬁ{e%%g{(%ngioggﬁg%%ﬁge}h?%g6&}{ télatslﬁ%?’vm wth
a singl e Ent érape prgeorhzoré fagctionel dnits d 19.oAaprovided pregioasiphersintheitlsivatéd Ser ver
102 can be conn e I nt er pr.i t hat have. one or
more. funct ortirgk SupblU2 88 ot i aE tbig e d bl TP Ead s oo
Framewor k Seraserovid2d peavibualyhetein. 14 BranmswvotkeSauvea @ 02 dralboile ssetl €04 thus include
processor-control |l ed devi ces a8 Erovi ded B evi uslﬁ?{%herei n. A F{r@mem%rk
Server 102 andCrhBORRIRTESOTTHRY AT PRTEITAFCTIe) A G rmRd CPPRTEYE o & 38HEF one
or nore NENOrifEsanildd Melude sy of ntRepRaedinponehite assets 10 104 can al so

i ncl ude one or nore_asset .c Framewor k Server 102 can i ncl ude,

onents.. A
or otherwise can 4tEREEWVY £ }8{]%1“"1‘?“?0?%@5‘”?Bﬂ’ca&[ﬁ?féénleﬁlgfy@% be, for
exanpl e, a SGhcliddsaWaiabise thathiarns, mwh,sqn\ds&ﬁmabuégq%guag?pf orm X,

and/or Oracle conpliant database, althqugh other structured an

non- st r uct ur SYiREPEBEHS, afeamis, angiarsirgcleeamepliont digabaseedithoushyothensimigiergd | i st s,
queues, 15 graRhen-shahiESdatfiabesandBYmBRo Rl stri&ifre S RID Hhkbdltsts, GRSk el ude
associ ated user account records, policiés, configuration standards, asset
profil es, 153ul grephapipblps, tcg mesfyibe aiged. kg memeky thus eangretedetastpgiatedivasrpagouats

al t hough oth l.e i '{]%i&”i iated. A
Fr amewor k Se%gﬁ&géggcé%h&gﬁg%& {I?(EIC ugglrals(r%ggt%} c{l }%Is)ﬁil (r)rﬁgégl\r?ﬂf?’ﬁdgﬂ?fﬁ?erfaces
to provi de acasessmendquéstomanesealtiongloetiretandior lefoinfoamatgyl cen beastbred aedior k
Server 102 mm gy - [ L 1.oRs : nd to a
Cecer ved URL FORTST A FeRRARIRG 10PR R ShaldAMHERng 5t S ind FRAGLS
Accordi ngly, teipgvide at&ss tol ths stomtl éfornmtios.yBireramgle,ar Mamewdérk Stiver Hi2andyosed

rrrrgﬁ 2019 al | ?{' g eﬁgﬁieegﬁagﬁgﬁ %vef)-lsel:rgesrtirrls%}ugt?onss %{E‘tarefsgo%% L8 ?ecgiggc{ UMl(bni?oermdes cri bed

Resource Locator) by transmitting an interface.

Accordingly, Figure 1B illustrates one system according to the disclosed methods
and systems that illustrates some features that will be described more fully herein. For
example, Figure 1B includes an Enterprise 106 that can include one or more assets 104,

25  where an asset can further include one or more asset components 186. An Enterprise 106
can also be associated with or otherwise include one or more users 160. An Enterprise 106
can communicate with a Framework Server 102 via a GUI 200 and/or the internet, where
information regarding the Enterprise's assets 104 can be associated with asset profiles 170,
and Enterprise users 160 can be associated with user accounts 162. In the Figure 1B

30 embodiment, the users accounts 162 can be associated with one or more responsibility
groups 164 and functional units 110. As provided herein, functional units 110 can be
associated with one or more policies 166 that can further be associated with one or more

configuration standards 168. The configuration standards 168 and/or policies 166 can be
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exanpl e, Figure 1B includes an Enterprise 106 that can include one or nore
assets 104, 25 where an asset can further include one or nore asset

conponentw0l86072&n Enterprise 106 can al so be associ at ed PaiTtusons18et her wi se
i nclude one or nore users 160. An Enterprise 106 can comrunicate with a '
Framework Server 102 via a GJI 200 and/or the internet, where information
regarding the Enterprise's assets 104 can be associated wth asset profiles
170, and Enttssmdtaﬂwﬂsﬂﬁbasséﬁ;ﬁoﬁlaﬂlmm&h@@ﬂ Akt asbdohtddseith @e@Hdtes 162. I n

the Figure 1 nt., users accounts 162 can be associated with
one or nore r@ﬁ‘beé%ri?tﬁlpfqrﬁV 176 raB pis Hgpsseatingnt mresigmaire 33 dafonmayion aglated
provi ded her efofthe Vulitgabilag plofilédi 173, fblekafiple, B bedasAGh ABTcdtvel ABREIR NOr e
policies 166 that can further be associated with one or more confj guration

st andards 16850uR®  Unndiog ezl cpaings Hicpadies otherssoursey as il §p pravidsd lwslncan be
-8 WO 03/ 1972 ferP %Q&Qgés%l@ﬂ@acc@s%é@ﬁh AleShkefet & o‘h@@r 1%5%%%6?5% k?? %

whi ch can al so be associated with one or nore vulnerability profi 7 5 174
and/ or a ri skingansdseraen be disesslyipeyided ie ths@sten.nFaresemploFigut 4B detludepart he

vul nerability, f L |vedfrom
data sour ceser{%%og Igér???’ o%l%;hgtgrb g%edgﬁgjgﬁ%%bli@}aﬁ% l}g\s& he @ %gtt??ggggr%gs be
provi ded her edirectisbyvmenusl snithl Yo ﬂlreugh@e@ilbb76a:hatwsmntludeanteﬂnet and/toeoﬂhat or

one or nbre o e r .can be, direc rovi ded
to the syst errlltl %#Qgﬁlﬁ%ﬁé&% gﬁ?“ed léf%% chf%%éeHQ RRH8 ](fis f%&‘?@”ﬁ’&f’a
based on Wl n@taatbiahiﬂnscrmiseﬂ{)di easd fcfr@xam;ﬂ@,mpérel60;<ﬁrthdalénta1phﬁ1&m whidré afchl y by

other ot wor s heniel gy esTht omeaBL By Slf 1 Sonfetafon apBir b

Server 102 cariskpsd@ysnttat dﬁbsﬁicainalrés(foa,rhnﬁ@bﬁdlw 68 AllGBmedsd SkBkr FRAR| €, users
160 of the Enterpri.se 106, where an _be based on at | east one of

dat
vul ner abi | i t yPPBFB fprrzample, repoftsan Eﬂ g? f"btﬁSkgfsé?n%}g%OH%h spgl exanplesiareprewdedrent

quest i onnai r efor ilgratdRdn@AdtilEiiRGonl 68s arPexEﬁl?l%Eél\Pﬁaﬁqe§§kaS%fve; 9% GaRcedd Vi de,
for exarrple reports and to-do or task lis | t hou such exanples are

provi ded ¥ or othffrwwg DrveinEEmalion Wigh regatsa eieios moreng lngs lits e Patdiesreémé% rk
Server 102 caifatak BS Sssé¥iatdPwith PELMLERLELGNE niag é&r IHW rio? B?‘% % RSB, frg%lgw h

or nore vulnerability fixes, patches, etc. e assocl

vul ner abi | i t i B4 {mane qpeypdimesnt, meyameyork Sprvemi 02 cemmﬁwem Briterprigerl6 of fixes174.

I n one enbodi f@rﬂgmﬁ [ t rgse 106 of
fixes 188 that ngqy e gg%{egﬁg a%&%s#%?%ﬁ@%y%ﬁ;%ﬁ?a?&é& dﬁ’éﬁlf u?t her
associ at ed wi Eferptige 10enFer grainpts, 4 BBmework S?;x‘aﬂmmemaﬁpﬂémlmvﬁomﬂatﬁmassemat&dm
Ny provi i i 2 one ;0 re b||| fixes
158, "1 nol i ny ROtk R FRRCEbRhE LR 19k o Wp Tk pleke
comuni cat i onfilefortalvtemfriuxicaiB® ¢feheagfix I%C(faigwaasfewamct&ie@r “Papcht’ 1o hEhltbrp&fse
Enterprise

106. Those of ordinary skill in the art will recognize that the illustrated components of the
Figure 1B Framework Server 102 are merely illustrative of some components that can be
associated with the illustrated Enterprise 106, and that similar configurations can exist for
25  other Enterprises that are not shown. Accordingly, the components and/or modules
associated with the illustrated Framework Server 102 can be specific to and otherwise
associated with the illustrated Enterprise 106 and/or be associated more than one Enterprise
106. For example, one embodiment may maintain "global" vulnerability profiles 174 for
multiple Enterprises, and one embodiment may create specific vulnerability profiles 174 for
30  an Enterprise 106. Some embodiments may employ global and specific vulnerability
profiles 174.
Those of ordinary skill in the art will also recognize that the various components of

Figures 1A and 1B, although provided for illustration and capable of being combined

-9-



106. Those of ordinary skill in the art will recognize that the illustrated
conponents of the Figure 1B Franework Server 102 are nerely illustrative
of sone cwopenents that can be associated with the ill ustPcatusdz/Bster prise
106, and that simlar configurations can exist for 25 other Enterprises
that are not shown. Accordingly, the conponents and/or nodul es associated
with the illustrated Franework Server 102 can be specific to and ot herw se

associ at ed W 4dd/or bheiwibespresined aEﬂio@d’ cwtaiﬂse corfdffonaitel/cafi ink@aAH8@GHRE ed nore
t han one Ent er pri se 106. For exanp one enbodi gent may nmintain "global”

vul ner abi | i ty° mpar?ﬂt%\ga Yigd %erelﬁ%mnﬁ“ml@ tha{ e} pplpdeque oaﬁwr%wgaraﬁmé{%m

may create sp@eididhety Bbf@(ﬁﬁble' iht Ylld@fr;ﬁéd Framewdrk Sefer 862 @R chRiAhRAE $4h 1A
Sone enbodi nents may. enpl oy g [ obal _and specific vulnerability profiles

174. Those of I%IFIBTlf"f‘alr()g? usiggiope PHn@n%@ltarl%ts M/ or the wtsrmep @pd pimilarly, sugh qap be
various COoTpoRRRIR 08 for o'ﬁieg Hfu@t?atédbbcﬁxﬂﬁm]rc%nv@e{sg&@iﬁgﬁs fg%gﬂngrP er, 102
illustration and capabl e bei ng conbi ned -9 WO 03 7211 PCT. U 02/ 31845
and/ or ot her mﬁ@@“h’é@béﬁeﬁ%@dS&ﬁrm@@ﬂﬂé@@ﬂ 162 apd Fbdn B 200, &HZD%a@ act WI th
ot her conpo e

nore intr anetn%%lﬁﬁ%/é @6%{12&2% én\ré/%\&?j &é%}ﬂgxamlﬁ%&{lﬁg e|q ik 1? ?glganﬁ) arrewor k
Server 102 caproviderhionillustrationjandnethimi&honr pr| se 106 using one or nore
intranets and/or t t nd. sim | 5 under tood for
other illustrat edﬁg rwdgﬂcl&?%\ygggg%“ésgf’a S ons frgs %n%lg}eé R pgg? BE 02
and vul net@bi é¢xietplafy nesfadBR)0 thivagewbick a Ser var prdﬁ&e angdr [dehisfict.7Bhe idf20facasEUl

200 d Ent i Engi nes and FEr.ane etc.,
Do e Ban B e P A T Bl g €
depi cts a webMarkopseiiguagd)dbtrastioit 6f SEQISGMD{SfudRtedOdkAligsd MRS Efiguilg) an

10 exenpl ary Jinterface 200 thr h which a user can provide a user
i dentifier. THEYCH ?’E?r Eé“ter%aé 8@ srnreluds destraeiqng, S‘&h\&ﬁ QG FaRInPNEHts,

instruction sghitsiadripts, SWCRA 136 dall Mhter(doRRIWISBrovillBs k4P ideRREH 2UE) Login

instructions or other SGW (Structured CGener allgl zed Markup Language
i nst ruct i bhs. Nap@e2Q2mnd Prsseerdft) using 3 keybowrd, styles prowt ashor sthenintesfagect i veX
conponents, &QQE e"f['ﬁ@se of delﬂiaﬁﬂ skﬂl - theaaryv%ﬁf re&illiz€ Hafh Fﬂfne%ﬁﬁe%e? foPLQVi de a
user identifier ., Login Nane 2 and "Password 204) using a
keyboard, st ylle{%%"e ig %'ﬂ@a?f@lwd@rb}'@t%@rrthliongleﬁem@ées d@prd@)wn IR0 elidgk monah, nar y
skill mthegg z gﬁ%&r ve
i nformation pr 8?\(;{1%%%&5{? %£8§%rﬁtt&{%ﬁla&§t ox%)g %%%g{n Fﬁ%&m Eﬂﬂe uJch?a i der
menus, but t oselect &'hebith bxtem, 206 tte caubathe h@r abentifiEr arfyrmalubmtdlaamns’z}ﬁ)ﬂed;tmm/m in
Figure 2 he " but.t 6 cau ser
i dentifi erd ]?r%r?l%& r?(?r%r\/teg g Zet%% ‘r/eghﬁscm ({tﬁt %01%6 enéb 1men9 PtrameworI% gerverel 0728
perform a lookup operation or other query of the memory to determine whether the received

user identifier is a valid user identifier, and if so, retrieve the user account record associated
with the user. Based on a verification and/or authentication of a user, and further based on
the user's account (e.g., user profile, privileges, etc.), a Framework Server 102 can provide
25  one or more interfaces through which the user can, for example, create, search, view, and
edit policies, configuration standards, asset profiles, vulnerability profiles, and risk
assessment questionnaires for an associated Enterprise 106. Those with ordinary skill in the
art will recognize that a user's abilities to perform the exemplary actions can be based on
the user's account and/or information or data (e.g., permissions, privileges, responsibility
30  group associations, etc.) associated with the account.
For example, as shown in Figure 3, a Framework Server 102 can provide an
interface 300 through which a user can create, copy or edit an Enterprise's policies. In one

embodiment, a Framework Server 102 can manage an Enterprise's policies using a
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20 Franework Server 102 for verification. In one enbodi nent, a Franmework
Server 102 can performa |ookup operation or other query of the nenory to
det er m newwatvatibrenl t he recei ved user identifier is a valiacogsosentifier,
and if so, retrieve the user account record associated wth the user.
Based on a verification and/ or authentication of a user, and further based
on the user's account (e.g., user profile, privileges, etc.), a Franework

Server 102 cageffcichdfle %ﬁnyge%eﬁfsym{&"pon&yeﬁeagwgwﬂfawahn W Ghdnl Sy iklRRY
can, for exanple, create, search, view and dit policies, configuration

standards, as¥Btoffhesremplary ipteriaes398iof Figyregy Jfhp ags camergate.icoRy. e @ent
quest i onnai r egnfil foﬁﬁrsa(?éo@dtﬁggﬁgs FEPORERY bitPorddComd OGS, é\algcl;es%%hm yski ! |

inthe art wll recognizée t ser Ilitres t orm the exenplary
actions can b'érebéb?edn®ne embedimenira Brameworlirdervantf2man prﬁvaiertm usonwigh amjeptin

(e.0.. Perm S Plifing Rhbikdy ggsslgctmg%ﬁ%ﬁ@séamlﬁ%%g&wgrﬁ%ﬂ.ga USRS )

associ at e coun gure r amewor k
Server 102 cacneq:jmg‘alndw pahcy, ond emﬁlamOﬁﬂﬁretoﬁrﬂnaghfam{tlpohcyeseumrbe(bmd(on,em e,
copy or edit an E t rp

Server 102 cah- nagréls{ %%HP%‘EF)%VS{ e %cesp%{a Rl a'gorﬁﬁl n}fs %O‘ffﬁt%?ff fg(?)ﬂl

PCT/ US02/ 3184&d1nh1tyekﬂl ia lecoat will rbc&)gﬂﬁ@fh@'&ﬂielmbasﬁ)dsf(ﬁ fillustriRiaini 0y ndilieitatidB” ) as

shown in the | hand. . wi 02 of the int rfae30 of, Figure
3. The user ¢ é}}eéglia@nceﬁﬁ?) pm‘é%i”fes 8??0966’?6 %/ llﬂﬁ?fgn’(t taultpaligyor i es

of policies) @fdicisertasderedtis defaul polidaet ﬁcbrﬁ%)pohogl s*eh&oﬁ’-ﬂb%menﬂ- ®@Eaddl8. In
one enbodi nen a_Framework Server 102 can provide the user with an option

5 of creati ng%%}1 et 2polisy from apelick grorriersmeay SP6 it Apsitgdcthe bier ean quptamize

defaul t pol i cypsRy by cHefn%ﬁfg'tﬁEgp@c?ﬁl\fbrﬁﬁhbrﬁYrow@édﬁtmh@?ds' @ﬁ&pbié%ﬁ@%d The
default policy set can based on, for ‘exanple, Ernst & Young's best

practices andSPEBEntRA skt bereseplipraasively, thﬁéjﬁﬁtyﬁart Heajea mhc}'@b’@nmng/a sand,| in
the art will I&ﬁﬁ&g%a@ta%e%ht ﬁélﬁé‘fo?@%‘ngﬂé Bhelifistrh eh'taft ek 908 %ﬁg:ﬂl‘?t or the _

limtation, and Ot er I‘aCtI ces an roceaures can e used
policy fr bm tlﬁéswgmt@mﬁm hgey canGrlspestlecttitvm adwop-doan neah ¢4 atdsmndxbﬂa]al t

ooy Sel | o AP R 6 nditeddf AR PN RORY nMiheid BERIEL A1 2 POLT OV

froma polic own nenu € user n custom ze
policy by chamgntagmtgﬂae paidyayformdtion.n@nh¢ecthe jmf@miatiedhas MeMtdi@rmd&@&;leoEw; pose

L0 and TR R S0 AL LB B S EE SRR et e 8
illustrated teaxte th@mﬁ)mlfﬁﬂﬁnfo'ﬂrﬁ&on?ud.ﬁe askaufiatéd it in Ehtbripsite Hi6e @u&yﬁﬁ&ﬁﬁhoh he
can be-nofl {88 P POTHE B FERBLNHSI DLy PN O POV R S S Re Gy
mai nt ai ni ng tdeatqid poticy hixhed Taion 0n.02 ARgné o€ adcBsO WiRhliPNddtameRS20 vaiier ed
and/or sel eCttﬁg folder 322 entitled "04.02.01 Identification of risks from third party access".
Referring to Figure 4, a Framework Server 102 can provide an interface 402 through
which the user can view, search, create, and edit an Enterprise's configuration standards.
25 As described previously herein, a configuration standard can include a minimum baseline
procedure associated with an operational characteristic of an asset component, an asset, a
group of assets, a functional unit 110, or an Enterprise 106. In one embodiment, a
configuration standard can include a configuration standard name 404, a description of the
configuration standard 406, a list of one or more assets and/or asset components associated
30  with the configuration standard 408, a name of a responsibility group assigned to the
configuration standard 410, a risk statement 412, an implementation procedure 414, an
implementation script 416, and a manual review procedure 418, although other information

and/or less information can be included without departing from the scope of the disclosed
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t he user can select an "Update" button 316 to update the Policy Tree 318
and otherwi se cause the submtted information to be associated with an
Ent er pri sw0b380728uch associ ati on 20 can be perforned by aPETArseneISks Ser ver
102. In the exanple shown in Figure 3, the user created a policy naned
"04.02.01. 02 Reasons for access" which is a docunent 320 within the fol der
322 entitled "04.02.01 Identification of risks fromthird party access".

Ref erri ng to Fethodsand syserhy. dmenoerkbddamantra rmznﬁb\iﬁtypgrmp' 410 caf bé REpnkiBRe 402
through which n _view searc and edit an Enterprise's
configuration s%egﬁﬁ andcggjpﬁspnatgs@pfoﬁ’w tb‘? Q??’%@P?/n ﬁ@ﬂé’fdrpe?oéegﬁnfi guration
standard can confipudtomstadatdizireldagsielr otherwiy i0 aRde i @ilaNs @ isais anEABpate
oper at i onal cﬂféacteri stic of an asset conponent, an asset, a group of
assets, a funttronal unit 110, or an Enterprise 106. In one enbodinent, a

confi guratjon st anﬁﬁl’eﬁielﬁpﬂﬁryl REfiERIoR staddd Wlh@f%u%é @B%ﬁl@d M Grwilflng @

description Ofogé conflguration standard i st of one or m)re

assets and/ or wftl%'ﬁ%ﬁr@ﬁﬂfgﬂ%s%@lépwld?@f%‘helﬁlﬁahbn&ﬂfdl’ iferureesiingdyy
standard 408, M@:réb%ﬁqn@fneﬁlnf&&mﬁse@zﬂ:ést(ﬁsﬂsre%% cﬁﬁﬁé glﬂglgett Pnd Q{?mplagln

configuration standard 410, a risk statenent 412, an I npl enen
procedur e 414°°n§ﬁ“fa§19f’p§t@ﬁiéfr‘i‘tpa‘?‘il‘éﬂﬁ an gpplemeniatdn prerddure Aiththat a maubawf procedur e

418, al thoug hR&b&%'iblht@f(ﬁfnﬁBif g%n theaa]'gg/cﬁ{ed égsgél?s'ﬂﬂlfltg rg?@l% 4&% %%/%E 71??1 NG} uded

wi t hout dgi)artl n%e[ﬂ)romt e scope o ose
PCT/ US02/ Bl 84dsablediP Horreardinglony Miomft Il&sewwomﬂioontrametnﬂn amembaﬁmaﬁj the ity

group 410 ca o) v;e I rlat pprovi ng
the configur 2%0?181%& stt?%n%%frd %dbg? %I%KIId 1ml%:‘(a)mn %@Pﬁfrﬂp&%ﬁ)g haHRmF ?é’?r el eased
or ot herw se RespommitelitnGbipablan ekecutesarasMakosaft IE’Heﬁfef)t‘ol di@blel@@orwérdﬂge The
exenpl ary confl rati.on st rd.shown in FEigu aned "I P forwarding
configuration ¥- Lrjlmnc HOU 7P ﬁ@m%ﬂ pW%W&H 11“%}} lifﬁéoﬁpgtalﬁpﬁlg}l@g%ﬂlaq P

f orwar di ng bymclMasrcomﬁ‘fahdd amti eubreitinkn fop bEMisi boBREN pfifcalibdsHonP RENEHS ON the
i ntranet. tandard provides an i nC{)I ement ation

f at
procedur e 41§°$%§$?¥%ﬁﬁiog’8¢fgﬂé@%;ﬁi%2 BF’FWR;&W%‘HE“@“GP standar

associ at ed r qapdis dyeliet prae@id4A0R@)g., @dhnbMREAER BﬁocédhreT)Qhaq 'ai@gﬂoﬂsd) mtsy
forwarding on.a Mcrosoft I1S server on the intranet. I'n an enb

confi gur at i orCOPRh dEMPeE can agsesy fogasun thahie anplementation Pﬁ@ﬁdlpi@ 41te dtlSIablb B
menber of  RepRaRihdoh h&lzyﬂlgilwlc;osgﬁ RSEX R ro%@rlf‘e)Mgﬁ%cg zﬁLet exlmh@ e rver to

di sable I P forwarding. i npl ementation s r|pt gram
witten in a %P@WP*@Peﬂtané@Tﬁfﬁm diow aengsisiget dehlaymentrof MictosoftidSrsavils thatrele
subroutings fEMierpR&ESSNI software applications fromnmenory 15 | ocations
within a Mcrosort IS server. The exenplary configuration standard al so
Functional units 110 associated with an Enterprise 106 may have different security

requirements based on availability, integrity, and confidentiality (AIC) requirements of
assets 104 associated with a functional unit 110. For example, an engineering department
that requires its users to have "Top Secret clearance" may likely have different AIC

25  requirements for its assets 104 than an engineering department that requires its users to
have "Secret clearance". Accordingly, as Figure 5 indicates, a Framework Server 102 can
provide an interface 500 through which the user can answer a risk assessment questionnaire
502 to define a default risk tolerance level for a functional unit 504. The risk assessment
questionnaire can allow a user to respond to one or more questions (e.g., "How often is the

30  business unit's essential data archived?") about risk factors that could affect the assets 104
associated with the functional unit 504, and select a "Submit" button to transmit the risk
assessment questionnaire data to a Framework Server 102. A Framework Server 102 can

use the questionnaire answers to calculate default AIC values for the assets 104 associated
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provi des a review procedure 418 (e.g., a manual review procedure) that a
Responsibility Goup 1 nenber can access to ensure that the inplenentation
pr ocedur ewdb4/10m21ddi sable IP forwarding on a particul ar MPCTasot/s1843 S
server is properly executed. The exenplary configuration standard can

all ow a consi stent depl oynent of Mcrosoft I1S servers that are 20
Enterprise assets. Functional units 110 associated with an Enterprise 106

may have di f fygiemé ffREeHal tnit 110 By prAENE the RABEGueRtions & difi@edtifinttionad hsigy i ty,
and confidentiality (AIC) requirenments of assets 104 associated with a

functional unilf; the sk gsgessnasd qpestionngie ey etsnPialy Telathuerd lraiatings pased op&iui r es
its users to h@VUQesshRBt ARFES ForGhERARGHAR untiBY10. | FoR b¥anAY, ¢ St nfbo@ftfenfibfy 25
requirenments for its assets 104 than an engi neering epart nent t hat
requires its A§evalnercgn hivgpenaxgaen aating|of Sy #damininnge st A repo, dgrendinggpe 5

i ndi cat es 5 a tﬁé 1%{;T<§\Q{‘i’§,é§:u§§rr agézt‘)"cmge@%wﬁlaanfun&iroﬂéﬁ'uQQ 170! aﬁtﬁ'(;l%ﬁftlﬂﬁgoﬁcggm 1@/ éQﬁﬂgh
whi ch the user can answer a risk assessment quest’i onn ine a
def aul t ri sk indicartamidlaedoguiat thepather rétingsedlesrran beinsed vEthaut dehasting Edm dlwsessnment
guestionnair I respond to one or nore questions (e.g.,
"How of ten |§C§I%e%f%1§%ﬁ§?dﬁé§(ggyﬁng} s essential data archived?") about risk
factors that coul Figuré &€ecliovtshe iderat QO(lfMoughsxsmﬂ:Aiaatsmtamvtew tdaehf ereatd,iandal

unit 504, and elect, a " bu transmt the,risk ssessnent
quest i onnai r &9 ﬁflgsﬁ%prgﬁér MFWOE% cﬁgpc&l&ﬁassﬁf PRRARRE & gS&?@%ﬁmlOZ can
use the questdpenting sBtealssdeices,and aglications)of debhaed 104 AWGisvedat povidelor t he
assets 104 associ at Fid 12 WO 03/.107211 PCT Us02/ 31845 vwﬂ t he func |onal
unit 110. By ProVa ﬁ@wélssshweﬁééwaaﬁél -EdirPrduetinn Weh sy o2

110, the ri skit@psaesdEolp SUBEIMARN@NTiur6dibsétittm p&wﬁ@r(@??a Seh @dtabase s%w@r
ratings based on the risk assessnent answers for the functional units 110.

For exanpl e, TRUBHETaskHoON AtSREProfls canfhes pelndeanasset Rae 28 XY PR rat i ng of

five and m nijuunakdat ulGioRsl vAR héne qgafsestht@alrégpmélbmﬁ g%oayﬁamefa n%ﬁlﬁﬂ{:tu%e)f _
associated with a functional unit 110, although those of ordinary skill in
the art wi | namsoymodd nemeatangsisbieg ideniifigtien aidsscription Qféh%@é@ 104 tatfoilding
departing ! Qi ec AR | atl&h%nggllrﬂagﬁss@%r@\ﬁ ., iGH & et vs an
interface 600 ro g a user can view, searc dreate, an edit an
asset profi | eExpMelawepr plprcfrplle@e@&m a probtdmponast(e. g:,d\mgmseﬁﬂM (Micrpsoft IE

dat abases, tL . [ . . Of t
104. A user can’ prc %’\? I %gE g‘?ﬁ&gﬁ"é‘%tgm&‘éél%ﬁi"%ﬂfl g%gﬁggég%? B%gﬂ?«%cp% bl @ﬁr%%ﬁ‘g%et
104 (e.g., a gthoukhodthaandiéblesasseeprofilprinfarmmaton can beelnclodedf or a gr oup of

commonl y gconfigured asset co S ver running
Oracle). % asset Apnr %st "&ME 8%PPﬂu§e ths. é(fs,“ ?\fﬂis%sé‘?qqugﬁ%g elgr"iﬁ%g% Set t ype, an
193.111.101.90), an alias (e.g., Microsoft IIS Server -- Floor 15), or a description of the

type of configuration the asset 104 represents (e.g., a web server on Floor 15 of XYZ

Corporation). In an embodiment, asset names can be selected such that the asset names can
be unique within a functional unit 110. The networking information can include a qualified

25  domain name, a host name, a subnet mask, and a MAC address. In some embodiments, a
user can override default AIC values (provided by a Framework Server 102 for the asset
104 based on the functional unit 110 to which the asset 104 can be associated) by
specifying different protection requirements. In an exemplary discussion, it can be
understood that default AIC values for a marketing department of XYZ Corporation, for

30  example, are Availability=3, Integrity=1, Confidentiality=2, and that the user is creating an
asset profile for an asset associated with the marketing department. The user can override
the default AIC values by selecting different AIC values from, for example, a pull-down

menu under the protection requirements portion of the web page. If the user selects AIC
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associ ated functional unit name, an associated responsibility group nane, a
manuf acturer 15 nane, a nodel nane, an asset tag identification, a

descri ptiwp osfior2zhe asset 104, a building name, a geograpca/usoratsisdn, one
or nore asset conponents (e.g., Mcrosoft Internet Explorer), one or nore
rel eases for an asset conmponent (e.g., Mcrosoft IE 6, Mcrosoft IE 5.5,

M crosoft IE 5.1 for Macintosh), networking information, and protection
requi rement s valuad (elkQUoRilsBikg = 1andég@ﬁy4=e§§orﬁﬁsﬁah@r=ei)m@tatmlbwemm&nme can be
i ncluded. 20 An asset name_can include the host narri of t.he assegb 104
(e.g., |P addrFiulAlGgalues 3 Framewggy Seryg 1 F@sfewstgal FREPHIRFRPIPRD Yk ver - -
Fl oor 15), Oﬁesﬁoﬂﬂﬁﬁt&'gﬁxdpchgblﬁ{ethMG a§s¥ﬂ?e ?%ﬁﬁlwr(ﬁ&hrpf) HeftRe e aQkt 104
represents (e.g a web_ server on Fl oor XYZ “Corporation). In an
enbodi ment , é’@‘!fé?mﬁ&héédd@éfpﬁo@t@éfﬁeeqfta@@tﬁe@ﬁsthat the asset nanes can be
uni que wi hi n_a f ungthopal SEREf 102 18n inblhe RSB ROnb A ARBRIILARIAR,E NI ude
a qualified 25 domai n nane, a nanme, a sub mask, and dress.
In sone enbo@amrﬁmkssectwty uﬂeqraluhms @mbmﬂinaen méfrmaﬂlqn rm@mam@awlbmwfﬂeﬁ by a
Fr amewor k Serv [ ¢110 to
whi ch the asset ]i%r% ple bée%g%sozlﬁg §@é°%§%‘é§? %&JWP{(‘;&E% ot &ction
requi renent s.174 nAamlreyabdm' eanyacetirdiogiy be esspcipted with albeftwamderls (1@0 doftvvm@

default Al C val market | r XY, or

exanpl e, arenﬂﬁfeﬁ%‘ﬁ?rlot% r?forlmﬁtl g?‘ss?coﬁ?cf%%ﬂval@ﬁ éé%’o 83’- ﬁ S? ?’ret he
user is doeatparely opstherdffoarhatiohdBs b Begiroddedas Sﬂianms@m&ﬂoﬂmiehcdtﬂi@nent,
el et g o RohR ROy aRe RN e it bt A BB R e
the protecti @an b& ok xBAPIBL By wﬁaalﬁfmetshqw&hroraﬁa@l 188 cah Beptosiled ﬁﬁhge@t S

AIC -13 WD 03/107211 PCT/ US02/ 31845 val ues ai.l ab| [
Integrity = URlegithearensior pypvidingydaasiocigied Wl@\&gw@%%blw&egd%%%m% Al C

val ues, a FragsMokunili (&t ddQdneaBBicequest a risk exception approval by a
responsibility group assigned to the asset (i.e., Responsibility Goup 1)

before tHé asset The db¢lpedmahodeandrysiams eandhupratides vdperahiligmadulsrthatezn 5 A
Framework Serpy a&%]{yﬁl?ﬂatb RAkLSe @ﬁ%‘tﬂe%ﬁﬁ?g}oﬂe)é wWHef W hew (zﬂﬂ&rahh%@t rated)

that can trac security vulnerabilities and maintain 1 nformti regardi ng
vul ner abi | i t ylefsetgd.i Ineagie empadiminy; a Esemepioes; Seavey i heandtsick pt gtherpitse wngen

o ude 2 dalaRRRE: s o ISRARY b Loty B Qb & Spaithfitise it ARLARN! by Can
accordi ngly be assocl a 3 Softwvare tware nodul e)
and/ or ot her mfofoativatdisssmiagisdby etherd (ang. Il’rackdm Mener}“abnd:wdry S&:86, 1 0Rtleteets t he
sof t war e ;10 pat ea%lh eheru Qtfe(()) gmaé[xlls(tm 81 er, g’ﬂ n i, enhance an
asset andlor “asset t’ﬁ%cﬁierli)fi cor ecre 3 géfe ’Ey or o ty rmdlfy an
asset and/ or mﬁ&%ﬂﬂpmpduﬂemtn identiéy the vulae@bility, proefle anumerlcal vulnerability risk

rating ranging from, for example, one to ten based upon impact (i.e., the results of a
vulnerability being exploited), popularity (i.e., how well-known a vulnerability is in the
community), and simplicity (i.e., the level of technical expertise required to exploit a

25  vulnerability), classify the vulnerability type (e.g., exploitable remotely and/or locally),
archive the vulnerability source code, identify one or more assets and/or asset components
that can be affected by the vulnerability, and/or provide a link (e.g., a uniform resource
locator) to a patch, although those of ordinary skill in the art will recognize that such
information is for illustration and not limitation, and other information and/or less

30 information can be included. In some embodiments, a user or other may not be informed of
a vulnerability unless a vulnerability risk rating was within a range, where the range could
be specified by the user or another. Those of ordinary skill in the art will recognize that a

user or another could establish one or more criteria for determining whether the user
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can be, for exanple, security vulnerabilities. The information 188 can be
provided using a URL or other neans for providing data associated with the
vul ner abiwptog/121y., PDF file, Wrd docunent, text docun®em/user/sisys 15 The
di scl osed net hods and systens can thus provide a vulnerability nodul e that
can automatically update a database of vulnerability profiles when a new
vul nerability is detected. In one enbodinent, a Framework Server 102 can
track ?)r ot lhermlm inforthdtivn regattiimes ﬁhﬁdr&uliét%wﬁerr@mearipeﬁa 'bﬁme Baﬁqd&mwhg 655, such
as mailing list nte sites, an ormati on di ssem nated by
others (e.g. ‘é?colﬁé}}es‘ﬁu eﬁ?ﬁ?&ﬁyghaﬁcm(}\ﬁﬁrpﬂio@?flg’@?w‘loz detects 20 a

vul nerabilit y (€. OA FranpadtieSéteran2 ad 4o iffludeuhfRIcASts!d powidB §Merfaces or other
vulnerability), the vulnerability nmodule can identify the vulnerability,

provi de a nunBEFsrovsh Warhwsersicey Vieward seazeh wlperakiliy H@fﬁs 3t by by vwexdeml e,
one to tens bag@el uBYthg ttid@Ghes | 'sub?nlt net&x}"ﬁllﬁe?aﬁiﬂkt% f&fmv%stl H{)ﬁ‘ﬁ{da‘ghh&z{t%n behng
expl oi ted), popularlty(l.e., how wel | - known a vul nera Ity is1n

conmuni ty), aftPmdschpndeapqupsts fo existing ﬁ@nerr@hzbﬂy rotfileselMnilicene exsmplatyi lsferfaceqw red
to exploit a i

expl oi tabl e r%ﬁnﬁﬁﬁn&%ﬁgﬁglf kc))ﬂOR’ {: ?‘?hg%rlﬁcﬁgvééﬁ{%oﬂgﬁ@gl #éé %Bge}lp e;l/écgglg?%ae
code, identi f pemhigenpassogiated Wgh engw amldfbr@blh‘a/sxﬁle ¢ hpdinendvork Somer I0Arabe

esource | ocBrany rEREM Y ViRl R R UE o P hr e bl o

will recothi zwehMB '$"hl6£5h web p&@s naﬁ)ﬂlm‘lnuerfademcm ih¢ludd ona o mdreafiwlidsitiotillow the
limtation, a]gs%r {a i matlorll and oer SS 30|nforma|on can be

i ncluded. In sone mr)8(ﬁ f £Xanplg, @ yplngrabii A distRyEnte, AfeFTRPNSE
vul ner abi | i tythel mhlﬁ&ablatyymkzﬁlﬁérahhtyltppe (elgs kxpleitablGeiaslyni bt bedly)ange, where
the range coul %@711 eC| fied gg téﬁ user or another. Those of ordinary
skill in the BFPeRility o léﬁaﬁlagna? fiftAt one on fagre aﬁthWﬂ%’tts@Wﬁ”@#@ﬁW@h one
or nmore crit ek gulheabilel emeusir8gh et HeSubite bkt provided OR tR3nkPhceldr

PCT/ US02/ 1845 recei ves information regarding a vuI nerability, where the
criteria heryise &apsg thegpformgtion i betragpmitied to ¢ Fragerly Saryer dphrlaoner i sti cs
provi ded her drbodhndif, ATPRYREWOrREENEF 1@%n Gﬁﬂmﬁﬁléﬁe {0 GG bR B Sl O b gﬂes to
provi de interfaces or other neans th rou% users can view and search
vul ner abi | i t yP§5yoB$ pndéy emtrties jdenfifigdwsrainsra Bltioteh@rcmweﬂycaqgmc echeieques,

subm t new vuljigk i and subm t
change requests t%tag&x:ris%a?ﬁghsﬁphﬁ&ﬁhﬁe?%Sg@%?ﬁ&e %é?zflh%ﬁ%keg{%e exenpl ary
interface, maduerabilésieand i appeopsiatey tadetdcument Bredindigigy in avulmnminl&yrbmﬂﬁlenﬁmit

upon a us Sw t ed g new vul nerability
profile 127@1 aﬁ@l‘ gagrleﬂ\f%? ﬁﬁég?&g@ﬁ%%gf%@%@r&?ﬁ%@m 15, ngl%]ﬁ?q[

Vul ner abi | i tquleﬂ)llpagmﬁiﬂUd daﬁhbaﬂsmlaed/wit]neﬂsabaﬂld/bnﬁsﬁlﬁ&ﬁgﬁ)nents for one or

more Enterprises.

A Framework Server 102 can include a workflow module that can generate asset-
related task lists and risk-related task lists. A task list can be specific to a responsibility
25  group and can serve as a "to-do" list for the members of a responsibility group. A
Framework Server 102 can also include instructions for providing interfaces through which
a responsibility group member can view, take ownership of, and/or address a task (e.g., to
another user) on a task list.
A risk-related task list can include, but is not limited to, an approval task list that
30  identifies new and/or modified policies and/or configuration standards that require review
and approval, and an asset risk exception task list that identifies assets 104 for which a user
has selected AIC values lower than the default AIC values and hence requires an asset risk

exception approval by the responsibility group. For the purposes of this exemplary
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10 web page. These web pages or other interfaces can include one or nore
fields to allow the wuser to enter or edit, for exanple, a vulnerability
name, a dwedoumenyl date, a description of the vul nerabil i PETI/02/31845
vulnerability type (e.g., exploitable renotely and/or locally), a

vul nerability risk rating, and a list of one or nore asset conponents that
may be affected by the vulnerability. The user can select a "Submt"

button provi dggbudfiod, ah B Bfdef6dThat Loerdt RAMMISGEHE @ﬂ’%@mtaﬁﬁn% SnfEIREdOD to
be transmtted to a Franework Server 102. |In one nbodi nen a Fr anewor k

Server 102 caMiceselk" canbsurstionisipdrdat Figweddormeraypl austdser Berastsdshand/ or
entities ideniydctRen a8 PRkt yssét%ﬁﬁﬁé @Qﬁ:’iﬁcd PRESEIPAG ) an'&%éﬁcted

vul nerability researchers can review the user subm ssions, researc

test the vul AKS walndsithas aredpvier than theydefer Al eelues for tooerketing dehatmidnhdAngs i n
a vul nerabili o o se of

vul ner abi Iﬁ:’ty}tﬂ%‘rllgL ﬁgﬂebl@u&]nﬂ%ﬁggtm %é&nﬁgﬂﬁg?ﬁab flfta?/é fgfrf%fl le 174 can
be associ at edcamﬁgwammrsla@rmﬂ thre "M;gesoftﬂ&ﬁcmmt Elobot5"aset profilerany assigned

Enterpri ses e i wor kf | ow nodul e t can
gener at e asseﬁlfeséq gy%} %Q\ﬁ (:R{l‘!'?%an sl G??acaflggf?re}t?%qasppm,xaitﬁ li st
can be speci fligt far®RGl thetsp(ﬂmiﬂslaltiisktoﬁrevﬂ',@ngamd@f@lpﬂ)pﬁalﬁ @@fdwelgalie '&P"to do"
list for the s of.a respansi bi Y up.. A Fr er v 102 can
50§ ncl ude TREETBECPUIRER CoGuRar A" o Ridon sEiE I rembrce! KGi can
responsi bid i t uk@swnepshieoiiis taslashduidersss it W@pwneg eﬁlﬁlraeé@fn,g tﬁé‘&fnﬂgur@ﬁiﬂlr ess a
task (e.g., to another u n a task_|I A risk-related task |list can

er)
i ncl ude, but f’t%“dﬁ Tejsching tg corfizuzgtion sigh I°r fequiing fhaf onepgmoresporfions pf fhej es

new and/ or noghinfib@etiRPdtindbRieatdidare. 0P UK bh@RsrMRsRIH SevidiatSifAsYy), 1 e
review and a&proval and an asset risk exception task |ist that identifies

assets 104 f oteyerklowmpdide canggnerate p aisk erpepiian tosk listfor RGildhat ineludes ih'@skj@ﬁ aul t
Al C | t
val ues ang RERAGEH SOHE ﬁat@rhll%%fi{% théﬂlﬁ(kexc?ﬁ gfdvf?lgd aAPRE %\?K'Bsgg ] 07 11

responsi bility grou For "t pur poses of thi ry -15

PCT/ US02/ 31 848ervedi-s mgrsh%ﬁsseterﬁbn be under st ood that User A subnitted the
"I P forwardi ng con f r of
Figure 4 for appr o%/%%léét%%%?)smk hg Cg{l gehgtﬁlglgf b’Hﬁ noﬁ%a%ér(%g’o . %P@@%@@ﬁo%_ -

Fl oor 15" assttk lmt,mﬁlldvefd(ldwd“mamaqkrlm andiz yrcliies witificatimdaskdisedhene Al C
val ues t hat aérﬁl%od? th@%sget aal%mqs%faﬁgrl %skplls%&ég{ %Sn,e{vcégl?/tor modi deA( 6u1nerg0111ty

depart nent . previ
configurati onproﬁleMl'Mf amim‘rtcomﬂgifatmnsuaﬁdagdsrlm ittt isaatnitianat @ntore hssets ML osof t
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tasks on the asset administration task list; and, the archive notification task list can notify

the assigned responsibility group that a vulnerability profile 174 and/or configuration
standard 168 may no longer apply because, for example, the asset has been modified (e.g.,
by removing the asset component affected by the configuration standard).

25 For the purposes of this discussion, it can be understood that the "IP forwarding
configuration -- Microsoft IIS" configuration standard of Figure 4 has been approved and
released (i.e., added to a database of configuration standards). The workflow module can
generate an asset administration task list for RG1 that includes a task identifying the new
"IP forwarding configuration -- Microsoft IIS" configuration standard and the assets 104

30  assigned to RG1 that are affected by the new configuration standard. A member of RG1
can address (i.e., take action) this task by executing the implementation procedure provided
in the configuration standard on Microsoft IIS servers assigned to or otherwise associated

with RG1, accepting the risk that unauthorized packets may cross the Microsoft IIS servers

-16-



list for RGL that includes a task of reviewing and if appropriate,
approving the "I P forwardi ng configuration -- Mcrosoft I1S" configuration
st andar d.waoaatzer of RGL can 10 take ownership of the tash/imod3mdiiress it
by approving and rel easing the configuration standard, rejecting the
configuration standard, or requiring that one or nore portions of the
configuration standard be revised (e.g., by User A) and resubmtted for
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notification task |ist
asset name, %unctional unit 110, asset component 186, responsibility group 164,

configuration standard 168) that the user has defined as search query categories. If desired,
a user can export the pre-defined and/or ad hoc reports as comma-delimited text files which

25  canbe read and opened by a spreadsheet program, including for example, Microsoft
ExcelR.

A Framework Server 102 can also include a scanning module that performs a scan
of an Enterprise's assets 104 including, but not limited to, assets that can be accessed from
the Internet (e.g., access gateways, routers, HTTP server, SMTP servers, and telnet servers),

30  and/or provides an interface through which a user can import the results of a scan by a
commercially available security scanning program (e.g., Internet Security Systems, Nessus,
and CyberCop). In one embodiment, the scanning result can identify the assets by host
name (e.g., IP address 193.111.101.90). A Framework Server 102 can search the asset
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that identifies the task as being overdue. A nenber of RGL can address the
overdue task by contacting the RGL nenber associated with the task, or
assi gni ngwohe/10ask to a RGL nenber. A Framework Server 102TAm:n2/318¢d ude a
reporting nodul e that enables users to create 10 summary reports and/ or
detailed reports on asset profiles 170, vulnerability profiles 174, and/or
configuration standards 168, although reports detailing other information
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Internet (e.Guch @E%@&ﬁg%h%&"@&ﬁigufeﬁ% Spcfate HInliAuaky I\eaﬁesté'\@%n%%&we%ﬁ@d and
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i nport the r é@ﬁlﬁ suchcp d@ﬂ}é@@n apy gigen %@W@%ﬁlhmyﬂ%ﬂm papppihersehadnled fimecanni ng
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software patches), such auto-inventory capability can otherwise be a basis for determining
or otherwise associating the assets 104 with asset profiles 170, vulnerability profiles 174,
configuration standards 168, and/or other components of the disclosed methods and
systems. Such inventory and/or discovery systems may thus also allow for an automatic
25  generation of a asset profile 170 and/or associations with one or more vulnerability profiles
174 and/or configuration standards 168. In one example, an auto-inventory and/or
discovery capability or module can generate a task list for discovered and/or inventoried
assets 104, asset components 186, etc. Accordingly, an inventory and/or discovery
capability or module can identify open and/or closed vulnerabilities and/or configuration
30  standard issues and/or tasks.
In an embodiment, the methods and systems can include an automatic remediation
(“auto-remediation” or “remediation”) capability or module that can allow a software patch

to be loaded and/or a task to be performed, as provided by an associated configuration
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Server 102 can provide an interface through which a user can select an
asset profile 170 to 5 be associated with the asset 104, or create an asset
profile IWO 0Bao72the asset 104. A scanning nodul e can al seCprusbz3tshe assets
for vulnerabilities, and provide to the vulnerability nodule, for exanple,
a report of vulnerabilities that were detected at the assets. In general,
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Figure 8 illustrates an embodiment of the disclosed methods and systems where a

Framework Server 102 can be incorporated into an intranet or other network within which
an Enterprise 106 exists. Accordingly, although Figures 1A and 1B indicate embodiments,
25  among others, where data associated with an Enterprise 106 such as assets 104, asset
components 186, asset profiles 170, functional units 110, user accounts 162, configuration
standards 168, and other components may reside on a server (e.g., Framework Server 102)
that may be accessed via, for example, the internet, an embodiment according to Figure 8
illustrates that a Framework Server 102 can additionally and/or optionally be located within
30  anetwork and/or intranet that can be accessed by an Enterprise 106 without traversing or
otherwise accessing the internet. In such an embodiment, accordingly, Enterprise-related
information or data such as assets 104, asset components 186, asset profiles 170, functional

units 110, user accounts 162, configuration standards 168, and other components, may
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the progress and/or results of a renediation process. In one exanple, an
email or other notification may be transmtted to a system adm ni strator
responsi bwbiosgoguoup (nenber) 164, or another, wth regaPdTiuso2/bes45 esul t s
and/ or an updated task list. Accordingly, in one 5 exanple, discovery and
i nventory can be perforned, whereupon an asset profile 170 and/or task
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and ot her [ orkFamevion Seapr | @sandanaybedingied fegonprauricativicacsass st the Bismyalr  102)

that may be accessgdn¥nBodifliit B3RMRE B Fikl6 8l Ak RLORH |, B5tn
according to Figure ré iIIlusttraat es %hatlélgL Fr anemrktsség?b\fgp@%%% can&llly

addi ti onal | y adadditionpllyipsnvadd an interfacsdasreBintaiprisd/Fragewerkifierveni & wimtheor
[ nt ranet thatyGan ber A66ARSR MY RAN FARSL B! S8 el i MbthBHLkERYRRS N9 O
ot herwi se accessing the rnternet. Tn such an enbodi ment, accor di ngly,
Ent er pri se- r eAetoaut Servef 80hmtobtam wpdawaoacadigination st@slatds, vilkrabigsstand other
conponent., 18 rofil 170 unctional ..uni 11 user counts
102, cont Rurdiet AR 38% eRridss Pabtou s¢tib? "Xt e FirgY g6

secure channel (e.g., anonymous SSL) with an Account Server 800 where a Framework

Server 102 can “log-in” or otherwise establish communications with the Account Server
800 such that the Account Server 800 can verify an Enterprise 106 with which a
Framework Server 102 can be associated. Based on such association of Enterprise 106 and
25  Framework Server 102, an Account Server 800 may determine associated privileges for a
Framework Server 102, where such privileges can be based on an Enterprise Account 802.
The Figure 8 Account Server 800 may thus service requests from the illustrated Framework
Server 102 based on such associated privileges. In one example, an Account Server 800
may receive a request, identify an Enterprise Account 802, and determine that the
30  associated privileges indicate that the requesting Framework Server 102 may not be entitled
to a response.
As Figure 8 indicates, an Account Server 800 can receive data and/or other

information with regard to configurations, vulnerabilities, etc., through the internet 184 or
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WO 03/107211 PCT/ US02/ 31845 reside within the network/intranet, and within
the security control of the Enterprise 106. In sone enbodi nents, copies of
Fr amewor kwBesuen21102 data, for exanple, may be transm tte@CTHS0A3SeTUr €
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that may store a backup of a Framework Server 102, although such ability is
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800 can verify an Enterpri’se 106 wth which Framewor k Server 102 can
associ at etb BproBilds b andaipom s saguesh friowr ErammrbnspwrﬂSWm@wgﬁdlmwummhﬁmr k
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receive dat a afdchr @ithedtie@ted request from a Framework Server 102, an Account Server 800 may

query vulnerability data (e.g., profiles 174) to which the Account Server 800 has access, to

determine which vulnerability data may be applicable to the requesting Framework Server
102. In an embodiment, an Account Server 800 query can be based parameters in the
25  request, which may include an asset(s), asset profile(s), risk management, time and/or date,
or another parameter upon which a query can be based.
As provided previously herein with respect to the systems and methods of Figures
1-7, the illustrated Account Server 800 can receive vulnerability and other information from
manual entry 178, search engines 182, and other data sources 180, and can thus access or
30  otherwise include links or pointers to vulnerability fixes or patches 188. Based on a request
from a Framework Server 102, for example, an Account Server 800 may return a link to a
vulnerability fix 188 to the requesting Framework Server 102. In one embodiment, the

request from a Framework Server 102 may include data specific to an asset or
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information with regard to configurations, vulnerabilities, etc., through
the internet 184 or -20 WO 03/107211 PCT/US02/ 31845 directly froma

vari ety ovosuores 182, 180, 178. Accordingly, an Account PSaruser/3sed nay
have systematic and/ or schedul ed searches for configuration, vulnerability,
and other information, and may al so receive asynchronous updates (e.qg.,
manual entry) with regard to vulnerabilities and ot her system data. For

exanpl e, an AeaRERitiont ArEAccoiE SeB¥r 800Ghdyddditioballyling @p@ddally trackireqhiebte from
previ ously provided herein, while an associ ated Franework S rver 102 may

optional |y arfeieaditamererk Servento2 sadona giyethasseinior xapp Hmrew $n one

embodi ment  aGEAR ARk dDalddBAR: Bqued, Ezh&%ﬂ%ﬂétaﬁﬁfoﬁﬁéﬁola%fe?@%'bﬁéeﬁ%n\éﬂ th
an Account Server 800 may not i ncl ude a vul nerabi | ma

all ow the as g@@ﬁl@f@é@ﬂm@éma@é@%ﬂ%s‘m@wmueqés@?av@%qm@weﬁaw%fqym@son An
Account - Sef veruR0.6eikdS l%ﬁa ){Cih %H{eré‘ﬁ{bﬁﬁﬁrle?l FﬂﬁIn%HHJSe%r%&&Qf ally
(e.g. within an intranet may store s or other pointers to such
i nformation additigeelly, and/hptn@aﬂhbavsatf@nmyo fplger a@p@gs%ﬁom pmAck@mnt $aresr 366 toor
anot her net J@Sﬁe)du 0% in ﬁu&&{ %Eg(gméb‘grﬁls)lﬂ%en%%\{ﬁﬁleﬁ Gitilude B dnfifet ude
one or nore da &S Or 0 menory corrponeh o Stori ng vul nerability
i nformati on aht/data tbntlew pn lAsa)uAt:SmmBOQimtraspaﬁanl@\da:tasnicm@bypeclfmddlme

enbodi nent, an unt., Seryer.. 800 msu nt in vuln 15 profiles
774 and. upon SEGTHe FrosF Bhedingn RRE A el sfeo s B hiraupdfof

vul ner abi 10 tyreqq@st@ﬁiuhgotﬂattcatatllﬁfohhmdﬁrrﬁayﬁjméd Server 102. The Franework
Server 102 may thereafter.. inc rat the wvul nerabili rofile 174 by
associ ating the vdfAeraprdimen; %‘E PY \ﬁ?‘f"ﬁr éacfﬂrgi?‘ ]ér‘é'é‘gsge@f"éreﬂb% tand/ or

asset profil %dét@@ﬁoﬂq@n&@ﬂ&nemlmﬂtts%emﬂéﬂ AR ISutlyredadst chi Ben  t he
Account Server 800 may be in another form such that_ a Framework Server 102

may 20 devel dindeured ‘Pﬁé‘i‘ saster adpinstinton og another gsseeiated with 3a Entegnaisg £0P- depf

Accordi ngly, 4@Rfyakiviah il aﬂaﬁﬁ/r&bgﬁ% eI A6 s&&mtcaﬁ aﬁm@coﬁﬁg«m\w k
Server 102, an Account Server 800 may query vul nerabi l 8/2t data (e.

profil es W74)previdemndeies @wéhw@béeiﬁmséwwmam\gorkcsé@@é1 base@@tt %Feml%é
uhi ch vul ner 8 hd bifed BB SafvcR B, 18R Sialdd b ERHERL Alnbti AR
Server 102. 6‘:Igln a%l errgxt?1 ¥ aen AccountﬁdéleerSer 100 query%gpe{n1 e as1 id

par anet er s |rantiheﬁlz@mgéqﬂmwesqnh'bchsqdayalmmoudédhﬁelasset(s) asset
profile(s), risk fmﬂ/ e

whi ch a query canqgglq%aseogime%&?{)w 8%5%?62%7?%% auoﬁgl?&é&nc{a\t/ﬁlﬁ?lg%égg& to
the systens aswvmﬁﬁmmaiﬁoeqﬁoxﬁdegm e Frantbwork SdmeerilD2 vis amatdéacsudic extapst, diSlerGIzr 800
can recei lg{@era J o%a[bﬁndeot hecg |(r)1f60{ mation from nmanual entry 178,
search en%oene hd el deY 288N Ces 180, and can thus access or 30
ot herwi se incl ude nguiickspmvm@oﬁetﬁmmb@vhmldaebﬁﬁbielftrmnéwomSeﬁerspaza;rm 188.
Based on a re

%u %e managed by a Director 900a that can include the features of a Framework Server

102a-102n, and accordingly, can manage the features of a Framework Server 102a-102n.
Not shown in Figure 9 are one or more Account Servers 800 that may also communicate

25  with Framework Servers 102a-102n and/or the Director 900a. Accordingly, a Director
900a may be able to generate reports based on data provided by Framework Servers 102a-
102n, where such reports are described previously herein with respect to a single
Framework Server 102. Figure 9 also indicates that one or more Directors 900a-900b may
be in communication with one or more Executives 902 that may be equipped with the

30  capabilities of a Director as provided herein. Those of ordinary skill in the art will thus
recognize that the illustrated Directors 900b can be understood to be associated with one or
more Framework Servers 102 that are not shown. The Executives 902 may also be in

communication with one or more Account Servers 800.
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froma Franmework Server 102, for exanple, an Account Server 800 may return
alink toa vulnerability fix 188 to the requesting Franework Server 102.
I n one ernwodBfenty the request froma Framework Server 1@ETresy2/818¢3 ude
data specific to an asset or -21 WD 03/107211 PCT/ US02/ 31845
configuration. An Account Server 800 may additionally and optionally track
requests from a given Framework Server 102 and/or a given asset, for

exanpl e, to provi ggat mha&la{sibeérmdaatﬁe@aremmsm§y{senfsemstnmwagmg asldgsh
data/informati on may al so be based on

Vi ous r uch _that a
response to LABASEGYYEENRRYSS Noeisdle lﬂbtg%f’csé’ﬂ FW‘?S‘?Srfﬁ‘ﬁF r%"lgéf‘gﬁgfﬁs‘?qé‘ﬁeat ed

i nformation. tﬂéﬁé&eﬁe@mggﬁ@@mlﬁem@e Fr RN hiseiIR6I8 hssbBidtedB¥th taddidaitonal | y
and optionally have a feafure to | ter responses froman Account Server

800 to renpwee g the firss ssrrgrspriealied Ry thednicspriseoipd dereivang & thefiryt sgijeisin nay
incl ude tisne, ggrllsg foa féﬁﬁ(%t Q)aat Fstinb s@&dnﬁ‘@’e@@r &ﬁ& Qéé%mtg@ R Lt 8Pore0 respond

with data S|nc the specified tine and data. Those of ordinary skill in
the art will vnhse@gnhitmswaqd witthibe atdgast em e@w@ Vdfereme pesqubsereer usauﬁg?/edhmer

dat a/ i nfor rrathlgrpb #ﬁﬁ In an enbodi ment, a Framework Server 102
according to Figure § can request updates from an Account Server 800 at
speci fi ed intervallke mStlnodE mﬁqyﬂ@nsdesai’oetbherem@m il@dinéﬁdbyaparwwbmﬂware

adm ni strator anot

assocl a nter r| S8 1
ordi nary skil f cffﬂvalr%céo gllg’tlrav\? TG @c%ﬁlﬁl ; é)hf Eﬁ)ﬂ%y an T ACCTuURt glg%or mce%brbg can
al so be donf ieguit@thehis. The ﬁfemvsdmmpdahmnaab uﬁp]lamelmbdaﬁh harﬂmw«alseftmreaorgl ven
Fr amewor k Serve 102, hased on a en Fr er.ver
102. Such up&a® gla%oé’rf’ rdlwﬁf?raélrdrﬁ i’% 18?%945&38?3(%}1@ (ﬁn 7‘5‘?“%4 Ptering
techni ques cafc bEmbISREmBBLeAhBEraRME, weeeﬁcdﬂ@fuwr Proghdin eiebe@iid@stbéR0incdkgizor di ng

to Figure 8, information and/or data froman Account Server 800 can be
provi ded to SMEPERSREFCCHSEF Ferutafomiructigngyplfie SORpRIAT RISSTRIIGA canfixeRite ¢y 20

DVD, or ot helonpef bkl podiBiRhble HRORIE N cil tbidtePoPériR\dr 4Rt Q6L eem@dmhe
where one or more Framework Servers 102a-102n can be managed a Director

900a t hatl5caneddalle by etmrecessontingledingyolafilqpndrmonyelatisangraqry awzrasiorwn and
accordingly, SR A0S hbe 13&1%21&%% Rfi/ofold FHNOE é%vleés ]Iﬂgﬁrol‘&%& Not

shown in Figure 9 are one or nore Account Servers 800 that may al so
comuni cat e 2Buswian hcoFssame womkredepug devices Gpebtaio Mpubdadd, @nd ¢AmEACEdisy enetasmogd0a.

Accordingly, |9<r'i‘1 Tt 465 %9@ combmRhi 2 513’%3@%4 erﬁeqng.ﬁ'aﬁé/é‘xf] tﬂu“t‘ﬁé’%&é c%ﬁ%ﬁdeon dat a

provi ded by nemnr ervers reports are scri bed
previ ously hemeobnmoietdf thefolaeing:t Baralosi Agkss MémayréROMK), Muu@ntAﬁﬁy ofi gure 9

al'so Ind ﬁ)at Eisdepgl?c{entoﬂlsk (IRArfBS %oppy gr%&e?&ﬁ, Bg%fn%gx?e?ic W, internal hard drive,
external hard drive, memory stick, or other storage device capable of being accessed by a
processor as provided herein, where such aforementioned examples are not exhaustive, and
are for illustration and not limitation.
The computer program(s) can be implemented using one or more high level
25  procedural or object-oriented programming languages to communicate with a computer
system; however, the program(s) can be implemented in assembly or machine language, if
desired. The language can be compiled or interpreted.
The processor(s) can thus be embedded in one or more devices that can be operated
independently or together in a networked environment, where the network can include, for
30 example, a Local Area Network (LAN), wide area network (WAN), and/or can include an
intranet and/or the internet and/or another network. The network(s) can be wired or
wireless or a combination thereof and can use one or more communications protocols to

facilitate communications between the different processors. The processors can be
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be in communication with one or nore Executives 902 that nmay be equi pped
with the 30 capabilities of a Director as provided herein. Those of

ordi nary wkiodlioizmi t he art will thus recognize that the iPCHSiS0ABSdS
Directors 900b can be understood to be associated with one or nore
Framewor k Servers 102 that are not shown. The Executives 902 may al so be in
communi cation with one or nore Account Servers 800. -22 WO 03/107211

PCT/ US02/ 3184f0nfihed fob astribites phresind@sd cdnhailizé iesoifid sddddintnd, 5yst-sdrserf or
use in nmanagi ng at |east one asset in an Ent erlprl se, ere i he nethods and

systens incl Jaedehasgigedsidn drosorfinelyy the gyethods and syglems Fanyutidize Rajtip dhPeE®fed to

include at | egadlor pa6esBGIRYicH Md thép @se%@&llﬁstuﬁ&ldwst:&h B tBviadd dredhght su@léin@sset
the first server controlled by the Enterprise, and receiving at the first

server, in 5@@1&%@@%@%@%&%& to a distinct second server, data
associ at ed WIAPI‘O%&SSJ)I%ﬁtﬂIuQ RE undbrdidyRra s Lk)foxes@&%ﬁ{raie@%e%ct, ﬁ‘la”ﬂﬁ‘ 11§‘ﬂudleel%§t

one asset, e the second server is outside the control of
Ent erpri se. ,eRampleet Podworksietionykandheld, peks ddpiarg colltas tolephere, ﬁmthempmop@gr-t 0 a

par ticular hacrog%\feﬁ deice ﬁl(a{ ﬁl&ﬁée‘% ir%%zﬁ(ﬁy 'fcﬁ%ht%’i’hgt 85@%?&130 %‘gi angénjdﬁﬁgi lity

in many conputing or processing envi r onment systens
can be i npl emeitit ‘éd d1smlo$tdr1nbmnle and sysefs wihedevaes grovidod'rhérciata'rmt efthahsiivdwar e

and software. net.ho nd syste an_be i enented in one,or nore
conput er pr ogalngr%e, pr%g?dgf%ﬁﬁlg %ﬁ%é? %I?c{%’rt glbnrltﬁér%r?nc a %ncﬁs’ng&e P 816648t o ﬂllen cl ude
one or nore ermﬁ‘oamﬂmetsmab (veith dns:tzithoutd dn&riptivh enodifiep) b be midegpta@tits) can

t d b d
o mor & St or ABRUARPGR DR RGAHE B igR PGB G LuTn e dop Rk GOratH o andl

non-vol ati | e ¢iRFBHnYend(E) AR thed @mgeonfeguﬁaa&ab@)lmumwe 0 Wikt @nd/oipuirelelevi ces,
and/ or one or nore output, devices. The processor thus can access one or

mor e i nput deQPP‘E‘@E“‘iaBOI%?BYIQ}?Th‘?WHt?FSSH’%it 1673 PHE D CRM OB E PEOCBHE GF °Fror e out put

devices to CORHRLERID @famﬁtond& ﬁorem&esdaau&n@méd QviRH iRt an® ¥insiRS o AN
i nclude one or nore ofp the foll owi ng: Random Access Menory (ng\ép
Cq\/D,

Redundant 1%r réiffersnt degices dapberanors: rafpramncss toragmyry, ynlesppiherpisespect
magnetic di sky, h&t (ﬁ{e%knok]ﬁfgcég dr\f&’dablgéﬁ@a[c@@sglb%gn&& EMBen®@BADEY Stick, or

ot her storage eV|ce capa bei ng accessed by a " processor as prOV|ded
her ei n, wher ecoswpohenss thatear he intamead tasthe pysicessorsgontroliand deyibeygsternabto thnd  are for

Il Tustration &H&s&g%o t e& ﬂ%\h%gandmﬁ bg9&@%&%@51a&r\ﬂ%d%mle§sa&up&k'uEﬁH%Qrr?nt ed

usi ng one or nore procedura obj ect-oriented progranm ng
| anguages to wmwalcclamnmﬁdns arownbmndmnlessy@h@mseIspnm“wérqantbherrmgtcan( S)

can be | n?d € 1n91 & da L hniia 1%%% &xtHhal TR 1nter}§al ln%n%'#}agethes where such memory can be
contiguous and/or partitioned based on the application. References to a database can be
understood to be a reference to memory as provided herein, where such memory may be
arranged to associate data, although those of ordinary skill in the art will recognize that
other data structures such as linked lists, queues, graphs, arrays, and other data structures,
25 may be similarly employed.
The term "network" refers to both the Internet and/or one or more intranets, unless a
distinction is noted.
Although the methods and systems have been described relative to a specific
embodiment thereof, they are not so limited. Obviously many modifications and variations
30 may become apparent in light of the above teachings. For example, references to databases
can include data associated in a manner to facilitate the disclosed methods and systems, and

can include other data structures that can be stored in contiguous and/or non-contiguous
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desired. The | anguage can be conpiled or interpreted. The processor(s) can
t hus be enbedded in one or nore devices that can be operated independently
or toget hwo mnoainet wor ked envi ronnent, where the networ k Pcarusonsisuzle, for
30 exanple, a Local Area Network (LAN), wi de area network (WAN), and/or can
include an intranet and/or the internet and/or another network. The
network(s) can be wired or wireless or a conbination thereof and can use
one or nore GREMMY iR bdnRSchs Rl QueslH @d/&@%ﬁnam;aﬁﬁlgc\@mufbamems bet ween
the different processors. The processors can be -23 WO 03/107211
PCT/U802/31848Hm@@#@P@Ered for distributed processing and can utilize, in

sone enbodi nent s, l\ﬁarﬁ%ﬁﬁﬁﬁﬁﬂ \éﬁaﬁlgesrﬂ? 4Rl de?aﬁs,'?ﬁﬁéiﬁg Mﬁﬁgén{&t O pakthherBRt hods
and systens can utiltze mul i pl € processors d/ or processor deV|ces and

t he processordeseribed ad llllbﬁ@teéa%n@é mdg by E@S%Srkﬁ}?és@ 'fh§ t?r@h Aseqrdingly, bwilkbg t i pl e
Processor /ewla8siood i BE MBI cIAA aloHdPioIR 1ﬁ+pfé& 0 Olb i Bisclosed

processor contr eVI ce can I nc exarrp e,
wor kst at i on, hmmmem thclugapmastidespthenyisedhdn pecifically degstibede andore totbw:enterpreted

processor - contro i.hcludes instructions for causing the
processor to‘%cfo zﬁ@cgmaaﬁgénﬁé}th t he di scl osed net hods and systens. The
devi ces provided herein are not exhaustive and are provided for
illustration and not limtation. References to "a processor”, "the 10

processor", and/or "server" (with or without a descriptive nodifier) can be
understood to include one or nore processors that can communicate in a
stand- al one and/or a distributed environnent(s), and thus can be
configured to conmuni cate via wired and/or wireless comunications with

ot her processors, where such one or nore processor can be configured to
operate on one or nore processor-controlled devices that can be simlar or
15 different devices. Furthernore, references to nenory, unless otherw se
specified, can include one or nore processor-readabl e and accessi bl e
menory el ements and/ or conponents that can be internal to the
processor-control |l ed device, external to the processor-controlled device,
and can be accessed via a wired or wireless network using a variety of
comuni cations protocols, and unl ess ot herw se specified, can be arranged
to 20 include a conbination of external and internal nenory devices, where
such nmenory can be contiguous and/or partitioned based on the application.
Ref erences to a database can be understood to be a reference to nenory as
provi ded herein, where such nenory may be arranged to associ ate data,

al t hough those of ordinary skill in the art will recognize that other data
structures such as linked lists, queues, graphs, arrays, and other data
structures,
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25 may be simlarly enployed. The term "network"” refers to both the
I nternet and/or one or nore intranets, unless a distinction is noted.
Al t hough wbasmethods and systens have been descri bed rel aCrassow3m4speci fic
enbodi nent thereof, they are not so limted. Cbviously many nodifications
and variations 30 may becone apparent in |ight of the above teachings. For
exanpl e, references to databases can include data associated in a manner to
facilitate thgugiisahiargd:met hods and systens, and can include other data
structures that can be stored in contiguous and/or non-contiguous -24 WO
03/ 107211 PCT{ USO #iB4& formembgilg ithédst iRRsdReinas Gakssiie) thé REhad tomaisitigor
externally using wired and/or wreless comunications. Many additi onal
changes in the detpadliding afitsesdradrSthe fitstsedver esifignedto mtlupaattieast drerassen
described and i]Justrated, can be nade by t e skilled.i.n the art.
Accordi ngly, l?rPﬁ]\ﬁda?sPCIB@SBV “Br’i@eeartieta&td’ﬂ‘e f‘ﬁﬁgthfs E"gif%ﬂ’?rc?\ﬂf'ﬁ‘gleéI[E’Xiﬂ?’?gﬁrh‘?rgmf%t to
be limted. to the enbodi ntfs tdi sclosed h reiré] e&%‘ah{s] rllc't"sje%oxt?c{sa?\;ekcd%?a
ot herwi se 1 han spé?ﬁef‘?%% HESEPh EU IR BAET G he? PRUET Préted '« as
broadl y as al dssovledunigiest 1éaeor auwineraBBitV¥sddBteliOvithlthe BQddstSR2sR1, 8dore that i s
clainmed is: 1. A nethod for nagi t#ﬂeast one asset in an Enterprise,
the method coifpPRISERVEE 18 Opfsigg |°ﬁ8t“g%ffﬁ’re Qi Ger, the first server
configured to,include,at | east one.asse rofile associated wth the at
east Jone asebt . ehwemp aseogins, GG, Ve BSpeniRaS el allebdopdfati g
at the first s@mwarrpatchiand eiplsesofiva pagfiuest to a di stinct second server,
data associated with at |east one vulnerability associated wth the at
| east onel@ss®t, whekthot heorderorthimdr where reseivingsndieles teeeivmgtviacit leaft onbe
Enterprise. 2. t hod according to claim1l, where receiving includes
SR PR g Boregls

recei vi ng at ¥¥% patch and a link to a software patch.
10 3. A nmethod accprdjng.to ¢l aj wﬁﬁ . LV] L: recal.ving via
at | east one ‘g'of t Iene%hr? Srfet aér?(r?l aimplbr agrllécq'(r}rclﬁa}r%{fe Qeshﬂg %ﬂ%@?}%% cg%:u\é%?di ng
to claim11, fsecolieerverdeudiurst tasguast leag odadfa tha aeattme dssst anddhe atd@stome
server, the r%%ezest based on at |east one of. the at | east one asset and
the at | east Profilset profile.

15 5. A method according to claim 1, where receiving includes receiving data at periodic
intervals.
6. A method according to claim 1, where receiving includes filtering received data

based on at least one of: at least one vulnerability profile, the at least one asset profile, at

least one configuration standard, at least one risk assessment, and at least one task list.

20 7. A method according to claim 1, further including requesting data from the at least

one distinct second server, the request including at least one of a time and a date.

8. A method according to claim 1, further including responding to the request based on at

least one of a time and a date included in the request.

9. A method according to claim 1, where providing includes providing at least one
25  vulnerability profile associated with at least one of: the at least one asset and the at least

one asset profile.

10. A method according to claim 9, where receiving includes querying at least one of
the at least one asset profile, at least one configuration standard, at least one risk
assessment, the at least one vulnerability profile, and at least one task list, to determine

30  whether the received data affects the at least one asset.
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15 5. A nmethod according to claim1, where receiving includes receiving
data at periodic intervals. 6. A nethod according to claim1, where

recei vi ngworssliotes filtering received data based on at | ®@agtusoraises . at

| east one vulnerability profile, the at | east one asset profile, at |east
one configuration standard, at |east one risk assessnent, and at |east one
task list. 20 7. A nmethod according to claim1, further including
requesting daga fnomthétLacdbrdin@as tlaind1E whbstrbddsling@elaas, server, the request
including at | east one of a tine and a date. 8. A nethod according to claim
1, further incl udiggivirgspantdivagdion teteceiveqdesiandased on at | east one of a
time and a date included in the request. 9. A nethod according to claim1,
wher e providi ng i apilyidg thepatelitadihngt ladst breasiet affiected2fy roeediveddabi [ ity profil e
associated with at |east one of: the at |east one asset .and the at | east
one asset prdRil eA méhodacrerdingdo aleizwt.dihere teceivhgineludes gpriving atdesst aieng

i ncl udes uer%inn%b@ttylre%ﬁet one of the at |east one asset profile, at |east
one configura 5 2Rddrd, at |east one risk assessment, the at |east one

{he recel ved dat a arraef Mofipe Fohin FIRAGSMAN ach B RRERIRE gy et e

the received data a east one asset.

PCT/ US02/ 3184Bcond kerveéx tasddrmcht kestoneofigit teastohapaset1 8 leaghane @ssetprefilei sigme,

i ncl udes, recei,vi,ng a patch based on the received data, and, applying the
patch to the agilaflgtg'st one asset affected by received data. 12. A nethod

according to gl ai : M ' - : i¥ih DY pakh b pe 5

vul ner abi | i tylg"protmllﬁi%t.hx\qggcgfgq@&;gﬁ%ggg’c%ggééﬁﬁgﬁg@e%ﬁéﬁﬁngg? [T;urt%grnélﬂncl udi ng
gueryi ng Mul neseafeidldatny data at the second server based on at | east one of:
at | east one asset, at |east one asset profile, a tine, and a date. 14. A

met hod accor disShg tAomethad agcordifate claim 1 fygheydioliglingoralyingrgpaschga therat lsagieve on
th 10 i i i ncl udi
10 S 6 A TSR s LAt 119

applying a paat east one asset, t
recei ved dat andadimliviliehssseteoafiphatmngsobiated avith ¢lhat eOpdst gueraasst.on and an
i ndi vi dual asset configuration associated with that at | east one asset. 16.

A net hod accadbdi ngh method a¢earding tedekime 1y wlaasé 1eceiying insluddeteceivipe PVr ageawer a
secure lp commnl &bl | nk-

17. A method according to claim 16, where the secure communications link includes

anonymous secure socket layer (SSL).

18. A method according to claim 1, further including requesting data from the distinct

second server at fixed intervals.
20 19. A method according to claim 1, further including,
receiving the request at the distinct second server, and
associating the request with at least one of an account and privileges.

20. A method according to claim 1, where the request includes data identifying the at

least one asset.

25 21. A method according to claim 1, further including performing an auto-discovery of

the Enterprise.

22. A method according to claim 1, further including performing an inventory of the

Enterprise.

23. A method according to claim 1, further including:
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17. A method according to claim 16, where the secure conmunications |ink

i ncl udes anonynous secure socket |ayer (SSL). 18. A nethod according to
claim1, woroshenii ncl udi ng requesting data fromthe disti RCU/USspaBRy server
at fixed intervals. 20 19. A nethod according to claim1, further
including, receiving the request at the distinct second server, and

associ ating the request with at | east one of an account and privil eges. 20.
A met hod accor di ngetforming atrmito-disbevesy dftiee Emeapest | ncl udes data identifying
the at |east one asset. 25 21. A nethod according to claim1, further

i ncl udi ng per f or mpegommingen mvehtey of teEnaiprisshe Enterprise. 22. A net hod
according to claiml1, further including performng an inventory of the
Enterprise. 23. Aamléphl@ﬁitical@tlbpﬂfqmgingobagqt(gmﬂlq1ea$th>r1@ bEthe aytoidisdoviery, and &7 WO
03/ 107211 PCT} LS02431845 perform ng an auto-di scovery of the Enterprise,
performng an inventory of the Enterprise, and conditionally perform ng,

based on tfie | east one Qbithg 134 e di BEYangnd the inventory: 5 creating
at | east one asset profci I e,é%n%, ﬁogiétﬁg?ng’atn e at | east one asset profile.

24. A nethod accordi ngIﬁdaifgjn?itﬁgagfgastm‘%s@etmlé_yi ng the at | east one asset
profile includes nodifying the at | east one profile based on a renedi ation

nodul e. 25. A4ret hOehetoe Qbddrdifl fo@1a6h 8B MHere fbdityigs th BCleAld bitthssel Pro&EP! OYi Ng
an automatic renmedi atj.on process based_on the received data and at | east

one of : the afclpdesdnodifymedheeastoge prodile bpsed gpasemsdiatioromeduiar at i on
standard, at ast, one risk _.assessnent,_ at. | east one vulnerability
profile, and &t | &W&Bﬂéc@ggﬂgpiciafﬁﬁﬁh%lﬁﬂ?‘ﬁ% according to claim1,
further ipcluding, automatically generating at,| east one asset task |ist
based on {alf | east ioyél?g Wu?%%ggeﬂjbe lf’l?;p’i%ﬁ?féms(?&)?n 3}?&6%6@3%% gt least

di scovery nodifleaf: tedt leatdnd aseg pidfide, at ledsasd coafiguraisittani &g Kat Idasitonb aisied on

an automatic renedi ati on nodul e. .127. Af_met hod according to claim 26, where
updati ng i ncl 35sgssment, at least one vulnerability profile, and at least one task list.

26. A method according to claim 1, further including,

automatically generating at least one asset task list based on at least one of an

15  automatic inventory and an automatic discovery module, and,
updating the at least one asset task list based on an automatic remediation module.
27. A method according to claim 26, where updating includes,

identifying at least one of: at least one configuration standard and at least one

vulnerability profile associated with the asset task list, and,

20 based on the at least one asset task list and the identified at least one of at least one
configuration standard and the at least one vulnerability profile, modifying at least one of:

at least one asset and at least one asset component.
28. A method according to claim 1, further including,
associating account information with a request for data to the second server,

25 performing at least one of a validation and an authentication at the second server,

and,

based on the at least one of the validation and authentication, responding to the

request.
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identifying at |east one of. at |east one configuration standard and at
| east one vulnerability profile associated with the asset task list, and,
20 based wp oshe7n2at | east one asset task |ist and the i dentCiiusd2/ats4% east
one of at |east one configuration standard and the at |east one
vul nerability profile, nodifying at |east one of: at |east one asset and
at | east one asset conponent. 28. A nethod according to claim1, further
i ncl udi ng, agsoci Alsidigm &arGeinnging atflesnaiiacset iniah fEnterpresgLibs tysfeor coggprisingo t he
second server, 25 performing at |east one of a validation and an
aut henti cati on at a filseseses oontroflet Wyethe Entarpdise prukeoufigived toanclude|aglpast oppiesself t he
val i dati on and .aut hent i i on,..respondi o the request. -28 WD 03/107211
PCT/ US02/ 3183‘5’ﬁ?%?‘°° ttescg‘gi%}bﬁ]e?tol?as gnr?aaasle?ignéit | east one asset in an
Enterprise, the sysiem conpliSinGiwife fub F 06 Enfoitist, Ahd @CoréotvBifto
Enterprise and co%ﬁﬂsg?frtg?W %ge?dﬁg?ﬁﬁge f’}{ltE C?I(Eatra?ztg onenag@gt’ profil ee associ at ed
with the at praklk danao desrit semerdn reapatiss to axcquesctam thedostsevenptheditde t he
control of the Enterpri t he second server [ ta to the
first server #R% t@@ﬁgthél%?%o e‘fuilbe %@ﬂy FEeHiTE %g]ﬁ?iﬂ%sa?iegéeltro gg?sfg@tt'he dat a
associated w,th at, | east one vul i lcrad Mkt btngadte L&Rat one
asset . 30. ,&B‘sys e%sgr{:lg%ro rr%{dtcgh?%?giﬂ%%?ﬁgﬁg@g at | east one ofest he first
server and t havadndntt a wdrerability moldee a vul nerability nodule. 31. A system
according to claim29, where the second server includes account data 10
associ at ed width t Asyftemstcosdingtorclaimi8, wesothaseadad serverdnaugiengrccpint dateege
data. 32..A syst.em.ac din i . fdob ShtaServer includes
Adspeiated Vv\%t?l%; f(i)r&\l&e}v {j?Ae%c%uﬁ?dat%ﬁlgﬁlggHﬁlvlfel!égé a.

at | east '18ne o e, a scan .. an aut o-di scovery
modul e, an aybo-i Rvent ar | aim 3B A HetiRst's6FEhAbdeR e BRI f 233 A
system accorg?hg IfloS?%Flgi%ncoﬁ(g?gt\bhce?rg theﬁét}?r_st §sgrver i ncludes at |east one
15 vul ner abi workflgw mbdile azszmiganeionir sute-Hiscavery raedie, ameauterdnyentony of i | e.
-29

module, and an auto-remediation module.

33. A system according to claim 29, where the first server includes at least one

15  vulnerability profile associated with the at least one asset profile.
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