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MECHANI SM  Description of the Related Art [00011 Non-vol atil e storage has
the ability W&’r”@g%??ffﬂdata despite a |l oss of power. Due tPRCTAS200908v1el atil e
nature, flash nenory is an enabling technology for nany portable and 5

wi rel ess devices, for exanple, cell phones, |lap top conputers, and personal
data assistants. [0002] An operation to non-volatile storage, for exanple a
data wite operation, may take many cycles to conplete. In addition to

witing data [ ' et Ny i eration.
For exanpl e, Véﬁiﬁ»ﬁ#@ﬂ?@@ﬁ%@%ﬁﬁ@ﬁ%ﬂﬁ%ﬁ%§ of flash
menory devg’ ces, ;E!hat f@{! i!nﬁli:ge hardware wi th additional 10 decoding |ogic

t o manage L € ious arrays of flash nmenory devi ces.
Typically, a flash nenory bl ock of a flash nedia is divided into individual
data units _or sectors, with each secior having,an,associated head or

i denti fyi ng’oﬁllsecg\fﬂ“s"(‘}f'ttﬁ? Steragg a%@&&é‘sz (9§§ta:5‘fda§309\§§l’ltﬁﬁ§0558 H?W?fuﬁ“ﬁg an
active operation, for exanple, if a cell phone is dropped and the battery

i s di sconntcitsswn-vwolaiide najurgafleshanerhonyrisian ¢nabling teghnadogyotor many ottalle andi5 | oss
of formatting information can be catastrophic to flash nedia and result in
the i nfbi wirfelesd devives,dosexample 2t phormes,dap top colmpuiess, and pérasnal dath @ssistdntd. he
flash nedia. [00031 Current power | oss recovery nechanisns include bit

tw ddling, where status bits are used to track file system operations. For

exanpl e, of@ed)i t Myopeeativflto henvoRtikatdtage, b erdrdple aQfatBwitd dRratiof/ @iy on and
anot her may be set upon conpletion of a wite operation. 20 Thus, a full

write oper ghd QndEfsto Bmpldid. CmUAith o kRfing Bhth) forrRBAg RRVRRaHRGOURY

updated during the operation. For example, a flash media is a system with various
configurations of flash memory devices that may include hardware with additional

10  decoding logic to manage and coordinate the various arrays of flash memory devices.
Typically, a flash memory block of a flash media is divided into individual data units or
sectors, with each sector having an associated header or identifying a sectors status. A
sudden loss of power may occur during an active operation, for example, if a cell phone is
dropped and the battery is disconnected, causing data or formatting information to be lost.

15 Loss of formatting information can be catastrophic to flash media and result in the

inability to access any data stored in the particular sector of the flash media.

[0003) Current power loss recovery mechanisms include bit twiddling, where status
bits are used to track file system operations. For example, one bit may be set to indicate
the start of a write operation and another may be set upon completion of a write operation.
20  Thus, a full write operation occurs to write one bit (or cell). Upon power recovery,
software scans these bits to determine if a write operation was interrupted so that any

etrors can be dealt with and/or corrected. The bit operations are expensive in terms of



software scans these bits to determine if a wite operation was interrupted
so that any V9{)ror]s can be dealt with and/or corrected. The bit operations
are expensi ve ? AL of 1 WD 2006/ 028657 PCT/ US2005/ 028 PCF/UReNSA2M9MENCE
and in code conmplexity. A nore efficient power |oss recovery solution is

sought. BRI EF DESCRI PTI ON CF THE DRAW NGS [ 0004] The present invention may

be better erstood,..and.| rous feat.ur and, 5_advant de
apparent. « BOTRBRRRIAR B dorE] K Brors BREEE RS 1o SV B BURDRTE
dr awi ngs. %0%35] FIG 1 illustrates a portion of a conputing system
accordi ng t& h” enbodi ment  of the present invention. [0006] FIG 2
illustrates a power |oss recovery flow diagram according to an 10
enbodi ment of the present invention. [0007] The use of the sane reference
synbol s i npRIKFDESCRIPAIONOF THE DRAWISGY | ar or identical itens.
DESCRI PTI ON'OF THE EVMBODI VENT(S) [0008] Tn the followi ng description,
numer ous specific details are set forth. However, 15 it is understood that
embodi ment gyegj) therﬂe?fé‘s@ﬁﬂ iﬁ{?ed?i%?([n?@b%rb%&&‘ Qrgi!&!ohf‘é]iatitéﬂlﬁﬁ&oésofg&th?és%nd

ot wel I -

details. | her instances, wel nown nethods, structures and techniques
have not begn 200N fhpdRhRlo mbdd RiflaTn BRan'ty SREGHES AP RGHRIARY N9 of

drawings.

[0005] FIG. 1 illustrates a portion of a computing system according to an embodiment

of the present invention.

[0006] FIG. 2 illustrates a power loss recovery flow diagram according to an

10  embodiment of the present invention.

[0007] The use of the same reference symbols in different drawings indicates similar

or identical items.

DESCRIPTION OF THE EMBODIMENT(S)

[0008] In the following description, numerous specific details are set forth. However,
15  itis understood that embodiments of the invention may be practiced without these specific
details. In other instances, well-known methods, structures and techniques have not been

shown in detail in order not to obscure an understanding of this description.

[0009] References to “one embodiment,” “an embodiment,” “example embodiment,”
“various embodiments,” etc., indicate that the embodiment(s) of the invention so described
20 may include a particular feature, structure, or characteristic, but not every embodiment

necessarily includes the particular feature, structure, or characteristic. Further, repeated



[ 0009] References to "one enbodi nent,"” "an enbodi nent,"” "exanple

enbodi nent," __"various enbodi nents," etc., indicate that the enbodi nent(s)
of the inventY8A'%028&%cri bed 20 may include a particul ar PCTAINI005/028916
structure, or characteristic, but not every enbodi ment necessarily includes
the particular feature, structure, or characteristic. Further, repeated 2
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As used herein, unless otherw se specified the use of the ordinal adjectives
"first," " eughtmaynird " etc., to describe a conmon object, nerely
indicate that different 5 instances of |ike objects are being referred to,
and are not intended to inply that the objects so described nust be in a

gi ven sequdfl®] ei Apusedtherginrunlasy otheyyeise wierified the usa ok theprdinaladjsetizes, ot her
manner. [0011] Unless specifically stated otherw se, as apparent fromthe
foll owi ng ‘firs? fsexiond, “thitd,’] etc.atopteseribatasdniniet oljé¢ot,auerelylindichte thas dififfrértat i on
di scussions utilizing terms 10 such as "processing," "conputing,"

"cal cul gt i nfistances of I dbjdcts aré BERS réferréd, afd droforinthedd torinpesmhasthel a
conputer or conputing system or simlar electronic conputing device, that

i pul at dad ) . i_aal . .
ol ect roni o, S, deb@itRn At fnd, fiRet GaRAEL e, ORRIoRD, spafitlf) iffaking, .

quanti ti es.. E@Ol%}t In a %}rri | ar manner, the term "processor” nmay refer to
any devi ce B BB OPFPIIET 15 5 device that processes el ectronic data from
regi sters and/or nenory to transformthat

[0011] Unless specifically stated otherwise, as apparent from the following
discussions, it is appreciated that throughout the specification discussions utilizing terms

9 ¢

10  such as “processing,” “computing,” “calculating,” or the like, refer to the action and/or
processes of a computer or computing system, or similar electronic computing device, that
manipulate and/or transform data represented as physical, such as electronic, quantities

into other data similarly represented as physical quantities.

[0012] In a similar manner, the term “processor” may refer to any device or portion of
15  adevice that processes electronic data from registers and/or memory to transform that
electronic data into other electronic data that may be stored in registers and/or memory. A

“computing platform” may comprise one or more processors.

[0013] FIG. 1 illustrates a portion of a computing system 100 according to an
embodiment of the present invention. Processor 102 may issue commands and data to

20 memory system 104 over bus 106. Memory system 104 includes a memory controller 108
and one or more blocks 110(1)-(N) of non-volatile memory. Memory controller 108 may
receive the commands, store the address indicators, configure the control signals, and

perform an operation on selected ones of blocks 110(1)-(N).



el ectronic data into other electronic data that may be stored in registers
and/ or menor y, Aq "cor;outi ng platform may conprise one or nore processors.
[0013] FIG | ? 2906038057 s a portion of a conputing system POU/USWS0289tg t o
an enbodi ment of the present invention. Processor 102 may issue conmands
and data to 20 nenory system 104 over bus 106. Menory system 104 incl udes a
menory controller 108 and o v ore.- bl ocks . 110( 1) - ( of nQn-volatile
nenory. I\/EEPB? cont FBPPeY &fﬁgl%ﬁéyﬁhqrg&&%gvlﬁﬁgl%gg%ﬁ%{p{ﬂ? gqv&errgos[s%cogalgr ess
i ndi cators, configure the control signals, and erform an. operati on

sel ect ed offuroder ﬁ%"@&k@’v&lﬁ @r(“N?’.lzg’ apgd cherge 5 J28p %8@3’0@2 6
[00141 Menory system 104 further includes volatile nmenory 122, power | oss
recovery oepincbidedlip-flops, randony adcass hemory B AM)1arerthes valatitestorage thet isget 128,
Vol atile nmenmory 122 may include flip-flops, random access nenory (RAM or
ot her vol apérkicteft durtngeoinenloss.SBlvoks 1 jfendinohaolatikmemgrypiemay dstudeHoocks 110
and non-volatile nenory 126 may include, for 5 exanple, FLASH nenory,

EEPROM 5 EPRMplé, #1/ANTR g 810r¢, ERERGNM! EPROM, YerrdiiasRtic @f%\ﬂgﬁeﬁﬁ 0 pNase-
Chal cogeni de menory, polyner nenory, and/or the Tike. [0015] ring an

active wi ' [ ' recovery (PLR)
i nformati o%ﬁa}nggg‘{eglroggrqh%k\?gdg?‘%F%Hlﬁg'r’rg’r§ %Eﬁ%ﬁfﬁ%@fé@?&gn of a power |oss
condition, power |oss recovery controller 124 utilizes power stored in
charge sto 128,10 to w.ite the PLR infaormtion fromyvolatil ry 122
Lo non-vol M0t a5 28v¢ Bl Snetariop oF oo Bk APetghiE oot loss BeBi,
controller 124 copies the PLR information )

(PLR) information is stored in volatile memory 122. Upon detection of a power loss

condition, power loss recovery controller 124 utilizes power stored in charge storage 128

10  to write the PLR information from volatile memory 122 to non-volatile memory 126.
Upon return of power, power 1oss recovery controller 124 copies the PLR information
back to volatile memory 122 from non-volatile memory 126. PLR information is used by
software operating on processor 102 to track progress of active operations to selected ones
of blocks 110 such that if poWer is lost during an active operation the operation can be

15 completed or backed out of upon restoration of power. For example, PLR information
may include one or more bits that are set to indicate an active write operation and that are
cleared to indicate completion of the active write operation. Additionally or alternatively,

PLR information may include address information related to the active write operation.

[0016] Charge storage 128 may include one or more capacitors. The number of bits of
20 PLR information available is limited by the charge stored for copying these bits to non-
volatile memory after loss of power. Charge storage 128 may also provide power to
volatile memory 122 until the power loss recovery information has been stored in non-
volatile memory 126. Additionally, upon return of power, software operating on processor

102 may check the power loss recovery information stored in volatile memory 122 and

4



back to volatile nmenory 122 from non-vol atile nenory 126. PLR information is
used by soft ting on processor 102 to track progress of active
oper at i ons towgfe g@%?ﬁones of blocks 110 such that if powB¢T/U§2004e289%uri ng
an active operation the operation can be 15 conpl eted or backed out of upon
restoration of power. For exanple, PLR information nmay include one or nore
bits that agg | Dk ' jots WelaNy-Telo i 1!

cleared to I ndi g?ﬂéﬁééo%"g?‘? %rﬁ%?éﬁhgg%gwggﬁt\?wl e&(E)) ée}rgté@?on. %edﬁv?%nal |y
or alternatqyel PLR.i nf orpation my, i.ncl ud ress infornati rel at ed
to the act i@%Seﬁ%qeth@n‘bﬁ‘éb&?%%&"’%@’@ﬁ'é’}l’l%ﬂeaﬁlégggﬁé%auf@? _aég ‘ﬁ%@‘i”r‘@?ﬁ de one or
nore capacitors. The nymber_of bits of 20 PLR information agvajl able,.is
linmited by YRSERtiORAY wéiﬁtsf Ehareg stozags 128 may he dutegrated 1o ihele 9@9%9* fikC%e ror y
after loss of power. Charge storage 128 nmay al so provide power to volatile
menory 122 omposing menpaysysténd §4,rmaasohedingide thepeskagingriiraemomesystemd04@ri n non-
vol atile nmenory 126. Additionally, upon return of power, software operating
on pr ocessomay Bdah emstnalvoatpohére ppovided By fos exsnplecanyorigihairequipiment st ored in
volatile nmenory 122 and 4 WO 2006/ 028657 PCTI US2005/ 028916 take appropriate
action to clggmfggt&ep(om?.r ect the interrupted operation. Miltiple power

| osses are handl ed by not clearing non-volatile nenory 126 until after the
interrupted operation is conplete. Charge storage 128 may be integrated
into a sing i ec Skl Je % 1S Mt Yiide ahd1si de
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include any type of information that is rewritten often that must be maintained upon power

10  loss. For example, PLR information stored may-include a current random number in é
security application where random numbers are continuously generated and the previous
number is used as a seed to generate the next random number. Other types of information
may include call timer information, session keys with a host server, most recent radio
settings, power loss recovery bits for data stored in another device in the system, the

15  present value of a monotonic counter and the like.

[0018] In one embodiment of the present invention, PLR information may include a
status bit that indicates whether the PLR information is in-use or idle. In the event that
power is lost and the PLR information is in-use, the contents of the PLR information
including the status bit is copied to non-volatile memory 126 where it is stored until power
20 isrestored. On power-up, if the sté.tus bit indicates the PLR information is in-use, the PLR
information is copied to volatile memory 122 where software can utilize the PLR

information to recover from the power loss event.



[0017] Vol atile nmenory 122 can provide fast wite capability, unlimted
cycling, and |ow energy wites. In one enbodi nent of the present invention,
PLR i nf or mat "§h2096(928637nc| ude any type of information that PeTUSRe0EHIseTs Of t en
t hat must be maintai ned upon power 10 | oss. For exanple, PLR information
stored may include a current random nunber in a security application where

random nunbers are contj nuous| enerated and the previous, nu r is used
as a seed nﬁ(wlgﬂener‘%llflpuﬁhgilq?gﬁtte%ragﬂ"(?&?ﬂten‘iﬂm?nt&‘h@”“f@%%ndﬁﬁt?qr@g?tnati on

may include call tiner information, session keys with a host server, nost
recent radivelatileanemeryd 22 mande nagss powenlpes fpcayerscongiollgnl 24. skusther pPoweknot her
device in the system the 15 present value of a nonotonic counter and the

| i ke. [ 00183ss kevovery combailtr 24 magibe tpart ofmement cantrobet 1080, FuphBy, noh-wolatitei on may
include a status bit that indicates whether the PLR information is in-use
or idle. | mndniiRy €XCmby bbhrt oPMéRIory Blotl&SIt1 02 THe idventidMisindt Bmifed iPMid S | n- use,
the contents of the PLR information including the status bit is copied to
non-vol gti l.g,gnoOry 126 where it is stored until power 20 is restored. On
power-up, it the status bit indicates the PLRinformation is in-use, the PLR
information is copied to volatile nenory 122 where software can utilize the

PLR i nf ' t t . 008/ 57
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part of nmenory controller 108. Further, non-volatile
106, such as Block Erase, Read Data, Read Status, and the like. The detection of power

loss may be performed during these other commands as well as or instead of during write

10  operations. The invention is not limited in this context.

[0021] Computing system 100 is intended to represent any number of computing and
communication systems, including, but not limited to, mainframes, minicomputers,
servers, workstations, personal computers, notepads, personal digital assistants, cell
phones, various wireless communication devices that may include one or more antenna(e)

15 112 and embedded systems, just to name a few.

[0022] FIG. 2 illustrates a power loss recovery flow diagram according to an
embodiment of the present invention. During normal system operation, power loss
recovery information related to a current operation, for example, a write operation, is
stored in volatile storage, block 202. A power loss condition is monitored for, block 204.
20 Ifapower loss condition is not detected, normal operation continues, block 202. Upon the
detection of a power loss condition, the power loss recovery information is copied from
volatile storage to non-volatile storage using a stored energy source, block 206. Upon

return of power, the power loss recovery information is copied from non-volatile storage



menory 126 may be part of nmenory bl ocks 110. The invention is not limted in
this 5 cont exy 21{09}%8%7” shoul d be understood that, in addition to a wite
operation, th Q2908 arious other conmands that may be | SETAF2WH/OPYTcessor
102 to nenory system 104 over bus 106, such as Bl ock Erase, Read Data, Read
Status, and the |ike. The detection of power |oss may be perfornmed during

these ot heko SRR L5agob Bl J0% S w0 BkERInY ir HKALRA oftely HAs BRERRILOTS,

The invention 1s not 1imfted In thi's context. nputi ng system 100 is
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wor kst ati ons, personal conputers, notepads, personal digital assistants,

cell phon various wrel es pmmuni.cati on devices that may. include one or
ror e ant onioiea) 1 58 sl ot O G SO IAELOR, YRIAEOR ST I8 B00521 i &
2 illustrates a power |loss recovery flow diagram according to an enbodi nent
of the predeler jopsaspevesninfonmatiny steadiia volafile sgaragmé fiastichpcked dodetempne if
recovery information related to a current operation, for exanple, a wite
oper at i 6n, anactiwt apeention way dterripted. sif so,ahepovidrdads r@@eryAnformetion Bspiedndi ti on
is nonitored for, block 204. 20 If a power loss condition is not detected,
nor mal operghbMolafieistoratRs If MdtOfdactdd octiR NThdiveriRhas hotdimigdd ia thigwer | oss
condition, the power |oss recovery infornmation is copied from volatile
storage to gpazvolatile storage using a stored energy source, block 206.
Upon return of power, the power |oss recovery information is copied from
non-vol atil e storage 6

[0024] In another alternate embodiment of the present invention, upon power
recovery, a determination is made if an active operation was interrupted. If so, the power
10  loss recovery information is copied to volatile storage. If not, no action occurs. The

invention is not limited in this context.

[0025] In another alternate embodiment of the present invention, upon power

recovery, software reads PLR information directly from the non-volatile memory,

eliminating the need to copy the information back to the volatile memory. Software may
15  clear the non-volatile memory after taking action to complete or correct the operation.

The invention is not limited in this context.

[0026) The operations referred to herein may be modules or portions of modules (e.g.,

software, firmware, or hardware modules). For example, the software modules discussed

herein may include script, batch or other executable files, or combinations and/or portions
20  of'such files. The software modules may include a computer program or subroutines

thereof encoded on computer-readable media.

[0027] Additionally, those skilled in the art will recognize that the boundaries between
modules are merely illustrative and alternative embodiments may merge modules or

7



WO 2006/ 028657 PCT/ US2005/ 028916 to volatile storage, block 208. Software
determnes if_an active operation was interrupted and if so, takes actions
to conpl ete OYO2MRS7 t he operation, block 210. [0023] | n PEAVUS2008/026916
enbodi mrent of the present invention, upon power |oss, the power |oss
recovery information stored in volatile storage is first checked to

determne i.f 5 an. actjve,operatj.on s.interrupted. 1{ so, the power |oss
recovery i WB?WiaBFF“PEVGC%ﬁ&@ M {601}1 ugeifo ﬁﬁ}’é’%g{é@}‘}f@e?o’i Fampe e act i on
occurs. The invention is not limted in this context. J0024] | n another

al ternate SMJYLES Risaussed horpia %Yé%eéwomawﬁtmte fub-giogHlep Eks execkieddery, a
determnation is made if an active operation was interrupted. |If so, the
power 10 mudiple compuenproedseasimiMoreover salicoptivelembodimicnts imay condringymultiple not |,
no action occurs. The invention is not Iimted in this context. 10025] In
anot her al tigstaneésoferfagituta Modafe drisabpiciu) tFurtheendre, thoselskilledioerart widicover y,
software reads PLR information directly fromthe non-volatile nenory,
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Sof t ware may clear the non-volatile nenory after taking action to

ver vol atile merory af tei action to
Contoxt . [ SRFoREheb BEARFREI OB fyptfnl e Setsloihed RENPERMER 10 T, o1
f dul f. fi L, har d dul . F | e,
Che' Sof t natbaRiloRESHerin SeeomsnRE MU RYSHINE ude Scri pt. bat oh or oL her

executable files, or conbinations and/or portions 20 of such files. The

sof tware nodul es may include a conputer programor subroutines _ .
[0028] Reéalizations in accordance with the preésent invention have been described in

the coﬁtext of particular embodiments. These embodiments are meant to be illustrative
10  and not limiting. Many variations, modifications, additions, and improvements are
possible. Accordingly, plural instances may be provided for components described herein
as a single instance. Boundaries between various components, operations and data stores
are somewhat arbitrary, and particular operations are illustrated in the context of specific
illustrative configurations. Other allocations of functionality are envisioned and may fall
15  within the scope of claims that follow. Finally, structures and functionality presented as
discrete components in the various configurations may be implemented as a combined
structure or component. These and other variations, modifications, additions, and

improvements may fall within the scope of the invention as defined in the claims that

follow.



t her eof encoded on conputer-readabl e nedia. [0027] Additionally, those
skilled in the art will recognize that the boundaries between nodules are
nmerely illustrative and alternative enbodi nents nmay merge nodul es or 7 WO
2006/ 028657 PCTI US2005/ 028916 inpose an alternative deconposition of
functionality of nodul es. For exanple, the nodules discussed herein may be
deconpos®AHAT IS ELAIMERISs to be executed as nultiple conputer processes.
Mor eover, alternative enbodi ments may conbine nultiple instances of a
particul ar nodul e or sub-nodule. Furthernore, those skilled in the art wll
5 recogni ze that the operations described in various enbodi nents are for
illustration .ons may be conbined or the functionality of the
operati otrlls mayqjg&ha g@ﬁf)ﬁgl#gd in additional operations in accordance with
t he |nvent| .on. 00 81 Real i zat ons.in 2 rdance.with the present vention
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enbodi nents are rreant to be illustrative 10 and not limting. Mny
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Accordingly, plural instances may be provided for conponents descri bed
herein as a sicogdre infosmatieeincRBaandaniest hatlowammier igonsated hyon sxcusty
operations and data stores are somewhat arbitrary, and particular
operations argpillchtist.rated in the context of specific illustrative
configurations. Other allocations of functionality are envisioned and may
fall 15 within the scope of clainms that follow Finally, structures and
functionality present ed as di screte conponents in the various

confi gur 3t | onﬁ,hga n%tho% asr c1te rr1] %?egmals ﬁ?rthceg rggllngrei‘gmg

storing the power loss recovery information in volatile storage during the active

operation.

3. The method as recited in Claim 2, wherein the storing the power loss recovery
information in the non-volatile storage comprises copying the power loss recovery

information from the volatile storage.

4. The method as recited in Claim 1, further comprising:
copying the power loss recovery information to volatile storage from the non-volatile

storage upon power recovery.

5. The method as recited in Claim 1, further comprising:
storing a charge prior to the power loss condition to provide power for the copying the

power loss recovery information to non-volatile storage.



structure or conponent. These and other variations, nodifications,

additions, and inprovenents may fall within the scope of the invention as
defined in the clains that follow. 8 WHAT IS CLAIMED IS: 1. A nethod
conprising: storing power |oss recovery information related to an active
operation in non-volatile storage in response to detection of a power | oss
condi ti 06, wh&hemethodespenited ih @3dim T, edeyen yhe attioe opé¢ration comapricte s bdoakur r ent
random nunber generated by a security application. 2. The method as recited

in G ai Madite dpetdtivarto GOARE nShNlatlt fehidey hitgy. power | oss recovery infornation
in volatile storage during the active operation. 3. The nethod as recited

in Caim2, wherein the storing the power |oss recovery information in the
non-vol atil e storage conprises copying the power |oss recovery information

fromthe_volatjle staorage.. 4. The.methqd as recited in Caim.1l, further
conpr 1 o1 A OB MRS B I QBN e SOTERY NPT P HRETFIGS or age
fromthe non-volatile storage upon power recovery. 5. The nethod as recited
i n d ai mintludegp statws bitdngieatiigrihe agivgrapagptian basrgeomplaied-t o t he power | oss
condition to provide power for the copying the

8. The method as recited in Claim 1, wherein the power loss recovery information

includes one or more address bits of the active operation.

9. The method as recited in Claim 1, wherein the power loss recovery information

includes a status bit indicating a completion status of the active operation.
10.  The method as recited in Claim 1, wherein the power loss recovery information
includes information that is updated frequently during normal operation and that must be

retained upon the detection of the power loss condition.

11.  The method as recited in Claim 1, wherein the non- volatile memory includes a

flash memory array.

12. The method as recited in Claim 1, wherein the non- volatile memory includes a

polymer memory array.

13.  The method as recited in Claim 1, wherein the non- volatile memory includes a

phase change memory array.

10



power | oss recovery information to non-volatile storage. 9 6. The nethod as
recited in daim1l, wherein the active operation conprises a block wite
operation to a large non- volatile nmenory array. 7. The nethod as recited in
Claim1, wherein the power |oss recovery information includes a status bit
indicating the active operation has not conpleted. 8. The nethod as recited
in dai m4, wibk¢ eiathddnas pewed ih ddsinr é¢ wehiey comberinptutidizing thel pookes losse or

nore address bits of the active operation. 9. The nmethod as recited in daim

1, wher ejddo¥di§ infoM@dtionas %oﬁl?&%/t% et efifoh @Pon b RGLHAGARvest at us bit
i ndicating a conpletion status of the active operation. 10. The nethod as

recited in daim1l1, wherein the power |oss recovery information includes
information that is updated frequently during normal operation and that mnust

be retaiped on the detection,of the power |loss condition. 11. The net hod
25 rect s bt 1 nES eHHon, SEQIRS R GIRE YRS PavFicligy (PepYRRH GRiGEmaHon | ash
menory array. 12. The nethod as recited in Caim1, wherein the non-
vol at i | eisrreatbdtigectlyidtontthe nen- pelptflepremmessiory array. 13. The method as recited
in Caiml, wherein the non- volatile nenory includes a phase change nenory
array. 10 14. The nethod as recited in Claim1, further conprising utilizing
t he power | oss

16.  The method as recited in Claim 14, further comprising copying the power loss

recovery information to volatile storage from the non- volatile storage upon power

recovery prior to the utilizing the power loss recovery information.

17. The method as recited in Claim 1, wherein the active operation is a format

information write operation.

18.  An apparatus comprising:

volatile storage to store power loss recovery information related to an active operation;

non-volatile storage; and

a controller to copy the power loss recovery information from the volatile storage to the
non- volatile storage upon detection of a power loss condition; wherein the power
loss recovery information includes a current random number generated by a

security application.
19.  The apparatus as recited in Claim 18, further comprising:

a charge storage to store a charge prior to the detection of the power loss condition, the

charge to power the controller during the power loss condition.

11



recovery information to conplete the active operation upon a return of

power. 15. The nethod as recited in Caim1l4, wherein the power | oss
recovery information is read directly fromthe non- volatile nenory. 16.
The nethod as recited in Claim14, further conprising copying the power | oss
recovery information to volatile storage fromthe non- volatile storage upon
power rtovelle sppamtustas reditedun iQlaim Hy theheonproller furtberstorcopy vheer gpowanflessnat i on.
17. The method as recited in daim1l, wherein the active operation is a
format ideodveiyraifommativhi toethopelatild SiBragd Fronfitheap@aradlatiie Gwide Gpongpowed! atil e
storage to store power |oss recovery information related to an active

oper ati ofeovepPn-vol atile storage; and a controller to copy the power |oss
recovery information fromthe volatile storage to the non- volatile storage
upon detection of a power |oss condition; wherein the power |0ss recovery
infornation i ncl udes a current randon1nunber generated by a security

i caty Th t th
har g6 st br aghs BRI COLrEHE 4o CHpf | fihdrvla THE pERNS tperdion FUORRR |ose

condition, the charge to power the controller during the power |oss

condi t i obloc mrlge()opequﬁ@né@aé?ra@ 0en-a@latde megwry #1®-ai m 18, the control | er
further to copy the power |oss recovery information to the volatile storage
fromthe non- volatile storage upon power

22.  The apparatus as recited in Claim 18, wherein the power loss recovery

information includes a status bit indicating the active operation has not completed.

23.  The apparatus as recited in Claim 18, wherein the power loss recovery

information includes one or more address bits of the active operation.

24.  The apparatus as recited in Claim 18, wherein the power loss recovery

information includes a status bit indicating a completion status of the active operation.

25.  The apparatus as recited in Claim 18, wherein the power loss recovery
information includes information that is updated frequently during normal operation and

that must be retained upon the detection of the power loss condition..

26.  The apparatus as recited in Claim 18, wherein the non-volatile memory includes a

flash memory array.

27.  The apparatus as recited in Claim 18, wherein the non- volatile memory includes

a polymer memory array.

12



recovery. 21. The apparatus as recited in Caim18, wherein the active
operation conprises a block wite operation to a |large non- volatile nenory
array. 22. The apparatus as recited in Caim18, wherein the power | oss
recovery information includes a status bit indicating the active operation
has not conpleted. 23. The apparatus as recited in Caim18, wherein the
power | ax$s renieyvappyaratuflf & Feditednin rClaisgier8, On@erein MhE ep@disdr s Ricbgerpf the
active operation. 24. The apparatus as recited in Claim 18, wherein the

pover | Qsfrh8FRYE ¥ed looRipIBE k}%rhc{i{)&l)]%@%rﬁlf%h%tﬂéﬁmpbfpé\%}l cating a _
conpl etion status of the active operation. 25. The apparatus as recited in
Cl aim 18, wherein the power |oss recovery information includes information
that is updated frequently during normal operation and that nust be

retai ned, upon_the detection of, the power |oss conditjon.. 26. The apparatus
as recit¥d i nlhSAWPALS, asiREtes in GlAE Adnw et the BOWETOSY rGca¥siydBiormatien ash
menory array. 27. The apparatus as recited in Caim18, wherein the non-

vol at i | ensadtroroplete thedsive apgretigmisirearedimactly dronathe no- PPatil€meenagpar at us as
recited in Claim18, wherein the power |oss recovery information is used to
conpl ete the active operation upon a return of power. 29. The apparatus as
recited in daim27, wherein the power |oss recovery information wused to

conpl et & he At dnfGrAReietdcAf P Cifad1 8l WRGLIYhE -8R ¢ BFerdQsk is/2!idhnid: ©

menory.

information write operation.

31. A system comprising:
a processor; and
a memory device coupled to the processor, the memory device comprising:

volatile storage to store power loss recovery information related to an active
operation;

non-volatile storage; and

a controller to copy the power loss recovery information from the volatile storage
to the non- volatile storage upon detection of a power loss condition; wherein the power
loss recovery information includes a current random number generated by a security

application.
32.  The system as recited in Claim 31, the memory device further comprising: a

charge storage to store a charge prior to the detection of the power loss condition, the

charge to power the controller during the power loss condition.

13



30. The apparatus as recited in Caim18, wherein the active operationis a
format information wite operation. 31. A systemconprising: a processor;
and a nmenory device coupled to the processor, the nenory device conpri sing:
vol atile storage to store power | oss recovery information related to an
active operation; non-volatile storage; and a controller to copy the power
| oss rec3dier yThedystemahs edstittd inOlildiey YQIthé torrodlep fidgRr td GopyhehenNswerUsdsat i | e
storage upon detection of a power |oss condition; wherein the power | oss

[ €COVer Yrob el fREbixHRichYE! HESRIAMICHEARR R WIOHR MRl IERRIALSH B

security application. 32. The systemas recited in Ca m31, the nmenory

devi ce frté(r:évheer conprising: a charge storage to store a charge prior to the
det ecti o Of Yhe power | oss condition, the charge to power the controller

during the power |loss condition. 13 33. The systemas recited in Caim 31,
the controller further to copy the power |oss recovery information to the
vol atil e storage fromthe non- volatile storage upon power recovery. 34.
The syst¥m asThesgyisteedas mci@ldan18iin 3 vvéreedin thehastisie bparatiapesmprissn abboepr i ses a
block wite operation to a |large non- volatile nenory array.

write operation to a large non- volatile memory array.

35.  The system as recited in Claim 31, wherein the power loss recovery information

includes a status bit indicating the active operation has not completed.

36.  The system as recited in Claim 31, wherein the power loss recovery information

includes one or more address bits of the active operation.

37.  The system as recited in Claim 31, wherein the power loss recovery information

includes a status bit indicating a completion status of the active operation.

38.  The system as recited in Claim 31, wherein the non- volatile memory includes a

flash memory array.

39. The system as recited in Claim 31, wherein the non- volatile memory includes a

polymer memory array.

40.  The system as recited in Claim 31, wherein the power loss recovery information is

used to complete the active operation upon a return of power.
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35. The systemas recited in Caim31l, wherein the power |o0ss recovery
information includes a status bit indicating the active operation has not
conpl eted. 36. The systemas recited in Caim31l, wherein the power |oss
recovery information includes one or nore address bits of the active
operation. 37. The systemas recited in Caim31l, wherein the power |oss
recover y4i.nf orThatsy9ém Asnfdcite®sn alain@t3us whictein Nk aativengperaternid at fodnatst at us
of the active operation. 38. The systemas recited in Caim31, wherein the
non- vol gl : poncludes a flash nenory array. 39. The system as
recited ?ﬁbé&ﬁ&%@ffg%ﬂgﬂ%&?n the non- volatile nmenory includes a polyner
menory array. 40. The systemas recited in Caim31l, wherein the power |oss
recovery information is used to conplete the active operation upon a return
of power. 14 41. The systemas recited in Caim31l, wherein the active

oper at i off2i s &h¢ systemr as repitsd AmClam . ifighes semprisig, angntenpg coupled dorthgs
recited in daim31l, further conprising an antenna coupled to the

pr ocessoprocdssor.
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