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enjoyed little to no useful consolidation, reliability, or ease- of - access,

| eavi ng medi cal professionals, 15hospi ls. clinics, and even insurance
conpani es Wi th many i ssues, B L 1 medi cal i nformation,

uncertainty of diagnosis, |lack of standard, and a slew of other related

pr obl ens. Refers One 9 thE cE.aI | enges facing those in the nedical or
related a o e at rces of information, the great anount of

information from each source, and consolidation of such
5 This application claims priority to U.S. Patent Application No. 61/379,228, by Ansari et al.,

entitled “MEDICAL INFORMATION NAVIGATION ENGINE (MINE) SYSTEM?, filed on
September 1, 2010.

Field of the Invention

The invention relates generally to medical information engine, and particularly to

10 management and consolidation of medical information.

Description of the Prior Art

Despite rapid growth of innovation in other fields in recent decades, the world of medical
information, including patient medical records, billing, and a host of other information, has enjoyed
little to no useful consolidation, reliability, or ease-of-access, leaving medical professionals,

15 hospitals, clinics, and even insurance companies with many issues, such as unreliability of medical
information, uncertainty of diagnosis, lack of standard, and a slew of other related problems.

One of the challenges facing those in the medical or related areas is the number of sources ~of

" information, the great amount of information from each source, and consolidation of such
information in a manner that renders it meaningful and useful to those in the field in addition to
20  patients. Obviously, this has contributed to increased medical costs and is perhaps largely attributed
to the field suffering from an organized solution to better aid the medical professionals, to better aid
those requiring more reliable patient history and those requiring more control and access over such

information.



information in a manner that renders it neaningful and useful to those in
the field in addition to 20 patients. Cbviously, this has contributed to
i ncr easedwordi2oglioseosts and i s perhaps |argely attribut edTtus2athesdiogel d
suffering froman organi zed solution to better aid the nedica
professionals, to better aid those requiring nore reliable patient history
and those requiring nore control and access over such information. WO
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medi cal professionals over the years, there is no netho uni versally

tracki ng @%&8&‘?‘5?&ﬂ%tréaﬁgﬁack%g?éég%%ndaﬁénﬁStﬁéuéﬁ’n% A)P&(?riptlghsagm ki deﬂmﬁdem nders

the job of "I nsurance conpanfes in U 81 erm nat i ons,

physi ci ang maki.ng deci sions that.direct ct the h Ith of the patient,
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have t he Seneflt of the requisite information, not to nention the patient.
Further, 0§&io8s Qewﬁ?tlmmmthp health af the,patighis andbprpitalp andndies medisph instifptions
associated with patient identity in that due to the exposure of a patient
t o var Poudhereinleriy rely bygioinat haya e pensfieaf deaenmuisye lasmatidnenay wapentigmiie t he
possibility of various ways of identifying the sane patient, patients'
records apaiedi0i dentity are oftentimes conpromnised, creating a slew of
probl ens both for the patient as well as those treating the patient.
Further, pri vatuthefthéae papiobRins th theairieht niediR@lrsgligerh thatdé assatiatedilhypatient | abl y
mai nt ai ned, as there are too many cases of health record conprom ses.
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those treating the patient.

Further, privacy of a patient’s health records is not currently reliably maintained, as there are
too many cases of health record compromises. Additionally, patient control of access to medical
information is nearly nonexistent. Additionally, secure and remote access of medical information is

15 currently lacking.

Therefore, what is needed is a method and apparatus for managing medical information in a

manncr that is beneficial, reliable, portable, flexible, and cfficiently usablc to those in the medical

field, including patients.



SUMVARY OF THE | NVENTI ON To overcone the limtations in the prior art
descri bed above, and to overcone other limtations that will becone

appar ent wpanizageng and under st andi ng the present speecfriusatilomios he
5present invention discloses a method and a correspondi ng structure for
transacting nmedical information. Briefly, a nmethod of transacting
medi cal information is disclosed to include receiving nedical informtion
froma nedical sources, identifying, mapping, and consolidating the

recei ved nedical information by a back-end nedical processor, presenting

access to specific relevant. dahfiaRORRseE: NVENTYSRY ' S security privileges,
within the identified, mapped, and consolldated nedical infornmation, based

on user-specific functions or roles by a front-end nedical processor, and

generating usefy GERbmhg ftlilASRIR Eiﬂnopﬁfjdegcfi‘ilbed 0L TR th B0erdothedht J{% purality of

users, with at. least a portion of e user custom zZe rocesse nedi cal

|nformat| |dedtoech of L he of u nlts
ol evancy THAEE R BAENB5E gk E0p e B upiot uRarSES o lEREE

associ ated 15secur.i ta; i vil eges. Qese and ot her Obj ect s, and

advant 3ge&" s PRetp ﬁfﬁ)ﬂsfscﬁ{“ qdjand, g, cqpessRoRd B RErc fprireaning ecdicibs e skil | ed
inthe art after having read the followi ng detail ed description of the
pref er r ed oB8®ents illustrated in the several figures of the drawing.
IN THE DRAWNGS Fig. 1 shows a nedical system 10, in accordance with an
enbodi ment of Briedy,amethodiod tiansacting medical information is disclosed to include receiving

medical information from a medical sources, identifying, mapping, and consolidating the received
medical information by a back-end medical processor, presenting access to specific relevant data,

10 based on a user’s security privileges, within the identified, mapped, and consolidated medical
information, based on user-specific functions or roles by a front-end medical processor, and
generating user-customized processed medical information to a plurality of users, wiéh at least a
portion of the user-customize processed medical information being provided to each of the plurality
of users based on its relevancy to each user’s specific function or role and each user’s associated

15 security privileges.

These and other objects and advantages of the invéntion will no doubt become apparent to
those skilled in the art after having read the following detailed description of the preferred

embodiments illustrated in the several figures of the drawing.



Fig. 2 shows further details of the MNE 12 of Fig. 1, in accordance with
an enbodi nent of the invention. 5Fig. 3 shows an exenpl ary enbodi nent

i mpl enentwogotsi1esgst em 10 usi ng vari ous devices. Fig. 2Czhsesiihsrivher
details of the system 10, in accordance with an enbodi nent of the

i nvention. Fig. 5 shows a bl ock diagram of the indexing,

queryi ng, and searching functions of the 10M NE 12, in accordance with a
nmet hod of the invention. Fig. 6 shows a bl ock diagram of the query nodul e,
in accordance with an apparatus and/ nethod of the invention. Fig. 7 shows a
bl ock di agram of the relevant bl ocks/functions of the presentation nodul e
of the nmodule 30 of Fig. 2. 15FillJTHE BRAWINGSrt her details of the nedical

| exi cal searﬁp engi ne 310, in accordance with an enbodi nent and net hod of
the inventi ont '&F %wgagﬁm Sy h&rin 2reprdpce with ap gebadamet R g REpions ear ch
engi ne 320 of Fig. 5, in accordance with an enbodi nent of the invention.

Fi gs. 10-19 shigw shaws futhersietafi@of tROMINE AP ofBi@r ln dcesidhiics withian ambadislamice W t h
exenpl ary 20er]i?odi mapts of the invention. Fig. 20 shows further details of
the visualizer F0T '8 accordance with an enmbodi ment of the invention.

5 Fig. 3 shows an exemplary embodiment implementing the system 10 using various

devices.

Fig. 4 shows further details of the system 10, in accordance with an embodiment of the

invention.

Fig. 5 shows a block diagram of the indexing, querying, and searching functions of the

10 MINE 12, in accordance with a method of the invention.

Fig. 6 shows a block diagram of the query module, in accordance with an apparatus

and/method of the invention.

Fig. 7 shows a block diagram of the relevant blocks/functions of the presentation module

of the module 30 of Fig. 2.

15 Fig. 8 shows further details of the medical lexical search engine 310, in accordance with

an embodiment and method of the invention.

Fig. 9 shows further details of the MATRIX concept search engine 320 of Fig. 5, in

accordance with an embodiment of the invention.

Figs. 10-19 show various screen shots of search results, in accordance with exemplary
20  embodiments of the invention.

Fig. 20 shows further details of the visualizer 201, in accordance with an embodiment of

the invention.

Fig. 21 shows a computer display or screen shot of reconciled data, in accordance with an

exemplary output processed by the visualizer 201.



Fig. 21 shows a conputer display or screen shot of reconciled data, in
accordance with an exenplary output processed by the visualizer 201.

DETAI LED WB3CR/BTISON OF THE PREFERRED EMBCODI MENT PC/ush@ 1fosi1boW ng
description of the enbodinents, reference is nmade to the acconpanying
drawi ngs that forma part hereof, and in which is shown by way of
illustration of the specific enbodi nents in which the invention nay be
practiced. It is to be understood that other 5 enbodi nents may be utilized
because structural changes nay be made w thout departing fromthe scope of

t he i nvention. Referring nowto Fig. 1, nedical system 10, in
accor dance wi DPETAl ESWDESTRERHTON OFt THE PREFERRE EMBQDIMENTEmM 10 is shown to

i nclude nedical source 14, a nedical infornation navigation engine (M NE)
12, and nedi cgld lﬂleiH?Bés@ﬁpt%ﬂ%?f{lg%ﬁ]%%c(iﬁlalﬁg réekRdeli€Madlo R BldnRfying

10" out put” or "medi cal "output") . The nedi cal source 14 are shownto
i ncl ude apwalgeaial PRtha pheRtdr, 4rRGR Wich BHRIwWA By w iHGtrafiGAd il dpBdife mat i on
exchange (H 22, and a picture "archiving and comuni cati on system ( PACS)

24. The Mhblichéntd B wHXBWRe i CenltiBf hidflBe padiREL A€ R 1d Be uiteRROH HRDGMERdI cal
processor 16, and a front-end nedical processor 15. "Medical information”,

as used b@b&liMents @hyEbSutllifePiR¥aReahichirdl Shal&dndyHeMAaR W@t depelingdidng 15but
not limted to patient nedical records, patient entered infornmation, care

t eam ent gfeQ6bpe BF ME fMLAA, heal thcare device generated infornmation, and
billing information. The source 14 generally provides various nedical

information trettdigg MNG Hg. 1, FelicaX £0, irt 8orEhiiRe Wi aRRRhbeHmeRGR HIRY
provi de informati on such as medical records and billing, the HE 22 may

provi de iREQIABIhONsEMAD ifshoWRM Hdludd BEREMSourNd, 4 MediBAGTordhidRY Pprovi de
20i nformati on such as di agnostic imging and reports. The nedi ca

i nf or mat h@lgEeneMRI(MINE) 12MV8hERedTBY indSmABSH:oRfunerd @Bb rd@érrc@né hdrkiRas OF
i ndi vidual s, such as patients, clinics, nedical institutions,  health

or ganozatsu@put” @¥ehedio oRtpley 1 MEMicGddichBloaice 14 Bakhdivn SR IidehReRBEd@N that is
provi ded by the processor 15 of MNE 12 and t hat

health record (EHR) 18, EHR 20, health information exchange (HIE) 22, and a picture archiving

and communication system (PACS) 24. The MINE 12 is shown to include interface 13, a back-

end medical processor 16, and a front-end medical processor 15.

“Medical information”, as used herein, refers to any health-related information, including
15 but not limited to patient medical records, patient entered information, care team entered

information, hcalthcare device gencrated information, and billing information.

The source 14 generally provides various medical information to the MINE 12. For
example, the EHRs 18 and 20 each may provide information such as medical records and billing,
the HIE 22 may provide information such as medical records, and the PACS 24 may provide

20  information such as diagnostic imaging and reports.

The medical information consumers 17, which may be made of a host of entities or

individuals, such as patients, clinics, medical institutions, health organization, and any other

medical-related party, use information that is provided by the processor 15 of MINE 12 and that



can, by way of exanple, consist of patients, nedical systens, nedical
organi zati on adm ni strators, nedical researchers, and/or UR users. For
exanpl e. weent2om3sisom zed processed nedi cal information PsTaSeMiLdedoby t he
processor 15 to a nunber of users within the nedical information consuners
17. In this case, the processor 15 generates user-custom zed processed
S5medical information to a plurality of users, with at |east a portion of
t he user-custom ze processed nedical information being provided to each of
t he users based on the rel evancy of the portion being provided of each
user's specific function or role and each user's associated security
privi | egem, byiirey giresarepls.aonsdd of patiestomedentxystcms miedjcal avgrewason denti fi es,
maps, and consolidates 10nedi cal information, received fromthe interface
13, and udyigistratprs, meticl restarabers, @ader BERewsers. nés esxanple asmrebitemizbdprocayspdd
information. In sone nethods and enbodi nents, information that is extracted
f r om i magedicalinfomupgiedistpoovided dp de rexessbt 1 50b amembertof gseey Widlsn themakdicehg, at
| east in part, processes docunent and converts theminto formats that
al | ows f offorqutiokcosgamechinin thscasstha ploegsge 16 gbtesattsi user-cobtontized pwngssed 15The
information in the MNE 12 is encrypted and secure to ensure privacy of
sensi Bi veediediidatmatinh toraplaralin of users, with at 1¢ast apraéonsifdwdisthastomine sour ces 14
of Fig. 1 includes nerely some exanples of the sources that conmunicate
Wi t h t he pivke¢gEediRedanatiinfdmasticotbiemg pswirded esgack oighmuses batedos therelehmncy pethe, ar e
contenplated. Simlarly, the output 17 may be used by those or entities not
di scussedortien bdimg FOVded dfleach uaerss spemfiefupdtmn edrodemhdwirdhhiser's hsogaepe and
spirit of the invention. The interface 13 serves to receive
i nf or mat swnaritytpavildges.i n vari ous forns, such as but not linmited to text,
html, CCD, CCR HL7 and any other type or formatted i nformation. The
i nterface 13 theamoqessow | essoms embedipenis.andeaessdanfien thaps andfopsaittenn, as
needed.

10 medical information, received from the interface 13, and tags this information, and determines to

reconcile the tagged information. In some methods and embodiments, information that is
extracted from images is tagged to enhance recall of search queries. Indexing, at least in part,
processes document and converts them into formats that allows for quick searching across a large
collection of documents.

15 The information in the MINE 12 is encrypted and sccure to ensure privacy of sensitive
medical information.

It is understood that the sources 14 of Fig. 1 includes merely some examples of the
sources that communicate with the MINE 12 and that other sources, known to those in the field,
are contemplated. Similarly, the output 17 may be used by those or entities not discussed herein

20  but that are contemplated and within the scope and spirit of the invention. |

The interface 13 serves to receive information that is in various forms, such as but not

limited to text, html, CCD, CCR, HL7 and any other type or formatted information. The

interface 13 then provides to the processors 15 and 16 information, as needed.



The processor 16 receives sone of the nedical information that the
interface 13 processes and perforns certain tasks to process it, such as

i ndexi ng,weenmniias2et a-t aggi ng, and reconciliation. | neexiusgoiakass
processed docunents and converts theminto formats that nmake it easy to
qui ckly search across a |arge collection of docunents. Semantic

net a-t aggi ng enbeds 5information into the nedical information that is

rel evant thereto and that can be |ater used to search for certain
information for the purpose of reconciliation and search, anong nany

ot hers. ‘ One aspect of consolidation, reconciliation and

dedupl i cat i onThequsprsssar | Greeatves seme of themeditahpfomatieahatdegintefage I8nt  medi cal
records, such as, nultiple records for the sane individual appearing as

t hough t RE@CesesEnE Berfaras ¢asmindasks tor pepdess ik duahiag gexing semailtic inshaetagizing avd enent s
that are 10 recorded simlarly but slightly differently in the different
sour ces. recpncilitign. cladexing thles progessedsdocumenty and oiverethemtetp farmatsiket oxlisit bel ong
to a single individual or are the sanme data and just recorded differently
and aut ofisy tCHHigkly waieB atrpyatiarge edllesrionPhdoqyaenienBermntia mgadpegife anthsdsyst em 10
may al so manual ly performreconciliation. Wether or not reconciliation is
per f of medfergageniaietthgyaerdic ipferarptemihptdgirelsyant Herqy addha ean bedaten SThE processor
16 outputs the indexed, pag?ed and reconciled information to the processor
15. The POFEJwIsHin ddraatoelonthgenwess df zespnailintian dnd gerchamodemany ethes. each
are provided bel ow. The processor 15 perforns certain tasks on the

i nfor mati on pPeAseRsHofispnohdationt repangitiation3ing defluplicatipn, @eresdbyrrefes to whi ch

i ncl ude query, search, presentation, and quality checking. The output of

t he pr oc&sying phredyndapiepatient pigdicalfreqords. SvEINES. mpltipigrreesudsdiot the amedodivigduall NE 12,
t hrough the processor 15, in sonme _enbodi nents and met hods, invites nmenbers
of a medPRPSRINERS dhopghnthe fesordppng fordiffgrent dnhvidualsonimudyipdi data qlesmangscthat are
user-organi zed care teans. Querying, as perforned by the processor
15, il t Frsotded similgrin byt plighdy ¢idferendy inrib%%/l,fferantfspwée% e thisaes {he precgssrnl User |,
(i.e., aquery without any restrictions on the structure) - and converting
Lhe 11 ee e g7y tiar e rorpids ienidnasingls il erre e smes lattigrins Tesuigh as

Medi cal hgéical Search Engi ne and t he MATRI X gwbdical Application

Ter mi nol Siksrepidy apd; zx(g}?gﬁxflﬁxlly ﬁa@xyd@ﬁlae@thhe patient or a user of the system 10 may also

manually perform reconciliation. Whether or not reconciliation is performed is advantageously
determined by the processor 16.

15 The processor 16 outputs the indexed, tagged and reconciled information to the processor
15. The foregoing tasks are a generalization and further details of each are provided below.

The processor 15 performs certain tasks on the information provided by the interface 13
and the processor 16, which include query, search, presentation, and quality checking. The
output of the processor 15 is the output of the MINE 12, or output 17.

20 The MINE 12, through the processor 15, in some embodiments and methods, invites
members of a medical care team to join it thereby allowing distributed user-organized care

teams.



5Search Engi ne. using a sophisticated query processing engine optimzed to
work with nedical queries. The results of the search engine are sent to the
pr esent atwonroyspisay pl anner - which deci des the nost relCexsedallpsasent ati on
given the user's organization and role (e.g. the provider, search query
program a healthcare adm nistrator, a study adm nistrator, and the
patient). The presentation di scussed bel ow, receives such information. In
sonme enbodi nents and met hods, 10t he nedical information or user information
is processed to suggest relevant queries. Search, as perfornmed by
t he processor 15, is built around the concept of Zero-dick Rel evance - or
the ability tQuegstg, aopaformedisy thepevasdr 150§ the abilityan renivacs o1pui, a fiehtext
heal t hcare systemrequires by typing in just a single query. The search
engi ne, wierhifrenthesepficcesisay Withputpey festrintiong oh ke sgeaneh- asimonvesaw tha
i ndexi ng and searching, as will becone apparent shortly. Optionally,
15sear chfreetsxi querynsty ciremamsis tr @ mpdiealbeukdiedginatsoch dsiMealiqabk¢xycapSeagphans. | n
sonme enbodi ments, searching involves determ ning presenting (also referred
t o her ei Bngse andrtim/MAITRYX {Medi e dppliwtigp Eainfriolpgy ektionshipdadeX) Kagesgt on a
search query, the patient, and the user's specific function and/or role and
secur Bt y Spar¢h/firginge ssingha sepbisticatogd goerywracksing ehginoeptiputed 19 warkdvigeedi¢al y
privileges are either determ ned by the MNE 12 or by the patient'or both.
| nf or mat Aeamies. Tt adesd! the sedneh dvighE aRGeR o thy presentation display abnment-prich14, in
sone enbodi nents, is searched by the processor 15. The upl oaded i nformation
may i ncl detedes Heoraserelevant prgedmtagion biven thotiser’s pigawidatiop and wiass.gpiis pyvidencor ds,
and i mages. Such user-uploaded information is routed automatically to the
out put 1¥earchgjuers @eiwehm, a healthcarSadreinpges  studif adnkiisisaten; oid the patinofly Bhescussed
rel evant to an exanple. Assum ng, by way of exanple, that general
practiti prresntabpn diSissed belowergcqeasisedhtinfogustinn. Shrsome emhedimants endohetherts, of chest
pai n. Joan has brought several ACCDs and a 600-page pdf file of her chart.
She His deeredigaldnfornasiongr uer influmakegs posasBdrio sugdeshrelgvant ayprigsi al i st whose
charts are in a e-Mds, and has visited 5 the emergency room Dr. Smith uses
t he search ofSeatsh, asgpifgmsd hethspasessan! Seivibo i aveund shegongepeof 4evehtitton to
efficiently assenble the relevant information he needs. Dr. Smith selects
Joan Sarrﬁrséwéegerh@hmhl@w%etml tp redgvantifarmatipm preegitor dn e dgalthegrpagtenpai n* n
t he search bar of a screen

requires by typing in just a single query. The search engine, within the processor 15, performing

the search comprises an indexing and searching, as will become apparent shortly. Optionally,

15 scarch results may be sccurcly embedded into third party programs. In somc embodiments,
seérching involves determining presenting (also referred to herein as “providing”) access to
specific relevant data based on a search query, the patient, and the user’s speci'ﬁc function and/or
role and security privileges. A user may be within the output 17 and security privileges are
either determined by the MINE 12 or by the patient or both. Information, uploaded to the MINE

20 12, by users, such as output 14, in some embodiments, is searched by the processor 15. The
uploaded information may include information such as but not limited to status posts, records,

and images. Such user-uploaded information is routed automatically to the output 17, as needed.



presented by the M NE 12 (exanples of such screens are shown in subsequent
figures herein). He is presented with relevant |ab results, such as CKMB
and Anul a®e,20rai3ensant di agnostic 10results, such s EKG aou/usb@sinsddos scan,
and all progress notes and consult reports in which concepts relevant to
chest pain, |like "GERD' and "Holier nonitor"”, are nentioned. Two distinct
types of searches are conbined, in accordance wth a nethod and enbodi nent
of the invention, to retrieve information nmedically relevant to Joan's
conplaint: 1) Lexical search, whre text in the patient record is searched
for occurrences of the search term its variants and synonyns; and 152)
Medi cal concepmesaspactsiof thetseareh atanaw tiseussed selenadi toah kyanmdd. adssuiming, iyheaysear ch
termis retrieved. Medical concept search finds relevant structured data
wi t h st antkxeapizebateoersd prastidenenBr. Safithiseswipreent, doan Sample, hessudomplaige€h as
progress notes, which include terns nedically related to the search term
| n Joan' Shestepsiin. Jaanshas brokglit severat REEDspad n600-page pdifile ofhehBhdrialShe basiseen and a
reference to a chest CT scan. Accordin?ly and advant ageously, the Lexical
and Medi eatliolveticwhn ussellexerna @l G:b spddialist Srhosenatarts are by maMDsnansihes Visitad
probl em by returning information in the chart nost relevant to Joan's chest
pai n €onplegmargengrupeelr. Smithsisesshasetyroll pitbnvasious methpdseand ambedimants off e ussed
shortly, presents a united view of Joan's history by reconciling and
de- dupl i duettien teeffisientfyragsemble the pslevany dnferowgon heneedsyPh8mith skdestsdneh descri bed
differently. Redundant data is automatically reconciled even if it is
descr i bedampl¢ fethe patgigntjgyd efitdrs the shmira) cerient tehsst pain” n thepearslebaraf i egicenas
performed by the processor 15, is displaying health information to the
request i AEgsAsdbyithe MINFI2 teraroplesed sechscreens arphbwn ingfubselpenk §ewrpcherai mi zes
t he anmount of S5neani ngful information delivered based on the interpreting
t he i nt efie iotresepiad wyk Feleyartrlgb reqqita) suehyas e Riand) Amulass eoleaptdienpstict he
processor 15, is checking of the quality of medical information provided by
vari dlls &sutscrish s EKE ang G%Sb@T soan, a3 atl peogpeat pasestand censplyepoiteid Whigha, and
unstructured data, in a Wki-like mannered setting whereby the users can
hel p mai RANSEHS Bhyant et @ainhitked GERDT \and Holier opkarT -oe mendigned, davo distimct
foregoin?ptasks, performed by the processor

y

es of searches are combined, in accordance with a method and embodiment of the invention,

to retrieve information medically relevant to Joan’s complaint: 1) Lexical search, whre text in

the patient record is searched for occurrences of the search term, its variants and synonyms; and
15 2) Medical concept scarch, where data that is medically related to the scarch term is retrieved.

Medical concept search finds relevant structured data with standardized codes, such as lab

results, and text results, such as progress notes, which include terms medically related to the

search term. In Joan’s case, a search for “chest pain” returns a CKMB lab result and a reference

to a chest CT scan. Accordingly and advantageously, the Lexical and Medical concept search
20  solves Dr. Smiths’ information overload problem by returning information in the chart most

relevant to Joan’s chest pain complaint. Further, in some embodiments, the presentation,

discussed shortly, presents a united view of Joan’s history by reconciling and de-duplicating data



1015, are further described in detail below Additionally, the users or
patients may nake comrents regarding nedical information, in a WKki-Ilike
manner. WO 2012031@ammary, the M NE 12 transacts nedi cal PCmfuseematos@ns
including the interface 13 receiving nedical information froma nunber of-
medi cal sources (such as within the source 14) for processing. identifying,
mappi ng, and consol idating by the nedical processor 16, providing l5access
to specific relevant data, based on a user's security privileges, within
the identified, mapped, and consolidated nedical information, based on
user-specific functions or roles, performed by the processor 15, and

gener at i fgmuBEtinle spprhihaeraberodedkand dessebedediffererttyr Redingantidetads nunber of
users, such as within the output 17, with at |east a portion of the

user - cus ypMsticglpesnsdedayewids is desciibetl SiFesantlp by Bdferagtlppowseded to each of the
users based on its relevancy to each 20user's specific function or role and
each user's a%§seirHeRas RERIMEBY the prosaseyg s, is displaying lepalih inforgipéngsto ther t her
details of the system 10, particularly the MNE 12 thereof. That is, the

pr 0cess oFeIYEing USehiaaydhat FrdbergdheanmberRielicks aphmaxistizgs theagghm@l nodul e 34,
whi ch i ncl udes an i ndexi ng nodul e and a neta taggi ng nodul e (both of which
are not SKarefiiinfermgatiop deliyefeddase 9p dredrierpesting the ijteny pr thayses Queihy be a
modul e, as shown in Fig. 2 or two physically separate nodul es. The,
processor 16 Relibighetidne, 3nrRaRerTaes! hyribg Rreceswr | dviheriingef ttaushly of medical
de-duplication nodul e 36, which also can be broken out into two nodul es, a
reconci | iHeTBHomRBYifed byi@riguseurgesni-§- seirseold: Wodie petienindrugtureddatagaid semanti ¢
mappi ng nodul e 38, which also may be a single 5nodule or multiple nodul es.
The nodubesrugured defa. ina Vikiglikegmannpred sattenanrhersby fe userp eadielp maintain apde

processor 15 is shown to include a presentation and quality checking nodul e
30, whi cH"RrRYF heausliy; of gifermetien fisplpredn T biorreaing tasks: perfapmedbythe 8xocesseid a
qguery and_search nodul e 32, which also may be separate or conbi ned nodul es.
The rBdull #<regribgidesspbeddnsieiail beew Afdinonsl¥HhoGysREOr BHIEN RN Mk cofpRiENes of
the processor 16., The . interface 13 comrunicates with 10 nodul es of both

pr ocessofEA g prdicelgnionnatios, inadiki-likg mypnsr gat eway into the MNE 12 fromthe
sources 14. The foregoing nodul es may be. sof re prograns, executed
by a conput er"SFME8HpE &hb’%elﬁd’faﬁ%‘%fneg’ﬁ?lt‘ f‘%a"é’Bl"t"L‘},g?"tgrtherﬁéﬁf‘r IrB‘é’ Bpl enent ed
in har dv@écgi'ving medical information from a number of medical sources (such as within the source 14)

for processing, identifying, mapping, and consolidating by the medical processor 16, providing
15 access to specific relevant data, based on a uscr’s sceurity privileges, within the identificd,

mapped, and consolidated medical information, based on user-specific functions or roles,

performed by the processor 15, and generating user-customized processed medical information

to a number of users, such as within the output 17, with at least a portion of the user-customized

processed medical information being provided to each of the users based on its relevancy to each
20 user’s specific function or role and each user’s associated security privileges.

Fig. 2 shows further details of the system 10, particularly the MINE 12 thereof. That is,
the processor 16 is shown to include an indexing and metal tagging module 34, which includes

an indexing module and a meta tagging module (both of which are not shown in Fig. 2 in_the

.10-



Fig. 3 shows an exenpl ary enbodi ment inplenenting the system 10 using
various 1l5devices. That is, thc nedical systcm 30 is anal ogous to the

syst em 1oweandizsieshown to i ncl ude the sources 14 coupl egCraScammsingat e,
securely, through the secure communication |ink 42, to the interface 13.
The Iink 42 may be any suitabl e conmunication channel allow ng information,
of various formats and types, to be transferred to the interface 13 in a
secure and encrypted fashion. Exenplary comuni cation channels of which the
link 42 is made include the Internet, VPN connections over the Internet,
private dedicated digital lines such as TI, T3, El, E3, SONET, and other

fi ber opirteest of ¢larity), which may $he miodtleras shwevnliB Figi A ostowphesitadigisererites, is a

sof tware program that executes on one or nore servers 32, which can be a
server ofmogdwlys. Kihagragésseuiiotiabirtbercsbompuitoiimgudsragesossiligtionandde-dydicgmnal conput er
(PC). The servers 32 receive secure information through the link 42 from

t he sour owdulg 6, Witteh ainoserbslrokendut intp teio mwdeleh @décneitigioninmdhlsded a de-dat abase
36 and one or nore servers 34, which may be any suitable conputing engine,
similar deplichigongegdulsy and3z0d¢ anellserdintig nizpping otodil A8, tvduchtabsoP@y bera sgwiever s.

5The dat abase 36 and servers 34 performthe tasks discussed above relative
to thé pmodesgomultiple ardulch el limqsluley 3406 .and 38 commpsic88wik picanethehe t asks

di scussed above relative to the processor 15 though these processors nay
and of t en per Thernecaekdi 15 io pleiwntta ichide e prsanthtivn arreqiiabityich¢chingmmgitiedl, sone
exanpl es of which are presented and di scussed bel ow and the rest of which
are cont ahishanas de anidglaotadele or biokenqut intutsvoarhdalss.aigéd s quareend searcmaddlenct i ons
presented herein. 10The processor 15, in sonme enbodi nents, includes display
and vi sudkivaghalse gy besenacatd orgomhingthmodiesndihe modulesilang g2 coshinghicatey be any
sui tabl e conmputing engine, simlar to the servers 32, including but not

| i mited - withpadh ofier sk widly the mpfhidesdifglisi pageessor 16 Thsénierfase ¢ d pgrnmunicatesrvathent at i on
and display information to users, such as the patient's records, billing

i nf orlfat MeAuleseidottrecesspidé andi6 #nslds essgntiplh bgaterdydnfo tERMING Epirerp theo, i n
sone enbodi nents, al.so performnms processing 150f sonic of thc functions of

t he proc&¥swss 145, As shown in Fig. 3, the servers 32 are coupled to
t he database 36 and the servers 34, and to the display 40 and the servers
38 and the dafhsfaseoinsmadiesgemhersalteare programs gyratied by deapHicsefl cappyngand t he
servers 38. In sonme enbodi nents, the interface 13, servers 32, database 36,
servers szg,me(ﬂ@wfaav sgits, or may be implemented in hardware.

Fig. 3 shows an exemplary embodiment implementing the system 10 using various
15 devices. That is, the medical system 30 is analogous to the system 10 and is shown to includc
the sources 14 coupled to communicate, securely, through the secure communication link 42, to
the interface 13. The link 42 may be any suitable communication channel allowing information,
of various formats and types, to be transferred to the interface 13 in a secure and encrypted
fashion. Exemplary communication channels of which the link 42 is made include tlie Internet,
20 VPN connections over the Internet, private dedicated digital lines such as T1, T3, El, E3,
SONET, and other fiber optic formats.
The interface 13, in some embodiments, is a software program that executes on one or

more servers 32, which can be a server of any kind of suitable computing engine, such as

11-



20and servers 38 are renotely located relative to the sources 14 and in
sone enbodi nents, renotely located relative to one another. Further, they
are consiwenet/ai@art of the Internet cloud where, perf®@Ccriusgotiosiinst asks
in a manner known as cl oud-conputing. However, other nmanner of achieving
the functions and advantages of the invention, including various other of

i npl ementation, not shown in Fig. 3 or other Figures herein and/or not

di scussed are contenpl at ed. Fig. 4 shows further details if the
system 10, in accordance with an enbodi nent of the invention. The system 10
is a block diagramof thereof with arrows shown |inking the bl ocks to 5one
anot her . pé¢rsonakcompder @Cp.odhd featerst R eseivasecomsnfoapaties dirdughahalifk 4virdnetheeen

bl ocks and nerely exanples of some of the data flows and not all-inclusive
t her eof . sobinees $4.sTlemrdd®ssos 1 G rossmetembbditkntsleénaields ¢ ditatmenid ol ohd or ivdRE 100,
which is anal ogous to MNE 12 of Fig. | with additional details shown,

medi cal eantgoui4, Whichmegibe ahy siabrle eondplifingagineedndalto iepervert 35, incliningslour ce 14
is anal ogous to the source 14 of Fig. 1 except that it is shown 10to

i ncl ude edtdmticd RCsmedéreas. record 103, HI E 101, heal thcare applications 107
and an adhoc data bl ock 108. The output 17 is anal ogous to the output 17 of
Fi gs. 51 and Zlexeepise Bhand setverssS4phdown thotasksclisgdsed dbovprdatiento thO5, t he
health care (HC) provider 104, the EMR 103, the H E portal 102, healthcare
Apps 107 proS8tsserd & rusthexlgslay 40 andzagelsidd ptrforOrtysaia decessddl:ovelleativanpulte 125 i s
shown to include the nmedical terns 106 and the nedi cal know edge 109, which
ar e i npuprocessarié thuplEthg s O essors may améh eftdvl fefforhD@iditnglhaskm rdlsed moledidel a
standard parser 207, a docunent upl oader 208, an adhoc docunent parser 209,
a mapper id@matien, paheaxamplgs ofwlhrichkar@ o sented madidisadsseld holnivedd theasst phaghior 206, a
mapped data objects bl ock 203, a business intelligence block 210, a

t enpl at eaicichrtemplatadiarslggehiety e karpid advantagspptsuaeniddnnd@oogpresenied ferkint er f ace
(API') 102, a search nodule 20 200, and a visualizer nodul e 201, which are
some 18f t he bllsakesessanty ingemegabodimansl itnjudeh displaend deualikdtion 40 exeenténgar e
contenpl ated to achieve the various functions and advant ages di scussed

her ei n. ©on one or more servers 38, which may be any suitable computing engine, similar to the servers

32, including but not limited to PCs or servers. The display 40 is used to construct presentation
and display information to users, such as the patient’s records, billing information, and other
types of medical information. The display 40, in some embodiments, also performs processing
15 of somc of the functions of the processor 15.
As shown in Fig. 3, the servers 32 are coupled to the database 36 and the servers 34, and
to the display 40 and the servers 38 and the database 36 and servers 34 are coupled to the display
40 and the servers 38.
In some embodiments, the interface 13, servers 32, database 36, servers 34, display 40,
20  and servers 38 are remotely located relative to the sources 14 and in some embodiments,
remotely located relative to one another. Further, they are considered a part of the Internet cloud
where, performing their tasks in a manner known as cloud-computing. However, other manner

of achieving the functions and advantages of the invention, including various other of

12-



The search nodul e 200 perforns functions di scussed herei nabove and ot her
functions that will becone further clear with subsequent discussions.

Si m | ar| ywothe/osi@saal i zer nodul e 201 perfornms the functipomasdiizosssed above
with further details provided in subsequent discussions. The parser 209,

t he upl oader 208, and the parser 207 provide the capability of the M NE 100
to Saccept information, in a variety of different formats such as a
col l ection of nedical records, in standard and ad hoe fornms, by the source
101. For exanple, the adhoe data bl ock 108 may provide information to the
M NE 100 in ad hoc form which the parser 209 decodes or parses for use by
ot her bl ouematatiohgohhsin 110Big. Ttweotlex figares lmrei@ @6l/ortoedismmssed are205, and t he
mapper 204 serve to collectively collect 10nmedi cal know edge and identify,
extract aondemppedrul ti di nensional relationships within them

Mul ti di mensional relationships are between different types of nedical data
such as concelpes shhabBirthgrdeiailenfthe syisteal 10, medécrdantowih am¢rhimdgnasofabe wel | as
different types of relationships between the nedical data such as "has
conor bi dinvyntint The sasiem '1€ isragddckfdggram efithegeof Phibsiows stomailmking iterbddeks to

rel ati onshi ps are enbodied in the relevancy matrix 205. The bl ock 203
serves t oncanathendt it Bndeditand| that gees atwwairephestiialata flopd betvenge Ylocks awgawidly ¢

medi cal concepts. For exanple, the specific nedical concept of diabetes is
rel at ed exampies of sdyye dfdhe datrfiygis@hd notallénchniveghemobse results, to the nedical
concept of diabetic retinopathy, the diagnosis of foot sores, the

medi cat i ons ofheltstérod drisrshewmitol indudeimedaabsegreet He MINRI 189.svhidthie anpdepioheto201
serves to performthe functions of relevancy and reconciliation and

pr esent aMIdE, 1206 Fige b with bdditidnel detanla blerer. m¥dieal bupitndsmedicil neustd idgaice bl ock
210 can mne the collected data for trends and predictive capabilities that
m ght bemsflicilinpat &% The suagegled ihemmlaghusde dursbured |orfd igr exgrpy heisit 5sllowmhe
coll ected data can be m ned/ anal yzed/ observed/reported on, in aggregate

f or m1OCx Meinclagegplasirenic medisalr¢rard KSublE 1 kleealikparegipplidationsd0A aed an z&gw data
organi zations interested in nonitoring or re%ui red to report quality
metrics $leeh!®s Thapegntd atangtogpusde the patpol/ied FigsDNey 2 gxeept thapit #rp8oumiy or
account abl e care organi zations (ACO&. An exanpl e of business intelligence
queri es inghide the patigaf His thﬁ@ezéqh cajefHE aqoyflder 104, the EMR 103, the HIE portal 102,

healthcare Apps 107, Standards Orgs 111, and Health Orgs/Payers 110. The input 125 is shown
to include the medical terms 106 and the medical knowledge 109, which are input to the MINE
15 100.

The MINE 100 is shown to include a standard parser 207, a document uploader 208, an
adhoc document parser 209, a mapper 204, a relevancy matrix 205, a medical knowledge
extractor 206, a mapped data objects block 203, a business intelligence block 210, a template
library manager block 211, an Application Programming Interface (API) 102, a search module

20 200, and a visualizer module 201, which are some of the blocks/functions performed by the
MINE 100 while others are contemplated to achieve the various functions and advantages

discussed herein.
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cohort popul ation for search of quality neasures such as "show ne all
patients' information within ny panel with diabetes with henoglobin ale
hi gh in twe besB31@s2x nont hs". 5The sources 14 provi des mrediusaditionfios mati on
to the M NE 100, through a secure link, as noted previously. Wthin the
medi cal information received by the MNE 100 generally is nedical data or
nmedi cal records. Before it is received by the MNE 100, nedical data is
created in a nultitude of systens including the EMR 103, healthcare
applications 107, and many other ad hoc data sources 108 (such as but not
limted to the application, McroSoft Wrd). The data, 10 which is
typi cal | y aggrtegedrddmpdulea2(d ferfoms fartdoiEvRsuseBhasambalsmdather Gmeiionsed by M NE
100. Structured data is increasingly becom ng available in standard " xni"
for mat s datwilldwcaonfurtherictegr with gdsegquene dissudsiorsCSR)ijarkyotht visuelizer nadduleai0d
docunents (CCD), clinical data architecture (CDA), and other HL7 rel ated
st andar dsertotuis the dungtaens dissusasciaboadbivigh furthendetailpprevified imstissequeotdistessivms.d, pdf ,
fax, and inage data. The collection of nedical records frommultiple
sour ces dhepdrses 20D, fenploader 268 andithd pphdr 281 providp thelshpilitynofitheMENE d@hto nedi cal
environment. Miuch of the data fromthese sources may represent the sane
type &f nestRiimfatmatinn.dn a gty efldefaentéoringts seh@e a ofllecridrorfmeedicolregurdshins| i ght | y
different variations or conpleteness (e.g. Patient nane with and wi t hout
t he mi ddbtandard 4nd afl heyy fopmsd byithelsedsed Bd. Her exagplacthé adhor dige block He8meawi t h or
W thout a start date). The M NE 100 advant ageously reconciles the sane data
i nst ancesrovge inferoehen tojtlae MBWE bhef iped bec forrarwhdé I the passer 200iesodes oeparsen dor
identifies simlar data instances for conparison purposes. As
opposed -t byygiee blocksed the MINE WOnmat i on exchange (HIE) where patient
information is available to all the participants in the system in the
ystem 10, pat Therextrepsarg06.ghesairie d03. andithg mapner 204 gsaeite pallecevshyrdoiedit yl e to
accommodat e privacy and security. on a per patient "need to know' basis
based¥onmedieal kppwdlsdgersad Hisadfs, efragtiaed map myltigimensipaplrrelatiquahipy within them. Exanpl es
of the "need to know' basis of information distribution include the
f ol | owi niylultidimensiongl reJatipaphipsare bevwean dififerens tiprpefensgicahdateaich peeoneeps ovi der s
may receive patient, denmographics in addition to the other nedical
i nf or mat 149h problemscoyikibmedicgligis Adleigiss as welbas dilderem drpspplrelatignshipe bstyeenon| y t he
probl em t hat 5the heal thcare provider is interested in. (3) Still other
or gani zatleddicakdataugisassharppmertidipevethmayd foues” fose druge These Bylidingmsigadli ent s
that could fit a study candidate criteria and the be able to nessage those.
pat i ent s TAHGATHRIFE gboding indherede varcs matrie 295¢ Breeblonk 28 serus 1o pormbiae
presentation nodul e 30 can change based on the ri thts and type of user.
Pati dAt 8KdiF3lggrords b thanristrne osppraliq apicabponserin fips cxanyla gl sascififasi s.
Exanpl es of further %_ranul,ari ty include type of data such as | abs, neds,
medical concept of diabetes is related to the labs for hemoglobin alc and glucose results, to the

medical concept of diabetic retinopathy, the diagnosis of foot sores, the medications of
Metformin and insulin among other things. The module 201 serves to perform the functioné of
relevancy and reconciliation and presentation, as described hereinabove. The business

20  intelligence block 210 can mine the collected data for trends and predictive capabilities that
might be of interest to large health organizations and payers 110. The collected data can be
mined/analyzed/observed/reported on, in aggregate form. Other organizations that could make

use of the data are any organizations interested in monitoring or required to report quality
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10al l ergies, billing data or nedical concepts such as nental health and
AIDS (PCl). Organi zations can share data with each other on an as needed
basi s t hiwoi2e12#i3miskar i n concept to sending a fax cont aPairug2enedsoas
information for a given patient fromone organi zation to another. The
receiving party (organi zation or healthcare provider 104), health

organi zati on/ payers 110 in Fig. 4, can accept the sharing (simlar to
filing the received data into an existing or new patient chart) 15or reject
the sharing request. In this manner, patient care teans are created in an
ad hoc distributed way based on care requirenents for each particul ar

pat i ent . nietricepdpbds megtagcdwleByery sawonks (1PN healtbplagsentVor 4deeursdbdrdareg is only
performed between verified organi zations (where verification is provided by
peer or gargamadtioon&YCO)i 4n axahipiadf] basibgss ongjligeneeatuenes indwndern sed¢ctiag ar gbiaag by t he
patients thensel ves. Patients al so advant ageously have the option to

add/ r enpeehoneneb@ateondof seanh ohpiality nzagir¢ssacissWiliomhme ahpatiests’ infoahatde t hei r

rel atives, PHRs, and digital devices and applications that generate,

noni t or , withingenanetevitheddbetes avith hemogloiP@R)high in the lasThie neothsect i on of nedi cal
records in the standard and ad hoc forns is nade possible by the parser
209, fhe upl oBeepur2®8 4 panides ImsdisalrisfermaRioT taothe VANENDNEhrdOEh a sSEhae Holc asrent
parser 209 parses the ad hoc data and whenever possible intelligently

cat egor i neted piceimesit. SWihin theemedicahinéoraation régetved by thedMINEedOekemmahtis. | n sone
enbodi nents, natural |anguage processing, neural network, user assisted

t enpl at esedigrdaeohemedita cdvnidguBsforrieis esvpived/mdthe MINELED, malant daya isateaigdr i ze
these elenments. Intelligent categorization is the process of taking a
segnent ofainpigtde pesystemp thelugina ghei VIR 163, dedl ticmapmdjoationa eV . sid maotyntlerbased on
the data category probabilistically to the segnment of text. For exanple,

t he text ad hgcedajgepgurcesp@B (wgh asomo netdintited tobeibpplipaionsicenfell Word).dhedgary "I ab
result” to the term"al c" and associate the termabnormal as the result
flag Po thishisypicallylaggregagdin adBFd 0 parglgaiRs | @3ycan AlsobheseeivedypNEE U d  be
"stress test reported no cardiac mal function" woul d associate the

cat egor i 8guctypdiitpisiincregpingly beqogying avalgbtesia stapdasd “xodr fgrmaais sneh puspstinely” | and
the 1Ocategory "procedure” for the term"stress test". It would al so

associ at &f fegEeqrdr CCR)tonatinugy of caadeimentintiGRInd inicshdata arphitegigre MY, par ser
209 then optionally presents the user with its analysis of the potenti al

st ruct ur égf hgralligelated fprdardsntid befi dajarigavailpogpultiple fasnats gechpg svordr pef.
docunent parser 209 creates a standard XML docunent such as CCD or CCR
formats ffatnddmpeasistaybherstiestiopof mpdical gagprds fromymyttinle eourder sgals YeEiowH| oader
208. The docunent parser 209 al so

15 data duplication problem in the current medical environment. Much of the data from these
sources may represent the same type of information or even the same instance of information
with slightly different variat‘ions or completeness (e.g. Patient name with and without the middle
initial or a drug labeled as a generic or brand name with or without a sta.rt date). The MINE 100
advantageously reconciles the same data instances for reconciliation purposes from different

20  sources and identifies similar data instances for comparison purposes.

As opposed to typical health information exchange (HIE) where patient information is

available to all the participants in the system, in the system 10, patient data is shared in a

granular patient centric style to accommodate privacy and security on a per patient “need to
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15can provide users with a graphics user interface (GJ) that will allow
themto easily map/identify structured elenents in specific types of ad hoc
docunent swoaosvmspisefy t he repeat processing of such doceoentsg011/680108n
exanple, a user could bring up a docunent on the docunent parser and
hi ghlight the tag PatID: and indicate that the patient IDw Il follow this
tag. In sonme enbodi nents, the docunent uploader 208 is a conputer program
that is executed 20in any security domain. These security domai ns can be
cl oud based services, a hospital, a clinic, a personal conputer and ot her
suitable forum The docunent upl oader 208 receives standard XM. docunents
such as &ED dusiclred o baral¢sang acede pf thoserrand thes ordapiziticom Examples of thel
sources 14, and uses this information to verify user information, and
secur el y “Tead todinoy” hisis S BIprmapipwdidisibutiondndisie wireeiatiowing:o 1 kosierargenizatienisnat i on
within the MNE 100. M NE 100 maintains two main public environnents (a
product &hendpsearithovalthvaierpormident mayydceiveprbent demnesraphiey i asiditontq tha ather _
mul tiple engineering environments. The type of docunent upl oader enployed
i s opt i ofwflical rfornages; (PrOthereirgaaizatims sechasproasors ey fsegivd ey te pedbleomtbait
upl oader 208 enployed in the M NE 100 5depends upon the connectivity
r equi P edthehedithpasm providaris necrestadtin.t(d) Jtilleotips oxgapipation Iserhde stud0diopisanay vari ety
of nmethods including but not Iimted to | HE protocols, web services, shared
f ol der s, JusirraceiieaiFonntdf paichis Bt equld fitacstfdy canslidate criteriajand the e aklproriessagst , t he
standard parser 207 is a conputer programthat is typically executed in a
devi ce i Hogeatiens gongpouslyolier whale esghinterfaceqirerented bbb ipresentasion pedez 86 ut ed
within a 10 private network environnment. The standard parser 207 parses
and cat ef9rahanes based ad hedizbis anehyps of ysermPatisat skviingaif aeréqr@af @sa piient asbyeact s f or
specific standard el enments. Mst uncategorized data is stored as plain text
into an B@reHsRuliE biire Bxanyhgseé further granulariyinrludeipg ohdatarsyeh asdehsmmpetls: par ser
209 and the standard parser 207 advantageously identify and renpve
dupl i'€at &llepsies: Biing dale opatedicy] soprgpis suchiee mawsal healit and AIRSKPE i Segapigafions
15duplicate patients is done by conparing patient identification, as
recei vedCahshiys daa with gach othenpn frhas needse Gesisihs is IpilariperRncpite wadiae aifah t he
M NE 100 and a determ nation of a threshold nunber of nmatches of the
pati ent ' €°ryasRing pedical informatiprtor p given pentdioahpneerearizatign teapothiiot soci al
security matches a known patient record within the M NE 100 nmay Dbe.
det er ni nEQeIY S pAtt (QEparization gabsabhtaroprovidss dPhle bralthapaeizatisatpayssnd Ognfis al | y
mat ches anot her | ast nanme and has ot her matching o )

4, can accept the sharing (similar to filing the received data into an existing or new patient chart)

15 orreject the sharing request. In this manner, patient care teams are created in an ad hoc
distributed way based on care requirements for each particular patient. In embodiments where
security is a concern, the sharing is only performed between verified organizations (where
verification is provided by peer organi_zations), is auditable by organization administrators and
by the patients themselves. Patients also advantageously have the option to add/remove members

20  from their care teams which can also include their relatives, PHRs, and digital devices and
applications that generate, monitor, or consume healthcare data (PC2).

The collection of medical records in the standard and ad hoc forms is made possible by

the parser 209, the uploader 208, and the parser 207 of the MINE 100. The document parser 209
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20i nformation, may be declared a duplicate patient. Patients can be matched
based on simlarities between denographic, clinical, billing, or any other
rel evant watzoensiosecords within M NE 100. The nedcraiS2knosiietige
extractor 206 saves nedical ternms 106 (nedical- dictionaries, -nedical

ontol ogi es), nedical know edge 109, in digital formats, and medi cal

know edge gathered fromthe mapped data objects 203. The nedi cal know edge
extractor 206 creates relationships between different nedical concepts
found in the nmedical know edge. These relationships are stored in a series
tables called relevancy matri x 205. The relevancy matrix 205 are a set of
gr anul ar ptragsltiesaddibc dedargiaVhehevenpossibleantelligamie nytagriz&addehdntsarfaiie Wdac ch t er ns
that are of interest and a set of nultidinensional relationships that

i ndi cat e dsthete gluemedelenehtsdacstmeoémbdiandngs, nsurgblpagubgenmdcesingndeal t er s
(api xi on) al ong various dinmensions such as "lab for", "cures", "has

r epor t ed netegekt iseeassisted reaplataspdndetler techniques ae dinplayedap dftedigindn astegorithe

el enents in the colums and rows of these tables are called "api xi ons",

al so r ef éhepeedenantshitadligentagtetaizndrcs eghdchoaf @kinglaatgokent of inplt texfand s

appreci ated, the set of granular 10tables grows over tine as additional
medi cal tssigmingante citelgomt drfdi sedctrg based oilddath@egory probabiliwicaliy tevigrsegmemat r i X
205 includes tables that are organi zed at various information |evels

i ncl udi ngf textt Fergrarplerithegelktt ‘ol cgbashyedortedhiitmpmmed’l -owpuld pe adsahed/the paedof ‘Gab

i nformati on, standards organization specific information, user specific

i nf or mat resnlf” Wditedane’ady” apd esbaate gpaginfabgonmaf orthatesudiflagam the partmi “@hd” vaéheci f i ¢
i nformation. Advantageously, users selectively and 15 independently adj ust
t hei r veswnoprsbability. Aeothpi sxpwnletcalltl be Btrepeteftoenvitednacadas whlfunador’venldaddi ng
or renoving elenents that they feel are relevant or not relevant to the

i ntent ofsspigte hegrtegorichéyolden diee the dermThigess ednd Veandige malfunicsior?0&daken pr ocess,
aggregate, and propagate these user inputs to the other information |evels.
The rHppe¥te@oa prasedirg eor thhtermi pieass gstddt wendd alsb dseeciatentigatdn to ifedenmat i on and
the type (e.g. 20nedicine. allergy, labs, notes ...) of information. from
t he par s egardigemal fypetions. dldic dpeungeat raysen e8P then optionally presents the user with its

analysis of the potential structured data for review and editing, through the output 103. The
document parser 209 creates a standard XML document such as CCD or CCR formats that can
be uploaded to the rest of MINE 100 through doc uploader 208. The document parser 209 also
15 can provide users with a graphics user interface (GUIL) that will allow them to easily map/identify
structured elements in specific types of ad hoc documents to simplify the repeat processing of
such documents. For an example, a user could bring up a document on the document parser and
highlight the tag PatlD: and indicate that the patient ID will.follow this tag.
In some embodimentg, the document uploader 208 is a computer program that is executed
20 in any security domain. These security domains can be cloud based services, a hospital, a clinic,
a personal computer and other suitable forum. The document uploader 208 receives standard
XML documents such as CCD or CCR, from the parser 209 or directly fro}11 the medical sources

14, and uses this information to verify user information, and securely (usually via SSL) uploads
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matri x 205 to generate mapped data objects 203 that include the nedical
information, the type of nedical information and granular terns to which

t hey are welat2d1@s2. e., the rel ated api xi ons). Api xi onsPcarusb@10sEdst o hel p
identify the sanme data instances fromdifferent sources for reconciliation
purposes and to identify simlar data instances for conparison purposes.
The mapper 204 al so consists of a set of flexible rules that can be used to
identify exact matches of data instances and "cl ose" natches of data

i nstances. The mapper 204 al so records the result of these rules in the
mapped data objects 203. Exact matches can be defined as mapped data

obj ect s BR@8cunieat toardesired @pdtingtidn withirt the MINEi I0@.MINEE | @anaifitainstveresh. Cl ose
mat ches can be defined as nmapped data objects 203 that neet sone matching

t hr eshol duldie ehvimnfmiestk (isproduci denenststion environmdrh @endseprodietion eulironia@) and

anal ogous to the search nodul e of the nodule 32 of Fig. 2 and receives the
mapped datulipishgngintsing @8vironinents.€lhe wpa of doratentupRader amglogehbis optidnalpmti af r om t he
user to generate lists of itens for each type of nedical infornmation.

Feder at edes{gnabbied Ir exangile, therpartitOlaedacinewe dpldadea 268 anplogel in the IdELOOes) dat a
is assenbled at run tinme to create a unified view of the patient's clinical
hi st ofy démmnds upet thetomegpiitngsuoed. Dob@sentsDab be fenowmnthaddcinpte ugloadec 288 ar e
either collected in real-tine via standards or proprietary query nechani sns
or are r eknpivenayof mghods ingehingows hot linitgdd soddl Eqacthel 9 fves sghicdathared Téiderslat a
fromthese nmultiple sources are then conbined for a single unified view
What i s siodeme-n-draptbeowsar hicefdcesi ew depends on and is forned by the 15data
mapper 204 (via de-duplication rules and the data mappi ngs rul es) and

vi sual i zer 201 soine ehbdiangdit.ake stdndardipgameri 20@ is aorempuieeprograimghatss t@pidalyr i vacy
rules and the user's role. The search nodul e 200 al so ranks the |ist of

i tens basxedutotintavigiice inghelntamesy cloud e canp irsothaxembodimsnte, toe asecuted witbira | nput , a
guery, relevancy matrix, past user behavior, user role, privacy settings of
t he péati entateeetwerk orvilonwenteBiyestagdird patsdr 20Tpdvies bod satagbrizrs diandard ¢lahentsrat i on.
These results are passed onto both the 20vi sualizer 201 and the. API. 202.

To summafropghe XMé agd crgates data ehidets fpt wed bustowlgrd edenientieldest uacrtegeriral-datigged by
the data mapper 204. This data set is then consuned by the visualizer 201.
The vi suisl siozgirasma@gtgﬁtigtotahed hoc document object.

Additionally, the document parser 209 and the standard parser 207 advantageously
identify and remove duplicate patients as well as duplicate documents. Identification of
15 duplicate patients is done by comparing patient identification, as received by parser 209, from
the source 101, to known patients with the MINE 100 and a determination of a threshold number
of matches of the patient’s received identification. For example, a patient whose social secgrity
matches a known patient record within the MINE 100 may be determined to be the same patient
or a patient whose last name partially matches another last name and has other matching
20  information, may be declared a duplicate patient. Patients can be matched based on similarities
between demographic, clinical, billing, or any other relevant patient records within MINE 100.
The medical knowledge extractor 206 saves medical terms 106 (medical dictionaries,

medical ontologies), medical knowledge 109, in digital formats, and medical knowledge
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sanme data differently to different end users (or output 17) based on who
the user is and what role the user plays in the healthcare spectrum
In Fig. 2awothe/sRi52202, the docunent upl oader 208, and wrha/usdohosoidocunent
parser 209 are included in the interface 13 of Fig. 2. The nedical terns
106, the nedical know edge 109, 5the search 200, the visualizer 201, the
mapped obj ects bl ock 203, the napper 204, the relevancy matrix 205, the
medi cal know edge extractor 206, and the business intelligence block 210
are a part of the processor 15, and the nedical terns 106, the nedi cal
know edge 109, the nedical know edge extractor 206, the visualizer 201, the
mapped dattherebiren the n2Q8¢d dakveotyems@68. THe Mmedichlknpeledgramxtryctomdbicrea®d5, t he
standard parser 207, the ad hoc docunent parser 209, and the tenplate
101 i br ar yelavenshepsibeedn different ipedidal esfncepitsdfoprdde 8w geadicabknoaedge.Hdesdl E 102, t he
EMR 103, the HC provider 104, the patient 105, and the health orgs/payers
110 are zlaignshipsfare stazedbintaperies tables cileduetevancyamalringd.cal dat a obj ect search
ranki ng i s now descri bed. To make nedi cal data objects 203 natchi ng search
condi tions (SBmrelavanesmhtris 289 8F asetard grapuler taldescof aredicalNENNE, treik egomges, of a
mat hemati cal concept we call Concept Proximty Mdel (CPM. The CPM
15al gér i pdditiqnek sgarals tegmnibiatard efantergstlap@a pay df multidimgnsipra! reddtiovshipsyhabet ween a
pai r of docunents or nedical data objects 203, or between a nedical concept
and a nedidicate teparelgvashy elcqacip@3he Fives (ppikiovategthera¢rme (apivioDeloag peréised i n
various fashions including but not limted to as an Euclidian di stance
bet ween timsngioisrsueh dsiilal forlld “ciresl’, fham sdpored neggitve énteragtiopfietang td medidl st ance,
from-1to 1, indicating the cosine of the angle separating two vectors
W t h t he P&siodilnghstlonents ipOFeoluning gnd rawve of these tahtes ofe a@idd ‘fapixraabaelamcy
ranking, the following is an exanple of how a relevancy nmetric is conputed
and r et ufRiRiTadyo mpain ahFtontg heal thease E@tQGé@@S’é@smpmr%fate@h%e s af granddarr at egy.
For any gi ven docunment CPM cal cul ates a nuneric address based on the
medi dA1 fablepgropaptstitiowgsy additiqnabmeiicabigameare idgrtified bz e MitHa 100unrer i cal
address, which can be expressed as a

The relevancy matrix 205 includes tables that are organized at various information levels

including but not limited to global information, specialty specific information, standards
organization specific information, user specific information, disease or problem specific
information, and patient specific information. Advantageously, users selectively and
15 independently adjust their versions of the apixion table by performing a search and then adding
or removing elements that they feel are relevant or not relevant to the intent of the search they
conducted. The relevancy matrix 205 can process, aggregate, ahd propagate these user inputs to
the other information levels.
The mapper 204 receives the structured and ad hoc medical information and the type (e.g.
20  medicine, allergy, labs, notes ...) of information, from the parser 207, and uges the relevancy
matrix 205 to generate mapped data objects 203 that include the medical information, the type of
medical information and granular terms to which they are related (i.e., the related apixions).

Apixions can be used to help identify the same data instances from different sources for
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string of nunbers or the coordinates of a point in a multi-dinensional
space, can be cal cul ated based on various attributes of the nedical data in
each docuwenni2s1@2 presence of conditions, synptons, alpcorusadiilosdss etc.)
as they relate to Apixions. For instance, let us assune there are only the
follow ng three Api xions provided to CPM nedical conditions A, B and C If
a search 5string inputted by the user is semantically related to conditions
A and C, the search criteria can be expressed as a vector, S=[1, 0, 1]. A
docunent that indicates a patient diagnosed with conditions B can be
expressed at a vector, D1=[0, 1, 0]. A second docunent that indicates a
pati ent dicagilasedpwmpdsks adndidentdn sithiloadatdiastancps fos s@ubaatorgpuv@stsoithe D2=[ 1, O,
0]. The angul ar di stance, AD, between each docunent pair can be expressed
as a nor meppezr et alwt copsingefct sed @ifekibteanleethetraw be twd tidemsy edant magles of t he
above three vectors, the angul ar distance between vectors S and D1, would
be gr eat data inblancet el “zlogell reatclets sf derdiestbetsnEbnmugpet Yl Olrents thesulthifs

ranki ng strategy suggests that in case of the above search criteria,
docunent th2seghisiindhe mawped dath blgjbats 203aBkichigateled clreeodefibel dsinstppall dataodgrctst o t he
top of the list of search results, than docunment |. This ranking is

parti &ul 203 patuasefigiticalnn tha defsnedtiielde of inwrdsie Cluse thaskarcambé dedineddsasappbrt
condition A 15is found in both documents, but is mentioned in docunment 1 in
a way t hdata phjtats203ubat riget somn diatching thresholdpp disdfkldsabf dhoarestent 2, t hat

i ndi cates the diagnosis of the condition has been established. In this
case, a sear chhestardt moduleZiOngarahigyuske thasealsh meduladitheaneduleaiZedf\Fig taadl | sh
the rel evance of each docunent to the search termand nmay |ist docunent 1
above docuereestithomaphed datpdlgeatsiipthe ralyanat npgrixa2Sond sendh ifipit framibabsehtp
patient explicitly listing negatives for each condition (e.g. "no 20chest
pai n", " ewmefagiists'of itemhioc bachyded! nedical dpimation. Fedaraed(seehdd asredletimgy nor e

rel evant to these conditions than a docunent in which they are di agnosed
posi tIPvereridved daga omdiultipbrsouRes dpte iy dssemiblad:at run time to cRete agnified ivieerpf st | ent

or docunment M NE can cal culate a nuneric address based on the nedical terns
( Api xi ong3tient’s ¢linicalFistery yinayseheftmaprin2O® rulth Oarurmsr mgliplesdwhcessase eitlal ch can be
expressed as a string of nunbers or the coordinates of a point in a

mul ti - di ABlestedinaraldimngoda standardper rraprietAnagusty ibechersononsag fetsigsedfrem sbut es  of
the nmedical data (e.g. presence of conditions, 5synptons, abnormal | abs,
etc.) asPeHeysly mdened cache ahiugh datg ThEdpta framtthgse multipletsoursessase g copiedhas

for a single unified view. What is shown in the unified view depends on and is formed by the

15 data mapper 204 (via de-duplication rules and the data mappings rules) and visualizer 201 which
handles the organization rules, rights and privacy rules and the user’s role. The search module
200 also ranks the list of items based on their relevancy to various factors such as the user input,
a query, relevancy matrix, past user behavior, user role, privacy settings of the patient data,‘ or
knowledge gained from history of medical information. These results are passed onto both the

20  visualizer 201 and the AP1 202.

| To summarize, the data from multiple sources is indexed and meta-tagged by the data

mapper 204. This data set is then consumed by the visualizer 201. The visualizer presents the
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only the follow ng three Apixions: nmedical conditions A, B and C. A patient
record, RI, indicating that the patient has been diagnosed to have

condi ti orw@ 2aredh3®sean be expressed as a vector. [I, 0, PrI/Useatiiesriopati ent
record, R2. that indicates a patient diagnosed with conditions B and C can
be expressed at a vector, [0, 1, 1]. If we assune that 1) the patient
records are 10conprehensive, 2) all three nedical conditions A, B and Cto
have been accurately diagnosed and 3) the conditions are chronic, then a
system conparing the two vectors can conclude with a certain |evel of
certainty that patient records, R and R2 do not belong to the sane

pati ent, sawvehtadiiderghlytthdifioent edtusernty ogthatrl@) bdsed gawieo thenwr isSud what rolgner i cal
address has a certain |level of uniqueness for patients with a fair anount
150f dat hepeirmiays inahe eglthcarelspediumt he patient's record contai ns many data
points that deviate fromthe norm (healthy) and therefore can be used as a
par anmet er i n laddi #i bnAPH2@2hehe dagunent tipdoalid 208, and theradthoc darumiohtipstser208ni que
patient identification. The sanme strategy can potentially be applied to
reconci | igdnediged inghe ietedloeulFenitsg. Andhamedicapsrms 506, Gemedivaltpolyledecdl Menpl at e
review, approval and sharing systemis now described. As 20descri bed above
t he t @nplhgisear¢h 90 thervigeatiza 201.dhaimarped objeausth pcket03 20d mappst 2, thehededingyp| ay,
position, size and behavi or of w dgets based on pre-defined default and

al so usemagiyd0dtheabienl keavlideg sxiratroe 206 andoht bymirlesdingpigaycebbnek 2duaraki on has
been reached, the desired configuration (referred to as a "Tenpl ate")

set t i ngs Pabef theepraessser 1 §,@dd the nedicalrttrimsd 06, dimmedicay kifaovledgh d 09, the mediaal ew, t est
and if desired, rate or even certify the Tenplate. The profiles of the

onl i ne ckwmyledee gxteagier 20fethe viealzeall. habnbrrdidetaobisatn 263. tieanapper 0dpthe pri vat e
or made public via configurable privacy settings. Al users within a
comuni t {eleyarayapaeingil e Handardpacsss 20% e pih bosdshnett parsardQp aad 8 templatean
test, wite reviews or rate the published tenpl ates. A decision body 5or
boar dOwi tibPsy reanggey@h! 48 apam ef e plecdsses 16+aad HisiHIEL P2 the BMR; 0BythaHEenpl at e,
making it visible to all users within the community that the Tenpl ate has
r ecei vedP©¥ides Krcthe pasisnt 108 rand thedwalihogizeeayens il PR area part of the outputs 17.

Document and medical data object search ranking is now described. To make medical
data objects 203 matching search conditions (Search results 305) even more relevant, MINE
makes use of a mathematical concept we call Concept Proximity Model (CPM). The CPM

15 algorithm returns a numerical value indicating the relevancy between a pair of documents or
medical data objects 203, or between a medical concept and a medical data object 203. The
relevancy value can be expressed in various fashions including but not limited to as an Euclidian
distance between two points in a multi-dimensional space, or in angular distance, from -1 to 1,
indicating the cosine of the angle separating two vectors with the same dimensions.

20 To illustrate the use of CPM in relevancy ranking, the following is an example of how a
relevancy metric is computed and retuned by CPM that can then be used as part of the search
strategy. For any given document CPM calculates a numeric address based on the medical terms

(Apixions) in the Relevancy Matrix 205. The numerical address, which can be expressed as a
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can have many attributes including date, nane of the certification body and
ot her pertinent information. The capability of "Did You Know?" is now

expl ai nedvOThe/system searches the history of 10t he pat ipemtusand/osiispl ays
information that may indicate significant risk for the patient or may have
a significant influence on the diagnostic process or treatnent plan, based
on the patient's "current circunstances". A patient's "current

ci rcunst ances"” includes the patient's current problens, nedications,

al l ergies, available neasured information (labs, diagnostics, etc) and any
active conplaints or synptons they nmay have. For exanple, a patient who is
conpl ai nistige of nugibers ot Bietcherdimptenipich oeny ara milgtdimersicealsaace. @pbe ndedlaed/

i nformation displayed by the "Did You Know?" feature, since there is a

rel at i on bised prEgrionhagduish pithernediod deta amechderemenifs cauespndecdconsitiotie t o past
spl enect ony. The capability of graphical ongoing display and update

i s now esynipRsdbnoThel labssitenastibey relale tabpixiony: Fobingtaras| lgyustasyvmedlare arg
information in a variety of graphical formats. Once a pi ece 200f

i nf or mat eall thedolpveng buredypidonsmeovidedtt6BM: mediral conditéons Al B agdCalfefscartiat t ype
is automatically displayed. As new results are added to the system they
are adt of#ENE Hwbled bydltauserip sampatiepl iy pelatedito caidititngyh and (¢, theisearelpyderiaqape seri es
data is any kind o information that can be associated with a date or date
range. Afe expaesprides e pedtet. $rellall ldbd dequment that anghinatesre natienf dipgnesrglWwBi n Al ¢ t hat
is initially dragged to a trend plot tool. Al Henoglobin Al e |aboratory
resul ts FomitoneBsan begxprogier bt Heecipnddl =k di QladIsecond deduamentythat dndigatss af or

di splay. Followi ng this, any new Henoglobin Al c results would be

aut omat i ealienidizgnaied with copdition & kan bl aypregiied pfl apctos B2 1h 8 OldBheainedlainf  t he
functi.ons of the processor 16 of Fig. 2 are now provi ded. Indexing and Meta
-ravi ng; distance, AD, between each document pair can be expressed as a normalized dot product

10 between each vector pairs. In case of the above three vectors, the angular distance between
vectors S and D1, would be greater than the angular distance between véctors D1 and D2. This
ranking strategy suggests that in case of the above search criteria, document 2 should receive
higher ranking and hence be listed closer to the top of the list of search results, than document 1.
Thi.’s ranking is particularly useful in cases where the keyword search indicates that condition A

15 is found in both documents, but is mentioned in document 1 in a way that rules out the condition,
as opposed to document 2, that indicates the diagnosis of the condition has been established. In
this case, a search strategy using only keywords may not accurately establish the relevance of
each document to the search term and may list document 1 above document 2. A simple example
would be a document for a healthy patient explicitly listing negatives for each condition (e.g. “no

20 chest pain”, “no fever”), which would be incorrectly presented as being more relevant to these

conditions than a document in which they are diagnosed positively for a condition.

Reconciliation:
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Fig. 5 shows a bl ock diagram of the indexing, querying, and searching
functions of the MNE 12, in accordance wwth a nethod of the invention. An
i ndexer 3XO022e/6h3an to recei ve docunents fromthe documwemtusprionsss®r 330
and to provide indexed docunents to the encrypted 10i ndex nodul e 350, to be
encrypted. The nedical query processing engine 302 receives a free text
query 303 and processes the sane and provides the processed query to the
medi cal | exical search engine 310 and to the matrix concept search engine
320. The engines 310 and 320 al so receive the encrypted docunment fromthe
nodul e 350 and provide a nedical search engine output and a matri x search
engi ne out putForamsgemtpaent yr, dobandnh BIINE esentcataicamuches padaiespbaascirerth804. 15The
pl anner 304 ultinmately provides search results 305 as its output. The

engi ne 30RdiadlsompKbpikides iroht Belevanoy Magixgl0anTiemuB®@dcal address, viitich o beinent
processor 330, indexer 340, and nodul e 350 are generally | ocated within the
pr ocessoerxpi&sed as acmieg efrinowhiersam theabotdmetes nfeprtintama miiliedimagrionebspd@2¢an310, and
320, and the planner 304 are |l ocated within the processor 15, in one

enbodi meht cabdulatdcbasadvomrvaiious att@Bifsef teaumteak dapr (o geps®nce380onditias,y €S
comunity patient data 200.0 and patient-provided patient data 200.0.1 for
pr oce$si sgnptdhe ablataal 2416, €ic.) & tmyovwind edApixkons. FounsescegehsrasgumaMIiNtehapat i ent
whereas the data 200.0.1 is provided by the patient. The engi ne 302
convert s ofly de fHldrwmnétraerAglixibrangedicpd copdéione s, Bfank€. A patientgeeny, RBI03, into
calls to the engines 310 and 320. The engine 310, in a predeterm ned

col | ect i owicafingwhaitiaiatichahas tebp disgresdsubiveasnditont A dot(menbesxpessedas air ed or

ad hoc), finds all objects having the keyword term match (perfect or | oose)
anywher e véatort He0,d brtrether prtienthreconds 2 cthat inthtates alppieant diagnbséd witlegomditinenB usi ng
50t her keywords (?? What is this trying to say?). The engine 320, for a

pr edet er e darchs|eixpressedat aofectar . d al |- Hevermssumkeithad $) the patisnt re¢ordsentié cal | y
related terns, identified through a know edge base conprisi ng nedi cal

ter 80 seomaprelicosivaRhal] bres medival condibengtsh BofndChie haved bge msr.ate’mgagmisddect i on of
medical terns is dynamcally changing according to user-input and

ot her wi send Agha deadigynstasauhtaniqydtiens syt eatpaking thie &g eectoTheangbenhie widiga
converts-the output of the engines 310 and 320 into a 1Ounified display

pl an for c&rfagvieyel obsertainiyghat pativet tepirds, Bé @ohB3 de het bsleag tonthe eamgl matergg8en nedi cal

dat a
though the patients may share the same name.

Such a numerical address has a certain level of uniqueness for patients with a fair amount
15  of data points particularly if the patient's record contains many data points that deviate from the
norm (healthy) and therefore can be used as a parameter in addition to the patient's ID in order to
establish a unique patient identification. The same strategy can potentially be applied to

reconciling duplicate documents and data points.

Community-based template review, approval and sharing system is now described. As
20 described above the template lib manager 211 and the visualizer 201 control the display,
position, size and behavior of widgets based on pre-defined default and also user-customizable
settings. Once an optimal display configuration has been reached, the desired configuration

(referred to as a "Template") settings can be submitted to an online community for them to
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obj ects that can be matched to either keyword or concepts. Two dat a
flows are showmn in Fig. 5. Indexing flowfollows the flow of data fromthe
200. 0 andwono20B1@21 to the processor 330, the indexer ¥®¢®/USamd/osdes nodul e
350, to the engines 310 and 320. Search flow follows the flow of data from
recei pt of the query 303 to the engine 15302 to the engines 310 and 320 to
the planner 304 to generate the search results 305. In the search
flow, the engines 302, 310, and 320 are used to process docunents and
convert theminto formats that nmake them easy to quickly search and
retrieve froma | arge collection of docunents. The indexing flow allows for
reliabl ereaive, esttapdEftdegred opteior avdnaertifyf thel Geuptetat Thegesfdssofthel dnlipé € physi cal
machi nes. | ndexing al so supports | arge throughput (Ilarge nunber of
docunent sorgmtrtiiyragd iheddxmdlapeubmissiotsehn titheshedept frivetanr mpdeipublidrea wor k | oad
over a |l arge nunber of nmachines, such as multiple processors. The indexer
340 convegnfigurhble piivacysettimgs. Hdllseis edthia adamanuhingt metwork orouid Haz¢ acredsesthe he
qguerying faster. The indexer 340 al so stores the WO
2012/ 031882PCT/ TgB8R01ck A0GGM0St, 0011t entews of ratettke pldlished tengplacnpldetisby baldycr ypt ed
format so that in case of .data theft, the protected health information -
(PHI) 5i sonardreithim giden user netwdik dantbelalikity 3@ty erfemplast, meking daisible whillch it
receives fromthe indexer 340, in the formof an indexed docunent, in an
encr ypt edsefsovittat the hernmingtyatha ghecbemiplafe ke agcelveditestifamtorg €retifintten dEeniptigrpt ed
indices. This encryption protects patient data fromdata theft. In
al t er nat ranchagerivardi atteibtss intlnding dae,ynpine df the cirgmfiombotiyraad ededpertineat nodul e
350, may be stored in nultiple processors and queried independently - thus
t hey ar eirfferiationt ol er ant and protect PHI. The search engine, of the
various enbodi nents of the invention, is built around the concept of
Zero-Cick Relevance - or the ablllt_ to get all the relevant information a
provi der 10reHl§|°F%a§“l'6’§/° H‘%VPH‘I&“%W ‘ﬁb‘f“ée‘iﬁ’ff‘é'}fQ Thesygtem searches the Aistapael

pr.ovi der,, ri eved upon receipt

i nf or tion, b re
of a n&]eé’atéﬁﬁéﬁié drlspﬂiys %formatlon t at may indicate significant nsE for the patient or may have

a significant influence on the dlagnostlc process or treatment plan, based on the patient's "current
.circumstances”. A patient's "current circumstances” includes the patient's current problems,
medications, allergies, available measured information (labs, diagnostics, etc) and any active
complaints or symptoms they may have. For example, a patient who is complaining of sore

15 throat and fever might have past splenectomy information displayed by the "Did You Know?"
feature, since there is a relation between these circumstances and a serious complication due to

past splenectomy.

The capability of graphical ongoing display and update is now explained. The system
has the ability to display time series information in a variety of graphical formats. Once a piece
20  of information is dragged onto one of these tools, then all data of that type is automatically
displayed. As new results are added to the system, they are automatically added to the graphical
display. In this case, time series data is any kind o information that can be associated with a date

or date range. An example could be a laboratory measurement of Hemoglobin Al ¢ that is
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As described previously relative to Fig. 5, the search engi ne consists of
two distinct conponents - nanely the indexing flow and the search flow. The
i ndexi ng wbaw2osnsanes patient data fromthe community @cmusaéitiiopdies f or mat s
i ncluding CDA tenplates, CCR, CCD, 15 PDF, inmages, etc..) as well as data
provi ded by the patients thenselves. Patient-provided data can cone in the
form of patient uploaded material such as status updates or inages, videos
and docunents or can be fromhealth nonitoring devices connected to the
intemet. The indexing flow processes each of the docunents received by the
system and converts theminto structures that nmake the searching of this
dat a ef f imgtiadlmidraggedde a enendiox 1991, AlThiemeglgbin Wd¢ labastonrresudts for guk panerd will

20conpl etely encrypted fashion to protect patient information. The search
f1 ow t akbemads avaiabte ta tifertead plexfor dislay Follovang this, apyerey Hentdgmbin Almyresults
restrictions on the structure) - and converts the free text query into
comrands woaldtbh eutivbalicay addesioohd rdplat Hisplagi ne and t he MATRI X (Medi cal
Application Term nol ogy Rel ati onship IndeX) Concept Search Engine using a
sophi sticated query processing engine optimzed to work with nedi cal
gueries. The results of the search engine are sent to the presentation

di spl ay pl ann@rth¢3igmils of thhfupktiate of e procdseor tb of Figel avaaw ppavelsént at i on gi-ven
the users role and privileges and their organizations roles and privileges

(e.g. provi dendexingrand Meta Eageing: qual ity manager, and the patient) 5and the
search query. Query: Fig. 6 shows a block diagram of the query

modul e, in acdpridhnaeea biockdisgrampptr tdexing qdermogfvod sefchingdunatipasefiten. The
query nodule 31, also referred to herein as "nedical query processing

engi ne" , MINEd 2gapecopiangenwthyprieihed Ghaihvantign.  Anandgxé¢rg48 lsohpwn 9 tceing t he free
text query 10303 received by the query tokenization nodule 370, which is
shown t odenumgntd Eomdhagicuaent guasessont3g0 errbtopegyidetindexphdasppents withoencpiptsdk 371,
which, in turn, provides interpreted semantic (semantic what? Results?) to
t he dfer jndex madyladilote bslenerkptak JTheipdichl el MERsspizenEide d0%igedivestarfgas| at | on
to the lexical search queries block 373 and the cone* search queries bl ock
374. The'esh@yiened03 andpricassas shefspme afdoprayidesithpr ripcepsa guaiy & hewedied lexigal t he free
text query 303, into input that can be 15 used by the engi nes 310 and 320
by first S®skensias hlY and & Gearlyixgoncepieprbenging 389 Threengingt il 32Qapag a

| arge dictionary of nedical terns to identify all possible interpretations
of the t&CH¥e thp ergiepteg dopymenpfromibempdude Bx0japé progide g medisphsearshensdtes of al |
the medical terns that were found in the query along with their nedical
types. TRUBUt apdrBWIrXisejchengiigoytput Frsrestieeli ibba piesstagion diselay plagcg 9bnary of

medical terns to_identify all possible interpretations of the terns in the
quer 9_3 | tFhe planncr 304 ultimatcly provides search results 305 as its output. The engine 302 also

provides output to the planner 304.

The document processor 330, indexer 340, and module 350 are generally located within
the processor 16, in one embodiment of the invention. The engines 302, 310, and 320, and the
planner 304 are located within the processor 15, in one embodiment of the invention.

20 The document processor 330 receives community patient data 200.0 and patient-provided
patient data 200.0.1 for processing. The data 200.0 is provided from sources other than the

patient whereas the data 200.0.1 is provided by the patient.
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20al so consists of any relation that can be recogni zed between the nedi cal
ternms in the query based on function words such as "with" and "of'. Each
i nt er pr etwi2ore/i3g053cor ed based on the surroundi ng cont epCI/USer118z@npl e. ,
ot her words, nedical ternms and relations present in the query, or the
know edge provided by the application to the query processor such as the
hi story of previous queries and user responses. After scoring all
interpretations that are generated, the interpretation with the highest
score is chosen as the nost likely interpretation of the query. The nost
likely interpretation of the query is translated into a | exical search
query 373 andlle ecogine 8t copeatsdive fumrmatudal fangunge gemies, tfiee tdrequehe3d3cmto sear ch
engi ne 310 and the concept search engi ne 320. The nost likely
i nt er pr etalsitothe engitds8h0 sndzB30f Theagine3l @ icapledettrminddeoksrgomeiam@lial dad 374
for | exical and concept search, respectively. Once the results are returned
f r om t he ojeas Ghahsis tdxedguments, sirogess omg hec)giimis al whjet@ahadng the keyetond el
results with information about the query so that it can send it to the
di spl ay plaghmriettor oed hey veereap phreapntesttod thelinsdicalydapl abiect dnd fRessismt atingon:
Fig. 7 shows a bl ock diagram of the relevant bl ocks/functions of the
pr eseft avihorkeprwonds €7 d¥hat sehisroying @ B9?)ofhdengine 320, Aoy pedniratned volitcspl ay
pl anner 304 is shown to receive input froma 15presentati on personali zer
306 and bbmgligyiedes. Siedy clist posedi¢adly 308ed thats, @ewified thrngghfadmowltigetede cal dat a
obj ects matching search conditions. The search results 305 receives user
acti ons 8@7pramg nediculdsmassemapti retabortshand setrevtesfale wiationsc Thbtadkkid®0d, which
is showmn to provide input to the presentation personalizer 306.

medical terms is dynamically changing according to user-input and otherwise, as the system 10

gains medical knowledge. The planner 304 converts the output of the engines 310 and 320 into a
10 unified display plan for viewing by a user and this becomes the search results 305 —medical data
objects that can be matched to either keyword or concepts.

Two data flows are shown in Fig. 5. Indexing flow follows the flow of data frbm the
200.0 and/or 200.0.1 to the processor 330, the indexer 340, and the module 350, to the engines
310 and 320. Search flow follows the flow of data from receipt of the query 303 to the engine

15 302 to the engines 310 and 320 to the planner 304 to gencrate the scarch results 305.

In the search flow, the engines 302, 310, and 320 are used to process documents and
convert them into formats that make them easy to quickly search and retrieve from a large
collection of documents. The indexing flow allows for reliable and automatic replication of
documents across multiple physical machines. Indexing also supports large throughput (large

20 number of documents getting indexed per ;ninute) because it can split the work load over a large

Ll
number of machines, such as multiple processors. The indexer 340 converts the incoming

healthcare data into a form that makes the querying faster. The indexer 340 also stores the
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The pl anner 304 receives, as input the annotated results for a query, from
t he personalizer 20306, and converts theminto an ordered (ranked) I|ist of
resul ts twokeiypmesented to a user. The ranking conponentPCiriuskad®so108
exhaustive nmedi cal know edge available in MATRI X to deci de the rel evance of
data objects. Each result can be different in its presentation. The pl anner
306 al so records user actions 307 on the output of the search results such
as user clicks and dwell tines. This information is logged internally for
conputing relevancy nmetrics and to provide personalization. For exanple, a
result containing | aboratory results can be displayed as a trend |ine over
ti me wherousiyadshd dag icandrapleiclygnpyptod fonmpatcarhabin cdsesyfidaty @t finiht progpedi al
mar kers indicating the onset of the problens, related nedications and
pr ocedur ésalthanfomnmgop(Rbl) ismot révgatedbl em or condi tion that has been cured can
be displayed differently froma present problemto 5indicate that the
probl em i s nollheongpuie 3308 siows patigpadata, iwhanitoeeates frgmdhesipexyr H0ainshd form efich
result, determining its styling, content, and presentation (for exanple,
gr aph vs an hidgel idgéwmedt, inesatencrypted Girmptl thay iggilreasly sedrslmbite@nhdpenicress t he gl obal
order of results. For certain types of queries (for exanple, queries about
anal ybes cemyptddahditessTisy ercenptian proteyp eaticof datacfsarh tiga thefjhin abengiveori ti zed over
ot hers. 10The planner 304 uses | ogged rel evancy netrics along with user
data to pebsgimeits, the enbreptpd Bdiznd. gtreomedihythe hedulsiHo, mmdbd teedjingnyltiplon every
guery and user this data is captured and stored. A periodically running
backgr ountbcesagrk aifd @:etidy igdapestentlyct thonthaeare sidtrtgigant and ppeacs BRI | zer 306,
anal yzes the relevancy netrics captured for each user and query and
converts t henflieseaetneiging. efdheavapevnsamtmbingatsiob the imeationwisiboit dreundpil | ed when
presenting the search results to the user at query 15tinme. This process
creat es gorfcep@dbiok-GlishBeienaceasi thgabihy to gdtell draylewht méswhtian amovidered f or
each user.

10 requires by entering a single query. That is, all relevant information, required by a medical

provider, may be retrieved upon receipt of a single query.

As described previously relative to Fig. 5, the search engine consists of two distinct
components — namely the indexing flow and the search flow. The indexing flow consumes
patient data from the community (in multiple formats including CDA templates, CCR, CCD,

"~ 15 PDF, images, ctc..) as well as data provided by the paticnts themsclves. Patient-provided data
can come in the form of patient uploaded material such as status updates or images, videos and
documents or can be from health monitoring devices connected to the internet. The indexing
flow processes each of the documents received by the system and converts them into structures
that make the searching of this data efficient (Indexer 200.2). These structures are stored in a

20 completely encrypted fashion to protect patient information.
The search flow takes as input a free text query (i.e., a query without any restrictions on the
structure) — and converts the free text query into commands to the Medical Lexical Search

Engine and the MATRIX (Medical Application Terminology Relationship IndeX) Concept
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Search: 20 Medi cal Lexical search, as perforned by the engine 310,
extends a traditional text search engine by inplenenting a nedical term
anal yzer ,wohwn3mskes t he search engi ne aware of the specirfuses 10foinedi cal
term nol ogy. For exanple, search for "heart attack” should find only
250ccurrences of the whole termand di sregard occurrences of "heart" and
"attack" as separate words. Another exanple: search for "Al pha-1

- Fetoprotein” should match "0-1-Fetoprotein"” too. Search can be perforned
usi ng each of three follow ng basic search algorithns: 5 Perfect match
(default) - finds all the occurrences of a given set of search terns

appear i n§edreh Enginegising e henthistieated quaryqroqgssingl enging eptimiZérelo sea whiethedieadt and
search words may be stenmed, stripped of stop-words and converted to the

| ower cageerigaflbe eesuiistad Miersearch ¢ngins @rerpantddithe prisendatioaldisploy planres (43— of a gi ven
set of search terns in a collection of docunents appearing in any order in
t he sear evhichdgaidasithehnest idleyerdiprasenation ivemthia ustrhieste and PHeileges Mditheim mat ri x  of
nuneric val ues, which give the nmaxi mum and the m ni num anount of characters
t hat may omplpjé?aionb@!em@dgwprawygqm.g- podvidea admnistretopmualitBmanaggr, aad Mh patiethe t hird
search algorithm used by the nedical |exical search engine 310 matches
strings ofd besnabauey. as opposite to whol e words. Since this search can
find matches to part of a word, it is useful for the auto-conplete function
and the &wewch 15suggestion box in the user interface.

Fig. 6 shows a block diagram of the query module, in accordance with an apparatus and
method of the invention. The query module 31, also referred to herein as “medical query
processing engine”, is a part of the module 32 of Fig. 2 and is shown to have the free text query

10 303 received by the query tokenization module 370, which is shown to provide tokenized query
to the semantic interpretation block 371, which, in turn, provides interpreted semantic (semantic
what? Results?) to the query translation block 372. The block 372 provides query translation to
the lekical search queries block 373 and the concept search queries block 374. The engine 31
converts free form natural language queries, or the free text query 303, into input that can be

15 uscd by the engines 310 and 320 by first tokenizing the query 303, performed by the block 370,
using a large dictionary of medical terms to identify all possible interpretations of the terms in
the query. An interpretation for a query consists of all the medical terms that were found in the
query along with their medical types. Thus, tokenizing a query, in some embodiments, useé a
dictionary of medical terms to identify all possible interpretations of the terms in the query. It

20  also consists of any relation that can be recognized between the medical terms in the query based
on function words such as “with” and “of™.

Each interpretation is scored based on the surrounding context, for example., other

words, medical terms and relations present in the query, or the knowledge provided by the
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Fig. 8 shows further details of the engine 310, in accordance wth an
enbodi nrent and nethod of the invention. The search terns 303 and the search
docunent wol2beai@a 203 are received, the forner by theprpramsesd/osaas ch term
into query objects block 311, and the latter by 20 the docunent processor
330. The processor 330 processes the searched docunent received fromthe
col l ection 203 and sends the sane to the nedi cal | anguage based spelling
error correction 313, which corrects msspellings and sends the corrected
text to the Positional Search algorithm 312 for identification of
positions of terns within the text in the docunment collection, with the
final ‘seapriiationdeithe qu@pP Broodssomstétoasithedhastery obprevives quatieshand gser esp@ees: ch. The
search terns 303 is received by the block 311, which processes the search
t erm i nt &ftar ssoengallobiemegtations hat e ginewteds the inteapretdéenawitlsthe highése seoregsne 320 of
Fig. 5 1in accordance with an 5enbodi nent of the invention. The input query
303 is reewservasdhdypost Hkelyringirpratatiepuefithe quene Eksmeny likely intespr8@0on offthcduept ocesses
the received query using the relevancy matrix 205 and outputs fromthe
pr ocessed tpndatgd mtoselexien sepehehieryd 7Arent] @ eincen praesbiauerty|33¢ knd32at toTee r el evancy
matri x 205 uses the matching medi cal concepts block 322 and filters it to
gener at e legisphscarpleengisiedyd and e aonseitt seaomhceapging 31| ock 321). The rel evant
medi cal concepts bl ock 321 obtai ned as -the output received 10fromthe
matri x 205 i slhegapsplikeky intsrnréfationdelthemirangfeemed iplopelsioithgengings He ®AG74 he
engi ne 300 further receives searched collection of documents 203, which in
conbi nat fadexigat dndichrcepistaretamespentioely {Pnce theaesplisarb rayerked3rdm thesearghed theo
generate search results 325. The search results 325 includes nedical data
obj ect s AwnepReAsSIYengHE ageaiatenthe eturpedgesuis with mfermptieti aboutsthegueryTioethatnigi ne
300 is know edge-based and includes a table of nedical terns, concepts,
15r el at i &¥Ha¥en] it ke displaeripnneoiecegtean appioprintedisrianiidnues (rel evancy scores)
providing a quantitative neasure of the strength of the rel ational |inks.
This 1€ol l'ection of numeric values is referred to herein as the rel evancy
matri x 205. The nornalized rel evancy score has a range between 0 and 1,
with 0 bei Agesedpdnet el y unrel ated (orthogonal) and | been highly rel ated
(e.qg. synoqynnus). It is noted that in other enbodi nents, the opposite or a
di fferent rahdehoime Heckslierasy atthe relsvans plosky/unctipnyelthgprespgison modus ef ence
unrel ated and O na¥ denote highly related. The rel evancy scores are
obt ai ned therBUGROAT Eigl T e Presgniasion digelRy planneg APhis sVl tg 63k VR PUt fiik 2oper at e
over collections of data_obtai ned by a variety of sources, including, but
not 1P PEEENAgon petonalizen3fand do prgvids srarch aesyltePOsabat ars) inthesform of madieal
including clinical data stored within the system data .

ata objccts matching scarch conditions. The search results 305 receives user actions 307 and

serves as input to the relevancy metrics block 309, which is shown to provide input to the
presentation personalizer 306.
The planner 304 receives, as input the annotated results for a query, from the personalizer
20 306, and converts them into an ordered (rankéd) list of results to be presented to a user. The
ranking component includes exhaustive medical knowledge available in MATRIX to decide the
relevance of data objects. Each result can be different in its présentation. The planner 306 also
records user actions 307 on the output of the search results such as user clicks and dwell times.

This information is logged internally for computing relevancy metrics and to provide
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obt ai ned from usage statistics and data obtained by converting publicly
avai l abl e nedical texts into knowl edge usable within the matri x. I n
order to wdentZdysal | the concepts relevant to the sear eaTtuseont/osd1es

know edge base is queried with the search termto find all the concepts
that are related to the search term Wen all 5the matching concepts are
found the relevant itens can be selected by filtering the Iist of returned
concepts based on their relevancy score. The threshold for filtering is a
rel evancy search paraneter that determ nes the stringency of the algorithm
fromselecting only synonyns to finding all renotely related concepts.

The i denpéerfanelizations t Foo bxanellew agshilt n@tkigiag labanweptsilts Santsikpthyedasatrandput t o
t he nedi cal query 10processing engine which is then able to generate

r el evant liheosiecahe gh@rasessuftocontdiengd mublemas candbadshlagsighicesp@d4l niaskeret ur n t he
search results 325. An additional level of conmplexity in identifying
r el at i onsdivetivggbaonyedif delprabdsmns rel sedaneiitadchslyd pegaliies dorslenmotilera. Aonst ruct s.
For exanpl e, occurrence of the words "diabetes ruled out” in the context of
a nedi caprodeoumentditieelts histbebecurat @n pe displdyddydiffdnently dloevapreseneprgblerd tas a
15negati ve rel evancy value for diabetes. Fromthe semantic al gorithm

per spéct indgatetthad themrablenpis ob lapge aats o Gipatt édmwiréanng digiglsy plas far @cldesdct | on and
interpretation. Negation detection algorithmrelies on the collection of
negat i vedgegmambg ts sying couehts afdquesdnthtiont (fe exanthil€ gtaph ex thightigitted @kd) theg i nt o
several categories, fromsinple negation, like "no fever", to nore conpl ex
pat t er nsdisplkeplamer dsif detazinias the glotidrocder of resulth ot catatn typdslof hyeries (feigat i ons, as
wel | as doubl e negations present 20 a significant challenge to the

aut onat i exadwlee qtdarienatebigonlyteh and lab testekartph érped ofurkslts might b¢ prirgitiveddver
abnormalities, injury, but not inflanmation")(Are we trying to nmake the
assertionthehat we solve this difficult problen? Perhaps we just state that
t hese are exanpl es of negation that the system

10 The planner 304 uses logged relevancy metrics along with user data to personalize the
presentation for the user and the query. On every query and user this data is captured and stored.
A periodically running background task,(is this restriction necessary?) the personalizer 306,
analyzes the relevancy metrics captured for each user and query and converts them internally to a
personalization model which is applied when presenting the search results to the user at query

15 time. This process creates a feedback loop increasing the relevancy of results returned for cach

user.

Search:
20

Medical Lexical search, as performed by the engine 310, extends a traditional text search
engine by implementing a medical term analyzer, which makes the search engine aware of the

specifics of medical terminology. For example, scarch for “heart attack” should find only

25  occurrences of the whole term and disregard occurrences of “heart” and “attack™ as separate



handl es . The negation detection algorithmuses a nmachine |earning nodel to
| earn structural patterns in sentences to identify if the phrases in the
sent ence wopeoragaised or not. Interpretation of negativePCeltst@anoso1val ues
depends on the specific use case. Wen application requires only detection
of relations between concepts with no discrimnation for their 5 type,
negative rel evancy val ues can be used as absol ute val ues. However, building
deci si on support el ements requires understanding of the semantic

i nteractions between nedical data objects, so interpretation of negative
rel evancy val ues becones critical. Fi gs. 10-19 show vari ous screen
shot s of weslar&ivtheeewhipls; stanctafoc Ohlgham t-Eetaproteing sbonid matgh Biblekhtepeettis” of t he

i nvention. 10Fig. 10 shows a screen shot of an exenplary search result 325.
Patient Jwan Sanple's information and |ab results are presented show ng
ranges of her various test results with these results characterized by the
r el evanc yeanght qap ke pérfermetwingaadeofuniehiollneing bsswsssicbnlgatibwe:. For exanpl e,
calciumis noted having a rel evancy value of 0 while glucose is noted to
have a rel evancy value of 1.0. 15Fig. 11 shows a screen shot of an

exenpl ary output from Api xi o Search 200 as presented by the visualizer
201..5 ¢ Hregfecthiartah{defaulg ~-Smdedhths haturradcesof acgrampkanfyegpagernsf a di spl ay
to the user with default status showing. At the start, the page is enpty of
nost/ al | wi dgeipszrinzeathe s¢andped teweineopvalwirdbglhe shbraicth text artdesemch weiddsidey | nput -
bar and associ ated tabs (Patients, Favorites, H story), a Settings |ink,
20and a Si gn Busterbwued, sinppddpd stoptverdssied canypitaddo ihe lovwe casebafore matdring- down of
potential patient nanes, conditions, or related searches appears Pat i ent
matches listed in the dro _down i ncl ude mat ching on first-name, |ast-nane,
and ni cknan'eslf‘iﬁ?é‘ij'@éf&‘haﬁ’é’gs il eecurrepsespipgivep e OSQC)drCf“fterﬁ‘é&b%%"élF‘gpon(oﬁl rt hdat e,

| D?) Down- key begi ns navigating the drop-down |ist. Up and Down keys
documents appearing in any order in the search text within N positions of each other.

10 Here, N is a matrix of numeric values, which give the maximum and the minimum

amount of characters that may appear between any pair of search terms.

¢ String match — The third search algorithm, used by the medical lexical search engine 310
matches strings of characters as oppositc to wholc words. Since this scarch can find
matches to part of a word, it is useful for the auto-complete function and the search

15 suggestion box in the user interface.

Fig. 8 shows further details of the engine 310, in accordance with an embodiment and
method of the invention. The search terms 303 and the search document collection 203 are
received, the formef by the process search term into query objects block 311, and the latter by

20  the document processor 330. The processor 330 processes the searched document received from
the collection 203 and sends the same to the medical language based spelling error correction

313, which corrects misspellings and sends the corrected text to the Positional Search algorithm



can step through the list, where the current itemis highlighted visually.
Simlarly, nouse-over on the list highlights drop down choices. As shown in
Fig. 13, wochizisi@seouch) selects the item thus popul at iPog/ush@tiospog -fi el d.
If the user begins or resunes typing characters or presses backspace, the
st eppi ng process 5stops and the functional process resunmes to conpiling and
narrow ng the list of choices. If the list exceeds 10 itens (desktop) and 6
itens on nobile devices, the |ist acconmpdates pagi nation el enents. The
bottom strip of the panel should display a "next..." feature. \Wen the
"next..." feature is used/accessed, the top-nost segnent displays (changes
to) a " pB&for identifeatianrod positivns NetetmsawithifPrhe yex( ohi tsgpdaymentablldclien, wathttlam and t op
respectively) should not be accessible by up and 10down arrow. However a

Ri ght or fihdfs¢arcrreoits keSyefmedss! dmobjedtsactdhirgttey fehrabhThéweanch gppe303ance and
paginate the list forward (right-arrow) and backward (left-arrow). On touch
devi ces, racipedysthoblogi 1Hewhiblepriocesses Bresyareipagn imadt eguehoohiat.d and backwar d
along the list. As with known search standards (Google, Yahoo, etc), each
keyst r oke narkigvisshowefuithel ddtad$ ofgbsgighle82p pEFigdl, aciceatdaitoivittsn | f no mat ches
result, the list wll disappear. 15List choices that arc already in a

cor r e ponaibatimgunéthe ryamionadhampetdiery 368 ispedeived by themegickloquerygmetiessingn

patient has been seen for) render prefixed with a star. If the Health Care
Provi der efgdieCop, \eirittepraceaseg thersceive@aueny tsdingtbe wizvoivy myimeSradd outauts Gamc h
results wi dget or pane in general the page should list all related

possi bi | iheipeesessed @uehyi stet dfonarelting niedi@k eompépty blodkt32en $he ebvaren magia205f ol | ows:
20Tab key or Enter key press selects the highlighted itemand | ocks the

par amet empseatheanichipjeenddicalicomprptseblackidgk amifilgrd it ®tgendratmosle theotisvanhmedical

hi ghlighted item A click or touch selects the list item Once an input
itemis salcems élpck Bdh dhelretgyani owdicaltdercepiblask palvbiangdanihauipvioeseiids (or
conpletes) to match the official listing, and changes visually becon ng

bl ue,!0apFemdeaimiyyix 305Hs sadrtgol totthe medi¢at avesy praecsiingenging 380 disjeagine 300

further receives searched collection of documents 203, which in combination with the relevant
medical concepts block 321, is used to generate search results 325. The search results 325
includes medical data objects relevant to the search-term, as previously discussed.

The engine 300 is knowledge-based and includes a table of medical terms, concepts,

15 relational links between concepts and numecric values (relevancy scores) providing a quantitative
measure of the strength of the relational links. This collection of numgric values is referred to
herein as the relevancy matrix 205. The normalized relevancy score has a range between 0 and 1,
with 0 being completely unrelated (orthogonal) and 1 been highly related (e.g. synonymous). Itis
noted that in other embodiments, the opposite or a different range may be employed, for

20  example, 1 may be used to reference unrelated and 0 may denote highly related. The relevancy
scores are obtained through a collection of machine-learning algorithms that operate over
collections of data obtained by a variety.of sources, including, but not limited to, data generated

by experts and medical practitioners including clinical data stored within the system, data



The patient-search object can then be operated on. 1Search/|
Once search or input itemis selected, it transforns visuall

nput Obj ects
y into an

obj ect. AsOabj2s1652 5i nput field itens can be operated ®aT/USD¥Iagsiing t he
Pat i ent -obj ect to the Patients tab adds the patient to the Patients tab.
Draggi ng the Corrpl aints-object to the Favorites tab adds the itemto the
favorites list. Draggi ng objects to an operational w dget may
act upon that object (as a phrase or 10paraneter that defines the w dget.
General Search/ 1 nput box behavior is now discussed, as follows with an
exenpl ary screen shot shown in Fig. 14: 15 |If patient has not been

i dent i fi eblpinehom uipge ptatistiendndnintebased by cimyearting pitilioly/aca lbletniqdanktkextsat ches
(for popul ation search) are prioritized in the dropdown |ist.

Once pat irgmknomdedige osableopthirathe oatrigr oup is | ocked/ i dentifi ed,

t he drop-down

i st 20features nedical-terns and NOT patients or popul ati on groups.
In order to identify all the concepts relevant to the search term, the knowledge base is

queried with the search term to find all the concepts that are related to the search term. When all

5 the matching concepts are found the relevant items can be selected by filtering the list of returned

concepts based on their relevancy score. The threshold for filtering is a relevancy search

parameter that determines the stringency of the algorithm, from selecting only synonyms to

finding all remotely related concepts.

The identified list of relevant medical concepts is passed as an input to the medical query

10 processing engine which is then able to generate relevant lexical queries for the lexical search

engine 320 to return the search results 325.

An additional level of complexity in identifying relations between medical terms is

created by negative semantic constructs. For example, occurrence of the words “diabetes ruled

out” in the context of a medical document needs to be interpreted by the relevancy engine as a

15 negative relevancy value for diabetes. From the semantic algorithm perspective, two main

problems associated with negations are detection and interpretation. Negation detection

20

algorithm relies on the collection of negative semantic constructs found in the medical texts and
falling into several categories, from simple negation, like “no fever”, to more complex patterns
like “no sufficient evidence of infection”. Multiple negations, as well as double negations present
a significant challenge to the automatic detection algorithm (for example: “ruled out structural
abnormalities, injury, but not inflammation”)(Are we trying to make the assertion that we solve

this difficult problem? Perhaps we just state that these are examples of negation that the system
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Backspace over any single item md-phrase or upon the plus-sign or other

delimeter, wll

unl ock that Object (rendering in gray/default) and redefine

t he itenmswonotdmsi@age. Backspace deletes within the teres/useaiphriase,
character by character. Escape will bring back the | ast object 25 Doubl e
clicking on a word selects the entire phrase (nultiple words conprising the
tern). Unrecognized words and terns becone a "Keyword Cbject" and are
featured in orange after being operated on by a search. 30 Tabs and panel s,
are shown in an exenplary screen shot, in Fig. 15, and are as foll ows.
Clicking on a tab opens the correspondi ng panel (using a Nuery ani mation)
and changaslles othmsnegaionkletettiontalgosititnoussed mathimgedrineg fiodd to Bam)siruagrashown i n
Fig. 16. In this node, typing keystrokes junps to cl osest matching
| i st-itepatterigpn searedces Dowentifaifithephstsesis thelsemsengh atemegdtédsar not. Tab' or 35' Ent er
selects the highlighted favorite item thus popul ating the search/input
box. 'Esc' (€stmpedtionofsemitivdvelepance valagsdepentiviomibe fppcifiis usacashdVieni st i ng
search/input. After a panel opens, its tab features a reversed triangle
i con i ndiprdicatieg réquirgs dnly detestien of@klatadas betweén wheeaphevithaly discri@limgien for thejr or
press of the Esc key will close the panel and return f.ocus to the
Sear ch/ | Bpatnegaive eddvareyoaluss ehe be ubpd ap abselutasialues. dlosveverl msldingldecigamel .
Sel ection of a panel list's itemcloses the panel and returns focus to the
Sear ch/ | syrport elfmentpreneies ufideastanding o the's@idantic interadtions badweea medgial daenagenment
capability, as shown in Fig. 16.

objects, so interpretation of negative relevancy values becomes critical.

Figs. 10-19 show various screen shots of search results, in accordance with exemplary

embodiments of the invention.

10 Fig. 10 shows a screen shot of an exemplary search result 325. Patient Joan Sample’s

information and lab results are presented showing ranges of her various test results with these

results characterized by the relevancy matrix, in accordance with the discussion above. For

example, calcium is noted having a relevancy value of 0 while glucose is noted to have a

relevancy value of 1.0.

15 Fig. 11 shows a screen shot of an exemplary output from Apixio Search 200 as presented

by the visualizer 201..

Fig. 12 shows a screen shot of an exemplary page of a display to the user with default

status showing. At the start, the page is empty of most/all widgets, featuring a welcome widget.

Visible items include Input bar and associated tabs (Patients, Favorites, History), a Settings link,

20 and a Sign Out button. Upon the user typing in the input, a drop-down of potential patient

names, conditions, or related searches appears. Patient matches listed in the drop-down include

matching on first-name, last-name, and nicknames/psuedonames (ie. “John Doe Feb 5%) if

necessary. (birthdate, ID?7) Down-key begins navigating the drop-down list. Up and Down keys



Panel edit node is shown in Fig. 17 and operates as follows. Cicking the
"Edit' button 5transforns the panel to feature 'nove' icons and 'delete’
i cons af two2emai310stemin the |ist, as shown in Fig. 18. pDElust@iioswns are
grayed-out by default. Cick on the 'Delete' icons toggle the icon between
gray and red nodes. Dragging (nouse or touch) of the list itemrepositions
the itemin the list. A 'Delete' activator icon and an "Edit' icon repl ace
the "Edit' button. Cick of the "Delete Activator' icon deletes all itens
10t oggled "on" in the list, and the list stays open. Cick of the 'Edit’
icon ends the |ist managenent node (and returns to view of normal open
panel ). canstep tiorgh thatijtenitese the bur(cRhita is'highbiglied fislallpBEmilaFlyempageaivecant ai ns
a list of patients the user has dragged to the Patients tab, ranked in the
or der t héhg lisdughlighte dropdided clidicest As slwngo&ig. &, atchek @avdh). selEbis thelifest thusinct i ons
as a short-list of patients the HCP is nonitoring closely. Features
schedul edopulsipatheéruefield. chr onol ogi cal order (listing all the days
patients): Patients already seen should be subdued (visually |ess
appar ent ). Uplétheiusg bpeins @nmessmshiypind chrazaciirs ergir¢syesrbackspask,. theglerpingepdoqasst i ent s
(i.e. checked-in by clinical staff), should stand out visually prom nent
(be hPghbpand the fuisibeat piogess ofsumes t cempifingandtiawo R itherlissofishpiets. 1&pe aces al |
itens in the Search/Input box and |locks in the Patient parameter. 20The
f avori t edstestsedpldriteims (desktom ahd bliloms on Mebiladesisesy theilist acofmmerates pagingbioni nt s
and disorder itens is selected by the FICP for quick access. If the Patient
Par amet eflemenss. Jde hottayrkeplof the pinebshavld display 2 Snexpf.” &atved. Whemthedingits 't he
pati ent has been seen for. WO 2012/031052PCT/US2011/050108

feature is used/accessed, the top-most segment displays (changes to) a “prev...” feature. The

Next and Prev (displayed at the bottom and top respectively) should not be accessible by up and

10 down arrow. However a Right or Left arrow key-press should activate/flash their appearance
and paginate the list forward (right-arrow) and backward (left-arrow). On touch devices, a press
of either Next or Prev, paginates forward and backward along the list. As with known search
standards (Google, Yahoo, etc), each keystroke narrows the ficld of possible pre-selected
choices. If no matches result, the list will disappear.

15 List choices that arc alrcady in a corresponding pancl (such as an admitted patient, or
prior condition patient has been seen for) render prefixed with a star. If the Health Care Provider
(HCP) enters a query item with no matching records, a search results widget or pane in general
the page should list all related possibilities in a list format.

An exemplary item.selection is as follows:

20 Tab key or Enter key press selects the highlighted item and locks the parameter as an
object. A mouse-click on a list item selects the highlighted item. A click or touch selects
the list item.

Once an input item is selected from a drop-down, the corresponding input overrides (or

25 completes) to match the official listing, and changes visually becoming blue, appended
by a + symbol to indicate the item is an object.



The History Tab (List) features a list of conplaints the patient has
previously been seen for, listed chronologically with the nost recent on
the top. Wwbeorpadtosnags feature is used by clicking the Sectiusgs 1/os01ks t o
activate a |lightbox popup with the follow ng paranmeters for the HCP to set
their preferences. Table | belowis an exenplary table of the setting link,
activated. 5 Setting Function Options Patient nanme order Aut o- si ghout
Sets the tinme paraneter Of, 1l-mnute, 3-mnutes, 5-mnutes, RFID departure
Future settings

The patient-search object can then be operated on.

1. Search/Input Objects
Once search or input item is selected, it transforms visually into an object. As objects,
5 input field items can be operated on.
o Dragging the Patient-object to the Patients tab adds the patient to the Patients tab.
¢ Dragging the Complaints-object to the Favorites tab adds the item to the favorites
list.
¢ Dragging objects to an operational widget may act upon that object (as a phrase or
10 parameter that defines the widget.

General Search/Input box behavior is now discussed, as follows with an exemplary
screen shot shown in Fig. 14:
15
o If patient has not been identified, then the patient matches or
organization/cohort/panel matches (for population search) are prioritized in the
dropdown list.

¢ Once patient name or population group is locked/identified, the drop-down list
20 features medical-terms and NOT patients or population groups.
e Backspace over any single item, mid-phrase or upon the plus-sign or other delimeter,
will unlock that Object (rendering in gray/default) and redefine the items on the page.
e Backspace deletes within the terms and phrase, character by character.
Escape will bring back the last object
25 ¢ Double clicking on a word selects the entire phrase (multiple words comprising the
term).
¢ Unrecognized words and terms become a “Keyword Object” and are featured in
orange affer being operated on by a search.

30
Tabs and panels, are shown in an exemplary screen shot, in Fig. 15, and are as follows.

Clicking on a tab opens the corresponding panel (using a JQuery animation) and changes focus
to the list (auto-selecting the first one), as shown in Fig. 16. In this mode, typing keystrokes
jumps to closest matching list-item. ‘Up’ and ‘Down’ arrow steps through the list. “Tab’ or

35  ‘Enter’ selects the highlighted favorite item, thus populating the search/input box. ‘Esc’ (escape)
closes the panel and returns focus to the existing search/input. After a panel opens, its tab
feattnpes a reversed triangle icon indicating it will close. Click/touch of the tab or Close icon, or

press of the Esc key will close the panel and return focus to the Search/Input. Clicking outside
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Language Sets the | anguage 1131) TABLE 1 An alternate viewis to provide
suggest ed searches based on nultiple paraneters such as 10t he user's

speci al t Wwotheva3idsest ori cal searches, the patient's datacanbanpsavher
paranmeters that can be used to predict the user's desired search intent.
Thi s dropdown coul d al so show other itenms such as favorite searches. This
search is nodality is shown in Fig. 19. Visualizer: 15The search 200
nodul e takes the mapped data objects 203, the relevancy matri x 205 and
search input fromthe user and creates lists of itenms for each type of

medi cal information. The search 200 al so ranks the list of itens based on
t hei r rethewaret yilt dsa desetwaangin felectionhEgpaneidistib item alosesplasmed apdtaturbot h t he
visualizer 201 and the APl 202. The visualizer 201 takes the search context
i nput fr &eus teahaSearchilwpus Thetpaneds fehtareg amdralitt button 201adist mankgpment cetabiliy. dget s
that react to the search context to provide specific mapped data objects
203 t hat asshewnéri lBgal®t to the context. In addition the wi dget content, the
| ayout of the widgets thenselves can be context driven. The |ayouts can be

st andar di zed Bapelkedid noderjsishewn inj ig. td nadyencras s folpwspClekingfthe diditekuttonncl ude
but are not Iimted to patient, problens, diseases, specialty,,
5 transforms the panel to feature ‘move’ icons and ‘delete’ icons after each item in the list, as
shown in Fig. 18. Delete icons are grayed-out by default.
Click on the ‘Delete’ icons toggle the icon between gray and red modes. Dragging
(mouse or touch) of the list item repositions the item in the list. A ‘Delete’ activator icon and an
‘Edit’ icon replace the ‘Edit’ button. Click of the ‘Delete Activator’ icon deletes all items
10 toggled “on™ in the list, and the list stays open. Click of the *Edit’ icon ends the list management
mode (and returns to view of normal open panel).
The ‘Patients Tab (Panel)’ is as follows. The panel contains a list of patients the user has
dragged to the Patients tab, ranked in the order they have been added (last item goes at the end).
This list functions as a short-list of patients the HCP is monitoring closely. Features scheduled-
15 paticnts in chronological order (listing all the days paticnts).’ Paticnts alrcady seen should be
subdued (visually less apparent). Upcoming patients should be visually neutral. Admitted
patients (i.e. checked-in by clinical staff), should stand out visually prominent (be highlighted).
Selection of an. item from the Patients panel repléces all items in the Search/Input box and locks
in the Patient parameter. —
20 The favorites tab (panel) is as follows. Features a list of chief-complaints and disorder

items is selected by the HCP for quick access. If the Patient Parameter has been locked in,

features a list of chief-complaints the patient has been seen for.



| aterality, and denographics. There are nultiple types of w dgets, those
with access to protected health information (PH') and those w thout access
t o protecwedotedaiash i nformati on. Exanpl e of a PH W dgePCraiska /080168 wi dget s
that brings up neds, |abs, allergies, problens, diagnostic reports, office
notes and so on. The PH Router 406 is responsible for routing the

aut hori zed data 5to each of the wi dgets. These types of w dgets can receive
t he mapped data objects 203 in addition to context information, they can

t hen conbine the received information with other |ocal or web based
information to produce uni que context relevant display for the users.

Exanpl e of Thehlismy Tl dass fsatimes b listef edragjants thelpatient hasgirawousiydresosesthfop,

encycl opedia, or ad information in response to the given non-PH context
such as Ppsteshtheenslogisallivisle tis awst re@Then the opalThe settinge featiesio usedlog sligkingeasy
bring up frequently requested contexts (e.g. favorite patients, diseases or
pr obl ens Jhe SEgnghlink telagtixpte g lightbengopup with theAeliovdael pa@uwheters &or theUicP forset he UX
desi gn docunent. The visualizer 201 al so takes the search result by type
and per f erpreiderices. oreble ltbglpay i as exemplaaciebls iofithe seidie link, attivated.econci | i ati on
between nmultiple itens of the sane type fromdifferent sources. The

di spl dyed text and coding system of data presented by the visualjzer 201
15can beSettingoni zed bas&dnefipnyi ewi eOpsiony ef er ences. _The dat 4
reconci I Patienormmendehe aut omated as wel | las _user assisted. Depending upon

t he typeAgfo-sigmont and t h&ets $hodimsfparaatetshi QST 1 menute Gemivites, Stmipntegan be
performed_at inport and persisted in theRUH? ddpageeor can _be perfornmed for

di spl ay | puipgoséiggsonl y by the visualizer|201. Mipped data objects|203 are
reconci l_éehgbsgeet he vi suaBets de 19@tagen nul 1 TBPe ways based on whet her they are
exact matches of the sane data 20i nstance, a potentially "close" match of a
gi ven daffABLEdt ance, or are identified as a the sane type of data for
conpari son purposes. Rules for data matching and di screpancy flaggi ng can
be based on ohwatsimatetvionkito provide sedgksyeddedriires Haged eh ewbipbgmranretdresichad/ or
mappi ngs. Exact matches can be conbined on di splay w thout flagging.

Depenfli nieupsis spdsialtgaher higtprcat segrbesitie ohieest’ aidata widtane ptherpandmatessithai iah a | ag
indicating a reconciliation occurred or are flagged (or marked) to indicate
a pot ent pavsed gopyedi¢t|theasproydesiond) sdareltimtgnt. This dropdawiecapidsalegl shewotlgoiterssan al so
take input fromthe user (healthcare provider 104) as to the |evel of

r el evanciuchps faperit pfagnhesa his seardhds mpgadiy igskownipiged?ed in. The visualizer's
201 layout can 5 al so be custom zed by the user and by standards

organi zati ons who can use the tenplate |ibrary manger 211 to nanage and
publ i sh cont eXiguakipeszi fic | ayouts. The tenplate |ibrary manager 211 can

manage | ayouts at the individual, group, specialty, and standards
or ganPzat i on Theyegrch 200 module takes the mapped data objects 203, the relevancy matrix 205 and

search input from the user and creates lists of items for cach type of medical information. The
search 200 also ranks the list of items based on their relevancy to the user input. These results are
passed onto both the visualizer 201 and the API 202.
The visualizer 201 takes the search context input from the user in a natural language text
20 box and provides widgets that react to the search context to provide specific mapped data objects
203 that are relevant to the context. In addition the widget content, the layout of the widgets
themselves can be context driven. The layouts can be standardized by the template lib manager

211. Examples of context include but are not limited to patient, problems, diseases, specialty,
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Fig. 20 shows further details of the visualizer 201, in accordance with an
enbodi nent of the invention. The term"w dget", as used herein, refers to a
devel operwoneststsentity that 10 popul ates the nodul e spatas201n/0541688 page,
including all code, and its integrating conponents. A developer.is a third
party or a user of the MNE 100. The arrows |inking the blocks of Fig. 20
show the maj or data fl ows, other connections between the nodul es and data
flowin the reverse directions are anticipated. The functions of the bl ocks
of Fig. 20 are as foll ows: | . The Device Manager 401 nanages the major
devi ce specific layout and functionality 15differences. 2. The Layout
Manager #02alitanaddsnaghphice daticare mgiiple fypanef widgets ihoscowitinagcess 1 pretegiediget s.

3. The Wdget Manager 403 manages the content of each of the w dgets. Key
f unct i onhtalthynfometiod@stl) and tigrsd witlbus pécass Wvprotpeted AdalthfinfoonatiomaExanmpleefi@bi nes
mul ti-sourced itens for a sinple view of the 20data, it can take into
account PHéWadgshgowd her widgetn gt bryqpe upfedaias, atlérgies porbdass, diagndstivho i s
viewing the data. 3.2. Flagger 412 provides visual feedback on the state of
mer ged i reppgs, officg ndtes aid spiph.| The PHY RopteAféds iegponsible iforgouting dla dutherigedglata

consi dered the sanme by organi zational specific rules. 3.2.2. Gay pill is
di spl ayetb dafh efithe widgessirlbesy typee nEwideds esvnedetve thedmaripad dasg othgeis 298 in

organi zati onal specific rules. 53.2.3. Orange pill is displayed if the

mul ti - soaddidwh tp cenext ifamatery thdy namther dombirg tik rgceiv@dhfprnapgion with othgt ldcdde used
for further annotation of nerged itens. 3.3. Search highlighter 413

hi ghl i ghtswel based infeanatian¢o prefluse anique eonteherelseant displpe for thermsers. Example of

non-PHI Widgets include widgets that display sponsorship, encyclopedia, or ad information in
response to the given non-PHI context such as problems, or diseases.

10 | The visualizer 201 also makes it easy bring up frequently requested contexts (e.g. favorite
patients, diseases or problems). Further details of the visualizer 201 GUI are found in the UX
design document. The visualizer 201 also takes the search result by type and performs additional
type based-processing such as data reconciliation between multiple items of the same type from
different sources. The displayed text and coding system of data presented by the visualizer 201

15 can be customized bascd on viewing user’s preferences. The data reconciliation can be
automated as well as user assisted. Depending upon the type of data and the type of matching,
the reconciliation can be performed at import and persisted in the database or can be performed
for display purposes only by the visualizer 201. Mapped data objects 203 are reconciled by the
visualizer 201 in multiple ways based on whether they are exact matches of the same data

20 instance, a potentially “close” match of a given data instance, or are identified as a the same type
of data for comparison purposes. Rules for data matching and discrepancy flagging can be based
on organizational or locally defined preferences, rules and/or mappings. Exact matches can be

combined on display without flagging. Depending upon the data type close matches are either



3.4. Wdget collapse manager 414 col | apses wi dgets that are do not return
rel evant information 103.5. Rel evancy visualizer 415 provides nechanisns to
gat her speoi2aiogiasger specific feedback on the rel evancycofuszaienmsoiby

di splay lower relevancy itens in a conpact form such as a conma separat ed
list and allowing the user increase its display relevancy by clicking on it
3.6. Details visualizer 416 provides the ability to see all the details of
an itemby clicking on 15it, hovering over it, or other user gestures or
actions 4. Wdget Navigation 404 allows users to rapidly get to the w dget
of interest and nmay affect the search bar/query content 5. Overlay Manager
405 di spkeymnddavithen fagiindicatiogua ragencaliatieg occofréd aarafddgesd ©r markad)dgs Jndicatetahe nai n
wi ndow as an overlay. Overlays can contain one object at a tinme or can

cont ai n npetkentiapteeorRkdietigrecoulsl okeur. conpari son purposes. 6. Pl-11 Router 406
routes data fromthe mapped data objects 203 to the appropriate w dgets
based on t he thepésuatizeniUgen alamtake mputtfygoetho fiser (Healthvarteiporvider 10 eslty tho

di splay. The PH router can discrimnate between nay types of indexed,
mapped, &nel of orieyendyddthednidamation thdt thekars intgrepted imclhowrstializhgs 2 dpyost ¢l e and
organi zati-on and the security policies governing each discrete nedical data
i t em andalse ke ¢nstopized §¥ the user and hyestadprds ozagiggsiosewha ¢re usethe et litad sear ch
results to third party prograns as well as allows third parties to publish
t hei r damangen2{ii Waeansgeping petiisk doritgxt spveifipilayguth.i The tenfiddte liaryamanggotdhbl e, t he
search bar and search results can be enbedded securely into third party

pr ogr ams can manage layouts at the individual, group, specialty, and standards organization level.

Fig. 20 shows further detaﬂs of the visualizer 201, in accordance with an embodiment of
the invention. The term “widget”, as used herein, refers to a developer-created entity that
10 populates the module spaces in the page, including all code, and its integrating components. A
developer .is a third party or a user of the MINE 100. The arrows linking the blocks of Fig. 20
show the major data flows, other connections between the modules and data flow in the reverse
directions are anticipated. The functions of the blocks of Fig. 20 are as follows:
1. The Device Manager 401 manages the major device specific layout and functionality
15 differences.
2. The Layout Manager 402 manages the location, size, and repositioning of the widgets.
3. The Widget Manager 403 manages the content of each of thé widgets. Key functionality
includes:
3.1. Display Merger 411 functionality combines multi-sourced items for a simple view of the
20 data, it can take into account the among other things type of data, the sources, and who is
viewing the data.

3.2. Flagger 412 provides visual feedback on the state of merged items
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using either a REST or SOAP APl s. Exanpl es of security mechani sns include
encryption, authentication credentials, context, and tokens. Third party
devel operwocarn/3alse cont ext information provi ded by thepsearsehi1ARI10€f or
exanpl e by a secure SOAP APl) and conbine it with their own data to produce
custom zed w dgets and data in the visualizer 201. 10 Fig. 21 shows a
conputer display or screen shot of the consolidated (reconciled and de-
duplicated data), in accordance with an exenplary output processed by the
mapper 204 and presented by the visualizer 201. The flag, for exanple, a
pill shaped icon with a nunber in it, indicates the nunber of records that
wer e merged. .1.chompyl srlisplged if mgltadoumed it¢trmmareismsidered thesarhhiey 15mer ged
records, change the one that is displayed, the master record, and/or
unncrge the recoerganizanbmbecifiatrdesobj ect s 203 that are nerged or umerged by
users can be propagated to all users within an organi zation, or on the Care
Team of the pal2efiray pilérddplaybdifiniltispuened itemps ow echsideted similaeby hw of t he
patient. This propagation of user edits can al so be perforned across
or gani zati ons. 2@giiizatioud bpetifie rilesvent i on has been described in terns of
specific enbodinents, it is anticipated that alterations and nodifications
theredf will 3b3.d&udnge bidldedisplaysdaf b multicsoniveditenssare menged manvadly.art. It is
therefore intended that the following clainms be interpreted as covering all
such al terati’ohé &thbr pddiskcpydbe vyed &g frthet annpahpmofirhergadriteesspirit and scope
of the invention. WD 2012/031052PCT/ US2011/050108 5What is clainmed is:

3.3. Search highlighter 413 highlights items that are relevant to the search performed

3.4. Widget collapse manager 414 collapses widgets that are do not return relevant
information |
10 o 3.5. Relevancy visualizer 415 provides mechanisms to gather specialty/user specific
feedback on the relevancy of items by display lower relevancy items in a compact form
such as a comma separated list and allowing the user increase its display relevancy by
clicking on it
3.6. Details visualizer 416 provides the ability to see all the details of an item by clicking on
15 it, hovering over it, or other user gestures or actions
4. Widget Navigation 404 allows users to rapidly get to the widget of interest and may affect
the search bar/query content
S. Qverlay Manager 405 displays large drill down data (eg. office notes or images) in the main
window as an overlay. Oyerlays can contain one object at a time or can contain multiple
20 objects for comparison purposes.
6. PHI Router 406 routes data from the mapped data objects 203 to the appropriate widgets
based on the type of widget and the type of information it needs to display. The PHI router

can discriminate between may types of indexed, mapped, and consolidated data and takes
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CLAI M5 11 . A method of transacting nedical information conprising: 2
3receiving nedical information froma plurality of nedical sources for

processi g 2412913t | fyi ng, mappi ng, and consol i dati ng Phe/useaieioseds medi cal
i nformati on by a 6back-end nedi cal processor; 7 8providing access to

specific relevant data, based on a user's security privileges,

I denti fied, nmapped, and consolidated nedical information, based on
10user-specific functions or roles by a front-end nmedi cal processor;

12generati ng user-custom zed processed nedi cal

of users, 13with at |east a portion of the user-custom zed processed

nmedi cal

10

20

i nfigp pecburgthehsén'gyole and organization and the security policies governing each discrete

medical data item and its meta-tags. .

The API 202 exposes the search bar and search results to third party progra;ns as well as
allows third parties to publish their data in widgets presented by the visualizer 201. As an
example, the search bar and search results can be embedded securély into third party programs
using either a REST or SOAP APIs. Examples of security mechanisms include encryption,
authentication credentials, context, and tokens. Third party developers can take context
information provided by the search API (for example by a secure SOAP API) and combine it

with their own data to produce customized widgets and data in the visualizer 201.

Fig. 21 shows a computer display or screen shot of the consolidated (reconciled and de-
duplicated data), in accordance with an exemplary output processed by the mapper 204 and
presented by the visualizer 201. The flag, for example, a pill shaped icon with a number in it,
indicates the number of records that were merged. Clicking on the flag allows the user to see the
merged records, change the one that is displayed, the master record, and/or unmerge the records.
Mapped data objects 203 that are merged or unmerged by users can be propagated to all users
within an organization, or on the Care Team of the patient, thereby building an improved Wiki-
styleview of the patient. This propagation of user edits can also be performed across

organizations.

Although the invention has been described in terms of specific embodiments, it is
anticipated that alterations and modifications thercof will no doubt become apparent to those

skilled in the art. It is therefore intended that the following claims be interpreted as covering all

such alterations and modification as fall within the true spirit and scope of the invention.
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l4provided to each of the plurality of users based on its relevancy to each
user's specific 15function or role and each user's associated security
privil egeso 202/0810%2t hod of transacting, as recited in clparrmskoiibEnei n t he
plurality of users includes a 2patient and the nethod further including
determ ning the nost rel evant access to be provided to 3specific rel evant
data based on a search query, the patient, and the user's specific
function/ role 4and security privileges. 5 3. A nethod of transacting, as
recited in claim, further including the steps of indexing identified,
mapped, and consolidated nedical information, tagging the indexed,
identified, WD 2012/031052PCT/US2011/050108 3napped, and consol i dated
medi cal information, and determning to reconcile the tagged nedi cal

4i nformation, by the back-end medi cal processor. 5

5  What is claimed is:



14. A nethod of transacting, as recited in claim3, wherein indexing

I ncl udes receiving 2processed docunents and converting theminto formats

t hat al | owe 2bvo3mseck sear chi ng across a 3l arge col | ect ipom/uskoidosunent s. 4
15. A nethod of transacting, as recited in claim3, further taggi ng includes
semantic nmeta- 2taggi ng enbedding information into the nedical information
that is relevant thereto and that can 3be subsequently used to search for
certain information or for the purpose of reconciliation. 1 1 16.A nethod
of transacting, as recited in claim3, wherein determning to reconcile and
upon 2determning to reconcile, renoving redundant patients or patient

nmedi cal information fromthe 3tagged nedical information. 1

CLAIMS

1 1. A method of transacting medical information comprising:

2

3 receiving medical information from a plurality of medical sources for processing;
4

5 identifying, mapping, and consolidating the received medical information by a

6 back-end medical proccssor;

7

8 ' providing access to specific relevant data, based on a user’s security privileges,

9 within the identified, mapped, and consolidated medical information, based on
10 : user-specific functions or roles by a front-end medical processor; and
11
12 generating user-customized processed medical information to a plurality of users,
13 with at least a portion of the user-customized processed medical information being
14 provided to each of the plurality of users based on its relevancy to each user’s specific
15 function or role and each user’s associated security privileges.

1 2. A method of transacting, as recited in claim 1, wherein the plurality of users includes a

2 patient and the method further including determining the most relevant access to be provided to
3 specific relevant data based on a search query, the patient, and the user’s specific function/ role

4  and security privileges.

5
1 3. A method of transacting, as recited in claim1, further including the steps of indexing
2 identified, mapped, and consolidated medical information, tagging the indexed, identified,
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1 7.A nmethod of transacting, as recited in claim3, wherein reconciliation
is performed 2automatically. 1 1 1 8 A nethod of transacting, as recited
in clai mio2brasinse | ncl udi ng exposi ng search resul ts 2pcrasediiosoiparty
prograns and allowing third party prograns to publish their data. 19. A

met hod of transacting, as recited in claim@8, further including securely
enbeddi ng the search results into third party prograns using application
programmi ng interfaces (APIs). 1 10.A nethod of transacting, as recited in
claim 3, further including assenbling of cached or real-tinme retrieved data
frommultiple sources for a unified view via a set of mappings or rules.
111. A3 metapmbd ofind commnisdatadi nmaglj cabisformatidneghdidateohiaingitd @conatiethe itaggedheediad  of
mappi pgs: rul es | d i iLhdicators. 112. A net hod of

transgct f“ﬁ‘g?‘ag‘g"’ ?yelchlgt%!é% e?’%%qceldgfllrﬁq'%egspgrt her including WKki-based quality

1 4, A method of transacting, as recited in claim 3, wherein indexing includes receiving

2 processed documents and converting them into formats that allows for quick searching across a

3 large collection of documents.
4
1 5. A method of transacting, as recited in claim 3, further tagging includes semantic meta-

2 tagging embedding information into the medical information that is relevant thereto and that can

3 be subsequently used to search for certain information or for the purpose of reconciliation.
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checki ng of nedical information; 113. A nethod of transacting, as recited in
claim1, further including WKki-based commenting 2of nedical information. 1
114. A metwoadofostosansacti ng, as recited in claim1l, furt®heruseoaiosdosng
qgueryi ng by the back-end 2nedi cal processor by receiving a free text query,
froma user and converting the free text query 3into commands to a nedi cal
search engine. 1 115. A nethod of transacting, as recited in claim1,
further including query |anguage to 2provi de systemati c access to various
parts of a patient record. 1 116. A method of transacting, as recited in
claim1, further including sharing certain patient 2data between
organi zati ons/ systens based on a "need to know', semantics, mappings, user
rol es, 3or user preferences.

1 6. A method of transacting, as recited in claim 3, wherein determining to reconcile and upon

2 determining to reconcile, removing redundant patients or patient medical information from the

3 tagged medical information.

o 7. " A method of transacting, as recited in claim 3, wherein reconciliation is performed

2 automatically.
1 8 A method of transacting, as recited in claim 2, further including exposing search results
2-  to third party programs and allowing third party programs to publish their data.

1 9 A method of transacting, as recited in claim 8, further including securely embedding the

2 scarch results into third party programs using application programming intcrfaces (APIs).

1 10. A method of transacting, as recited in claim 3, further including assembling of cached or

2 real-time retrieved data from multiple sources for a unified view via a set of mappings or rules.

1 11.A method of transacting, as recited in claim 10, wherein the set of mappings or rules include

2 . flag indicators.



1 117. A method of transacting, as recited in claim11, further including
inviting nmenbers of a care teamto join thereby allow ng distributed

user - or ganopze/sarse teans. 118. A net hod of transacti ng, pas/useaiiisedos n cl ai m
1, further including searching uploaded 2information including status
posts, records, or inmages. 1 119.A nethod of transacting, as recited in
claim1, further including automatically routing 2upl oaded i nformation

i ncludi ng status posts, records, or images. 20.A nethod of transacting, as
recited in claiml, further including ranking of results based 2 on a query
and know edge. 121. A nethod of transacting, as recited in claim1l1, further
i ncl udli ng2.i deftrefhpd nfjtranksdctipgas rdoited iR ichaine i ForhieainchidihgoViki-baed quah®y 1 n t he
query. 1

no

checking of medical information.

1 13. A method of transacting, as recited in claim 1, further including Wiki-based commenting

2 of medical information.

1 14, A method of transacting, as recited in claim 1, further including querying by the back-end
2 medical processor by receiving a free text query, from a user and converting the free text query

3 into commands to a medical search engine.

I 15. A method of transacting, as recited in claim 1, further including query language to

2 provide systematic access to various parts of a patient record.

1 16, A method of transacting, as recited in claim 1, further including sharing certain patient
2 data between organizations/systems based on a “need to know”, semantics, mappings, user roles,

3 oruser preferences.

1 17. A method of transacting, as recited in claim 1, further including inviting members of a

2 care team to join thereby allowing distributed user-organized care teams.

1 18. A method of transacting, as recited in claim 1, further including searching uploaded

2  information including status posts, records, or images.



122. A method of transacting, as recited in claiml, further including
perform ng concept search on the nedical information. 1 123. A nethod of
transactiwg,20es31@ei ted in claiml, further including recriusgngsabs
rel evant 2information required by a nedical provider upon receipt of a
single query. 124. A nethod of transacting, as recited in claim3, further
i ncluding tagging information 2extracted fromimges to enhance recall of
search queries. 1 1 25. A nethod of transacting, as recited in claiml,
further including processing the nedical 2information or user-rel ated
information to suggest rel evant queries. WD 2012/031052PCT/ US2011/050108
26. Al nmeithod AmethodnSansictigg. aascitasicn cladn i yfutheainel udingfautomatal ly npitingli ng
tagging information to

2 uploaded information including status posts, records, or images.

1

1 20. A method of transacting, as recited in claim 1, further including ranking of results based

2 onaquery and knowledge.

1 21. A method of transacting, as recited in claim 1, further including identifying all possible

2 interpretations of the terms in the query.

1 22, A method of transacting, as recited in claim 1, further including performing concept

2 search on the medical information.

1 23, A method of transacting, as recited in claim 1, further including retrieving all relevant

2 information required by a medical provider upon receipt of a single query.

1 24, A method of transacting, as recited in claim 3, further including tagging information

2 extracted from images to enhance recall of search queries.

1 25 A method of transacting, as recited in claim 1, further including processing the medical

2 information or user-related information to suggest relevant queries.
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2extract discrete nedical information froma text source. 1 27. A nethod
of transacting, as recited in claiml, further including performng
busi ness wotelda3gesace queries including searchi ng acr os®Cpapseé@LFONS .

I 26. A method of transacting, as recited in claim 1, further including tagging information to

2 extract discrete medical information from a text source.

1 27. A method of transacting, as recited in claim 1, further including performing business

o

intelligence queries including searching across populations.
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