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SYSTEMS AND METHODS FOR USING A TRANSACTION IDENTIFIER TO
PROTECT SENSITIVE CREDENTIALS

CROSS-REFERENCES TO RELATED APPLICATIONS

{0001} This international application claims priority to U.S. Patent Appilication
No. 82/531,301, filed on July 11, 2017, the disclosure of which is herein incorporated

by reference in its entirety for all purposes.
BACKGROUND

{0602} Because conducting transactions over electronic networks such as the
internet has a number of advantages that include convenience and lower costs,
elecironic fransactions are increasing in volume. However, while convenient for the

user, online transactions can introduce new vuinerabilities for data security.

[0G03] For example, in order o conduct an online transaction, a user may
provide a set of account credentials to a resource provider server. Due {o the fact
that typical transaction systems and communications involve several parties (e.g., a
user, applications on a user device, a resource provider, a transaction processing
network, an authorizing entity, etc.), the process of obtaining and providing the
account credentials can result in a number of entities viewing and/or handling the
account credentials. For example, a user device and an application (e.g., a browser
application) operating on the user device may communicate with a server computer
associated with an entity that manages an account (.¢., an authorizing entity} to
obtain the account credentials. Then, the user device may transmit the account
credentials to the resource provider computer. As a resull, the account credentials
and potentially other sensitive data is exposed to the user device, the browser
application, and/or any other routing computers. Each data transmission and system
that handles the sensitive data poses a potential threat of the data being stolen or
lost. Additionally, it is a burden for each of these entities {0 create sufficiently secure

data storage and transmission systems.

[0004] Embodiments of the present invention address these problems and

other problems, individually and collectively.
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SUMMARY

[G005] Described herein are a system and technigues for securely providing
account credentials to a resource provider for a transaction. Upon selection of an
account by a user at a user device, the user device and/or application executed by
the user device can fransmit the account selection resulis to a server computer in
order to request account credentials for the account. Instead of transmitling the
account credentials to the user device, the server computer can generate and
transmit a transaction identifier o the user device. An application executed on the
user device can, in tum, transmit the transaction identifier to the resource provider.
Then, the resource provider can fransmit the iransaction identifier back to the server
computer, thereby establishing a direct line of communication between the resource
provider and the server computer. The server computer can identify the account
based on the transaction identifier, and can then transmit the account credentials
{e.g., a token) to directly {o the resource provider. As a result, the account
credentials are not shown to the user device or application during fransmission to the

resource provider.

(00061 One embodiment of the invention is directed {0 a method comprising
receiving, from an application, a request for a transaction identifier asscciated with
an account selected by a user, generaling the transaction identifier associated with
the account selected by a user, transmitting the transaction identifier to the
application, wherein the application transmits the transaction identifier to a resource
provider computer, receiving the transaction identifier from the resource provider
computer, identifying the account selected by a user based on the received
transaction identifier, obtaining account credentials for the account, and transmitting

the account credentials to the resource provider computer.

[0007] Another embodiment of the invention is directed to a server computer
configured to perform the above-described method.

{0608} Another embodiment of the invention is directed to a method
comprising receiving a reguest {0 complete a fransaction associated with a user,

determining a number of accounts associated with the user, receiving a selection of
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an account from the number of accounts, sending a request for a transaction
identifier associated with the selected account to a server computer, receiving the
transaction identifier from the server computer, and transmitling the transaction
identifier to a resource provider computer, wherein the resource provider computer
subsequently transmits the transaction identifier to the server computer, and wherein
the server computer responds to the resource provider computer by transmitting
account credentials associated with the selected account.

[0009] Another embodiment of the invention is directed to a user device
configured to perform the above-described method.

J0010] Further details regarding embodiments of the disclosure can be found

in the Detailed Description and the Figures.
BRIEF DESCRIPTION OF THE DRAWINGS

{00141} FIG. 1 depicts a number of components that may be invoived in a
system used to implement at least some embodiments of the disclosure.

{00123 FIG. 2 depicis an example system architecture that may be
implemented o provide secure remote fransaction in accordance with embodiments
of the disclosure.

{0013} FIG. 3 depicts a swim lane diagram which illusirates an example
process for conducting 2 transaction using a SRT platform in accordance with at
least some embodiments.

{0014} FiG. 4 depicts a swim lane diagram which illustrates an example
process for communicating a transaction identifier in accordance with at least some
embodiments.

{0016} FIG. 5 depicis a process for authenticating a user in accordance with

embodiments of the disclosure.

{0016} FIG. 6 depicts an example process in which an indication of an account
on file is provided to the initiator server by a resource provider in accordance with at

least some embodiments.
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{0017} FIG. 7 depicts an example provisioning process by which a useris able
to manually add his or her acocounts {o be processed by the initiator serverin
accordance with some embodiments.

{0018} FIG. 8 depicts an exampie provisioning process in which an SRT
platform or an autherization entity pushes an indication of one or more accounts to
the initiator server.

{00191 FiG. 9 depicts a flow diagram illustrating a process for completing a
transaction in accordance with at least some embodiments.

{00201 FIG. 10 shows an example of the client device 920, according to some

embodiments of the invention.
DETAILED DESCRIPTION

[00213 Embodiments of the invention are directed to improving the efficiency
and security of the transmission of account credentials for a remote electronic
transaction by first transmitting a transaction identifier that can be directly exchanged
for account credentials. For example, a user can operate a user device application
to access a resource provider webpage and o select one or more items for purchase
via the webpage. The user can select an account to use for the purchase, and the
user device application can electronically communicate that selection to a server
computer associated the account. The server computer can then generate a
transaction identifier o be associated with the selected account, and store a record
of the transaction identifier. Then, the server computer can, instead of providing the
account credentials directly to the user device application, transmit a transaction

identifier 1o the user device application.

[6022] Upon receipt of the transaction identifier, the user device application
can transmit the transaction identifier {o the resource provider. Then, the resource
provider can communicate directly with the server computer in order to exchange the
transaction identifier for the account credentials. The server compuier can identify
the account based on the transaction identifier, obtain account credentials (2.g., a
PAN or a token) for the account, and then transmit the account credentials directly to

the resource provider.
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[0023] As a resulf, the account credentials are net shown to the user device
application during transmission to the resource provider. The first set of
communications (2.g., for selecting an account and obtaining a transaction identifier)
can primarily take place through a first communication channel that includes the user
device (e.g., an application executed on the device) and the server computer. Then,
the second set of communications (e.g., for obtaining the account credentials) can
primarily take place through a second communication channel that includes the
resource provider and the server compuier. The separation of these
communications across two different communication channels enables a shorter,
more efficient, and more secure transmission of the account credentials to the
resource provider. Additionally, efficiency is improved by reducing the number of
sysiems that need o be equipped for secure management of sensitive data.

[0024] Additionally, embodiments simplify electronic resource provider
acceptance by providing a standardized payload, integrating local security
applications, and increasing resource provider trust for transactions conducted. In
embodiments of the disclosure, users are provided the capability to select from a
number of their accounts, each of which may be associated with a different secure
remote fransaction platform, {0 complete a transaction. The transaction may then be
made more secure through the use of a local facilitator application that supporis the
selected account.

[0025] in embodiments of the disclosure, a user may be provided with the
ability to select a checkout element embedded in a resource provider checkout page
accessed via an application executed by a client computing device. Upon selection
of the checkout element, the client computing device may be caused to initiate
communication with a remote initiator server. The inifiator server may receive a
number of transaction details from the application on the client computing device, as
well as user-identifying information. In some embodiments, the initiator server may
derive various information from cookies placed upon the client computing device.

[0026] in some embodiments, the initiator server, upon receiving this
information, may identify a user identity associated with the transaction. Once the
user identity has been identified, the initiator server may determine a number of
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accounts associated with that user identity. A list of these accounts may be provided
to the client computing device o be presented {o the user. Upon selection of one of

the accounts, the initiator server may communicate the selection {0 a secure remote
transaction (SRT) platform associated with that account.

{00273 The SRT platform may then identify a number of facilifator applications
that support authentication of the selected account and are instalied on the client
computing device (or a different device operated by the user). In some
embodiments, the list may also be provided to the client computing device for
selection by the user. In some embodiments, a particular facilitator application may
be selected automatically (2.g., without user interaction) by the SRT platform. The
SRT plafform may provide instructions to the client computing device to cause the
selected facilitator application to execute. The facilitator application may
subsequently perform an authentication process to verify the identity of the user of
the client computing device. Once authenticated, the facilitator application may
provide an authentication indicator back to the SRT platform. Upon receiving this
authentication indicator, the SRT platform may generate a token specific {o the
transaction, which may then be provided to the initiator application and subsequently
to the resource provider in order o complete the fransaction.

{0028} Prior io discussing specific embodiments of the invention, some ferms
may be described in detail.

{0029} An “access device” may be any suitable device that provides access to
a remote system. An access device may be in any suitable form. Some examples of
access devices include POS or point of sale devices (e.g., POS terminals), celiular
phones, PDAs, personal computers (PCs), tablet PCs, hand-held specialized
readers, sel-top boxes, electronic cash registers (ECRs), automated teller machines
{ATMs), virtual cash registers (VCRs), kiosks, security systems, access systems,
and the like. An access device may use any suitable contact or contactiess mode of
operation to send or receive data from, or associated with, a user mobile device.

{00301 “Account credentials” may include any suitable information associated

with an account (e.g. an account and/or portable device associated with the

account). Such information may be directly related to the account or may be derived
6
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from information related to the account. Examples of account credentials may
include a FAN (primary account number or “account number”), user name, expiration
date, CVV (card verification vaiue), dCVV (dynamic card verification value), CVV2

{card verification value 2), CVC3 card verification values, etc.

00317 An "acguirer” may typically be a business entity (.9., a commercial
bank) that has a business relationship with a particular resource provider or other
entity. Some entities can perform both issuer and acquirer functions. Some
embodimenis may encompass such single entity issuer-acquirers. An acquirer may
operate an acquirer computer, which can alsc be generically referred to as a
“ransport computer”

{0632} An “authentication indicator” may be any suitable piece of data that
provides additional proof that a particular circumstance is authentic. Exemplary
authentication indictors may include cryptograms, flags, or other data which can
indicate that a user was authenticated by a computing device.

{00331 An “authorization request message” may be an eleclronic message
that requests authorization for a transaction. In some embodimenis, ifis sentio a
transaction processing computer and/or an issuer of a portable device to request
authorization for g transaction. An authorization request message according {0 some
embodiments may comply with 150 8583, which is a standard for systems that
exchange electronic transaction information associated with a payment made by a
user using a portable device or account. The authorization request message may
include an issuer account identifier that may be associated with a portable device or
account. An authorization request message may also comprise additional daia
elements including one or more of: a service code, a CVV (card verification value), a
dCWVV {dynamic card verification value), a PAN (primary account number or “account
number”), a token, a user name, an expiration date, eifc. An authorization request
message may also comprise “fransaction information,” such as any information
associated with a current transaction, such as the transaction amount, merchant
identifier, merchant location, acquirer bank identification number (BIN), card acceptor

D, information identifying items being purchased, etc., as well as any cther
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information that may be utilized in determining whether to identify and/or authorize a
transaction.

{0034} An “authorization response message” may be a message that
responds to an authorization request. in some cases, it may be an electronic
message reply to an authorization request message generated by an issuing
financial institution or a transaction processing computer. The authorization response
message may include, by way of example only, one or more of the foliowing status
indicators: Approval -- transaction was approved; Decline -- transaction was not
approved; or Call Center -- response pending more information, merchant must call
the toll-free authorization phone number. The authorization response message may
also include an authorization code, which may be a code that a credit card issuing
bank returns in response o an authorization request massage in an electronic
message (either directly or through the transaction processing computer) {o the
resource provider's access device (e.g. POS equipment) that indicates approval of
the transaction.

f0035] An “authorization entity” may be an entity that authorizes a request.
Exampies of an authorization entity may be an issuer, a govemmental agency, a
document repository, an access administrator, efc. An “issuer” may typically refer to
a business entity (e.g., a bank) that maintains an account for a user. An issuer may
also issue account credentials stored on a user device, such as a cellular telephone,
smart card, tablet, or laptop to the user.

{00363 A "compuiting device” may include any suitable device that can
electronically process data. Examples of computing devices include desktop
computers, mobile devices or mobile computing devices, television sets, efc.

f00371 An “application” may be computer code or other data stored on a
computer readable medium (e.g. memory element or secure element) that may be
executable by a processor to complete a fask. For example, an application can
include a program or group of programs designed to perform a specific function.
Examples of an application inciude a web browser application, a shopping
appiication, a social network application, a portion of an operating system (e.g., 103,
Android, Microsoft Windows, macOS, etc.) such as an AP! {(application programming
g
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interface), voice-control software, a cloud-based transaction service, a facilitator
application, etc.

{0038) A “cookie” (aka, a “web cookie,” "Intemet cookie,” or “browser cookie”)
may be any suitable piece of data sent from a webserver and stored on a user's
computer. A cookie may be placed on a user's computer by the computer's web
browser while the user is browsing a website maintained by the webserver.

{00391 A “facilitator” may be any entity capable of authenticating a user of a
client device. A facilitator may include a client-side application (e.g., a facilitator
application) as well as a backend server {e.q., a facilifator server) capable of
supperting the client-side application. In some cases, a facilitator application may be
executed upon receiving instructions from a facilitator server to authenticate a user
of the client device. The facilitator application may cause the client device upon
which it is instalied to obtain user-specific data. This user-specific data may then be
compared to expected user-specific data, either by the facilitator application on the
client device or by the facilitator server, to determine whether the obtained user-
specific data matches the expected user-specific data. in some embodiments, a
facilitator may be an electronic wallet provider (.¢., Apple Pay). It should be noted
that the facilitator may be unaffiliated with the SRT Platform and/or the initiator.

{06407 An “initiator” may be any entity capable of fadilitating communication
between a resource provider and one or more SRT platforms. An initiator may
operate a number of servers which provide at least a portion of the functionality
described herein. In some cases, an initiator may obtain approval and/or
accreditation from one or more SRT platforms in order to operate in conjunction with
those SRT platforms. A resource provider may enroll with the initiator in order o
obtain access {0 at least a portion of the processes described herein. An initiator
may provide each resource provider that erwolls with it a link to embed within a
checkout element. The link, when aclivated by a user wishing o transact with the
resource provider, may initiate the processes described herein in order to facilitate a
transaction between the user and the resource provider. it should be noted that the
initiator may be unaffiliated with the SRT Platform and/or the facilitator. In some

embodiments, an initiator can also be referred t0 as a “virtual terminal,” and can
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perform functions for remete transactions that are analogous to the functions
performed for in-person transactions by a physical terminal (2.g., a Point of Sale
device).

(00641} The term “resource” generally refers to any asset that may be used or
consumed. For example, the rescurce may be computer resource (e.9., stored data
or a networked computer account), a physical resource (e.g., a tangible objector a
physical location), or other electronic resource or communication between computers
(2.g., a communication signal corresponding to an account for performing a
transaction).Some non-limiting examples of a resource may be a good or service, a
physical building, a computer account or file, or a payment account. In some
embodiments, a resource may refer to a financial product, such as a loan or line of

credit.

{0042} A fresource provider” may be an entity that can provide a resource
such as goods, services, information, and/or access to such a resource. Examples of
a resource provider include merchants, online or other electronic retailers, access
devices, secure data access poinis, efc. A “‘merchant” may typically be an entity that
engages in ransactions and can sell goods or services, or provide access to goods
or services. A ‘resource provider computer” may be any computing device operated

by a resource provider.

[00437 A“server computer” may include a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example, the
server computer may be a database server coupled {0 a Web server. The server
computer may be coupled to a database and may include any hardware, software,
other logic, or combination of the preceding for servicing the requests from one or

more client computers.

{00443} A "secure remote transaction (SRT) platform” may be any entity

capable of facilitating a transaction in the manners described. A SRT plafform may

be capable of communicating with an initiator, a facilitator, and a transaction

processing network. in some embodiments, a SRT platform may include a SRT

server, a token provider, and a transaction processing network. An SRT platform
10
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may be configured to perform one or more processes that include: receive a request
for a transaction from an initiator, identify an account associated with the transaction,
determine an appropriate facilitator for the account, cause the determined facilitator
to authenticate a user associated with the account, generate a token to be used in

the transaction, and provide the {oken to the initiator {o complete the transaction.

{00458} A "token” may be a substitute value for a credential. A tokenmay be a
string of numbers, letlers, or any other suitable characters. Exampies of tokens
include tokens, access {okens, personal ideniification tokens, etc. A token may
include an ideniifier for an account that is a substituie for an account identifier, such
as a primary account number (PAN). For example, a token may include a series of
alphanumeric characters that may be used as a substitute for an original account
identifier. For example, a token “4800 0000 0000 0001” may be used in place of a
PAN “4147 0200 0000 1234.” In some embodiments, a token may be “format
preserving” and may have a numeric format that conforms to the account identifiers
used in existing transaction processing networks (e.g., IS0 8583 financial
transaction message format). In some embodiments, a foken may be used in place
of a PAN o initiate, authorize, setlle or resclve a transaction or represent the original
credential in other sysiems where the original credential would typically be provided.
In some embodiments, a token value may be generated such that the recovery of the
original PAN or other account identifier from the token value may not be
computationally derived. Further, in some embodiments, the token format may be
configured to allow the entity receiving the token to identify it as a token and
recognize the entity that issued the token.

[0046] “Tokenization” is a process by which data is replaced with substitute
data. For example, an account identifier {e.q., a primary account number (PAN)) may
be tokenized by replacing the primary account identifier with a substitute number
(2.q. a token) that may be associated with the account identifier. Further,
tokenization may be applied to any other information that may be replaced with a
substitute value. Tokenization may be used to enhance transaction efficiency,
improve transaction security, increase service transparency, or {0 provide a method

for third-party enablement.
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JO047 A “token provider” or “foken service system” can include one or more
computers that service tokens. In some embodiments, a token service system can
facilitate requesting, determining (e.g., generating) and/or issuing tokens, as well as
maintaining an established mapping of tokens to primary account numbers (PANS) in
a repository {e.9. token vault). In some embodiments, the token service system may
establish a token assurance level for a given token to indicate the confidence level of
the token o PAN binding. The token service system may include or be in
communication with a token vault where the generated tokens are stored. The token
service system may support token processing of transactions submitied using tokens
by de-tokenizing the token to obiain the actual PAN and conducting a transaction
using that PAN. In some embodiments, a token service system may include a
tokenization computer alone, or in combination with other computers such as a
transaction processing network computer. Various entities of a {okenization
ecosystem may assume the roles of the token provider. For exampile, processing
networks and issuers or their agents may become the token provider by
implementing the token services according 1o embodiments of the present invention.

[0648] A “token vault” may refer {o a repository that maintains established
token-to-FPAN mappings. According to various embaodiments, the token vault may
also mainiain other atiributes of the token requestor that may be determined at the
time of registration and that may be used by the token SRT server to apply domain
restrictions or other controls during transaction processing. The token vault may be a
part of the token service system. in some embodiments, the token vault may be
provided as a part of the token SRT server. Alternatively, the token vault may be a
remote repository accessible by the token SRT server. Token vaults, due to the
sensitive nature of the data mappings that are stored and managed in them, may be

protected by strong underlying physical and logical security.

{00491 A Mtransaction” may be any interaction or exchange between two or
more parties. For example, a transaction may include a first entity requesting
resources from a second entity. In this example, the transaction is completed when
the resources are either provided to the first entity or the fransaction is declined.
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JO050] A “transaction processing network,” or “processing network,” may refer
to an electronic payment system used {o accept, fransmit, or process fransactions
made by payment devices for money, goods, or services. The processing network
may transfer information and funds among authorization entities {(e.g., issuers),

acquirers, merchanis, and payment device users.

{0051} Atuser’ may include an individual. In some embodiments, a user may
be associated with one or more persenal accounts and/or mobile devices. The user

may also be referred to as a cardholder, account holder, or consumer.

f0052] A “transaction identifier” may comprise any suitable information that
serves to identify a transaction and/or an account. For example, a transaction
identifier can identify a stored transaction record, a stored account record, and/or a
stored set of account credentiais. A transaction identifier can include a string of
characters, numerals, or other identifiers. For example, a transaction identifier can
be a random alphanumeric value.

{00531 FIG. 1 depicts a number of components that may be involved in a
system used to implement at least some embodiments of the disclosure. In FIG. 1, a
client device 102 may be in communication with a number of remote entities via a
network connection {either wireless or physical). For example, the client device 102
may be used to access a website maintained by a resource provider server 104. in
this exampie, the website may have embedded a checkout element configured fo
cause the client device 102 to initiate communication with a initiator application
server 108. The initiator application server 108 may, in turn, be in communication
with a number of secure remote transaction (SRT) piatforms 110,

f0054] in some embodiments, the client device 102 may have installedonit a
communication application 108. Embodiments allow the communication application
106 to include any suitable software that enables the client device 102 and/or user to
communicate with the initiator application server, the resource provider server 104,
and secure remote transaction platforms 110, the facilitator application server 114,
and/or any other suitable computer system (e.g., in order to conduct a transaction).
For example, the communication application 106 can be configured to cause the
client device 102 to access an electronic storefront maintained by the resource

13
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provider server 104, In some embodiments, the communication application 106 can
include a browser application which can be used {0 access a rescurce provider
webpage. As another example, the communication application 106 can include a
shopping application associated with the resource provider, through which the user
can similarly review and select items for purchase. Additional examples of a
communication application 106 include an AP (application program interface), such
as an operating system API (e.q., i0S API, Android API, Microsoft Windows API,
macOS AR, etc.). Further examples of a communication application 106 include
voice-control sofiware, programs for conducting fransactions (e.q., cloud-based
transaction software) that can communicate with other systems, social networking
applications, one or more of the above-described examples in combination, and/or

any other suitable software.

{0055} in some embodiments, the client device 102 may have installed on it a
number of facilitator applications 112 (1-M)}. The facilitator applications may be
configured to cause the client device 102 to communicate with a number of facilitator
application servers 114 (1-M). In some embodiments, the client device 102 may

store, in its memory, a number of cookies.

{00561 in some embodiments of the invention, the client device 102 may be a
mobile device (e.g. a mobile phone). The mobile device may be capable of
communicating with cell towers (e.g., via cellular communications such as GSM,
LTE, 4G) and wireless routers (e.g., via WiFi). The mobile device may store the
users account credentials, such as a PAN (primary account number) or account
reference ID (e.g., the last for digits of a PAN, a card display name, or other account
metadata), a token, a name, an address, a CVV, an expiration date, and any other
suitable information. Such data may be securely stored via hardware (2.g., a secure
element) or sofiware.

f0057] in some embodiments, the resource provider server 104 may be
affiliated with an online retailer or another suitable resource provider having an
glectronic catalog. The resource provider server 104 may serve ong or more pages
of a resource provider websile to a communication application 108 {e.g., a web

browser application, an application interface, etc.) installed on the client device 102.
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In some embodiments, a website served o a browser application may contain a
portal or link that, when accessed using the browser application, initiates
communication with the initiator application server 108.

[0658] The initiator application server 108 may be any suitable computing
device configured to identify a user, identify accounts for that user, receive a
selection of one of those accounts, communicate the selected account to an SRT
platform 110 associated with that account, and complete a transaction using the

selected account.

[0059] In some embodiments, there may be a number of SRT platforms 110
{1-N) and the SRT platforms may each be associated with a transaction processing
network. Lach SRT platform may inciude some combination of an SRT server (or
servers) 110(A), token data 110(B), and a processing network 110(C). Muitiple
accounts may be associated with a single SRT platform. For example, a user may be
associated with two different accounts which are each associated with different
authentication entities, while both accounts are able {o be processed using a single
SRT platform. The SRT server 110(A), may be configured to identify one or more
facilitator applications 112 associated with an account and cause the userto be
authenticated using one of those facilitator applications 112. This may involve
communicating a request for authentication to a facilitator application server 114
associated with a particular facilitator application 112.

{00807 Additionally, once the user has been authenticated, the SRT server
110{A) may be configured to generate a token {0 be associated with a fransaction
which is stored in the respective token data 110(B). The SRT server 110(A) may
pass the token to the initiator server 208, which may generate transaction
information that includes the token to be used for a transaction. A mapping between
the token and the transaction may be maintained by the SRT server 110(A) in its
respective token data. In some embodiments, the SRT server 110(A) may receive a
number of files from various authorization entities, each of which may include
mappings between email addresses and various PANs. in this way, the SRT server

110(A) may maintain a mapping between user identifier information and accounts.
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j0081] The facilitator applications 112 may be any suitable sef of computer-
exacutable instructions installed on the client device 102 that, when executed,
causes the client device 102 to perform an authentication process. In some
embodiments, the authentication process may involve the coliection of biometric
information associated with a user of the client device 102. For example, the
facilitator application 112 may obtain voiceprint or fingerprint data to be used o
authenticate the user. The facilitator application may be tied to hardware installed on
the client device 102. Examples of facilitator applications 112 may include
fingerprint, retinal, or voice scanning applications. The hardware associated with
those applications may include fingerprint, retinal, or voice scanning hardware such
as fingerprint, retinal, or voice sensors. Other types of facilitator applications 112
may alse include PIN and password facifitator applications. In some embodiments, a

facilitator application 112 may be a wallet SRT server.

{00621 The facilitator application servers 114 may be any suitable computing
device that provides support for the facilitator applications 112. in some
embodiments, the facilitator application server 114 may perform authentication
processing on behalf of the facilitator application 112. For example, the facilitator
application 112 may cause the client device 102 to obtain authentication data from a
user of the client device 102. Once obtained, the authentication data may be
transmitied to the facilitator application server 114 that corresponds to the facilitator
application used o collect the authentication data. The authentication data may then
be compared to authentication data on record for that user by the facilitator
application server 114.

[0083] For an illustrative exampie of at least some embodiments of the
disclosure, consider a scenario in which a user accesses a merchant (resource
provider 104) website to complete a transaction (e.g., make a purchase). In this
scenario, the user may, upon selecting a number of items for the transaction, be
served a checkout page for the merchant website. The checkout page may include a
list of the items, prices, quantities, or any other suitable transaction-related
information. In addition, the checkout page may include a checkout element that may

be selected to initiate a transaction. Once the checkout element has been selected,

16



is

20

30

WO 2019/014374 PCT/US2018/041686

the user may be given the ability to select an account in order {o complete the
transaction.

{0084 in the scenario above, upon selection of the checkout element by the
user of the client device 102, the communication application 106 at the client device
102 may be caused {o initiate communication with the initiator server 208. This may
involve the transmission of a number of transaction-related details from the client
device 102 and communication application 106 {o the initiator application server 108.
in some embodiments, the client device 102 may also fransmit user-identifying
information {o the initiator application server 108. For example, a helper feature ina
browser application may provide user identifier information (2.g., via cookigs). The
initiator application server 108 may then identify the user associated with the
transaction. If the initiator application server 108 is not able {o identify the user based
on the useridentifying information, then the user may be asked to self-identify (e.g.,
{ogin).

{00685] Once a user has been identified by the initiator application server 108,
the initiator application server 108 may send requests to a number of different SRT
platforms 110 {o identify accounts associated with the identified user. In some
embodiments, a user may have several accounts with a SRT platforms 110 {e.q.,
across multiple issuers within the same transaction processing network). The initiator
application server 108 may receive responses from each of the number of different
SRT platforms 110 with a list of accounts associated with the user. Once received,
the lists may be aggregated into a single list including each of the identified

accounts.

f0086] Once an aggregated list of accounts has been created, it may be
presentad to the user via the communication application 108 (8.q., a browser
application can activate a pop-up window) at the client device 102. In this scenario,
the user may be presented with a number of different accounts belonging o him or
her, with which the transaction shouid be completed. The user may then select one
of the accounts from the list. Once this selection has been made, the communication
application 106 at the dlient device 102 can transmit information about the selected
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account to the initiator application server 108 and onto the SRT platform 110
associated with the selected account.

J0087) Upon receiving a selection of an account o be used, the SRT platform
110 may identify a facilitator application capable of supporting the selected account,
in some embodiments, the initiator application may identify a number of available
facilitator applications 112 (1-M) installed on the client device 102 based on cookies
stored on the client device 102, For example, each facilitator application 112
installed on the client device 102 may maintain a cookie in the memory of the client
device 102. These cookies may include identifiers for the facilitator application 112
as well as graphics and/or icon images (2.g., card art). The initiator application
server 108 may receive a list of these cookies from the dlient device 102 and may
determine which, if any, of the facilitator applications on the list are capable of
supporting the selected account. In some embodiments, this may be determined
based on a level of frust associated with each of the facilitator applications. In some
embodiments, this may also be determined based on the authentication processes

ytilized by the facilitator applications.

[0088] in some embodiments, once a list of supporting facilitator applications
112 has been generated, it may be presented {o the user for selection. Upon
raceiving a selection of a particular facilitator application 112 from the list, the initiator
application server 108 may provide that selection to the SRT platform 110 (6.9, the
SRT platform that includes SRT server 110(A)1), token data 110(B)(1) and
processing network 110(C)(1). In some embodiments, a particular facilitator
application 112 may be selected automatically. The SRT platform 110 may cause the
selected facilitator application 112 10 be executed in order to authenticate the user.
The facilitator application 112 may then execute an authentication process and, upon
completion of the authentication process, may return an authentication indicator that

indicates whether or not the user is authenticated to the SRT platform 110.

{0069} Upon receiving an authentication indicator indicating that the user is
authenticated, the SRT platform 110 may generate a transaction identifier to be
associated with the reguested transaction and selected account. The SRT platform

110 may provide the transaction identifier to the initiator application server 108,
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which may then provide the transaction identifier to the communication application
106 at the client device 102. Then, the communication application 106 at the client
device 102 can provide the transaction identifier to the resource provider server 104
(e.q., via communications between a resource provider webpage accessed by the
communication application 106 the rescurce provider server 104). The resource
provider server 104 can subseguently transmit the transaction identifier back to the
SRT platform 110, which may in tum generate a token to be associated with the
requested transaction. The token may be mapped to the selected account via the
token data 110({B). Once a token has been assigned {o the transaction, the SRT
platform 110 may provide the token to the rescurce provider server 104. The
resource provider server 104 may subsequently use the received token to complete

the requested transaction.

{00707 For clarity, a certain number of components are shown in FIG. 1. Itis
understood, however, that embodiments of the invention may include more than one
of each component. In addition, some embodiments of the invention may include
fewer than or greater than all of the components shown in FIG. 1. In addition, the
components in FIG. 1 may communicate via any suitable communication medium
(including the infernet), using any suitable communication protocol.

{0071} FiG. 2 depicis an example system architecture that may be
implemented o provide secure remote fransaction in accordance with embodiments
of the disclosure. In FIG. 2, a SRT server 202 may be in communication with a
number of initiator servers 204 and facilitator servers 206 via a network connection
208. The SRT server 202 may also be in communication with a number of
authorization entities 210 via a transaction processing network 212. In some
embodiments, the SRT server 202 may be an example SRT server 110 of FIG. 1.

{0072} in at least some embodiments, the SRT server 202 may include at
least one memory 214 and one or more processing units {(or processor{s)) 216. The
processor(s) 216 may be implemented as appropriate in hardware, computer-
executable instructions, firmware or combinations thereof. Computer-executable
instruction or firmware embodiments of the processor(s) 216 may include computer-

19



is

20

30

WO 2019/014374 PCT/US2018/041686

executable or maching executable instructions wriiten in any suitable programming
language to perform the various functions described.

0073 The memory 214 may store program instructions that are loadable and
executable on the processor(s) 216, as well as data generated during the execution
of these programs. Depending on the configuration and type of SRT server 202, the
memory 214 may be volatile (such as random access memory (RAM)) and/or non-
volatile (such as read-only memory (ROM)}, flash memory, etc.). The SRT server 202
may also include additional storage 218, such as either removable storage or non-
removable storage including, but not limited to, magnetic storage, optical disks,
and/or tape storage. The disk drives and their associated computer-readable media
may provide nor-volatile storage of computer-readable instructions, data structures,
program modules, and other data for the SRT server 202, In some embodiments, the
memory 214 may include multiple different types of memory, such as static random
access memory (SRAM), dynamic random access memory (DRAM) or ROM.

{00741 Tuming to the contents of the memory 214 in more detail, the memory
214 may include an operating system and one or more application programs or
services for implementing the features disclosed herein including at least a module
for identifying accounts, a module for generating transaction identifiers, a module for
identifying accounts and/or transactions based on transaction ideniifiers, a module
for generating tokens for a user {account mapping module 220), and a module for
initiating authentication of a user via a facilitator application (authentication module
222). The memory 214 may also include account data 224, which provides data
stored in association with a user account and/or token data 220, which provides a

mapping between a generated token and a transaction or account.

J0075] in some embodiments, the account mapping module 220 may, in
conjunction with the processor 218, be configured o receive an identifier from an
initiator application and identify one or more accounts based on that identifier. in
some embodiments, the account mapping module 220 may be provided with an
identifier for a user, such as an email address or alias. In some smbodiments, the
account mapping module 220 may be provided with a device identifier. In at least

some of these embodiments, the account mapping module 220 may communicate
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with the device associated with the device identifier to determine whether it has
cookies stored in its memory which are associated with the SRT server 202. For
example, the SRT server 202 may support a separate mobile application (e.q., the
communication application) installed upon a user's client device 236 and that
separate mobile application may generaie a cookie {0 be stored upon the client
device 238 to assist with login. In this example, the SRT Server, or the initiator
server acting on the SRT server's behalf, may identify the cookies stored in memory
of the client device and identify one or more accounts based on those cookies. In
some embodiments, the cookies may include account reference identifiers (e.g., the
last for digits of a PAN, a card display name, or other account metadata) which may

be used to identify particular accounts.

f0076] in some emboediments, the authentication moedule 222 may, in
conjunction with the processor 218, be configured {o receive an indication that a
fransaction is to be conducted with respect {0 a particular account and may cause a
user associated with the fransaction to be authenticated. To do this, the
authentication module 222 may identify one or more facilitator applications 238
and/or authentication technigues associated with the identified account. In some
cases, this may involve determining what facilitator applications 238 have been used
with the account in the past. In some cases, this may involve receiving account
authentication requirements from an authorization entity 210 associated with the
account (2.g., an issuer) that indicate which facilitator applications 238 and/or
authentication technigues are suitable for use with the account. In some
embodiments, the authentication module 222 may compile a list of suitable facilitator
applications, which it may provide to the client device 238 via the initiator server. In
these embodiments, the user may be given the ability to select an appropriate
facilitator application 238 from the list of facilitator applications. In some
embodiments, the authentication module 222 may select a most-appropriate
facilitator application 238 from the available facilitator applications. For example, in
some embodiments, each facilifator appiication may be associated with a level of
trust. The authentication module 222 may select the facilitator application asscciated
with the highest level of trust. In some embodiments, the authentication module 222
may select a default facilitator application 238 if it is available. Once the facilitator
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application 238 has been selected, the SRT server 202 may communicate with a
facilitator server 206 associated with that facilitater application 238. The facilitator
server 206 may then cause the facilitator application 238 installed on the client
device 236 to be executed in order to authenticate the user of the client device 236
Upon receiving an indication that the user has been guthenticated, the facilitator
server 206 may provide that indication {o the authentication module 222. In some
embodimentis, the authentication module 222 may also receive an indication of
additional information o be associated with the fransaction. For example, the
authentication module 222 may receive shipping information for the transaction from
the facilitator server 208.

{06771 in some embodiments, the account mapping module 220 may, in
conjunction with the processor 218, be further configured to generate a fransaction
identifier and/or a {oken to be used in the transaction. Once the account mapping
module 220 has received an indication from the authentication module 222 that a
user has been authenticated, the account mapping module 220 may generate a
transaction identifier that can be used by the resource provider computer 232 to
reference the fransaction and/or selected account. The transaction identifier can be
provided to the communication application 240 af the client device 236 {e.g., via the
initiator server 204), which can forward the transaction identifier to the resource
provider computer 232, The resource provider computer 232 can then communicate
with the SRT Server 202 to exchange the transaction identifier for a {oken. For
axample, the SRT Server 202 may generate a token to be used by the resource
provider computer 232 to complete the transaction. in some embodiments, the token
may be a one-time use {oken which is only authorized for use with the specific
transaction at issue. In some embodiments, the token may be specific to both the
client device 238 and the resource provider computer 232, in that the token may be
used multiple times by the resource provider computer 232 for that client device 236.
For example, upon conducting with a particular client device 236 for the first time, the
resource provider computer 232 may receive a token generated in the manner
described herein. The resource provider computer 232 may then store the token in
memory for use with the client device 236 until an expiration date (or some other
suitable expiration condition) associated with that token. The account mapping
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moedule 220 may store the generated foken in a token vault {e.g., token dala 226)
with a mapping to the account for which the foken was generated. Upon receiving an
authorization reguest message that includes the token, the SRT server 202 may
query the token vault {0 identify the account associated with the token. The SRT
server 202 may then proceed with the transaction of the authorization reguest

message using the identified account information.

{00781 The SRT server 202 may also contain communications interface(s) 228
that enable the SRT server 202 to communicate with a stored database, ancther
computing device or server, one or more remote devices, other application servers,
and/or any other suitable electronic devices. in some embodiments, the
communication interface 228 may enable the SRT server 202 to communicate with
other electronic devices on a network {e.g., on a private network). The SRT server
202 may also include input/output (/O device(s) and/or ports 230, such as for
enabling conneclion with a keyboard, a mouse, a pen, a voice input device, a touch
input device, a dispiay, speakers, a printer, etc.

f0079] in some embodiments, the initiator server 204 may include a server
device configurad to conduct fransactions betwesn one or more resource provider
computers 232 and one or more SRT servers 202. In some embodiments, the
initiator server 204 may be configured {o provide functionality for a checkout element
234 implementad via a checkout page. In some embodiments, resource provider
computer 232 may host or otherwise maintain an online webpage or mobile
application in order to provide access to various resources. in these embodiments, a
checkout element embedded into the online webpage or mobile application may
direct a user that selects the checkout element to a separate pop-up window {(e.g.,
provided by the initiator server 204) in a browser application, or to a separate
application {i.e., an initiator application) executed by the initiator server 204. Upon
execution of the initiator application or pop-up browser webpage, the initiator server
may perform at least a portion of the functionality described herein.

{00801 in some embodiments, the facilitator server 206 may include a server
device in communication with a client device 236. The facilitator server 206 may be

configured to provide back end support for a facilitator application 238 instalied upon
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the client device 236. The client device 236 may be any electronic device capable of
communicating with the resource provider 232 and any other entity. For example, the
client device 236 may be a mobile phone capable of wirelessly communicating with
other electronic devices. In some embodiments, the facilitator application 238 may
be a mobile application installed upon, and executed from, the client device 236.
Additionally, a communication application 240 can installed upon, and executed
from, the client device 236. The communication application 240 can enabile the
client device 238 to communicate with the resource provider computer 232, For
example, the communication application 240 can include a web browser application
that can access a resource provider website and otherwise communicate with the
resource provider computer 232, Altemnatively, the communication application 240
can include a shopping application, an application interface, and/or any other
suitable software capable of communicating with the resource provider computer
232, initiator server 204, facilitator server 208, and/or SRT server 202. In some
embodimenits, the facilitator application 238 can be part of the communication
application 240.

{0081} FIG. 3 depicts a swim {ane diagram which iliustrates an example
process for conducting a transaction using a SRT piatform in accordance with at
least some embodiments. Depicted in FIG. 3 are interactions between various
components as described herein. In particular, the process 300 depicts interactions
between a client device 238, a resource provider 232, an initiator server 204, a SRT
server 202, and a facilitator server 206.

j0082] Process 300 may begin at 302, when a user uses a communication
application {&.g., a web browser application, a shopping application, an application
interface, efc.) on the client device 236 {o visit a checkout page {e.g., an electronic
shopping cart) associated with a resource provider. in some embodiments, the user
may select a number of resources (e.q., goods and/or services) provided by an
glectronic retailer. Once the user has selected a number of resources, the user may
select an option {o complete a transaction for the resources and may be provided
with a checkout page.
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{0083} On the checkout page, the resource provider may display an
embedded checkout slement at 304. In some embodiments, when a user visits a
checkout page with an embedded checkout element, the initiator may determine
whether or not the user is a recognized user. To do this, the initiator may receive
user-identifying information from the communication application, from the rescurce
provider, and/or from software (2.¢., the checkout element) embedded within the
checkout page. In some embodiments, when the user visits a checkout page or
selects the checkout element on a resource provider checkout page, that users
email address may be transmitted by the browser (e.¢., via a helper feature) to the
initiator server. In the scenario in which the initiator server 204 is able to obtain an
identifier {2.g., an email address) for the user, the initiator server 204 may transmit
that identifier to a number of different SRT servers 202 which support the initiator
server 204 at 306. The SRT servers 202, upon receiving the user-identifying
information, may each determine whether or not an authorization entity associated
with the SRT server maintains at least one account associated with that user. In
some embodiments, this may involve the SRT server querying a number of
authorization servers. In some embediments, each of the SRT servers 202 may
maintain mappings between various accounts and identifiers. in these embodiments,
the SRT servers 202 may each query a database that it maintains in order {o identify
a list of accounts based on the identifier. Upon identifying a number of accounts, the
SRT server may return a list of those accounts to the initiator server 204 at 308. if
the SRT server has not been able {o identify any accounts asscciated with the
identifier, then the SRT server may return an indication that the user is not
recognized. In some embodiments, the initiator server 204 may cause the checkout
element to display a checkout bution once the initiator server 204 has received
responses from the SRT servers {o which the requesis were sent (whether or not the
user is recognized) at 310.

{00341 At 312, the user may initiate a transaction with the resource provider
via the checkout page by selecting the checkout bution displayed by the
communication application on the client device 236. Upon detecting that the
checkout button has been selected, the rescurce provider 232 (2.¢., or a browser
application accessing a resource provider webpage) may send information to the
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initiator server 204 to initiate a transaction at 314. For example, the resource
provider 232 may send information related to one or more resources o be obtained
by the user as well as a total cost or any other suitable information. It should be
noted that these steps may be performed before, after, or concurently with steps
306 and 308.

{0088} in the scenario in which the user's email address is unable {o be
obtained from the browser, the user may be asked to enter his or her email address.
The initiator server may then identify that user's accounts from the file including the
mapping of the accounts o the user's email address. In some embodiments, if the
initiator server is unable 1o identify an account from the mapping file, then the user
may be asked to provide an account identifier. The initiator may perform more or
more authentication techniques in order {o confirm that the user is actually in
possession of a provided email address. For example, in some embodiments, the
initiator server may send a one-time password {8.¢., a code or pin) to the email
address, which the initiator may require that the user provide back. The SRT server
may then query the SRT servers in the manner described above {o identify a number

of accounts availabie for a user.

{0086} Once the initiator server 204 has identified a user and a list of accounts
associated with that user, the initiator server 204 may provide the list of accounts to
the communication application on the client device at 316. The initiator server 204
may enable the user {o select a specific account from the list of accounts to be used
to complete the transaction. The communication application at the client device 236
can then provide information about the user's selected account to the initiator server
204 at 318. Upon receiving this selection, the initiator server 204 may identify the
SRT server associated with the selected account. The initiator server 204 may
generate and transmit a request to the appropriate SRT server 202 at 320. In some
embodiments, the request may include details of the transaction {o be conducted. it
should be noted that each account is associated with only one 3RT server 202
whereas a single SRT server 202 may be associated with multiple accounts.

{00871 Once the request has heen received by the SRT server and the user

for the transaction has been identified, account information stored by the SRT server
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202 may be identified with respect {o that user. For example, the user may be
associated with one or more dlient devices, a shipping address, a billing address, or
any other suitable user-related information. In some embodiments, the user may be
associated with a default client device that may be selected automatically. Once the
account information has been identified, the user may be asked to authenticate
himself or herself using a separate authentication process 206. It should be noted
that the authentication process 208 may be separate from any login required in user
identification process 204. In some embodiments, if this is the first time that the user
has utilized a particular account with a particular browser application, the user may
be required to perform one or more extira steps to confirm his or her identity (e.g., &
IDD process). Once this is done, the user's identity may be securely bound {o the

user's identity within the browser.

{00883 The SRT server, upon identifying the account selected by the user,
may determine one or more facilitator applications available to provide authentication
for the account. In some embodiments, a list of facilitator applications appropriate for
authenticating a user with respect to a2 particular account may be provided to the
SRT server by an authorization entity that maintains the account. in some
embodiments, one or more capabilities of the facilitator application may be identified
based at least in part on a level of trust associated with the facilitator applications. In
some embodiments, one or more facilitator applications may be selected based on
authentication capabilities available via the facilitator applications. For example, a list
of facilitator applications may be selected that provide fingerprint authentication. In
some embodiments, the SRT server 202 may provide the list of facilitator
applications to the user for the user {o elect g preferred facilitator application. In
some embodiments, the SRT server 202 may select an appropriate facilitator
application from the list of available facilitator applications. In some embodiments,
the appropriate facilitator application may be selected based on one or more

attributes of the facilitator application.

{06891 Once the SRT server 202 has received an indication of an appropriate
facilitator application to be used in the transaction, the SRT server 202 may transmit
a request to the facilitater server 208 associated with that facilitator application at

]
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322. In some embodiments, the SRT server 202 may transmit at least a portion of
the transaction information to the facilitator server 206.

{0030 Upon receiving the request to authenticate the user for the transaction,
the facilitator server 206 may provide instructions to a facilitator application installed
on the dlient device 236 at 324. In some embodimenis, the instructions may be
provided to the facilitator application via a push notification. The instructions may
cause the facilitator application o be executed upon the client device in order to
authenticate the user. Upon execution, the facilitator application may perform the
requested authentication process. In some embodiments, this may involve causing
the client device 236 to obtain biometric or other user-specific information from the
user. The obtained user-specific data may then be compared to user-specific data
stored by the facilitator application. The user may be authenticated if the cblained
user-specific information matches the stored user-specific information 1o some
predetermined extent.

{00813 Once the user has been authenticated by the faciiitator application
using the authentication process, the facilitator application may transmit an indication
that the user has been authenticated to the facilitator server 208 at 326. In some
embodiments, the authentication process may be performed by the facilitator server
206 as opposed to the facilitator application executed on the client device 238, For
example, upon execution, the facilitator application may obtain user-specific
information and may transmit that user-specific information to the facilitator server
206. Upon the facilitator server 206 determining that the user is authenticated, the
facilitator server 206 may communicate the user's authenticity to the SRT server at
328.

{0082] in some embodiments, the SRT server may maintain supplemental
information related {0 a user. For example, the SRT server 202 may maintain one or
more shipping addresses associated with the user. In at least some of these
embodiments, the SRT server 202 may select a set of supplemental information to
be provided to the initiator server 204 (i.e., a default shipping address). In some
embodiments, the SRT server may request some set of supplemental information
from the user. For example, the SRT server 202 may transmit a request to the
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facilitator server 206 for supplemental information at 330. The facilitator server 206
may, in some embodiments, present one or more options o a user at 332, For
example, the SRT server 202 may request shipping information from the facilitator
server 206 at 330. The facilitator server 208 may, in turn, identify a number of
shipping addresses available {o the user. Once identified, the facilitalor server 206
may present the number of shipping addresses to the client device 236 for
presentation to the user at 332 via the facilitator application. The user may then
select a shipping address to be associated with the transaction. The user’s selection
may be communicated back to the facilitator server 206 at 334 and subseqguently to
the SRT server 202 at 336,

{00633} in some embodiments, once some or all of the above steps are
compileted (e.g., account selection, user authentication, address selection), the
method can procesd with steps for providing a token {0 the resource provider 232.
However, the SRT server 202 may not respond immediately with a token. instead, in
some embodiments, the SRT server 202 can provide a transaction identifier which
the resource provider 232 can subsequently use to obtain a token through a different
communication channel. This can advantageously create a more direct and secure
channel for transmitting the token, and can prevent the token from being exposed {0
intermediary entities (e.q., the communication application).

{00841 In some embodiments, the SRT server 202 can receive a specific
request for a transaction identifier and/or account credentials associated with the
account selected by the user. In some embodiments, this reguest can be the
request sent at step 320 by the initiator server 204 (e.g., after the communication
application executed on the client device 236 sends the user's account selection to
the initiator server 204 at step 318). In other embodiments, the communication
application on the client device 236 can send the request directly to the SRT server
202. A request for account credentials can include an account reference 1D (e.q,,
the last for digiis of a PAN, a card display name, encrypted account credentials), a
wallet account identifier, a client device identifier, verification data, a shipping
address or address display name, a resource provider identifier, and/or any other

suitable information.
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{0035} At step 338, the SRT server 202 can generate a transaction identifier
that is associated with the account and/or this specific transaction. The transaction
identifier can be any suitable data vaiue, such as an alphanumeric code. The SRT
server 202 can aiso create and siore a record in the database, the record indicating
that the transaction identifier is associated with the selected account. The record
can aiso include the selected address, an indication that authentication was
compieted for the transaction and account, a resource provider identifier associated
with the resource provider 232 that is authorized to obtain account credentials,

and/or any other suitable information.

{00386] At step 340, the SRT server 202 can transmit the transaction identifier
to the initiator server 204. The message with the transaction identifier can also
include the account reference 1D (e.q., last four digits of the PAN), transaction-
specific data, and/or any other suitable information.

f0097} Al step 342, the initiator server 204 can fransmit the transaction
identifier and other accompanying information from step 340 to the communication

application at the client device 236.

f0098] At step 344, the communication application can then forward the
transaction identifier and other accompanying information to the resource provider
232. As aresult, the communication application execuied on the client device 238
may view the transaction identifier, but the communication application may not view
or handle more sensitive information, such as account credentiais (2.g9., a foken).

Some of these communication steps are shown in more detail in FIG. 4.

{00991 in some embodiments, at this point, the rescurce provider 232 can
confirm the fransaction defails and selected account with the user. For example, the
resource provider 232 can transmit the transaction amount, the items for purchase,
an account reference 1D {(e.g., the last for digits of a PAN, a card display name, or
other account metadata), and any other suitable information to the communication
application {e.g., a web browser application, a shopping application, an application
interface, sfc.) at the client device 236. The user can review the transaction data,

and can click a button to confirm the transaction and execute the purchase.
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[0100] At step 348, the resource provider 232 can generate and transmit a
request for account credentials to a server computer (e.g., the initiator server 204 or
the SRT server 202). The request can inciude the transaction identifier. The request
can further include any other suitable information, such as a resource provider
identifier, an account reference 1D (e.g., the last 4 digits of a primary account
number), an authentication result, and/or an address. This request can be sent
through a new {or second) communications channel. For exampile, the request can
be sent direcily to the initiator server 204 without passing through the communication
application or client device 236. Then, at step 348, the initiator server 204 can

forward the request to the SRT server 202.

{01013 At step 350, the SRT server 202 can identify the selected account
based on the received transaction identifier. For example, in some embodiments,
the SRT server 202 can look up the database record based on the transaction
identifier, and identify the account associated with the fransaction identifier in the
record.

{01023 Additionally, in some embodiments, the SRT server 202 can verify that
the resource provider 232 is authorized to receive account credentials. For example,
the SRT server 202 can verify that a resource provider identifier received in the
reguest maiches a resource provider identifier stored in the record. In some
embodiments, user authentication (e.g., steps 324 and 328} can optionally take

place at this point.

{61031 At step 352, the SRT server 202 can obtain account credentials, such
as a ioken, for the account. In some embodiments, obfaining a ioken can include
generating a new token (e.g., a randomly generated string of characters) which may
be mapped to the selected account in a token vault. In other embodiments,
obtaining a token can include identifying an existing token that already mapped o
the selected account in a token vaull. In some embodiments, steps 350 and 352 can
be combined into a single step of identifying an existing token based on the
transaction identifier.

{01041 Then, the SRT server 202 can transmit the token to the resource
provider 232 along with any other suitable information {e.g., an expiration date,
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cryptogram, shipping address, billing address, verification data, ecommerce
indicator, an account reference 1D, the transaction identifier). This fransmission can
take place by the SRT server 202 sending the token to the initiator server 204 at step
354, and then the initiator server 204 sending the token to the resource provider 232
at step 356, As a result, the token can be transmitied to the resource provider 232
through the second communication channel, thereby avoiding exposing the {oken
{and/or other account credentials) fo the communication application and client device
238.

[0105] At step 358, the resource provider 232 can use the token for the
transaction and/or store the token for future use. In some embodiments, the
resource provider 232 may complete the transaction by submitting an authorization
request message including the token, the transaction amount, and a resource
provider identifier to the processing network (&.9., processing network 110(C){(1)) via
an acquirer compuier {not shown}. The processing network may determine a real
account identifier {e.g., a PAN or primary account number) associated with the
token, and may generate a modified authorization reguest message including the
real account identifier {0 an authorizing entity computer operated by an authorizing
entity such as an issuer. The authorizing endity may approve or deny the request,
and may generate an authorization reponse message including the authorization
decision. The authorization response message may be transmitted back to the
processing network, and the processing network may substitute the {oken for the real
account identifier in the authorization respose message. The modified authorization
response message may then be transmitted back to the resource provider. Atthe
end of the day or any other suitable pericod of time, a dearing and settlement
process may take place between the acquirer and the authorizing entity, via the

processing network.

{01063 The flow 400 in FIG. 4 shows another embodiment of the steps for
providing account credentials. The steps in the flow 400 are analagous {o steps 318
and 338-358 in FIG. 3, but with a more detailed series of communications. in FIG. 4,
the SRT Server 302 can be similar to or the same as the SRT Server 202 in FIG. 3,
the initiator server 304 can be similar {o or the same as the initiator server 204 in

FIG. 3, and the resource provider server 332 can be similar {o or the same as the
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resource provider 232 in FIG. 3. Additionally, in some embodiments, the
communication application 350, the SRT client 351, and the resource provider
webpage 352 can represent various software being executed by the client device
236 of FIG. 3, by a cloud computer server, or by any other suitable device. These
separate software components are shown to demonstrate how a transaction
identifier can be received by the client device from the SRT Server 302, and then
internally passed and prepared for sending to the resource provider server 332.

[01071 The flow 400 does not show all of the steps for selecting a checkout
button, gathering account information, selecting an account, authenticating a user,
selecting an address, etc. However, some or all of these steps can take place
before the flow 40C. For example, some or all of steps 302-336 can take place
before the flow 400 begins. Additionally, embodiments allow the account selection,
authentication, order confirmation with the user, etc., to take place in any suitable
order before or after the account credentials are requested.

{01081 As mentioned above, in some embodiments, a communication
application 350 {e.g., a web browser appiication, a shopping application, an
application interface, oic.) can be executed on the client device. The resource
provider webpage 352 can represent a webpage being accessed by the
communication application 350 and displayed by the client device. In some
embodiments, the SRT client 351 can include a software add-on or extension thatis
incorporated into the communication application 350. The SRT client 351 can be
configured to communicate with initiator server and/or one or more SRT servers. in
some embodiments, the communication application 350 can invoke the SRT client
for communicating with the initiator server when the user clicks on a checkout button
or access a checkout webpage. In further embodiments, the SRT clientcanbe a
separate application installed on the client device. The SRT client 351 can include
instructions that cause the communication application 350 {o load another webpage
{.g., a pop-up window) that allows the user 1o select an account and/or address for
a transaction, and instructions o communicate the selections to the iniatior server
304,
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[0109] in some embodiments, the steps for identifying accounts and selecting
an account for a transaction can primarily take place between the communication
application 350 (and/or SRT client 351) being executed by the client device and the
initiator server 304, The resource provider server 332 may perform some
communications with the client device to provide access {0 the resource provider
webpage, but the resource provider server 332 may not interact with the SRT server
302 until it is time to obtain account credentials. The steps below provide more
information about how the communication flow between the communication
application 350 (e.g., as executed on the client device) and the SRT server 302
transitions into a communication flow between the resource provider server 332 and
the SRT server 302

f01107 At step 434, which can be similar to step 318 in FIG. 3, the
communication application 350 (and/or SRT dlient 351) on the client device can
generate and transmit an account selection message to the initiator server 304. The
message can include a request for a transaction identifier and/or account credentials
associated with an account selected by the user. The reguest can include an
account reference 1D {(e.q., the last for digits of a PAN, a card display name,
encrypted account credentials), a wallet account identiifier, a client device identifier,
verification data, a shipping address or address display name, a resource provider
identifier, and/or any other suitable information. Then, at step 436, the initiator
server 304 can forward the request Tor the transaction identifier to an SRT server
302 that is associated with the selected account. In some embodiments, the
communication application 350 can send the request direcily to the SRT server 302.

[0111] At step 438, which can be similar to step 338 in FIG. 3, the SRT server
302 can generate a ransaction identifier that is associated with the account and/or
this specific transaction. The SRT server 302 can also create and store a record in
the database, the record indicating that the fransaction identifier is associated with
the selected account. The record can also include the selected address, an
indication that authentication was completed for the transaction and account, a
resource provider identifier for the resource provider that is authorized to obtain

account credentials, and/or any other suitable information.
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01123 At step 440, which can be similar {o step 340 in FIG. 3, the SRT server
302 can transmit the transaction identifier to the initiator server 304. The message
with the transaction identifier can also include the account reference 1D (e.q., the last
for digits of @ PAN, a card display name, or other account metadata), transaction-

specific data, and/or any other suitable information.

{0113} Al step 442, the initiator server 304 can fransmit the transaction
identifier (and other accompanying information from step 440} to the communication

application 350 being executed by the client device.

[0114] Then, steps 444A-444C demonstrate several of the communications
that can be encompassed by step 344 in FIG. 3. For example, at step 444A, the
communication application 350 can then provide the transaction identifier and other
accompanying information o the SRT client 351, For example, the message from
the initiator server 304 at step 442 may have been addressed to the SRT client 351
via the communication application 350, so the communication application 350 can

forward the fransaction identifier as specified.

{01185} Then, at step 4448, the SRT dlient 351 can provide the transaction
identifier and other accompanying information to the resource provider webpage 352
{e.g., being executed by a browser application on the client device 236). For
example, the SRT client 351 may have been activated because a user has accessed
a checkout webpage. Accordingly, the SRT client 351 may be linked with the
checkout webpage, and may be configured to pass the fransaction identifier to the

checkout webpage upon receipt.

{0116} Finally, at step 444C, the resource provider webpage 352 can provide
the transaction identifier and other accompanying information {0 the resource
provider server 332. For example, the resource provider webpage 352 (e.¢., which
can be a page shown by the communication application) may automatically transmit
any information it receives to the resource provider server 332. In some
embodiments, the SRT client 351 and/or communication application 350 can directly

transmit the transaction identifier to the resource provider server 332 upon receipt.
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041471 Thus, the transaction identifier can be transmitied from the
communication application 350 to the resource provider server 332. The steps
444A-444C are one example of transmitling the fransaction identifier from the
communication application 350 to the resource provider server 332. Embodiments
allow additional or less communications steps to be included, and the transaction
identifier can be transmitted through any suitable chain of applications and software
layers. For example, in one alternative, the communication application 350 can
transmit the transaction identifier directly to the resource provider webpage 352,
instead of through the SRT dient 351.

[0118] Accordingly, the transaction identifier can be obtained from the SRT
server 302 through a first communication channel involving the communication
application 350 and client device, and then the transaction identifier can then be
provided to the rescurce provider server 332 so that the resource provider server
332 can exchange the transaction identifier for the account credentials at the SRT
server 302 through a second communication channel. As a result, the
communication application 350 and client device may view the fransaction identifier,
but may not view or handle more sensitive information, such as account credentials
(2.9., a token).

0119} in some embodiments, at this point, the resource provider server 332
can confirm the transaction details and selected account with the user. For exampie,
the resource provider server 332 can transmit the transaction amount, the items for
purchase, an account reference 1D {(e.qg., the last for digits of a PAN, a card display
name, or other account metadata), and any other suitable information to the
communication application 350 at the client device. The user can review the
transaction data, and can click a button to confirm the transaction and execute the

purchase.

f01 207 At step 448, which can be similar to step 346 in FIG. 3, the resource
provider server 332 can generate and transmit a request o the initiator server 304
for account credentials. The reguest can include the transaction identifier. The
request can further include any other suitable information, such as a resource

provider identifier, an account reference 1D (e.q., the last 4 digits of a primary
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account number), an authentication result, and/or an address. This request can be
sent through a new (or second) communication channel. For example, the request
can be sent directly to the initiator server 304 without passing through the

communication application 350 or client device.

01213 At step 448, which can be similar to step 348 in FIG. 3, the initiator
server 304 can forward the request to the SRT server 302.

{01221 At step 450, which can be similar to step 350 in FIG. 3, the 5RT server
302 can ideniify the selected account based on the received transaction identifier.
For example, in some embodiments, the SRT server 302 can look up the database
record based on the transaction identifier, and identify the account asscciated with

the transaction identifier in the record.

{0123} Additionally, in some embodiments, the SRT server 302 can verify that
the resource provider server 332 is authorized to receive account credentials. For
example, the SRT server 302 can verify that a resource provider identifier recsived in
the reguest matches a resource provider identifier stored in the record. In some
embodiments, user authentication can optionally take piace at this point.

{0124} At step 452, which can be similar to step 352 in FIG. 3, the SRT server
302 can obtain account credentials, such as a token, for the account. In some
embodiments, obtaining a token can include generating a new token (e.g., a
randomly generated string of characters) which may be mapped to the selected
account in a token vault. In other embodiments, obtaining a foken can include
identifying an existing token that already mapped to the selected account in a token
vaull. In some embodiments, steps 450 and 452 can be combined into a single step
of identifying an existing token based on the transaction identifier.

{0125} Then, the SRT server 302 can fransmit the token to the resource
provider server 332 along with any other suitable information (e.g., an expiration
date, cryptogram, shipping address, billing address, verification data, ecommerce
indicator, an account reference 1D, the transaction identifier). This transmission can
take place by the SRT server 302 sending the token to the initiator server 304 at step

454 {(which can be simiiar {0 step 354 in FIG. 3}, and then the initiator server 304
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sending the token to the rescurce provider server 332 at step 456 {which can be
sirmilar to step 356 in FIG. 3). As a result, the token can be transmitted {o the
resource provider server 332 through the second communication channel, thereby
avoiding exposing the token {(and/or other account credentials) to the communication

application 350 and client device.

{01263 At step 458, which can be similar to step 358 in FIG. 3, the resource
provider 232 can use the token for the transaction and/or store the token for future
use. In some embodimenis, the resource provider server 332 may compleie the
transaction by submitling an authorization request message including the token, the
transaction amount, and a resource provider identifier to the processing network
{(e.q., processing network 110(C){1)) via an acquirer computer {not shown). The
processing network may determine a real account identifier (e.g., a PAN or primary
account number) associated with the token, and may generate a modified
authorization request message including the real account identifier to an authorizing
entity computer operated by an authorizing entity such as an issuer. The authorizing
endity may approve or deny the request, and may generate an authorization reponse
message including the authorization decision. The authorization response message
may be transmitted back to the processing network, and the processing network may
substitute the token for the real account identifier in the authorization respose
message. The modified authorization response message may then be transmitted
back {o the resource provider server 332. At the end of the day or any other suitable
pericod of time, a clearing and setflement process may take place between the
acquirer and the authorizing entity, via the processing network.

{0127} The above flows described the client device including an application for
communicating with other computers, and for allowing the user to select items for
purchase, an account, an address, efc. As mentioned above, the application can
take the form of a web browser application, a shopping application {e.g., a generic
shopping application or a merchant-specific application), portions of an operating
system such as an AP, cloud-based transaction software, and/or any suitable
combination of programs.
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j0128] Additionally, embodiments of the invention allow the token providing
process to similarly take place even after a different account-selection flow. For
example, in some embaodiments, the communication application can store account
reference identifiers (e.qg., the last for digits of a PAN, a card display name) that have
been collected from SRT servers during a previous fransaction. Thus, the
communication application {and/or SRT client) can display the account options
without having to repeat the queries for each SRT server. Then, the communication
application can initiate the token obtaining processt by fransmitting a request for

account credentials asociated with the selected account.

§0129] Further, in the flows 300 and 400, most communications to the SRT
server are routed through the initiator server. However, in some embodiments,
messages (e.g., from the communication application, client device, and/or rescurce
provider server) can be transmitted directly to the SRT server without having to pass
through the initiator server. For example, when the resource provider server
exchanges the transaction identifier for the account credentials {e.q., token), the
resource provider server may be able to send a message directly to the SRT server,
instead of indirectly to the SRT server via the iniliator server. Similarly, the 3RT
server can respond by sending the account credentials directly to the resource
provider server, instead or indirectly to the resource provider server via the initiator
server. in such an embodiment, the account credentials would advantageously not
be shown to the initiator server.

{01301 The methods above described using a transaction identifier (e.g., an
alphanumeric string) to fink a first communication channel with a second
communication channel such that a resource provider can oblain a token. In some
embodiments, the same goal can be achieved using an encrypted set of account
credentials instead of using a transaction identifier that is a random value. For
example, the encrypted payment data can include a token, expiration date,
cryptogram, shipping address, billing address, verification data, and/or any other
suitable information. This encrypted data can be passed o the communication
application and client device, and then to the resource provider. The resource
provider can exchange the encrypied data for the token (e.g., similar o the process

described above for the transaction identifier). Further, in some embodiments, the
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resource provider server or initiator server may be able to decrypt the encrypted
data, such that the resource provider server does not need to contact the SRT
Server 202 {o obtain the account credentials.

(31311 in further embodiments, the communication application 350 can be

integrated with the resource provider server 332,

{01323 FIG. 5 depicis a process for authenticating a user in accordance with
embodiments of the disclosure. In FIG. 5, a communication application (e.g., a web
browser application, a shopping application, an AP, etc.) on a client device can
display a checkout graphical user interface (GUI) 504 having a resource provider's
checkout page with a checkout element 502. When a user selects the checkout
element 502, the communication application can identify the user and load a pop-up
window with an accourt selection GUI 506 (e.q., provided by an SRT client that is an
extension of the browser). The account selection GUI 506 can contain a list of
available accounts 508 for that user. As described herein, the user may be identified
by an initiator server by querying a number of SRT servers supporting that initiator

server.

[0133] in some embodiments, an account presentation space within the list of
available accounts 508 may be at least partially customizable by an authorization
entity. For example, the authorization entity may be provided with a format for an
account presentation space associated with an account in the list of accounts and
the authorization entity may be free to fill that space as it wishes. In some
embodiments, data provided in the account presentation space may be dynamic
(e.g., determined at the time of the transaction) or static. in some embodiments, the
information provided in the account presentation space may vary based on the user
or transaction. For example, the authorization entity may provide a different graphic
for an account based on a status that the user has with that authorization entity (e.g.,

silver member, gold member, or platinum member).

{0134} Based on the user's selection of an account from the list of accounis

508, the user may be presented with a number of authentication options 510 capable

of providing authentication for the selected account. The authentication options 510

may be provided based on capabilities of the initiator and/or the facilitator application
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installed upon the client device. Some examples of authentication options include
enabling a user 1o stay logged into an account. In some embodiments, this may
involve storing a cookie on the client device that enables the initiator to quickly
identify the user and retrieve a transaction identifier and/or token previously
generated for that user. In some embodimenis, this may require that the user first be
authenticated using a different authentication technique, but may enable quick
authentication in future transactions. A second exampie of an authentication option
may be the use of biometric information (e.q., a fingerprint scan) by the user. A third
authentication oplion may include the user logging into an account mainiained by an
authorization entity associated with the account using proper (ogin credentials.
Ancther autheniication option may include the use of a one-time passcode provided
to a channel that the user has access to {e.g., email or text message). Yet ancther
authentication option may include the user logging into an account maintained by a
transaction processing network associated with the account using proper login
credentials. Although some specific examples have been provided, these illusirated
examples are not intended to be limiting. It should be noted that one skilled in the art
would recognize that a number of alternative authentication options may be available

to a user for authenticating an account.

{0135} The user may then select an authentication option 510 and may be
authenticated in accordance with that selected authentication option. Once
authenticated, the resource provider may be provided with a foken {e.g., via a
transaction identifier as discussed above) to complete the transaction and the user
may be given an opportunity to confirm the fransaction via a confirmation GUI 512 as
well as select a shipping address or other information to be included in the
transaction.

{01363 Fi. 8 depicts an example process in which an indication of an account
on file is provided to the initiator server by a resource provider in accordance with at
least some embodiments. In this example, a user may be a return customerfor a
resource provider at which a transaction is to be conducted. In some embodiments,
the user may have an account maintained by the resource provider.
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01371 in the illusirated example, the user may have previously conducted at
least one transaction using the processes described herein. As a result of that
process, the resource provider may have received a token generated by the SRT
server in the at least one previous transaction upon authentication of the user. In the
iHustrated exampie, the resource provider may have stored the received token in
refation {o the account maintained by the resource provider. Upon the user logging
info an account maintained by the resource provider, the resource provider may
retrieve the previously-received token.

§0138] Upon initiation of a transaction completion process {e.g., by selection of
a checkout element 802) in 604, the resource provider {or initiator) may identify a
token which was previously used by that user {i.e., a card on file). The resource
provider may transmit an account reference 1D {(g.g., the last for digits of 8 PAN, a
card display name, or cther account metadata) and/or the token {o the initiator upon
selection of the checkout element 802, As depicted at 806, the initiator may then
present the previousiy-used account information 608 to the user for selection. In
some embodiments, if the user selects the same account information for which the
previously generated token was received, then either the initiator or the resource
provider may initiate completion of the new fransaction using that token, bypassing
one or more of the processes described herein. in some embodimenis, as depicted
in this example, the initiator may not contact the SRT server as described elsewhere.
instead, the transaction may be completed using the previously received token and
the user may be presented with a confirmation screen 610.

[01391 FIG. 7 depicts an example provisioning process by which a useris able
to manually add his or her accounts {o be processed by the initiator server in
accordance with some embodiments. In at least some embodiments, the process
depicted in FiG. 7 may be performed if the initiator is unable to automatically identify
one or more accounts associated with a user (e.g., the client device used by the user
is new or does not have a cookie in memory). This process enables the user {o
manually identify one or more accounts.

{0140} In this example provisioning process, the user may provide an
indication of one or more accounts with which he or she is associated. In some
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embodiments, the initiator server may contact an authorization entity (e.g., an issuer)
associated with the indicated account. In some embodiments, the initiator may
contact an SRT server associated with a processing network that the account is
associated with. The SRT server may, in turn, communicate with an authorization
entity to verify the account. An authorization entily associated with the account may
then verify that the user is associated with the account. An authentication process

may then be performed as described herein.

j0141] In some embodiments, this process may involve requiring a user {o
provide at least one account number via an input field 702 at 704. The initiator may
then determine, based on the account number provided, a transaction processing
network and/or an authorization entity associated with the account. It should be
noted that at least some account identifiers may include a banking identification
number (BIN) that can be used {o identify both the transaction processing network
and the authorization entity as a portion of the account number. The initiator may
then communicate with the identified authorization entity or an SRT platform

associated with the identified transaction processing network.

[0142] in some embodiments, the identified authorization entity or the SRT
platform associated with the identified transaction processing network may identify
one or more communication channels associated with the user of the account. The
one or more communication channels, or at least an obfuscated version of those
communication channels, may be presented to the user at 708 to enable the user o
verify his or her ownership of the account via those communication channels. In
some embodiments, multiple communication channels may be presented fo the user
for his or her selection. In some embodiments, a default communication channel may
be selected over which fo communicate with the user.

0143} Once an appropriate communication channel has been identified, the
authorization entity or the SRT platform may transmit verification details to the user
via the identified communication channel. In some embodiments, the verification
details may include a code or pin. The user may then be required o provide those
verification details back at 708 in order to verify that the user at least has access to

the communication channel.
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j0144] in some embodiments, once a user has been verified as being an
owner of the account using the techniques depicted in FIG. 7, a cookie may be
placed onto the client device from which the process was initiated. The cookie may
include identifier information such an as account reference 1D {e.q., the last for digits
of a PAN, a card display name, or other account metadata) that may be used by the

initiator to automatically identify the account in the future,

{01451 By way of illustrated example, as depicted in FI(G. 7, a user may be
prompied {o enfer an account to be linked to himself or herself at 704. In this
example, the authcorization entity, once contacted, may initiate a verification process.
For example, the authorization entity may provide verification details (e.g., a one-
time code) fo a communication channel known to be associated with the user. To do
this, the authorization entity may provide the user with a choice of communication
channel 1o which the verification details will be transmitted at 706. The user may then
be asked to retrieve the verification details in order to verify that the user is authentic
at 708. If the verification details provided by the user match those sent via the
selected communication channel, then the account may be verified as being
associated with the user at 710, It should be noted that the verification process
described herein may be separate from the authentication process described
eisewhere. In some embodiments, even though the user has verified his or her
ownership of an account in the manner depicted in FIG. 7, the user may still be
authenticated using the other technigues described herein.

{0146} FIG. 8 depicts an exampie provisioning process in which an SRT
platform or an authorization entity pushes an indication of one or more accounts to
the initiator server. In some embodiments, a user may iog into an account
maintained by an SRT platform or authorization entity (e.g., an issuer). Once logged
in, various accounts may be identified as being associated with the user account. In
some embodiments, an identifier for the user may be provided {o the receiving entity
via a helper function. It should be noted that in embodiments in which the userlogs
into an account maintained by an authorization entity, the authorization entity may
identify multiple accounts maintained by that authorization entity, each of which may
be associated with the same or a different transaction processing network. in

contrast, if the user logs into an account maintained by an SRT platform {or a
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transaction processing network), then the SRT platform may identify multiple
accounts, each of which uses the same transaction processing network {the
transaction processing network associated with the SRT piatform) but may be

associated with different authorization entities.

01477 in some embodiments, if the initiator is unable to automatically identify
accounts associated with a user, the initiator may provide the ability for the userto
manually log into an account associated with either an SRT platform or an
authorization entity in order to automatically identify accounts associated with that
entity. In this process, the user may select an icon that indicates an appropriate
entity into which the user would like to log in. Upon selection of that icon, the user
{via his or her client device) may be redirected to a site hosted by the selected entity
at 802. Upon reaching this site, the user may be required to provide login credentials
{or ctherwise authenticate himself / herself) to the selected entity in order {o obtain
access {o an account maintained by the selected entity. Upon obtaining access o
the selected entity, the user may be presented with a complete list of the accounts
associated with that entity. The user may be given the ability to select some portion
of, or all of, the accounts in the list of accounts for transmittal to the initiator at 804.
Once the user has selected one or more accounts, the selected entity may be
caused to fransmit account reference 1Ds (e.g., the last for digits of a PAN, a card
display name, or other account metadata), for each of the selected accounts to the
initiator server. A notification may be provided to the user by the initiator server at
806.

j0148] In some embodiments, the initiator server may maintain a separate
account associated with the user. The user may be asked if he or she wishes o
enroll any / all of the accounts associated with the authorization entity and/or SRT
platform with the initiator server. If the user indicates that he or she does, then the
appropriate entity may provide the account information to the initiator server to be
linked to that user's account with the initiator server. In some embodiments, the
appropriate entity may transmit a file to the initiator server that includes a mapping
between accounts and email data. The accounts indicated in that file may then be

mapped to a user account asscciated with an email address.
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[0149] in some embodiments, the user may log into an account associated
with the initiator server. Upon receiving a request from the user, the initiator server
may provide the user's identity, along with a request for account information, to a
SRT platform that includes a transaction processing network. In this example, the
SRT platform may duplicate the request and route it to a numbser of different
authorization entities. The authorization entities may then each query an account
database to determine whether the user is associated with an account that it
maintains. The SRT platform may then aggregate each of the accounts identified in
this way and may provide those accounts to the initiator server. In some
embodiments, the request may be submitted to a number of different SRT platforms.

{01503 FiG. 9 depicts a flow diagram illustrating a process for completing a
transaction in accordance with at least some embodiments. Some or all of the
process 800 (or any other processes described herein, or variations and/or
combinations thereof} may be performed under the control of one or more computer
systems configured with executable instructions and may be implemented as code
{2.g., executable instructions, one or more computer programs or one or more
applications). in accordance with some embodiments, the process 800 of FIG. 8 may
be performed by at least the SRT server 202 shown in FIG. 2. The code may be
stored on a computer-readable storage medium, for example, inthe form of a
computer program including a plurality of instructions executable by one ormore
processors. The computer-readable siorage medium may be non-fransitory.

{01511 Process 900 may begin at 802, when a reqguest {0 complete a
transaction is received. In some embodiments, the reguest may be received from an
initiator upon selection of a checkout element on a webpage of a resource provider
{e.q., as executed by a communication application on a client device). The request
may include information about the user and/or the transaction. In some
embodiments, the reguest may include an identifier that may be used to identify the
user. For example, the request may include an email address that may be linked to
an account maintained with respect {0 a user. The user may be identified based on
that identifier at 904.
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j0152] At 906, the process may involve identifying a number of accounts
associated with the user. In some embodiments, this may involve querying a number
of authorization entities for account information associated with the user. The
process may then involve receiving a number of responses from different
authorization entities that each include a list of accounts asscciated with the user. A
complete list of accounts associated with the user may be compiled from the
received responses from each of the authorization entities. Once compiled, the
compiete list of accounts may be provided to the initiator for presentation o the user.
At 908, a selection of a particular account of the complete list of accounts may be

received.

{0153} At 810, the process may involve determining a number of facilitators
capable of providing authentication for the account. In some embodiments, the
authorization entity associated with the account may provide a set of facilitators
capable of providing authentication for the account to a SRT platform. In some
embodiments, the set of facilitators may be selected based on functionality of a client
device associated with the user. A facilitator may be selected from the set of
facilitators to be used to authenticate the user at 912. In some embodiments, the
facilitator may be selected based on a level of trust associated with the faciiitator. In
some embodiments the facilitator may be selected from the set of facilitators based
on the user's historical use of the selected facilitator. For example, the facilitator may
be selected on the grounds that it is the facilitator most commonly used by the user.

[0154] At 914, once a facilitator has been selectad from the set of facilitators,
the process may involve causing the facilitator to initiate an authentication process.
In some embodiments, this may involve communicating with a facilitator server. The
facilitator server may, in turn, provide instructions to a facilitator application installed
upon a client device. The instructions may cause the facilitator application {0 be
executed. Upon execution, the facilitator application may obiain information about
the user of the client device. The facilitator application may then authenticate the
user based on the obtained information. Upon determining whether the user is
authenticated, the facilitator may respond to the request for authentication with an

indication as to whether or not the user is authenticated.
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[0155] At 916, the process may involve, upon determining that the user is
authenticated, generating a transaction identifier. The transaction identifier can be
linked with the account and/or this specific tfransaction. This can aiso include
creating and storing a record in the database, the record indicating that the
fransaction identifier is associated with the selected account.

{0156} Al 918, the process may involve providing the transaction identifier to
the resource provider. This can include transmitting the transaction identifier to the
initiator server, and causing the initiator server to forward the transaction identifier to
the client device {e.q., a communication application executed on the client device),
which can then forward the transaction identifier to the resource provider.

{01571 Al 920, the process may involve receiving a request for a token. The
request can be received from the resource provider {and may have been forwarded
by the initiator server), and the request can include the transaction identifier as well
as any other suitable information.

{0158} At 922, the process may involve identifying the account based on the
transaction identifier, and then generaiing a {oken for the account to be used in the
transaction. In some embodiments, the token may be a one-time use token. In some
embodiments, the token may only be used by the resource provider associated with
the transaction for transactions completed with respect to a single user.

{01591 Al 922, the process may involve providing the token to the resource
provider. The resource provider when the use the token to complete the transaction
{.g., by submitling an authorization request message including the token in a datla
field for account credentials). In some embodiments, the resource provider may
store the token for use in future transactions.

[0180] Embodiments of the disclosure may provide a number of advantages
over conventional systems. For example, the system described herein enables a
resource provider to complete transactions using a number of different types of
transaction processing options regardiess of the architecture used by the resource
provider. Furthermore, new transaction processing options may be incorporated

without any further action by the resource provider. In addition, resource providers
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can take advantage of user authentication techniques installed on a user's own client
device, decreasing the risk of fraud associated with conducting the transaction.

0181} Embodiments of the invention provide more flexibility than conventional
authentication systems. For example, by using an initiator server, a user's mobile
device can be affiliated with and updated with different facilitators with different
authentication capabilities over time, without making substantial changes {o the
authentication infrastructure. Facilitators can be updated or created, independently
of resource providers, the initiator can be updated to allow the user's mobile device
to effectively interact with those new and/or updated facilitators. This advantages
can also be applied to the use of different SRT (secure remote transaction) systems
that may be associated with the user's mobile device, and that may be updated
and/or added. Stated different, by using the initiator as in embodiments of the
invention, authentication systems involving disparate entities can be updated and
changed, with much difficulty as compared {o conventional systems.

{01623 FIG. 10 shows an example of the client device 1020, according to
some embodiments of the invention. Client device 1020 may include circuitry that is
used {o enable certain device functions, such as telephony. The functional elements
responsible for enabling those functions may include a processor 1020A that can
execute instructions that impiement the functions and operations of the device.
Processcor 1020A may access memory 1020E {or ancther suitable data storage
region or element) to retrieve instructions or data used in executing the instructions,
such as provisioning scripts and mobile applications. Data inputfoutput elements
1020C, such as a keyboard or touchscreen, may be used {o enable a user {o operate
the client device 1020 and input data (e.g., user authentication data). Data
input/output elements 1020C may also include biometric sensors. Data input/output
elementis may also be configured to oufput data (via a speaker, for example). Display
1020B may aiso be used to output data to a user. Communications element 1020D
may be used o enable data transfer between cdlient device 1020 and a wired or
wireless network (via antenna 1020H, for exampie) to assist in connectivity (o the
internet or other network, and enabling data transfer functions. Client device 1020
may also include contactiess element interface 1020F o enable data transfer

between contactiess element 10206 and other elements of the device, where
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contactless element 10206 may include & secure memory and a near field
communications data transfer element {or another form of short range
communications technology). As noted, a cellular phone or similar device is an
example of a client device 1020 that may be used in accordance with embodiments
of the present invention. However, other forms or types of devices may be used
without departing from the underlying concepts of the invention. For example, the
mobile computing device 1020 may be in the form of a portable device, a key fob, a
tablet computer, vehicle, a wearable device, etc.

f0183] The memory 1020E may comprise at least a communication
application 1020K {e.g., a browser application) and a facilitator application 10201,
and any other suitable module or data. The client device 1020 may have any number
of mobile applications installed or stored on the memory 1020E and is not limited to
that shown in FIG. 10,

[0164} Embodiments of the disclosure provide for a number of technical
advantages over conventional systems. For example, unlike conventionatl transaction
processing systems, embodiments of the system enable a user to quickly access
gach of his or her accounts without the need to enter sensitive information (e.g., a
PAN}, which may be insecurely transmitted and subsequently intercepted by an
unauthorized third party. Additionally, each transaction can be provided a one-time
use token, which increases the security of the transaction as the cne-time use token
may only be used for the specific transaction at issue. Further, embodiments
improve the efficiency of and data security for transmitting account credentials, the
infroduction of a transaction identifier allows a resource provider to directly obtain the
account credentials {(e.g., a token). This provides an alternative communication
channel for transmitling the account credentials, such that they do not need to be
sent back through the user device and/or communication application in order to

reach the resource provider.

{0165} A computer system may be used to implement any of the entities or
components described above. The subsystems that may be included include system
bus. Additional subsystems include a printer, keyboard, storage device, and

monitor, which are coupled to display adapter. Peripherals and input/output (/O)
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devices, which couple to /O controller, can be connectad to the computer system by
any number of means known in the art, such as a serial port. For example, 1/C port
or external interface can be used to connect the computer apparatus to a wide area
network such as the Internet, a mouse input device, or a scanner. The
interconnection via system bus allows the central processor to communicate with
gach subsystem and 1o control the execution of instructions from system memaory or
the storage device, as well as the exchange of information between subsystems.
The system memory and/or the storage device may embody a computer-readable

rmedium.

[0186] As described, the inventive service may involve implementing one or
more functions, processes, operations or method steps. In some embodiments, the
functions, processes, operations or method steps may be implemented as a result of
the execution of a set of instructions or software code by a suitably-programmed
computing device, microprocessor, data processor, or the like. The set of
instructions or software code may be stored in a memory or other form of data

storage element which is accessed by the computing device, microprocessor, etc.

[0187] Any of the software components or functions described in this
application may be implemented as software code to be executed by a processor
using any suitable computer language such as, for example, Java, C++ or Perl
using, for exampile, conventional or object-oriented techniques. The software code
may be stored as a series of instructions, or commands on a computer-readable
medium, such as a random access memory (RAM), a read-only memory (ROM), a
magnetic medium such as a hard-drive or a floppy disk, or an optical medium such
as a CD-ROM. Any such computer-readable medium may reside on or within one or
more computational apparatuses within a system or network.

{0188} While certain exemplary embodiments have been described in detail
and shown in the accompanying drawings, it is to be understood that such
embodiments are merely llustrative of and not intended 1o be restrictive of the broad
invention, and that this invention is not to be limited to the specific arrangements and
constructions shown and described, since various other modifications may cccur to

those with ordinary skill in the art.
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[0189] As used herein, the use of "a", "an” or "the" is infended to mean "at
least one”, unless specifically indicated to the contrary.



