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"An El ectronic Transaction Systeni Field of the
I nvention The present invention relates to an

webk@sioors c transacti on system The system i s PCT/AU2004/000855

particularly suited for facilitating the sale of
servi ces and/ or goods in electyonic format (such as
software). Background Art The follow ng di scussi on of
t he background of the invention is intended to

facilitate an ungeipleanrbiie RansdeubRUGplbAR: Hovever,
it should be apprecrate IS not an
acknow edgenent or adm ssion that any of the materi al

FiefEof Bk fveWgonPubl i shed, known or part of the conmon
general know edge of the person skilled in the art in

any jurisdiction as at the priority date of the

j | ki 0 [ t .
PRERIRED! et foialcolion BCRAE 1Bhefilol §Ridipu Mg ystem is
Heeticlilafy sulted tfor twiliathqahe sapaiof isewiesd yindfor goods in electronic
fsitu,[a(ti ons vvhﬁre t.he i nput of one party, or even the
RER (SYCRBREMNARNat party for their input, is
dependent on the input of another party. In situations

%\%re thedéﬁtailed service or good is distributed over
reunfiaitc network, this problemis further

exacerbated by the common expectation that such

ervices or goods can be provided i mediately. .

ﬁﬁ@c@h%‘f"ﬁ@l giscyssiqnsofdhedigckerowstd eibepneandion i intendedio facilitate
ke lect oN s i.0 t i

S PBIRAT o B AR, | ASATLER VTR Pilbgea et e
dismmsdiomatsi ngt ianpatkrﬁmml&dgv?*teianc& adumisa&ﬂn iVt ﬁﬂjﬂ of the material
el ectronic network. A yet further problemwt
"greEcd ot piaae; k%ﬁﬁxeﬁ@@wﬁ f%_etqqaﬂrnee&en@raltm@wledge of the
pRr&SH SIaMmbcEint tha Ry edt AR uBi¥icaoh Ta'% dtgﬁ@%ﬁéﬁ M I&f?t%eap?lication.
exi sting, pervasive El'ectronic Funds Transfer at Poin

of Sale ("EFTPCS') infrastructure. This poses problens

S PR SN s IRLER HpSEREE paris. T
inrutreantbeaghifilcutt 4o icordinatauseticdlatipé situdtivnsatharerthe ynput of one
party, or even the need to contact that party for their input, is dependent on the
input of another party. In situations where the retailed service or good is
distributed over an electronic network, this problem is further exacerbated by the

common expectation that such services or goods can be provided immediately.

Accordingly, it is an object of the present invention to provide an electronic
transaction system that is customisable in a manner that simplifies the task of co-

ordinating input from multiple parties over an electronic network.

A vyet further problem with eleg;tronic transaction systems is the need for the
electronic transaction system to integrate with the existing, pervasive Electronic
Funds Transfer at Point of Sale (“EFTPOS”) infrastructure. This poses problems
as the EFTPOS infrastructure: A
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capacity; and are highly regul ated, such that any
changes to an application that uses the EFTPCS

WO pdosast7eaict ure nust be recertified - a consi deCEHAU004/000855

costly process for the application owner. One prior
met hod of overcom ng this pralld em has been to
integrate the transaction systemw th the enbedded

paynment appligatio Y this splution,requi

Do ano TR SemnRe” dfinselslbd S tsnoefy i ony an
mai N sw t embeddad cpaymest applictipast bocaddeans akéir dmsitets memory
wel | as paynent transactions. Such nodifications are

expensi veCapacity; aA8dconsuning. It is therefore an

optional, subsidiary, object of the present invention

to provide an electronic transacti on systemt hat

utilises are higlilygtreggaterTrRosh et &y obanges hianeapplication that

more of Aeais ERIPETS BBt BLaCHE B dtlnedita Bonsiderably
t he exi st co8thyRrbeess fd}ftnggbpu@twmgwmgﬁcl osure of the
I nvention Throughout the specification, unless the

context requires otherw se, the word "conprise" or

oA BlibPNmetideh IS ov&eBRIING efhis OrobROAPRAST P&En W lihtegrate the

be understood to inply the inclusion of a stated _

transagdipnopygesu ity thetergeeddedit paeenth epplieatiosi onHewever, this
. Nt r i Eur : . .

0 BB 80 n  0ER S T R i i

toesdongmatdteSeandationmiengattiens arangsicas paysens tiahssdtioms. Such
of fer and acceptance of the service is conducted over

RRdiications Are SRRANSING 2Nt IRCceAIEAIBIWI t h a first
aspect of the invention there is provided an

el ectronic transaction system conprising: a host .
1§ i theretere paeptiopak stbaideayt pRiACHthedregent ipyaatiane provide an

ec‘lgﬁi%ﬁi% 9‘595@\(9{%‘?\ §V§[&Whﬂn8tilises the existing EFTPOS infrastructure

while overcoming, or at least partially alleviating, one or more of the

aforementioned problems associated with the existing EFTPOS infrastructure.
Disclosure of the Invention

Throughout the specification, unless the context requires otherwise, the word
“comprise” or variations such as “comprises” or “comprising”, will be understood to
imply the inclusion of a stated integer or group of integers but not the exclusion of

any other integer or group of integers.

Further, the term “electronic service” is to be understood as meaning any service
where the transaction constituting offer and acceptance of the service is

conducted over an electronic medium.

In accordance with a first aspect of the invention there is provided an electronic

transaction system comprising:

a host server;
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a content managenent system where the content
managenent system provi des content in the form of

walewsaibds2of el ectroni c goods and/ or servi ces abtBAU00B@008SS

transacted by the electronic transaction systemto the
at least one transaction devicg and where, upon the at
| east one transaction device issuing a client request

to th t server for pne or nore of the electronic
goods&a%%%o?ﬁes%?w%cé@n V% ed, the host server

operates to generate a client response in reply to the
client uest and in g nerati(rhg the client response,
1§ , @0

wher eatr{ég‘t%ts@'her §oIVICSRIPRGenSKRIP request to the at

| east one service provider systemand receiving a
service response fromthe at | east one service

pr ovi%l@?r.‘tepgg}:ﬁr]%g,e”?%%?t@m’r oni ¢ payment system
further conprises a matrix recording a set of

erm ssions and/or constraints applicable to the )
Uheis: Pér SN teRLMERREFBIRTL S Ut PENIASHEIRSThE theniogmtof details of

é‘[@@@&‘ﬁﬁegboéé‘ sh H)oﬁ*egéﬁ’vg:'élge%b@eto”% | A B %ﬁ;@%n%lecﬁonic

the content to be prov to each transacti on e
idingaedontsysteas tto dine at eatss acki teemsdetion eldvicecasdiveharbatipon the at
set , of $erm’asi.ons and/ or coFstrai nts

h ! I li
kS S EnsRcian, S8VIRE Weelittd 8 BBl TR DS 135 BeShRRNEf for one or

bR bPIHeOMeBE0 ficTRIBRIs IR/ orBs driRBS /fiAifdY, §8Y hB8t server operates to
di nensi on; an el ectronic gfood or service di nension;
P

geiteratengr Jiembtreaporsss iroreplede Hhdi chiemé irequegicandlie gemerating the

r di i_nf tion . spect .of the transaction
SRFP I L IRk, FORT] cCLab B HABATTE I ot east one
sppice piroaider siybRim iy RickReg bhseroieBt @Bbohse B®mM the at least one
provi ded by the content managenent system AThe host

SEVIGRIPIAEPehl so det ermi ne whether the client request
conplies with the set of perm ssions and/or

constraints recorded in the matrix and references the
Ideally, the electronic payment system further comprises a matrix recording a set

of permissions and/or constraints applicable to the electronic transaction system,
and where the content management system references the matrix in determining
the content to be provided to each transaction device of the at least one
transaction device o ensure that the set of permissions and/or constraints are
complied with. Preferably, the matrix includes at least one of the following

dimensions:
a transaction device dimension; -
an electronic .good or service dimension; and
a merchant dimension,

each dimension operable to recording information in respect of the fransaction
device, electronic good or service or merchant, as appropriate, that may affect

the content to be provided by the content management system
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matrix in generating a client response to ensure that

the set of perm ssions and/or constraints are conplied
wowak/ool7es a further preferred enbodi nent, eachPCT/AU2004/000855

transaction device of the at |east one transaction

device receives a set of unigye identifiers fromthe

host server, each unique identifier representing a

Tg\%g?cgsg%gh%f@%)zgﬁsco? t%t%grtglneg{]vﬁﬁﬁ{egﬂégi ?J%ﬁﬁ%@é’rsg Eomplies with the

s808F petmBERMMRNAN@bLF eBA¥rAINGY Fstriided dn Itee uratrixcamd esferences the
havi ng uni que identifiers not already provide

1T ] _ d from,

nodtex fogeeeratingreaglians nespansedm ermee thaliisa set ghpraeyissigns and/or
may, f.urther s .10 discard conmponents of the

CBB%?%'H{S ?\r_quoﬁﬁglée%ﬁftﬁue i dentifier not included in the

set of unldque identifiers received fromthe host

seryer,. ldeally: the unique identif] i St

174 Bitrisred Bl e ell et Rehpaplorf 2358 51, B A loast one
tRHERElion ABvieErBEevBE Gk stabiugniqdé tissmtiflery &loyn thepbiost server, each
creation of content using the content ma

ujaueeidentifier mﬁe%@ﬂtin@aﬁégm@ﬂenw&i@&%@gte e trapsaction device
r QVii t he conte . i i .
SRS ek S uTRGR SRNRRE g ohats proviod
Adesdust eedntehimiiavitgvuniae: ddertifinte mot t areadyh pacvides from the
devi ces can be attained. _The cont .mé $refera
n

donearidenaBameEL SEISTD - SHEHTETRS PN RETEE PRk ausifgy gperate to
@gﬁgﬁr@é%@ SFHROSRREH haRing 8astiqedsdadtiieheot included in the

( escription; a graphic to represent the .
stest unigue Emiifies oeceived; frolt e host. sarvept alfieally. the unique

oD 2, OB L o SRR Py BL G R BE @ vorsion
Asinbs- BhQrehenkariddie service response confirms a

service request was successful.The content may al so
include: a nmenu structure for navigating the

RESAEHMN CusH ¥icziondTEoaea sty el sbntent management system, the
content management system operates to provide the content to each transaction
device of the at least one transaction device. In this manner, almost “real-time”

download of content to transaction devices can be attained.

The content preferably includes, in respect of each electronic service and/or good

able to be transacted; at least one of the following:
a description;
a graphic to represent the electronic service or good;
details of acceptable payment methods;
details of acceptable validation or data entry mechanisms; and/or

details of any document to be provided when the service response

confirms a service request was successful.
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be transacted; and details of any security mechani sns
i npl emented to control access to any restricted

w@eosioar1ss of the menu structure; Each transactPOIAU2004/000855

device of the at least one transaction device my
receive a scheduled tinme for tgansm ssion of content
fromthe content nanagenent system each transaction

[ o,request the set of unique
?ﬁérﬁ%ﬁeﬁ‘g?‘iﬁ%lgﬂﬁﬁmlﬁﬁost server on the schedul ed
time. Preferably, the host server operates to generate

a client response in reply.to the client request by

ref er e Y $UORFe ddk baHigHENG the & lshtmTb soRfkas and goods able to
concepé tankdcte@MaRd si ng a series of steps and |inks, :
the arrangenent of one or nore links in respect of a

first step representing a second step to process on

the fistsils SF Ay’ XY AdHANRSIE ?ﬂgb@ﬁéﬂtgﬁqor&ﬂﬂoﬁ atBess to any
a set of predefermned results. set o0

pr edetestintedgortions| afdhe imizral syuctareg a set of Bool ean

values and a fail result. The electronic transaction

system may al so i nclude at | east one channel grouping,

Bach tehnsantion gievige o the saicleatednei transdctibaagéviodanay receive a

I [ .Where_conte rovided to each
o ERLEE igh GEVRESNIE Bramlent b Bufere e manggerment system.
85It TBhSAtioRr SIS BpE I red it thé 388 BF LhRftedBY%hfifers from the
in the sane channel grouping. At |east one
hestperish therappeduled tiwei ncl uded in the el ectronic
transaction system* each rel ationship recording

details for facilitating conmunication between the
Repferably, e hastiseivehepesates dogrrisrate aleliénteresponse in reply to the

: . . hei i .
PR BT RYRaRER B2 mReBRorags) <hETROSEsR ot conceptually
corapasing samsloMefips b links CHeORIrEng&RABAERGE bAB or more links in
system al so i ncludes an el ectronic inventory, the _
sseeth ehaclirchetar ceprespetinglae seeond siepiéo émoed%@:?nomieeﬂrst step
. I eq The, request from
RRN0I0 A aarRetogl foabEeb AT ST T ho soto
weddtermiest idsults, idbky, elre et st BonaNVAllYs aRarzAiifesult.

. The electronic transaction system may also include at least one channel grouping,

each channel grouping associated with at least one transaction device, where
content provided to each transaction device of a channel grouping is the same as
content provided to each other transaction device in the same channel grouping.
At least one relationship may aiso be included in the electronic transaction
system, each relationship recording details for facilitating communication between
the host server and either a transaction device or a service provider system, using

their respective native languages and communication protocols.

In a yet preferred embodiment, the electronic transaction system also includes an
electronic inventory, the electronic inventory operable to provide an electronic
good to the host server on request. The request from the host server for an
electronic good may include a goods identifier, the electronic inventory operable

to provide an electronic good having a corresponding goods identifier in response
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to provide an electronic good having a corresponding

goods identifier in responseto the request. To conbat
w@oiosnoizad fraud, on return of an el ectronic gROOAU2004/000855

the electronic inventory, the electronic good is not

able to be provided in respaonse to a request fromthe

host server for a predeterm ned period of tinme. The

toietlfl',\%f}@é;gxg%;c ngg?ﬁ%n{ﬁ% d:tos%lﬁtfaﬁef@'éi%{, ogelr'ég rlrn e&?%ll? %ééiﬂr‘?)\‘liiéjﬁgod to the
el%EﬁBﬁ%%@&toﬁh%@b%{rbﬂm §odd FREChbIertosys peivide inbeesponse to
operabl e to 1I"'ssue both synchronous and asynchron

a sequéstdram dhe hpsinservelfas & predatsinained metiedd r’“&n%eﬁe electronic
00%H fennbrh orey IS PedibfBerf B TuM ehatonio senvce
BRI Y HeBiraRsHeRsd. or asynchr onous client request, as
appropriate, includes the correlation key. As
asynchronous service requests can cause confusion for
Qgeelaeﬁénléecfé/r%ractléﬁ‘%yb@% 8y USRS ofisratiie topeswéwlb@th synchronous

I stingui sh between a service response a a clien
andmhwouefwmearwb cligrt esiupElat %Mn&wnaHa/S&W'Ce requests

apé i%fn%fr-l %n‘ Fegﬁ%s?s,e EWF&éhoﬁ REY a‘h@ any response fo

cl'ent response is
tH‘é’EﬁWﬁl’ﬁ@ﬁ@fh yer@icatreyaest oroaimjrmhscsagﬁ Higmt rérqimair;e@ aperopriate,
bus may use a publish/supscri be mechani sm o

lr@ﬂﬂﬁﬁ.ﬁwﬂh@tmﬁﬁlﬂl%éﬂ%’y, %@%VPSHW%ﬁeW&ﬁ fgauests can cause
cpﬁfdés:]&]eZolathé ﬂ@éﬁ{ sOREr PTGt %@Nércﬁ‘k'yotﬁ‘e draBleatd distinguish

€ rou having a dedi cated connection to
behgedost s@ﬂc\eenesaodset and pajienntesuest by refarence to the correlation

transaction device may forward a service request
key ansPyPe: tr ansaction device to the host server and
forvvard a paynent request issued by the paynent

licatio f the t t d .
3ty S WLl 09 1 oo
%]% gor. nt er of d‘ﬂﬁﬁl'cﬁf%d \ﬁé%ﬁe@é’! e eEsSPd bas. mpeunsssdge bus may

ate router for forwarding to the paynents
Usesd pablishrsumicribs neecheamisroof sanirawnicaiiey from t he

paynments host via the internediate router and where,
if so authorised, the transaction device thereafter
Ideally, the transaction device includes at least one payment application. Using

an intermediate router having a dedicated connection to the host server and to a
payments host, the transaction device may forward a service request issued by a
transaction device to the host server and forward a payment request issued by the

payment application of the transaction device to the payments host.

In a potential alternate processing method, the transaction device issues an
authorisation request to the intermediate router for forwarding to the payments
host and receives an authorisation reply from the payments host via the
intermediate router and where, if so authorised, the transaction device thereafter
issues a service request to the host server via the intermediate router and, upon
receiving a service response indicating that the service request was successful,

issuing a payment request fo the payments host via the intermediate router.
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i ssues a service request to the host server via the
i ntermedi ate router and, upon receiving a service

w0 e®pooses i ndi cating that the service request REFAU2004/000855

successful, issuing a paynment request to the paynents
host via the internmediate raufer. The transaction
device may further include renovable, witeable nedia

di . s dia
THR' G EeADR Cegisa abruihe’ Jpdfg tidide drhedfePnedia for
redet@hh orf ot ere bi BRtfollesipgnaaecding droskectenicegoatnyletails of the

operate to confirmthe identity and/or capacity of the
cligrd meauestodei@dy ot thea Hignt resNPR§St he client request and,
if the identity of the transaction device can not be

confirmed, or the capacity of the transaction device,

The bastesebter Mmgropeeteke tal ceMim dhaelsentiiv, apgias, paprally of the
with a secon e e L Qv [ ji

ughierogRR ABR° w8 et pAETPau B 3L hFhent of the

traMsactvraes@edicas rod beherfirmet!, astrectamdcityhef thevemsiaotion device

I'n accordance with a third aspect of the present

is exesediednignese e gliedt feQRSAct i on device for use in an

el ectronic transacti on system according to the first

aspect of the invention. |In_accordance wigj{_h‘@?fourtt“.|

Imspetiapte i ppeeenit ashRad 9f thim Prasens MVENLoRghers s G host server
erform | ec I G: b1 ' | $ih G -dihe:

fQ p® e sy Pl e ASactiont SYREF aB BRI S drgtofgpect of the

irtle@gibhoni ¢ goods and/or services able to be transacted

to at | east one transaction device; receiving a client
request for one or nore of the el ectronic goods and/or

1§ kb &Rmcaelh [ethidr sspezt tof dhs aoesant idesntisy there is a transaction
generating a client response in re%ln¥ to tdgrgqul [ enlg. ¢ t of

dexipedior uskiipran akelranisdrasagHYN SYREN GESOT %B"ea Irst aspect o

j equest to at | east one service provider
t@%i@(@ﬁwﬂghd receiving a service response fromthe at
| east one service provider.

In accordance with a fourth aspect of the present invention there is a method of

performing an electronic transaction comprising the steps of:

providing content in the form of details of electronic goods and/or services

able to be transacted to at least one transaction device;

receiving a client request for one or more of the electronic goods and/or

services detailed from a transaction device;

generating a client response in reply to the client request which, where
necessary, includes issuing a service request to at least one service
provider system and receiving a service response from the at least one

service provider.

Ideally, the method also includes the step of referencing a matrix recording a set

of permissions and/or constraints to ensure that the content to be provided to
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I deally, the nmethod al so includes the step of

referencing a matri x recording a set of perm ssions
wa@pasoel7ednstraints to ensure that the cont entPCDAD2004/000855

provi ded toeach transacti on device conplies with the

recorded set of permissions agd/or constraints.

Preferably, the nethod al so i ncludes the steps of

d h ' it
oia TS5 Op e corbTR VOl BB rebpiat SoT ot dtlions andlor
chh&rdtBisr i X and the step of generating a client

response includes the sub-step of referencing the
matri x to ensure that the set of perm ssions and/or

Frofesis OIZ fl“%én%’iﬁocf%@b' i‘n%ﬁld\é’étthe stéss Gﬁﬁﬁﬁéin’fmhgahls&her the client

inclu step of sending a set of unique
réqlerst idoneplisst wite 4ba aataﬁmfmtwrweand@r Cémtfaums gaeorded in the

5 e anel SoeyeiBp 01 Arenatford Ay Aovranse el He qub-step of

rét‘é?éﬂdnﬁg S ni2Rfix & ERGGHE tRaDMHedSSt df Q)etrmsﬁcsmam/br onnstramts are
devi ce upon request by the transaction device.

CAd’ch_Ed_dwm ly, the method includes the step of

receiving a request for the set of unique identifiers

fromeach transaction device at each transaction

Thev imethad mwaw%mdudeetheps@pe@fawrydmg Ife 5§t @p upfque identifiers to
erati ng | i ent S t

e%)ggctmq n deyice, Sea}ggl @9 83? Hééﬁt!f‘éggéglté%%aﬁ%’% EGmBbnent of the

c‘éﬁf@ﬂPbH@' ﬂh)é seppPof waﬁgnﬂtlﬁgrar@/scohteﬂt em'lrmldnlql.laaksientlﬂers not
the arrangenent of one or nore links inr

Flioady. pseged ép iR HRDFARIION ARAGHHPAR EpAYSST E)N@E%g@naﬂgf'on device.
é&nﬁt&ﬁaﬁlﬁzt trj‘ée grg?t‘h%a%ﬂgﬁgsttﬂ?astgb ﬁ‘gﬁ%%bﬂ/ﬁﬁbeg feRpikt forthe set of

erm ned resu al so

udn’lqueldeénﬁfﬁrwssﬂr@rm ebchssacsationgdedich at @ashctraopaction device's
evice with at | eat one channel grouping, the content

§6GHEEdMS each transaction device of a channel

groupi ng being the sane as content provided to every

other transaction device in the sane ch I i ng.
Riedarbly, (hRCSiopt RTINS P eSpoprer BEbfEFne Substep of

3% ﬁhh& af Brtoc;e%'ﬂ'lb&@it g process model conceptually comprising a series
of steps and links, the arrangement of one or more links in respect of a first step
representing a second step to process on the first step resolving to a

predetermined result in a set of predetermined results.

The method also includes the step of associating each transaction device with at
leat one channel grouping, the content provided to each transaction device of a
channel grouping being the same as content provided to every other transaction

device in the same channel grouping.

ldeally, the method includes the step of recording details for facilitating
communication between the host server and each transaction device and the host
server and each service provider system to form a set of relationships and the
step of using the appropriate relationship in the set of relationships to facilitate

communication between the host server and transaction device or service
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comruni cati on between the host server and each
transacti on device and the host server and each

W@ engioes2pr ovi der systemto forma set of rel apCDABRIOPS008SS
and the step of using the appropriate relationship in
the set of relationships to fgcilitate comunication
bet ween the host server and transaction devi ce or

p?cg\é %th%,%\%\%g%rsvs Hﬁﬁ@”ﬁf&%&jﬁgﬂiﬁﬁyﬁéﬁ?tyg{}rﬁéﬁ%r languages and

cBrh@siAtfon plfodié hod may al so include the steps of
Issuing a request to an electronic inventory for an

el ectroni c good and receiving an el ectronic good from

ﬂﬁéepféél% TR GIdAVREL@E the RitebETaIbbyuinghe regubsidialasoelectronic
includes the step of distinguishing between a service
imespansoraad alectrosist goeduard tepeiiG @h&legtgpnic good from the

orrelation key in the service response and/or type.
e(i?ﬁ;mr‘?éq YA al so i nclude the step of communicating

service requests, service responses, client requests

Faterao e mEaRR ShpInHLRY il sl of ffindPenfEBaEen a service
e | GAl I PitlieRt RERIeBRIBY réfbeentet faod doredlaties Kelgein the service

Ssteps of confirmng the-identity and/or capacity of
rebponsesanret Yoe. devi ce that issued the client request
and the step of ignoring the client request if the
identity of the transaction device can not be

Tunfiethmetimay al$e inshygectheystep of kemmumisaling sprvirs iegeests, service
ded. .Brj ef Descripti. f -

BRSO e BayESRIRhE g Bsgblifes b APSr Alfbast one message

B hamh B ublianistescrisd mezhehisnFobesremunicatianschemat i ¢

representation of an el ectronic transaction system
Figure 2 is a conceptual representation of a process

PRASLLEL She WidtRol | MelLtfdsaeiuTanéss dfs cosfithing thee identity and/or
el ectronic transaction systemof Figure, 1. Fjggure

. 3.5
eapadity wstthattransastioprdsyises that deadiesk the alisyit regkigel and the step of

iigln!)Hr% rtﬁeta ecqiein{] rg&géjéteif the identity of the transaction device can not be

confirmed or the capacity of the transaction device is exceeded.
Brief Description of the Drawings

The invention will now be described with reference to the following drawings, of

which:
Figure 1 is a schematic representation of an electronic transaction system.

Figure 2 is a conceptual representation of a process model step, with link

attachments, as used in the electronic transaction system of Figure 1.

Figure 3 is an illustration of process flows of a host server as illustrated in Figure
1.

Figure 4 is a diagram of a transaction sequence used by a transaction device

when communication with the host server as illustrated in Figure 1.
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1. Figure 4 is a diagramof a transaction sequence
used by a transaction device when conmunication wth

wa b@sheses server as illustrated in Figure 1.Fi BCr/au%oi/e00855

a schematic of the conponents of a multi-purpose
transaction device for use in4ghe el ectronic
Transaction systemof Figure 1. Best Mode(s) for

[y .Inyention I n accordan with the . .
CRLEL e b tnd e PHER oPBeaeBscat # Shit-liansd Banssption device
oy tiserm 1k elebtrbhie BLASAEIUN SystémnsTatgiren system 10
bei ng descri bed, and as shown in Figure 1, the
el ectronic transaction system 10 conprises: a host
BesY Rlodb{s) forCArefdinly ONEthd A\iARidipn device 14;  at
| east one service provider system 16; databases 18;
process designer 20; content nanagenent system 22;

FraQdl Siceith tﬁé‘ﬁgéés%rﬁ ir'i%rﬁi'bﬁ tR8re is%ﬁh@@z%{rgaiucl trangaction system

managenent nodul e ; merchant reporting no

~ hndgetinenelenivonic dramactiancsysternt) dethgs destrivahtand as shown in

) ; usi.ness _procedure definiti.on nodul e 36;
gﬁgH%ﬁa%%éﬂggﬂﬁF?ﬁ?”ﬁgﬂﬁﬁbﬁﬁﬂ?”‘ BPEPR8SS Host  Server
12 The host server 12 operates to provi de nessage
br okeri ng iﬁkgices ngmeen participants involved in an
exchahge 8f'9G7eSSH§ES~ As such, the host server 12 is
in data communication with the at |east one

transaction device 14, service
. at least one transaction device 14;

. at least one servicé provider system 16;
. databases 18;

. process designer 20;

o content management system 22;

. scheduler 24;

. channels matrix 26;

. schedule management module 28;

. merchant reporting module 30;

o management module 32;

. accounting and settlement module 34;

. business procedure definition module 36; and
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provi der systens 16, databases 18, process designer 20
and content managenent system 22. The host server 12

wo eoosher2zonpri ses:  adaptors 40; process aut BOEAU2004/000855

engi ne ("PAE") 42; electronic inventory 44; and
nmoni toring system 46. Adaptors440 Adaptors 40 can be
classified as front-end adaptors 40a and back-end

adaptors 4pb. FEront-end adaptors 4 re responsible
for data ggﬁm?@%ﬁtf%mwelgﬁp“ﬁ@ﬁ@%g@?%’@-devi ces 14.
Back-end adaptors 40b are responsi ble for data
0 nicatjon with service provider systens 16. In

e ts, front-end adaptors 40a and back-end
adaptors 40b are basically identical. Each adaptor 40

_ﬂ?s an associ ated relationship. In the context of the
MAASERENGRT A4 QREIBISS: luproyde dngssan hirpkerie seafices between

. f t j g el :
SBEAREERIONNG L GENSHAL T A LBERRIOR, SRIEINE TpWcerver 121
in0daks conmhedicatienseitit itbe deveast dde drassctibnedevice 14, service

S S M B, BT ek Bebe 45 conten
hahagéeBanspstein e, R hekt ves19RGHMH &b idet as a

transl ator.’Adaptors 40 "listen" for transaction
nmessages fromits respective transaction device 14 or

servige pLgyi ystem 16, as appropriate. On receipt
of a transac'!t)lgggndr?fessage, t he adaptor 40 operates to

transformthe nmessage in accordance with its

assocj at e l.ati i - £ ok [ to the PAE 42.
Sim IJarI ysr%:ﬁ%sstgggﬁgﬂ'@}gﬁélﬁggs%\%g%f%m the PAE 42,
the adaptor 40 operates to transformthe nessage in
accordance, with. i.ts gssocjated relationship for

f or wat di n§lee OPFé”Y%?B@’C@P\Pé‘ ransaction device 14 or
service provider system 16, as appropri ate.

. monitoring system 46.
Adapftors 40

Adaptors 40 can be classified as front-end adaptors 40a and back-end adaptors
40b. Front-end adaptors 40a are responsible for data communication with
transaction devices 14. Back-end adaptors 40b are responsible for data
communication with service provider systems 16. In other respects, front-end

adaptors 40a and back-end adaptors 40b are basically identical.

Each adaptor 40 has an associated relationship. In the context of the functions of
an adaptor 40, a relationship represents data necessary for transforming
messages received by the adaptor 40 from a format native to the adaptor's 40
associated transaction device 14 or service provider system 16, info a format
native to the PAE 42 and vice versa. Thus, by reason of its associated

relationship, the adaptor 40 is operable to act as a translator.
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PAE 42 The PAE 42 is not a single conmponent, but a
| ogi cal concept conprising: at |east one process
wore@siowdy nessage buses 62; a nessage recei RET/ABZ004/000855
at | east. one request handler 66; a retry receiver 68;
and at |east one process exegptor 70. Process Mdel
48 Process nodel 48 is, as described in nore detail
K S usj :
R AT IRV Yanb AR HEER688 BomCigRsBES e transaction
defice sehtorasgrvideoprevidertsystenpr 18;eas a;bmbpﬁat@:is Oa receipt of a
happen repeatedly in a predictabl e manner. %
t@@@agc lign message bipedapiorafe 98%@t$%rtocti?rﬁ§ifﬁrf8af hgnessage in

Acordd S '\}Oﬁr‘?rﬁka'éééot%%k%}?%laﬁio%%f Orf Fv@%%i?r? 1t8Nthe PAE 42.
system 10 conponents ssage bus work orr a
&nnhlarkyhbsnu‘@selpt fod aameaawérmn tm@ﬁﬁd@ éQ, thee agaptar Medperates to

RafRh Ol SRTRELSNLE, LA e SRS BE Bhitonship for
féﬂ%% @@W@%@Béc%w@%%dcﬁ@ntdév‘i&eﬂ%?' 4R GicERSBME.r system 16,
bus 62 in order to receive nessages. Subscription

agppiopsiatthe conponent to specify subscription
criteria. Thus, on a nessage being published to the
nmessage bus 62, the nessage bus checks the nessage
B&i4%t the various subscription criteria of its
subscri bers. Where the nessage matches the
subscription criteria of a subscriber, the subscriber

The RéH #2 éinof a simglgpedrhpoaentphubé lddieal messapiecdropitisieg:
nmessage bus 62. In the enbodi nent bei ng descri bed
there are four nessage buses 62 - inbound-

) at least one process model 48;

) message buses 62;

° a message receiver 64; ‘

. at least one request handler 66;

. a retry receiver 68; and

° at least one process executor 70.

Process Model 48

Process model 48 is, as described in more detail below, a programmatic
representation of a business procedure. However, a process model 48 is able to
represent any short-duration process that needs to happen repeatedly in a

predictable manner.
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nmessage bus 62a; outbound nessage bus 62b; retry
nmessage bus 62c; and response nessage bus 62d. Message

wRewsiovees 64 Message recei ver 64 subscribes t oPCTBTGRNNE/000855

nmessage bus 62a. Wien notified of the existence of a
message, the nmessage receiver 464 operates to decode
the nmessage. This is done with reference to the
&%%Msoci ated with the adaptor 40 through
ge has been received. In this manner,
while in the cont ext of translation by an adaptor 40,

&g reI |onsﬁ% st c as t.o the content og%{t hl? bet
S839fe, PYSFSt SnP% CBF‘&&%%?%? JreSFeCReEEgRY Petween
élebirbhie RUAHRIRD stéﬂ?he109é‘t§rﬁ|§@nérﬂ§e' NRissfde BUs 62 work on a
rel atlonshlg may al so be interested in the content of

plh | e@ﬁ@g@me&ﬂesmeﬁwgmhsb@@|bve:ar@ms components

reques ﬁgbqgggé ‘%66%’” %g'?ﬁé“é g'ﬁ%ﬁ%?@gﬁc@ ft%é ‘?ﬁérmatlon

nmessage i ncl udes correl ation information, the nessage

Bt SatEPa e RS et ite F SRENE el Ibskio L BB B orcer to

tdcelveemessg8s Reschption PSIHRS BRI E6hBbhERt to specify subscription
i nformation, the nessage receiver 64 assunes that the

pigEage Tinsisa Qi |aemes|séqaefg¢mg| eubliphedetiudhe m@ssm bus 62, the
[ r t
f‘ég%i%rﬂ)ug c%%t%% EE% 2‘?%%1 é{iﬁﬂ%ta&h%e%@?%a%@ércgg%ﬁ Briteria of its
ﬁﬂosmjoehﬁ abiVaeete tthet emmasaget Imﬁ?étchemﬂ*%awbssmtlon criteria of a
[ t f the f t of th
Sascger &%E%US%W Tauefied o theoplibligatiopn ot the message to the
iakes . Cient requests are then forwarded to
request han er 66. Request Handl er 66 Each
reI ationshi p has an associ ated request handl er 66. On
ﬁﬁ' HhbBEinder E)&Hg cfe%ﬁfﬁ?éc{ thér@earjé%ﬂ #%Bgltﬁfsegﬁw — inbound
processes t clien quest sel 1, or
mdaesagéllns 6Be; apfayndi atessagedm,ﬁ Gdeeétry haesdduge bus 62c; and

Ipr ocess execut r é)CFXGCUt es.
esponse message 2

Message Receiver 64

Message receiver 64 subscribes fo inbound message bus 62a. When notified of
the existence of a message, the message receiver 64 operates to decode the
message. This is done with reference to the relationship associated with the
adaptor 40 through which the message has been received. In this manner, while
in the context of translation by an adaptor 40, the relationship is agnostic as to the
content of the message, in the context of processing of the message for the
purposes of the message receiver 64, the relationship may also be interested in

the content of the message.

Once decoded, the message receiver 64 operates to determine whether the
message is a client request or a service response. In this regard, if the message
includes correlation information, the message received 64 designates the

message a service response and operates accordingly (refer to the examples
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In the latter arrangenent, the request handl er 66
forwards the client request to the process executor

w(Q Q05@et7ey Recei ver 68 Retry receiver 68 i s a PCT/AU2004/000855

subscriber to the retry nessage bus 62c. The functions
of the retry receiver are desquibed in nore detail in
t he exanpl es bel ow. Process Executor 70 The process

t .48 . .
SRBEY ¥ J50 S SSHEE Bp bR 268 AP fruapon. the messase
roatvee 64 aMmeQMSthﬁndei;sd& isSa SfEheratidst Ng. an%ﬂequest for an
client reg royides the initial data upon wh
SRET IGO0 TRsSFIAS S8BT dt dsmserdn s vl yhatsin some
fﬁ@?an%b@%é PHH g?@‘%@ﬁél%?’ 6fha b&%%qje gpdéfe‘f’ﬁw%@ﬁ{alt %3h&&sage is a
el ectroni c goo ectroni ¢ goods nmay, anongst
mm@esrespam b anaturenofahe rformat cpfatﬁe maseges ,eveadhdhgabsence of
cod s..for i.ca |ons arn
SR L e EpRFSM o CupBhisTrsinare hin Mamardesivedegrgst handier
@d are serialised and are often represented by a
"PIN . The PINis a unique nunber the service provider
uses to identify a purchased el ectronic good.

ﬁé?lﬁéﬁ'ﬂ%dlér’”‘% PIN is encrypted and is kept private
unt i e tine of issue. Pl Ns cannot be issued tw ce.
An el ectronic good in the electronic inventory 44 can

l?ﬁcﬁ‘?’@lgtl%’éﬁfp MHan HRsbBLiSF l{etsli‘%ﬁ%hfeqtéé’ Nicsy recgipt of a client

I nventory 44 nust guarantee t I's 1'ssued
regsiesipnite (esluqséd”(artddnert fé éithdropicugseas epti dignt request itself, or

FoitiaeniTie,2 8 RPHeR, BepceRe ook et Tas i Cesmarcaton € Sxecutes.
frtAE g éﬁ%ﬁ?ﬁéﬁﬂ frR rBLBSE hadBe P éé%@ia@d§fﬁ@&l§én¥ ®&quest fo the

the deliv ood. The need to allocate a serial
progees execwach0st ock itemis necessary for supplier

rel ati onshi p purposes. The serial nunbers are a public
identifier of the electronic good and can be used for

ReirwfReicelver 68n and probl em

Retry receiver 68 is a subscriber o the retry message bus 62c. The functions of

the retry receiver are described in more detail in the examples below.

Process Executor 70

The process executor 70 executes the process model 48 as determined by

.request handler 66. To some extent, however, the process model 48 is self-

executing. The client request provides the initial data upon. which the process

model 48 operates.

Electronic Inventory 44

The electronic inventory 44 is used to store activated electronic goods. The
electronic goods may, amongst others, take the form of movie pass numbers,

recharge codes for telecommunications carriers or software.
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solving. If an electronic good is returned, it is put

in escrow for a predeterm ned period of tinme and may
wheoosseoeti | ed with the supplier to determ ne PET/AU2088/800855

used or not. Upon conpletion of the electronic good' s

escrow period, the unique elegironic good is able to

be resold. The need to keep the electronic goods in

escrow for d t d d

S (s JeS T aRe PRaMRM %t Bt sklalsef phg e often

rg;t?njebi‘éﬁtre% h GO\’ ONITHeJAIRCis L GHiGEe runtbdrehe antice ﬁrowder uses to
ossessi on of the el ectronic good and

lde:ntlﬁyse mehm@teie@h*oang@w i Aypigaty.iag. PIY is ﬁ@cryp%éd ar¥d is kept
ood was then issued to a custoner of

pé'HB{:en‘éri‘%_ gwgn?f's\%ﬂ% then proceeded to redeemthe

el ectronic good after the initial nerchant has used

05 S EEL PSSR e 5 BEETRA DA gy o

2 EQé@%n(Wén@é eqly @i engot@ élBtosisdnvantbey 44 must guarantee
period of ti'me, the chance of this ty of fraud

thalcaPIN inyissyed &l nmﬂ oane (bipettpdhe &lmn%ﬁwﬁmﬁvy pe

of fraud can easily be identified. Electronic

i nventory 44 receives service requests fromthe PAE

HElectvmic tgooda garsytypisaliv 6uRDlificd 88 itngaieyieGardantigestaliged PINS'.

13?903% rlsﬁjcr]tﬁ Y& grréﬁ%ﬁ‘fq%g(ﬁqug'lescﬁé fsm X%E l\gégﬁtg\@f(l:blm & Effectively

tAE RS Sref g(bcft? apRy abkOo Giilothie iﬁlwlalseunmerlﬁ eaclh stock item is
this check reveals that one or nore_alert condl i ons

rgaessanyi ©ri swpliah relplershig RJERARSSH: e herggrial] pymbpEs are a public
@Enﬁfhe e?tﬂeaé:lg&%ﬁnkadacfod SRE E3PNb& LK 1%fr rbB@né?ﬁ&fo@]t 8hd problem

eCt T oni c nsac on system 10 by way of
I or SMB nessage. \Wen operating on a reactive

| eve the host server 12 nmay itself issue a problem
notification to the monitori ng system 26. The

l{ﬁ%ﬁlélléétrdlﬁc spetiasréfirhddnt gepelr iatessraw fat arpredgiganimed period of

e alert is sent to an appropriat

ime and may be reconciled with ﬁ'Pe sBppl%retorc%%éFrﬁl%gt I?tltl \\A/lgs %fsed or not.
Upon completion of the electronic good’s escrow period, the unique electronic

good is able to be resold.

The need to keep the electronic goods in escrow for a predetermined period of
time is for fraud prevention purposes. When a return of a successfully delivered
electronic good occurs, the merchant is still in possession of the electronic good
and may try to use the electronic good in some way. If the electronic good was
then issued to a customer of another merchant, who then proceeded to redeem
the elecironic good after the initial merchant has used the electronic good, the
redemption would be blocked because of the fraud of the initial merchant.
However, by placing the electronic good into escrow for a period of time, the
chance of this type of fraud occurring is reduced and/or perpetrators of this type of

fraud can easily be identified.

Electronic inventory 44 receives service requests from the PAE 42.
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operator of the electronic transaction system 10 by
way of e-mail or SM5S nessage. Transaction Device 14
weamb/ooransacti on devi ce 14 conpri ses a procesBOr/AHRIM4/000855

menory neans. The processor is operable to execute
enbedded software stored on_tfae menory neans. The
enbedded softvvare conprises a transaction application

and a p pplication. The transaction application
%”fQF’W% gweb browser in nature. It downl oads

cont ent fromthe content managenent system 22 on a

EEiLSSe et 5o T ol calod conkent oy e i oo
oﬂ%ogrotaetl\b{le@ép‘fh@ﬁ%rm é}%t@r’n@%‘ bﬁécl@s%é%ﬁa%éiﬂé @Y{ﬁb bperation of

thé servic /'or good; detail
trac begt adiver gy rrh‘nmlsrmhhdd$e\feais dhathoRe (0¥ ra@reaﬁtﬁrb gonditions are

i 481 oo RHEET TPEAGHD AL S s poonave

ofiftfe @gé#&?&%(% él@c@@niéft%{ms@ﬂoh %yts@n clgsbp ey ofie-mail or SMS
successful sale of an electronic service or good

nmassagst ruct ure for navigating the various services
and/ or goods avail able for purchase and/or details

of any security nechani sns n‘gl enmented to control
Véloer opetatingron agsactive: levehdre noassesver hé mgn(iself issue a problem

uct ur such, 1he ogded n u
”Ph{écqtloéhg%cﬁsom%iﬂr 'in(gats%t#ﬂjf o%gllene_:[?‘| z%t terﬁ(gﬁlhdrﬁ]lg Wk 26 then
JenRbpitbaen didm oOugRimhhe hidrt Ruséntrteran apmopae rtecpresentatlve of the
purchase an el ectronic service or good.,K The confceep q SMS
opeeataseaf thet elgcioniq straﬂﬁ@@F'?%n%ySt% 10 BY opYeqt &-mall or
funct| onality akin to a normal EFTPOS transaction. The

S8 downl oaded content as the means of devel opi ng
the user interface

Transaction Device 14

Each transaction device 14 comprises a processor and memory means. The
processor is operable fo execute embedded software stored on the memory
means. The embedded software comprises a transaction application and a

payment application.

The transaction application is similar to a web browser in nature. It downloads
content from the content management system 22 on a periodic basis. This

downloaded content may include data relating fo:
o a description of the service and/or good to be provided;
o the graphics to be displayed in respect of the service and/or good;
. details of acceptable payment methods for each service and/or good;

. details of acceptable validation or data entry mechanisms for each

service and/or good;
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means that the transaction application does not change
when a new el ectronic service or good is to be added

W eoosher7ed ectroni ¢ transacti on system 10. As aPCEAURW4/000855

there is also no need for the transacti on application
to be recertified. As discussqg above, the downl oaded
content may include authentication, data entry and

docunent d nf or t|on resul t

transacti 61% a‘Bpr HY nt@ﬁs@ g @5%‘5@?% T(?f the customer on
control | i BRcEedRfilla@s of saekRARCSeOIceBritRodper | pher al

devi ce connected to, or integrated into, the

transaction device 14. The paynent application is

typi cal | Yn?éhLE%TrB%rQaﬁb'ﬂeﬂév@?lﬂtpdr GRL | MHoS0WENfles ?Mlor goods

paynent application capabl ocessi ng payment from
a cust onervaigblefonmedhastiendédyment application is
separate fromthe transaction application. The paynment
application’'and transaction application can

comuei cadetdilsaiginymecorgnsecharismafipipleathted to control access to
pr ogr anm i nterf In this manner, the transaction

appli cati @gya%%tgc’fﬁ:gtpqrﬁ@@ PEENe MERH SHEUeinct i onal i ty

of the paynent application. This is also i nport ant as

t neans that securlty concerns regardi ng pay
‘é? OMI pwniaasiedaCaptant oi saedir by )ﬁhﬁo’?ﬁ@@aﬁlon application to

geerat %gUfééﬁggtg@%%é;?té@ru%ﬁeﬁ/ﬁ@%%%@%?@§3éét8nto purchase an
@eotrodlersesylsee)mgdﬁj Sé‘hw cangepbof diee usgs iree¥ads is important, as it

VR ba B RES P B B s Gagparial and

goods Each service prow der system 16 is in data
ﬁormunl c t,i on host server 12. The processing

48 5PN dB‘Q’”'@éQﬁg ‘?'@ea?)rtb‘%m%?”%%@@ﬁ?P@'ﬂ%“}?eyéﬁ’dmterface
ﬁt@ﬁn_§°@§t‘3tﬁéft%H@a&fo%sg;ﬁéhda@lé T’t?c?éénnéf‘ghérﬁé Gine trﬂﬁm electronic
16 w S

service provi der syste cribe
garvickeor geoadiis .toOee alddsdstol heDateabrasiestra8sandiopr smemmo As a

resn]t nt'hsetrer %élgcr)] n%arge%%atsé? thleS?réngaétlro%naspa tcét?c?n tjoabe recertlfled

As discussed above, the downloaded content may include authentication, data
entry and document detail information. As a result, the transaction application
must also be capable of controlling a printer, card reader or other peripheral

device connected to, or integrated into, the transaction device 14.

The payment application is typiclally an EFTPOS payment application. However,
any payment application capable of processing payment from a customer may be
used. The payment application is separate from the transaction application. The
payment application and transaction application can communicate though by
means of an application programming interface. In this manner, the transaction

application does not interfere with the functionality of the payment application.

This is also important as it means that security concerns regarding payment
processing are separated from security concerns regarding transaction

processing.
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18b and a reporting database 18c. Adm nistration
dat abase 18a stores information relating to the at

wo eamsnooee transacti on device 14 and t he mer chegit/AU2004/000855

associ ated with each transacti on device 14.
Transaction database 18b hol dggi_.nformati on on each
transacti on processed by the electronic transaction

P PR S B SRR W 7Bl Bt a2 T6a and

transaction database 18b, but in a sinplified form

1garti CE: ar | % %ti m se& for reporting. In this manner,
' LSS e 18b is also relieved of sone
processing load. As information is constantly being
itten to the databases 18 nd the fimng and type .
Senicer o gustrs doverresent 1 endPul Bya%ed® sesdiiied with the
REJGRONL IR R tRE" S8BrSHiE | depickd A gBbls. SP&&H Tskfvice provider
I nstances will not be described herein. Process
Petergnts i920n Riade ezsnmigpicgtien \eith itlse tost seovarr €t elThengrocessing
rocess del, 48. .\\Wile.the 0CessS. del IS '
BT Tt DL Srr e ct Bt RIS % T3 BuBog i adpra g the present
io&sicH anaftharderd 8 SdrvRbepoviierandtdrhels wil. Ast IsdeeBeribed in
in Figure 2, the position of each I'ink 52 provides
rthee e as to the next step 50 to execute based on
the outconme of the present step 50. To el aborate,
| inks 52 that connect to the top of the step 50
he connection froma parent step 50 (ie.
the step 50 that has just finished processing). Links
52 that sprout fromthe |eft of step 50 represent the :
Daiaheses di$ comarisd ianda@véﬁstajimhdatagsse d 8ex ecliarsagiion database
i lure of the.curre step,n0. ki,nks 52.tha I Qut
181 S berting s S8BLaS80" By : UM TeRAiar iBPRgh 1e stores
infarhidtidnsiettinkOtd i at feds® dmecathsadtiont HEviesireahd Ih€merchant
50 resolving to a value of "FALSE'. Links 52 that
agsosiated rwith tgashr irgnsaciipnsdeyics 014 eptrageagtiameatabase 18b holds

iﬁﬁd&ﬂ%‘fﬁ)inogn te%tcgpt?%jc#a%géﬁ epﬂf)g(gg)ss{églagyitﬁ té?e&?cﬂﬁ#&%@‘é.gcﬁon system

current s sol'v val'ue 0
ThuReperitdy dakbhas® 18edtoldete yamednipriBatibeas hald ireadministration

fail.
database 18a and transaction database 18b, but in a simplified form, particularly
optimised for reporting. In this manner, the transaction database 18b is also

relieved of some processing load.

As information is constantly being written to the databases 18, and the timing and
type of information to be written to the databases 18 would be known to the

person skilled in the art, specific instances will not be described herein.

Process Designer 20

Process designer 20 is used to create the process model 48. While the process
model 48 is computer software, conceptually, a process model 48 consists of a

series of steps 50 and links 52.
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Multiple links 52 may sprout fromthe left, right or

bottom of a step 50 as a neans of indicating parallel
wehiosgorseeps 50 to be processed on resol uti on PET/AU[Y4/000855

50. This uniformstructure for process nodels :

sinplifies processing for del yyery of the electronic

good or service. Content Managenent System 22 In

AR PRS2 B o EBURRERERE, BN REPraficBg ighin =3% he nox

siepvsiooadext die hagad ant thenowteimeest thé. pridgeat step 50 To elaborate,

doing so, the content nmanagenent system 22 references

links Sh Hiaterannest (o heton of dha siep P a&epa@ﬁpr&&hgtq%nﬁfsgon from a
h

p{:agéﬁt: gt\%gne 5 (fe GEh @Sb%hgpﬁéé )J‘us%qflrﬁéel'ge ?Foorosgl)? . Ln?)kns 52 that

spﬂ’omafrdim tbe l@ﬂt bf ske:b ﬁmmpcelsﬁrérhlne cﬁhaea:icmt‘mm Chlld step 50 that is to

STea e Bh TairS e SRhl Seer 5 o Finkg B2, M st Hom the bottom of
s@éﬁtfm 'ﬂ%%egeﬁvkr?e %@nﬁ@éﬁo"f‘i fP Bt 8Mild @wlsoamﬁgqs%te on the

dul e 60. The user navigation designer 54 all ows
crurmuscbep &0 resobving sy st eatueal afi ratlSLy. rémks&ﬁ o‘mtcﬂpr@ufefrom the

tr nsact i con I .1t

T Fen o SRy e canatdiel e A AR R il exccute on
tRESELATERE dtSp rSTIvEIng QOI@tvarL@cbf ertua hetThagsegdH efep 50 must
device 14 in order to purchase the specified goods
raadiverto dBeelean vajusyofd@inpl e, usi ng the user
navi gati on desi gner 54 anyone nmay specify what

information, if any, is to be obtained by neans of
M’a@n@ IlraksSW praycapraubfroarihexety fight ardyasisin @f afsiep 50 as a means

FB8EH o bR B et ThaR BE om0k Ll Stsee 50
t he graphi cal design of docunents to be printed by the
R IR cae g S R b G Ry ofthe

al86fbrie gobadtaRrviesei pts to be issued to customers
upon conpl etion of a successful transaction.

Content Management System 22

In essence the content management system 22 controls the construction, release
and maintenance of content downloaded by transaction devices 14. However, in
doing so, the content management syste'm 22 references the channels matrix 26
to ensure that any constraints recorded in the channels matrix 26 are not
contravened. In doing so, this may result in exclusion of part, or all, of the

content.

The content management system 22 comprises a user navigation designer 54, a
document designer 56, a channel groupings module 58 and a content download

management module 60.

The user navigation designer 54 allows for creation of a menu system ultimately
replicated on the transaction device 14 following content download. It also allows

a party to designate in what manner the customer is required to interact with the
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Channel grouping nodule 58 facilitates allocation of a

transaction device 14 to a channel grouping. A channel
wWQ@er@aporIgs represents a col l ection of transact i BCI/AU2004/000855

devices 14 that are to receive the sane content. Each

transaction device 14 can belgopg to one or nore

channel groupings. A transaction device 14 can have

. pLNn e ; .

e NaE e, A B R R Bl "L gBbds andior senvces,

Fanexanphki, usitlyltee AR et ativigdtiahegediieers 6heatdrrgnedfy specify what

downl gads for- particular transaction devices 14 or

ipiamgdPngifoRRy.nigsto PR eFfpedoRY aneans 1d paapelig swipe card or an

Q&Ma@@gyﬁé@gw&a{ﬂﬁguhﬁomﬁ% inf %e%@e??%ﬂtﬂeocustomer’s account

transact évi ce of 1fs sc e'du
mownbéoad content. The transacti on device 60 then

contacts the host server 12 at the scheduled tine to
initiate the content downl oad. The content downl oad

Titean @ige reint raschigreer 686 dhdkitatesnthge graghical epesign rnf difcutients to be

SR Dlctrateaam evics 1Ang s NedANGc s uasRisform part of the
Apduhe %%a?,h@gédrﬁéntzd'e RIS & f@gﬁ?:gg:ﬁe{‘ltec'éﬁ%‘lt@ be issued

28 conbi ned operate to nage any sche ask,

tot dustorhaisnupam cemp ladiowdf cagliccOnsfub trarsdtion. t askhandl ed

by the schedul er 24 and schedul e nanagenent nodul e 28

is the periodic transmi ssion of a transaction |isting
Cbasmzh\droapipgoviodele 5§ saalitatesGalioChtionelf 2 tvahsaoctiop6deanck 14 to a

annels Matri x Managenent Mydul e 38 The chapnel s .
R FeUbo0c e FHRNES BUHATGH "SRG SR o PoLeTHoNc A fansaction
GANcSEN 4 a8 4y ¢hceidd thd $ar@ cohfintwhat -price, and at
what comm ssion. The channels matrix 26 is al so used

during transaction processing to ensure that the rules

. ; N tiefi _
E?@bgﬁ‘?é?ﬁﬁ ek RidN12 c%nab%{?}ﬁg ®3bh& drel_‘ilmrgg:hannel groupings. A

the content transaction device
fransaotioh alevice 14fcatabhaye thehahmelngrospimgt changzsl amljave a channel

di sal | ow, le of a product if it is being sold for
oAt & fnplme

Content download management module 60 facilitates the scheduling of
downloads for particular transaction devices 14 or channel groupings. In this
context, the content download management module 60 notifies each transaction
device 14 of its scheduled time to download content. The transaction device 60
then contacts the host server 12 at the scheduled time tfo initiate the content

download.

The content download management module 60 also manages the reporting of the

success or failure of a scheduled downioad, as appropriate.

Scheduler 24 and Schedule Management Module 28

Scheduler 24 and schedule management module 28 combined operate fo

manage any scheduled task, other than content download. One scheduled task
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Channel s matri x managenent nodul e 38 manages the

channels matrix 26. Channels matrix 26 is a
waoredosiedesrensi onal matrix used to control the PCT/AU2004/000855

el ectroni c services and/or goods avail able for sale by

each transacti on device 14, cppnnel grouping or

merchant. Factors covered by the channels matrix 26

| r . i . .

H(aﬂ8|eldd(§r theaé’cﬂéd)%}f’ér o4 %(nd sgﬁécﬁllé‘ %a 5 n&%@i rﬁgg{ﬂlhitﬁﬁéghg periodic
transodgssidbn afadtapstiction US’[ﬁ’Ej’wI mvuoe pgovidenmaystbmsaly.ust ed

based on such factors as the locality of, or industry
segnent of the nmerchant associated with, the

Chasds Mateixdze aad OHanrdle MabrManagehient Modlls 38er
‘allows for business rules, such as "nerchants In

i ndustry X, belonging to bank Y, cannot sell

Tlecehamidls nagiixi 28 i cahirar tod absirdiling thdtRer BPhRIERHrEtan sell a
- each business rule having a predeternined |ifespan.

produei apd 4 ehdobvhaherienannd s What commissiane Ibﬁmb@@aels matrix
2%{ 8 bl Lﬂs%ﬁ gfurfr@e tpeﬁn\é'a‘éﬁo F‘odé%&\‘hgan[#) zéﬁ’%uk,hetha’c the rules
eet Poni ¢ or “service.

mbtermégutteé therélhoam :edméys a@tleﬁ@:ﬂm Eooéla&orﬁepﬁhﬂhe content of a

attribute is '"Retailer oup' ; an exanpl f ]

teansastiomidevisod oS wa%ut-%n %? the ﬁ%ﬁi@ﬁ% dhatrix 26 may
| | f

QLIS S o FLAERIR DRI phod

seryl ces. Business rules are curmul ative. |If nore than

GhatHe %%ﬁl&en%?@ge%ﬁtoﬁﬁdg%v'%e M ad By ‘%ﬁ? mdmbw Bnatrix 26.

or price than an algorithmis used to ‘estab
Creinels etariarit is al multThlmemslicgmi irh&tnixi wsdah @ doatrobthe electronic

REer PRY eatAcs SO irRle s SRR sableraac HBuiPgos g4, channel
bu&\é@ JTRRSRRRRE PACoR! Weré’cﬂ’%?@ﬁé’ thafthelt MRFIRTE iABlude:

devicés 14 to access a series secure reporting
screens. Each reporting screen Ilsts details of
trangacti é\?&ﬁlaﬂﬁiti'ecor ded within reporting database

. pricing; and
. merchant margin (ie. commission).

In this manner, the availability and price of an electronic service or good may be
adjusted based on such factors as the locality of, or industry segment of the
merchant associated with, the transaction device 14. The channels matrix 26
further allows for business rules, such as “merchants in industry X, belonging to
bank Y, cannot sell electronic service Z after date D”, to be implemented — each

business rule having a predetermined lifespan.

The dimensions of the channels matrix 26 are composed of atiributes of the
device, the merchant and the electronic good or service. An example of a device
attribute is ‘Location’; an example of a merchant attribute is ‘Retailer Group’; and

an example of an electronic good or service is ‘Brand’. Implemented business
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18c or details of transactions presently being

processed by the PAE 42. The transaction details may
wheoopoanesied as drill down graphs or sunmari eSPEEAU2004/000855

desired by the nmerchant or operator, as appropriate.

Managenment Mbdul e 32 Managenes$ _nodul e 32 allows for a

transaction device 14 or service provider system16 to

s P BAR Y Rihb i M8 Bed TBERES R af§ el i etectronic

goeeigioraectviesssact i ons fromthe transacti on device 14.

When a service provider system 16 is decl ared

i nactive, the host server 12 is not able to process
BUtIndgsanser hic0bSmURANES L [f %r@%gh%s&ngfe Alle %Jg?ﬁéé ¥ =Cdevice for
service or good provided by the nerchant associ at ed
ngtchanh@asen vir escp tban @eralgcyrﬁhmmswedﬁneasmmdhenmost ‘relevant’

R oft T BACEE B L BIERDS Bl or RS Brnfer Sfoutes.

|ndustry segrrent and ot her gl obal information made use
nsactl on system 10. Accounti ng
34 Accounting and settl enent

nDduIe 34rperfoens procedures that provide for
ettl| enent be en a nt and the operator of the
ST [eRgiiad gl Bﬁn?'!mvs fﬂ?@chﬁgsreael pihgr operators of
tResAE td'é@lcéﬁe’f@tt@ra&fes%hﬁ RIriRst 608Eurkr %?)?ﬁ*ﬁﬁd QBreens. Each

system 10 is_not an gw rer of the financial
repaisaccresh lists ﬁﬁ%bt@f ransactienrs se detnrded evithimnsprting database

\% C nt. who rmd the s .
o Set e i ihe ol T PRl BR3sTAE OGS ELE 42 The
trinsactibn det@és iyt b provded esillfasin gfa?ih%sortélﬁnmanes as desired

de |n|t|on of repeatabl e busi ness processes, such as

by the Sarehant RIPRFTBINICES aBPropsRiShge t he nerchant margin
for channel X . Oten there are nmany repeatabl e
bu5|ness processes surrounding the brokering of
leanagemantMeshiie 38r services. A repeatabl e business
procedure helps to maintain quality and consistency

wi t hin
Management module 32 allows for a transactlon device 14 or service provider

system 16 to be declared inactive. When a transaction device 14 is declared
inactive, the host server 12 is not able to receive transactions from the transaction
device 14. When a service provider system 16 is declared inactive, the host
server 12 is not able to process any transactions requesting purchase of an
electronic service or good provided by the merchant associated with the service

provider system 16.

The management module 32 also manages information in respect of each
transaction device 14, merchant, supplier, channel, industry segment and other

global information made use of by the electronic transaction system 10.

Accounting and Settlement Module 34

Accounting and settlement module 34 performs procedures that provide for

settlement between a merchant and the operator of the electronic transaction
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the el ectronic transaction system 10. Business
procedures are stored in the adm ni stration database

wasms/odties i nvention will now be descri bed in tP@I/AU2004/000855

context of two exanples of its expected use, with
addi tional conponents being described as necessary. As
the two exanples have a common set up procedure this

%’%@@ 0 ’ 'is ré nfeﬁf@%%fsder %e; %%)ﬁléalfg 8?11 %c%ronlc transaction

Sys&rmam |sombtseyr$taequ|1@r of 8R! Rsardiall teasacabr (BEASE&RNS processed
48. Each process nodel 48 is representative of

del
%@%Fﬁf@@§§%se§@@s1élq@@rwm todhe deerehayt whe nraxe the ssie).
recei pt of an appropriate client request. The
adn1n|strator\also checks the Ievel of stock in the

Bl HUER litign Moduils of stock is I|ow,
a request for nore stock is made to the appropriate
supplier. The supplier then provides the stock in the
Tl nblesiness eﬁf@ﬁ?@@@d defindiasf mppdulet 636 fmeilitdtes nie  definition of

t ted fii
8pelble e 042887 866 3 LAGENE BLSHRELLE o Spange tho
rab@biant anagin ber @ﬁédn@lyxam@ﬁ@h Pard Yarléhﬁa'ﬁ?yrép%‘é@émﬁ business
the encrypted file by m stake. Upon success

RIBESSESSI SHIEENEef ith@, bidkeriaaniofi eleckipbic @sedsr ms services. A
f

SBE8Pl BlshiSs arbattrt haidf 15 il qullul Bl opti¥frency within

tha elentonjgptrecsddtiba.sydtem ddghl y t he sanme tinme, the

adm ni strator or a nerchant generates content relating

to the proposed delivery of an electronic good or

Busivesseprosedgres e atovednh thendgaiieinkticty saemadd.18ahe

content managenent system 22 only allows content to be

generated that confornms with the constraints recorded

The inbentidrawiiedsy tatddscriBed id fres achteRi 6t that &%arfiples of its expected
mer chant may also act to allocate, or amend

user et iaghdiopel qomprnets dieing desssbed ap nasgapaly. As the two
&{aﬂﬂﬂéeé‘gﬁ%\ect ) %}‘mﬂSn ns?}ﬁﬁsﬁf)éfeé% HRR" QRN FiB 88l B Hescribed

oni C or 'servi

first.

Using process désigner 20, an administrator of the electronic transaction system
10 creates at least one process model 48. Each process model 48 is
representative of the processing subsequently to occur by the PAE 42 on receipt

of an appropriate client request.

The administrator also checks the level of stock in the electronic inventory 44. If
the level of stock is low, a request for more stock is made to the appropriate

supplier.

The supplier then provides the stock in the form of an encrypted file of
predetermined format. Ideally, the stock recorded in the encrypted file is delivered
in an “inactive” state. In this manner, the stock cannot be used by another party

who may receive the encrypted file by mistake. Upon successful decryption of the
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Once the adm nistrator or merchant has conpl eted

generating the desired content, the content downl oad
woravagerreit nodul e 60 communi cates with the treCFATRG08M000855

device 14 via the internedi ate router. The

communi cation inforns the trapggaction device of the

scheduled tinme that it should contact host server 1

2
18, AR ARAPIBL Eohy ok Bkt o o B M, HEs DRl i, o
apptiopsperbtes fbhactivaianiit stdel raverddd irathet icrgsieadig.ed
time, then operates to contact host server 12, through

an internmediate router (discussed in nore detail

Axetqughly kife rsesionses, theshdemiiveator Drsgnwerdian Yenerates content
aynment device 14 - again, via the internediate router

pay. . . terc
relaging e tag pronased drliven eftamelestipaiceapasyer serxice using the content

RO SheRt AT, FRRD AR, IR O clows

abongritordded gensrated ythaHowifems agith thet eamstasifisofecorded in the
evice 14'is_a |l.owbandw dt h device, a conparison is

anBe'sRGE PHEP webie edannisiraion Aramgrhankmay Aser aphito allocate, or
"y - d i
ﬁﬁ%n%&%%ﬁ@%%&%c% % §49d chAgnd) ér%g@ﬁ‘[ﬁgﬁ?s may be

ers assocl at ed conponents o
relceesaly fdoapproadate déheyy bhthensleaineris goloerar serficke
nane and CRC nunber in the set of file nane and CRC
nunbers does not nmatch a file nane and CRC nunber
Quspdhat admmistiatoonpomeatchant hasntcentplelede a@yerating the desired

d | ogded doe he transacti on device 14 operate.to ]
QBN GtF COMrERsioIoRT CamRdsiRd BOdElonbarkoHaUgLes with the
tiAHRaBoWBLGIRE MY fibliRe MABEWaHe I RGBU PR %omrﬁﬁhig%r?wforms the

management system 22. Those conponents of conten
tegnsegtign devickeozidibe sdhedutenl/ tmarthat ticald dohtdat hoatreerver 12 to

nunber that .does.not match a file pa and
AR, PITREL <o PoaRRT RulRorES YR o Penc ShoRBEr gBHPRT by the
adehiafse@idramerRmBhY, -asl dpgrbpsatBBNner, the file name and
CRC nunbers of conponents of the content stored in

menory al ways exactly match the file names and CRC
THETBEY®chD delReS ¢4, af thé IsehBaiRE time, then operates to contact host

server 12, through an intermediate router (discussed in more detail below). In
response, host server 12 sends to the payment device 14 — again, via the
intermediate router — a set of file names with associated cyclical redundancy
check (CRC) numbers.

Each file name and CRC number represents a component of the content to be
downloaded to memory. However, as the fransaction device 14 is a low-
bandwidth device, a comparison is first made between each filename and CRC
number in the set of file names and CRC numbers and the file names and CRC
numbers associated with components of content already downloaded. Only in
instances where a file name and CRC number in the set of file hame and CRC
numbers does not match a file name and CRC number associated with
components of content already downloaded does the transaction device 14
operate to download to memory the components of content having the non-

matching file name and CRC numbers from content management system 22.
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and CRC nunbers received from host server 12. The
content stored in nenory is then used by the
W e@smeces on application to generate a user i NPET/AERI®4/000855
t hrough which a custoner interacts to purchase an
el ectronic service or good. Opge a customer's
sel ection of a transaction has been conpl eted using

sstceRlio oS Eonnt P Al aebi adl iR i B pBRiated fle

NaYee BREORCY hemBek &R CRIEEUNItGALICANS fiRehAPEKaAPCRT 8bmber in the
it is connected, fornms a connection with the

sattefflediames pOOtERC nunberreareateleted flom memeaedi dnthig manner,
SNBSSl R R R TS 1 nd R G memory

&ltvanys andactiy snateh the dlie neintdy and lGRSowpaberfs i thengeteof file names
call. The intermediate router fi rstly attends to the

e DEEDSF B ERaa ek tae ™ Rast BeTvES riar di ng t he
transaction to the payrrents host. On successfully

transacti ng pag/ment t he ¥]ments host sends an_ o
Boe mmt@ait slore é@pﬁﬁg@%dék’f e8 wsrd byt Blenbi@ingaetion application to

ile a e|J s aBd Rt RighoWhich Losasdar i féracts to purchase an
ut 8 th/ b r f4.

orlsa I On response t ansaction device
dibetromit esenEck atgoodnuter then forwards the service
rel ated transaction to host server 12 who treats the
transaction as a client request. Host server 12
Oﬂ@éia\/a&stbhﬁ%rSlé%ﬁtnoh%ﬁ@%né&ct&dﬂb@@Ibeéﬁ&:on‘l’;bieted using the user

adapt or 40a then publishes the request to in
'ﬂi@g‘%@e thadt FEHZS@CHBB@@WQ ﬂ%@ggl@é% EoRQdgm that I”Eorms part of the

I BB V{%eﬂf@ qﬁ%smgge&oq aeétt%leéﬂmtléétfbrisWét%ﬂ{eﬁn which it

any errors at ‘occurred during Ivery as wel

iBroponoebied, forfrer arebnoectidmewitio dp intertadiateyrouter| ude. The
nmessage context information will often include an

identifier the adaptor 40a can use as a correlation
ntyrmddiate rositdritead ﬁed;lbatadrmcﬁtlmctlons Itce}ootfha FaijmpErds h@hand host

then awaits a res ns romthe PA re ng the .
?%{@é§? rothie ae éer\é%%oﬂ@f Hﬁﬁ? ¢Sl taSactions can
é C\}H‘H $he Q é%%gg&éé e Thisinfhhdoite TBREAIRStl attends t

Ilttt ﬁ lB tcﬁg PAE 4l nc?ﬁdl ng ltnhe |rse y atiends fo
th:er paymenbreldxteyl.transactlon by forwarding the transaction to the payments
host. On successfully transacting payment, the payments host sends an
authorisation response back to the intermediate router. The intermediate router

forwards the authorisation response to the fransaction device 14.

The intermediate router then forwards the service related transaction to host
server 12 who treats the transaction as a client request. Host server 12 receives

the client request at adaptor 40a.

The adaptor 40a then publishes the request to inbound message bus 62a along
with message context information. The message context information indicates any
errors that occurred during delivery as well as any other information the adaptor
40a may include. The message context information will often include an identifier

the adaptor 40a can use as a correlation key. This is the first correlation key.
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Message receiver 64 also has a subscription to inbound
nmessage bus 62a. Its subscription is for all new

wa@bdosno17equest s. Thus, on publication of the PEABM04/000855

i nbound nmessage bus 62a notifies nessage receiver 64
of the existence of the requesg. The nessage receiver
64 then retrieves the request fromthe i nbound nessage

S tri f [
T aGRor 38 (35 FRTRH taohs lin thE TAR 222030 L reauest.
'If‘(ili‘ﬁéc@@ secieiavespbase Nadaptol voar aaissribbe torsglb@geddmeassage bus
client request. However, the nessage receiver 64
Gahclos ArassrgaR pYhshacey HesBAH4, §i°ﬁ{9'@91 & WIShePwRIgHPD key.
associ ated with adaptor 40a. Once decoded, and as

menti oned above, the nmessage receiver 64 operates to
Messaas Freeives @4 plscohasress SHBRCTIRfoNeiPeinbALRd tTpessagaebus 62a. Its

' P ON. OF Olfi SS|, 0L el af i T
SBSHHBIT Pl U] BB ool STk ibictlpht e roques
inbowhd etesBdge dnnl 623 ridiicoenssgget eckiven 621 beitie existence of the

request, the nessage i s passed tq.request handler 66. .
rEHEeist Thaiaresates Spbes e hamstip@h e resiurst o e inbound

,{.,ng RPEpAt e process nodel 48 to use to execute the
o request. Once the appropriate process nodel 48
has been determ ned, control is passed to process

%grfééa s§,58? OrBYES Hidtn tRE iMSARREHTBEGE b8 624 is unknown to the

or electronic services a 'service master
rpessagsraveter 64nindsshge useeiveVB4 linitialtyhirsatsdhgincessage as a client

BB nBIPWIR ol 14 5B Rr Fae T G S Gaet dgopges the message

usHeg tthe VicktidnRRip 88Y6shed valr ¥destoroa.n UieeClb&ided, and as
request nessage. Each service ID wll have a process
meutioners abo¥acthet swsargh leceived Gdhepeetes de dristraine the type of

rocess, nmpdel w Il execute this service specific
rﬁpg%a&esb%eggqengg tgs a sub-process.It is at this point

that the exanples differ. In this, the first exanple,

process nmpdel 48. includes. an as nchr?no%s sera/i ce
0 e inclusion or omission of a correlation key; ana/or

. the format of the message.

In this example, as message receiver 64 resolves the message to be a client

request, the message is passed to request handler 66.

Request handler 66 processes the message to determine the appropriate process
model 48 to use fo execute the client request. Once the appropriate process
model 48 has been determined, control is passed to process executor 70 to
execute the process model 48. Typically, for electronic services a ‘service master
process model’ will be used. Within this services master process model, specific
processing will be performed for a particular electronic service by identifying the
requested ‘service 1D’ in the client request message. Each service ID will have a
process model 48 associated with it and the service master process model will

execute this service specific process model 48 as a sub-process.
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request and then a synchronous service request.
Processi ng executes as normal until the asynchronous

W@ 2003i0e25 equest is reached. In executing the PCDAB3®4/000855
nodel 48, process executor 70 subscribes to response

message bus 62d in order to pQ$QerIy process the
asynchronous service request. The subscription is

S rrelation key. As the asynchronous
Ig%@tﬁggﬁo&tﬁggﬁ%&a&ﬁ@gsid'ggehred to service provider
system 16, it is necessary for the process executor 70
t o, encode. t he asypchronous ser vi I est. Encodin .
ot aBe LBl crBipe s s £F didiien e aSducyaitup service
regLBstestapiteh #8PncHrbAsld s8RAQCERIRAt WPHbsiRing &fcutes as normall
provi der system 16. The encoded asynchronous “service

Yt thes asynehronavsrivics ieduest isuedshatd message bus 62b.

The encoded asynchronous service request includes the

second correlation key. Processing of the process

Inoersicutiag théerogasscveds! 48, proceas exatutoAdApsurscaibbsits response

e B BR0P B e RBRY RS 08 b ReSbiout SEREE request
THd Stilssdriphos s besrbeRE datondebricdatith kdigor porated into
encoded asynchronous service request nessage).

Accordi ngly, on publication of the encoded

&S YRS BERHISNGERS ¥bRAd RSBIRSE 4186 $RIBs LY 1D Qe ERISALST syst
bus 62b noti?i es adapt or 40blof the Bldbl icati o%érg)? ther system

Ehcibdedepspaanr niole peaesst exesidon 0 dapcode 4be asywnchronous

A PSRRI O AU Sd S NB hoTERTBRo assoite

ity adhptondob, ssiivassd g0 8dth SesRRISoVRIch RYBteH®NE. tThe encoded
servjce provider system 16. The service provider
asyBERIANPES t36EYICR MBaBatds thRB Rid)isbad dacudbeend message bus 62b.

ngé‘éﬁc%d Qﬁrc}n%uges{jé‘?\?@é Ze@u%sﬁrilﬂﬁ&eg PO correlation key.

rvice response I's then n e Service provi
system 16 to adaptor 40b. Service response includes

AOEPRERADTPREPRERS: RN BD FECRREL AR orbEE Rk us

Adaptor 40b is also a subscriber to outbound message bus 62b. Adaptor 40b
subscribes on the basis of the services that it offers (which necessarily need to be
incorporated into encoded asynchronous service request message). Accordingly,
on publication of the encoded asynchronous service request message, outbound
message bus 62b notifies adaptor 40b of the publication of the encoded
asynchronous request message. Adaptor 40b then retrieves the encoded

asynchronous request message from the outbound message bus 62b.

The encoded asynchronous service request message is then sent to service

provider system 16.

The service provider system 16 then processes the asynchronous service request
message to generate a service response. Service response is then sent by the
service provider system 16 to adaptor 40b. Service response includes the second

correlation key.
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62a along with nessage context information. The

nmessage context information indicates any errors that
w@ewanoewes duri ng delivery and/ or transformati oPCT/AL2004/000855

publ i shed form of the service response includes the

second correl ation key. On pubkication of the service

response, inbound nessage bus 62a notifies message

' 64,0 stepce of .the service r onse.
i SEBlor o e BuBRp e s BB BROPRA Hessage bus
623 pOTRE WithomcbBgg é @bﬂt&ﬁ@ inRFPaden DTRe GRasSuKE @8ARIE Information
the message using the relationship associated with

iRdigstes anpLeTes | gasusregt durieg dlivaed agefari ransformation.  The
[%l?&%ﬂeﬁ%mli BEHESSORE r%gé(?ﬁéleeirncﬁ{be%cfﬂ% gé @ Qggrggi@ggk

service respons ue o
of the second correlatlon key The decoded service

OF BOBRS<hA. b Pe YR oo BRGS0 TFBIEHGR i 2 o

mestgn récdiosmed dffthbhex@whlcec@ﬂ thensefviddhes e0|The message
seryi ce response by response message bus 62d and
rﬁ@?fvieé\%s?leﬂeret’ﬂ'é%\@?eﬁ‘esé?‘iyic@erqs@@%ﬂéc@mrtbﬁ] inheund message bus

S c
CESBPESELTRESIR, NGBS o ThE SCOMBERY BESRUBRRPIAR adevtor
4=thel 48 as may be required. ProceSS| ng of the process
nodel 48 then proceeds until it reaches the
synchronous service request. Again, as the synchronous

Grraratysis ef)trestietaddd sberidessspdnte, her vmicesagks eytahesr 64 confirms

t 16, ,i negess for the process executor :
B RS téqée's%ﬁ@mw%%;@evww%eeme exipieRAn g’ thse second

| dFHFSatich ﬁ@(}or'ﬁﬁ\%%cﬁbbp féé?@ncé‘%!eégabgélé hd ﬁhé‘ﬁ%h@ﬁ&ﬁj to response

wi t h adaptor 40 Itse associ a service
peesdagiebus §3d arithlits sddomdeswroalatibrs e hr onous servi ce

request is then published to outbound nessage bus 62b

al ong with nessage context information. At this stage,
Procebzrexprooe 59 isgtheh infermedoob e pubidatib® of tHhdefded service

ré%pcl)ﬁset rbeyn response message bus 62d and retrieves the decoded service
response from the response message bus 62d. The decoded service response is

then used in further processing of the process model 48 as may be required.

Processing of the process model 48 then proceeds until it reaches the

synchronous service request.

Again, as the synchronous service request is to be issued to service provider
system 16, it is necessary for the process executor 70 to encode the synchronous
service request. Encoding is made in accordance with the relationship associated
with adaptor 40b, itself associated with service provider system 16. The encoded
synchronous service request is then published to outbound message bus 62b

along with message context information.

At this stage, further processing of the process model 48 by the PAE 42 is then

halted pending return of a service response by service provider system 16.
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hal ted pending return of a service response by service
provi der system 16. On publication of the encoded

W@ wshoordHuUs servi ce request nessage, out boundP@EABAYE/000855

bus 62b notifies adaptor 40b of the publication of the
encoded synchronous request nmpgsage. Adaptor 40b then
retrieves the encoded synchronous request nessage from

ROyPALIRATS: TRZORRRR S Ao S TS SRR LR, ouboune

messeage bus BRBN netfids tadsRoN i4Db Protialgiutsivatieém d6-the encoded
The service provider system 16 then processes the

Séffﬁﬁ'&mHéu@%@S@i H@SﬁéaﬁestA?@B@ég@@ othghdeliiaveg the encoded
SO SRS P TS g0 95 o

rM@dsagectonpeilinfohmsatibhe servi ce response to i nbound

nessage bus 62a al ong with nessage context

informati on. The nmessage context information indicates

Ty eacoded $ymehramusr sediickireggestelriessayecas Wl sasit to service
any other information the adaptor 40b may include. On
AHAPLeXstem Y the service response, inbound message

bus 62a notifies nmessage receiver 64 of the existence

of the service response. The nmessage receiver 64 then
The: seripesPromides syslers 19888 RsaCeI5e% hReSYINGhEUWS service request

b - '
TERSBRIN28 SLEROhol SBTIRSTRUAR Mg st by e
seevive peovidaEystam Mésteaggiapter 40ten treated by the
nmessage receiver 64 as a response to its service

- request and publishes the decoded -service response to

Thes pdayster dedsthge hutslisb2d.thdhesvicorrespande o iisbam@demessage bus
ossj bl e by the bl ocking of further_processing of the ]
5%@0%‘889 ENESRROLS CoRISEY Infiinalissy el Nepmrssageesataxipinformation

ir@cét%sté??rbrm’fs%Qﬁgccﬁ]‘rréd“&urm'%éhé%g%@ \ﬁélégg %&ggﬂher information

service response by response bus
theadapioe40bhmayléohekd servi ce

On publication of the service response, inbound message bus 62a notifies
message’receiver 64 of the existence of the service response. The message
receiver 64 then retrieves the service response from the inbound message bus
62a and decodes the message using the relationship associated with adaptor
40b.

The decoded service response message is then treated by the message receiver
64 as a response to its service request and publishes the decoded service
response to response message bus 62d. This correlation is made possible by the

blocking of further processing of the process model 48 as described above.

Process executor 70 is then informed of the publication of decoded service
response by response message bus 62d and retrieves the decoded service
response from the response message bus. The decoded service response is

then used in further processing of the process model 48.
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response fromthe response nessage bus. The decoded
service response is then used in further processing of

wao b@spoveess nodel 48.1f1 for any reason, it iBCTIAU2004/000855

possible to process a client request, the client
request may be published to [ggny nmessage bus 62c.
Retry receiver 68 is a subscriber to the retry nessage

: d retry recei 68 is,simlar
1455 S L A S o B8 e s Bt rocues
ragper puitlished to rétey mesvegeaar G Raayabtensr 68ris a subscriber to
client requests to remain published on the retry

the siediye MSF§age LY P28 s&rgiatipnpiothe refey seseive’ B8 isgsimilar to
| ev : hi , -
SR Roolvef b owbler, TEPPAAEEE suBbiftih SGY message
lrlse62c alibws ifmwﬁmlrrgqudsts\theenwémpebgshaweh tﬂéfré&@@ﬁ%age bus
request faqr anp,electronjc good to be issue rom
%Cefg?@oﬁ%tt gem@@ﬂpmeybqfr@’re ID?IH8§’§U@Q/€Q- service request
to the electronic inventory 44. In this manner, for

t he, purposes of dealing with service requests, the )
'@Itgb% rtﬁgiS@CPﬂ@éa@mR)ewrQ@strr@aﬂ@H@ pasaies sisgue an electronic

' ' 16 even though it is an
?ﬁ%ﬁﬁﬁ@%‘%ﬁ@‘%@ﬁ“ﬁﬁﬁﬁé host server 12. Electronic
inventory 44 receives a service request fromthe PAE

R y : o _
Wheh 3ot hKES 4B RRERST LIRS 8Pt ReRE od be issued
foime aecttdmic Beeniore 4deiussuesf @seaviceraguest tdtheldlectronic inventory

l ectronic inventory 44 then checks for ap el ectronic
Boodm Ik ranHen s hea PUTRA SO URaling daNe | $§Vieg EEauests, the

él}@étF&ﬁ@ﬂﬂ@nf&yQM%ttfé’é}bS tHQ%%ﬁ@é!s '%\gsér}\}%ef@%?io%‘?rs‘{/%%gn 16 even

D, the electfonic I nventory oper ates I ssue
tadegh itdshao ifeowl compomeshof thenhatseoeri2. At this
poi nt, processing of both the first and second
exanpl es conform Accordingly, the description
Hectearit énvenbdrgtddsrereiviestehsevimepegaestfiodihdhe MAE 42 (as initiated by
executio f.@ Rprocess el 48, a client re nse .
R SesR ol 4 e ParBoPh &Y it PAGehesuieh das SCtiomg ventory 44
Peck§ahé | dePbe rBEUSS foras RPREOND! alRe AeEREMAl¥ntory 44 then
process executor 70 subscribes to i nbound nessage bus
abegks for an electronic good having the same service ID. Upon identifying a
corresponding electronic good having the same service ID, the electronic

inventory 44 operates to issue the electronic good to fransaction device 14.

At this point, processing of both the first and second examples conform.

Accordingly, the description hereafter relates to both examples.

Following execution of a process model 48, a client response message is
generated indicating the success or failure of the client request, as appropriate.
Accordingly, process executor 70 subscribes to inbound message bus 62a in
order to ensure that the service response is actually received by the transaction
device 14 that issued the service request. The subscription is based on a third

correlation key.
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order to ensure that the service response is actually
recei ved by the transaction device 14 that issued the

W@ 2003/0e825 equest . The subscription i s based onPGI/ALR008/000855
correl ation key. The processor executor 70 thereafter
encodes the client response mggsage in accordance wth
the rel ationship associated wth adaptor 40a. The

g gg(gcge S%bilé %g%%utgf Wﬁwrﬁﬁéﬁgﬂ?&g gihgg%rﬁt QbR Message in

adrbeddrdd with tr’f@:telmshﬁc%mtea Witteadaptensoa ecrhes;ncoded client
nmessage. Thus, the encoded client response include

reRpoRse isttheamublishedip Repoyaduaessage huseqb taﬂqngjwﬁh all message
I t I 0

SRRE8. BirHRUSR I NBRAECARA LB SeR IRt Thus, e

ér’ft@dbdml@nofestdmmél insludesrthelfiasti corrdlation Aeyg ersdwelylag, a new third
ubl|cat|on of the encoded client response nessage,

Qﬂﬁ K$¥ssage bus 62b notifies adaptor 40a of the

publication of the encoded client response nessage.

Adaptor 40a then retrieves the encoded client response

M@@ta@éoﬁrlérﬁ!w@ suPHHihel neadhgang essage higmPrbr Adgptor 40a
t h
%Jk%gag§§%ﬁ tR8 HaRisdGt REHBEA RS afbh ?(@%/VI [Aﬁ&%ﬁ(ﬁm&hgﬁ (g%dﬁ)‘ﬁcatlon of

ent” response corresponds
thbeehd:mdaetd axhen’elra$pmrseke:yess‘5ger e[aitbeundtmessagmdmst 62b notifies

Sarotabe B8 GubaioRint e dathasy Sient wepanse magssage. Adaptor
A4 “tﬁérﬁjﬁ’e&@/e%'ﬂh%nbnf;@@étprb?l@nm?é&?&%et thdR8ge from the outbound

transacti on device 14 the client response nessage

Tnedsage bss 6291 Adaptar 4(mﬂ1ennemmfsteswgsiahmneéh@tmnt request that
he tra n_device 14 sen ment ver,sal

BRI lend Pesinses e ST Pl W HarsSYE IR st correlation

ket eTherbEﬁér* tiher efdsdad tdientdasicises A seperat 8smie8sage to the
send a delivery confirmation nmessage to the PAE 42,

imesmesliato geytesonf i r mati on message includes the third
correlation key. The delivery confirmati on nessage

confirms with the PAE 42 that the response has been

et | intaregdiaiet rositep pheprioavardsr e adienbrregponse massage to the

transaction device 14. If the client response message indicates that the client
request was unsuccessful, the transaction device 14 sends a payment reversal

request to the payment host via the intermediate router.

In either case, the adaptor 40a operates to send a delivery confirmation message
to the PAE 42. The delivery confirmation message includes the third correlation
key. The delivery confirmation message confirms with the PAE 42 that the

response has been delivered to the appropriate transaction device 14.

The adaptor 40a then publishes the delivery confirmation message to inbound

message bus 62a.

On publication of the delivery confirmation message, inbound message bus 62a
notifies process executor 70. Process executor 70 then retrieves the delivery

confirmation message from the inbound message bus 62a.
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The adaptor 40a then publishes the delivery
confirmati on nessage to i nbound nessage bus 62a. On

w@embkioerei on of the delivery confirmati on nessBUBEAU2004/000855

i nbound nmessage bus 62a notifies process executor 70.

- Process executor 70 then ret['g ves the delivery

confirmati on nessage fromthe 1 nbound nessage bus

2a. 1§ .no delivery. confirmtion nmessage .S recei . .
it ilSy: Goret o R B E RS B e vy ekt '€ plfmined tme
pdtidd, etbsesd@xdelitoy 7y tedits thai daliery @8 hafdilufe Dnafailure of a
delivery, roll-back conmands are processed to reverse

defept sek-bark gopwnansinei® BipceRsediEreNerse, tha pranashg performed
' r#ﬁf%% féorgr%/cuﬁﬁglt ﬁ]&"‘ﬁfo“t%glg NEoh& h§%§&hfg}éﬁl&%ﬂ@ged delivery

r'el"at es. e sending rol I'-ba

retatesr viTods phay iideludsysémding 1 |l-ackmcbhengadttoobewicaw provider
of a transaction device 14, this is shown graphically

s¥steMydle 4. 1t shoul d be appreciated by the person

skilled in the art that the invention is not limted

to the exanpl es described. In particular, the )

FFrem &g meiridefi Yipwnel andansaciieni devies ildndhisds gowmgsaphically at
j t departing fromthe scope of the invention:

the user interface generated by the transaction

application may operate to receive input by neans of

RRAPCEE LK B bRBh A0FAEK B HEREE G pronton s o

nay neans

[ineitsch $6 rtiee rexaipde) dewbriisdd.t He perticulant $ief futlewirsy aldgtions and/or
di spl ayed. Authorisation procedures can be . .
PREINEAEPRTEAWARMAGRIMINPYIeRAHRY FPaH e cmerfdhg invention:
operators use the sane el ectronic transaction system

10. In such an arrangenent, transaction details may be
filtered Hictisehdntadiacai peneraigd riey dhantransagtive application may

mer chant r.at or e B - r
et Boo A 8o e SR Y ek 5T LR eypac of e
transaction device 14. Alternatively, input may be provided by means

of a fouchscreen through which the user interface is also displayed.

. Authorisation procedures cén be implemented where multiple,
unrelated merchants or operators use the same electronic
transaction system 10. In such an arrangement, transaction details
may be filtered such that details only relevant to the merchant or

operator are shown.

. Front-end adaptors 40a may be modified to provide means for
confirming the identity of a transaction device 14 from which it
receives a transaction message. If the. identity of a transaction
device 14 can not be confirmed, the transaction message will be left
to timeout on the assumption that the ftransaction message
represents an attempted breach of security. Additionally, checks
may be made against the capacity of a transaction device 14. In this
manner, the host server 12 can seek to ignore transaction devices 14

that may be externally controlled as part of a denial of service attack.
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confirmng the identity of a transaction device 14
fromwhich it receives a transaction nessage. |f the

WO d@apdt7ys of a transaction device 14 can not bRCT/AU2004/000855

confirmed, the transaction nessage will be left to
timeout on the assunption thagszthe transaction nessage
represents an attenpted breach of security.

Addi ti onal | checks .be made agai nst the capacity ,

of 2% r anhdbol TETREES 13 peTmerARCComHEI A toRON Lp Hssociated
server 12n5RdhctiBRKddvicd 9R06CabsAISRATIHIcEENowREr Kystem 16, as
that may be externally controlled as part of a denial

of servi ceppiopdeie. IAdaptrounicaingreip HeP/IR thisrmmaydetby means of a
conmuni catii on val 'kh its associ ated transacti on device

14 or assvcPateE §Tervi ce provider system 16, as

appropriate. If comunicating via TCP/IP this nmay be

by neans singl.e spcket. The fransaction device

14 mdy be?éﬂgfﬁ@@%l'%”i IG5ud 4r E}?dvéﬁl lapkpd ttgalhcluide removable,

nedi a, sughiabid BRI Yud ksl n‘fc—:'nﬁ’cﬁ’r@ysﬂi‘:ks'!‘{opgggﬁé%tcompact disc

disc or digital video disc. In this manner,
transact i ondigéal videdddisan Indbisr thaaneg| tbettramsactignativice 14 can
or docunent, OIon th? writeabl e medi,a which the,cu

can then (BT b PRRIANE RARC: O SRGURE bnOQciee B igable media

via intergyhghahg cLUsn®sr cdrfthepRaka b alyavightim. a
pre-authorisation indication fromthe paynments host

rather than actually transacting a paynent.

Accordli nghinnshttidiBedies s Gid fendlgeH! te fo obtai
the service n|rseqlljestev\|/as uﬁshc@é@ﬁ%ﬁ? a rev’eﬁ?glt&?éraetoo ain
payment r&quesautherishtioot irisicatiade fromoules exaymdnts Heost rather than

service restﬁoFsF inditcat es_t hat ttgg Ser.vi e.frtﬁguest.

was succeSSHEY TEBRTTHPat iPGH TS p YRORINgYy, T iREpapyce response

made by tipgidResTBALS theSseivitel eehEIEWRS BnEQSBERSHUl, a reversal

i ssued by the transaction device 14, via the

i nt er medi pa¥mediutreguest need not be made. However, if the service
response indicates that the service request was successful,
confirmation of payment can then be made by the payments host in
response to a request issued by the transaction device 14, via the

intermediate router,.

. In a further arrangement, transaction device 14 may omit the
payment application. In such an arrangement, intermediate host may
also be omitted, a modem or other communications device integrated
into the ftransaction device 14 operable to establish a direct
connection with host server 12. Alternatively, transaction device 14
may incorporate one or more applications in addition to the payment
and transaction applications. In this arrangement, as illustrated in
Figure 5, such applications may be managed by a multi-application
manager module so as o properly control access to resources, such
as the modem and screen, by each application. Thus, payment can
be made by way of a standard payment application, or a non-
standard payment application, such as a loyalty point payment

application.
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In a further arrangenent, transaction device 14 may
omt the paynent application. In such an arrangenent,

WO niosoomsel at e host may al so be omtted, a nbdePCDAU2004/000855

ot her comuni cations device integrated into the
transaction device 14 operabl g4to establish a direct
connection with host server 12. Alternatively,

appl eat | BTGRPSO B0 e Bovie ABNERa12 ey be encrypied.

transacti I@I@aﬁsﬁ’mdr@atém?ptldrﬂ fdehhigaer Qmﬁerﬂbetsasthe encryption
illustrated in Figure 57 such applications may be

managed bstaadangistsel fppinarwial instiwtinenger nodul e so as to
properly control access to resources, such as the

nodem and screen, by each application. Thus, paynent

can be rm‘«i’l/elnillayth\%tyaru}a‘a(}tioratdmwtaalr d4ﬂaas‘rba€natgslci'ibadiasnincluding a

oyal Uy BOPHERb AR o VR, DA P iesiatecoHieinost server

to and frﬁ”lb@ﬁéulé%éféb Fe?cd@&i B%ﬁth%nﬁél'%@h%%llebdlﬁQHEYart that any
any encryption technlque used meets the encryption

st andar dsc@amuhinatibnneneginal mapsihe tuﬁedonéf et funheg theaetransactlon

;r ﬁgﬁgﬂ}@? nggv (nem%aﬁ'trbo‘:‘}sw be%ﬁe ﬁs&ﬁﬂ%gfﬂgd étFuC tHe fMermediate

rout er/ hoglutsiioser sbiver t 13houkd Rsprappateci ab eduiight Ntase  the
person skilled in the art t hat any communi cati on neans

may be useamMMmygicatignt meanstipkes rtbﬂgam@fnca@wwcqtmns software
my be in, tgréoeﬂthg%ligﬁ%gy 8ﬁh‘l¥'tHh oh %‘e@fo@eszt ate

router/ho serve propri a I ch case
t he -communi cati on neans takes the forn1of

communi cat,i ons sof stored _in t

transact i orP“§avi'e¥ %Senﬁyot&%ggaﬁgaglsuﬁ%ys%gs &?may resolve
arranged gushilt\itie 8heRaIRE oB%r RSB YSchR valueai |

val ue and val ues ot her than Bool ean val ues.

. Message buses 62 may implement messaging mechanisms other
than the publish/subscribe mechanism referred to herein.  For
example, direct communication or “blackboard’like messaging

arrangements may be used.

. Electronic inventory 44 may be adapted to dispense electronic goods

of a single type. In such an arrangement, serial IDs may be omitted.

. The transaction device 14 need not be a dedicated dévice with
embedded software. The transaction device 14 may actually be a

personal computer or an integrated cash register.

. Content need not be scheduled for download at specified times but
may be downloaded on creation. In this manner, content can be
provided {o the transaction devices 14 on an almost “real-time” basis

following its creation via the content management system 22.
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Message buses 62 may inpl enent nessagi ng nechani snms
ot her than the publish/subscribe nmechanismreferred to

whewsion725or exanpl e, direct conmuni cati on or PCT/AU2004/000855

"bl ackboard”-1i ke nessagi ng arrangenents may be used.
El ectronic inventory 44 may bgsadapted to di spense
el ectronic goods of a single type. In such an
arrangenent, serial IDs may be omtted. The
THeAORAMs Dafifinyg gR heheion dletadPoRodadi cated device
wi th enbedded software. The transaction device 14 nmay
actually be a personal conputer or an integrated cash
1. €BhS18EtroniCABhS A idIESF 1M cdSpriihgdul ed for downl oad
at specified tinmes but” may be downf oaded on creati on.
In this manner, content can be prOV|ded to the
tran%ﬁgkﬁggnQ§V|ces 14 on an al nost "real -tine" basis
followng its creation via the content management
system 22. The Clains Defining the Invention are as
Fol | ekt oA tErBELAANLE,beansact fon system
conpri si ng: st server; at |east one transaction
devi ce; at |east one service provider system and a
cont e content
nag@né£¥8§g§%%ﬂ$e?§®b%&2 con é%%yln the form of
details of electronic goods and/or services able to be
tran c transaction systemto the
EQ%yﬁ%H§¥? ﬁ 8EP%ﬁ§%t'|ce and where, upon the at
Ieast one transactlon device issuing a client request
S er far on nor.e the .el I C .
oo sh8fe s bonEht GlaceleuBl S sV g™ bl e fSup{iEr 8 Tof of detaits
0p@f algddrohic genes Arel/ér sbividtls &i618PNBE trdhd=REd blyotheh&lectronic
client request and in generating the client response,
whERBSHEOSsTSigM tpéb@ﬁ%ée%ﬁt@@e\ir%apaqw@wceoan where, upon the

at least one transaction device issuing a client request to the host server for
one or more of the electronic goods and/or services detailed, the host server
operates to generate a client response in reply to the client request and in
generating the client response, where necessary, issuing a service request to
the at least one service provider system and receiving a service response

from the at least one service provider.

2. An electronic transaction system according to claim 1, further comprising a
matrix recording a set of permissions and/or constraints applicable to the
electronic transaction system, and where the content management system
references the matrix in determining the content fo be provided to each
transaction device of the at least one transaction device to ensure that the set

of permissions and/or constraints are complied with.

3. An electronic transaction system according to claim 2, where the matrix

includes at least one of the following dimensions:

a transaction device dimension;
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the at least one service provider systemand receiving
a service response fromthe at | east one service

w@e@sioases 2. An el ectronic transaction systenPCT/AU2004/000855

according to claim1, further conprising a matrix
recording a set of perm ssionggand/or constraints
applicable to the electronic transaction system and

wher _eaﬁ ?%°ﬁ§ﬁ§f¢§° BN maKShaMA ferences the

mat ri X ning the content to be provided to
each transaction device of the at | east one

transact | ey ensure that the set of
per m%g?ecgﬁﬂa'ﬂnaé'lﬂ%ﬁs@gnst raints are conplied with. 3.
m el ech oni ¢ transacti on systemaccording to claim 2,

ere the matrix ingludes I f ;
F o1 ek bps Rt 26 e B EFnASR,  ifsiet of s, ramsaction
an RVAe bt geo® br SeFNdS6r ficiEnsiioas appbpiate, that may affect
mer chant di nmensi on, each di nensi on operable to record
i nftbe wantas to hersepde hyfthe wentand MarageHeRSYSIRM
el ectroni c good or service or nerchant, as

appropriate, that may affect the content to be
Hr o édrbtionic ransadicmsystamagesrraingsipseleim 42 opslaim 3, where the

el ectronic tr | O t a ' o) i .

ol a9 e R gro By B G et BB i the set of
cl lcf%ﬁnié‘)sﬂah@sdnavmbh@ﬁawst heddrdedeih tife peatrik ssmansferences the
and/ or constraints recorded in the matri

e8P HCBeOPIEES 19 ST GERBNSR (hGTRUE fodl Mpesg) hfsRermissions
Lo SNSUE EoddiBlinfie S8 AbaRG Ssi ons and/ or
Str S | Wt

con aln are conpl . 5. An electronic
transaction system according to any precedi ng, claim

?T:%@aeggﬁtﬂ%ﬁiéaﬁéﬁs%&i% Yérﬁeagéoréitgg ﬁ)ﬁ] iaézzﬁrreceﬁﬁg claim, where

evice recel’ves a set

i degddtf iransadtioarddvite bbisie ot deastonedeartsactiondevice receives a set of
identifier representi neg a conponent of the con

t heunifap daRRtiftaRs dwm dac boet aB1vert %acé—hé;glgqeh@egﬁﬁen%%epresenﬁng a
uni i brq&ﬂtdffthérc%n?%gtbﬁr%trém% RhiRagYeRbRY &bk the set of

and'r eauest cont ent
unique identifiers against content already provided and request content having

unique identifiers not already provided from the content management system.

6. An electronic transaction system according to claim 5, where the transaction
device is further operable to discard components of the content having a
unique identifier not included in the set of unique identifiers received from the

host server.

7. An electronic transaction system according to claim 5 or claim 6, where the
unique identifier consists of a file name and at least one of the following: a

version number; an error check value.

8. An electronic transaction system according to any one of claims 1 to 4, where,
upon creation of content using the content management system, the content
management system operates to provide the content to each transaction

device of the at least one transaction device.
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uni que identifiers not already provided fromthe
content managenent system 6. An electronic
W e@smeIces on system according to claimb5b, wherBCT/AB2004/000855
transaction device is further operable to discard
conmponents of the content havgng a unique identifier
not included in the set of unique identifiers received
r 4 [ i
%) BRABEIE A BRLEn plitefifaSiREREAt v GATBACIIAS o to 8, where
unitisps eontdeab iridludes, dorespecsobéach Eldofronameeraive and/eegeed able to

one of the follow ng: a,yersion. nunber; an error check
va%?éfa@acﬁ&étg?ﬁﬁtgﬁ?@#ﬁ%ﬁ%‘%‘m%n 'syst em accor di ng
to any one of clainms 1 to 4, where, upon creation of
content using the content managenent system the

cont éhtesRiiPigBent system operates to provide the
content to each transaction device of the at |east one
transaction device.9. An electronic transaction system
accoraigraphieiorgpresant dhe elegirppicssenyicg ongosde t he
content includes, in respect of each electronic
service and/ or good able to be transacted; at |east
one ofetaitrof atqapipklg payment s1thedsn; a graphic to
represent the electronic service or good; details of
accept abl e paynent nethods; details of acceptable

val i mm%owccﬁﬁ%bl@Maﬁ@at!ﬁib%@ﬁt@rﬁﬂtryal?ﬁl@%@n'Q@tSa?P@/Oéf
any docunent to be provided when the service response
confirnms a service request was successful. 10. An

el ectdainils ofr anyadocwnesl so eheapwidichgvien dhe sAiGs response

claine 5 to 9, where the con [ | udes at | east one

of th@qﬁgms&ﬁ%@!ceareﬁg%et Wiy %@%ﬁ%ﬂﬁbr navi gati ng the
electron!c servi ces and goods able_to be transact ed;

‘i@?ﬁrﬁj gfe%h'bgg:géag%vcgﬁs Cslf/rs{etn){ arcncegr%?nnd omgm)'/ g%leeorf%rlgi%% é & 9, where

the content includes at least one of the following:

a menu structure for navigating the electronic services and goods able to

be transacted; and

details of any security mechanisms implemented to control access to any

restricted portions of the menu structure;

11. An electronic transaction system according to any one of claims 5 to 10,
where each transaction device of the at least one transaction device receives
a schedﬁled time for transmission of content from the content management
system, each transaction device operable to request the set of unique

identifiers from the host server on the scheduled time.

12. An electronic transaction system according to any preceding claim, where the
host server operates to generate a client response in reply to the client
request by reference to a process model, the process model conceptually

comprising a series of steps and links, the arrangement of one or more links in
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restricted portions of the nenu structure; 11. An
el ectronic transaction system according to any one of

webk@sioel72st o 10, where each transacti on devi cePCf/AUN®4/000855

at | east .one transacti on device receives a schedul ed
time for transni ssion of contggt fromthe content
managenent system each transaction device operable to

o : . . i, _
L4550 015 TR ol MM 0 105 IR e st s
t r aesalvingdo sysdeteratoad Bsulf in @ setyf predetdimiped  rabuls.

where the host server operates to generate a client

response in reply to the client request by reference

13 An plestestc noatelactioieypters esxcondidg| toc clatmpt Bamthere the set of
conprising a series of st and links, th .

1 RAPGRIRERInast FSHES Be ASPLOT PARGaN ALY el 5Yls

step representing a second step to process on the

first step resolving to a predeterm ned result i

¢ a .
LerATelasiTonia Exnsasian SusiaM SocordngAR ailveRieesrling claim, comprising
tr i i t i . . .
LR3PS0, U TGRS 0 10 BELG1408 i st oot
valarestransactionadévice suhere cdohtedinprelvisiedr iongéach transaction device of
transacti on system gccordi ng to an recedjn | aj .
corbFhaHHR pUblast TomaeDRam eGP L BNt BLeAdE AT dansaction
gr %ié&m%%nﬁé eRadl Bralipihgast one transaction

devi ce, re content provided to each transaction
devi ce of a channel grouping is the sane as content

ﬁ)ﬁ.oﬂﬁ Qré%tfo?li@ﬁ‘éﬁ‘sé&igﬁrsxﬁfe@ﬁ‘é@ééﬂdﬂ{b LA SrdcBdimieclaMTBomprising

channel grouping. 1 el ectroni'c transaction system °
accalr diast ane selgtignshimdéach celationshipniecosding detaillseder facilitating

one rel ationshi each, rel ati onshi r dj ' .

F oroor IR EAPBRTIRF S5 SRBRASLA e RBsEakBi Bpvice or a
andsei{icBenravilERNSAEEMONUSIAY | BieeiPT redpeelivé CRafeViafigiages and
system wusing their respective native | anguages and
conspamint@idadienmretoselst s. 16. An el ectronic transaction
system according to any preceding claim further

conprising an electronic inventory, the electronic
lBvAntelegtroportadtsaction system according to any preceding claim, further

comprising an electronic inventory, the electronic inventory operable to

provide an electronic good to the host server on request.

17. An electronic transaction system according to claim 16, where a request from
the host ‘server for an electronic good includes a goods identifier, the
electronic inventory operable to provide an electronic good having a

corresponding goods identifier in response to the request.

18. An electronic transaction system according to claim 16 or claim 17, where, on
return of an electronic good to the electronic inventory, the electronic good is
not able to be provided in response to a request from the host server for a

predetermined period of time.



10

15

20

25

provi de an el ectronic good to the host server on
request. 17. An electronic transaction system

waemsnai7eyy to claim 16, where a request from tPEI/ATSM04/000855

server for an electronic good includes a goods
identifier, the electronic ingentory operable to
provi de an el ectroni c good having a correspondi ng

‘9&?’%’? HERNid (18hsd 10516%%%96662)r8|ﬂ§ tbeé%&?%he é|f8elalﬁﬁ‘s 16 to claim

ronic transaction systemaccording to claiml
cl aignviferevthe redectmomic goad s afseial eUerdaterdcmb@ @@Udiedom redeemmg
t he el ec%ronl C |nve ory %he el e troni c good is not

abl 3 ¢l§C Qn'ﬁr%?\ﬂ”a%é‘ entor 8H§%Ct? a request fromthe
host server for a predetern ned per| od of tine.19. An
el ectr nlctransactlonss ema t o _any. one .of
20.AmgloQ NS FRRFaRtOH, CCRERy eﬂgwrﬁreca%@a ety where an
Seréss/]ncﬂ 5 58nRe FP%@.Yééiegr 14y h@ﬁ’l%‘ﬁ%@gcl'@ht request includes a

el ectroni c service ab to be transacte
el extrredatian theanarad:tanynr@@nem tacter @smgchrcngw service request or

di h
or SSrEh GG den oahEst B R OP IRP LR sthf Fol BHIEY ey
key and any response to the asynchronous service
S oHS el FACTA88 S Eber Ry B3 a0, e tre st sever
el egtdRPLSIetbaNSRHUPSHEA 88RAcH réihonBe dr@l cB8nt request by

where 't he host server is operable to distinguish

betefeenae dethv cerrelsipokey and®rayrs.i ent request by

reference to the correlation key and/or type. 22. An

el ectronic transacti on system accordi ng to any

Bﬁe@mdaelagtr«zmlal tnansdoiior systémsacadrdiagr teg@eyt presedingecelaim, where

res se, cl t t d cl

it SapEP (Hiest. Sodse Tor s elghl Bogeshshd glent response i
el e@érhﬁﬂdnﬁcété@ﬂ%aﬁtlééé’c SHSHeBs@gsBugi ng to claim 22,
where at | east one nessage bus uses a

publ i sh/ subscri be nechani sm of conmuni cation. 24. An

Beﬁﬁré?abt‘?oﬁlﬁat%%‘ébh&ﬁ‘ s?¥@iﬁ@c@6&ﬁﬁ@'t69:lélﬁq any where at least one
preceding claim where the transaction device includes

at Ineasagehas pegsemubdiphisubagiimmechanism of communication.

24. An electronic transaction system according to any preceding claim, where the

transaction device includes at least one payment application.

25. An electronic transaction system according to claim 24, further comprising an
intermediate router having a dedicated connection to the host server and to a
payments host, the intermediate router operable to forward a service request
issued by a transaction device to the host server and operable to forward a
payment request issued by the payment application of the transaction device

to the payments host.

26. An electronic transaction system according to claim 25, where the transaction
device issues an authorisation request to the intermediate router for
forwarding to the payments host and receives an authorisation reply from the

payments host via the intermediate router and where, if so authorised, the



25. An electronic transaction system according to
claim24, further conprising an internedi ate router

W(haﬂﬂlsmgnas dedi cated connection to the host serRPEr/AH2I®4/000855

to a paynents host, the internedi ate router operable

to forward a service request-ggsued by a transaction

device to the host server and operable to forward a

pa - t

PR PG FShmASHERePIsa 08 SR oapBLd Bk MRaction to the
el ¢wist eatver Waaheamtermedsa)tsirmuteaaodr dporg receidh@iarsezgice response
where the transaction devi c i ssues anu?ut haori sation

" o qAISEING TS RPRAGRFOHES! MGG BHCCPSH JPRPY PR YTgent request
t h%m%gsgﬁq%n&%st IROHESRRINRYIAB ratehor i sation reply

fro ments host via the internedi ate router and
where, if so authorised, thetransaction system

5 %’p%rﬁ%ﬁ%&(eméﬁ%ﬁa@uﬁ%i@%ﬁ] "a%gb‘l‘?ﬁﬂ [T ohé FFSASHALR4 to 26,
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Ost Sserver via Rter nedi at 6 outer and, _
upavharec ¢he i mgnsaacmenvud@mqeespdudesu refhovablag wiiigablehenedia for

 CHESINGTha B AR TSS FOGIY P (RS al el e g00d; detals of
r OLfﬁgﬁzileﬁt?reqﬁQsteHSFaﬁI&%“ﬁ*tﬁe b!’élfﬂ%é%ér@ﬁé syst em accordi ng
to any one of clainms 24 to 26, where the transaction

devi ce i ncludes renovable, witeable nedia for

ezf%ﬁ gié&@roﬂﬂ‘,etr%ﬁse{ggbﬁ s@%térﬁ%cﬁe}dlﬁ’d\ﬁtd‘gny %ré(%‘cﬁh@blalrﬂnwhere the

ectroni ¢ goo tail's of the client request
dethaist $eofertdperaﬂesdotcmﬁpdhsedelzlﬂy amdl/@ eanaciiiof the transaction

un e Pl BESe S E RE et ARt i FECRpRR YN frpmoaction

antySjices FBAChSLY b@fcdﬂTﬁnfeGartﬁamé eapdety 6f thdatarssstied device is
the client request and, if the identity of the

t r ameaetiegnoprabledodanoiedhesdiepbigauestd, or t he

capacity of the transaction device is exceeded,
operable to ignore the client request. 29. A host
2@rA dost servastoriusean asl @l@ctreniCdrarrS@ﬁQ%ﬁvﬁﬁﬁs%@@mng fo any one

acc i.n y one of clains 1 to 28. 30. A
tra%ofrs‘g%mgso&?%g& ce for use in an electronic

transaction system according to

30. A fransaction device for use in an electronic transaction system according to

any one of claims 1 to 28.
31. A method of performing an electronic transaction comprising the steps of:

providing content in the form of details of electronic goods and/or services

able to be transacted to at least one transaction device;

receiving a client request for one or more of the electronic goods and/or

services detailed from a transaction device;

generating a client response in reply to the client request which, where
necessary, includes issuing a service request to at least one service
provider system and receiving a service response from the at least one

service provider.
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any one of clainms 1 to 28. 31. A nethod of perform ng
an el ectronic transaction conprising the steps of:

w@e@gioai7ay content in the formof details of ePEDADZINO0085S

goods and/or services able to be transacted to at
| east one transaction device; {feceiving a client
request for one or nore of the el ectroni ¢ goods and/ or

3zrVI C%et?‘ﬂa éfa ﬁgm]{ngegﬁ %&é‘%ﬁ% 'ér%{ﬁ?g?g'rf%gcgml%tto claim 31,

r epsdinghthehstephef eclReSRSAG! &, mhttid I%'ifdlh@sal m ef permissions
service request to at |east one service provid

syﬂwémraﬁqnﬁé@@ts\/|tﬁgeasw@r Jhate th@sp@rﬂi@at fieo et rpéoyatied to each
?%I ec{slt? r?%re\(/lc%e cBFn%tl With 2the’ r8ES r? c?%[i %Féle%?ﬁ{gé?&ns and/or

TBhiC transact bon" accordi I Ng
|n©bu§mamnihe step of referencing a matrix recording a
set of permnissions and/or constraints to ensure that
the content to be provided to each transaction device

INMWIrhedodi bh peffermegoafiedicationif tiResatiEs ersoaiinlg do claim 32,
constraints. 33. A nethod of perform ng an el ectronic

t r neding dhe stepsrafideieranngavhetaer th%@'l'@iﬂu"ﬂ@“@ﬂ&%‘i@ﬁ with the
\?\; tS%?IOﬁ é’r‘%@ s'gg}n‘@qgﬁ&SF cbRStr&intE PhcdrBaY 63 thé MRtk &hd the step of

erm ssions and/ or constraints
I egendestingna tlimwtrra%mneeanmdhidaas the es;mben‘teg el ezfatenuingthe matrix to

client se .includes.the sub-ste ref erenci
€ henates R i St heTvasionsardar SorStpanis 46 corasiied uith,
and/ or constraints are conplied with. 34. A nethod of
erform ng an el ectronic eh%q ansacti on agcordi n
d t

A
&\ oretopa; rsPeTomyNg AN | m'%dr%n%écg%@csp oég%y one of
a %%m%fswﬂg%@uhaa% firef ?tegooﬁé‘éﬁkjlh aD3BEbF Mique identifiers to

devi ce, each unique | ent| repres nting a
corthehﬂnsaafctmneiewm @ach amdue hidertifiep repraseatisgia comgonent of

Mo SSRLER, RLVRSSH el A b SRR BB Yy
t r W%%h&@ pASNA&®o the transaction device upon request by the transaction

device.

35. A method of performing an electronic transaction according to claim 34,
including the step of receiving a request for the set of unique identifiers from

each transaction device at each transaction device’s scheduled time.

36. A method of performing an electronic transaction according to any one of
claims 31 to 35, where the step of generating a client response includes the
substep of executing a process model, the process model conceptually
comprising a series of steps and links, the arrangement of one or more links in
respect of a first step representing a second step to process on the first step

resolving o a predetermined result in a set of predetermined results.

37. A method of performing an electronic transaction according to any one of
claims 31 to 36, including the step of associating each transaction device with

at least one channel grouping, the content provided to each transaction device
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35. A nethod of performing an electronic transaction
according to claim 34, including the step of receiving

w@20equesi for the set of unique identifiers fPONABABW00085S

transaction device at each transaction device's

schedul ed tinme. 36. A nethod 42 -perform ng an

el ectronic transaction according to any one of clains

3lot % %ﬁanﬁ‘éle%r‘?ubh@ 5&@1@ e 98ARY ati dhténiChiAMied to every other
response includes the substep of executing a process
notrehsaction gedee sthespene cbaregtaiatPydconpri sing a

series of steps and |inks, the arrangenent of one or

more links in respect of a first step representing a
m@onmbthoepoft perjoroteg saroladiwonic trensectign reserdingdotany one of

apedet rm ne in.,a set of.pr
BRSSOl " b PERSEELTaf, for fecitatng
tr %Bﬁﬂﬁbhueanéw ﬁefve&erﬂgtﬁeorw@éfusew&r zmd ehkah iRnd4ction dévice and the
including the step of associating each transaction

de\hosé sgmem and peclsenfiee ORAdRT SYRtBOpIn i Reseloph eigtionships
L
ar %:gﬁﬁs 55%? eg%ﬂﬁ@ t@g %?é%%ﬁéﬁlgg%@@ gqgé‘ g} of rel?/tlonshlps to

ot hg¢ilittaRsathiGibaiitdy betvédn tihe Heatseoleanne trgmeapﬂlmg device or
38. A nethod of performng an el ectrom Cc transact
accerdra@revdansydne. 6 APRIPREA: I dhaly re?rﬁﬁqf'm’a.rr?élvteﬂ@nguages

st ea%doéorﬁ %%C%beﬁ\;\)g@%e?lﬁs for facilitating

connunlca e host server and each
transacti on devi ce and the host server and each

r Vlrﬁ%[hg %1* ggﬁoﬁ\){iﬁ eﬁ]te‘?eétpcfrﬂ% a[ra?ﬁteacﬁ(f)n raedc%FdlﬁgstB' one of

using the appropria rel ations
t heslgigfs 6ff 10eB8f urmMngasthbostépsidm tsaUmgcema;umues’atta)caﬂ electronic
bet ween t he host server ang Ié)(gnsac.tj on de

ice ar
serMYREOPt & AR CIRGEMIOR F@ﬁ?'y'é'@e?niq\’ie&ﬁ%'? good from the
Gt ME ifahtofe. | anguages and communi cati on
prg%rococ? . ”g%. ,%9mst hod of perform ng an el ectronic
transaction according to any one of clainms 31 to 38,

é(f)]CA YALBo ot BE p%ﬁ?ﬂﬁm@f ah Seﬁébt%:@ tF@r%é%ﬁBntébc%Fdlng to any one of

‘ectronic rnve for an electronic
r eagaivin B 1ato efB@:ctncdnﬁnmg gbedsfapomftdhetlr@mslmngnb@tween a service
i nvent or

respong/e and a client request by reference to a correlation key in the service

response and/or type.

41. A method of performing an electronic transaction according to any one of
claims 31 to 40, including the step of communicating service requests, service
responses, client requests and client responses by way of at least one

message bus using a publish/subscribe mechanism of communication.

42. A method of performing an electronic transaction according to any one of
claims 31 to 41, including the steps of confirming the identity and/or capacity
of the transaction device that issued the client request and the step of ignoring
the client request if the identity of the transaction device can not be confirmed

or the capacity of the transaction device is exceeded.



40. A nethod of perform ng an electronic transaction
according to any one of clains 31 to 39, including the
wa@r@p/oarf72gli sti ngui shing between a servi ce resppCiEFaUA06/000855
a client request by reference to a correlation key in
t he service response and/or _ygpe. 41. A nethod of
perform ng an el ectronic transaction according to any
ne_of, cl ai 40, udj t i i ;
43 oRnuneEBn g 1BbebRist” shEhy SUBEahimyt ] scribed herein with
cl jefsYentead 65 Sraavingx! i ent responses by way of ‘at
| east one nessage bus using a publish/subscribe
mechani sm of communi cation. 42. A nethod of performng
48NAEhest EONBE fbi aBsaat Avreleciesidi thandaetianysysemosubstantially as
clainms 31 to 41, including the steps of confirmng the
i d@@ﬁqrib?ddiﬁiﬁkﬁlrwﬂhﬁ@'iwe%? thadrawigg8act i on devi ce
that issued the client request and the step of
ignoring the client request if the identity of the .
5 461 Arisanseiction disvicgefos siseniptamelactionia ifBasastionpeystem substantially

ol eecpoied Pt MEIRRL R HBERER T o

descri bed herein with reference to the drawings. 44. A

08 RFElr BRTHRRY S YehiHS SMsBehoR ERERHAN as describec
I eh8FR GRthrafdrBed fothenrawirgs. A transaction device
for use in an electronic transacti on system

substantially as described herein with reference to
the drawi ngs. 46. A nethod of perform ng an el ectronic
transaction substantially as described herein with
reference to the draw ngs.



