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110

120

Obtain a user-side authentication parameter of a joint account, where the user-side 
authentication parameter is the same as or corresponding to a network-side authentication 

parameter of the joint account, and is used to perform authentication on 
operation permission for the joint account 

Divide the user-side authentication parameter into N parts, and generate a corresponding 
joint management authentication parameter based on each part; and write each joint 

management authentication parameter into a device controlled by each joint manager 
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310

320

Obtain a user-side authentication parameter and a network-side authentication parameter 
of a joint account, and store the network-side authentication parameter, where the 

user-side authentication parameter is the same as or corresponding to the network-side 
authentication parameter, and is used to perform authentication on 

operation permission for the joint account 

Divide the user-side authentication parameter into N parts, and generate a corresponding 
joint management authentication parameter based on each part; and separately send 

joint management authentication parameters to client software of different joint managers 

FIG. 3
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420

Receive a joint management authentication parameter sent by a server, where the joint 
management authentication parameter is generated based on one part after the 

server divides a user-side authentication parameter into N parts, and the user-side 
authentication parameter is used to perform authentication on operation 

permission for a joint account 

Store the joint management authentication parameter 
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610

620

630

Obtain N joint management authentication parameters of a joint account 

Restore one part of a user-side authentication parameter based on each joint 
management authentication parameter, and combine N parts into the 

user-side authentication parameter 

Initiate an authentication request to a server by using the user-side authentication 
parameter, so the server performs authentication on operation permission for the joint 

account based on a network-side authentication parameter 

FIG. 6
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720

730

Receive N joint management authentication parameters uploaded by client software 

Restore one part of a user-side authentication parameter based on each joint management 
authentication parameter, and combine N parts into the user-side authentication parameter 

Perform authentication on operation permission for a joint account based on a 
network-side authentication parameter 

FIG. 7
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Upload the joint management authentication parameter to a server, so the server restores 
one part of a user-side authentication parameter based on the joint management 

authentication parameter, combines the part with (N-1) other parts into the user-side 
authentication parameter, and performs authentication on operation permission 

for a joint account based on a network-side authentication parameter 

Obtain a joint management authentication parameter of a joint manager 

FIG. 8
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User-side parameter acquisition unit 

Joint management parameter writing unit 
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Authentication parameter acquisition unit 

Joint management parameter delivery unit 
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Joint management parameter receiving unit 

Joint management parameter receiving unit 
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FIG. 13

User-side parameter combination unit 

Authentication request initiation unit 

Joint management parameter acquisition unit 
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FIG. 14

User-side parameter combination unit 

Operation permission authentication unit 

Joint management parameter receiving unit 
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