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This invention is in the field of digital
telecommunications, and is more particularly directed to
monitoring and redundancy schemes therein.

As is well known in the art, significant advances have
10 been made in telecommunications systems over recent years,
particularly in the rate at which information can be 3
communicated. Modern digital telecommunications systems
and communication media provide very high bandwidth, such
as the 44.736 Mbps data rate provided by the DS-3 data
15 frame standard. Furthermore, conventional fiber optic
cable and systems can provide even higher bandwidth and
data rates by time~division multiplexing of up to twelve
DS-3 lines, providing bandwidth of up to 536.8 Mbps.

20 These extremely high bandwidths now available in
digital telecommunications systems have enabled the
communication of large volumes of data at high speeds.
Since voice channels require very little bandwidth (on the
order of 4 kbps each), a large number of voice channels may

25 now be communicated over a single communication line by way
of time division multiplexing. The available bandwidth now
also enables the communication of large blocks of digital
data from computer-to-~computer, as well as digital data
representative of other media such as video displays.

30 )

Unlike voice transmissions, however, in which some
amount of errored signals can be readily tolerated without
garbling of the message, the, successrul transmission of
digital data among computers requlres high reliab:.l:.ty and

35 high quality transmission. Accord:.riglx,, éo }enﬁ:. naﬁ "f? £1
digital cross-connects now prov1de perféai'manc ‘monitorihg '
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(commonly referred to as "PM"), by which the error rate of

received digital data is monitored by way of cyclic

redundancy check (CRC) and other conventional coding

techniques. such pPerformance monitoring is used to ensure

5 the desired grade of service desired by those

telecommunications Customers paying premium tariffs for

high quality and low error rate communications.

Conventional telecommunications systenms also generally

10 provide some amount of redundancy so that failure of a

telecommunications line or network element does not result

in the 1loss of the communicated message. Conventional

telecommunications Systems with performance monitoring have

implemented Certain alarm conditions by which a human

15 operator is alerted to events such as "loss of signal" and

to error rates exceeding various thresholds. In response,

| the operator can manually switch to a redundant line to

again enable communication of the - digital data in the

system. of course, the procedure of generating an alarm

20 condition and the manual switching of input/ocutput ports to
other lines cannot be effected quickly.

By way of further background, conventional fiber optic
terminals (commonly referreg to as FOTs) have implemented

25 1:1 redundancy for the fiber optic lines in 2 system, with
Some amount of automatic switching. According to this 1:1
redundancy Scheme, the overhead portion of the bandwidth

is monitored to determine if a loss-of-signal ("LOS") or
alarm indication signal ("AIS") condition is being

30 received. In these FOT 1:1 redundancy scChemes, upon
receipt of an LOS or AIS signal, the FOT will automatically
switch its transmission to the other of the two fiber optic
lines, enabling transmission of the data despite <the

failure of the first fiber optic J;_:i_.ne.
35 )
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In addition, other conventional telecommunications
systems include 1:1 redundancy schemes. However, since
such protection schemes require that both the cabling and
the input/ocutput ports from cross-connects must be doubled

5 from that required to carry traffic, such protection
schemes are quite expensive and are thus available to
- customers only at high premium rates. As a result, the
implementation of such protection schemes is generally
limited to high grade of service communication, such as for

10 the telecommunication of computer data.

By way of further background, conventional fiber optic
systems operating according to the SONET standard can
include 1:n line protection, in which one of several fiber

15 optic lines in a group can be switched to a protection
line. Such a protection scheme is described in the SONET
specification TA-NWT-000253, Issue 6 (BELLCORE, September
1990). As noted above in the 1:1 fiber optic case, this
protection is.- provided based on line data, with entire

20 lines switching to the protection channel; no protection is
provided on a path-by-path basis. Furthermore, the
communication between nodes according to the SONET 1l:n line
protection scheme is by way of the K1, K2 bytes in the line
overhead data. However, the use of such protocol is not

25 available for providing 1:n protection of any kind,
especially path protection, to a DS-3 network, due to
insufficient available bandwidth.

It is therefore an object of the invention to provide

30 a method and system for providing facility protection for

a group of paths in a digital telecommunications system,

where one redundant channel and port can protect multiple
member ports.
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It is a further ocbject of the present invention to
provide such a method and system which is useful in Ds-3
bandwidth communications systems.

4

S It is a further object of the present invention to
provide such a method and system which effects such

protection utilizing available bandwidth in a DS-3 standard
system.

10 It is a further object of the present invention to
provide such a method and system to provide such protection
where the switching time between the member and protection
channels for a failing path is extremely short, such as on
the order of 100 msec or less.

15

It is ‘a further object of the present invention to
provide such a method and system which is revertive, in
that the protection path is freed upon the member path
returning to a goocd signal condition. |

20
It is a further object of the present invention to
provide such a method and system in a distributed manner in
a digital cross-connect.

25. Other objects and advantages of the present invention
will become apparent to those of ordinary skill in the art
having reference to the following specification together
with the drawings.
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Figure 1 is an electrical diagram, in block form, of
5 a telecommunications system in which the preferred
embodiments of the invention is used.

Figqure 2 is an electrical diagram, in block form, of
a digital cross-connect system in which the preferred
10 embodiments of the invention may be implemented.

Figures 3a through 3h are matrix diagrams of a digital
cross~-connect, illustrating stages in the operation of the
preferred embodiment of the invention responsive to an

15 exemplary signal failure.

"Figure 4 is a matrix diagram of a digital cross-
connect, illustrating the operation of the preferred
embodiment of the invention in performing a facility

20 protection switch to a second signal failure.

Figures Sa through Sc are a flow chart illustrating
the operation of the preferred embodiment of the invention

in the manner illustrated in Figures 3a through 3h and 4.
25
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The invention may be implemented into a pair of

5 digital cross-connects in a closed system relative to one

another, by providing each with a protection port assigned

to a group of member ports connected between the cross-

connects. The cross-connects are of distributed type,

having interface processor units controlling the switching

10 among the group of member ports and the protection path

responsive to signals communicated from the mate cross-

connect along the protection path. Group facility

protection is effected upon detection of an error

condition, by the cross-connect requesting the other

15 (responding) cross-connect to bridge the facility to the

protection path, which it effects. Upon the requesting

node receiving the valid facility, its input stage switches

to the protection port to receive the facility. After the

switch, the requesting node monitors the member port from

20 which the facility for a wvalid signal continuing for a

specified time, responsive to which the requesting node

switches back to the original member port and instructs the
responding node to release the bridge.
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tailed Descripti e eferred odiment

Figure 1 illustrates, in block form, a closed
$ telecommunications system within which the preferred
embodiment of the invention may be implemented. According
to this example, two digital cross—-connects 2A, 2B each
have a group of member ports in communication with each
other over an associated number of routes. Member ports
10 MAl through MAn of digital cross-connect 2A are in
communication with corresponding member ports MB1 through g
MBn of cross-connect 2B, via paths 4; through 4,. The
groups of member ports MAl through MAn and MB1l through MBEn
comprise the group of ports to be protected by a protection
15 path according to the present invention. By way of
example, fifteen such member ports MA, MB (i.e., n = 15)
may be assigned to a single protection group, protected by
a single protection channel. .

20 As is well known in the art, the term "path" refers to
a digital data channel that is communicated in a time-
division multiplexed fashion along a "line"; as such, a
“"line" includes many paths, as well as framing and other
information concerning line status, synchronization, and

25 the like. Also as is well known in the art, the term
"facility" refers to path data as it is received by a
switch or cross—-connect. As will be apparent from the
description herein, the present invention is intended to
provide facility protection for telecommunication . in that

30 individual facilities are monitored and switched without
requiring switching of and redundancy for entire lines. Of
course, the present invention is also capable of protecting
against line failures.

35 In this example, each of paths 4; through 4, are DS-3
paths, communicating digital information between cross-
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network elements may be present in the route between cross-
connects 2A, 2B, such as fiber optic terminals and the like
which further time-domain multiplex the DS-3 communications
5 onto a fiber optic line (e.g., an 0C-12 fiber optic line).
Since the 1:n group protection provided by the present
invention can protect only one of the members of the group
at a time, however, it is strongly preferred that each of
the member pairs MA, MB be connected to one another by way
10 of physically separate lines (i.e., each path 4 being on a
separate line), so that a line failure such as a line cut 5
does not result in a non-protectable failure.

The group facility protection switching according to
15 this embodiment of the invention utilizes communication
between cross-connects 2A, 2B to effect the bridging and
switching in the manner described hereinbelow. By way of
definition, each of cross-connects 2A, 2B, respectively,
may also be referred to herein as a "node"'(cross-connects
20 2A, 2B corresponding to nodes A, B, respectively).
Accordingly, each of nodes A, B must be aware of the other
node's port assignment for corresponding member ports MA,
MB; preferably, each of member port numbers MAl through MAn
in node A is connected to a correspondingly numbered member

25 port MBl through MBn in node B.

Each of cross-connects 2A, 2B alsc include ports other
than the members of the protected group. For example, the
1633 SX digital cross-connect manufactured and sold by
Alcatel Network Systems, Inc. can support up to 2048 ports
simultaneocusly. These additional ports Al through Aj (for
cross-connect 2A) and Bl through Bk (for cross-connect 2B)
may be in communication with other crcss?connects, or with
the other cross-connect 2B, 2A in the system of Figure 1
(either in another protected group or in a non-protected or
1:1 protected manner). The additional ports A, B can

s e e
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provide the communications to member ports MA, MB,
respectively, routed in conventional cross-connect fashion.

9

Also according to the present invention, cross-
5 connects 2A, 2B each have an associated protection port PA,
PB, respectively, associated with the member ports in the
protected group. Protection ports PA, PB are connected to
one another by way of DS-3 protection path P; it is
strongly preferred that protection path P be physically
10 separate from paths 4 conne;::ted between the members, so
that protection capability remains available in the event

of a line failure or line cut.

Referring now to Figure 2, the construction of cross-

15 connects 2A, 2B according to the preferred embodiment of

the invention will now be described, using cross~connect 2A

as an example. In order for the group facility protection

scheme to be fully implemented, both- cross—-connects 2A, 2B

must include .-the group facility protection capability;

20 accordingly, it is preferable that they be similarly

constructed relative to one another. In the preferred

construction of cross-connect 2A, the computing and

switching processing capability is widely distributed, as

in the 1633 SX cross-connect system manufactured and sold

25 by Alcatel Network Systems, Inc., to which the construction
of cross-connect 2A shown in Figure 2 corresponds.

Cross~connect 2A includes administrative processing

unit (APU) 12 which is the central data processor within

30 the system. APU 12 is directly connected to conventional
storage and input/output functions such as random access
memory 21, d4isk storage 23, tape drive 25, and user

. interface 19. APU 12 is also connected to bus BUS, which
may include one or more information paths within the
35 systemn. The function of APU 12 is to administer the
operation of cross-connect 2A at a relatively high level,
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and to provide user control and visibility relative to the
switching operations provided by cross-connect 2A.

Cross-connect 2A further includes many distributed
processors connected to bus BUS, illustrated in Figure 2 as
interface processing units (IPUs) 16, 18. Each of IPUs 15§,
18 is a data processing unit of sufficient complexity and
peffofmance to perform the functions described hereinbelow,
and each may be implemented as a conventional programmable
microprodessor, or alternatively as custom logic such as
an application specific integrated circuit (ASIC). Each
of IPUs 16 are for controlling input and output functions
relative to the bidirectional DS-3 ports, and thus control
the operation of the member and protection porté of cross-—-
connect 2A when installed into a system as illustrated in
Figure 2. To accomplish this function, each of IPUs 16 is
associated with and bidirectionally coupled to one of
first/third matrix stage units 20. .In this example, each-
of first/third stages 20 includes a portion of the
switching matrix (aé will be described hereinbelow), and
the appropriate transceiver circuitry to provide sixteen

DS-3 ports (fifteen member ports MAl through MAl1lS, and
protection port PA).

In the preferred embodiment of the invention, cross-
connect 2A serves as a digital telecommunications switch in
a manner realized according to a modified version of the
well-known Clos matrix. A preferred version of the
modified Clos matrix useful in cross-connect 22 is
described in copending application S.N. 882,920, filed May
14, 1992, entitled "Methods and System for Immediately
Connecting and Reswitching Digital Cross-connect Networks",
assigned to Alcatel Network Systems, Inc. and incorporated
herein by this reference. According to this matrix
realization, switching of a head port to.east and west
ports is accomplished by way of a three-stage matrix, with

such as on the
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the head port coupled to a first stage, and the east and
west ports to a third stage. The switching operation is
~accomplished wvia a selected center matrix stage which is
coupled to the first stage and the desired third stage(s).

According to this example of cross-connect 2, IPUs 18
are each coupled to bus BUS and to an associated center
matrix stage 22. Accordingly, IPUs 16, 18 control the
switching operation in a distributed fashion (i.e., without

10 requiring intervention from APU 12), by placing the
appropriate first matrix stage in one of first/third stages 5
20 in communication with a selected center stage 22, which
is in turn placed in communication with a third matrix
stage in one of first/third stages 20. Each of first/third
15 stages 20 and center stages 22 are preferably implemented
 as individual ASICs controlled by and in communication with
its associated IPU 16, 18, respectively.

As shown in Figure 2, member ports MAl through MAn and

20 protection port PA (i.e., node A) are associated with a
single one of first/third stages 20, namely first/third
stage 20,;; in this case, sixteen ports are supported by each
first/third stage 20 in cross-connect 2A. .Accordingly,

. switching of member ports MAl through MAn and protection
25 port PA within node A is controlled by a single IPU 1§,
namely IPU 16;. As a result, the preferred embodiment of
the invention is implemented in a highly distributed
manner, as APU 12 need not be involved in providing the
group facility protection of the present invention. This

30 enables the group facility protection to be effected in a
very short time such as on the order of 100 msec or less.

The operation of cross-connects 2A, 2B in providing

group facility protection will now be described in detail

35 relative to the preferred embodiment of the invention.
This operation will be described relative to an example of
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the response of the system to a signal failure event, as
shown in the matrix diagrams of Figqures 3a through 3h and
the flow chart of Figures 5a through 5c. The method is
preferably implemented in a computer program according to
5 which APU 12 and IPUs 16, 18 operate. It is contemplated
that one of ordinary skill in the art will be able to
readily implement the method described hereinbelow into a
digital cross-connect without undue experimé.ntation, based
on the following description.
10
Figure '3a illustrates cross-connects 2A, 2B in a
normal state of communication (i.e., no group facility
protection switching effected) with one another, for the
example of a single group of paths protected according to
15 the present invention. Of course, as noted above, other
paths between cross-connects 2A, 2B may be in communication
with one ancther and with other networks and network
elements. In addition, network elements such as FOTs,
drop/add boxes and the like may be in place between cross-

20 connects 2A, 2B, but are not shown in Figure 3a for the
sake of clarity.

Referring first to cross-connect 24, local
transmissions which are to be communicated to cross—~connect

25 2B by way of group protected facilities are received by
first/third stage 20, at head input ports AlI, A2X.
First/third stage 20, serves as a first stage in the Clos
matrix at this point, and communicates the received
transmissions, via center stage 22A, to first/third stage

30 20, serving as the third stage for this transmission.
First/third stage 20; connects the signals from ports AlI,
A2I to member output ports MAlO, MA20, respectively, for
transmission as a Ds-3° facility to cross-connect 2B via
paths 4,,,, 4,3, respectively (the nomenclature 4,;, for

35 example, indicating the simplex side of path 4, for
communications from cross-connect 2A to cross-connect 2B).
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Member output ports MAlO, MA20 (and their
corresponding member input ports MA1I, MA2I) constitute the
members of the group for which facility protection is to be

5 effected by the present invention. As noted above, the
number of members of the group may be much larger than two,
such as up to fifteen protected members; for the sake of
clarity, the example illustrated in Figure 3a shows two
member ports as being in the protected group. Associated

10 with member output ports MA1l0, MA20 is protection output
port PAO, which is implemented in first/third stage 20, and 3
connected to protection path P,;.

The facilities transmitted on paths 4.5, 4,a, P are

15 received by cross-connect 2B at member input ports MB1I,
MB2I, and protection input port PBI, respectively, which
are implemented at first/third stége 20;. This portion of
first/third stage 20, serves as the first stage of the Clos
matrix, and communicates the received facilities from

20 member input ports MB1I, MB2I through center stage 22B to
first/third stage 20, (in this example), which presents the
received transmission to the local side of cross-connect 2B
via head output ports B10, B20, respectively. In the
normal communication state of Figqure 3a, protection input

25 port PBI is isolated from further communication to within
cross~-connect 2B.

As shown in Fiqure 1, the communication between cross-
connects 2A, 2B is of the full duplex (bidirectional) type

30 between individual member ports. Conversely, therefore,
cross-connect 2B receives a transmission from its local
side at input ports B1I, B2I in first/third stage 20,, which

in turn communicates the received transmission to
first/third stage 20, via center stage 22B. First/thirad

35 stage 20, (this portion serving as a third stage of the Clos
matrix) completes the connection of input ports BlI, B2I to
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member output ports MB10O, MB20, respectively, for

communication to cross-connect 2A via paths 4130s 4A2mar

respectively. In addition, protection output port PBO is

implemented at first/third stage 20,, and is connected to
5 path Py,. '
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Cross-connect 2A receives paths 4,,,, 4,3, P 2t member

input ports MA1lI, MA2I, and protection input port PAI,

respectively, implemented in first/third stage 20, (this

10 portion thereof serving as the first stage of the Clos
matrix). First/third stage 20, communicates the facilities "'

received at member input ports MAl1I, MA2I to head output

ports Al0, A20, respectively, located at first/third stage

205, and thus to the local side of cross-connect 2A,

15 completing the full duplex connection between cross-

connects 2R, 2B. Protection input port PAI is isolated

from center stage 22 in the normal communication state
jillustrated in Figure 3a.

20 Certain constraints regarding the assignment of member
ports M to certain first/third stages 20 should be noted
from Figure 3a. Firstly, to effect rapid group facility
protection switching, the member input ports and member
output ports in the same protected group are implemented

25 within the same first/third stage 20 within a single cross-
connect 2. Referring to Figure 3a, member input ports
MAl1I, MA2I and member output ports MA1l0, MA20 are all
implemented within the same first/third- stage 20; in cross-
connect 2A, and as such are under the control of a single

30 IPU 16, (see Figure 2). Similarly, member input ports MB1I,
MB2I and member output ports MB10O, MB20 are all implemented
within the same first/third stage 20; in cross-connect 2B,
under the control of a single IPU 16,. However, it is
neither essential nor important that the head ports A, B

35 (i.e., not members of the protected group) have their input
and output sides physically present within the same
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eiving the valid facility, its input siage.sWE&h %ﬂ%qlthe _

on port to receive the facility. After fie requesting
tni tors the nenber port fromwhich the f_% mm H alid signal

bi ng for a specified time, responsive to esting node
®s back to the original nmenber pord5 and instructs the respondi ng node

:.ase tggrlg&}gggi'd stage 20, as is the case in cross-connect 2B of

| 8 Figure 3a (for input ports BlI, B2I and output ports B1O,
B20). 1In addition, it is not necessary that the group of
head ports associated with the group protected transmission

‘5 be located in the same first/third stage 20; for example,
head input ports AlI and A2I may be implemented in
different first/third stages 20 from one another.

In addition, as will be apparent from the description
10 hereinbelow, the member ports M of the protected group are
preferably assigned in a corresponding manner with one ¥
another, so that communication concerning the group
facility protection bridging and switching to be effected
is facilitated. Accordingly, in the example of Figure 3a,
I 15 member output ports MAl10, MA20 of cross-connect 2A are
connected to member input ports MB1I, MB2I, respectively,
of cross-connect 2B; conversely, member output ports MB1O,
MB20, are connected to member input ports MA1I, MA2T,
respectively. - Protection input and output ports PAI, PAO,
20 PBI, PBO are similarly connected to one another.

In the example of the operation of the preferred
embodiment of the invention described hereinbelow, a signal
fault SF is occurring in the facility received at member

25 input port MA1I of node A (i.e., cross-connect 24), as
shown in Figure 3a. Signal fault SF corresponds to a
"hard" failure for the facility, indicated by a particular
signal being transmitted therealong. Examples of
conventional hard failure signals include loss-of-signal

30 (LOS), loss-of-frame (LOF) and the alarm indication signal
(AXS). As is well known, the AIS signal is a signal
transmitted by the first network element receiving an alarm
signal such as 10S or LOF, to prevent the propagation of
the LOS/LOF signal by multiple network elements, thus

35 facilitating identification of the failing location in the
network.




lled Description of the Preferred Enbodi nent . Figure 1
Ptes, in block form a closed teleconnUﬂlcatrons systen1MAth|n
the preferred enbodi nent of the invention may: be i'mpl emented.:

fng to this exanple, two digital cross- connécts 2A, 2B each have a
pf menber ports in comunication wth each ot her over an associ ated
Fof routes. N@nber ports
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The preferred embodiment monitors individual
facilities, rather than entire lines, and thus can effect
switching of individual paths within a line based on their

5 status. As a result, soft errors may alsc be monitored by
the present invention, including excessive error rate
conditions. These soft error conditions relate to measured
errored seconds over a period of time; examples of such
conditions are provided in the table hereinbelow:

10
10 errored seconds (ES) in 15 minutes; or
864 ES in 1 hour; or
4 severely errored seconds (SES) in 24 hours

15 where an ES is defined as any second within which a coding
viclation is detected, and where an SES is defined as any
second in which more than 44 coding viclations are detected
(i.e., an error rate of greater than 10™°® sec™). These soft
error thresholds preferably differ in type and in degree

20 from conventional performance monitoring thresholds, so
that facility switching may be used to avoid degradation
in the grade of service for the facility. These threshold
error rates may also be'administrable, allowing the system
operator to increase or decrease the sensitivity of

25 facility protection switching by adjusting the threshold
values via APU 12. As hard error conditions (L0OS, LOF,
AIS) are separately monitored, these threshold definitions
are purely for errored seconds due to coding violationms,
and do not include errored seconds due to the presence of

30 10S or AIS conditions (which are included in the
conventional errored seconds definitions).

It may be preferable in many installations, however,

to not monitor and effect group facility protection based

35 on excessive error rates, but to provide group facility
switching only due to hard failures. This is because only




fough MAn of digital cross-connect 2A are in communication with
pondi ng nmenber port's MBL through MBn of "cross-condéct 2B, via paths
e through 4[err]. The groups of nenber ports-MAL:t'hrough MAn and MB1
th MBn conprise the group of ports to be protected by a protection
kccording to the present invention. By way of exanple, fifteen

fenber ports MA, MB (i.e., n = 15) may-be assigned to a single
£tion group, protected by a single protection channel. As is

known in the art, the term "path" refer?’i?ﬁeﬁ%ﬁmmhblaéata channel

§s communicated in a time- division nulti al ong a
am ng and ot her

‘ as such, a "line" includes many paths ﬁ

et i on concerning |ine status, symghronization, an e like. Also as
known in the art, the term"facility" refers to path data as it is
ved byonesmnatiecionr @athc dsneprovided wEpr Bleamikinle roember

paths in the group, and because the facility switching
according to this invention utilizes communication between
nodes to effect the desired bridge and switch conditions.
5 As a result, it is preferable to maximize the availability
‘of the protection path, so that the time required to switch
to the protection path in the event of a hard failure is
minimized. As traffic over the protection path increases,
such as would occur in the event of error rate initiated
10 switching, the 1likelihood increases that a hard error
facility protection switch would require restoration of the :
protection path traffic to its original member port, which
increases the switching time required. As such, initiation
of switching due only to hard failures greatly improves the
15 switching time performance.

The following description will thus be limited to the

case of group facility protection switching responsive to

a hard failure condition (LOS, LOF, AIS). It is
20 contemplated, however, that insertion of error rate
thresholds into the monitoring and switching routine
described herein could readily be effected by one of
ordinary skill in the art having reference to this

specification and the drawings.
25

Figures 5a through 5c¢ present a flow chart of the
method of the preferred embodiment of the invention,
relative to an example of the group facility protection
switching in resolving a signal failure condition. 1In this

30 flow chart, the operations of both the requesting node and
the mate node (or responding node) are separately
illustrated. It is to be understood, however, that as both
cross-connects 2, 2B are similarly constructed to operate
in the same way to effect this switching, the responding

35 node will also be cperating as a requesting nocde, and vice
versa, in substantially a contemporaneous manner with the

2012 rrw—



g1 on herein, the present invention is intended to provide facility
Fon for teleconnunlcatlon in that indi'vidia facidlities.are

;;d and swi tched without requiring swntchlng of arid redufidancy for
¥l ines. O course, the present invention is also capable of

ki ng against line failures. In this exanple, each of paths
¢t hrough 4[err] are DS-3 paths, comunicating digital infornmation

h Cross-
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operations illustrated in Figqures 5a through S5c (both nodes
A and B have the request and respond functions shown in
Figures 5a through S5c). This contemporanecus operation
will often occur, given that many facility and 1line
5 failures have bidirectional effect. In the group facility
protection scheme according to the preferred embodiment of
the invention, however, one of the nodes will detect the
signal failure condition prior to the other. Therefore,
for purposes of clarity of description, node A (cross-
10 connect 2A) will be the first node to detect the signal
failure in this example, and will be the requesting node;
node B (cross-connect 2B) will thus be the responding node.

In process 30 of Figure.5a, node A performs a periodic

15 scan of those member input ports MAI of the protected group

to determine if a signal failure condition (LOS, LOF, AIS)

is being received. The period of the scan is preferably

selected in a manner consistent with the switching time

specification; <for example, if <facility protection

20 switching is to be effected within 100 msec of a fault, a

 scan period of 20 msec will allow 80 msec for response to

a detected fault. 1In decision 31, the result of the scan

of process 30 is determined; if a signal failure is found,

control passes to process 34 to begin the switching

25 process. This scanning is performed by IPU 16, controlling
first/third stage 20,.

If no signal failure is detected, process 32 is
performed by which node A maintains transmitting of the NID

30 condition on protection path P, indicating that protection
is not required. As discussed hereinabove, the bandwidth

of DS-3 systems is insufficient to allow use of entire
bytes of information between nodes, as is used for fiber
optic line protection according to the SONET standard.

35 According to the preferred embodiment of the invention,
certain bits (e.g, the C-bits) in the DS-3 data frame




E

ﬁects 2A, 2B in time-domain mul ti pl exed fashion, Qher network
ts may be present in the route between’ crass: conrects’ 2A, 2B,
per optic termnals and the like whi ch further” ti rfé- domaj n mul ti pl ex
b>- 3 communications onto a fiber optic line (e.g., an OC-12 fibe
¥ Since the 1:n group protection provided by the pr esent

-t only one of the nenbers of the group

ly preferred that each of the menber pqmﬁgmkﬁﬁwggn
er by way of physically separate lines (
ate line), so that a line failure such aﬂ
non- protectable failure. The grou

r, ot

hing according to

10
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35

transmitted along protection path P are used to communicate

requests, responses, identifying information, and status
information.

According to the preferred embodiment of the
invention, the DLt bits available in both the X-bit and C-
bit channels of a standard DS~3 data frame are used to

S
r

S

communicate group facility protection information over .

protection path P. As more bits are available in the C-bit
channel than in the X-bit channel per frame, the C-bit
channel is used for such communication when available; the
X-bit channel is then used if the DS-3 data are not an idle
signal. A description of the DS-3 data frame standard,
including the definition of the C-bits and X-bits, may be
found in the American National Standard ANSI T1-107a.1990
(supplement of 1990).

Process 32 is performed by IPU 16, via first/third
stage 20,, to present an "NID" signal over path P, via the
C-bits; the frame transmitted also includes the standard
DsS-3 "idle"™ signal. Accordingly, node B is able to
determine from nocde A performing process 32, that the
protection path P is available (from node A to node B).

In the event a signal failure is detected, such as
signal failure SF on the facility received by member input
port PAlI, process 34 is performed by which first/third
stage 20, issues a'bridge request signal from protection
cutput port PAO to node B. This bridge request signal is
communicated by way of the C-bit channel, and indicates
both that a bridge is requested and also the member input
port at which the signél failure SF is detected (in this
case member input port MAl1I).

Meanwhile, node B has been performing process 40 and
decision 41, by which the DLt bits in C-bit mode are

uch

optic

i nvention can

e connected to one

belng on a
mﬂ,ﬂm es not result
ection



"odi ment of the invention utilizes conmunication between

fonnects 2A, 2B to effect the bridgi ng dnd $W tehing in-the manner
Bed her ei nbel ow. By way of definition, each of -craoss- conpects 2A, 2B,
fively, may also be referred to herein as’ a "node" (cross-connects
'i‘correspondi ng to nodes A B, respectively). Accordingly, each of

A, B nust be aware of the other node's port assignnment for

pondi ng menber ports MA, MB; preferably—each of menber port numnbers
¥Fough MAn in node A is connected to a cor qﬁ§m&qqaggéeyR55m&er ed nenber

- 2881 t hrough MBn in node B. Each of cr A 2B al so
‘e ports other than the nmenbers of the pr ot exanple,
B33 SX digital cross-connect manufagoured a teI Net wor k
Systefs, Inc. can support up to 2048 ports si rrultaneously These addi ti onal
por t SEA thr@l&;}‘hlmr% dergioddsaddynsot denprmige BIf tdrwidg8krédquest or
crossgconneciotifidr signal to which node B is to respond is present. If

' no bridge request is received, monitoring process 40

continues. However, if a bridge request signal 1s received

5 over the C-bit channel, processing of the request begins

with decision 43, in which the priority of the request is
determined.

Various priorities are assigned to bridge requests
10 according to the preferred embodiment, to allow for
flexibility of use of the function and for human operator

intervention. An example of such priorities are as
follows:
15 Function Priority
PROTECTION LOCKED OUT HIGHEST
FORCED SWITCH SECOND
SF CONDITION DETECTED : THIRD
MANUAL SWITCH FOURTH
20 WAIT-TO-RESTORE ' LOWEST

The Protection Locked oOut state corresponds to the
condition where APU 12 has disabled the group facility
- protection; in this case, if an SF condition is detected,
25 no bridging or switching will be effected. Locking out of
' protection may be enabled manually, or also automatically
- upeon detection of an excessive switching rate for a member,
- to avoid oscillation. A forced switch is a high priority
manual switch; a subsequent SF condition will also be
30 ignored in this case. Detection of an SF condition will
effect a switch if the protection path is idle, or will
override a prior use of the protection path if initiated
as a result of a normal manual switch or a switch in wait-
to-restore mode (as will be described hereinbelow).
35 -




in communication with other cross-connects, or with the other
- connect 2B, 2A in the system of Figure 1 (e| t-her " A_‘anot her 'prot ect ed

b-or in a non-protected or-1:1 protect ed manner') The addi'ti onal ports
A g can 9 pI’OVI ‘de’ the

ni cations to nenber ports MA, MB, respectively, routed in conventional
cr ofs- connect fashion. :

i
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If the SF condition priority is insufficient to
override the priority of the current use of the protection
path (if the protection path is not idle), process 42 is
effected by node B, and a reject response is sent from

5 protection output port PBO to protection input port PAIX
over the C-bit channel; node B then returns to monitor
state (process 40).

If the priority of the SF condition is adequate,

10 decision 45 is performed by which the responding node
interrogates the head port associated with the requested ¥
bridge to ensure that no hard failure is present thereat.

In this example, IPU 16; of node B examines the status of
head port BlI, to determine if a good signal is present

15 thereat; if not, the reject response is sent by protection

output port PBO via the C-bit channel to node A (process
L]
42). '

In either case, if the reject response signal is

20 received by node A over the C-bit channel, decision 33
returns a negative response and wait state 36 is entered.
After elapse of the wait period (e.g., 10 seconds), the
bridge request of processes 31 and 34 is repeated by
requesting node A, to determine if the protection path is

25 clear and if the head input signal at node B is in service.

If input head port BlI has a valid signal, process 46
is then performed by which IPU 16; in node B effects a third
stage bridge (3SBR) in first/third stage 20;; since both

30 ports MB1l0O and PBO are within the same first/third stage 20,
(and thus within the same ASIC, in this example), this
bridge may be performed by a single write operation from
IPU 16, to first/third stage 20,. This operation bridges
the path from head input port BlI to both member output

35 port MB10 and also to protection output port PBO, providing
a "good™ signal over path 4,, to node A. Decision 33




ording to the present invention, cross- connects ,2A, 2B .each have
ti ated protection port PA, PB, respectlvei Bk assori at ed wth the
ports in the protected group. Protection poFt's PA, PB are connected
fanot her by way of DS-3 protection path P; it is strongly preferred -
ot ection path P be physically separate from pat hs 4 connected

t t he nmenbers, so that protection capability remains—avatlable in the
b a line failure or line cut. Referrin nowto1 F‘ligure 2, the

jicti on of cross- connects 2A, 2B accor diThg Shest
ent of the invention will now be describ "-

T ed
ﬁ -connect 2A
bxanple. In order for the group facility f ' nme to be

B npl emented, both cross-connects 2& 2B nust include the group
i Jy protection capability;
performed by node A monitors for a transition from an idle

signal to a "good"™ signal over protection path P; node A is
also able to detect a reject signal over path P as well as
a message indicating that an idle signal has been bridged
s from the head port in node B. After its bridging of the
head signal to protection path P, node B switches both of
its transmit and receive capabilities (at protection ports
PBI, PBO) to the X-bit channel, as the C-bit channel will
be occupied by the transmission thereover (i.e., the DsS-3
10 data will no longer be an idle signal). Process 60 and 61
(shown in Figure 5c) are then performed by node B, by which :
the DLt bits in the X-bit channel are monitored at
protection input port PBI, to determine if a bridge release
signal is being received; the issuance of and response to
15 such a signal will be described in detail hereinbelow.

This state of the system in performing the third-stage
bridge at node B is illustrated in Figure 3b; the third
stage bridge is indicated by 3SBR at first/third stage 20,.

20 Figure 3b also illustrates the direction of travel of the

bridge request and "good" signals over paths P,; and P,,,
respectively.

Upon receipt of the "good" signal at protection input

25 port PAI, in process 38 node A performs a first stage
switch at first/third stage 20,, switching the facility now
being received at protection input port PAI to center
matrix stage 22A in place of the failed facility previously
received at member input port MA1lI. As in the case of the

30 third stage bridge in node B, the first stage switch may be
accomplished by a single write operation by IPU 16, to
first/third stage 20,, as both the protection input port PAI
and member input port MA1lI (from which traffic is to be
switched) are resident therein. Following the first

35 stage switch of process 38, node A switches both of its
receive and transmit functions at protection ports PAI,




Fngly, it is preferable that they be 5| mlarly constructed relative
» anot her . In the preferred const-ryction of¢ Cr 0SS connect 2A t he
¥ing and switching processing capabl llity is widely:distrilbutéd, as in
533 SX cross-connect system manuf act uréd and sol d by Al cat el Netvvork
s, Inc., to which the construction of cross-connect 2A shown in

;- 2 corresponds Cr 0ss- connect——Z—A—i—ﬁa—udes—ﬁdm—m—sftrafuve
issing unit (APU) 12 which is the centr 2GS Ql.gW thin the

m APU 12 is directly connected to con and

/ out put functions such as random access Ek storage 23,
@drive 25, and user interface 19. APU 12 Al ted to bus BUS,
@& nay include one or nore informti paths within the system The

i on of pARY %é?eé@l@é!@ nigL&h HE WY | QRaffiet” -€R £R0Ngeh A at a

ively high lev
channel in process 39.

The result of this first stage switch (1SsSW) is
5 illustrated in Figure 3c. As is evident from Figure 3c, a
valid facility is now being received by node A via
protection path Py, and is routed to head output port Al0
in the same manner as the facility that was previously
received at member input port MA1lI, except that the signal
10 failure SF is avoided because of first stage switch 1SSW.
However, the switched facility continues to be broadcast by ¥
node B over both protection path P,, and also member path
4y, and is still received at member input port MAlI. - As
will be evident from the following description, monitoring
15 of the facility at member input port MA1lI continues, so
that reversion to the normal state can be effected at the
appropriate time.

Referring now to Figure 5b, after performing the first
20 stage switch (processes 38, 39), in decision 51 node A next
interrogates the head input port associated with the member
for which the first stage switch was effected and, if the
signal at the head port is valid, automatically effects its
own third stage bridge to protection. This process is
25 based on the assumption that most signal failures are
bidirectional in nature; as such, if no bridge request has
yet been received at the protection input port PAI of node
A at the time of the first stage switch of process 38, it
is highly likely that one will be so received shortly. 1In
30 addition, since protection path P is already busy in the
direction from node A to node B, and cannot be assigned to
protect another port, there is no danger in performing such

a bridge even if unnecessary.

35 The interrogation of decision 51 is performed by the
IPU 16 associated with the first/stage 20 for the




F to provide user control and V|5|b|I|ty relative to the sw tching

“ons provi ded by cross-connect 2A. .. Cross- oonnect”ZA':f:urther
fes many di stributed processors connect ed to 'bus BUS, ilflustrated in
I 2 as

\
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corresponding member input port. In this example, IPU 16,
interrogates first/third stage 20, to determine if head
input port AlI is receiving a good signal. If so, process
50 is performed by which a third stage bridge is effected

5 at first/third stage 20,, bridging the traffic from head
input port All to both member output port MAlO and
protection output port PAO. Accordingly, at such time as
node B issues a bridge request siqnall to node A for its
member input port MB1I, a "good" signal will already be

10 present on protection path P,, allowing node B to
immediately effect its first stage switch from member input
port MB1I to its protection input port PBI.

If "good" signal is not present at head input port

15 AlI, node A enters process 52 in which it scans the X-bit
channel at protection input port PAI. If no bridge request

is received at protection input port PAI (decision 53), the
scanning of process 52 will continue: If a bridge reguest
for the same member, or even for a different member in the

20 group, is received at protection input port PAI from necde
B (decision 53), node A again checks the status of the
associated head input port AlI in decision 55; if the
failed condition persists, the third stage bridge is not
performed and a reject response is sent to node B (process

25 56). If the signal is goecd at head input port AlIX,
however, node A effects a third stage bridge in process 50.

Figure 3d illustrates the result of the third stage
bridging by node A performed by this process, in the event

30 of subsequent signal failure SF' at member input port MB1lI.
As noted above, node A has effected third stage bridge
(3SBR') at first/third stage 20, either responsive to head
port AlI receiving a good signal, or to a bridge request
signal received on the X-bit channel from node B at
35 protection input port PAI. This third stage bridge 3SBR'
is detected, at protection input port PBI of node B, as




jte processing units (I1PUs) 16, 18. Each of IPUs 16, 18 is a data
Bing unit of sufficient conplexity and performance.to perfcrrmthe

bns described hereinbel ow, and each ‘may be: |r.rpl entft'ed as'a -

tional programmabl e nicroprocessor, or alterfatively as customlogic
s an application specific integrated circuit (ASIC). Each of IPUs 16

r controlling input and output functi owa_t_iﬂa_to‘_t_he_,

ctional DS-3 ports, and thus control the operation of the nenber and
tion ports of cross- connect 2A when mstmkgl&dtﬁamnana &t em as
rated in Figure 2. To accorrpllshthlsfunc |PUs 16 is
ated with and bidirectionally coupled to Wi| |rd mat ri x
units 20. In this exanple, each ofasfi rst/ stages i ncl udes

dMtion of the switchi ng matrix (as will be described herei nbel ow), and
propr i &godd™ansignakr oni foomt prdtegrion dgath xPgen deSpdnsdvies to

gen memal; Bocadl oFelidn i Vel P 8005 AL 6L 08 PAL e FA)e /thiza

3 stage 20,, connecting protection input port PBI to the head
output port Bl0 previously associated with protected membe_r.

5 input port MB1I at which signal failure SF' was detected.
This state is illustrated in Figure 3e, showing an example
of full duplex facility protection switching according to
the preferred embodiment of the invention. The hard
failure conditions caused by signal failures SF, SF' are

10 thus avoided, with the facility traffic active over the
protection paths and ports.

Upon each of the switching and bridging events noted
above, it is desirable that the IPU 16 responsible for the
15 bridge or switch notify APU 12 of the event, and the reason
for its occurrence. This provides visibility of the group
facility protection function to the system operator, and
also allows APU 12 to log the frequency and reasons for
such switching.
20
As noted above, since the present system provides 1l:n
group facility protection, it is highly desirable that the
facility protection switching revert back to the normal
state when possible, so that the protection path is open
25 and not occupied in case of a signal failure at another
.menber,port, so that the facility switching may be rapidly
effected in such case. It is of course alsc highly
. desirable that the reversion to the normal state not be
effected until such time as the member path is again
30 stable. The following describes the reversion procedure
according to this preferred embodiment of the inventien.

According to this ‘'embodiment of the invention, each

node that makes a first stage switch begins monitoring the

35 member port from which the first stage switch was made, to
determine if the incoming facility thereat has returned to




¥ preferred enbodi ment of the invention, cross- _connect.2A serves as a
bl tel econmmunications switch in a rranner reai | zed raccor di: ‘ng-to a

| ed version of the well-known Cos matrix.: 7 "‘A‘preferred version of
odi fied Cos matrix useful in cross-connect 2A Is described in

di ng application S.N. 882,920, filed May 14, 1992, entitled "Methods

ystem for | mediately Connecting and #§§yuiiiuimpil4pi4ﬂ—~Cross connect
rks", assigned to Al catel Network Systens, |nc. and |ncorporat ed

n by this reference. According to ThilySheet #4-zat i on,
hing of a head port to east and west port “m H hed by way of a

-stage matrix, with

a good signal condition. In the example of Figures 5a
through Sc, after the first stage switch has been performed
by node A in process 38 (and communication switched to the
X-bit channel in process 39), node A monitoring of member

5 port MAL1lI from which the first stage switch was made.
Decision 57 is first performed by which, in this example,
IPU 16, monitors the incoming facility at member port MA1I;
if the incoming facility is a good signal, the timeocut
timer (located in IPU 16, associated with the protected

10 group) is started in process 58. If the prior member port -
is still in an error condition, decision 57 will be :
periodically performed to continue the monitoring state;
meanwhile, the first stage switch 1SSW will remain in place
to receive the wvalid facility over protection path P.

1s .

Once the prior active member inpui: port MAlI is
detected as carrying a good signal, node A begins its wait-
to-restore period. As noted above, the wait-to-restore
switch and bridge has the lowest priority of all bridges,

20 and as such another SF condition detected on another member
will have a higher prioi-ity. The wait-to-restore 1loop
consists of three decisions 59, 71, 73. Decision 59 scans
the prior member port (MA1I in this example) to ensure that
it is still receiving a gocd signal; if the prior member

25 port is in an error condition, control returns to the loop

of decision 57 until a goed signal condition is again
detected. Decision 71 determines if the timeout periocd

(e.g., five minutes) has elapsed; if so, control passes to

the reversion routine as will be described hereinbelow.

30
If the timeout period has not elapsed, decision 73 is
performed by which the other member input ports in the
protected group are interrogated. In this example, IPU 16,

of node A will interrogate the other member input ports at

35 first/third stage 20, (e.g., member input port MA2I) to
determine if an 10S, IOF, or AIS condition is present




¥ bead port coupled to a first stage, and the east and west ports to a
¥st age. The switching operation is acconpli.shed.via’a sel ected center
{ stage which is coupled to the first: stage and'the’ "desireéd third

'S). According to this exanple ‘of ‘cross-connect 2A, IPUs 18 are
oupled to bus BUS and to an associ ated center matri x stage 22.

i ngly, | PUs 16, 18 control the switching operation in a distributed
pn (i.e., without requiring intervention fromAPU 12), by placing the
priate first matrix stage in one of fir ThiSheriths Btca®esaced i N

ication with a selected center stage 22, “mI"mIIHHIIIHII

thereat. If a signal failure is detected at this time, and
because the prior failed member port is now in a good
condition (even if not stable over the timeout period),
according to the preferred embodiment of the invention a
5 new first stage switch and third stage bridge will be
effected, so that the member input port now having the
signal failure is switched to the protection path. The
process of establishing the new switch will be explained in

detail hereinbelow, after the following discussion of the
10 reversion process.

If no signal failure condition is detected on other
member input ports, the timeout loop of decisions 59, 71,
73 continues until the timeocut period elapses. Upon elapse
15 of the timeout period during which a good facility has been
received at the prior member input port MAl1lI, process 72 is
performed in which the first stage switch in first/thirad
stage 20, is dropped. Referring -now to Figure 5c in
‘combination with Figure 5b, process 74 is then performed
20 by which node A sends to node B a drop bridge request by
way of the X-bit channel from protection output port PAO.
The drop bridge request signal is sent continuously until
a bridge drop acknowledge signal is detected (decision 75).
The condition of the system with first stage switch 1SSW

25 dropped is illustrated in Figure 3f.

Referring to the node B side of Figure 5c, upon
receipt of the bridge drop signal on the X-bit channel,
decision 61 returns a positive result and process 62 is

30 performed in which node B drops the third stage bridge at
first/third stage 20;. Decision 63 determines if a new
bridge set request has been received (which is not the case
in the event of timeout elapsing), and is followed by
process 64 in which node B switches its transmit and

35 receive nodes to the <C-bit channel. Node B then
acknowledges the bridge drop to node A by way of the C-bit




¥ turn pl aced I n communi cation with a third matrrx stage_in, one of
F/third stages 20. Each of first/third Stagés: 20 and. cent er stages 22
breferably inplenmented as indivi dual ASI Cs controll’ed by and ‘i n

nication with its associated | PU 16," 18, respectively. As shown
gure 2, menber ports MAl through MAn and protection port- PA (i.e.,

A) are associated with a single one of first/third stages 20, nanely
/third stage 20; in this case, sixteen nﬂsmetblaseBesm wed by each
/third stage 20 in cross-connect 2A. ching of nmenber
MA1 t hrough MAn and protection port PA s control |l ed by
gle 1PU 16, nanely I PU 16[err]. Asga resul e preferred enbodi nent

e invention is inplemented in a highly di Stri but ed manner, as APU 12
not bechamwel effomn probactiiog bhepgtopprf:aBBbL t gn@r péeettews othé he

L B 5 U A0 BRbeu b OVl L 85 L0 L

is illustrated in Figure 3gq.

5 ' Upon receipt of the drop bridge acknowledgement signal
on path Py, at protection input port PAI, node B also enters
the monitor state (process 30). The protection path
between node B and node A is thus dropped, and is now
available in the event of another failure.

10 _

As discussed above, the failure illustrated in Figure
3e was a full duplex failure. In this example, however,
node A detected the signal failure first, and as such its
timeocut period elapsed prior to that of node B. As node B

15 has undergone a similar process in requesting the third
stage bridge in node A and itself performing a first stage
switch, node B will drop its first stage switch 1SSW' upon
elapse of node B's timeout period, and request that node A
drop its third stage bridge 3SBR by way of a C-bit signal.

20 Upon receipt of the drop bridge request, node A will drop
third stage bridge 3SBR, and issue an idle signal on the C-
bit channel from protection output port PAO. The system
will then revert to the normal full-duplex condition, as
illustrated in Figure 3h. Both of nodes A and B will be in

25 their send and receive monitor modes (processes 30, 40) ’
awaiting detection of the next failure.

it

Referring back to Figure 5b in combination with Figure

4, in the event that IPU 16, detects that another member of

30 the protected group is receiving a signal failure (SF*' at

member input port MA2I of Figure 4), decision 73 will pass

control to process 76 to effect a new bridge/switch without
waiting for the timeout period to elapse.

35 Process 76 is then performed to drop the first stage
switch from protection input port PAI.back to member input




fhort time such as on the order of 100 msec or Iess. .The

Fion of cross-connects 2A, 2B in providing gr-oup ‘facili ty prot ection
how be described in detail relative to the preferréd entbodi ment of the
Fion. This operation will be described relative to an exanpl e of

i i

port MAlI. This is followed by process 78 (shown in Figure

5c), by which node A sends a bridge set/remove request to

node B by way of the X-bit channel from protection cutput

port PAO, indicating the identity of the member (MA2I) for
5 which the new bridge is to be made.

The set/remove request is detected by node B at -
decision 61 in similar manner as a bridge drop request,
responsive to which node B drops the third stage bridge in

10 process 62. As the request is a set/remove, decision 63
enables process 65 to be performed by node B in which the >
requested new third stage bridge (3SBR'' of Figure 4) is
made in process 65, and a "good" signal is indicated by
protection output port PBO via the X~bit channel ¢to

15 protection input port PAI of node A. Upon detection of the
"good" signal at protection input node PAI (decision 77),
node A makes the first stage switch (1SSW'' of Figure 4) to
connect protection input port PAI to the route previously
followed by the failed facility at ménber input port Ma2I.

20 The result of this process is illustrated in Figure 4.

Upon making of the new bridge and switch, node A will
begin the time-out period (decision 57) and will also
determine if it should make a new third-stage bridge

25 (decision 51 et seq.), as in the prior case. Node B will
revert to the X-bit scan process (process 60) on its
respond side, also similarly as in the case of the original
signal failure. As in the prior case, if the new failure
is a full duplex failure, node B will request a new bridge

30 and node A will respond, in similar manner as for the case
described immediately hereinabove, so that full duplex
facility protection is effected for a signal failure during
the wait~-to-restore time.

35 The present invention thus provides cost effective
facility protection capability, where one protection path




‘response of the systemto a signal failure event, as shown in the
£ di agrans of Figures 3a through 3h and the flow chart of- Figures 5a
#h 5c. The nethod is preferably .inplenented in a conputer program
ling to which APU 12 and I PUs 16, 18 operate. It is contenplated that

- ordinary skill in the art will be able to readily inplenent the
descri bed hereinbelow into a digital_cross-connect w thout undue
ment ati on, based on the follow ng description: Fi gure 3a

‘rates cross-connects 2A, 2B in a nor nal TEtShtetHasfBeerReplasedcat i on (i . e.,

pup facility protection switching effecte it her, for the
e of a single group of paths protected a = present
ion. O course, as noted above, olther paths between Cross-connects

B may be in communicatigon_w th one another and wi th other networks and
k can protect nultiple member paths assigned to the same

first/third stage, or input/output "bay" (i.e., circuitry
served by a single IPU). As a result of the control of the
group facility protection in a distributed manner, facility

5 switching may be effected in an extremely rapid manner, for
example on the order of 100 msec or less from a signal
failure. 1In addition, use of the C-bit and X-bit channels
in the DS-3 data frame allow for the necessary
bidirectional communication to effect the group facility

10 protection within the available 'DS-3 bandwidth. As a
result, high grade of service may be provided by the v
present invention at a much lower cost relative to
conventional 1:1 protection schemes.

15 While the invention has been described herein relative
to its preferred embodiment, it is of course contemplated
that modifications of, and alternatives | to, this
embodiment, such modifications and alternatives obtaining
the advantages and benefits of this invention, will be

20 apparent to those of ordinary skill in the art having
reference to this specification and its dfawings. It is
contemplated that such modifications and alternatives are
within the scope of this invention as subsequently claimed
herein.

25




s. In addition, network elements such as FOTs,.-drop/ add. boxes a
ke may be in place between cyoss- connects: A, ZB “But- are not sh
gjure 3a for the sake of clarffty. .~ . Referring first to
connect 2A, | ocal transm ssions which are to be conmunicated to
connect ZB by way of group protected facilities are recelved by

third stage 20[err] at head i nput ports All, st age

] serves as a first stage in the d os matrix at tﬁllssShg,QHgtBee,ﬁ&glaced
i cates the received

transm ssions, via center stag
third stage 20[err] serving as the third stage for. || |on
third stage 20[err] .connects the signals fron1port

r out put ports MAL1O, MA20, respectively, for transm ssion as a DS 3

ity to cross-connect 2B via paths 4[err], 4[err], respectivety {the—
clature 4[err], for exanple, indicating the si rrpl ex sm'mmm“mmmmm
‘;yén' 92AD028 with reference numers

1. A method of providing facility protection by way of a
otection path (P) assigned to a plurality of bidirectional member
iths (4) Dbetween first and second nodes (A, B) in a
.Jecommunication system, said first and second nodes (A, B) having
8@ plurality of member ports (MA, MB) for communicating a plurality
&¢ facilities along said member paths (4), and having protection

orts (PA, PB) for communicating a protection facility along said
Brotection path (P), comprising the steps of:

8 detecting (30, 31) an error condition in the facility
#eceived at a first member input port (MAlI) of said first node (a)
drom a first member output port (MB1l0) of said second node (B):;

1 responsive to said detecting step (30, 31), transmitting
34) a bridge request from said protection port (PAO) of said first
Bode (A) to said second node (B):

3 responsive to said transmitting step (34), bridging (46)
Be facility from said first member output port (MB1O) of said
fecond node (B) to a protection output port (PBO) of said second
%ode (B) coupled to said protection path (P):; and

3 after said bridging step (46), switching (38) said first
gode (A) to receive the facility from a protection input port (PAI)
3t said first node (A) coupled to said protection path (P).

4 2. The method of claim 1, wherein said member paths (4) are
3 the DS-3 type;
i and wherein said transmitting step (34) comprises:

transmitting (34) a bridge request signal by way of the
Fblt channel.

3. The method of claim 1, further comprising:
after said bridging step (46), monxtorlng (33) the
h0111ty at the protection input port (PAI) of said first node (A)
t determine if the facility received thereat is valid:

wherein said switching step (38) is performed responsive to
fld monitoring step (33).

: 4. The method of claim 1, wherein the facility transmitted

{f a first member output port (MA1lO) of said first node (A) to a

ﬁrst member input port (MB1I) of said second node (B) corresponds

a signal received at a head port (AlI) of said first node (A):
and further comprising: .

after said switching step (38), monitoring (51) said head

'rrt (A1lI) to determine if the signal received thereat is valid;

: responszve to said monitoring step (51) indlcating that
:he signal received at said head port (AlI) is valid, bridging (50)

:he facility from said first member output port (MA10) of said




i cations from cross-connect 2A to Cross-connect 2B) . ot
Member out put ports MALO, MA20 © {and: thelr correspondi ng

input ports MAIl, MA2l) constitute the nenbers of the group for
facility protectlon is to be

is Sheet Has Been Replaced
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first node (A) to a protectlon output port (PAO) of said first node
A) coupled to said protection path (a).

5. The method of claim 1, further comprising:

‘after said switching step (38), monitoring (51, 59, 71)
#me facility received at said first member input port (MAlI) of
v . $aid first node (A) to determine if it has been valid over a
. Jelected time perlod, and
3 responsive to said monitored facility having been valid
jver the selected time period, reswitching (72) said first node (a)
#to receive the facility from said first member input port (MA1I).

6. The method of claim 5, further comprising:

. during said step of monitoring (51, 59, 71) the facility
freceived at said first member input port (MA1I) of said first node
32) to determine if it has been valid over a selected time period,
detecting (73) an error condition at a second member input port
§M2AT) of said first node (A):

3 responsive to detecting (73) the error condition at the
second member input port (M2AI), reswitching said first node (A)
o receive the facility from said first member input port (MA1lI)
find transmitting (78) a remove/set bridge signal to said second
fode (B): .
; responsive to said step of transmitting (78) a remove/set
$ridge signal, bridging (65) the facility from said second member
futput port (MB20) of said second node (B) to the protection output
mrt (PBO) of said second node (B); and

after said step of bridging (65) the facility from said
wcond member output port (MB20), switching (80) said first node

{A) to receive the facility from the protection input port (PAI)
W said first node (a).

i 7. The method of claim 1, wherein said error condition is

felected from the group consistlng of loss-of-51gna1 loss-of-frame
fd alarm indication signals.

. 8. The method of claim 7, wherein said error condition
firther comprises excessive error rate conditions.

9. A cross-connect system (2A) having group facility
frotection, comprising:

a plurality of member input ports (MA1lI, MA2I) and member
fitput ports (MA10, MA20) arranged in pairs, so that each member
fMput port (MA1I, MA2I) and a corresponding member output port
a10, MA20) are bidirectionally coupled to a path (4,, 4,);

a protection input port (PAI) and a protection output
fort (PAO), coupled to a protection path (P) and assigned to said

Furality of member input ports (MAlI, MA2I) and member output
Trts (MA1O, MA20);



ted by the present invention. As noted above, the,nunber""of",rrenbers
e group may be nuch larger than two, such as up to.fifteen protected
rs; for the sake of clarity, the exanple i | l'ustrat j lgure 3a

two nenber ports as being.i-n the protected group. Assomated W th

r output ports MALO, MA20 is protection output port GohHasBeenReplaced
tmented in first/third stage 20[err] and connected to p

]. The facilities transmtted on paths 4[err], "mﬂ!mﬂ
ecei ved by cross-connect 2B at nenber input ports MB1l,

pction i nput port PBI, respectively, which are inpl errent ed at
/third stage 203. ThIS portion of H-+st+thi+d—stage 20[err] serves as

irst stage of the Cos matrix, and " recei ved

ities fromnenber input ports MBI, ﬁmm mmmnﬂ“ler stage 22B to

rg/third stage 20[err] (in this gxarrpl &), Swhi cH" prfesénts the received
@ m ssion to the |local side of cross+connect 2B

a central processing unit (12), coupled to a bus (BUS):

a cross-connect matrix (20, 22), coupled to said bus
4 (BUS) i :
1 ( : an interface process:.ng unit (16, 18) coupled to said
dpus (BUS), to said member input and output ports (MA1I, MA1O, MA2I,
4220), and to said protection input port (PAI) and protection
foutput port (PAO), said interface processing unit (16, 18) for:
monitoring (30) said member input ports (MA1I, MA2I)
to detect an error condition:;
' requesting (34) a bridge from said network
_,responSJ.ve to a detected error condition at a first one of said
pember input ports (MAlI): and

switching (38) to connect said protection input port

{(PATI) to said first member input port (MA1lI) to receive the
jfacility thereat, after said requesting (34) step. :

10. The system of claim 9, wherein said cross-connect matrix
§{(20, 22) is of the Clos matrix type, having first (20), center (22)
and third (20) stages:;

wherein said interface processing unit (16, 18) comprises:

' a plurality of interface processors (16); and

: a plural:.ty of first/third stage circuits (20), each
coupled to an associated one of said plurallty of interface
iprocessors (16):

and wherein said plurality of member input ports (MAI1l, MA2I)
and member output ports (MA1O0, MA20), and the protection input port
(PAI) and protection output port (PAO) assigned thereto, are all
‘associated with the same first/third stage circuit (20,).

11. The system of claim 10, wherein said interface processing
unit (16, 18) requests a bridge by transmitting (34) a br:.dge
request signal from said protect:.on output port (PAO).

12. The system of claim 11, wherein the plurality of member
*input ports (MA1I, MA2I) and member output ports (MA1O, MA20), and
the protection input port (PAI) and protection output port ( PAQ),
ire all of the DS-3 type:

and wherein said br:l.dge request signal is communicated by way
°f the C~bit channel.

13. A telecommunicatibns system, comprising:

a first cross—-connect (2A), comprising:

: a plurality of member input ports (MAlI, MA2I) and member
‘utput ports (MA1O, MA20) arranged in pairs, each member input port
{(MA1I, MA2I) corresponding to a member output port (MA1O, MA20):;

1 a protection input port (PAI) and a protection output
Port (PAO), both assigned to said plurality of member input ports
fMA1T, MA2I) and member output ports (MA10, MA20); and




LT Nad

ead output ports B10, B20, respectively. I n.the -normal -Eonmuni cation
e of Figure 3a, protection input port PBlI is tsolated fromfurther
nication to within cross-connect 2B. As shown in Figure 1, the
ni cati on between cross- connects 2A, 2B is of the fuII dupl ex
rectional) type between individual nenber ports. Replaced

c@ef ore, cross-connect 2B receives a transmission fro e at

ports Bll, B2l in first/third stage 20[err], WhIC
conguni cates the received transmssion to flrst/thlrd stage V|a
cenger stage 22B.  First/third stage 20[err] thls portlon serw ng as a
thigd stage of the Clos matrix) conple i nput port
Bl § B2l to |
||II||I| |l|||| I|I|| I|||I iil”
] 4

‘ an interface processing unit (16,) coupled to said member
jnput (MA1I, MA2I) and output ports (MAlO, MA20), and to said

pr rotection input port (PAI) and protection output port (PAO), said
interface processing unit (16,) for:

monitoring (30) said member input ports (MA1I, MA2I)
{to detect an error condition;

issuing (34) a bridge request signal from said
portection output port (PAO) responsive to a detected error
icondition at a first one of said member input ports (MA1lI):; and
switching (38) to connect said protection input port
.(PAI) to said first member J.nput port (MAlI) to receive the
ifacility thereat, after said issuing step {(34); and
a plurality of paths (4, P), comprising a plurality of member
communications paths (4) coupled to said plurality of member input
{ports (MA1lI, MA2I) and member output ports (MA2I, MA20) of said
{first cross-connect (2A), and a protection communication path (P)
jcoupled to said protection input port (PAI) and said protection
output port (PAO) of said first cross-connect (2A);
a second cross-connect (2B), comprising:

a plurality of member input ports (MB1I, MB2I) and member
output ports (MB10O, MB20) arranged in pairs, so that each member
{input port (MB1I, MB2I) and a corresponding member output port
(MB1O, MB20) are bidirectionally coupled to a corresponding member
output port (MA10, MA20) and member input port (MAlI, MA2I),
respectively, of said first cross-connect (2A), via a corresponding
one of said plurality of member communications paths (4):

_ a protection input port (PBI) and a protection output
port (PBO), both assigned to said plurality of member input ports
(MB1X, MB2I) and member output ports (MB10, MB20), and coupled to
said protection output port (PBO) and said protection input port
(PBI), respectively, of said first cross-connect (2B), via said
brotection path (P):

: an interface processing unit (16,) coupled to said member
ilnput (MB1I, MB2I) and output ports (MB1O, MB20), and to said
Protection input port (PAI) and protection output port (PBO), said
interface processing unit (16,) for:

responsive to said bridge request signal, bridging
{46) the facility from the first member output port (MB1O) of said

.;Second cross—~connect (2B) to the protection output port (PBO) of
faid second cross-connect (2B).

* % % % *



Enber output ports I\/ﬁ(sﬂSNBZO respectively, .for cqrmunication t(é
b- connect 2A via paths 4[err], 4[err], respectively: In.addition, '
pction output port PBOis inplenmented at first/third stage 20[err], and

bnnected to path Plerr]. 0ss-cohnect 2A receives paths-4[err],
Plerr] at menber i nput poWAD |, MA2l, and protection i4fput port
respectively, inplementCdibuglasf Rickardsbnrd stage 20[err] (this .
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on thereof serving as th@/ﬂ&t stage of the CJos. matrix).- First/third
b 20[ err] communicates the facilities received at: menberr i nput ports
MA2] to head out put ports A10, A20, respectlvely, | ocat'ed at

/third stage 20[err], and thus to the 1ocal side of cross-connect 2A,
eting the full duplex connwp between Cross- connects 2A, 2B. -
ection i nput port- PAI g |sc1la‘§ from center stage 22 in the nornal
nication state illustr 'lD@ Certain constraints _
di ng the assignment of ne Mto certain first/third stages 20

o d be noted fromFigure 3a. Firstly, to effect rapi—ery. Gup facitity
ofeCction swt(

n ” n moer érﬁ{eblgceahe
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emented within the sane f&,éﬂ@ hird stage 201 i.p cross-- connect 2A; and
uch are under the control of a single I'PU ‘16[ err] -(see Figure 2).

arly, nmember input ports MBI I, MB2l and nmenber output ports MB10, MB20

all inplenented within the same first/third stage 20[err] in

|ls- connect 2B, under the cont b 2 a single IPU 16[err]. However, It

ei t her essential -nor %g% the head ports A B (i.e., not
Mers of the protected gmﬁ?}'g 450N i nput  and output  si des

phy ically present within the &b
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rst/third stage 20, as is tﬂ}e/A@e in cross- connect 2B of -Figure 3a
input ports Bll, B2l and output ports ‘B10, BZO) bn addition, it is
jlecessary that t he group of head ports associ at ed W|th t he group

cted transnission be located in the sare first/third stage 20; for

| e, head input ports All and A2l may be inplenented in different
/third stages 20.fromone a . I'n addition, as will be
Ment fromthe descripti o€.Doegles Riciavdsont he menber ports Mof the

cted group are preferably mg}aoqudﬁl n a correspondi ng manner W th one
1 , S0 that communi cation concerning the group facm
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ected to nmenber i nput port5/b/p17,| MB2I, respectively, of cross-connect
onversely, nenber output ports IVBlO IVBZO ar e “connect ed to nmenber
ports MAIl, MA21, respectively. Protéctiom input and out put ports

a PAO, PBI, PBO are similarly-connected to one another. In the
depl e of the operation of theg&éﬁ féred enbodi nrent of the invention

& i bed herei nbel ow, a signal P8 sk is occurrl ng in the facility
reC|ved at menber input pdt.Dowglos Richardson A (i.e., cross-connect 2A), as

gn in Figure 3a. Si gnal fALLcsozgq-csorresponds to a "hard" fa| I ure for
thegfacility, indicat ed by a particular signal bei ng—transwt

LT arrsTTr o (. vvl

t hefjeal ong. . Exanpl es of conventional hard failure l aI s incl ude

| 0s§- of - si gnal ) - g )al ar ﬁl
. As isjwell known, the ATS signal.1s si gnal _'tra
irgt networkfej ement receiving an alarmgigpal suchias

prevent the oroaagat%(@ of
LA._, A "- -
T I HeX ~
« J
i i
P bl I~
o — Wi - N E
@& 2 1212] [&]]| &
T & T S
| ™
o \ ~——
g" 2}
o N (o]
~N

a8

/

228
NODE B

FIG.

T<20,
v,

oz
@
5]
o~
f T 1"
(7] L \.g
e B Ne) -] -—l &N o
\ P LE]S sllz|g| |
l l ! Lo
m
.93 o <
o fos]
= 7 RS
-
8 <9 | L&
S L
1L
=
-t A [oa]
o<4——j > S
o —~ 9 o
2|8 gl |=Z|< = -
LY ﬁ == Q. o
A L ) N
o N
R~ .

3SBR'

2091

%‘
22A
NODE A
XBIT REQ

\
/

\
1SSW

— e

(1st STAGE)

MA1[
MA2]
PAL

FROM —> All
LOCAL __ i A2] }—»
f




-}
W“

=2 £, E—
= 3
a == .
. = o8 9L vae, <
=% iI= - v
s - o — _ :

E 0 g 300N
 : : m nmw val, Ve 1 ¥y 300N
Q- _ 144 | AEsE NSS! ' f F Aﬁ
52, ] 18d osd = | m
£:3 /\,.,% T & N v

N enpyrn

e ~——{izan}> YasE |
26§ o fion] o T
55 i, 3 1aN 01BN o
5. BEZ (3ovLs 151) = =
@ e Bi5 [ (39V1S PIE) BYg - (3ov1s / \ ®
Wm g - pX) (3oVLS 181)
Dop S
== <
253 / \
ol . W01~ Je -
oc o ' I /
T ' NO¥d » 1 118 | / - o_M lv#.ms <1 / =l
5° % TS0z foe—¢ — =B N Ilﬁ%u
£ = +~%z %zt
1 . ~ W01 | |
-° m<w.v / - "
x avl,,
R

[




lities, rather than enti re?,%i , and thus can effect swtching of
vidual paths within a line based on their-statts-"As a tesult, soft:

brs may al so be monitored by the present invention, inhcluding excessive
br rate conditions. These soft error conditions relate to neasured

pr ed seconds over a period of _tine; exanples of such conditions are
g ded in the table herei nbel 324002 28 10 errored seconds (ES) in

nutes; or g&4DdgldsnRichardson or 4 severely. errored

®nds (SES) in 24 hours WACB0ZM-ES i s defined as any second Wi t hin
#¥h a coding violation is detected, and where an SES 1S défined as any
send I n which nore than 44 coding violations are det eg{,mee(tm@een

Réplatdd’ OF
ratg of greatef Than IU[ErT] Seclertir. These sott erro
preferably diffler in type and I n_degree I”III
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from conventional performance nonitoring thresholds; so that facility
itching may be used to av%n?;ﬁ;uadation in the grade of service for the
hcility. These threshold ertdr Tates nay.al so be-admi ni strabl e, allow ng
e systemoperator to increase or decrease the.sensitivity.of facility
otection switching by adjusting the threshold values via APU 12. As hard
ror conditions (LGOS, LOF, AIS) are separately nonitored, these threshold
#finitions are purely for err@gapQggconds due to coding violations, and do
®t include errored second : sence of LOS or AI'S conditions
Rhich are inctuded in theéégﬁgéigﬁgg? ggfrored seconds definitiofis).
§ may be preferable in many I'at4 ons, however,_to not nonitor and
efffect group facility protection based on excessive error rates, but to
pjovi de group fraeiity—switching only due—t-o—hard fai IThis Siset Hi{Ben RplBQCaUSE
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As a result,

one protection path is pr&fifdpd for the nultiple menber .paths in the
up, and because the facility sw tching accordifig-to this$ invention

| i zes communi cati on between nodes to effect the desifed bridge and
tch conditions.

is preferable to maximze the

C.Douglas Richardson

qilability of the protection Q@ﬁﬁﬂﬁso that the tinme required to switch
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he protection path in the’}@qﬂyﬂ:}f a hard failure is m.ninzed. As
fic over the protection path increases; such as- would oecur in the
it of error rate initiated swtching, the |ikelihood increases that a
| error facility protection switch vvould require restoration of the
ection path traffic to its o | nmenber port, which increases the

ching tine required. As I on 'of switching due only to hard
M ures greatly inproves t@j’%‘ﬂhsc ic ad{spr,xre per f or mance. The
@ owi ng description will thusALBéUZ/"mﬁ ed to the case of group facility
@ ection switching responsive to a hard failure weendition (1Q0OS _ |CF,
- B It 1is contenplated, however, that |nsert|on of error rate
Psholds intplthe monitoring and swtching routip Sﬁeqnéiiepiacs«bul d
ily be ef_;_% dted by ane of ordinary skilllin the art ce to
speci fi AaL ijon anéiai he draw ngs.
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Fes 5a through 5c¢ present/éﬂfl/oaghart of the nethod of "the preferred
Hi ment of the invention, relative to ah'exanplé _of the gfoup facility
bction switching in resolving a signal .failure conditi this flow

, the operations of both the requesting node afé Shhey, te node
ondi ng node) are separately igjapgpgated. It is tﬂ”@@ﬂﬁ‘d@d

_ er, that as both tross- . are simijl ) ted to

cfate in the same way to e?%gggé@zgﬁ%ﬁhi ng, the MOde Wil |
@ be operating as a requesti . Jand vice versa, in substantially a
@enpor aneous manner with the
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foperations il]ustrated in Pﬂébr¢§45§ t hrough 5c -¢(both nodes ‘A and B

“the request and respond functions shown ih Flgures 5a 't ht ough 5c¢).
‘cont enpor aneous operation will often occur, given that many facility
line failures have bidirectional effect. In the group facility

ection schene accordlng to tig2AD02Berred enbodi ment of the invention,
glver, one of the nddes wi plnsflheRichdigséi gnal failure condition prior to
3 ot her . Therefore, for purpﬂggﬁ) /i §Iar|ty of description, node”A

;:ss- connect 2A) will be the node to detect the signal failure in
exanple, and wll be the requesting node;
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erably selected in a manner consistent wt
ification, for .example, i%2AD038ility p

pondi ng - node.

é‘ﬁ% B&hR

b T

In

B B (cross-connect 2B) t the res [
ess 30 of Figure 5a, féb\l&e’?ﬁgrms a periodic scan.of those nenber

t ports MAI of the protected,group to deW
ition (LOS, LOF, AIS) is being received of the s

fai'lure
can S

gis to be

Bcted within 100 nsec of CAotglastRickardsem pe I'l allow 80
for response to a detected (308M—8 n deci t of the
of process 30 is determned; if a signal fail ure I's found, control
es to process egin t Wi t chi.ng proces This ':qu-ng S

perfgormed by | PU,L1p ontrpl i d ¢tlage 20[errg. | f

4i gnal3 f aiBuw B &7 ed, gr‘acgc Q ‘g—’ 3%

s > 3 \E|B= o & ;% Se

' w m>i[': & a & =1 na F AT ma bl

| = 2| \&g / |28 5%| (28] |53

S = S &= = Xzl IR2

i & S =) 7 =& L& ==z

by N T
\ o o W R }:
=) \ =] [ez2e
o= \ =X o=
S \ & -—— =
Ha \ zwl |25} |
S8« \ A2 |FP
2y b “TEl |9 !
| T 1 ]
) \' *
G — o G ——— — ..‘_\ __________ —1 _____ —
Vo
<5 Vo
w AN
eS8 [
\ u-l
=g Vo
\\ \ O
\.
LR ‘0
oy .
Vo E
Vo
- =
I
\
P\
P
g1 !
8 Skl |
o &S S
E Q\ A .:g l '-:
3 XQ I -3
&= X8 -
25| | 3
x
- Sz
] I‘E'\.""whm-‘ =& 2
5 — 333 5o ©
Ela 'xg'&‘ g’Ju)&".
z— 2SS =5 =
£ Hys » = =
o= =)
(2+] gl—-—




gpor red by which node A maintains transmtting of the NID condition on
ection path P, indicating that protection is not required. As discuss
i nabove, the bandwidth of DS-3 systens is insufficient to allow use of
re bytes of information between nodes, as is used for fiber optic |inée
Bcction according to the SONMI standard. According to the preferred

diment of the invention, certain bits (e.g, the Gbits) in the DS-3
frame

S
cet Has Been Replaced

\\II\I\\ I

A telecommunications system having 1:n group facility
protection is disclosed. Two cross—-connects (2A, 2B) are provided,
each organized in a distributed fashion, and which have a group of
member ports (MA, MB) bidirectionally coupled to one another in
corresponding fashion via a plurality of paths (4), such as of the
DS-3 data frame type. Each of the cross-connects (2A, 2B) also
include a bidirectional protection port (PA, PB), coupled to the
protection port (PB, PA) of the other cross—-connect (2B, 2A) by way
of a protection path (P), also preferably of the DS-3 type: the
protection port (PA, PB) for each cross-connect (2A, 2B) is
assigned to the member port group (MA, MB), and is implemented to
be managed by the same distributed interface processing unit (16)
as the protected member port group (MA, MB). The cross-connects
(2a, 2B) monitor (30) their member input ports (MA, MB) for
received facility errors, such as signal failures (SF) or excessive
failure rates, and request (34) a third-stage bridge from its mate
cross-connect (2B) in the event of such error. Upon receipt of a

_good signal at the protection input port (PAI), the requesting
‘cross—-connect (2A) effects (38) a first stage switch (1SSW), so
that the previously failing facility is received over the
protection path (P). Communication of request and acknowledge
signals over the protection path (P) is preferably by way of the
C-bit and X-bit channels, for DS-3 paths. The switch preferably
reverts (72) to the normal condition responsive to the facility

becoming valid for a timeout period at the original member port
(MA1X).

act h isclosure

e




1:9 transmtted al ong protection path P are used te:eofmiini.cate requests,; "}

responses, identifying information, and status | WfOI’n’B.tI on "

Accor di ng to the preferred enbodl ment  of

Tk : e X-bit and CG ,

*¢nmuni cate group facility prot;,ect i on i nf_ _

As nore bits are available in the Chit- Chanﬁ‘el
“the X-Di : ~per frame, the C birtlchannel :is used for such

gvai |l abl e; the X-bit channel_i’s then' ised:T . (kI DS:.3

|€ INECTIQ! .;-LL-!;!; BQEION IN A [DIGTEAL data franme ™

B t he deRfiafibl AR QON e8IBMd X-bits, may be found
| ) tlonal St andard ANSI T1 107a. 1990 (suppl emrent of 1990).
This invention is in the field of digital

telecommunications, and is more particularly directed to
monitoring and redundancy schemes therein.

As is well known in the art, significant advances have
been made in telecommunications systems over recent years,
particularly in the rate at which information can be
communicated. Modern digital telecommunications systems
and communication media provide very high bandwidth, such
as the 44.736 Mbps data rate provided by the DS-3 data
frame standard. Furthermore, conventional fiber optic
cable and systems can provide even higher bandwidth and
data rates by time~division multiplexing of up to twelve
DS-3 lines, providing bandwidth of up to 536.8 Mbps.

These extremely high bandwidths now available in ‘
digital telecommunications systems have enabled the
communication of large volumes of data at high speeds.
Since voice channels require very little bandwidth (on the.
order of 4 kbps each), a large number of voice channels may
now be communicated over a single communication line by way
of time division multiplexing. The available bandwidth now
also enables the communication of large blocks of digital
data from computer-to-computer, as well as digital data
representative of other media such as video displays.

Unlike voice transmissions, however, in which some
amount of errored signals can be readily tolerated without
garbling of the message, the successful transmission of .
digital data among computers requires high reliability and
high quality transmission. Accordingly, conventional
digital cross-connects now provide "performance monitoring"




Process 32 is performed by IPU 16, via first/third stage 20[err], to
\present an "NI'D" signal over path Plerr] via the Gbits; the frane

transmtt e standard DS-3 —‘"‘I‘ITI‘E”_‘S"I_QTTHI——_KCCOI’dI ngly,
node B ISR@LQOEMEN% from node A perform ng process 32, that the

protection p 'S availale(fromnodernthe event
a signal fhi |qu1g19¢cte , such as sign rture SF on the facility
recei ved by - er I nput porit PAIl, process 34 is performed by which
first/third i sisues a bridge request -signal from protection

out put porfy PAO to node B. I's bridge request signal is co ni cated by
way of thele—bt—ctmannel, and indicates bot Hthat—a—bri-dge~-s-'request ed and

a0 the MEIRSLLAIPULe PY ”qaw;'chpw? Shgnahs LAl kHLeeSEokSdeL gk ed (in
received d:.gltal data is monitored by way of cyclic
redundancy check (CRC) and other conventional c¢oding
techniques. Such performance monitoring is used to ensure
the desired grade of service desired by those
telecommunications customers paying premium tariffs for
high quality and low error rate communications.

Conventional telecommunications systems also generally
provide some amount of redundancy so that fajilure of a
telecommunications line or network element does not result
in the loss of the communicated message. Conventional
telecommunications systems with performance monitoring have
implemented certain alarm conditions by which a human
operator is alerted to events such as "loss of signal" and
to error rates exceeding various thresholds. In response,
the operator can manually switch to a redundant line to
again enable communication of the digital data in the
system. Of course, the procedure of generating an alarm
condition and the manual switching of input/output ports to
other lines cannot be effected quickly.

By way of further background, conventional fiber optic
terminals (commonly referred to as FOTs) have implemented
1:1 redundancy for the fiber optic lines in a system, with
some amount of automatic switching. According to this 1:1
redundancy scheme, the overhead porticon of the bandwidth
is monitored to determine if ‘a loss-of-signal ("LOS") or
alarm indication signal ("AIS") condition is being
received. In these FOT 1:1 redundancy schemes, upon
receipt of an LOS or AIS signal, the FOT will automatically
switch its transmission to the other of the two fiber optic
llnes, enabling transmission of the data despite the
failure of the first fiber optic line.



Meanwhi | e, node B has been perform ng process 40 and decision 41, by whi
;the DLt bits | n—S-b+t -6 20
noni tored peri c@EP&MEMWBSﬁM ne if a bridge request or other signal
whi ch node B i g tjoTespond~tsTresent. |f
0 1 MAR 1997
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In addition, other conventional telecommunications
systems include 1:1 redundancy schemnes. However, since
such protection schemes require that both the cabling and
the input/output ports from cross-connects must be doubled
from that required to carry traffic, such protection
schemes are quite expensive and are thus available to
customers only at high premium rates. As a result, the
implementation of such protection schemes is generally
limited to high grade of service communication, such as for
the telecommunication of computer data. '

By way of further background, conventional fiber optic
systems operating according to the SONET standard can
include 1:n line protection, in which one of several fiber
.optic lines in a group can be switched to a protection
line. Such a protection scheme is described in the SONET
specification TA-NWT-000253, Issue 6 (BELLCORE, September
1990). As noted above in the 1l:1 fiber optic case, this
protection is. provided based on line data, with entire
lines switching to the protection channel; no protection is
provided on a path-by-path basis. Furthermcre, the
communication between nodes according to the SONET 1:n line
protection scheme is by way of the K1, K2 bytes in the line
overhead data. However, the use of such protocol is not
available for providing 1:n protection of any kind,
especially path protection, to a DS-3 network, due to
insufficient available bandwidth.

It is therefore an cbject of the invention to provide
a method and system for providing facility protection for
a group of paths in a digital telecommunications systen,
where one redundant channel and port can protect multiple
member ports.

ch

to



no’bridge request is received, nonitoring process 40 continues. However,
.a bridge requ‘gL_ngnaL_Lﬁ, ived over the C-bit channel, processing of

| f

the request b 43, in which the priority of the request °
. st DYREPIACEM P

is determ ned

the function ang f rt or intervention. An exanpl e of such
priorities afelas follows: Functi on

Priority PROTECTI ON LOCKEDQ} QUT H GHEST FORCED
SW TCH i SECONG SF CONDI TI ON DETECTED

THI RD MANUAL SW TCH FOURTH

It is a further object of the present invention to
provide such a method and system which is useful in DS-3
bandwidth communications systems.

It is a further object of the present invention to
provide such a method and system which effects such
protection utilizing available bandwidth in a DS-3 standard
systemn.

It is a further object of the present invention to
provide such a method and system to provide such protection
where the switching time between the member and protection
channels for a failing path is extremely short, such as on
the order of 100 msec or less.

It is ‘a further object of the present invention to
provide such a method and system which is revertive, in
that the protection path is freed upon the member path
returning to a good signal condition.

It is a further object of the present invention to
provide such a method and system in a distributed manner in
a digital cross-connect.

Other objects and advantages of the present invention
will become apparent to those of ordinary skill in the art
having reference to the following specification together
with the drawings.

priorities are assigned to bridge requests
according to the @%fl\ﬁ&m7 odinment, to allow for flexibility of use of
op



VWAI T- TO- RESTORE LONEST The Protection Locked

Qut state corresponds to the condition where APU 12 has di sabl ed the
group facility_protection; in this case, if an SF condition is detected, no
bridging or s p;mam/i 'Tlsr mgf f ect ed. Locking out of protection nmay be
enabl ed manual " tically upon detection of an excessive

switching ratie - Ob fMﬁ‘n@gi tad avoid oscillation. A forced switch is a
hi gh priority ntra i ; laisubsequent SF condition will also be ignored
in this case. tection of an $F condition will.effect a swi.tch if the
protection path is idle, or wiljl overrédde a prior use of the protection
path if initi )f a normal manual switch or a switch in

wait- to-restore node (as will be described hereinbel ow).

e escriptio e awi

Figure 1 is an electrical diagram,‘ in block form, of
a telecommunications system in which the preferred
embodiments of the invention is used.

Figure 2 is an electrical diagram, in block form, of
a digital cross~connect system in which the preferred
embodiments of the invention may be implemented.

Figqures 3a through 3h are matrix diagrams of a digital
cross-connect, illustrating stages in the operation of the
preferred embodiment of the invention responsive to an
exemplary signal failure.

Figure 4 is a matrix diagram of a digital cross-
connect, illustrating the operation of +the preferred
embodiment of the invention in performing a facility
protection switch to a second signal failure.

Figures Sa through Sc are a flow chart illustrating
the operation of the preferred embodiment of the invention
in the manner illustrated in Figures 3a through 3h and 4.



21 I

f the SF condition priority is insufficient to override the
priority of the current use of the protection path (if the protection path

t he

is not idle)—process.42.1s effected by node B, and a reject response is
sent from |REMACEMENDGHNET [port PBO to protection input port PAl over
C- bit channg~—node—-tten rjeturns to nonitor state (process 40).
0 1 MAR 1997
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of t ve o)

The invention may be implemented into a pair of
digital cross-connects in a closed system relative to one
another, by providing each with a protection port assigned
to a group of member ports connected between the cross-—
connects. The cross-connects are of distributed type,
having interface processor units controlling the switching
among the group of member ports and the protection path
responsive to signals communicated from the mate cross-
connect along the protection path. Group facility
protection is effected upon detection of an error
condition, by the cross-connect requesting the other
(responding) cross-connect to bridge the facility to the
protection path, which it effects. Upon the requesting
node receiving the valid facility, its input stage switches
to the protection port to receive the facility. After the
switch, the requesting node monitors the member port from
which the facility for a wvalid signal continuing for a
specified time, responsive to which the requesting node
switches back to the original member port and instructs the
responding node to release the bridge.



Ifthe priority of the SF condrtron I s adequate, decision 45 is perforned
by which the rg—Hoge 'nterrogates the head port associated wth the
"request ed brfi EKEEE"EL ffat no hard failure is present thereat. In this
exanpl e, |IPY 165 of nodé B ¢xam nes the status of head port Bll, to
determne if J0OPMARA99y is|present thereat; if not, the reject response
Is sent by pgrqgtection outpug port PBO via the C-bit channel to node A
(process 42). Hr—ebthel case, if the reject response signal is

recei ved by |node A over the Cibit chammel, decision 33 returns a negative
response and walt State 36 TS entered. After el apse of the wait period
(e.g., 10 seconds), the brrdge request of processes 31 and 34 is repeated
by request.- ! : f : » e is clear and if

Q)

Figure 1 illustrates, in block form, a <closed
telecommunications system within which the preferred
embodiment of the invention may be implemented. According
to this example, two digital cross-connects 2A, 2B each
have a group of member ports in communication with each
other over an associated number of routes. Member ports
MAl through MAn of digital cross-connect 2A are in
communication with corresponding member ports MB1 through
MBn of cross-connect 2B, via paths 4, through 4,.' The
groups of member ports MAl through MAn and MB1l through MBn
comprise the group of ports to be protected by a protection
path according to the present invention. By way of
example, fifteen such member ports MA, MB (i.e., n = 15)
may be assigned to a single protection group, protected by
a single protection channel.

As is well known in the art, the term "path" refers to
a digital data channel that is communicated in a time-
-division multiplexed fashion along a "line”; as such, a
"line" includes many paths, as well as framing and other
information concerning line status, synchronization, and
the like. Also as is well known in the art, the term
"facility" refers to path data as it is received by a
switch or cross-connect. As will be apparent from the
description herein, the present invention is intended to
provide facility protection for telecommunication, in that
individual facilities are monitored and switched without
requiring switching of and redundancy for entire lines. Of
course, the present invention is also capable of protecting
against line failures.

In this example, each of paths 4, through 4, are DS-3
paths, communicating digital information between cross-



[ f* i nput hea@—port-Bii al i d signal, process 46 is then perfornmed by
~which IPU 16 PEA@EQ&HHQ__@EYfeCtS a third stage bridge (3SBR) in
first/third 5t¥gé”70|err]; singe both ports MB10 and PBO are within the
sanme first/thind gtﬂggRaw%r ]{(and thus within the same ASIC, in this
exanpl e), thijs jbrirdge may beipérfornmed by a single wite operation from | PU
163 to first/jt hiwd—stage—203. This operation bridges the path from head
i nput port Blil to both nenben_dutput port MB10O and al so to protection
out put port PBO;Pproviding a "good" ssgnal over path 4[err] to node A
Deci si on 33

connects 2A, 2B in time-domain multiplexed fashion. Other

network elements may be present in the route between cross-
connects 2A, 2B, such as fiber optic terminals and the like
which further time-~domain multiplex the DS-3 communications
onto a fiber optic line (e.g., an 0C-12 fiber optic line).

Since the 1l:n group protection provided by the present
invention can protect only cne of the members of the group
at a time, however, it is strongly preferred that each of
the member pairs MA, MB be connected to .one another by way
of physically separate lines (i.e., eac¢h path 4 béing on a

- separate line), so that a line failure such as a line cut
does not result in a non-protectable failure.

The group facility protection switching according to
this embodiment of the invention utilizes communication
between cross-connects 2A, 2B to effect the bridging and
switching in the manner described hereinbelow. By way of
definition, each of cross-connects 2A, 2B, respectively,
may also be referred to herein as a '"node" (cross-connects
2A, 2B corresponding to nodes A, B, respectively).
Accordingly, each of nodes'A, B must be aware of the other
node's port assignment for corresponding member ports MA,
MB; preferably, each of member port numbers MAl through MAn
in node A is connected to a correspondingly numbered member
port MB1l through MBn in node B.

Each of cross-connects 2A, 2B also include ports other
than the members of the protected group. For example, the
1633 SX digital cross-connect manufactured and sold by
Alcatel Network Systems, Inc. can support up to 2048 ports
simultaneously. These additional ports Al through Aj (for
cross-connect 2A) and Bl through Bk (for cross-connect 2B)
may be in communication with other cross-connects, or with
tlHe other cross-connect 2B, 2A in the system of Figure 1
(either in another protected group or in a non-~protected or
1:1 protected manner). The additional ports A, B can



A-FBRH-eFsf or a transition froman idle signal to a
_"good" si gnal LMMEN?CBHEHM P, node Ais also able to detect a
rej ect signal th—Pas™wy as a nessage indicating that an idle
signal has been| b 'gﬁﬁl’lA @qpthe head port in node B. After its bridging of
t he head si gnal otection gdatth P, node B switches both of its transmt
and recei ve cappb lotlfection ports PBI, PBO to the X-bit
channel , as the Cbit channel wi Il be occupied by the transm ssion
thereover (1. Il ne Ionger be an idle signal). Process
60 and 61 (shovvn in Fi gure 5c) are then perfornmed by node B, by which the
DLt bits pravideX- ke clammehicaeionai t boedmenbprot portsn H-hput MBert PBI,

to deter Mdagddetd 119808 EL8a%  conventional cross-connect fashion.

Also according to the present invention, cross-
connects 2A, 2B each have an associated protection port Pa,
PB, respectively, associéted with the member ports in the
protected group. Protection ports PA, PB are connected to
one another by way of DS-3 protection path P; it is
strongly preferred that protection path P be physically
separate from paths 4 conneéted between the members, so
that protection capability remains available in the event -
of a line failure or line cut.

Referring now to Figure 2, the construction of cross-
connects 2A, 2B according to the preferred embodiment of
the invention will now be described, using cross-connect 2A
as an example. In order for the group facility protection
scheme to be fully implemented, both: cross—-connects 2A, 2B
must include .the group facility protection capability:;
accordingly, it is preferable that they be similarly
constructed relative to one another. In the preferred
construction of cross-connect 2A, the computing and
switching processing capability is widely distributed, as
'in the 1633 SX cross-connect system manufactured and sold
by Alcatel Network Systems, Inc., to which the construction
of cross-connect 2A shown in Figure 2 corresponds.

Cross—connect 2A includes administrative processing
unit (APU) 12 which is the central data processor within
the system. APU 12 is directly connected to conventional
storage and input/output functions such as random access
memory 21, disk storage 23, tape drive 25, and user
interface 19. - APU 12 is also connected to bus BUS, which
may include one or more information paths within the
system. The function of APU 12 is to administer the
operation of cross-connect 2A at a relatively high level,



signal is being received. the issuance of and response to such a signal

. Il be descri A Eﬁﬁ%ﬁfﬁﬂﬁﬁf i nbel ow. This state of the systemin
performng th .1.u st-age uuu e at node Bis illustrated in Figure 3b;

the third stage Idﬁ g cted by 3SBR at first/third stage 20[err].
Figure 3b als 95? ékslg irection of travel of the bridge request
and "good" signals over pathsiPfferr] and P[err], respectively. Upon
recei pt of the] "good" signal at |protection input port PAl, in process 38
node A perfor i itch %first/third stage 20[err],

SW t chi ng the facility now bei ng recetrved at protection input port PAl to

center ,g%ﬁ t f I | recei.ved
at nenber |nput ort th%SQSSt?%é %ggé@i%fghi§€%|$%y%?§g% ﬁgge i n node
B, the f,ﬁ%{l@gq&ﬂgsggqutlgay psovided by cross-connect 2A.

D
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Cross-connect 2A further includes many distributed
processors connected to bus BUS, illustrated in Figqure 2 as
interface processing units (IPUs) 16, 18. Each of IPUs 18§,
18 is a data processing unit of sufficient complexity and
pefformance to perform the functions described hereinbelaow,
and .each may be implemented as a conventional programmable
microprocessor, or alternatively as custom logic such as
an application specific integrated circuit (ASIC). Each
of IPUs 16 are for controlling input and output functions
relative to the bidirectional DS-3 ports, and thus control
the operation of the member and protection ports of cross-
connect 2A when installed into a system as illustrated in
Figure 2. To accomplish this function, each of IPUs 16 is
associated with and bidirectionally coupled to one of
first/third matrix stage units 20. .In this example, each
of first/third stages 20 includes a portion of the
switching matrix (as will be described hereinbelow), and
the appropriate transceiver circuitry to provide sixteen
DS-3 ports (fifteen member ports MAl through MA1lS, and
protectioh port PA).

In the preferred embodiment of the invention, cross-
connect 2A serves as a digital telecommunications switch in
a2 manner realized according to a modified version of the
well-known Clos matrix. A preferred version of the
modified Clos matrix useful in cross-connect 2A is
described in copending application S.N. 882,920, filed May
14, 1992, entitled "Methods and System for Immediately
Connecting and Reswitching Digital Cross-connect Networks",
assigned to Alcatel Network Systems, Inc. and incorporated
herein by this reference. According to this matrix
realization, switching of a head port to east and west
ports is accomplished by way of a three-stage matrix, with
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pberation by IPU 16[err] to first/third
Ction i nput port PAl and nenber input port
e swi tched) are resident therein.

tch of process 38, node A switches both of
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ransmt functijops at protection ports PAI,
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the head port coupled to a first stage, and the east and
west ports to a third stage. The switching operation is
accorzlisked via a selected center matrix stage which is
coupled to the first stage and the desired third stage(s).

According to this example of cross-connect 22, IPUs 18
are each coupled to bus BUS and to an associated center
matrix stage 22. Accordingly, IPUs 16, 18 control the
switching operation in a distributed fashion (i.e., without
requiring intervention from APU 12), by bplacing the
appropriate first matrix stage in one of first/third stages
20 in communication with a selected center stage 22, which
is in turn placed in communication with a third matrix
stage in one of first/third stages 20. Each of first/third
stages 20 and center stages 22 are preferably implemented
as individual ASICs controlled by and in communication with
its asscciated IPU 16, 18, respectively.

As shown in Figure 2, member ports MAl through MAn and
protection port PA (i.e., node A) are associated with a
single cne of first/third stages 20, namely first/third
stage 29,; in this case, sixteen ports are supported by each
first/third stage 20 in cross-connect 2A. Accordingly,
switching of member ports MAl through MAn and protection
port PA within node A is controlled by a single IPFU 16,
namely IPUG 16,. As .a result, the preferred embodiment of
the invention is implemented in 2 highly distributed
manner, as APU 12 need not be involved in providing the
group Zacility protection of the present invention. This
enables the group facility protection to be effected in a

. very shert time such as on the order of 100 msec or less.

The cperation of cross-connects 23A, 2B in prodviding
group facility protection will now be described in detail
relative to the preferred embodiment of the invention.

This operation will be described relative to an example of



PAO, respectively, fromthe Cbit channel to the X-bit channel in process
.39. The result of this first stage switch (I1SSW is illustrated in

Figure 3c. As i ppure 3c, a valid facility is now being
recei ved by nod ﬁtAﬁEm tSH Ebh pat h P[err] and is routed to head out put
port A10 in thg dane manner the facility that was previously received at
menber input pqrt] M1 MAE)&Q%t that the signal failure SF is avoided
because of firdt |stage switch 1SEW However, the switched facility

continues to be cas y nod¢ B over bot h protection path P[err] and
al so menber patjh 4[err]. and |< $till lRecei ved at menber input port MNA I.

As will be_gvident fromt fol |l ow ng descrl torin f the .
facility at Ref5E8PMTSul é;etrht IS0 3 rﬁte% tﬁ%f‘ %ﬁeﬁggﬁ 7t 85t he
nor mal st agbowan ibe thff natte'dxadlagmxmpoﬁpngueem fe. through 3h and
the flow chart of Figures Sa through 5c. The method is
preferably implemented in a computer program according to
which APU 12 and IPUs 16, 18 operate. It is contemplated
that one of ordinary skill in the art will be able to
readily implement the method described hereinbelow into a
digital cross~connect without undue experimentation, based
on the following description.

Figqure 3a illustrates éross-connects 2A, 2B in a
normal state of communication (i.e., no group facility
protection switching effected) with one another, for the
example of a single group of paths protected according to
the present invention. Of course, as noted above, other
paths between cross-connects 2A, 2B may be in communication
with one another and with other networks and network
elements. In addition, network elements such as FOTs,
drop/add boxes and the like may be in place between cross-
connects 2A, 2B, but are not shown in Figure 32 for the
sake of clarity.

Referring first to cross—-connect 237, local
transmissions which are to be communicated to cross-connect
2B by way of group protected facilities are received by
first/third stage 20, at head input ports AlI, A2I.
First/third stage 20, serves as a first stage in the Clos
matrix at this point, and communicates the received
transmissions, via center stage 22A, to first/third stage .
20, serving as the third stage for this transmission.
First/third stage 20, connects the signals from ports AlI,
A2I to member output ports MAlQ, MA20, respectively, for
transmission as a DS-3 facility to cross-connect 2B via
paths 4,,;, 4,3, respectively (the nomenclature 4,,, for
example, indicating the simplex side of path 4, for
communications from cross-connect 2A to cross-conhect 2B).



Referring now to Figure 5b, after performng the first stage switch
{processes 38 ' 241 51 node A next interrogates the head input
port associ at ﬁﬁg\f‘%ﬁmﬁﬁ& Bt for which the first stage switch was
effected and, {iff the signal a} fhe head port is valid, automatically
effects its ownft HDridMAR 48 bfi Hge to protection. This process is based
on the assurrpIJmcn that nost sfghal failures are bidirectional in nature; as
such, if no bfdi dO€ TEqUEST Mas jet been received at the protection input
port PAl of ngde A at the tine pf thelfzirst stage switch of process 38, it
is highly Iikely that one will be so féceived shortly. In addition, since
protection path Pis already busy in the direction fromnode A to node B,

and cannot be signed to protect another port, re i nqQ dapger in
per f or mi ng sucﬂﬁﬁm%ﬂ"dgemé HE | f RAFTSces¥BLY, 36 Thzaf’at er FOGRt i on of
deci si on 5¢orzeppehidingdndmbdthénput ports MALI, MA2I) constitute the

members of the group for which facility protection is to be
effected by the present invention. As noted above, the
number of members of the group may be much larger than two,
such as up to fifteen protected members; for the sake of
clarity, the example illustrated in Figure 3a shows two
member ports as being in the protected group. Associated
with member output ports MAlO, MA20 is protection output
port PAO, which is implemented in first/third stage 20, and.
connected to protection path P,.

The facilities transmitted on paths 4,,5, 4.s, P are
received by cross-connect 2B at member input ports MB1I,
MB2I, and protection input port PBI, respectively, which
are implemented at first/third stage 20;. This portion of
first/thixd stage 20; serves as the first stage of the Clos
matrix, and communicates the received facilities from
member input ports MB1I, MB2I through center stage 22B to
first/third stage 20, (in this example), which presents the
received transmission to the local side of cross-connect 2B
via head output ports B1l0, B20, respectively. In the
normal communication state of Figure 3a, protection input

port PBI is isolated from further communication to within
cross-connect 2B. '

As shown in Figure 1, the communication between cross-~
connects 2A, 2B is of the full duplex (bidirectional) type
between individual member ports. Conversely, therefore,
cross-connect 2B receives a transmission from its local
side at input ports B1I, B2I in first/third stage 20,, which
in turn communicates the received <transmission to
first/third stage 20; via center stage 22B. First/third
stage 20, (this portion serving as a third stage of the Clos
matrix) completes the connection of input ports B1I, B2I to



| PU 16 associated with the first/stage 20 for the

.24 correspondi wprt. In this exanple, PU 16[err]

i nterrogates fi W.W E’ .ﬁE%[err] to determine if head input port All

s receiving a O)d.SI 47f 50} process 50 is performed by which a third
%t"‘; i r bt

stage bridge is efl f eQtl third stage 20[err], bridging the traffic
from head
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member output ports MB10, MB20, respectively, for
communication to cross-connect 2A via paths 4., 4mu.
respectively. In addition, protection output port PBO is

implemented at first/third stage 20,, and is connected to
path P,,.

Cross-connect 2A receives paths 44,,, 4z, Pp at member
input ports MA1I, MA2I, and protection input port PAI,
respectively, implemented in first/third stage 20; (this
portion thereof serving as the first stage of the Clos
matrix). First/third stage 20, communicates the facilities
received at member input -ports MA1I, MA2I to head output
ports AlO0, A20, respectively, located at first/third stage
20,, and thus to the 1local side of cross—-connect 2A,
completing the full duplex connection between cross- .
connects 2A, 2B. ©Protection input port PAI is isolated"
from center stage 22 in the normal communication state
illustrated in Figqure 3a. '

Certain constraints regarding the assignment of member
ports M to certain first/third stages 20 should be noted
from Figqure 3a. Firstly, to effect rapid group facility
protection switching, the member input ports and member
output ports in the same protected group are implemented
within the same first/third stage 20 within a single cross-
connect 2. Referring to Figure 3a, member input ports
MAlI, MA2I and member output ports MAlO, MA20 are all
implemented within the same first/third stage 20, in cross-
connect 2A, and as such are under the control of a single
IPU 16, (see Figure 2). Similarly, member input ports MB1I,
MB2I and member output ports MB10O, MB20 are all implemented
within the same first/third stage 20, in cross-connect 2B,
under the control of a single IPU 1s,. However, it is
neither essential nor important that the head ports A, B
(i.e., not members of the protected group) have their input
and output sides physically present within the same



inp‘ut port All to both member output port MALO and protection output port
PAO. Accordingly, at such time as node B |ssues a bridge request signal to

node A for its fher—in —yBl I, "good" signal will already be
present on protgxE Qﬁ&mﬁﬁ rhrlf]l, al I ovm ng node B to imedi ately effect
Its first stage p cn'rromrrenter I nput port MBIl to its protection.input

port PBI. | ¥ iR 999ngl |is not present at head input port All,
node A enters prpcpess 5 In whighlit scans the X-bit channel at protection
i nput port PAI. |flre—br+ege—Tequegst is received at protection input port
PAl (decision 53}, the scanni ng of} prdéess 52 will continue. If a bridge
request fof.th or even for a different nmenber i.n thefgroup

is recei ve%ll“'ésf"'ﬁ f‘ﬁét?%%g‘?rﬁﬂn asois BRE FRE% HOF BLHRIIETh ZB3PL node A
agai n checkbdythe Shat(fisrofinphe psstsi siE] Beadandpoutpatt palrtsi Bidgci si on

55; 1T thegigy | edrgou@iikeBnPeig! $5S nokNheklisbdF! 288 P EhdIGoap e
head ports associated with the group protected transmission
be located in the same first/third stage 20; for example,

"head input ports AlI and A2I may be implemented in
different first/third stages 20 from one another.

In addition, as will be apparent from the description
hereinbelow, the member ports M of the protected group are
preferably assigned in a corresponding manner with one
another, so that communication concerning the group
facility protection bridging and switching to be effected
is facilitated. Accordingly, in the example of Figure 3a,
member output ports MA10, MA20 of cross—-connect 2A are
connected to member input ports MB1I, MB2XI, respectively,
of cross-connect 2B; conversely, member output ports MB1lO,
MB20O, are connected to member input ports MAlI, MA2T,
respectively. - Protection input and output ports PAI, PaO,
PBI, PBO are similarly connected to one another.

In the example of the operation of the preferred
embodiment of the invention described hereinbelow, a signal
fault SF is occurring in the facility received at member
input port MAlI of node A (i.e., cross-connect 2A), as
shown in Figure 3a. Signal fault SF corresponds to a
"hard" failure for the facility, indicated by a particular
signal being transmitted therealong. Examples of
conventional hard failure signals include loss-of-signal
(LOS), loss-of-frame (LOF) and the alarm indication signal
(AIS). As is well known, the AIS signal is a signal
transmitted by the first network element receiving an alarm
signal such as LOS or LOF, to prevent the propagation of
the I10S/LOF signal by multiple network elements, thus
facilitating identification of the failing location in the
network. '



performed and a reject response is sent to node B (process 56). If the
.signal is good at head input port All, however, node A effects a third
stage bridge in process 50. Figure 3d illustrates the result of the
third stage bri B brf ormed by this process, in the event, of
subsequent singﬁPEgC EE@EEHEE menber input port XBlI. As noted above,
node A has effdctjed th|rd %f pridge (3SBR) at first/third stage 20[err]
ei t her responsilvg t ‘@ t JAll receiving a good signal, or to a bridge

request signal recelved on_thelX{bit Sgannel fromnode B at protection

I nput port PAIl. IS third stageibrid 3SBR is detected, at protection
i nput port PBI f node B __as

The preferred embodiment monitors individual
facilities, rather than entire lines, and thus can effect
switching of individual paths within a line based on their
status. As a result, soft errors may. also be monitored by

. the present invention, including excessive error rate
conditions. These soft error conditions relate to measured
errored seconds over a period of time; examples of such
conditions are provided in the table hereinbelow:

10 errored seconds (ES) in 15 minutes; or
864 ES in 1 hour; or
4 severely errored seconds (SES) in 24 hours

where an ES is defined as any second within which a coding
violation is detected, and where an SES is defined as any
second in which more than 44 coding violations aré detected
(i.e., an error rate of greater than 1078 secﬁ). These soft
error thresholds preferably differ in type and in degree
from conventional performance monitoring thresholds, so
that facility switching may be used to avoid degradation
in the grade of service for the facility. These threshold
error rates may alsoc be administrable, allowing the system
operator to increase or decrease the sensitivity of
facility protection switching by adjusting the threshold
values via APU 12. As hard error conditions (10S, 1OF,
AYS) are separately monitoréd, these threshold definitions
are purely for errored seconds due to coding violatioms,
and do not include errored seconds due to the presence of
10S or AIS conditions (which are included in the
conventional errored seconds definitions).

It may be preferable in many installations, however,
to not monitor and effect group facility protection based
on excessive error rates, but to provide group facility
switching only due to hard failures. This is because only



25" "good" signal on fromprotection path Plerr], responsive to which node

B effects its first stage switch at first/third stage 203
protection input port PBl to the head out put port B10 pr
with protected nenber input port MBIl at which signal fa

detected. This state is illustrated in Figure 3e, show nj
full duplex facility protection switching according to the
enbodi nent of the invention. The hard failure conditiofps
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the protection paths and ports.

one protection path is provided for the multiple member
paths in the group, and because the facility switching
according to this invention utilizes communication between
nodes to effect the desired bridge and switch conditions.
As a result, it is preferable to maximize the availability
of the protection path, so that the time required to switch
to the protection path in the event of a hard failure is
minimized. As traffic over the protection path iricreases,
such as would occur in the event of error rate initiated
switching, the 1likelihood increases that a hard error
facility protection switch would require restoration of the
- protection path traffic to its original member port, which
increases the switching time required. As such, initiation
of switching due only to hard failures greatly improves the
switching time performance.

The following description will thus be limited to the
case of group facility protection switching responsive to
a hard failure condition (LOS, ILOF, AIS). It is
contemplated, however, that insertion of error rate
thresholds into the monitoring and switching routine
described herein could readily be effected by one of

ordinary skill in the art having reference to this
specification and the drawings.

Figures 5a through 5c present a flow chart of the
method of the preferred embodiment of the invention,
relative to an example of the group facility protection
switching in resolving a signal failure condition. In this
flow chart, the operations of both the requesting node and
the mate node (or responding node) -are separately
illustrated. It is to be understood, however, that as both
cross-connects 23, 2B are similarly constructed to operate
in the same way to effect this switching, the responding
node will also be operating as a requesting node, and vice
versa, in substantially a contempcraneous manner with the
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A and B have the request and respond functions shown in
Figures 5a through Sc). This contemporaneous operation
will often occur, éiven that many facility and line
failures have bidirectional effect. In the group facility
protection scheme according to the preferred embediment of
the invention, however, one of the nodes will detect the
signal failure condition prior to the other. Therefore,
for purposes of clarity of désc:iption, node A (cross-
connect 2A) will be the first node to detect the signal
failure in this example, and will be the requesting node;
node B (cross-connect 2B) will .thus be the responding node.

In process 30 of Figqure -5a, node A performs a périédic
scan of thase member input ports MAI of the protected group
to determine if a signal failure condition (L0S, LOF, AIS)
is being received. The period of the scan is preferably
selected in a manner consistent with the switching time
specification; for example, if facility protection
switching is to be effected within 100 msec of a fault, a
scan period of 20 msec will allow 80 msec for response to
a detected fault. In decision 31, the result of the scan
of process 30 is determined; if a signal failure is found,
control passes to process 34 to begin the switching
process. This scanning is performed by IPU 16, controlling
first/third stage 20,.

If no signal failure is detected, process 32 is
performed by which node A maintains transmitting of the NID
condition on protection path P, indicating that protection
is not required. 2aAs discussed hereinabove, the bandwidth
of DS-3 systems is insufficient to allow use of antire
bytes of information between nodes, as is used for fiber
optic line protection according to the SONET standard.
According to the preferred embodiment of the invention,
certain bits (e.g, the C-bits) in the DS-3 data frame

-s—oper—and not
n case of a signal failure &8 anot her nmenber port, so that the

be rapidly effected in such ca I S of course
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which the first stage switch was made, to determne if |t eGNCMNRI'IQW
facility thereat has returned to
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transmitted along protection path P are used to communicate
requests, responses, identifying information, and status
information.

According to the preferred embodiment of the
invention, the DLt bits available in both the X-bit and cC-
bit channels of a standard DS-3 data frame are used to
communicate group facility protection information over
protection path P. As more bits are available in the C-bit
channel than in the X-bit channel per frame, the C-bit
channel is used for such communication when available; the
X-bit channel is then used if the DS-3 data are not an idle
signal. A description of the DS-3 data frame standard,
including the definition of the C-bits and X-bits, may be
found in the American National Standard ANSI T1-107a.1990
(supplement of 1990).

Process 32 is performed by IPU 16, via first/third
stage 20,, to present an "NID" signal over path P,; via the
C-bits; the frame transmitted also includes the standard
DS-3 "idle™ signal. Accordingly, node B is able to
determine from node A performing process 32, that the
protection path P is available (from node A to node B).

In the event a signal failure is detected, such as
signal failure SF on the facility received by member input
port PAlI, process 34 is performed by which first/third
stage 20, issues a bridge request signal from protection
output port PAO to node B. This bridge request signal is

communicated by way of the C-bit channel, and indicates

both that a bridge is requested and also the member input
port at which the signal failure SF is detected (in this
case member input port MAlI).

Meanwhile, node B has been performing process 40 and
decision 41, by which the DLt bits in c-bit mode are




26 a good signal condition. In the exanple of Figures 5a through 5

C,

after the first stage swtch has been perfornmed by node AT IIIProcess—s38
(and communi cation switched to the X-bit channel in procespeh WENESHEET
nmoni toring of nmenber port MAIl fromwhich the first stagg sw tch was Tads.
Decision 57 is first perfornmed by which, in this exanple, IPUolﬂngRr@97
nonitors the incomng facility at nmenber port MAIl; if tHe ]incomng
facility is a good signal, the tinmeout tiner (located in |l Po-t6fer
associated with the protected group) is started in procegs 58. If the prio
menber port is still in an error condigoon, decision 57 wl[ D€
periodically performed to continue the nonitoring state; neanwhile, the '

first stag@Fwhacued penindicaldyate datprminet bfrackridgehrequest éncility
over protewtdtr RAlghall: to which node B is to respond is present. If

no bridge request is received, monitoring process 40
continues. However, if a bridge request signal is received
over the C-bit channel, processing of the request begins

with decision 43, in which the priority of the request is
determined.

Various priorities are assigned to bridge requests
according to the preferred embodiment, to allow for
flexibility of use of the function and for human operator

intervention. An example of such priorities are as
follows:

Function Priority
PROTECTION LOCKED OUT HIGHEST
FORCED SWITCH . SECOND
SF CONDITION DETECTED : THIRD
MANUAIL SWITCH FOURTE
WAIT-TO-RESTORE LOWEST

The Protection ILocked oOut state corresponds to the
condition where APU 12 has disabled the group facility
protection; in this case, if an SF condition is detected,
no bridging or switching will be effected. Locking out of

" protection may be enabled manually, or also automatically

upon detection of an excessive switching rate for a member,

- to avoid oscillation. A forced switch is a high priority

manual switch; a subsequent SF condition will also be
ignored in this case. Detection of an SF condition will
effect a switch if the protection path is idle, or will
override a prior use of the protection path if initiated
as a result of a normal manual switch or a switch in wait-
to-restore mode (as will be described hereinbelow).



Once the prior active menber input port MAIl is detected as carrying a good
signal, node A begins its wait- to-restore period. As n

wait-to-restore switch and bridge has the | owest priorit LACEWTdSHEET
and as such another SF condition detected on another nenfpef WTT have =z

hi gher priority. The wait-to-restore | oop consists of thieegdaggARk b9
71, 73. Decision 59 scans the prior menber port (MAII infthis exanple) tp
ensure that it is still receiving a good signal; if the

is in an error condition, control returns to the | oop of |decision 57 until
a good signal condition is again det ected. Decision 71 gerermmes——th

{eout per 00, G Sxpe 4, NSl 558, 20850 14" SfbusRrdly pisses L9
timeout peravefise fbe praprétly dictle crunENts Yse fOF e MFARAEHOPhe ot her
menber i NpDWa 0T { 5r | $hd NSr HELELI R AP UDs anst | DABES QJpkekeskn 4RNiis
exanpl e, | eUff1e6c[ted ]by node B, and a reject response is sent from
protection output port PBO to protection input port PAI
over the C-bit channel; node B then returns to monitor

state (process 40).

If the priority of the SF condition is adequate,
decision 45 is performed by which the responding node
interrogates the head port associated with the requested
bridge to ensure that no hard failure is present thereat.
In this example, IPU 16; of node B examines the status of
head port BlI, to determine if a good signal is present
thereat; if not, the reject response is sent by protection

output port PBO via the C-bit channel to node A (process
42).

In either case, if the reject response signal is
received by node A over the C-bit channel, decision 33
returns a negative response and wait state 36 is entered.
After elapse of the wait peried (e.g., 10 seconds), the
bridge request of processes 31 and 34 is repeated by
requesting node A, to determine if the protection path is
clear and if the head input signal at node B is in service.

If input head port BlI has a valid signal, process 46
is then performed by which IPU 16; in node B effects a2 third
stage bridge (3SBR) in first/third stage 20,; since both
ports MB10 and PBO are within the same first/third stage 20,
(and thus within the same ASIC, in this example), this
bridge may be performed by a single write operation from
IPU 16, to first/third stage 20;. This operation bridges
the path from head input port BlXI to both member output
port MB10 and also to protection output port PBO, providing
a "good" signal over path 4y, to node A. Decision 33



of node Awll interrogate the other nenber input ports _at first/third
stage 20[err] (e.g., nenber input port MA2I) to detern1’REPEA@ENHﬂ%Equ%E
or AIS condition is present W i

thereat. If a signal failure is detected at this tinme, pngd beﬁ use_t he
prior failed nmenber port is nowin a good condition (even i 10 AHMARST9981 o
over the tineout period),
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performed by node A monitors for a transition from an idle
signal to a "good" signal over protection path P; node A is
also able to detect a reject signal over path P as well as
a message indicating that an idle signal has been bridged
from the head port in node B. After its bridging of the
head signal to protection path P, node B switches both of
its transmit and receive capabilities (at protection ports
PBI, PBO) to the X-bit channel, as the C-bit channel will
be occupied by the transmission thereover (i.e., the DsS-3
data will no longer be an idle signal). Process 60 and 61
(shown in Fiqure 5c) are then performed by node B, by which
the DLt bits in the X-bit channel are monitored at
protection input port PBI, to determine if a bridge release
signal is being received; the issuance of and response to
such a signal will be described in detail hereinbelow.

This state of the system in performing the third-stage
bridge at node B is illustrated in Figure 3b; the third
stage bridge is indicated by 3SBR at first/third stage 20,.
Figure 3b also illustrates the direction of travel of the

bridge request and "good"™ signals over paths P,; and P,
respectively.

Upon receipt of the "good" signal at protection input
port PAI, in prodess 38 node A performs a first stage
switch at first/third stage 20,, switching the facility now
being received at protection input port PAI to center
matrix stage 22A in place of the failed facility previously
received at member input port MA1I. As in the case of the
third stage bridge in node B, the first stage switch may be
accomplished by a single write operation by IPU 16, to
first/third stage 20,, as both the protection input port PAI
and member input port MALI (from which traffic is to be
switched) are resident therein. Following the first
stage switch of process 38, node A switches both of its
receive and transmit functions at protection ports PAI,




according to the preferred enbodi nent of the invention

new first QLa.g,g,]
.switch and third stage bridge will be effected, so that ]gggﬂgggﬁNTi__::T

=

port now having the signal failure is switched to the p
process of establishing the new switch will be explainef
her ei nbel ow, after the follow ng di scussion of the revefs
If no signal failure condition is detected on other nenbe
ti meout | oop of decisions 59, 71, 73 continues until theg

0]

e

[nput _parts

timeout period

el apses.

been received at the prior nmenber input port MAI,
in which tPROfi respetafeesy) t Eromn fHd sCbbtr cchstragel 28perte | 3-Wibpped.
Ref erri ng ' iR conmbination with Figure 5b, process 74 is

t hen perf&?neg %§ ﬁ%%@%ﬁﬁ%gésﬁ'sends to node B a drop bridge request by way

Upon el apse of the tinmeout pegiod during which

of the X-bit channel from protection output port PAQ

The result of this first stage switch (1ssW) |is
illustrated in Fiqure 3¢. As is evident from Figure 3c, a
valid facility is now being received by node A via
protection path P, and is routed to head output port Al0
in the same manner as the facility that was previously
received at member input port MA1I, except that the signal
failure SF is avoided because of first stage switch 1SSW.
However, the switched facility continues to be broadcast by
node B over both protection path P, and also member path
4135, and is still received at member input port MAlI. ' As
will be evident from the following description, monitering
of the facility at member input port MAlI continues, so
that reversion to the normal state can be effected at the
appropriate time. .

Referring now to Figure 5b, after performing the first
stage switch (processes 38, 39), in decision 51 node A next
interrogates the head input port associated with the member
for which the first stage switch was effected and, if the
signal at the head port is valid, automatically effects its
own third stage bridge to protection. This process is
based on the assumption that most signal failures are
bidirectional in nature; as such, if no bridge request has
yet been received at the protection input port PAI of node
A'at the time of the first stage switch of process 38, it
is highly likely that one will be so received shortly. In
addition, since protection path P is already busy in the
direction from node A to node B, and cannot be assigned to
protect another port, there is no danger in performing such
a bridge even if unnecessary.

The interrogation of decision 51 is performed by the
IPU 16 associated with the first/stage 20 for the

t

he

he

as

process 72 is performed



The drop bridge request signal is sent continuously un

acknow edge signal is detected (decision 75). The cond
"with first stage switch 1SSWdropped is illustrated in
Ref erring to the node B side of Figure 5c, upon recei
signal on the X-bit channel, decision 61 returns a pos
process 62 is perfornmed in which node B drops the thir
first/third stage 20[err]. Decision 63 determnes if

request has been received (mhich is nd# the case in th

el apsing), and is | | owed .b process 64 in mhl node
transmt aﬁ%%ﬁ%‘?%‘g"

t -0
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acknomﬁedgﬁsteheo@atdgefdrsp/tnlﬂ@detéﬁm/ZMu/td teteCmine if head

input port AlI is receiving a good signal. I

£ so, process

50 is performed by which a third stage bridge is effected
at first/third stage 20,, bridging the traffic from head
input port AlI to both member output port MALQ and

protection output port PAO. Accordingly, at

such time as

node B issues a bridge request signal to node A for its
member input port MB1I, a "good" signal will already be

present on protection path P,, allowing

node B to

immediately effect its first stage switch from member input

port MB1I to its protection input port PBI.

If "good" signal is not present at head input port
AlI, node A enters process 52 in which it scans the X-bit
channel at protection input port PAI. If no bridge recuest
is received at protection input port PAI (decision 53), the
scanning of process 52 will continue; If a2 bridge request
for the same member, or even for a different member in the
group, is received at protection input port PAI from node
B (decision S3), node A again checks the status of the
associated head input port AlI in decision 55; if the
failed condition persists, the third stage bridge is not
performed and a reject response is sent to node B (process
56). If the signal is good at head input port AlI,
however, node A effects a third stage bridge in process 50.

Figure 34 illustrates the result of the third stage

bridging by node A performed by this process,

in the event,

of subsequent signal failure SF' at member input port MB1I.

As noted above, node A has effected third

stage bridge

(3SBR') at first/third stage 20, either responsive to head
port AlIl receiving a good signal, or to a bridge request
signal received on the X-bit channel from node B at

protection input port PAI. This third stage

bridge 3SBR!

is detected, at protection input port PBI of node B, as

op



28 channel from protection output port PBO and re- enters the nonitored
_state (process 40). This condition of the systemis ill T

39. Upon recei pt of the drop bridge acknomﬁedger*ﬁﬁigkgmghwgﬁ &&dr
Pl[err] at protection input port PAl, node B also enterg tjhe nonitor stqtq

(process 30). The protection path between node B and |ngdeQAl MARtR9Z
dropped, and is now :

(@)
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"good" signal on from protection path P,;, responsive to
which node B effects its first stage switch at first/third
stage 20,, connecting protection input port PBI to the head
output port B1l0 previously associated with protected member
input port MB1I at which signal failure SF' was detected.
This state is illustrated in Figure 3e, showing an example
of full duplex facility protection switching according to
the preferred embodiment of the invention. The hard
failure conditions caused by signal failures SF, SF' are
thus avoided, with the facility traffic active over the
protection paths and ports.

Upon each of the switching and bridging events noted
above, it is desirable that the IPTU 16 responsible for the
bridge or switch notify APU 12 of the event, and the reason
for its occurrence. This provides visibility of the group
facility protection function to the system operator, and
also allows APU 12 to log the frequency and reasons for
such switching.

As noted above, since the present system provides 1:n
group facility protection, it is highly desirable that the
facility protection switching revert back to the normal
state when possible, so that the protection path is open

- and not occupied in case of a signal failure at another
'member_port, so that the facility switching may be rapidly
effected in such case. It is of course also highly
. desirable that the reversion to the normal state not be
effected until such time as the member path is again
stable. The following describes the reversion procedure
according to this preferred embodiment of the invention.

According to this ‘embodiment of the invention, each
node that makes a first stage switch begins monitoring the
member port from which the first stage switch was made, to
determine if the incoming facility thereat has returned to



available in the event of another failure. As di scussed_above, the

failure illustrated in Figure 3e was a full duplex failur

exanpl e, however, node A detected the signal failure firs}, PMEME&TrSHEE{T
ti meout period el apsed prior to that of node B. As node hlas under gone &
simlar process in requesting the third stage bridge in node B hNAR 84 1
performng a first stage switch, node B wll drop its firjst] stage switch

1SSW upon el apse of node B' s timeout period, and request| that node A drop
its third stage bridge 3SBR by way of C-bit signal. Upon—teceipt of the

drop bridg rFS0LEe rop st ri n |ssue an
I dl e si gna?1 on the‘L’tg‘H | tdéﬂanlﬁ% gfro Xbr{-o‘gecte%%% ou pu? EIBIIS% % '
system wi | EhEpuahy Ger 2fter tihe fdrstl stage- swptel h%m&%qﬁ@ma%@nﬁéd,ust rated
in Figure By nBQbhAOEnnﬁﬁééeﬁaf@ G | donBifind i dtiRid m@éﬁi t$

noni t or rm%e% (L__p cessqs .30 L awal ti ng detectiqn of, the next fa| I ure.
1 in broc ss 39), ndde A monltorlng of member

port MAlI from which the first stage switch was made.
Decision S$7 is first performed by which, in this example,
IPU 16, monitors the incoming facility at member port MA1lI;
if the incoming facility is a good signal, the timeout
timer (located in IPU 16, associated with the protected
group) is started in process 58. If the prior member port
is still in an error condition, decision 57 will be
periodically performed to continue the monitoring state;
meanwhile, the first stage switch 1SSW will remain in place
to receive the valid facility over protection path P.

Once the prior active member inpu:l: port MAlI is
detected as carrying a good signal, node A begins its wait-
to-restore period. As noted above; the wait-~-to-restore
switch and bridge has the lowest priority of all bridges,
and as such another SF condition detected on another member
will have a higher prioi'ity. The wait-to-restore loop
consists of three decisions 59, 71, 73. Decision 59 scans
the prior member port (MA1lI in this example) to ensure that
it is still receiving a good signal; if the prior member
port is in an error condition, control returns to the loop
of decision 57 until a good signal condition is again
detected. Decision 71 determines if the timeout period
(e.g., five minutes) has elapsed; if so, control passes to
the reversion routine as will be described hereinbelow.

If the timeout period has not elapsed, decision 73 is
performed by which the other member input ports in the
protected group are interrogated. 1In this example, IPU 16,
of node A will interrogate the other member input ports at
first/third stage 20, (e.g., member input port MA2T) to
determine if an 10S, 1OF, or AIS condition is present



Referring back to Figure 5b in conbination with Figurg4—fa-th
IPU 16[err] detects that another nenber of the protect&EPWE
a signal d
i pass control to process 76 to effect a new bridge
waiting for the tinmeout period to el apse. Process| 76 '1's then

performed to drop the first stage switch fromprotectijo
back to nmenber i nput

failure (SF'' at nenber input port MA2I of Filgure %)

t1ggy1t
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thereat. If a signal failure is detected at this time, and
because the prior failed member port is now in a good
condition (even if not stable over the timecut peried),
according to the preferred embodiment of the invention a
new first stage switch and third stage bridge will be
effected, so that the member input port now having the
signal failure is switched to the protection path. The
process of establishing the new switch will be explained in
detail hereinbelow, after the following discussion of the
reversion process.

If no signal failure condition is detected on other

member input ports, the timeout loop of decisions 59, 71,
73 continues until the timeout period elapses. Upon elapse
of the timeout period during which a good facility has been
received at the prior member input port MA1lI, process 72 is
performed in which the first stage switch in first/third
stage 20, is dropped. Referring -now to Figure S5c in
combination with Figure 5b, process 74 is then performed
by which node A sends to node B a drop bridge request by
way of the X-bit channel from protection output port PAO.
The drop bridge request signal is sent continuously until
a bridge drop acknowledge signal is detected (decision 75).
The condition of the system with first stage switch 1SSW
dropped is illustrated in Figure 3f.

Referring to the node B side of Figure 5c, wupon
receipt of the bridge drop signal on the X-bit channel,
decision 61 returns a positive result and process 62 is

performed in which node B drops the third stage bridge at |

first/third stage 20,. Decision 63 determines if a new
bridge set request has been received (which is not the case
in the event of timeout elapsing), and is followed by
process 64 in which node B switches its transmit and
receive nodes to the C-bit channel. Node B then
acknowledges the bridge drop to node A by way of the C-~bit



29" port MAIl. This is followed by process 78 (shown in Figure 5c¢), by

.whi ch node A sends a bridge set/renove request to node B

X-bit channel from protection output port PAO indicating )R AQ&MENH?SHEET
t he nenber (MA2I) for which the new bridge is to be nade. The
set/renove request is detected by node B at decision 61 in i n® IMARAIH er
as a bridge drop request, responsive to which node B dropg tthe third stage

bridge in process 62. As the request is a set/renpve, degision 63 enables
process 65 to be perforned by node B % which the request g '

bri dge (3BBand il robeck ol d5eble PhOSE Tas> a Rl ré-es00tk Slgn2! 18
' monitored state (process 40). This condition of the system
is illustrated in Fiqure 3q.

Upon receipt of the drop bridge acknowledgement 'signal
on path Py, at protection input port PAI, node B also enters
the monitor state (process 30). The protection path
between node B and node A is thus dropped, and is now
available in the event of another failure.

As discussed above, the failure illustrated in Figure
3e was a full duplex failure. In this example, however,
node A detected the signal failure first, and as such its
timeout period elapsed prior to that of node B. As node B
has undergone a similar process in requesting the third
stage bridge in node A and itself performing a first stage
switch, node B will drop its first stage switch 1SSW' upon
elapse of node B's timeout period, and request that node A
drop its third stage bridge 3SBR by Qay of a C~-bit signal.
Upon receipt of the drop bridge request, node A will drop
third stage bridge 3SBR, and issue an idle signal on the C-
bit channel from protection output port PAO. The system
will then revert to the normal full-duplex condition, as
illustrated in Figure 3h. Both of nodes A and B will be in
their send and receive monitor modes (processes 30, 40),
awaiting detection of the next failure.

Referring back to Figure 5b in combination with Figure
4, in the event that IPU 16, detects that ancther member of
the protected group is receiving a signal failure (SF'' at
member input port MA2I of Figure 4), decision 73 will pass
control to process 76 to effect a new bridge/switch without
waiting for the timeout.period to elapse.

Process 76 is then performed to drop the first stage
switch from protection input port PAI.back to member input




protection output port PBO via the X-bit channel to prot;
_PAI of node A Upon detection of the "good" signal at pr
PAl (decision 77), node A nakes the first stage switch ([LSEW of—Frgur
4) to connect protection input port PAl to the route previpu hgy?ed
the failed facility at menber input port MA2I. The result{ pf Thi s proces
Is illustrated in Figure 4. Upon maki ng of the new b
switch, node A wll begin the tinme-ouggperiod (decision 57) and will
determ ne if.it should make a new third-stage bridge (deC
as in the poirerMxase. m@eLB ﬁbilo&é&%y‘ ptz@del‘ss %80 (lshasan ipr pﬁwe(process
60) on its spgnd S| al,so,simlarl In the, case of _the o% |naI .
signal fai ?ﬁf ;&swli‘ﬁc h@°ﬁ?|6rst’:ﬁ§§ aj l?r{.%%e n2G-f BPREVE FEIRFHI FPdupl ex
failure, nndéeBBV\bYI wagquésthe Hebibrchbamenehdfnomepionekitirasputigutin

sim | ar ”?8?& BRo! nd e CARE 1465 GldeD?d £y "BR0LARS U nBEe! (MABRY CLoS0 that

full
which the new bridge is to be made.
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al so

The set/remove request is detected by node B at -
decision 61 in similar manner as a bridge drop request,
responsive to which node B drops the third stage bridge in
process 62. As the request is a set/remove, decision 63
enables process 65 to be performed by node B in which the
requested new third stage bridge (3SBR'' of Figure 4) ig
made in process 65, and a "good" signal is indicated by
protection output port PBO via the X-bit channel to
protection input port PAI of node A. Upon detection of the
"good"™ signal at protection input node PAI (decision 77), .
node A makes the first stage switch (1SSW'' of Figure 4) to
connect protection input port PAI to the route previously
followed by the failed facility at member input port MA2I.
The result of this process is illustrated in Figure 4.

Upon making of the new bridge and switch, node A will
begin the time-out perioed (decision S7) and will also
determine if it should make a new third-stage bridge
(decision 51 et seq.), as in the prior case. Node B will
revert to the X-bit scan process (process 60) on its
respond side, also similarly as in the case of the original
signal failure. As in the prior case, if the new failure
is a full duplex failure, node B will request a new bridge
and node A will respond, in similar manner as for the case
described immediately hereinabove, so that full duplex
facility protection is effected for a signal failure during
the wait-to-restore time.

The present invention thus provides cost effective
facility protection capability, where one protection path



fac'ility protection is effected for a signal failure during the

wait-to-restore tine. The present invention thus

S _provi des-cost—
effective facility protection capability, where one pr )RBPEA@WEN%SHEET
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can protect multiple member paths assigned to the same
first/third stage, or input/output "bay" (i.e., circuitry

' served by a single IPU). As a result of the control of the

group facility protection in a distributed manner, facility
switching may be effected in an extremely rapid manner, for
example on the order of 100 msec or less from a signal
failure. In addition, use of the C-bit and X-bit channels
in the DS-3 data frame allow for the necessary
bidirectional communication to effect the group facility
protection within the available DS-3 bandwidth. As a
result, high grade of service may be provided by the
Present invention at a much lower cost relative to
conventional 1:1 protection schenes.

‘While the invention has been described herein relative
to its preferred embodiment, it is of course contemplated
that modifications of, and alternatives to, this
embodiment, such modifications and alternatives obtaining
the advantages and benefits of this invention, will be
apparent to those of ordinary skill in the art having
reference to this specification and its dfawings. It is
contemplated that such modifications and alternmatives are

within the scope of this invention as subsequently claimed
herein.



can protect nultiple nenber paths assigned to the sanme first/third stage,

~or input/output "bay" (i.e., circuitry served by a single |IPU)

As a

result of the control of the group facility protection
manner, facility switching may be effected in an extren
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1. A method of providing facility protection by way of a
ratection path (P) assigned to a plurality of bidirectional member
aths (4) Dbetween first and second nodes (A, B) in a

:_ {elecommunication system, said first and second nodes (A, B) having

lurality of member ports (MA, MB) for communicating a plurality
€ facilities along said member paths (4), and having protection
rts (PA, PB) for communicating a protection facility along said
erotection path (P), comprising the steps of:

' detecting (30, 31) an error condition in the facility
rceived at a first member input port (MA1lI) of said first node (3)
fom a first member output port (MB10) of said second node (B);

responsive to said detecting step (30, 31), transmitting

§4) a bridge request from said protection port (PAO) of said first
mde (A) to said second node (B): '

- responsive to said transmitting step (34), bridging (46)
the facility from said first member output port (MB10O) of said
scond node (B) to a protection output port (PBO) of said second
mde (B) coupled to said protection path (P):; and

after said bridging step (46), switching (38) said first
mde (A) to receive the facility from a protection input port (PAI)
o said first node (A) coupled to said protection path (P).

, 2. The method of claim 1, wherein said member paths (4) are
of the DS-3 type:
and wherein said transmitting step (34) comprises:

transmitting (34) a2 bridge request signal by way of the
(bit channel.

3. The method of claim 1, further comprising:
after said bridging step (46), monitoring (33) the
ficility at the protection input port (PAI) of said first node (A)
determine if the facility received thereat is valid;

.. wherein said switching step (38) is performed responsive to
Rid monitoring step (33). .

4. The method of claim 1, wherein the facility transmitted

bya first member output port (MA10) of said first node (A) to a

first member input port (MB1I) of said second node (B) corresponds

® a signal received at a head port (AlI) of. said first node (a);
and further comprising:

after said switching step (38), monitoring (51) said head

gpogt (A1) to determine if the signal received thereat is valid;

responsive to said monitoring step (51) indicating that
the signal received at said head port (AlI) is valid, bridging (50)
the facility from said first member output port (MAlO) of said



the advantages and benefits of this invention, will be apparent to those of

.ordinary skill in the art having reference to this T Its
drawings. It is contenplated that such nndificationiﬁgiaﬁgﬁﬁQWﬁ q are
within the scope of this invention as subsequently illai med herein
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first node (A) to a protection output port (PAO) of said first node
) coupled to said protection path (a).

5. The method of claim 1, further comprising:

after said switching step (38), monitoring (51, 59, 71)
the facility received at said first member input port (MAlI) of
aid first node (A) to determine if it has been valid over a
selected time period; and
{ responsive to said monitored facility having been valid
wer the selected time period, reswitching (72) said first node (A)
jo receive the facility from said first member input port (MALI).

6. The method of claim 5, further comprising: .

during said step of monitoring (51, 59, 71) the facility
received at said first member input port (MAl1lI) of said first node
{A) to determine if it has been valid over a selected time period,
letecting (73) an error condition at a second member input port
(42AI) of said first node (24):

responsive to detecting (73) the error condition at the
second member input port (M2AI), reswitching said first node (A)
to receive the facility from said first member input port (MA1lI)
ind transmitting (78) a remove/set bridge signal to said second
node (B):; .

responsive to said step of transmitting (78) a remove/set
bridge signal, bridging (65) the facility from said second member
wtput port (MB20) of said second node (B) to the protection output
prt (PBO) of said second node (B); and

after said step of bridging (65) the facility from said
Second member output port (MB20), switching (80) said first node
{3) to receive the facility from the protection input port (PAI)
of said first node (a).

7. The method of claim 1, wherein said error condition is
felected from the group consisting of loss-of-signal, loss-of-frame
nd alarm indication signals.

8. The method of claim 7, wherein said error condition
further comprises excessive error rate conditions.

9. A cross-connect system (2A) having group facility
totection, comprising:
' a plurality of member input ports (MA1lI, MA2I) and member
. Mtput ports (MA10, MA20) arranged in pairs, so that each member
hput port (MAlI, MA2I) and a corresponding member output port
10, MA20) are bidirectionally coupled to a path (4,, 4,;); .
' a protection input port (PAI) and a protection output
rt (PAO), coupled to a protection path (P) and assigned to said
urality of member input ports (MAlI, MA2I) and member output
brts (MA10, MA20);



Cains in 92AD028 with reference nunerals (as filed): 1. A nethod of
.providing facility protection by way of a pr tion path (P) assignhed to a
plurality of bidirectional nenber paths (4) hd  second
nodes (A, B) in a teleco L cation syst second nodes
(A, B) having—p+uraTTT"*—”—Hnu2t ports (MA ing a
plurality pf fnl““\mw“wwd menber path ) protection
ports (PA, PB)\ al *\Nng a prdBeetio L1 | spi d

protection path*( Pf, conprising the steps of: i hg (30, 31)
an error condition in the facility received nput port,
(MAI'l') of said first node (A) froma first nenber output port (MB10) of -
sai d second node @Bfentral processinghsinid t(d23ai doupledt tar gy (BYS) :31),
transmitting (34) 3 FFISKIENBGGEs Matrdm Rk RDtecEPeRPLedrEo(PASE HUSsai d
first mod@{A) -toa%alicxiatségcfggg rp]»%gce:e E}.hg unit (16, 18) coupled to said
pus (BUS), to said member input and output ports (MA1lI, MA1lO,.MA2I,
¥a20), and to said protection input port (PAI) and protection
output port (PAO), said interface processing unit (16, 18) for:
monitoring (30) said member input ports (MA1lI, MA2I)
to detect an error condition: :

' requesting (34) a bridge from said network
responsive to a detected error condition at a first one of said
gember input ports (MAlI); and

switching (38) to connect said protection input port
(PAI) to said first member input port (MA1I) to receive the
facility thereat, after said requesting (34) step. :

, 10. The system of claim 9, wherein said cross-connect matrix
(20, 22) is of the Clos matrix type, having first (20), center (22)
and third (20) stages:;

wherein said interface processing unit (16, 18) comprises:

' a plurality of interface processors (16); and
a plurality of first/third stage circuits (20), each

coupled to an associated one of said plurality of interface
srocessors (16):; ’

and wherein said plurality of member input ports (MAIl, MA2I)
and member output ports (MA10, MA20), and the protection input port
(PAI) and protection output port (PAO) assigned thereto, are all
associated with the same first/third stage circuit (20;).

11. The system of claim 10, wherein said interface processing
it (16, 18) requests a bridge by transmitting (34) a bridge
request signal from said protection output port (PAO).

. - 12. The system of claim 11, wherein the plurality of member
input ports (MAlI, MA2I) and member output ports (MA10, MA20), and
the protection input port (PAI) and protection output port (PAQ),
are all of the DS-3 type: B
] and wherein said bridge request signal is communicated by way
°f the C-bit channel. - '

13. A telecommunications system, comprising:
a first cross-connect (2A), comprising:
a plurality of member input ports (MAl1I, MA2I) and member
Sutput ports (MA10, MA20) arranged in pairs, each member input port
(MA1X, MA2I) corresponding to a member output port (MA1lO, MA20):
a protection input port (PAI) and a protection output
Port (PAO), both assigned to said plurality of member input ports
(MA1I, MA2I) and member output ports (MA10, MA20); and



responsive to said transmitting step (34), bridging (46) the facility from
.said first nmenber output port (MB1l0O) of said second node (B) to a
protection output port (PBO of said second nobde (B) coupled to said

protection path (P); and after said DBFMM swi t chi ng
(38) said first node (A) to receive the facil |ty on i nput
port (PAl) of—sard—first—node (A coupled to $aid protection path (P).

et "™ oo IENEAVBNOEANNAR, =< s 255~ sren {58 “covpr see: ] | ©°

transmitting ('34)° a‘brfdgd request signal by fway of ThHe T&FTT-hit channel .
3. The nethod of claim11, further conprising: after said bridging
step (46), nonitoring (33) the facility at the protection input port (PAl)

of said first nodgn(fhed Qe BEBLRSsi Al d AG6, | QoI edsh N8 fdihd S
valid;  uehengint,saush B aﬁcgl BGtpLED] %s ?‘&ﬁ@, q%@') J CaRANYoV &sd &
protection input port (PAI) and protection output port (PAQ), said
interface processing unit (16,) for:
monitoring (30) said member input ports (MA1lI, MA2I)
to detect an error condition:
issuing (34) a bridge request signal from said
portection output port (PAO) responsive to a detected error
condition at a first one of said member input ports (MAl1lI)}; and
~ switching (38) to connect said protection input port
(PAI) to said first member input port (MAlI) to receive the
facility thereat, after said issuing step (34); and
a plurality of paths (4, P), comprising a plurality of member
communications paths (4) coupled to said plurality of member input
ports (MAlI, MA2I) and member output ports (MA2I, MA20) of said
first cross—connect (2A), and a protection communication path (P)
coupled to said protection input port (PAXI) and said protection
output port (PAQ) of said first cross—-connect (2A):;
a second cross-connect (2B), comprising:

a plurality of member input ports (MB1I, MB2I) and member
output ports (MB10, MB20) arranged in pairs, so that each member
input port (MB1I, MB2I) and a corresponding member output port
(MB1O, MB20) are bidirectionally coupled to a corresponding member
output port (MAlO0, MA20) and member input port (MA1lI, MAZ2I),
respectively, of said first cross-connect (2A), via a corresponding
one of said plurality of member communications paths (4):

a protection input port (PBI) and a protection output
port (PBO), both assigned to said plurality of member input ports
(MB1I, MB2I) and member output ports (MB10, MB20), and coupled to
said protection output port (PBO) and said protection input port
(PBI), respectively, of said first cross-connect (2B), via said
frotection path (P);

. an interface processing unit (16,) coupled to said member
input- (MB1I, MB2I) and output ports (MB10, MB20), and to said
brotection input port (PAI) and protection output port (PBO), said
Interface processing unit (16,) for:

responsive to said bridge request signal, bridging
(46) the facility from the first member output port (MB10) of said

5ec_:ond cross—-connect (2B) to the protection output port (PBO) of
R2id second cross-connect (2B).




said nonitoring step (33). 4. The nethod of claim 1, wherein the
facility transmtted by a first nenber output port (MALQ). . of sald-fi+rst—
node (A) to a first nenber input port (MBII) of said seQﬁﬁﬂjﬂﬁﬂ@ENTbSHEET
corresponds to a signal received at a head port (A l) of gard—frTst NO

(A); and further conprising: .after said sw tghi g%@p 3 ,
nmonitoring (51) said head port (All) to determne if thg éﬂ cei ved
thereat is valid; and respengisve to said nonitpr|

indicating that the signal received at said head port (AI) is valid,
bridging (50) the facility fromsaid first nenber output—port—(ivkto)—of
sai d CONNECTION PROTECTION IN A DIGITAL
TELECOMMUNICATIONS SYSTEM

Abstract of the Disclosure

A telecommunications system having 1:n group facility
protection is disclosed. Two cross-connects (2A, 2B) are provided,
each organized in a distributed fashion, and which have a group of
member ports (MA, MB) bidirectionally coupled to one another in
corresponding fashion via a plurality of paths (4), such as of the
DS-3 data frame type. Each of the cross—-connects (2A, 2B) also
include a bidirectional protection port (PA, PB), coupled to the
protection port (PB, PA) of the other cross-connect (2B, 2A) by way
of a protection path (P), also preferably of the DS~3 type:; the
protection port (PA, PB) for each cross-connect (27, 2B) is
assigned to the member port group (MA, MB), and is implemented to
be managed by the same distributed interface processing unit (16)
as the protected member port group (MA, MB). The cross-connects
(2A, 2B) monitor (30) their member input ports (MA, MB) for
received facility errors, such as signal failures (SF) or excessive
failure rates, and request (34) a third-stage bridge from its mate
cross-connect (2B) in the event of such error. Upon receipt of a

. good signal at the protection input port (PAI), 'the requesting
‘cross-connect (2A) effects (38) a first stage switch (1SSW), so
that the previously failing facility is received over the
protection path (P). Communication of request and acknowledge
signals over the protection path (P) is preferably by way of the
C-bit and X-bit channels, for DS-3 paths. ‘The switch preferably
reverts (72) to the normal condition responsive to the facility
becoming wvalid for a timeout pericd at the original member port
(MA1I).

FIGURE 2.



first node (A) to a protection output port (PAO of said first node (A
coupled to said protection path (A).

5. The net hod of cl fai m1,

further

conpri si ng: after said switching step (38 . 59,
71) the facility received at said first nenber inp EMEMEM‘ISHEET sai d
first node (A) to determne if it has been valid overfe 1 e
period; and responsive to said nonitored fjacj | ioty %\192? Regn
valid over the selected tinme period,- neswi tching (|7 saly [ node (A
to receive the facility from sai d._fi rst menber input pet—{Ml)
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6. The method of claimb5, further conprising: during said step of
monitoring (51, 59, 71) the facility received a [ i r i nput
port (MAIl) of said first node (A to deternine.RE?LAK:$4ENI°o”

val i d over a
selected time period, detecting (73) an error conglition at second nmenber

I nput port (MAI) of said first node (A); méé@ﬁﬁg e o] detecting
(73) the error condition at the second nenber inpdt port (MAI
reswitching said first node (A) to rec@ we the flacitTty fromsaidjfirst
menber input -port (MAIl) and transmitting (78) d renove/set bridge signal
to said second no (B) - responsive to said step of transmtting

(78) a renove/setthridge signal, pbridgrng—t65r—thke—facility fromsaid
second menber pd-put—part (VB20) of Sard second nodel (B) to the protection
out put’ port (PBQ) { of i.d second node (B); Rnd after said step of
bridging (65) the|faci®idy from said second| nejber dutput port (MB20),
switching (80)] 4a] d f %<3 node (A) to receije jthe fqcility fromthe
protection i nput portI(PfI) 1 7 @
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of said first node (A . 7. The method of claim1, wherein said error
condition is selected fromthe group consisting of |oss-of-signal, .

| oss-of -frame and al armindication signals. 8. f | ai m
7, wherein said error condition further conprises ex ?ggmmﬂy $Hﬂﬁﬁ

conditions. 9. A cross-connect system (2 havinﬁ roug
facility protection, conprising: a plurality| o 7nput
ports (MAI I, MA2l) and nmenber -outout pdrts ( MALO, 0) arranged in{pgirs,

so that each nenber onput port (MAIl, MA2l) and a coyrespondi ng nenber
out put port (MALO MA20) are bidirectionally coupled B
4 err]); a protector—aput—port (PAL) _and a protection output’

port (PAO, co ed to a protectiron puth (P\ nd assfigned to said nurality
ports (NAIT, MARZT)ard ucuqer out put} ports (MA1O, MA20);
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MA20) ,
(PAO),

nonitoring (30) said nenber
condi tion;
responsive to a detected error condition at a
| nput ports (MAll);
protection input port (PAI) to said fd rst- nen
after said requ

requesting (34) a b

and

receive the facility thereat,

The system of claim9, wherein said cross-connect matrix (20;
Clos matrix type
wherein said i
plurality of
first/third st
plurality of i

switch

havi ng fTTst

cent-at /')'))

\va -

face processrngunt—ti6; 1

and to said protection input port (PAl) and protection output port
said interface processing unit (16, 18
i nput ports (MA

REE%AGENHH%ﬁﬁHEETan error
i flge Trom sai t wor k
menber
o] ?%g?ﬂ?%ﬂ§Zn ect said
APt Vil 1) to
esting (34) step. 10.

2) is of the
third (20) stages;
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and wherein said plurality of nenber
out put ports (MALO, MA20),
protection output port (PAO assigned thereto,
sane first/third stage circuit (20[err]).
wherein said interface processing Unit (16, 18
transmtting (34) a bridge request signal
(PAO . 12. The system of claim ¥.,6 wher ei
MA21 ) and .nmenber out put porfs
ri. (PAl) and protection outjput port (PAO),

i nput ports (MAII,
protection input

I nput ports (NAII,
and the protection input port (PAT) and
assacjiated with the

MA21) and nenber

BTG g
equ
he plh%[’ﬁfdg?y of

afe all of

the DS-3 type;

by way O the {Cibn

conpri si ng: a firstecross-connect (2A
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out put ports (HAL10, MA20) arranged in pairs, each nmenber input port (I\/AI I,

MA2I) corresponding to a nenber output port (240&9——%40\2“"
protection input port (PAI) and a protection REBLACEMB(NT( SHEET both
assigned to said plurality of nenber input porlt T TVAT,"VRZT) |and nenber
out put ports (MA1O, MA20); and .'34' 0 1 MAR 1997
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an interface processing unit (16[err]) coupled to said nenber input (MAlI,
MA21) and out put ports (MA1O, MA20), and to S”d pr-ot-ection_input port
(PAl) and protection output port (PAO, said A@EMENTWET ng unit

(16[err]) for: nonitoring (30) ports (MAII,
(SA%MR;?B

l

MA2]) to detect an error condition; ) a bridge
request signal from said portection output poft ngi e to a

detected error condition at a first oneBof saj d pgrts (MAIL);
and h switching (38) to connect sjaid protection inpgut port
(PAI') to said firsf _nenber input port (MAIl) TO Tecervethe—facility
thereat, after saild_issuing Step {34y, amd aproyality of paths (4, P),
conprising a pleaFa-—ty—0f nenber commini catton$ pathg (4) coupled to said
plurality of |n&u.t_, ports (MAI'l, MA2I] apd nenber output ports (MA2l,
MA20) of said flij st crgss connect (2A) and|a protecfion comruni cation path
(P) coupled tojsfid pr'U‘tSctlon I nput port (J’DAI 3 and ‘;ai d protection output
port (PAO of ¢4 flrrst Icross connect (2A) @ '
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a second cross-connect (2B), conprising: a plurality of nenber

i nput ports (MB1ll, MB2I) and nenber output ports (MB10O, MB20) arranged in
pairs, so that each nenber input port (MB1l, NB?I\ and a corresponding
menber output port (MB1O, MB20) are bidirection
correspondi ng nenber output port (MALO, MA20) al EEREQQEF JnnsﬂEFE t (MAII,
MA21), respectively, of said first cross-connect QB Aﬁiéb(xwr spondi ng
one of said plurality of nenber conmsiscations pafh 6i¥ 1957

protection input port (PBlI) and a protection oufput_port (PBO)  { both
assigned to said plurality of nenber input port$ (MBLll, MB21) and nenber

out put ports (MBIT, ;
and said protection | npar_port—(PBt)~—respeeti vel y,| of said first
cross-connect {(2B), V|qua|a protectromrpai h [ P); an interface
processi ng unit 163)oqgupled to said nenbper | nput (MBI, MB2l) and out put
ports (MB10, MH20), &fidSto said protection|input poft (PAI) and protectlon
out put port (PHQ; Tld i nterface processihg unit (@63) fgé
responsi ve to}dald _brli dge- request signal, prildging N
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