*159159* SECURE ELECTRONI C DELI VERY SEAL FOR

| NFORMATI ON HANDLI NG SYSTEM BACKGROUND

| NVENTI ON Fiel d of the Invention [001] ThH,Mmemm,m”m
invention relates in general to the field

informati on handling systens and, nore partitulsarly,
to a method and apparatus for ensuring the security
and int egri SECUREELRETRONIC DRIAVERYSE AL GORt i on
handl i ng syst emNEORMATIONHANDENGSESEUVAr t [ 002]
As the value and use of information continues to

i ncrease, individuals and businesses seek additiona

. ways to process and store information. One option
avai l able to users is information handling systens. An
i nformati on handling system generally processes,
conpi l es, stores, and/or communi cates infornmation or
data for business, personal, or other purposes,
thereby allow ng users to take advantage of the value
BACKGROUNDWY THE BSVENEOMNCchnol ogy and i nf ormati on
handl i ng needs and requirenents vary between

di fferent users or applications, information handling

ﬁé,stegghiﬁé also vary regarding what information is

e |nfornat|on is handl ed, how nmuch

I nfor [ essed red Q I Gal.e a
how | QP LI TR Ferasn Ftenin sefiraf iRy BraRripafion
processed, stored, or communicated. , The varla%%ons

i endlnasvistrmsadamorgPalietlary o o meriRqdind appatatis pApsuring the

handling systens to be general or configured for a
sypewityiand igegrityof spiteitkiand dete, onsanchfogmation handling system.

Description of the Related Art

[002] As the value and use of information continues to increase, individuals
and businesses seek additional ways to process and store information. One option
available to users is information handling systems. An information handling system
generally processes, compiles, stores, and/or communicates informétion or data for
business, personal, or other purposes, thereby allowing users to take advantage of the
value of the information. Because technology and information handling needs and
requirements vary between different users or applications, information handling
systems may also vary regarding what information is handled, how the information is
handled, how much information is processed, stored, or communicated, and how
quickly and efficiently the information may be processed, stored, or communicated.
The variations in information handling systems allow for information handling

systems to be general or configured for a specific user or specific use, such as
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financial transaction processing, airline
reservations, enterprise data storage, or gl oba
comuni cations. In addition, information handling
systens may include a variety of hardware and

. {1 figured rocess
Bl W OB PRk Sy Bl RB afbiblis A BpHe o stobal
one Qr. nbre co .er .systens,. dat.a storage systens, .
CBRECTBTRI 5 Ltk alomatey bang ipe A Bay SoVydrds variety of
Raa been an_increase in the nunber of information
ARwrTefgdsoRarscompenents tharmaybsconfigured taspracens, siore, and
"build to order"” process that allows a custoner to
epemipipath arfdmantéorsand ey inghrde oopdi WS cofputaTsyktgmsadata
"build to order"” manufacturer often ships information
Staragt systersy ahé nstwlorkinp kistemé.act ory to the custoner. In
the case of smaller custonmers, the customer my

recei [0®3] t ierebetfi tyesbs thér@tab Been B inbrRESh K SHANE 0T
however, the information handling system nay pass

R U0, Rl PRSh P L0 B TRE A B bAIh £ 600 opder

j ran for the custoner that the cont.ents_of
DR ARTBHBRYT S foihet B S PLPER w08 BV mE SR AR Fiaenty.
after leavjn tthe secyre set- up area at the

ﬁ%‘gﬁ%\e{ Fi ngf aetprer often shipe inforgratine hardling sygtemsdrom the
integrity of the systemcontents is essential,

fasipey/torthe sistemen: Ha thyease nf soalicacustomess, thecustdemer may receive
confidential custonmer set-up information including

the systen diteetly. dadrdargenafstognsrs thoorverd tiednfoamdtiod hardling system
sensitive information. [005] Efforts are underway in

fBepass dushgl a hOmBECSIhRESS e nERRUER RPvaldy 8d R esellers
However, there is no current system or procedure for

(;g/rmg)j ng the security of information handling systens
roma manufacturing facility to the custonmer. In

\a/in Swa[gédé]ﬁ gﬁug‘;e%r%ﬂ gkihegg }se&cxlg %ré&rahge f%r %%%stfog‘lrer ﬁla?'ﬁ}ehc%%tents of
the information handling system have not been modified after leaving the secure set-
up area at the manufacturing facility. Ensuring the security and integrity of the -
system contents is essential, however, since the system contents may include
confidential customer set-up information including provisioning data, configuration
data, and other sensitive information.

[005] Efforts are underway in the industry to promote secure computing
systems. However, there is no current system or procedure for ensuring the security
of information handling systems from a manufacturing facility to the customer. In
- view of the foregoing, there is a need for a method and apparatus to ensure thé_

security and integrity of software and data contained on a “build to order” information

handling system.



security and integrity of software and data contai ned
on a "build to order” information handling system -2
SUMVARY OF THE | NVENTI ON [ 006] The present invention

, O[TE he shortcom ngs of the prior art by
/MM ARYOF THEINVENIION  4r at us for ensuring the
security of a particular configuration of hardware

and 0béMariR frédentihveftd VREdoRdEs R Hok B MBS bE Mel ik art by
is assenbled using a "build-to-order”™ system

L

security an

e t fromthe i nt. af nufacture to the.
PR YR ST ot ShioRora TRRE AR e e i
The hod apd . aratys of the present invention is
aF?FHPbZE PR F@%—%{%ﬁq%@wﬁ?mt wos$ifigalbe thegrpsenk Bysntion
generate electronic seals and to verify the contents
casures e serairidy aRchindessidy obdate an an afdrmsationdrangbngsmstesy fom the
contained in a manifest file that is stored in the
poirft of manifantubatedhe figalsdestivationlan tierasemeedifaghdy, of t he
invention, the electronic seal is generated using
publ i[60HeYTHethéthed srtCippatatidiithe pREGH: YillchABn lsS%Slerhdhted
an alternate enbodi nent of the invention, the

¢ - . . ri
u[§fcr.)1 %]ﬂlﬁ'ahﬁy StRActio ic 1&?9 & ?ént%ﬁaté"él'e&gon?é/ AR #éitcto F/gl){ﬁ/ the

I'n tthe enbodi nent o e Invention t .
' ' kev, t . a .
CHEAE TR GRSl B RSP 5% it
A0 R e i R SHor B80S D erhoin QRS SO € e

.and a predeterm ned set of software files is installed
inveatiewihe glpetronie sral prasoeratedofsingaiwblic ey igrastracture (PKI)
i nformati on handling systemis conplete, a manifest
ehdrlyption leeys ofis it aitdreate empdinssnt gf the phwshéibh ttlie efectronic seal is
specified files, registry settings, provisioning
generated using symmetric keys.

[008] Inthe embodiment of the invention that is implemented using a PKI
key, a customer provides a public key at the time an order is placed for an information
handling system. The information handling system is then manufactured with the
operating system and a predetermined set of software files is installed thereon. When
the process of fabricating the information handling system is complete, a manifest file
is constructed comprising a plurality of specified files, registry settings, provisioning
information, and any additional information needed for a specific level of security.
The manufacturer then “signs” this manifest with a private key and the customer’s
public key. When the information handling system performs its initial boot, the

public key provided by the manufacturer is extracted from the storage in the



i nformation, and any additional information needed for

a specific level of security. The manufacturer then
"signs" this manifest with a private key and the
custoner's public key. Wien the information handling
syfetreatiqnerahdlimg systegn amd 4 cahpdroon is mhée ofthbBIOSlaayg the CMOS
provi ded by the manufacturer is extracted fromthe

SpSh&gRe inforidition 3ohtained i tHe@Aciypted| rhaigfesty IF &MY 8ffle anformation
conparison is made of the BIOS and the CMOS agai nst

%Bﬁgh:%ﬁ Q8 FRUh eSOl HeBE HdrBd, tRSINGRA by BLis ﬁeﬁ%ﬂté@%‘ﬁmaﬁd”
I'f any of the information conpared to the t

I ted
A% sRSRI: AbARES o hlBoldlikl Al 2 BRQL, LE-dlgslonated as

pot enti al

for a ach.of security. 009 f t system. se
the + ST dhaR v ERE sk e e Prttoreqd Tsithe @%5?885' sequence,
the systemthen requests the custoner to prov

RS %%égl 10en TS QYEYP Hstquatomer fproyisemaivate- lﬁmﬁoaéatwn The
prlvate key is used to verify (or to re- verliy and/ or
dugempr-pravaied privetcdesyas yyedad vemfy (phio resiegifieattd/or decrypt where
i nformati on and the custoner configuration/ordering
inBfeaa1Q) a1D6E the Odighed rinformaliéreiibthe castbael donfilgutitiohfoedering
invention, the electronic seal is generated using a
SYOPBitdnC key. In this enbodi ment, the information
handling systemis nmanufactured with the operating

syst erﬂ)ﬁ{]d IﬁaR raﬁgr‘ﬁg ﬁlﬂ%ﬂﬁg&%f ﬁre 1ﬁ\9én§t\g$a e elsec romc s?ehl is

i nstal ereon. process o ri ca

andl i
gl LR o TR kS i B R b iy %re"%on bing
specified fjles, stry settings, provjsioning
SHYER ARERBHAC Y V&‘H}/g‘ﬁdﬁ’ﬁﬁtléﬁ AYStSTA@BA ﬁfﬁ’F?dGFPrWé@ﬂlé&t ¢lpjoftware
a specific level of security. The manufacturer then
isingtaBed thefeonmdWihdnetbe pwicess afifebricating thednformatien hardliagesystem
key and the synmetric key which has been provided to

if@mplets] Ofmanifed fildie cohstRucedd doripeiRages pl¥atity dtupecified files,
i nformati on handling system perforns its

registry settings, provisioning information, and any additional information needed for

a specific level of security. The manufacturer then “signs” this manifest with the
manufacturer’s private key and the symmetric key which has béen provided to the
customer at the time of purchase. When the information handling system performs its
initial boot, the public key provided by the manufacturer is extracted from the storage
in the information handling system and a comparison is made of the BIOS and the
CMOS against the information contained in the encrypted manifest. If any of the
information compared to the manifest has been altered, the initial boot is designated
as “invalid” and the user is notified of the potential for a breach of security.

[011] If the system passes the test conducted during the initial boot .sequence,

the system then requests the customer to provide a symmetric key. The customer-
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initial boot, the public key provided by the

manuf acturer is extracted fromthe storage in the

i nformati on handling system and a conpari son i s nade
of the BIOS and the CMOS against the informtion

i Wl : ' ool T f th
S o S BHe/ Rl RSty PR ash ey

Lk agt_is.designated, .as "invalid' and the |,
QA S R S ERRHOPL At 4 pelorie” pispheigp ordering
sgcurbt%. [011] If the system passes the test
CEHTEEPEd during the initial boot sequence, the
system then requests the custoner to provide a
symel 2L Kesaltemrate embediment comprising aigonmytmictkey has key
is used to verify (or to re-verify and/or decrypt
adventege miboesminiyg vahérability oel ratignsds flexibaltyeFboekagiife, the
the custonmer configuration/ordering informtion.

{yRihRdtrid hey ahbedinrhecrHRatbARH GARPLE §iv&gio?v§%|'mﬁlpﬁin§%ut the

key has the advantage of mnim zing vulnerability an

Wb &isfidndr! v cﬁgdds&)ﬂ’heﬁgﬁ, ftﬁ%( %gg&@? in §%1Hg§1tag%r? with

key enbodi ment can be use 0 er-or ven

: LAt t key .for a custoner. As .

R olc i A cohitfeer ki el SRR bhseRuge satem since
ith, information stqred in the conputer provides, a

t}ﬁﬂ%%dr‘é%%ﬁ%lﬁ%vﬁ ng%lﬁr"ﬁ é’%%?é%“é‘?r?fgtihﬁ semputgpingrder todritigteshe

.have physi cal possession of the conputer in order to
initiak hopt sequence ysing thalsymowstriskeyuence using t he
symmetric key. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 013]
The present invention maybe better understood, and its
numerous objects, features and advantages made
apparent to those skilled in the art by referencing

t he acconpanyi ng drawi ngs. The use of the sane

ref erence nunber throughout the several figures
designates a like or simlar elenent.



[014] Figure 1 is a general illustration of an

automat ed buil d-to-order system for installing
software on an information handling system [015]
Figure 2 is a system bl ock di agram of an information
BHDESGREGEIQM OF THEDRAWINGS s an illustration of
the key conponents of a secure data delivery system

for oqu' ThOp e o, gfpenﬁmmapse%xﬁéﬁmde&%qmﬁmlﬁné}oﬁss

stra ternate delivery pa hvvays

e

ure |saflovvc art |I stra n of t
refqrﬁ%als@ﬁegaomwn@vﬁg Aogsa THR b SR st felfrendzatinmber
present inventjion. DETAI LED DESCRI PTI ()\I [019] Figure 1

thrwhautstbh 8ewgral cﬁg@reagieaml@ps alikeox sigilar ¢lament | at i on

system 100 at an infornmation handling system

maniifldtt Biguregl sid genetah ilbystratidn ofgn auoroatdd build-@-pxler system

pl aced to purchase a target information handling
for 068418108 JodBvard BE ah aifgphationflRhdhtg Oiterhiandl i ng system

120 to be manufactured contains a plurality of

har e f COEBRARARAL 8f alBforhAGbARGRL t
tar gng F%ﬂ?err%t%l af)ér;%%gln%ll i ng gﬁdst errz11 1200 m ght [ ncllngdsgs gm

cer f(ﬁ'6? ?{ﬁpe 3 1S anhiﬁggtra%gh\é? the‘?kegfacr H %Hl:rﬁg ffezuﬂ%f data

Cer tatn bran ess
The soft de i cul ar verS| on of an
deliy Bt s¥SteRYy )?QEE%W%\? 2 S ttef ‘appropriate driver
software_and ot her_appljcation software al.ong with
apptpi | Biearsbis ameillastiiigniof abgmatgdely @y paflyes for
i nformati on handling system 120 is shipped to the
inforrstiombandlingsyplemsaipteyenting thepbateesecuritrsystemsefaht pepsent
and tested. Such software installation and testing

investiant ageously ensures a reliable, working
informati on handling systemwhich is ready to operate

whep 188 CR{g\ieds WYa Aok CiMREtration of the steps implemented in the

method and apparatus of the present invention.



[020] Because different famlies of information

handl i ng systens and different individual conputer

conmponents require different software installation, it

is necessary to determ ne which software to instal

on a target information handling system 120. A
DHdxdLED DESGRIPTI®N i s provi ded by converting an

order 110, which corresponds to a desired information

handloilfp Eigsteehishiaschargatitedibgrath cfagodinant mstallhtidrosy@tem 100

conmput er readable format via conversion nodul e 132.

at[28 2 foriAERORRALin 8 §pstdnh BiaBhfaciifg GREPH &erdtRRIAPbRler 110 is

descriptions of the conponents of target information

: . fi ) .

ARG RS AR RN ASRERAN SRR BC HE cibintithuaton
i nvention conpo t .descriptqrs..are..included.in

dg QR s 20T OB R breg G5 s B! Ryl G sPware
whi ch is_ a conputer readable file containing.a .

CQMROnERtS EPT YRENESH, 58 dRioEmatipn IP?HHEP%I fsten 4 4@ might include a
software, to be installed onto target information

cegincirandobhard driva, 2Qartiguliriype efadonitdiea gartaimbiang ofprocessor
conmponent descriptors, database server 140 provides a

arpl softedatd. yTlef softsatd may enchaleporeetididaroetsi@s phardopegating sybtem

conponent descriptors to file server 142 over network

al6WAE il ABprbp A ateNBH PEIRVERE BEE biheNSplif4idTPb fkirdMéng with

net wor k connection well-known in thé art, such as a

a;%pg@ateasro?ﬁva?g Bw}(ﬁ fifes, If%l%ggarggﬁhfor&ﬁti&lﬂﬁandi@g%&gs{%' 126*1?

ormati1 on contal ne ase server of t'en

updat ed such th he. database contai ns,a,new factaqr
SRS DS Grebe PIICS BT COBPEerS G Ao esfe Sheh

t he taréft_infornation handl i ng system 120. The
sodfyiarsuasiallating and testingrpdvantagaopslyicnaes HieliablsoVoREns
_installation managenent server that is operable to
ingometieon harddingisysiemiwhich sieasty to lopemafrewhen regeivgd b acustomer.

ot her software packages specified by a custoner.

[020] Because different families of information handling systems and

different individual computer components require different software installation, it is
necessary to determine which software to install on a target information handling
system 120. A descriptor file 130 is provided by converting an order 110, which
corresponds to a desired information handling system having desired components,
into a computer readable format via conversion module 132,

[021] Component descriptors are computer readable descriptions of the
components of target information handling system 120 which components are defined
by the order 110. In an embodiment of the present inyention, the component
.descriptors are included in a descriptor file called a system descriptor record which is

a computer readable file containing a listing of the components, both hardware and




[022] Figure 2 is a generalized illustration of an
i nformati on handling system such as the target
i nformati on handling system 120 illustrated in Figure
1. The information handling systemincludes a

sofivane sslos ind@led bnpudrgetinfirmatidd Rindliey spstam 1204 Hasinglread
as a display, a keyboard, a nobuse, and associ at ed

th€ PRkAIRY bEESmpahehdsbeHbtdls, dsthbase s@Q6s 14N oRIdBEL plitNtAGE
devi ces 208, such as a floppy disk and drive and other

soffRARS oriloreR SorrBipniRk tOHR Bhipeherk ld*é&)zf%&?rﬁfﬁfphél%%w%% ha2

I nterconnected via one or nor € buses

2
1.8 4N I LR t | Qi ng

oSBT B Rl REERIGS T by el Shie

Alternately, the software may b i nstalled,onto, an
coRRGSTIGR Y Sl FOTBIIBP 411 TU6 ARIACH! SrHhHECHHGHC B ifine Of the
_ rrem)r¥ may also store the information relating to
intgpnesh Thaidermatisnicrataingd iin defakase semer Lddg often upc?mdawch that

the software. Accessing this information enables a
theidgnrbase chateims adetiz facteryt buikymtvensmentr (Tdssofidaregs thenanstalled

particular factory build environment to be built.

on| th2 8rgdtanifopnstpmsiemdihg t¥stean d2G cThssofevarainstalibtiomidtdoatrolled
handl i ng system may include any instrunmentality or

byROTRERE frstillati e aHARR AL sV @InARESFRARe IPcHNOPHHeE, -8

classify, process, transmt, receive, retrieve,

oSG S BBy SO OGP 10

information, intelligence, or data for business,
CUstOMEht i fic, control, or other purposes. For exanpl e,

an information handling system may be a personal

conpQ®2k | Figunsek insraenerabresdgusgiefion o1 ap nfamyatiophepdling

sui tabl e device and nmay vary in size, shape,
sygtemf suolreas dles tafge otfoumetionthandlamgsystenc 20 illfbteated in Figure 1.

i nformati on handling system may i ncl ude random access
ThedafiyaliGAMndliag 8yhem ifndhides ApR6ESsor202 )/ iafavsutgs (F0) devices

as a central processing unit (CPU) or hardware or

2039&0%5 8 Gy, Qlke%&'k& 2, iRoRde, da(s%ciéf&ch@d’ntfo‘fl@%,sa Qhrd disk
nonvol atil é ménory. Additi onal -
drive 206, and other storage devices 208, such as a floppy disk and drive and other
memory devices, and various other subsystems 210, all interconnected via one or
more buses 212. The software that is installed according to the versioning
methodology is installed onto hard disk drive 206. Alternately, the software may be
installed onto any appropriate non-volatile memory. The non-volatile memory may
also store the information relating to which factory build environment was used to
install the software. Accessing this information enables a user to have additional
systems corresponding to a particular factory build environment to be built.

[023] For purposes of this disclosure, an information handling system may

include any instrumentality or aggregate of instrumentalities operable to compute,
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conponents of the informati on handling system may
i nclude one or nore disk drives, one or nore network
ports for comrunicating with external devices, as well
as various input and output (I/0O devices, such as a
claseifiy pawakss, Aransrog eeceinel retrigieooiginite pwitoh, skire, display, manifest,
i nformati on handling system may al so i nclude one or
degat, @edoud,asprodpey; Aldle, tod utitizenaiy form @finfoimationpiigelligence, or
bet ween the various hardware conponents. [024] Figure

dafa foB bMindsk| deadnkidit] e, ot Bﬁlekﬁm?s%’p FoLatnfE, A iAREMASon
data delivery systemfor an 1nfornmation handl i ng

b Rl ol B oK) RHnER A RER. SoraBE Hbvits, B any other
t i.nf.ormati on _handl i ng, syst s stored. mani f est
soffifle 154iEE BB v S Sl hnaPy By FGirodneR Bnf imafiiany poe
the. inforpatjon handling system, K For exanple, ih
Theghforiation nnding sveem TacnGlde ANy Asaess &%Fm%rvéﬁﬁﬁ@, pge or
a processor serial nunber 217, information relating to
meHeProasyE NS IASBICS LB 23 Agewird procsening wait €EF Ghor hardware or
information stored in CMOS 220. In addition, a
softivactedontral logit, REOMcandisr atferftypesof ddvolatiie mesiiaryg. Additional
configuration registers and other custoner defined

coftiodents oStheiRMrAR deandBAg b R%dm Zkg-inAud b @dnoreidigk drives,

sonetinmes referred to herein as an electronic "seal,"

o1 nicte ALSRR g?fr@f&r QB aRAg Gl dxVenA WBvicdd)Gs well as

el ectronic se provi des an ault hentication of the

cont ent f i.f erl Wi
veG3 I b Carf o BRab Gk, SRR R b b PR el Vo
.seal being -9 ."broken." In addit.ion, kernel for the
dli?Z@f- a%%ﬁggw l%%g@algisafstflﬁénw 3lsq inglde opo gr mgre Q&S&? ed
on the hard drive 206 and information relating to the
opefablst todransmid wpn@Blicatipn betweemthed atinus vsd Waredbogmonents.
I n sonme enbodi nents of the invention, the electronic

key [02£8 Wiglie i ptihstratitieopthblkeg cémpormdntsof a secure data
manuf acturer in accordance with PKI protocols. [025]

deliPer9§stemSE b BiFfornPdtioh MAndIiRSSBlend. MR Har®Brivé D66 comprises a
security is based on a
partition wherein information relating to the configuration of the information handling
system is stored. A manifest file 216 comprises a plurality of files relating to the
information handling system. For example, the manifest file 216 can include
information relating to a processor serial number 217, information relating to the
system BIOS 218 and other configuration ihfonnation stored in CMOS 220. In
addition, a predetermined selection of files 222, including configuration registers and
other customer defined data is stored on the manifest 216. A “signed” file, sometimes
referred to herein as an electronic “seal,” 224 is also stored on the hard drive 206.

The electronic seal provides an authentication of the contents of the manifest and any

tampering with the contents of the manifest will result in the electronic seal being
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PKI system In an alternate enbodi nent however, a
custoner can order a system fromthe manufacturer
over a secure SSL-protected link. If the customer does
not have a PKlI key, the customer can request a

“broVeRTE R hadili6Y, al IReh& Fh th¥Bp&BtidSs te%Ph@}A%i theOfiksBboMR D26 is
page and can be saved or printed by the customer.

storlléﬁ fogghé‘{la}ﬁ%%’g 26? Giel I%foxl'n?'%flﬁ'h rélﬁq@é@ to.stgg Efebfré{mé ¥<§§ 953 may be

1on rel
o e BSSLS SO ATTE LO2S) IO A0 oy
ustomer's site, the custoner uses the symetrijc

228 gk sopraricethapadis key of anagpaceires ip ageryda w&%ﬁ?rqtéols
particularly useful for consumers who may not have a
publ028] k byorsy enghpdiment of Wlaspriaeant inyenisen, dreesecmty is based ona
exanple, if the conputer is a gift, the custoner can

PKpsystdm.olit art dleerkay emmbodigieviehoweviery at dustorret ci erder @ fystdne
gift. Even if the key is exposed through unsecured

frofy tAtdanufabtukd JVEELSRAFYSSI- ﬁfay&e@hm& Fahe RREDES Hoonaf
the conputer to use it. i s enbodi nent al so avoi ds

ha.JehclePlgpl?é}; kh\eéecrlrlg%h#eg g{irﬁ{e' 0Bkt 'é%glgx]h{eﬁ{%lf%y glgtF% 6?f}ﬁél?irsé'&%p@ayed
Intern r.at her tha on th stored
on e NEo RS A PR i of e P et nﬁsméérﬁﬁwrs SRR
ymmetric key al sq has the advantage of m.njm zi ng
1ayqu,$g1) SERUiLY §ystny 1nf951%ptmnzqe 1ng 1t eﬁymme};rlc 1s maintained
exanpl e, the symmetric key enbodi nent can be used for
in msedurgl eavironmentvendor who can print out the key for a
customer. As discussed hereinabove, the symetric key

I n pa6hi Maienahe mfbﬂmdtimhmlanﬁiﬂgmystsnnlr@chrﬁmestdtehe customer’s
conputer provides a conprehensively secure system

siteS tHRCRisfolifer QEG tHS SymMbEic Keg\e “bréfk ie)salcalrhpopifeticikey
of the conmputer in order to initiate the initial boot

emBEAHRACS pdit A1y A€ YSFToh&rfer §¥o may not have a public key or do

not know how to use one. For example, if the computer is a gift, the customer can
print out the key and give it to the recipient of the gift. Even if the key is exposed .
through unsecured e-mail, it is necessary to have physical possession of the cbmputer
to use it. This embodiment also avoids the positive verification requirement of
obtaining a copy of the manufacturer’s public key directly from the Internet rather
than relying on the key stored on the hard drive. The alternate embodiment
comprising a symmetric key also has the advantage of minimizing vulnerability and
maximizing flexibility. For example, the symmetric key embodiment can be used for
a dealer or a vendor who can print out the key for a customer. As discussed
hereinabove, the symmetric key in combination with information stored in the

computer provides a comprehensively secure system since the end user must have
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[027] The contents of the manifest file 216 and the

| evel of security verification can vary dependi ng on
predeterm ned security paraneters selected by the

manuf acturer or the custoner for a desired |evel of
phystnal posgesstemrofekaoqhpytesin ooder to irstiatb thef ingiat boottsgquenke using
security information can conprise signed configuration
tifeisy@enctiiclkey@a mani fest file containing a predeterm ned

set of operating systemand boot files. At this level

of SREMI I (ke cbiints BE teHhartR0! 300K b heaBTolloRGL ey &

chec mverification of the

e CMOS,
V&Jﬁgc[al/lgﬁ Eey o%’ d%ﬁ rﬁﬁ%gr?gr%g& nﬁlgg o%hgl I?;e IWFtIegosléiec ela%y the
e eion RSO e AP SRS oG Yo FROB ARIEt one

checksum verification of A the entire hard drive and
levpleo Pty e eppugtairemmptionsan peraprage sigsd configuration fijes and
of security can also be inplenmented with or w thout
atreaifpstifile corkeipingfa priedetemuinedsat of operating sydtemesns] bagt files. At
security can include encrypted custoner configuration

tHis lees], of sk@irg, the fretiltbion gsesystyarm amvdudeanthetkdums verdfichtion of
various checksum verifications performed using

11 OIS 21 the KBYOS] dhdABE QEIRAESN Whtt Pe Pdﬂdu@(e@tvﬂﬂ%rsmtlﬁ)ut the
fourth I evel of securlty can include encrypted

pgﬁrﬁél&ﬁ l‘gééé}fd dl%{:/ :ﬁxzaglgtlfek ke ]z 0 eéﬁr etﬂe géﬁfﬁﬂffbﬁiatfoﬂ%an

um veri fication of
e, Bl OS ron n.accordance
s v e deomeot thodufe ﬁ?@ﬁQC?OFﬁiﬁCb%&W Hffon of
of alternate deliver at hways for information_ .
ti-oniira ead S5 e aneb e FHIOS RS G I  singdbainsiéa) qopt y T avehof
of the present invention. In one enbodi nent of the
sécnuigntanabso wninipiémoented with oh anthbirtrthe pylslickayoafithe bad user. ‘A

delivered directly froma manufacturing facility 400

tHigl 1avet v$ baneity dddilincliie endrippted bustbraer doafigliaign it signed
120 includes a manifest file 216 and the

AP N 15 S, AR ORI i
electronic keys in accordance with PKI protocols. A fourth level of security can
include encrypted customer configuration files, a signed checksum of the entire hard
drive 206, and a checksum verification of the BIOS and CMOS using electronic keys
in accordance with PKI protocols.

[028] Figure 4 is an illustration of alternate delivery pathways for
information handling systems implementing the data security system of the present
invention. In one embodiment of the invention, an information handling system can

- be delivered directly from a manufacturing facility 400 to a customer 402. The

information handling system 120 includes a manifest file 216 and the manufacturer’s

electronic seal 224. In an alternate embodiment of the invention, the information
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-11 handling system 120 is delivered to an

i nternmedi ate destination 404, which can be a

consultant or a value reseller (VAR) that nodifies the
informati on handling system 120 by installing a
hepéloigdyistesd1 2(xis delivesed toariateamediate dastirdtian 404, which can be a
enhancenents. After the enhancenents have been added
doisulfagt ord wilwedes€ller (MAR) kg niddieg nhe infierméfibn Wahdling system
install a nodified manitfest file 216 and nodifi ed
2hestinaMifs 38péciAdAd 98 drlSwhRlAk MR hhay 2R Hah&@nents. After
system 120a as descri bed herei nabove. The infornmation
tﬁ@&?lﬁ@&n%%ﬁz%‘b%&? é‘%&‘eﬂgo 8RR G héh%‘iiﬁg s%s‘%erh!‘ﬁe VAR will
cust orrer e del to t Re

or can lvere ano

N i d ' ' 03n,. di

R e e L A A o
U AR L RIS M R C A
mani fest file 216 and nodified electronic seal 224 on

hahélingfystermt 2 Qarcah slral Herdglisgred éihe zostomer 4@ o earheedelivered to
with the present invention. Once the informtion

dhathdt infgnsiisitedssizinad03h fe@sadditionhkEhardwatcané soAQ2re an
initial boot sequence is initiated and the integrity

B6ditibRIoARL A B thdéhhahSnRniPidve BebSadtRE itd HRAnf$mation handling
descri bed herei nabove. The final version of the

s‘gﬁgfnf L& og%eeﬁiegﬁ@ilﬁtes@ I%éﬁ irgsﬁﬂf: %n%&iﬂe?fn?ﬁ?ﬁéﬂlﬂgg 16 and

at "can be used to esta ain o

do t the modif}cation de to t.he |nfor 1.0

HERHPT RseigHls T 288 s B eRG hlRE nisdouR T PR cordance
VARs. Moreover, K the present invention can be ed fo
WWETSBF PEREERMINVEIigRa (IRCE S By Papdiingsystem 420y PETvEs At the
signatures for each entity that nodified the

dustomendd2, en inisinbhdon geqigneesiminitiatad amd thegntegrity dfitberdataen the
manuf acturer 400 to the final wuser 402. [029] Figure
ibforatdorf Isaefifiad bs ddstribéd ladréinabort. The finhlegssionpt tisenddified

in the nmethod and apparatus of the present invention.
didttrdhRRea 324 dohfirt)ffoeibiish MA6dAheaREd b establish a “chain of title”
to document the modifications made to the information handling system 120a by each
of the intermediate VARs. Moreover, the present invention can be used to “roll back”
signatures to identify individual digital signatures for each entity that modified the
information handling system 120a in its path from the manufacturer 400 to the final
user 402.
[029] Figure 5 is a flowchart illustration of the steps implemented in the

method and apparatus of the present invention. In step 502, the system is posted and a
minimal operating system is loaded in step 506. In step 508, the data security

verification program is implemented. In step 510, the manufacturer provided public

key is obtained from the hard drive and an algorithm is run in step 512 to authenticate
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m ni mal operating systemis |loaded in step 506. In
step 508, the data security verification programis
i mpl enented. In step 510, the manufacturer provided
public key is obtained fromthe hard drive and an

ThOVnitdridf the MbRifedt fHE.CT dp?S 14) a a4t RG0A k€ dtErmiAe whb@er the

contents of the manifest file. In step 514, a test is

r o . . .

oy PR ofRTha 8 thota KAk Bk MEnication manifest
henti caf i .mani fest. .. Lf test conducted i

3t 5% RGP M A pnine i, Sblord BRHERAES abmatch e

match the  manifest, a potice_ js provided to the user.

[Ppaniggfy @ patice e et o dhiuser Efjt]é(ﬁ*’%’f& the{spicup &3 Siem L4

t he system conponents do match the manifest file, )

prdedestinathe sytem semporanis depaghdhemenidesh fike, prasessinggontinues

algorithmis run to verify the contents of the BICS.

[t step & b6 5A8reima rhedksurs atgomidhro tiedintto verfyehecorgenth ef the BIOS.

the results of the checksum operation for the BICS

MRkep 51Bea ©oyit esliducedd tb ldetefBiticfdthel tHetresulfs of e dhRSksum

conducted in step 518 indicates that the BI OS does

:BgEraH@fi ¢} thOBIGSMAR fhebnfehE TR Iﬁé‘rﬁfesf{wf'élle.te éfs t;ﬁe 13PEddRicted

provided to the user. If, however, t
t.hat t he Bl does

condu d j.n. st 18,hRdi cat es

TRREH S R B RR RS BIOR Qof it ront e cb B s el ot e, o
conti nues to  step 52 erein_a checksum al gorithmis
SRRt S vigeiorbe ﬁ?qﬁe?&ﬁgwaw, WA eSESRRGERER in g¢p éﬁgmdwates
CMOS nenory match the contents of the manifest file.

Ithat $heaBI @GP doesmatel the eontentirfiibe manifest fita, prasessengiratinegs to

t he checksum al gorithm executed in step 520 indicates

tsteat520 vehecgintaehtcksofm 4l peritbdiS exaentedyto detemrhine lnéhether the contents
mani fest file. If the test conducted in step 522

ol Hie0RIIEDS fnlbory MAtCRARE EdHtentOf thb enaalYeX? MR NRY YeflD M Qttest is
match the manifest file, the user is notified. If,

%Qﬂ@&?{d’ toldeferf %ﬁhé}fthé Dok &St g%?ﬂ@&%%ﬂ& in %ﬁgzo

22 1 ndicate that e contents o nmenory do
B SRR el areR RERR SR IR BB b 3R et
tclgr?ducted in step 522 indicates that the contents of the CMOS memory do not match
the manifest file, the user is notified. If, however, the results of the test conducted in
step 522 indicate that the contents of the CMOS memory do match the manifest file,
processing continues to step 524 wherein a checksum algorithm is executed to use the
PKI-EBTS data to confirm whether the electronic key matches the manifest file. In
step 526, a test is conducted to determine whether the checksum algorithm executed
in step 524 indicates that that PKI-EBTS data matches the manifest. If the test
conducted in step 526 indicates that the contents of the PKI-EBTS data do not match
the manifest, the user is notified. If, however, the results of the test conducted in step

526 indicate that the PKI-EBTS data does match the manifest, processing continues to -
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PKI - EBTS data to confirm whet her the el ectronic key
mat ches the nmanifest file. In step 526, a test is
conducted to determ ne whether the checksum al gorithm
executed in step 524 indicates that that PKI-EBTS

SRR N T O Blectongh PPl S%%ﬁnﬁé‘%ﬁ%ﬁ%xwuwd

ta do not t he, mani f es IS _no
£ th%%vefﬁqwf?éq? gt Bror e inbido £ fie spetiion ot fitat
526 i ndicate that_ the PKI-EBTS data does match the
hepdlingsysteny r@é@sﬁ%@g thedpitiahpros of theopgrafing §Y¥%8 ippndaptsd
the manufacturer "El ectronic Break The Seal " al gorithm
and tlesxsedtvcaselfor dhmisyistem isgnstalied angthe eformention handhngizystem.
appropriate input to initiate operation of the data
Waileliargnisy seemity isrobsdingd 58ithplérhentingialli efithdsteps difcusbesl
operating systemis conducted and the software for

HeRnaby ¢, 8MvilBbé Msdeddtb &b Pihobd\6r skilf By the kit @hat AaBidt BFthese
system Wi | e maxi mum secur | ty i s obtained by

TS e M o

d
et B BT B L R 3T bl B A bRy
for artl | ar configuration of hardware and
lgflf’%r%)?eo? A PISTPYARESR handl i ng system within

the scope of the present invention. Oher Enbodi nents
[030] O her enbodinments are within the foll ow ng

cl ai rfidthe 0 gh the present invention has been
described in detail, it should be understood that

vari C[U§0¢"(9ﬂﬂgxeén &df&%%stafgwwm f&u@% £ QhindS can be

made her eto out eparti ng e spirit and

SCo pﬁg? {]\NJ&% nt | oo Sr)ggx?t%nnt?a% b%gn Eleps%nbe c[]e(%!alp it should

cl ai

be understood that various changes, substitutions and alterations can be made hereto
without departing from the spirit and scope of the invention as defined by the

appended claims.
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1. A security systemfor an information handling

system conprising: a data storage device operable to
store a plurality of data files; a manifest file

stored on said data storage device, wherein said

mani fest file conprises a predeterm ned set of data

' said plurality of data files and
wherein said predeternm ned set.of data files has a
known, st at %Ssec%nt\xﬁlg?t‘éﬁfféf‘ b uﬁ&%au%h‘hraﬁ&in%“sy%wnﬂ c@ﬁ\lbﬁsmg
storage devi ce rein said electronic séal is

gener atletd stmagﬁgdeazucel aashlotostat epluraliyofidets filasier ei n,

upon i ni atjon of s tiaon

oot efiasiiies FIEpiobe O i il P e diop, AR e Pmanifest ile
verified apgm ﬁsdé%%ﬁedé@eﬂnﬁhéd Gt 6f @ata ﬁmareb&drfrom said plurality

operation V\herel n the predeterm ned set of d f i‘é
in said nﬁﬁﬂﬁtéfltlesl%lddﬂ??ﬁ%ﬂéﬂ riedetramingdrsst ‘b&ﬁ?& ﬁL? {2

of data fi kcﬁéwﬁts&fd%d on said data storage device to
det erm ne e security status of said information
hand! amglestysiie seal 3tordhen said tetmstoragel deivive L whewear ssichelectronic

said el ectronic ke aut o cal extracted from
sai d st ora§el ése%@n@ét R ﬁlqaarsgP’i’ez%hz‘?tHﬂu% ®%Rai d

f
|1n %g?%#egﬁ‘ Su?@g% i297atidY BF S414 nffonﬂ_ﬂﬁ)n%ﬁﬁﬁﬁg Sfsteh, %'afd‘

ect ronic seal is generated using
first pluralectyniofsedlieelectomiicallyesesifiedphe ireusee ¢o msﬁlaﬁgaa

public key |nfrastruc tem. of
wher ei n saF@™PHEE! R® ‘;S’P.W%Ff%?qbéé“\éi t??}uf% get%lﬁghéé files in
generat e sahid redRfkl i9RbMparato tRMMRHesRHdRIg deeaﬁdatﬂ fites stored

public key for a first party and at |east one tp ? d
key fora sessad %ﬁqtgragsde%%ws%ﬁrm%wéﬁ%irw glatus ol sal
wherein Saﬁr?foﬁhft?&r{%dﬁnggﬁslterh.s verified using a

2. The system of claim 1, wherein said electronic key is automatically

extracted from said storage device upon initialization of said information handling

system.

3. The system of claim 1, wherein said electronic seal is generated using

a first plurality of electronic keys implemented using a public key infrastructure.

4. The system of claim 3, wherein said first plurality of security keys
used to generate said electronic seal comprises at least one public key for a first party

and at least one private key for a second party.

5. The system of claim 4, wherein said electronic seal is verified using a
second plurality of security keys comprising at least one private key for said first

party and at least one public key for said second party.
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second plurality of security keys conprising at | east
one private key for said first party and at |east one
public key for said second party. 6. The system of
claiml1, further conprising a nodified manifest file

corresponding to a predeternm ned set of data files
havi n§ a kAbwsysteridfickadmsl, urther aerdprifing & meadifedmanidesh file
e I

SRR L BELEAR SR oS FEPRIADE R Bdlifet aus e
fiedler tampesing anastlifisd elgetadnit sastortRporlieg to eiid ﬁm&ﬂ}&d manifest
7 The ste of claim 6, wherein said podifi

modiind qlectrapissepkbis ggnaraier ysiag et jeast qae&#e&ﬁrpw key.
of electronlc keys inpl emented using a public key
[ nfrastructure 8. The systemof c¢laim7, wherein sajd

first/plur é(hmsysten @é@mlﬁt th%@}%sal@@@élﬁe@ Jeatenin seal is
péllefhed B8h Qrﬂr& %&@Jmﬁﬁ Rys ers]g fefiA8 ugfﬁg' p(ilrb|f1§¥<ey

or a first par I"east rivate
pdeemectparty. 9. The system of claim8, wherein said
nodi fied electronic seal is verified wusing a second
plurality of security keys conprising at |east one
privaBe ke{ht eystemiod claimI7s whpeeirn saidfickt pturhlétgslf semmty keys
for said seco 10. The

B e o e Sea el P L o Prinls Kerion fit perty

shat & 1édst 8% Pt RePfdr R oMbyl ed status
corresponding to a series of successive nodifications

t hereof and wherein said nodified el ectroni c seal

conprgses ggat g’_}/st&ﬁ I e BRARAWRAG et PsAd RBHI R e‘?éctrr?mc seCaIl is verified

el ectroni c seals generated in associ ati on
wieg & sevioné phdityicf attuwitg keys eaiptisingrit lesst orid privatd Rey Rr said

fo securdty.of data ellvered on an
ﬁ?# B?’rlg?ﬁﬁd’%\{ Lﬂ%‘? 103%1 lngl;,(%,aug%%? B¢ storing a
mani fest file stored on a data storage device in said
i nfor {Bat [ oR . o . . .

. he system of claim 6, wherein said modified manifest file contains
data files having a known modified status corresponding to a series of successive
modifications thereof and wherein said modified electronic seal comprises data
corresponding to a series of electronic seals generated in association with said

successive modifications of said manifest file.
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handl i ng system wherein said manifest file conprises

a predetermned set of data files selected fromsaid
plurality of data files, and wherein said

predeterm ned set of data files has a known st at us;
generating an electronic seal using at |east one

el ectrohi ¢ Reyigthod t@rverifyisgsetueityesf dandeliveesal or0in Rdorthation
%gﬁhSt ora e device; verifying said electronic seal ,

PEFYSIER PRRTEHSE said i nformation handling

syst emytoARE a Weini¥st AL drode St £ @tk §to§£‘g@| debRelif b4l 3 @rdation
conmparison operation wherein the predetermned set of

data fil es hadiagdystemi wherein sidoapidest file eompréses a predetermined
cor r espondi 09 o??gta(ﬁge ds%ﬁc%ted ijrgrﬁ s Elg)'ilﬁght&notsd[%{ dﬁl%?,t d wherein
curity status’o

storage device rmne

sai d i nf or nedid pfedh&ﬁﬂineﬂgeﬁqf&ltaanﬂleaﬁas aheviesthnd; of
claim11l, wherein said electronic key is autorratl cally

ext r acg%@raimemnseéqcaoamsgalétsa% deagienecdedipswir key;
Initi aétbr’n?% %aqg eﬁ%tré@b deds %Qﬁﬂq{a'taoﬁoragéﬁg%b g system

13. The ai m wherel n Salrd el’ectronic

seal i ecrifgimgrsatdedectionianggal upon sitighlzation of saidinformation handling
el ectroni c keys |nEIenented using a public key

i nfrastruct WE™ The nmethod of claim 13, wherein

sai d figjgd sl Ufeédrbﬂﬂz’ s&dl t@ﬁﬁtﬁ‘r{té E!oﬂﬁﬁ)(ﬁson%%tfoﬂ wherein the
generate said electronic seal conprises at |east one

publ i ¢ key pusdetarmpined setpddata ﬁlemm said manifast tsr@nmaar%ﬁoéhe
key f or a sg rgffggcxfc? %%get o%éa a-li-:ll'fcs %E reH foI e% &:ata storage device to

wher ei n Sal IC sea eri

second pl ur aétémnefhememwtssatﬂmsamqmﬁnaw@ h&tdlirtg&?ﬁtem.
one private key for said first party and at |east one
public key for said second party.

12. The method of claim 11, wherein said electronic key is automatically
extracted from said data storage device upon initialization of said information

handling system.

13, The method of claim 11, wherein said electronic seal is generated
using a first plurality of electronic keys implemented using a public key

infrastructure.

14.  The method of claim 13, wherein said first plurality of security keys
used to generate said electronic seal comprises at least one public key for a first party

and at least one private key for a second party.

15. The method of claim 14, wherein said electronic seal is verified using a
second plurality of security keys comprising at least one private key for said first

party and at least one public key for said second party.
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16. The nmethod of claim 11, further conprising a

nodi fied manifest file corresponding to a

predeterm ned set of data files having a known

nodi fied status and further conprising a nodified

el ectronic seal corresponding to said nodified

mani f et Vilterwethod af dlaimdil f fuﬁﬁeﬁdoﬁqirfsﬁfgl @m6éidied insanifest file

genera d usin | easf on trom C y.
r@ngé%n%?%ée%@r% er Hlesdarie é@r@wm%fg?@stams and

11614 SmpIRNL A6 rdd 'e[EQtr@mt:'sEﬁtcoﬁlséf%ﬁhﬁléxo Qaﬁd modified manifest
el ectronic keys inplenented using a publi

iwifareigsridonedifed elgctratie send ishgaierstedalsaignt 1e73,st Weeerleqtmmc key.
said first plurality of security keys wused to

generate said electronic seal conprises at |east one

p ubl i dkey FTlormathbd 0§ tlapard 6ywhernid satd meéiﬁed eleetrpmic vedl és

el B RRtr LYY of el kBemp P Enafig Lpfibtic key

usfragruetusecond plurality of security keys conprising
at least one private key for said first party and at
| east one public key for said second party. 20. The

nmet hod gof  ciid mikth6d oNPRIR 11N, WRrein R ﬁﬂsﬁﬂuﬁﬁw &eéi:t:unty keys
file contains data files haV|ng a known nodif

gised tosgeporatesnpdalgbtnenic scad comprises ableasiiome @yblwbey for a first party
t and in said nodified
gﬁg {F%%Png %E§§X3?5%5§0§@P correspondlng to a

series of electronic seals generated in association
¥\1 lt 2 Sl@' d THEGSER ocll ¢F clgpnq IIEI trICI.(I)lnsg.ldotI‘lO 1%69 eﬁ%@égig%gal is
verified using a second plurality of security keys comprising at least one private key

for said first party and at least one public key for said second party.

20. The method of claim 16, wherein said modified manifest file contains
data files having a known modified status corresponding to a series of successive
modifications thereof and wherein said modified electronic seal comprises data
corresponding to a series of electronic seals generated in association with said

successive modifications of said manifest file.
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