WO 2014/003900 PCT/US2013/040428

1/6

* CLIENT ENTITY 104 CLIENT ENTITY 104 CLIENT ENTITY 104

Invite/Assign Entity
to Join Group

GRoup 108
CLIENT ENTITY 104 CLIENT ENTITY 104

e

CLIENT ENTITY 104

[ —

Automatic Sharing of

Info in Group
Automatic Sharing of 110
Info in Group
110

SECURITY SERVICE”‘I_OQ

Fig. 1b



WO 2014/003900

PCT/US2013/040428

2/6

CoMPUTING DEVICE(S)/MOBILE DEVICE(S) 208

[ PROCESSOR(S) 210 ][

NETWORK INTERFACE(S) |
212

7

MEMORY 214

[ SECURITY AGENT 216

)

] [ WEB BROWSER 218

[ 3P SECURITY PRODUCT

220

)

SECURITY SERVICE 102

THIRD PARTY SECURITY
SERVICE 206

PROCESSOR(S) 222

] [ NETWORK INTERFACE(S) 224

MEMORY 226
& ‘ 4 N\
WEB SERVER 228 CLIENT ENTITY INFO 230
! N\ g ™\
GROUP INFO 232 SECURITY INFO 234
\_
4 ™)

[ GROUP FORMATION MODULE |
236

\

SEARCH MODULE 238

's )

SHARING MODULE 240

SECURITY MODULE 242

RATING MODULE 244

REWARD MODULE 246

Fig. 2



WO 2014/003900 PCT/US2013/040428

3/6

300
N\

PROVIDE SECURE MECHANISM TO FORM
CLIENT ENTITY GROUP 302

v

ENABLE ADJUSTING OF GROUP PARAMETERS/SETTINGS 304

ENABLE ANONYMOUS ENABLE SHARING/PoLIcY
SETTINGS 304A PARAMETERS 3048

v

4 ™
ENABLE ADJUSTING OF CLIENT ENTITY
PARAMETERS/SETTINGS 306

v

ADVERTISE INFORMATION EXCHANGE 308

v

’ 2
AUTOMATICALLY SHARE SECURITY INFO OF CLIENT ENTITIES IN GROUP W
EAcH OTHER 310

\,

SHARE THIRD PARTY INFO W SHARE GROUP INFO W THIRD
GROUP 310A PARTY 3108

v

RATE CLIENT ENTITIES 312

ENABLE CLIENT ENTITIES TO ADJUST RATING BASED ON
RATE EACH OTHER 312A CLIENT ENTITY ACTIONS 312B

v

ASSOCIATE CLIENT ENTITY W MERIT INDICIA
314

Fig. 3



WO 2014/003900

302
\

CREATE GROUP BASED ON
SHARED THREAD 402

PCT/US2013/040428

4/6

CREATE GROUP BASED ON
COMPLEMENTARY BEHAVIORS
406

CREATE GROUP BASED ON
CLIENT INFO 404

CREATE GROUP BASED ON
EXISTING SOCIAL NETWORK
GRoOUP 408

UTILIZE SECURITY FEATURE(S)

410

A

ENABLE CLIENT ENTITY TO
ProviDE UNIQUE ID OF
OTHER ENTITY 412

4

PROVIDE SEARCH MECHANISM
414

A

INVITE CLIENT ENTITY TO JOIN
GROUP 416

A

ASSIGN CLIENT ENTITY TO
GRroOuUP 418




WO 2014/003900 PCT/US2013/040428

5/6
500 \
ASSOCIATE RATING WITH ASSOCIATE MERIT INDICIA WITH ASSOCIATE POINTS WITH
CLIENT ENTITY 502 CLIENT ENTITY 504 CLIENT ENTITY 506

ENABLE CLIENT ENTITIES TO
AFFECT EACH OTHER'S
RATING/IND./POINTS 508

OBSERVE ACTIONS OF CLIENT
ENTITIES 510

4 )
ADJUST RATINGS/INDICIA/POINTS BASED
ON OBSERVED ACTIONS 512

SYSTEM-WIDE OR GROUP
RATINGS/IND./POINTS 512A




WO 2014/003900 PCT/US2013/040428

6/6
600 —\
CLIENT ENTITY 104 CLIENT ENTITY 104
{ " 4 N
N GENERATE SECURITY INFO BASED GENERATE SECURITY INFO l—
ON OBSERVING 602A BASED ON OBSERVING 6028
\ \,
( ) 4 ™
ACT ON SECURITY INFO 604A ACT ON SECURITY INFO 8048
\, \
4 N\ { )
i SHARE SECURITY INFO 606A J¢————— > SHARE SECURITY INFO 6068 |—
\ \




