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- 1 - M CROPROCESSOR PROVI DI NG SELECTABLE ALI GNMENT CHECKI NG ON MEMORY
REFERENCES FI ELD OF THE-I NVENTI ON 5 The invention rel ﬁ%e%?é‘te'f | d of
s€ém condugt or i cropr ocessors. BACKGROUND OF THE | NVE T The
presgpt invention covers a schene for having alignnment: checks controlled by
"nmode bits within a mcroprocessor. ~Usi ng— thd s concept the prograrrrrer S
al l onwed to sel ect o A\ S

present invention is incorga

80486 m croprocessor,  al so knovvn as the [err] processor. The [err]

m croprocessor is an inprovenent over Intel's 80386 m croprocessor, also
referred to as tHEELIBOF PHECINVENTIOMNt el , 80386, 386, 80486, and 486 are
trademarks ofS I ntel Corporation). The 80486 mi cr opr ocessor is a 32-bit,

hi gh- per f or mance ne cessors i s obj ect
Code. bonpat f bi o w ¢ h Iedvasian reifige I e, oichat semiodERRsT FIaEaRroPssoR o
devel oped for the previous nenbers of the famly Generally, it is a

rei npl enentati on of the 80386 archrtecture vvrth the ai mof providing at

| east a 2.5 tinmeBARK £ FENTIQNeasured by the average nunber
of cl ocks per i nstruction. The present 25 |nvent|on represents one such
feature of t 80486.&1ﬁcr0 cessor which co'ntr E?&\? tolth S rfornance
i npr ovenent . ment | \}B’e"‘t%?""ﬁ@ﬁf e B "'PH@'%'HB%’H. °F'§Fto a
i CT Opr ocessor . Oford@Ned bt Bh&dd Bits® Wit a WiGtbprRteddof.2Uking itiis @8AGIpRItREl | T a
menory reference in a programis to a msaligned address. Convent i onal | Y,
30 \’gn addr ess oprogrammenis atiowashioi selact whetheya éauttiwill be geseratedhitai pl e of its
l ength. A one- byte datumis a.lwa S alrgnedlf

its address is am@mofy fﬂq!%m@ﬂe BIR rmsqlgﬂ?gsgqrgs%mqurgeng? fits

address is a embodiment of the present invention is incorporated in the archrtecture of

15 the Intel 80486 microprocessor, also known as the 486™ processor. The
486™ microprocessor is an improvement over intel’'s 80386
microprocessor, also referred to as the 386™ processor. (Intel, 80386,
386, 80486, and 486 are trademarks of Intel Corporation). _

The 80486 microprocessor is a 32-bit, high-performance member of

20 the x86 family of processors. It is object code compatible with the 80386
processor. As a result it can run code developed for the previous members
of the family. Generally, it is a reimplementation of the 80386 architecture

L with the aim of providing at least a 2.5 times performance improvement as

measured by the average number of clocks per instruction. The present
25 invention-repres_ents one such feature of the 80486 microprocessor which
contributes to this performance improvement.

As mentioned above, this invention adds the capability to a
microprocessor of being, able to select whether a fault is generated if a
memory reference in a program is to a misaligned address. Conventionally,

30 an address of a datum is considered aligned if it is a multiple of its length. A
one-byte datum is always aligned. A two-byte datum is aligned if its

address is a multiple of two. A four-byte datum is aligned if its address isa



-2- multiple of four, and so on. Data, therefore, is generally aligned when '
the address is a nultiple of its size. The significance of aligned nenory
ref erences becones nore evident when one considers the internal nenory
architecture of a 5 mcroprocessor. In nost conputers the nenory is * -
organi zed in such a way that the data size is egual to the nmenory wi dth. ~¥f

you have a nmenogy,organi zed by 32- Pts,. phis means, that yopy can access a .
i et om + REAUPle-GTaHY. Aisabo: i, Wrelors. s foregsiy alpnod hedien  one
menory cl ock gydrbss isl@mdpiBiot ty'Qizél i s frequently referred to as a

doubl eword or dword - a dword 10 bei ng conprised of four separate bytes,
e.g., 0, 1, 2 and Te.sighfidancé ef 8iigned memnory refefMé8S béddnwsmaomi t r ef er enci ng
to data at arbitrary addresses. |f the reference js not aligned then the

mi cr opr ocessoPvident ope Ransigersdhe interoghmemopy arehitaclurdghas est ed by
dditi I ShoS 15

Consi der & noerprotisBE MIRES CohfRRFRamathol | SpEREa hisch3yy 5 |,

past appr oachthat thetdatgsize issequal todibd shemehewidith df Pouhavedsmemoryst t he dword

begi nning at address. O tchie:%ract byte 3, then the dword begi nni ng at
address 4 to @W?F‘éﬁébyﬁ@' ts fsrfFP@P%‘b?'e@ /cancAceRss @ 32:tdtem Bathassi ng t he
requi red byte | epatogether to
Feconstruct B o0arese SRERISR MIMAE of REF wiARENG Hthil ek ol BT o es

suf fer at | ea32-bitwmorgtsinddueatly refdrred fomas & doublewerdtor divonad -- lacdwedrd t WO
addi ti onal rrermrg cycl.es; andé(GZ) a reconstructing or pleci n%@tﬁo et her of

the data ¥ enPeif @WB_W%‘{QMAH Pawl Pes: org: Qb2 AndH)s Bethihe 086 several
et AR RSB U R o W o) ORER, e PO
proceedi ng evestferenteniarnot alifredetherethe microprocessor suffers a performance '
penalty which is manifested by additional memory cycles needed to access
or reference the data. | |
15 Consider a memory reference to a 32-bit dword beginning at
address 3. In past apprbaches. the processor would reference 2 dwords;
first the dword beginning at address O to extract byte 3, then the dword
beginning at address 4 1o extract the remaining bytes 4, 5 and 6. After
accessing the required bytes the processor would then somehow piece
20 them together to reconstruct the data item or memory reference. Thus, prior
approaches suffer at least two penélties: (1) the requirement of at least two
additional memoiy_ cycles, and (2) a reconstructing or “piecing together” of | \-J
the data item in a new storage location.
To avoid this drawback, several alternative approaches have been
25 attemptéd. For instance, in the 8038'6 alignment checks can be performed
by the insertion of a_h in-line code proceeding every memory reference.
This code generates an address into a register and then masks out the lower
bits of the regisier. The masking operation is implemented by taking the
same register components and adding an aligning displacement. Basically,
30 a series of three sepérate instructions must be executed proceeding every

memory reference using this approach. Since half of the instructions in a
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This code generates an address Into a redistér .and then masks out the | ower
bits of the register. The masking operati.on is |Inplenmented by taking the
sanme Tegister conponents and adding an aligning displacenment. Basically, 30
a segi,es of three separate instructions nust be executed proceeding every
menory reference using this approach. Since #atf of the instructions in a
-3- typical program reference nenmory in some way, this represents an’
unacceptabl e overhead -- degrading perfornmance as: nuch as 20 to 30
percent. SeverBYPhEehi nRECI¥AB ERECFRAGH| WM YnewNRl SeMBr o¥a¥sorkhis

require all mepepy¥es8heEENCAS t @ndecabtanad. TheSthd@mEhi Res ahugwsafmylt on
references to n1sgllgned dat a. ﬁbmevgé, thg faults are not sel ectable, so
that faults aP8FIPRBAPFELAT MYEReRHt 8B, tO 3%nPercqibsents  a probl em

si nce many non-artificial intelligence environnents (especially
COBOL) benefit fromth LLht : er e m.galj t

category of machi nes pgreﬁgkéhmiﬁsagﬁ%hﬁéd ?g%ern{egr%eéﬁoqﬁgﬁgr?e er%"g ?ﬁéec

perf ormance pepuPEgsEOLEri beduabevall Theneryntafacences| tecbenaligned.

80386, Digital phe¥oXmaBRdneke:A%alis2dAuYH on réfiterds tBMis{Pigned
(Regi stered Trade Ma%%é Consequent | a new net hod of rOV|d|ngE§%é|ona

;
ni sal i gned addf@fa-fadl V%ﬁﬂcﬁ?%o@%“i%? aner et sehagke et 7
penal ti es descfatigtisabavre, iiavakiably ngededatedthe fTrid. pPBesbhtsbeaseen,

Lhe present | "BeBbLGR Provifies 2 HBADS | Hortld¥YRLAeCkt Rl L §hnte
) environments (especially COBOL) benefit from the ability
L/' to reference misaligned data. Another category of

machines permits misaligned references, however, with
the performance penalty described above. These machines
include the Intel 80386, Digital's VAX (Registered Trade
Mark) and the IBM 370 (Registered Trade Mark).
Consequently, a new method of providing optional
misaligned address faults, which does not suffer from
the performance penalties described above, is what is
needed in the field. '

As will be seeh, the present invention provides

a means for alignment checking which is selectable by

i the user and requires no additional instructions.

Moreover, the invention supports two levels of masking

for the alignment checking procedure; one at the

application level and the other at the operating system

level. With the ability to mask the trap or the fault

itself, this invention offers the user two opportunities
to control alignment checking.

Accordingly, the object of the present invention
is to provide a means for detecting inadvertent
misalignment of data. For purposes of program



the user and requires no additional ‘indtructions. Mreover, the invention
supports two | evels of nmasking for the, alignnent checking procedure; one at
the application level and the other at the operating systemlevel.- Wth the
ability to mask the trap or the fault itself, this invention offers the ,
user two opportunities to control alignment checking. Accordingly, the
obj ect of the present invention is to provide a neans for detecting .
i nadvertent m sal i gnnent of  data. For, purposes of pr ogram -4-
debugging, aligning data can increase performance substantially.

Anot her object of the present invention is to provide a neans for
generating aidiggivgfaublisghinger ity ardihi cia rba%?"ég¥¥5¥4§ﬂée '
progranms which use |p orger address bits to 1dentify types of polnters,
and then use¥EFINH LI ¥renents to "adjust out” these tag bits to get
an aligned address. The present invention provides pointer type

checki ng without a i . er for pance penal fv. . .
Experi nent al maa.sur%%tg&. ?’%’af*‘c’gt eotot ﬁg?, Brggent, e’s%Yﬁnti'%el’r?i it
realizes a tMrovideerxemeans f forangensustingn avigmpgentl Pawlesnsin unning
on the 8038Gdi€4 0P’ RFEEEPEIa1 OkRBL12 HEhES RN PRRWRads! WRIMH RESSENt
i ncrease on ot her nachines, o, '

lower order address bits to identify types of pointers,

~and then use small displacements to "adjust out" these

tag bits to get an aligned address. The present
invention provides pointer type checking without a .
substantial performance penalty. ~ Experimental e

measurements indicate that. the present invention
realizes a thirty percent performance boost oﬁ average
Al programs running on the 80386 miéroprocessor. ‘other
studies have shown a tWenty percent increase on other
machines.
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SUMVARY OF THE | NVENTI ON A m croprocessor which includes a neans for
detecting msaligned data reference is described. The detecting neans is
sel ectabl @ such that 5 when the detecting neans is enabled and reference
is nmgde to a misaligned data object, a fault is produced which interrupts
execution of the current program The detecting neans is part of the
segnentation unit of the presently desc?i-bed nicroprocessor. In the
preferred enbod SYUMMARF | THEDINVEMNIIONA| so has a protection nmechani sm
for granting access to 10 certain data objects at various |evels of
privilege. The deteciing neans conpri.ses.two node bj tored wthin the
m cr oprocessor. The i"?'gprPﬁa‘%s%i HB@P‘&%%*’%?&?FA%{@*’@W@ "P'aﬁ'lgf“’gt t he

| east privil egedal\tdrofte i86865HDATH d@tecting Ro@iils iseREiaBIRSsUCA\RAY Whi | e
t he second node bit provides nmasking of the fault at the nost privil eged
| evel (i.e.,5theaheh thedeteatingmeansss enabled ahd refatence isauadsto g misalignedbde, or

T 1" i n"or der chig OHibg: MEAHIOE PIRSUREERbIChIMBEIE S3PHon PR AT 1vo. -
eparate node bi r W | ' ; i rovi de :

zpltoi mum pr ogr an;%}%&?l g;i(\lgtg:e | yd%emgphg%lf @ﬁ%@@&fa&#ﬁgﬁ#g—}ﬂ%ﬂE \II/):?AV\? NGS

The present i nvenésently desdribbe micrdproséssorl hothe prafeirgd émbaoditrisat, died ai | ed

descri ption given bel ow and fromthe acconpanying drawi ngs of the 5
preferred embodiMigmeprasessas@isofias & protectiom meshanismdorgrantingApcasstt be t aken

Lo 1imt thgol NGRLIQR BrjblS of REAIS GvaTBPHhIMRGS, DUt are for explanation
andi ng only.

and under st
L," The detecting means comprises two mode bits stored within the

microprocessor. The first mode bit provides masking of thé fault at the least
- privileged level of execution {i.e., the applications level) while the second
mode bit provides masking of the fault at the most privileged level (i.e., the
156 operating system level). Thus, access to the mode, or mask, bits is
provided at two different levels. Both mode bits must be set to *1" in order
for the detecting means to be enabled. The use of two separate mode bits
for'optiona"y enabling alignment checking provides optimum programming

flexibility.



Figure 1 illustrates the four privilege |levels provided by the 10 invented
m croprocessor. The nost secure |level is shown as level O and the | east
secure level is showmn as level 3. Figure 2 illustrates the EFLAGS regi ster
located within the invented mcroprocessor. The EFLAGS register has an i
extra bit (the AC bit) def gp@d 15 in_tée uppeﬁMiG bits to support faults<
on access to phfsEg i i@ | B¢ 3. Figure 3 illustrates t he
machi ne status contro ' contai ns an alignment masking
bit (AM which controls whether the AC bit 20 in EFLAGS can all ow an
alignment fault or_ not I S aG%eneral bl ock di agram of the

mi croprocessor of WHQ'WE%H?WMN’P derstood more fully; feam thedatajled i agr am
h h tl
orefer req emSSsABH gifsif Geiof Bok o el Bicoihpafiing BRI deind 1S o' brv On A

ni cr opr oc & s Oprefenedathigimented tite Invention| whichBowdver,¥hbuld Hofbbt i s to be
gener at ed whenever a m sal-igned nenory reference is detected is 5

descri bed. |ﬁak%tqlwitmin\@nae@tqmgtspewfc embediment kit are for explanations are set
forth, such engt.hs, register contents, |ogic diagrans,
etc., in orde gﬁ%df%@ﬁﬂgbgn horough under st andi ng of the pr esent
invention. It will be obviguss however, to one#$Ri*I'led in the art that

t hese specific details need not be used to practi'ce the present invention.
I n ot her instancefigum® 1 illusirates dinfour privitegedeveisprovided bytthe have not “been

shown in n,order not to-.unnecessari qbscure t es

i nvent i on‘thPr'%?"t?%"H‘frgBrﬁggﬁsﬁ& Tﬁ éf %ﬁqu&‘eé 55%?1?? pﬂ"?'o# §“§enef icial to
‘the under st anflbNehspebdie IdVetBEhbwh24a8¥d1@n to first consider several ()
architectural features of t he 80486 m croprocessor. s/

AWNGS

Figure 2 illustrates the EFLAGS register located within the invented
microprocessor. The EFLAGS register has an extra bit {the AC bit) defined
15  in the upper 16-bits to support faults on-access to misaligned data at
privilege level 3. =it ' R -_
' Figure 3 illustrates.the machine status control register. (CRO) which
contains an alignment masking bit (AM) which controls whether the AC bit

20 in EFLAGS can allow an alignment fault or not.

Figure 4 is a general block diagram of the microprocessor of the \..J_

present invention.

25 Figure 5 is a diagram showing how alignment checking is logically

implemented in the currently prefetied embodiment of the present invention.



15 BASI C M CROPROCESSOR ARCHI TECTURE As the role of conputers in our
soci ety becones increasingly. significant, nore mcroprocessors are

| frpl ewent.ing a protected virtual address node (protected node). The
protected node incorporated into the 20 80486 m croprocessor all ows
mul tiple applications to run concurrently, but isolates themfrom one

anot her so thaté@immcatioﬁ 0 not affect any other
application. Thteé _ —a_protection nechanismis the selector.
Rat her than directly accessing any part. of the system a programdeals wth

a sel ector which gramficrop@esssor thcludiisd MEaRdioR eblectiy wstReICd LRI 1 th each
object is information about it, for exanple its |ocation, size,

restrictions onbagenertes wheneveea suisaligned mesionotaiersncs isidetectaskisoper at i ng

system has agcegs_to th ata.referenced by the sel ector ich ig called a
descri ptor. %es??7':;5{68?'5?'Hﬂ?c@"%"g"%dgmgﬂ?'dﬁmé‘?usl ﬁ?eﬁ'&?gf als RS 'y segnents
are 30 one Ki ngorf, sﬁﬁ&@?&é@ﬁ@&i Ien@h?.efeﬁﬁié?tcsmeﬁﬁl E’Efcsdié hddére!, #p! es that

support the protection nmechani sm special segments that store the processor
state, etc. By exlentmproyiderecthoedugbiunderstapding rof ther presknt inventioss Kwilc h
descriptor is associgted with the, selector and with the object to which
Che. deacr ptor BBORVGUSARNaVEE 10 PRASNIRbLIndRE ar Tt shoseramecie SSIaS « ne
privilege |evel Lo et 0 an obj ect
with the sel ect geédelhgﬁ’eér)@éacces%%%aé?npgg%?@%ﬁgur@q&ugﬁﬁé\}?o ates a rule
of the prot¢0ti eel-knowr stractuses arzhdircaits, hase ast haemshowa ip dataildmotdera
designated routine in the operatig&qs?gsterr) access is permtted but not

ger}ed (e.g., PPUEHINSEpESaAFily; Dsute | Prasent i?"?"ﬁmﬂenory, an operating
system routi ne nust ﬁﬁ@ﬁoﬁ%u%?ﬁaf%de%@dm& ﬁﬂﬁié?khﬁﬂ&fe&ﬁ;{hﬁo' to the

program, oOr access iS grante the Tequested privilege
understanding of the present invention to first consider several architectural

features of the 80486 microprocessor.
15 :

BASIC MICROPROCESSOR ARCHITECTURE
As the role of computers in our society becomes increasingly
significant, more microprocessors are implementing a protected virtual
address mode (protected mode). The protected mode incorporated into the

26 80486 microprocessor allows multiple applicatiohs to run concurrently, but
isolates them from one another so that failures in one application do not
affect any other application. The central feature of a protection mechanism
is the sefector. Rather than directly accessing any part of the system, a
program deals with a selector which grants access to a system object.

25 Associated with each object is information about it, for example its location,
size, restrictions on use, etc. In the 80486 microprocessor only the
operating system has access to the data referenced by the selector which is
called a descriptor. '

Descriptors describe a system object in detail. Memory segments are

30 one kind of system object. Other system objects include tables that support
the protection mechanism, special segments that store the processor state,

etc. By examining the selector the hardware determines which descriptor is



10 The 80486 processor supports four levels of increasing privilege,
nunbered 3, 2, 1, and 0 as shown in Figure 1. Privilege |evel 0 is the npst
privil eged level . The privilege level of the selector in the code segnent

(CS) register identifies the precedence of the currently executing routine
and It Is called the current privilege réal (CPL). For reliability }J
reasons, 15 assaciated withdhe selectonand with tl'@dlbledltq which the descniptosyst em runs at

2t the. | owest PPEt| Oplim et the esciptor FRicoiRp IR tyiee Bl et oo o "
series of CO”%S{&H'Whéh Bgﬁoéram':rbﬂwsﬁﬁeeegﬂﬁarv\ﬁﬁjdctmdh"thb%ﬁﬁcﬁ?””m at es

rights or advantages not normally granted. In the 80486 m croprocessor, 20
procedur es r ueitheracgess isdenieddi thestequest yiolatesia ade of thecprotectitsj ects in the

outer ringg, but outer-r rocgdures cannot cess,lnner-rjng objects
Wth grears PIHCHRREDEoMIbaRsey st tin RBGRE 3 Searmpted Brnd e or ¢ he
present i nvenighgpti %gmggg & Buting erdcl.. at both t he
application Irg\be@tﬂgE CPLsgas angmatpgae opgg;?flél‘g s(/&fesm | evel
(e.g., CPL thuireMykemmqblahldperanhgmernmm rhust seiapfties ebjectpr i vi | ege

l evel s all ows _th resent invention to be conpatible with those machi nes

whi ch either éﬂt qry 2pd refurn copirpl to the,programy, %%"&P*sg'ﬁ&damﬂ gBAce. By way

of exanpl e, ¥ vaystemlevel, the alignment check feature my
be di sabl ed a? éeset ﬁerggﬂgbrenderl ng It 30 conpatible with the 80386

m cr opr oce9sor . InTheaoesmprpcegsoasnppmslfangemjset inereaking privilege, Pastal , when
t he data type.is declared at conpile_tinme, the selector |stagged vmth

that data typdumbeesdss, 2. Thard B as %‘f’ﬂﬂ' FQW@ 1dé?'§'"?%‘9"ﬁ'c%!§ themashange vvhen \
L1 DeoShan PrOMERHIARY TP HANRhs R APE slrkEiFURLEeBERRRE - L con
t5hel anguages {D8) Wstertmm:feﬁlhe/prreﬁedﬁheb o8 ther cusrently exmhgsoutﬂibl s allows
and it is called the current privilege level (CPL). For reliability reasons,
15 only the most trestwonhy codein the operating system runs at the most
privileged level (CPL = 0). Applications that might fail are run at the lowest
level (CPL =3). Various privilege levels are shown as a series of
concentric rings._in Figure 1. (The word privilege connotates rights or
advantages not' normally granted |n'the 80486 microprocessor,
20 procedures runnmg at the innermost rings can aeeess ‘data objects in the
outer nngs. but outer-nng procedures cannot access Inner-ring objects with
greater pnvulege.) | | . \J
As will be discussed in more detalil later, the present invention allows '
_ masking-ef the alignment check feature at both the application level (e.g.,
25 CPL=3)and at:the'operating system level"(e.g., CPL= 0). This selectability
of masking at twb different privilege I_e\rel_s allows the present invention to be
compatible with those machines which eithier always trap, or never trap, on
a misaligned reference. By way of example, at the operating system level,
the alignment check feature may be disabled at reset thereby rendering it
30 compatible with :the.8038'6 microprocessor.

in certain programming languages, such as C or Pascal, when the



user to define a function that will operate on multiple types (e.g., [err]

where x is either an integer, short real, long real, conmplex, etc.). Thus,
dependi ng on the data type at a particular point in the program nultiple
fungli ons can be perfornmed. 10 In LISP or Prolog prograns the

pointer field indicates both the addresa and the type of the data. The item
that identifies, th dat% tgpe IS cakl ed t‘Ee ta&. ,‘I'h_e_;,.._..é)_r ogrammer uses the '
bottom two bi t S92 W¥peds deciared at ppropileime,the splegtocisjaggad with thatdatgi 1 s | n
cases in which | Dot ) peration is
Tvalid or i YPOERNGR. i Bhertipius e tdiybs tbas Rotohfiod Wb fhe T 7 2

type to be a ceprogiam isygxecutingh Howaved in somg Al languegyes\such e LISREor can
generate a code_that assunes, the ta%Pi s a given value. This code cancels

the |ower tag HRPIEg added dexhilityds included in upjimeutype agsigoments. n thesen t he code

| d add | P | ' f
\(,:\gﬁcel ?at i gns/ ?slug dsggeﬁ ﬁ%&mgatgyb%e!l&n?#ya%%ﬁ#gtﬁggrpﬁ%g&%.s Tﬁ{ssﬁpiﬁgl(s: gﬂrree nt is
correct, the naseryo défingaduhttiohehat wilyoperatinsh mblipldaypescry. b8/ ef er enced

wi t hout undergoing a fault or trgg. When executing Al prog;ams using the
present i nvent i Whgre ¥dsgitherasciptegnt sBorredl, long repl. gAmplexcetedndhu® t he

di spl . " . di h
the'tag tho al rpenapb 8fthe Beadh e optibutbeout i Meleeiaf, iltile ) | )™ ©

gener ates a tr apneionkadhbe péiormédli s occurs, the current execution |ocation
(CS EIP) and the contents of the flags register AEFLAGS) are saved on the
stack and cthtrol s tn kS erRyolog programs the pointetfield indicatesrbatisthen i nt er r upt

ot £ on The fekfes g W ol HEEle, Do B Bl i uttite BRBRAREL. 1 101
occurs points teulbdthe 85! THE prograrhmMat uses WeSotioRPiwobilsiof a 32U pdiftgr oper at i ng
system can correct the condition and resune executing .- - 10 -
as the most significant tag bits. In cases in which the data type must be of a
certain type or the operation is invalid, or in those cases in which the
15 programmer expects the data type to be a certain type with overwhelming
frequency, the user can generate a code that assumes the tag is_a inen
value. This code cancels the lower tag bits. For example, if the tag has a
value of 2, then the codé would add a value of -2 to cancel out the tag bits.
This offset or cancellation is also known as a disp/facement. If the
20 displacement is correct, the memory item will be aligned and the data can
fo be referenced without undergoing a fault or trap.
When executing Al programs using the present invention, memory
references will be aligned as lohg as the displacement matches the tag.
Hdwever, if the displacement does not match the tag the alignment checker
25 of the present invention optionally generates a trap or fault. When this
occurs, the current execution location (CS:EIP) and the obntents of the flags
register (EFLAGS) are saved on the stack and controls transfers to a
software routine known as an interrupt handler. A specific interrupt number
is associated with each fault condition. The inStruction pointer saved on the
30 stack after a fault occurs points to the instruction that caused the fault.

Thus, the operating system can correct the condition and resume executing



the instruction.. OVERALL BLOCK DI AGRAM COF THE M CROPROCESSOR Referring to
Figure 4, the invented m croprocessor jncorporating the.5 presently
described alignnment checking feature is shown in general bl ock di agram
form The microprocessor includes a bus interface unit 10 which I's coupl ed-
to a 32-bit external data bus 30 and additygonally I's coupled to an addres”s(
bus 31 and sevahalinsduetiosn.control lines. Bus interface unit 10 deals with
physi cal (hardware) addresses only, so operand addresses nust first 10

Pt erface ani ¢ TooksnAEEBLaGK DEERRRS F ik mcoPRGCERERA ch' unit
cont i nual |y asks tNxdibfing 1§ PR 140 rvehfua'Rcfrdcbsch Xchirdnd wg® 0T Y ©f

the next instruction soon as t uni't” recel ves the

data, it pl & espresertly daseribpdoalignmedt chefcklnbelea;ufws sihewndrh gendril bloeiquest s
anot her 32-bit 15 piece of nenory. Cache unjt 12 includes a data cache and

control | er V\/m cPagram fogns Tha MIgToprcessyy "!ﬂ'uqeﬁ@ Rus nterfaca,pnit, 10 which is ne

pr ef et cher

segnent ation uﬁaémpié}c{a%egérlrg{r‘ltea f"(;ﬂr'laﬁm 1 'i/da%qs |0$:§|§Pis coﬁél%gttg addr esses
into |inear addédtﬁéﬁbus?@l and severdbohee @bAtrdl KiRes! NBus ihfbrfa%e%lmb%atso pagi ng
unit 13 and cache unit 12 through a 32-bit linear address bus 20, also

cal | ed the "LA Witk physical (hardwarehaddrassesenjy, spoperafdaddresses musklirst he | i near

addr ases. 0 pheglnbgh SRS ik T} pd el e TRl ol idbda P YT O
unit becomne t heinfdrfackiniti10adre sashieanmer2 and\srefatctar 1. The PRAGcR@nitt he |inear .
addresses of the 80486 microprocessor are divided into. 4096-byte bl ocks u

cal | ed pages. Mmpalyeasbaﬁheowsdaqsﬂéqe urit o fatchdhe mrys af mpaoanef theldr ess.
o pUTPOSeS of TN Aded A BB e Bk S RS SR L 1
5 s e s e oo s
15 piece of memory.
Cache unit 12 includes a data cache and controller which controls
the 'aocessinﬁ of the cache memory. Both the prefetcher 11 and cache
unit 12 are coupled via a 32-bit bus to Segmantati_on unit 14, Segmentation
unit 14 translates segmented addresses into lihear addresses.
20 Segmentation unit 14 Iis coupled to paging unit 13 and cache unit 12
through a 32-bit linear address bus 20, also called the “LA bus” (e.g.,
Linear Address). Paging unit 13 takes the finear addresses generated by !
segmentation unit 14 and converts them into physical addresses. If paging
is disabled, the finear addresses of the segmentation unit become the
25 physical addresses. When paging is enabled, the linear addresses of the
80486 microprocessor are divided into 4096-byte blocks called pages.
Each page can be mapped into an entirely different address. For purposes
of understanding the present invention, segmentation unit 14 may be |
assumed to be the same as that used in the commercially available intel
30 80386 microprocessor. The segmentation and paging units for the Intel
80386 microprocéséor are described in .



U S. Patent No. 4,972,338, entitled "Menory Management: For

M croprocessor”, which is:.assigned to the assignee of the present
anentlon Wthin the m croprocessor instructions are coupled to the
insfTuction 5 decoder unit 15. The decoder unit operates in a nanner
simTtar to that of the prefetch unit._ Lt takes individual bytes fromthe
prefetch queue and determ nes :the nunber of bytes needed to conplete the
next instruction. UThePatansdie. &45?42,3%br ateeﬂtlw?lwprepmmﬂaapmm fori9 in which

Tont oS e 5o Bisho®| PARH s 8Riel b e AideB o B BeBdiicie St 15
I s shown coupl ed fhoestigst r ol unit 19 while control unit 19 is shown coupl ed

ta segnentation unit 14, data unit 18 and floating point unit 17. Data unit
18 is an arithmetic Id@“ﬂunthﬁ mtc(amqgesm ipstrystionsoanercoppled e the: insgtruction a

e m cr opr ocdbscrearumt s D Sachiol i rghaies i o BHRERS warstaps, o,

floating point commaiuQﬂSIttaIbgmmasB,ﬁe@%mgw pieleich Qledel adt | Ng poi nt
unit 17, as well as the other units of the mcroprocessor, is not critical

to the understandﬂetgﬂnlnesmedwhefpﬁbﬁeﬁ mdedsv gwapteirenbwne:gtimm:qme vari ous
units of the m crgproces e dj scus onl ar, as peeded to 20
conpr ehend t he prgg Aecq WPBﬁm 5&&%&&9‘1 EMBODI MENT
The sel ectabl e al 1neﬂaa:ahs%k>@sia%d %nm@rwsmng &g%ehe,éw' Qoo 1V
visible to the progranmer as two new state (or bits S

| ocat ed in tht0 EFloAGR m:gmmmssandT hesmsmhdhed detarleAMit(18l is ghowmtoupledtto) bit.

T [EFLAGS regi ster | ds st atus i.nfor about e current .instruction
2 (Lhe EVP r GUMGH Pt 13 PP Fontiol Snil 3816 Sadvi caupledin SRMEMFIKecut | ng

' ”St ruction) as Wghit 14%Gata GMPE andliodting lpdint {:ﬁ{ £7 2Bhtalunitd8fid 8 GRthmetic
logic unit (ALU) which performs ALU functions in a similar manner to those
performed by the Intel 80386 processor.

15 The microprocessor also includes a floating point unit 17 for
performing floating point computations. The precise configuration of floating
point unit 17, as well as the other units of the microprocessor, Is not critical
to the understanding the present invention. Signal flow between the various
units of the microprocessor will be discussed only insofar as needed to

20 comprehend the present invention.

L_/ _ | DISCUSSION OF THE PREFERRED EMBODIMENT
The selectable alignment checker of the present invention is
externally visible to the programmer as two new state (or'mode) bits. One bit
25 s located in the EFLAGS register and is called the AC (alignment check)
bit. The EFLAGS register holds status information about the current
instruction étream (the EIP register contains the address of the currently
executing instruction) as well as a number of fields relevant to different
instructions. The other bit, called the AM (alignment masking) bit, is located
30 in the control register CRO. |
Referring now to Figure 2, the details of the EFLAGS register is



i nstructi ons.
| ocated 30

The ot her
in the control
details of the EFLAGS register
3, 5, 15 and 19 through 31 are "un gfi ned".) The AC bit
position 18. The AC bit enables th

bit,
regi ster
i's -

12 -

called the AM (alignnment masking) bit,
CR). Referring now to Figure 2,
shown.

S
t he

(Note that flag:bits 1,
is located at bit
g€neration of faults if the nenory

o

reference is dHpwh, (Nof thaifkey bisdr, 35S, 15-and wmnlgh 31t ares'undefined™.)caused by a

word access to an odd address,

or aFhesAGihitds josatadaat bt positian 18 dhe AL lz"reaab!@ the, generaied s.

SyshBifed S0P et 1o 4 Atelonsy iRt For il

0 MOD 4,
Ali gnment fault
is ignored (|

a dword access to

an address that

't he

descriptor t ajlsegan(BePEautot Dytaowoldidess foran odupdddreds), 3 dwardbedess dd er ences,
tor table are exequted at

| evel 3. 1?)_ mgd@assﬁeusgwapéwgmmeaarww rencerie anagdmss ot nt t hr ough
t t t
bi't “whi oh i naPd @ w0 8, Aefhéiadigis gb

code when setpi ggt&réd is igforb@ (impHEithg0) ﬂbévéld 0,9t and B Refergneesto theequi red for

even if the instructions

m cr opr ocessor

15

causin t he

ata types: TABLE 1

descri

n&ate@ %HrYgé

executl

AL| GNVENT RE

20 DATA TYPE descriptor tables (for selector loads) arq imalieithyr

i LO\IGDREAL the instructions “causing” the descriptor ta oare executed at1obdr 3, REAL
10  Aligned faults are reported in the preferred embodiment through interrupt
bit 17, with an error code of 0. (Bit 17 is the virtual mode (VM) bit which \J
indicates that the currently executing instruction stream is x86 code when )
setto 1.)
The following'table lists the alignment required for microproce_ssor
15 datatypes:
TABLE 1
ALIGNMENT REQUIREMENTS BY DATA TYPE
20
DATA TYPE ALIGNMENT
WORD 2 |
DWORD 4 |
25 SHORT REAL 4 \-J
LONG REAL 8
TEMPREAL 8
SELECTOR 2
48-BIT SEGMENTED POINTER 4
30 32-BIT FLAT POINTER 4
32-BIT SEGMENTED POINTER 2
48-BIT “PSEUDO-DESCRIPTOR" - | 4 .
FSTENV/FLDENV SAVE AREA 472 (ON OPERAND SIZE)
FSAVE/FRSTOR SAVE AREA 472 (ON OPERAND SIZE)
35 BIT STRING ' 4

| REMENTS BY DATA TYPE
references, even if

i s not

bi t settlng

foveP3 st ¥ithb Wy node (VM

instruction streamis x86



TEMPREAL 8 SELECTOR

2 48-BI T SEGVENTED PO NTER , . 4 30 32-BI T FLAT PO NTER
4 32-BlI T,SEGVENTED PO NTER : 2 48-BI T " PSEUDO DESCRI PTOR'

4 FRTENV/ FLDENV SAVE AREA 4/ 2 (ON OPERAND SI ZE) FSAVE FRSTOR SAVE
AREA 4/ 2 (ON OPERAND SI ZE) 35 BI T STRI NG

4 - 13 - Because the alignnent check trature nmust be separately enabl ed

for each task, it hBscdi@ethd dilghhaticliotk féxubhi¥tBersdphmtaly enatiéeiorach t ask
has its own "copy" of EFLAGS. Referri ng nowto Figure 3, the control

regi ster CRO, @aéh taskiihhas beersincludedini the BRbAGSeaistesisingpeachtgsk has shown.
Control regist .0 veral control registers which regulate the
P o sbRy 3R Eetacs 9 9

pagi ng and nu Operation of the m croprocessor. As shown

in Figure 3, the al ReRMMGnoWPRIFIGREE] tHe dintrol @giter BFHO, ROMAIningthd 8 of CRO.
The AM bit controls whether the AC bit in EFLAGS can all ow an alignnent

fault or nob. Afigningmask gordeobbt (AMNis shewrk Gantegl! regist GRMsane®ocessor

i bili ' = l Lt A bi ly b d
comatT071)) Lo b bR Sy W22 Socss
system wi | | seleolpgibdesSorioperatibn iof ti midrdhrotdsSbvIEAS showH hﬂ-}i@ﬂbhig‘fe the

operating systemincludes the appropriate interrupt handl er. Use
of the two bit @lignmentangsks cantraj bitis:at bitpasition 18 o) CHOs ThediM bit cartedis of

e L T of B AEREN EECAgh SR S A M g 22 1 10

’ 10 disables the check (e.g., 80386 microprocessor compatibility), while AM =

b 1 enables it. The AM bit can only be accessed at privilege level 0;
presumably only by the operating system. The operating system will set this
bit to 1 to enable alignment faults only if the operating system includes the
appropriate interrupt handler.

15 Use of the two bits to enable alignment checks prbvides a great deal
of flexibility. The AM bit provides global operating system control, as it is
locatéd in register CRO that is global to all tasks, and can only be
referenced by the operating system. It will typically be set when the
operating system Is initialized, provided that the operating system includes

20 the appropriate interrupt handler (e.g., bit 17 of CRO).

[/ _ The AC bit provides application level control. It is in the EFLAGS
register that is swapped at a task switch and is accessible by an application
executing at level 3. Since EFLAGS is swapped on a task switch it is as if
each task has a private copy of EFLAGS and, hence, its own copy of the

25 alignment checker. Typically, Al programs need to have alignment
checking only at level 3, the applications level. By having access to the
two mask bits, the programmer has two opportunities to select whether or not
an alignment check is done; one at the applications level (EFLAGS register
can be cleared or set by the program), and one at the operating system

30 level (AM bit cleared or set). it should be understood that both bits mask at

all levels. However, AC is implicitly masked at all levels except level 3



referenced by the operating system It will typically be set when the
operating systemis initialized, provided that the operating system
includes 20 the appropriate interrupt handler (e.g., bit 17 of CRO). The
AC bit provides application level contrgl. It is in the EFLAGS register )
" that is swapped at a task switch and 7s accessible by an application .
executing at | whilg the. Aibitcanmmly wssetiesatdimeerntiolied)addgvebdi tch it is as if

h task h f EE f the 25
i gnment checker . HRUTBEAtatin af s Raed st chedlefBREREY checki ng
only at |evel &ouﬁ@%eaﬁ@b?rﬁﬁd SHHishIRHBY dafdyadeaydesd msqsi,srféﬁnédﬁe two mask

bits, the progranmmer has two opportunities to select whether or not an
al i gnment checl&singstfminw?r three bits afthe agrpitlllomrladdeasls@uem((meri)gl ster can

be cl ear ed t and t the gperati em 30

level (AM Bt %liﬁ%’éﬂ"&ﬁiﬁﬁg"ﬁ clefn 9 9‘&96‘1! peRlon . mﬁ%nﬂ% hits mask
at all |evels. /dpyausT unit¥9. | RishiidHedd é)bf&ﬁﬁ cept |evel
3 - 14- vvhi1 e the AMbit c:anm(yn ya?)e set/&f‘éeefs!léJﬁ§ ?ﬁ%e-ﬂe?écfgér!]?zrﬂg | ed) at

| evel 0. The isqumMaﬁQIturmmtoWhtdrealsamoratelslirieagadﬂnetseﬁéﬂieefault@t ers
around the recﬁegnltl n of msal ned data accesses. This is perfornmed using
the lower thre | i near address bus 20 (see Figure 4) 5

and the length of t i i i %&E unit 15 or
the control unit 191"?{’9 Q@_lﬁ%ﬁeb?ggﬁag%?@?é cgﬁ%? S %?Agﬂgé%;‘%?gfed Wi thin
segment at i v uof différént lahg'thsﬂnabm qahevaluwoﬂthmmmﬂdo bitssefd A Blis2d.aul t |s
servi ced by control unit .19, | lowing table defines a msaligned data

access for busBE§EYQie lengths %J'P ? y ggegingdhe nbysseaueityrardieldh| ues of
the |l ower thr eﬁﬁm Eé:ﬂ%‘m&tﬁntﬁé%p umPngromthe Inshs are determ ned by \J

decodi ng the S-request type truction decode unit 15
or control unit 19.

TABLE 2
15
Bus Cycle LA Bus
Length {bits Comments
(in bytes) | 2,1,0)
20 1 XXX No misaligned access possible.
2 xx1 Access 1o odd address is misaligned.
4 -xx1 Access 10 an address crossing 4-byte
xix | boundaryis misaligned.
8 xx1 Access 10 an address crossing 8-byte
25 ' xix | boundary is misaligned. S
. 1xx ' \4
4ND xx1 This is a 4-byte-not-done bus-cycle.
x1x it implies that another 4-byte cycle is coming up
30 1xX and is therefore treated ke an 8-byte cycle.

Once it is determined that a misaligned access has occurred, it is a
relatively simple matter to determine the other conditions necessary to
~ generate a fault. With reference to Figure 5, a diagram of the alignment
35 checking logic circuitry is shown. Logié gates 40-44 and latches 41 and 45

are used to decode signals received from segmentation unit 14 to insure



TABLE 2 Bus cycle - LA Bus Length (bits _' Comments (in

byt es) 2,1. 0) 200 . . 1 . . XXX No m sal i gned access
possi.ble. 2 xx1 Access to odd address is msaligned. 4
XX 14 Access to an address crossing 4-byte x1x boundary is

m sal’i gned. 8 xx1 Access to an address crossing 8-byte 25
X 1x boundary is m saligned. 1xx_ 4ND xx1 This Is a

4- byt e- not - done bus-cycl e. 1 f'si“rrpl i es that.ianot her 4- b{éqe cycle

X1IX:
is coming up 1Xkatunit 14 igegving bus 20 anditeatithe byseyde will nohbe abgrted.cThd e. 3 0

ol atively st minBenaves el FA H3 %0 HaRTEn U3 B EY o FiSsntanals,
generate a fauldre coibihedaiit ButcrRqlestitymliel Eignals foaositar Bhit 1Hor al i gnnent 35
checking logic circuitry is shown. Logic gates 40-44 and | atches 41 and 45

are used to dediildSsatdhe inputscaf gatesdita anshes; cQitngether, antess6.48149.:andi nsur e

aborted. | Thé T IFSLE PaipEe S prdsgy & o Bpnbg Hnics)Roigila 169 B e ob T o7
These signal s ahe niigdlignse efaienbe M accorfiinge with Bl 2.cFér GlatipM, gald 46N ei t her
unit 15 or unit 19 at the inputs of gat es 46 and 69. Altogether, gates 46,

48, 49, and 5 myducEsAMIBNA O iIneRbwhich signifies an2-byte gnisalignedirefaranaei cat e t he
byt et enath of ddil 67 ghahlcd0 Sk Sh e B! Sorifing = RBRS Miskina®! © 2 For
reference; gate 71 produces a signal on line 82 which signifies an 8-byte
\/ 10 misaligned reference; and gate 49 prbduces a signal on line B3 which
signifies a 4ND misaligned reference. Each of the signals 80-83 are ORed
by gate 47, with the result being stored in latch §0. (The symbols P1 and
P2 associated with the latches of Figure 5 designate the phase_ in which
each is clocked. For instance, latches 41 and 59 are clocked in phase 2 of :
15 the system clock, whereas latches 45, 50 and 62 are clocked in phase 1 of
the next clock pulse). |
The AM and AC bits appearing on lines 54 and 55 are input to AND
gate 57. Both niust be “1” o generate a misaligned fault. The output of
gate 57 is ANDed at gate 63 with the outputs of latches 45 and 50 along
20 with the privilege level of the program provided on line 56. The privilege
523 level in the currently preferred embodiment must be at level 3 as determined
by CPL bits in control unit 19. Gates 58-62 also provide an input to AND |
gate 63 to insure that the bus cycle type is one in which AC violations are
permitted. (AC violations are not aflowed on certain cycles. For instance,
25 they are not permitted on branch cycles since, by definition, it is a single
byte cycle.j _
Gate 63's output is coupled 10 one input of AND gate 65. The other
input to gate 65 is line 66 which provides a signal indicating that the
~ microprocessor's pipeline is free before the fault signal is generated.
30 Atltogether, in addition fo ANDing the AC and AM bits, the logic of Figure 5

is designed to insure that no access to any of the system segments is being



produces a signal on line 80 which signifies a 2-byte mnisaligned reference;
gate 67 produces a signal on line 81 signifying a 4-byte msaligned
reference; gate 71 produces a signal on line 82 which signifies an 8-byte

10 msaligned reference; and gate 49 produces a signal on line 63 which ;.
signifies a 4ND misaligned reference. Each of the signals 80-83 are ORed by/
gate 47, with the result being stored in |atch 50. (The synbols P1 and P2 ~
associated with the | atches of Figute-5 designate the phase in which each

he syst om a8 and Tt iBatinieEeyb i BEing befthindd B Tald "0 20 1o
the next clgrofudes & signalldatied\SINTR (s¥gnidntaion DRI HtéMiptoon ling®x 54 and 55 are

input to AND gate 57. Both nust be "1" to generate a misaligned fault. The .
out put of gwhieh iy couplieghio-epnitol yait £9.08hanever altef the apovescanditions ches 45 and 50
along 20 with the privilege |evel of the program provided on |line 56. The
privilege | 9P the currently preferred enbodi ment nust be at |evel 3 as
determ ngd by Chbn Ridefirig'SINTH, tKY cortiol udiPimmediasly Hans an akecutier ovi de an

input to AND gate 63 to I nsure that the bus cyclé type is one in which AC
vi ol ati ons amctakes sieps taiserviegthis glignmanhchackdauitotlt insertadwed nn certai n cycl es.

For i nst 25 t itt brapch | [ , b
ot s Spariien (A8 bRl Bt e BRI Y B PSR o 10 one
input of ANBligh#ient EReck At FiBfn theR bh, the nidrbBodtttakés bidr@ofdg Whi ch provi des

a signal indicating that .the mcroprocessor's pipeline is tree before the
faul t si gnawhateverds aecessary tectorathertpturn @ddress andinfarmuthe wserANDIi ng t he AC and

AM bits,.the | oqi i, gure 5 is designed to insure that no access to any -
of the %?/sterr?p?ggﬁgﬁ%éﬁf@ bei ng - 16 - made and that a legitinmate \J

bus-cycle is being perforned. AND gate 65

Thus, a microprocessor providing seléctable alignment checking has

been disclosed.



produces a signal called SINTR (segnmentation unit interrupt) on |line 67,
which is coupled to control unit 19 —whenever all of the above conditions

are pet. 5 On receiving Sl NTRg h jt inmediately halts
al | {gxecution and takes steps to serT{“ﬂﬂDllmmliﬂmum‘ent check fault. It

I nserts two no operation . (NOP) cl ocks am en 1OrGes the mcrocode to the
entry-point for alignnment check faults.. Fromthen on, the m crocode takes’
over doing whatever is necessary to store the return address and informthe
user 10 programof the fault. Thus, a Jmgr.oprocessor providing sel ectable
al i gnnment checki ng has been di scl osed. - 17 - CLAIMS 1. A

m croprocessor conprising: a nenory fB8tRIMBoring data; a control unit for
executing a program a neans for referencing data stored within said nenory

at arbitrary addressgs; aglq-,ié}gg,agegsgfcg@b@gﬁ':ng m sal i gned data references,
sai d detecting neans bei ng sel ectable such that when said detecting neans

is enabl ed and sai d actemepfirstpringdata; r ef er ences misal i gned data, said
detecting neans generates a f jch interrupts said program 2. The

| t
i Cr opr ocessor accor ﬁicﬁﬂv?'d’"@?%iwgi\ﬂpgﬁwgwa%npri sing a protection

mechani sm for granti ggn@é;ﬁg?s,gfgipe A Hatd st@reﬂevﬂfﬁﬁis&ﬁ&inﬁgﬁ yé%i_tﬂa el which

i dentifies the precedence ogram sai d requested privilege |evel

bei ng one of a @ddresises;yandf | evel s ranging fromthe |least privileged to the

nost privileged | evel. . N . .
means for detecting misaligned data references, said detecting

means being selectable such that when said detecting means is enabled

\

and said referencing means references misaligned daia, said detecting

means generates a fault which interrupts said program.

2.  The microprocessor according to Claim 1 further comprising a
protecﬁon mechanism for granting access o data at a requested privilege
level which identifies the precedence of said program, said requested
privilege level being one of a plurality of levels ranging from the least
privileged to the most privileged level.

| 3. The microprocessor according to Claim 2 wherein said
[ A detecting means comprises a first mode bit and a second mode bit, said first
mode bit being accessed at any privilege level and said second mode bit

being accessed only at said most privileged level.

4. The microprocessor according to Claim 3 wherein said
detecting means is enabled only if both of said mode bits are set.

5. The microprocessor of Claim 4 wherein said detecting means
is enabled only at said least privileged level.

6. A microprocessor comprising:

a memory for storing data;



The m croprocessor accordi ng to Claim 2 \/\herel n said detecting nmeans
corrpsilﬂmuwu“ll Ilum“ bit and a second node bit, sajd first node bit being
acce ege | evel and sald $econd node bit bei ng accessed
only at ai ¢ nDst pr| vil eged | evel . 4. ﬁ;e m croprocessor according-‘to _ ,
Claim 3 wherein said detecting means i s eMdbl ed only if both of said rmde’m

bits are set. 5. Ibentm|ghQWr@Q@@mﬁg a(pfro mtm 4 wherein said detecting
means i s enabled only at said | east privi %ed | evel . 6. A m croprocessor
wi

conprising: a mam)rTeﬁbﬁf%ﬁ?rﬁﬂ@"mﬁ@‘asmfed hig said memery as RARIATY f or
. executing a pr%g Jreans for referencing data stored within said menory
at arbitrary a resses’ a protection nechanismfor granting sel ected access

fo data obj ect s accaiprdtaglionanddhanismifvi graging seledtedddccess th gatagbjpets a
segnentation unit for translati n? nment ed addresses into |inear
addr esses, sai @ceergingrioAhe prvilage OVEUﬁﬁﬁldsWﬁgfaa‘-rreans for detecting

m sal i gned data ref enabl ed |
such that when sai dggggrﬁgl?lah&ﬂfpgtlﬁ?&%@a&ﬁ%s%&ﬁg@%@ga? b@ h%riyng means
references m sgigdeyises, %amegmhét.s@hﬂﬁéémﬁwmaﬁ@wr@b@a@gfault whi ch
interrupts said program 7. The m croprocessor according to Claimé6

wher ei n sai d deviealignag dmameremegrsag@getacﬂnqmammmnmppnmy anaklednd node
bit said first np caontr II|n saldf e ast r|V|Ieged
Cevel and sai d “UERENH "o Sob eyl rRRns n Piatled ind e wiSBhER vt
privileged | evehedis reRréhchs ﬁﬁﬁ%héﬂﬁd@@&%éﬁé&hm means generates a fault

which interrupts said program. . \

7. The microproce'ésor according to Claim 6 wherein said
detecting means comprises a first mode bit and a second mode bit said first
mode bit-controlling said fault at the least privileged level and said second
mode bit controlling said fault at the most privileged level of said protection

mechanism.

8. The microprocessor according to Claim 7 wherein said fault is
generated only if both of said mode bits are set, thereby enabling said

detecting means.

9. The microprocessor of Claim 8 wherein said fault is generated .
only when no access is being made to the system segments within said

segmentation unit.

10.  The microprocessor according to Claim 9 further comprising a
paging unit coupled to said segmentation unit by a bus, said paging unit
converting said linear addresses into physical addresses, and wherein
certain bits of said bus identify a misaligned data access to said detecting

means for bus cycles of different lengths.



8. The m croprocessor according to-G-arm7 whéerein said fault is
generated only if both. of .said node bit meby enabling said
detecting neans. 9. The m croprocesé“ﬂﬁﬁﬁ“ﬂ“““u erein said fault is
gene,;'at ed only when no access is bein 0 thes system segments wthin
sai d segnentation unit. 10. The m croprocessor according to Caim?9
further conprising a paging unit coupled to said segnentation unit by a
bus, said paging unit converting said |inepr-.addresses into physical

addresses, and wherein gertain bits of said bus identify.a m saligned data
access to said det&bti dﬁﬂw’émqeéﬁ%mkyes@m#sm ?‘@r%rﬂcméﬁ@fm ary 11,

A m croproces Ry . aob] .at _ardit.rary addresses,
said mcropr oggérseggé#?nécﬁt'%Wﬁ@ggﬁéggéﬁgg@gﬁgrébﬁ%é?& mg{:géﬁ'éﬁt%ﬁg access to
data objects ! bial I I t i i sal i gned
data refer encg?rﬁggiqgc gg?éf??’#géﬁeggﬁg ggﬂg‘fgﬁ%‘gpgﬁ?g@?ﬁh?ﬂ%{n when said
det ecti ng neadetecting misalighedrdita eéferences, said datbrting meanssbéingned dat a

obj ect said detecting nmeans generates a fault, and control means for

enabl i ng and 8elegtablenguchnthat wheasaiddetesting means ds enabled anderafereaemis: i si ng
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control means comprising a first mode bit for masking said fault at a least
L/ privileged level and a second mode bit for masking said fault at a most

privileged level.

_ 12. A microprocessor substantially as hereinbefore described
with reference to the accompanying drawings. '




