WD 03/ 079603 PCT/ US03/ 07400 1 METHOD AND APPARATUS FOR CONTROLLI NG FLOW OF
DATA IN A COVMUNI CATI ON SYSTEM Field [1001] The present invention relates
gener al | ywooswhwsos i el d of communi cations, and nore parti eararshyo74v@ dat a
conmuni cations in a conmunication system Background [1002] In a

comuni cati on system unnecessary and excessive transm ssion by a user may
cause interference for other users in dddition to reducing the system
capacity. The unnecessary and excessive transni ssion may be caused by
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between two end users may paCOMMUNICAHONSYSTEMers of protocols for
assuring proper flow of data through the system The proper delivery of
data in at |east one aspect is assured through a system of checking for
error in each packet of data, and regjggting a retransm ssion of the sane
packet of data if an unacceptable error is detected in the packet of data.
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r et r ansngemhfuhicdtionsysteect ed packets of data in the group in the |ower
protocol |ayer has been conpleted. As a result, the retransm ssion process
at one protocol layer may slow down flow of data between different
protocol layers in the system Inm@q&b}bgﬁd t he hi gher |ayer of protocol
may request for retransm ssion of all "the packets of data in the group,
resul ting i n180%kr in peemmgnisation sysiem, WHeREsSH A ENSHEXCESSYEERNSINBRION ow

of data B{/%@é@ﬁpﬁ{é‘#@ﬂ&?lintlaﬁéﬁ?énc%‘?of"ﬂfﬂeﬁ'%%ei in addiifbn Eol%%ﬁ]ciriﬁgtﬁee’fgy%t@rﬂd as

wel | as others, 'S a need tor a nmethod an appar at us iclently
control thpaeityt dfha unnecessanurdrchtaxcassiyst tansBlgsimRYNAY 109 4¢ausesly Hyem
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station hetwdet ey iehd tissts by Pas thioughl sdvsidr) laparekstt srotdcal@fer asstringa
physi cal | ayer protocol. A processor is_incorporated i e .base station
for proper flow of data through the system. The prop%r d%ﬁlvery c?f éah(a in a? ?eas% one
aspect is assured through a system of checking for error in each packet of data,
and requesting a retransmission of the same packet of data if an unacceptable
error is detected in the packet of data. Passing data from one protocol layer to
another may be performed for a group of data packets at a time. Passing a group
of data packets from one protocol layer to another may not take place until the
process for retransmission of the selected packets of data in the group in the lower
protocol layer has been completed. As a result, the retransmission process at one
protocol layer may slow down flow of data between different protocol layers in the
system. In addition, the higher layer of protocol may request for retransmission of
all the packets of data in the group, resulting in a very inefficient use of
communication resources when flow of data from one protocol layer to another is
slow.
[1003] To this end as well as others, there is a need for a method and

apparatus to efficiently control flow of data in a communication system.

SUMMARY
[1004] A system and various methods and apparatus for efficient
communications of data across various protocol layers are disclosed. The system
includes a base station for receiving radio link protocol (RLP) packets of data over
a physical layer protocol. A processor is incorporated in the base station for



WD 03/ 079603 PCT/ US03/ 07400 2 passing received in-sequence RLP packets of
data fromone protocol |ayer to another. A network comrunicatively coupled
to the bawe oswadeddn for routing data to a destination inpraegdamsosiersece W th
at | east one protocol layer including a TCP protocol |ayer. The processor
I's configured for determ ning whether a received RLP packet of data is
recei ved out of sequence in a series of2RLP packets of data. The processor
starts an abort tinmer associated with a transmtted negative

acknow edgnent for.neasurin n | f bort ti

Acounl aPPRGNDcledelAl Bhiediuty FUE BRI P R, Hondile whoPER R o

pr ocessoanothelr € ATheRborivieeidiaunichtivety epaplddtibrire dhast htatidrofdr routineg detecteeds

an abort period of time threshold. The system considers as receive he
ni ssi ng RLAeHRatioN by %P@a%dwﬁgr Abrlaastpaes; Pf&,to‘-‘t%dlﬁ)’ﬁri @P@H’g‘n@vél ‘?Cb
pr ot ocol e | il ugdte i RS 0 X
fromt hepgﬁgéﬁu\agt@é\émfcjﬁ g}?(;‘esisﬁgq%wgwmﬁggout ﬂﬁr@ n fﬁ%ﬁ?e%gi@yegg
r et r ansmifd$l packst of datarissesiceiy el outpeicieguente dnasariesroft paplsets afidasa.

exceeds t rj of ti . S wWhil e.e0 ' . .
accumnul abﬂ’g %E&eﬁggﬁe%tgﬂgf gaa?gg Btf h%‘?acﬂ@%%‘%\gp g’f’tﬁdg{) ?%%?%@%%I 'ae%ar;[H' ©
passi ng atkeowledgimard Ffor- Sagasuvirey R plepset!s tinde det athieo abdri giiraer,pravidocol
| ayer when the accunul ated RLP p %é‘?ts of data exceeds the_amount of data
thr eshol BOGHTHIAING REPIEHPRTIENS 0L Colk A B SeR ICTH BULEb 1 6] eepso!

exceed t hgichfnds Rt tAE diapsad fieastiab GbofStirief BRéddds ARbbeHparRRE6t s Of
the invention provide for preventing at |east one of a retransm ssion of
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accumulated RLP packets of data exceeds the amount of data threshold without
waiting for the elapsed time of the abort timer to exceed the abort period of time
threshold. As a resuli, various aspects of the invention provide for preventing at
least one of a retransmission of the TCP protocol layer packet of data and scaling

back of data traffic in the network.

BRIEF DESCRIPTION OF THE DRAWINGS

[1005] The features, objects, and advantages of the present invention will
become more apparent from the detailed description set forth below when taken in
conjunction with the drawings in which like reference characters identify
correspondingly throughout and wherein:

[1006] FIG. 1 illustrates a communication system capable of operating in
accordance with various embodiments of the invention;

[1007] FIG. 2 illustrates a communication system receiver for receiving and
decoding received packets of data at a data rate in accordance with various
aspects of the invention;



3 [1008] FIG 3 illustrates a conmunication systemtransmtter for
transmtting data packets at a scheduled data rate in accordance with
vari ous awpasineod the invention; [1009] FIG 4 illustraPe3/Emos/oapscei ver
system capabl e of operating in accordance with various enbodi nents of the
invention; [1010] FIG 5 illustrates a stack of protocol |ayers for
controlling flow of data in a comunication system [1011] FIG 6
illustrates a process for retransm ssion of a mi ssing packet of data;
[1012] FIG ﬁobm‘ié?Eqﬁuéfﬂtéglésccﬁﬁmiéa%%céyﬁérﬂ!tH}H%%iftéPYéﬂrQFar%%iﬁing
packets in a~ C nication system i n accordance w vari ous aspects ~of
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Vari ous enboﬂi nents of the invention may be incorporated in a wreless
conmmuni ct®EHOSy st em operating in accordance with the code division
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various standards published by the Tel econmmuni cati on I ndustry Associ ation
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WCDMVA st and i ncor por at ed by reference herein. system f or
communi cén acoenuhutiagaton pgstehso detailed in the "TIA ElI A1 S-856 cdnma2000

H gh Rate Pa i r f | fi.catl 1 Rco .

reference hef’@ﬁh D%@oé;)ﬁ%sft@%g %S@ﬁ&ggg@l Fe%ira@hstrﬁg%glg aq?%eﬁﬁ%{ﬁéﬁgggéﬁ ?nfg t he
worl d w gdiatayeb at the address: http://ww. 3gpp2.org, or by witing to TIA
St andards and Tech ogy, Departnent, 250Q WIson.Boyl evard, Arlijngton, VA
29501 Uni { c983E ELCof iR e VaoHs sEpatanrertalad Hprpt dataPrrkel B8 v
st andar d coprfMeiieticH S¢steh ihtRoriReNfitleVAriousTBYp&as @b MGEntidn.cont act i ng
3GPP Support Ofice, 650 Route des Luciol es- Sophia Antipolis,

Val bonne- France. [1014] Cenerally stated, a novel and inproved nethod and
apparatus pr oy f hB| R ' /1 a CDVA
conmmuni cat i on(m—%ﬁ@tl"eénL5 E;ﬁée(?ﬂ%ﬂ?rww ggﬁ?m ni rﬁ?%@?@gﬁwéﬁ(s ata from
one conmuni cHdiidh Mariouscemboaljraenisoohrtbe hiswentivre roay nive énecrpophtedy in a
enbodi nent.s described .herein re set forth in the conttﬁx of a di.gj t al

Wi rel ess VH'E?H%SSCSRWU”HMQ?E'% SX?@[’%rﬂP%‘i'ﬁ‘% n lﬁcgomqqﬁenwt' i % 6R %qu sen
advant agesufipledaddedse(CDRMM)OECHRIUS Ahidhh@akedr idistlosed and described in

various standards published by the Telecommunication Industry Association (TIA)

and other standards organizations. Such standards include the TIA/EIA-95
standard, TIA/EIA-IS-2000 standard, IMT-2000 standard, UMTS and WCDMA
standard, all incorporated by reference herein. A system for communication of data
is also detailed in the “TIA/EIA/IS-856 cdma2000 High Rate Packet Data Air
Interface Specification,” incorporated by reference herein. A copy of the standards
may be obtained by accessing the world wide web at the address:
http://www.3gpp2.org, or by writing to TIA, Standards and Technology Department,
2500 Wilson Boulevard, Arlington, VA 22201, United States of America. The
standard generally identified as UMTS standard, incorporated by reference herein,

may be obtained by contacting 3GPP Support Office, 650 Route des Lucioles-
Sophia Antipolis, Valbonne-France.

[1014] Generally stated, a novel and improved method and apparatus
provide for efficient use of communication resources in a CDMA communication
system by efficiently determining proper flow of data from one communication
protocol layer to another. One or more exemplary embodiments described herein
are set forth in the context of a digital wireless data communication system. While
use within this context is advantageous, different embodiments of the invention



WO 03/ 079603 PCT/ US03/ 07400 4 may be incorporated in different
environnments or configurations. In general, the various systens described
her ei n mayohle/ofwpired usi ng software-control |l ed processor PCTIUSORYT400 ed
circuits, or discrete logic. The data, instructions, comuands,

i nformation, signals, synbols, and chips that nay be referenced throughout
the application are advantageously repfesented by voltages, currents,

el ectromagnetic waves, magnetic fields or particles, optical fields or

o _ CnAti am . : i 1 Qn et he ' h
e e e B Eheh by oafl i S PR B, e oo

i || ustr atvasioas geysienals hiaesckibdd abeeein ofmay dmmiomedt usings gefteare-to0troklgrhbl e
of operating in accordance.w th any of .the.co diyisiqgn nultiple access
(COVRy  c BIERI=Es B oL eul S o el i R Al st Tpa: Sorfmetcf
enbodi nenBrdhtibmesighear) tsyPibol S0aNY raHies itigdt ﬁta?rtl@@réfé?eﬁ@é/d hieroughout the
communi cati gns_of voice, data qor both. CGenerally, conmunication system 100

i ncl udes apPiaaionsatg pevANiageewsly rppwsratad by ¥rlirgenqUsents ileckenageatia
number Q&a\f&b%&%ﬁétﬁilggl_&% o@%gﬁ&és,gg ideff fRIAd 'd?“ﬁ?r%iel%'leﬁ"a BIRASED

the nobile stations 02-104 ap Ic swich te ephohe and data network
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t erm nal a station as data access network (AN) w t hout
departi néa%@&%r{etﬁgmgﬁgﬁ&)g%ﬁﬁe and various advantages of the invention.
Base stati on[ﬂFf] nﬂGaﬂCillustﬁates wg@%rabblock@ia@aﬁngsa o@m’nulﬂi@aﬁorbeygtemh
station cgntro r a hase.transcegiver stem r sjmplicity, su
Conponent90aPePde ShoRAralBYn SCROICBRCEONTeAMbOT ithe casifmaiTan BHIRE n
ot her basgRcesat (CIMAA) f €6meNAIBAtR P 338tcth abtaABaffz0 -w?ﬁiemi}’f&drgortaﬁi\e‘{gt GBS

center (not shown rra]y control varidus operating aspects o
comuni c@trml@ﬁdwﬁ%%nmomeanavenﬂqrm atCommunieationc ksysiem 199 beeyeds et wor k

105 and +.ati n 6 16 ' . | C S
wth eac r@@ﬁ?ﬁ'@%‘?ﬁ?’é%ﬁ% E!Ial;a |8F1 hl[O}Q lg'g\ﬁgr%;l étcgberﬁﬂ(}'?:g&%ﬁf rwar dﬂ?(?nk
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targeted for bil.e.stations 102-104 . be to forma forward. |ink
ST onal 166 ey afichE AT 5 gickile HBYoBS TTPL. ahgl ReMidin.affe b

si gnal 1GfatitesorEs10hearddos wablic sivitsh Sélepabnd Gddt dat@xictwsik 106 ThkahoBild on
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signal trpdidH bt @fhth "RBeB8SRetwork (AN) without departing from the main scope and

various advantages of the invention. Base station 101 may include a number of
components, such as a base station controller and a base transceiver system. For
simplicity, such components are not shown. Base station 101 may be in
communication with other base stations, for example base station 160. A mobile
switching center (not shown) may conirol various operating aspects of the
communication system 100 and in relation to a back-haul 199 between network 105
and base stations 101 and 160.

[1016] Base station 101 communicates with each mobile station that is in its
coverage area via a forward link signal transmitted from base station 101. The
forward link signals targeted for mobile stations 102-104 may be summed to form a
forward link signal 106. Each of the mobile stations 102-104 receiving forward link
signal 106 decodes the forward link signal 106 to extract the information that is
targeted for its user. Base station 160 may also communicate with the mobile
stations that are in its coverage area via a forward link signal transmitted from base
station 160. Mobile stations 102-104 communicate with base stations 101 and 160
via corresponding reverse links. Each reverse link is maintained by a reverse link



station 160. Mbile stations 102-104 conmuni cate with base stations 101 and
160 via corresponding reverse links. Each reverse link is nmaintained by a
reverse |Wok3MDP6038/ 079603 PCT/ US03/ 07400 5 signal, such ®€Triesogoseo | i nk
signals 107-109 for respectively nobile stations 102- 104. The reverse |ink
signals 107-109, although may be targeted for one base station, may be
recei ved at other base stations. [1017]5 Base stations 101 and 160 may be
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[1018] F S ck di'agram of a recerver
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and an antenna system 292. The RE/IF gsten12
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processi %ﬂdoanNQr%i link may be different. One ordinary skilled in the art may recognize
that the amount of data communicated in a period of time varies in accordance with
the communication data rate. A receiver may receive more data at high data rate
than low data rate. In accordance with various aspects of the invention, passing
packets of data from one protocol layer to another may be controlled and based on
the amount of data received.

[1018] FIG. 2 illustrates a block diagram of a receiver 200 used for
processing and demodulating the received CDMA signal. Receiver 200 may be
used for decoding the information on the reverse and forward links signals.
Received (Rx) samples may be stored in RAM 204. Receive samples are
generated by a radio frequency/intermediate frequency (RF/IF) system 290 and an
antenna system 292. The RF/IF system 290 and antenna system 292 may include
one or more components for receiving multiple signals and RF/IF processing of the
received signals for taking advantage of the receive diversity gain. Multiple
received signals propagated through different propagation paths may be from a
common source. Antenna system 292 receives the RF signals, and passes the RF
signals to RF/IF system 290. RF/IF system 290 may be any conventional RF/IF



received signals for taking advantage of the receive diversity gain.
Multiple received signals propagated through different propagation paths
may be fremod/o7wo3mon source. Antenna system 292 recei ves PCR@ISRIFOBD@Nal s,
and passes the RF signals to RF/IF system 290. RF/IF system 290 may be any
conventional RF/IF WO 03/079603 PCT/US03/ 07400 6 receiver. The received RF
signals are filtered, down-converted afd digitized to form RX sanples at
base band frequencies. The sanples are supplied to a demultiplexer (demux)
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(not shown). Such a technique is commonly known in the art. Receiver 200
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timing hypothesis and digitally filtering the resulting samples, often with an integrate
and dump accumulator circuit (not shown). Such a technique is commonly known
in the art. Receiver 200 may be used in a receiver portion of base stations 101 and
160 for processing the received reverse link signals from the mobile stations, and in
a receiver portion of any of the mobile stations for processing the received forward
link signals.

[1020] FIG. 3 illustrates a block diagram of a transmitter 300 for transmitting
the reverse and forward link signals. The channel data for transmission are input to
a modulator 301 for modulation. The modulation may be according to any of the
commonly known modulation techniques such as QAM, PSK or BPSK. The data is
encoded at a data rate in modulator 301. The data rate may be selected by a data
rate and power level selector 303. The data rate selection may be based on
feedback information received from a receiving destination. The receiving
destination may be a mobile station or a base station. The feedback information
may include the maximum allowed data rate. The maximum allowed data rate may
be determined in accordance with various commonly known algorithms. The
maximum allowed data rate very often is based on the channel condition, among



rate and power |evel selector 303. The data rate selection nmay be based on
feedback information received froma receiving destination. The receiving
desti nat iwo o@ysbe a nobile station or a base station. Thecrasdyerko
informati on nmay include the maxi num all owed data rate. The maxi mum al | owed
data rate may be determ ned in accordance with various comonly known
algorithns. The maxinmum allowed data 7ate very often is based on the
channel condition, anong V\D 03/ 079603 PCT/ US03/ 07400 7 other considered

factors I
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300 to process the received and transmitted data. Various aspects of the receiver
200 and transmitter 300 may be common, even though receiver 200 and
transmitter 300 are shown separately. In one aspect, receiver 200 and transmitter
300 may share a common local oscillator and a common antenna system for RF/IF
receiving and transmitting. Transmitter 300 receives the data for transmission on
input 405. Transmit data processing block 403 prepares the data for transmission
on a transmit channel. Received data, after being decoded in decoder 214, are
received at processor 401 at an input 404. Received data are processed in
received data processing block 402 in processor 401. The processing of the
received data generally includes checking for error in the received packets of data.
For example, if a received packet of data has error at an unacceptable level, the
received data processing block 402 sends an instruction to transmit data
processing block 403 for making a request for retransmission of the packet of data.
The request is transmitted on a transmit channel. A receive data storage unit 480
may be utilized to store the received packets of data. Various operations of
processor 401 may be integrated in a single or multiple processing units. The



recei ved data processing block 402 in processor 401. The processing of the
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unacceptable I evel, the received data processing bl ock 402 sends an
Instruction to transmt data processing bl ock 403 for nmaking a request for
retransm ssion of the packet of data. he request is transmtted on a
transmt channel. A receive data storage unit 480 nmay be utilized to store
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of data from one protocol layer to another may be controlled and based on the
amount of data stored in data storage unit 480.
[1023] The flow of data between two end points may be controlled via
several protocol layers. An exemplary stack of the protocol layers 500 is shown in
FIG. 5 for controlling flow of data between two end points. For example, one end
point may be a source connected to Internet through the network 105. The other
end point may be a data processing unit such as a computer coupled to a mobile
station or integrated in a mobile station. The protocol layers 500 may have several
other layers or each layer may have several sub-layers. A detailed stack of
protocol layers is not shown for simplicity. The stack of protocol layers 500 may be
followed for flow of data in a data connection from one end point to another. At the
top layer, a TCP layer 501 controls the TCP packets 506. TCP packets 506 may
be generated from a much larger data file. The data file may be partitioned into
several TCP packets 506. The data file may include text message data, video
data, picture data or voice data. The size of the TCP packets 506 may be different
at different times. At the Internet Protocol layer (IP) layer 502, a header is added to



end point nay be a data processing unit such as a conputer coupled to a
nobile station or integrated in a nobile station. The protocol |ayers 500
may have wewsfzdeo3 ot her | ayers or each |ayer may have sevecalussyiHbayers. A
detail ed stack of protocol layers is not shown for sinplicity. The stack
of protocol layers 500 may be followed for flow of data in a data
connection fromone end point to anothé&. At the top layer, a TCP |ayer
501hc?)ntrol s the TCP packets 506. TCP packets 506 may be generated from a
muc ar ger | arthd i hﬂ;\ ol TCP
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order to ggeduce the packet error rate seen by the higher |ayer of

[1024] On a receiving destination, the data packet 510 is received and
processed. The received packet 510 is passed on to RLP layer 504. The RLP
layer 504 attempts to reconstruct the RLP packets 509A-N from the received
packets of data. In order to reduce the packet error rate seen by the higher layer of
protocol, such as PPP layer 503 and IP layer 502, the RLP layer 504 implements
an automatic retransmission request (ARQ) mechanism by requesting re-
transmission for the missing RLP packets. The RLP protocol re-assembles packets
509A-N to form a complete packet 508. The process may take some time to
completely receive all the RLP packets 509A-N. Several transmissions of data
packet 510 may be needed to completely send all the RLP packets 509A-N. When
an RLP packet of data is received out of sequence, the RLP layer 504 sends a
negative acknowledgement (NAK) message to the transmitting destination. In
response, the transmitting destination retransmits the missing RLP data packet.
The processing of the received data generally includes checking for error in the
received packets of data. For example, if a received packet of data has error at an
unacceptable level, the received data processing block 402 sends an instruction to



protocol, such as PPP |ayer 503 and I P |ayer 502, the RLP | ayer 504

I npl ements an automatic retransm ssion request (ARQ nechani sm by
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re-assenbl es packets 509A-N to forma conpl ete packet 508. The process may
take sonme time to conpletely receive all the RLP packets 509A-N. Sever al
transm ssions of data packet 510 may B&® needed to conpletely send all the
RLP packets 509A-N. When an RLP packet of data is received out of
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recei ves jfbifRRCKSIRI P backbN 3", for example does not get to the destination. The
failure may be due to many factors including disruption of the radio link between the
source and the destination. After the destination receives RLP packet “04”, the
RLP layer 504 detects an out of sequence reception of the RLP packets. The RLP
layer 504 sends a NAK message identifying RLP packet “03” as missing in the
communication. At the same time RLP layer 504 begins a timer. The timer counts
the lapsed amount of time after sending the NAK message. If the timer expires, for
example after 500 mSec, before receiving the missing RLP packet “03”, the
destination RLP 504 may assume that the retransmission of the missing packet has
failed and the destination RLP may deliver to the upper layer the RLP packets that
have been received in sequence up to the next missing RLP packet. If there is no
other missing RLP packet, the RLP may deliver all the received in-sequence
packets. The source may limit the number of retransmission of an RLP packet only
to one time. Therefore, in such a situation, sending another NAK message may not
help because the source may have retransmitted the missing RLP packet “03”
without being received at the destination. Once the missing RLP packet “03” is
received, the timer terminates. The correctly received packets of data may be



RLP | ayer 504 detects an out of sequence reception of the RLP packets. The
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m ssing RLP packet "03", the desti nati bh RLP 504 may assune that the
retransm ssion of the m ssing packet has failed and the destination RLP

may del i v@llebfod RestoMRBR urlityss td mn&@rm&e@;@cﬁéﬂ@w dBRY EInPR/WBrdLe@ WRA 1N

r
sequence up to the next m ssing RLP packet. there is no other m ssing
RLP packefariougeaspeetsngy thelinyemntian,| thengroupceli teagivas pagketacel datackeysbeThe

ource it ot er. o ! f P k nl tQ one
S, - Ttaseel, up; B 8URCTe Pandifibt Mafhitplcaion pRlolb R 8k Aot '
hel p becauaimtaihingscemorinicationavetweenr s end tpaihts Hesedsen tige Binbbyraadfedati 03"
w t hout being received at.the destinatjon. .Once the mssing RLP packet "03"
i's receir\?ga,%e{jh%n(?iﬁi%rre({g’rrﬁ?‘ﬁ@g@sgn h@@&'ﬁ%&f I‘@a'ﬁ@geﬁpﬁ&%ﬁ’m%ﬁ%ﬂdzf fat a
my be WQeB3nh8mHish pfobeds03/ 07400 11 collected in storage unit 480 to

forma group of packets of data. In accordance with various aspects of the
i nvention, t rﬁb%%@%ﬂ%t@éﬁ%&%@éﬂé}@ afsimiararetigpspussion Pseepsse Briheown
to anoth ' | : I 3 : ié}@@j '

conmmuni cgitﬁcl;gﬁ et_ﬁﬁt%%ﬁ\ﬂ%idﬁ% §M é%rggogsnﬂt% péecggrlr\{)%% 0 8£%d;gcrpegg§ved
and st or dar sams: timgg#haiTGP fgernbtihauthenkansmiting soaraeoreptransmits dhe SCP

retransm ssi [ 10 - The T, r. 501 al s s.a.simlar .
retr ansm'pza}:k%ﬁ Eb%@géée.ssl(# ﬁ@'”&@%ﬂ@%@? aé‘tjd \P’h@%pgﬁéﬁa%'}‘% W?J%El'?ﬂggi on
d(r)]es not RicR elatz paoketxatethi eRILF Gy rED4 n;?aly %%Eaeohwr’(ank et FTl%urT@tHiQ}ime,fm_lPat
the trangmtt source re-tran st acket rocess, o

sendi ng am@&@@i@%ﬁn%gmw iozglét% t?égﬁiwe{ @y‘?ﬁ-s;i"ﬁggel B/ @htthe FRleRet
at the RigadkaethS0RatBYbderk 8ee8iUBd tédtrectiUls! PeavdMtsd tif TR IeB5F onka¥ethe 04
hol ds of f delivery of data to the upper |ayer. The delivery of the RLP

packet s taesfeaiyvieceved RbPepaekeis diaseat sgauencerrumsher dhatf isabigheadhamihe of

the corr efBh Hﬁ%ﬁﬁ e r ' | r
than the s (l?)ljg%ce n%%g%ﬁh(l:)e)f e ‘6?71%‘5['*5}&?l PS%@Pq%@gégp .aqg?ﬁcl%)t'%éeoé}?wﬁsg@gr
504 wai t xaonpleextalepst 580 Sest thdEcaiBe@ missieg ARAMe prakies spassikl Phe Rkt ,
passi ng the

R S R R e R IS ML

up an i ncamplet 6f #ae. The RLP layer 504 normally does not send up an incomplete set
of RLP packets 509A-N to a higher level. As a result, the TCP layer 501 at the
transmitting source may initiate a retransmission of the entire TCP packet 506
which is much larger than a single RLP packet, therefore, causing unnecessary and
excessive retransmission in the communication system and reduction in the size of
the TCP congestion window (cwnd). The retransmission process at the RLP layer
504 may take an amount of time long enough for triggering the retransmission
process at the TCP layer 501. However, the flow of data in the system may have
been limited by the process at RLP layer 504 for retransmission of a single RLP
packet. The size of TCP packet 506 is much larger than the size of RLP packets
509A-N. Retransmission of a TCP packet 506 takes away a large amount of
communication resources at all levels. The retransmission of a TCP packet 506
also adversely effects the communication resources at the physical layer 505 for
taking up the resources to transmit a large number of RLP packets that complete
the requested TCP packet 506. The TCP layer 501 may determine that failure to
receive an expected TCP packet 506 may be due to the network congestion. As a
result, to relieve possible network congestion, the TCP layer 501 also may slow



of RLP packets 509A-N to a higher level. As a result, the TCP | ayer 501 at
the transmtting source may initiate a retransm ssion of the entire TCP
packet 5080 oalorwh3 i s much | arger than a single RLP packet pcrhsozbmane,

causi ng unnecessary and excessive retransm ssion in the comunication
system and reduction in the size of the TCP congestion w ndow (cwnd). The
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data recAldingrd stored in storage unit 480
[1028] In accordance with various aspects of the invention, processor 401

may control the amount of data stored in data storage unit 480 and passed up to a
higher protocol layer. The physical layer communications may be performed at
various data rates. The selected data rate depends on the channel condition. At
high data rate, a large number of RLP packets may be communicated between a
mobile station and a base station in a short period of time. A successful
retransmission process also takes a short time to complete depending on the
channel condition. In case of a need for retransmission, the retransmission
process may limit the number of NAK transmissions for a missing RLP packet of
data. The channel conditions of the forward and reverse link may not be the same.
Therefore, transmission of a NAK message, once or twice over a period of time, in
one direction may fail to arrive at the destination even though the channel condition
for transmitting the RLP packet in the other direction is acceptable. In another
case, the channel condition for transmission of a NAK massage may be acceptable
but the channel condition for receiving a RLP packet of data may not be
acceptable.



w thout waiting for a conpletion of a retransm ssion process or termnation
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many packets of data. The processor 401 is configured for determining the amount
of collected data before passing the collected data to a higher level. The processor
401 may compare the amount of collected data to an amount of data threshold. If
the collected data is higher than the threshold, the correctly received data may be
passed up or down to another protocol layer.

[1030] The amount of data threshold may be determined based on the
average round frip time and the average data rate. The round trip time may be
determined based on the amount of time it takes for data to be transmitted from a
source to a destination plus the amount of time it takes for data to be transmitted
from the destination to the source. An average round trip time may be used. The
data rate may be the communication data rate between the source and destination.
An average data rate may be used. The threshold, therefore, may be determined
by multiplying the average round trip time by the average data rate.

[1031] Referring to FIG. 7, a flow chart 700 depicts various steps that may
be incorporated for processing of data at the RLP layer 504 in accordance with
various aspects of the invention. The processor 401 through operations of received
data processing block 402 and transmit data processing block 403 may perform



the m ssing the RLP packet is m ssing. Wien the anmount of data is collected
before passing the collected data to a higher protocol |ayer is set too
snmal |, prwpas/o7debdw of data through various protocol |ayerETrEsys/omotake
place due to missing too many packets of data. The processor 401 is
configured for determ ning the anount of collected data before passing the
collected data to a higher level. The p?‘bcessor 401 may conpare the anount
of collected data to an anobunt of data threshold. If the collected data is
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internal _timer in processor 401 starts an abort tiner ar step
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exceeded tinfe df thesaiodrd timdreeRearaissthe bbwrt 788tiod of time threshold at step 704.
Moreover, at step 710, the amount of correctly received data is compared to an
amount of data threshold. If the amount of correctly received data exceeds the
threshold, the process flow moves to step 705 and the processor 401 may consider
the missing RLP packet as received. If the amount of correctly received data does
not exceed the threshold, the process flow moves to step 707. At step 706, the
received in-sequence RLP packets of data are passed on to a higher level of
protocol layer. The higher protocol layer may be the PPP protocol layer 503. In
accordance with various aspects of the invention, the amount of data threshold is
determined for controlling flow of data in a manner consistent with an efficient flow
of data at all protocol layers including the TCP layer 501. In accordance with an
embodiment, the amount of data threshold may be based on the average round trip
time and average communication data rate. Even though, the processor 401 has
no direct control over the process at TCP layer 501, by incorporating various steps
of the flow chart 700, an unnecessary retransmission of TCP packet 506 may be
prevented.



noves to step 705; otherw se, the process flow continues at step 707. At
step 707, the processor 401 may determ ne that the m ssing RLP packet has
arrived awotohm79edesti nation. In this case, the abort tinercagsopiaved wth
the m ssing packet termnates and the process flow 700 noves to step 706.
At step 705, the processor 401 may consider the m ssing RLP packet as
recei ved when the elapsed tine of the Hbort tinmer exceeds the abort peri od
of time threshold at step 704. Moreover, at step 710, the anount of
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be i nt er pfisdretd RErdNRIE iCBENFONGRRAOr Eng donBinktién thereof designed to perform the
functions described herein. A general-purpose processor may be a
microprocessor, but in the alternative, the processor may be any conventional
processor, controller, microcontroller, or state machine. A processor may also be
implemented as a combination of computing devices, e.g., a combination of a DSP
and a microprocessor, a plurality of microprocessors, one or more microprocessors
in conjunction with a DSP core, or any other such configuration.

[1034] The steps of a method or algorithm described in connection with the
embodiments disclosed herein may be embodied directly in hardware, in a software
module executed by a processor, or in a combination. A software module may
reside in RAM memory, flash memory, ROM memory, EPROM memory, EEPROM
memory, registers, hard disk, a removable disk, a CD-ROM, or any other form of
storage medium known in the art. An exemplary storage medium is coupled to the
processor such that the processor can read information from, and write information
to, the storage medium. In the alternative, the storage medium may be integral to
the processor. The processor and the storage medium may reside in an ASIC.



scope of the present invention. [1033] The various illustrative |ogical

bl ocks, nodules, and circuits described in connection with the enbodi nents
di scl osedwbaserwosray be i npl enmented or perfornmed with a gemarsas/opor pose
processor, a digital signal processor (DSP), an application specific
integrated circuit (ASIC), a field programmable gate array (FPGA) or other
programmabl e | ogi ¢ device, discrete gat€&or transistor logic, discrete

har dwar e conponents, or any conbi nation thereof designed to performthe
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i nt egral ﬁ'%lggﬁd Hg'ﬁg(')rlgessor The processor and the storage nedi um may reside
in an ASIC. \mm/ ONDaos dPaiMddSie3/ 07400 16 The ASIC may reside in a user
termnal. In the alternative, the processor and the storage nedi um may
reside as discrete conponents in a user termnal. [1035] The previous
description of the preferred enbodinments is provided to enable any person
skilled in the art to make or use the present invention. The various

nodi fications to these enbodinents will be readily apparent to those
skilled in the art, and the generic principles defined herein may be
applied to other enbodinments without the use of the inventive faculty.
Thus, the present invention is not intended to be limted to the

enbodi mnents shown herein but is to be accorded the w dest scope consi stent
with the principles and novel features disclosed herein.



[ 1036] What is clained is: WO 03/079603 PCT/US03/ 07400 17 CLAIM5S 1. In a
communi cation system a nethod conprising: receiving a packet of data,;

det er m niwg oslordeher sai d recei ved packet of data' is receiPeadSoso7406
sequence in a series of packets of data; transmtting a negative

acknow edgnent for retransm ssion of a mssing packet of data, wherein

sai d missing packet of data is identifi®l based on said received out of
sequence packet of data in said series of packets of data and accunul ating
recei ved out - of - sequence packets of { Aiig a re-sequencing buffer;
starting an abort tiner associated with sard transmtted negative

acknowl edbnentInfaacomuumication systemapseethodmoniprishigl ti ne of said

transmtting; ferm ni ; said elapsed tine of said abort tinmer
exceeds an aborregSIV n%@&eg?tm&ﬁ%gt hreshol d; conparing an accunul at ed nunber
of data packetgeterminiy rnehetbevesaidngecdvdd qiadket aof aaainis eécalwdd out of

t hreshol d; passing recei \ﬁ?ﬂaigg-se ﬁc_e packets of data to a higher
protocol % Ceiph erpehiee _@E 8 of data packets exceeds said amount
of data threshphshmi ‘&Uhegﬁti\_t/é MBI RRSRelciisTRsQbn 5d 8 ARSMihg
timer to exceed said abort period of ti threshold. 2. The nethod as
recited ipackeiiohdataunmhieseincemigrmissing packeli ok dpiey isaidandifed easesapa saidsi ng
packet of n i | Qer . 53] d. .abar i t]

Fhr eshol deoaveqr 85 of REHuaREs pankBE of (o7 I it ReieR Y bafis & Gevep g g

sai d r eceacceninulatirsgrpoeicel patedfedexuEncdgiarkets cfadata fn ghersdgeeatingusteocol .
4. The met hod gts recited in im1l furt.hgerdrcorﬁ%risi det.er m ni n%.said
e

| .ng:
amount of dat aSBRINGs haM o 2bort TSk @esacE edl° transmiben degrve ai d
det er i ni agkrAleUGHBMTor Meastiing Amerpbel richrbrsedmeriaai@tadshiting | me

and comruni cation data rate. WD 03/ 079603 PCT/ US03/ 07400 18

determining whether said elapsed time of said abort timer exceeds an abort
period of time threshold;

comparing an accumulated number of data packets in the re-sequencing
buffer to an amount of data threshold;

passing received in-sequence packets of data to a higher protocol layer
when accumulated number of data packets exceeds said amount of data threshold
without waiting for said elapsed time of said abort timer to exceed said abort period

of time threshold.

2. The method as recited in claim 1 further comprising:
considering as received said missing packet of data when said abort timer
exceeds said abort period of time threshold.

3. The method as recited in claim 2 further comprising:
passing said received in-sequence packets of data to said higher level
protocol.

4, The method as recited in claim 1 further comprising:
determining said amount of data threshold.

5. The method as recited in claim 4 wherein said determining said amount of
data threshold is based on a round trip time and communication data rate.



6. The nmethod as recited in claim5 further conprising: determ ning said
anount of data threshold based on an average round trip tine and an

aver age cwomiprweti on data rate. 7. In a conmunication sy®camsoxnor4appar at us
conprising: a receiver for receiving a packet of data; a received data
processing unit for determ ning whether said received packet of data is
recei ved out of sequence in a series of18packets of data; a transmtter for
transmtting a negative acknow edgnent for retransm ssion of a mssing

packet ofg dat apha@ifidas Adlicd iRl DRI RImpiiigg s i dentified based on
said recelved out of sequence packet of data in said series of packets of

data; a procesiernisingssaidtamguahohdaie: threshald Hasedicn ea average aewnd trip
transm tttﬁ'ﬁle aﬁ@&gtéyeq?glgﬁgwﬁgﬁggﬁgﬁ dgf&rr tg@asuri ng an el apsed tinme froma

time of said nsm et erm nrrng €t her said el apsed tine of said
abort tinmer exceeds an abort period of time threshold, accunul ating

recei ved put qf sequence packets of data in a re-sequencing buffer,
conpar i ng?c')an 3'8 RURYE Igglksglsger’gfaragpaa%u%ﬁomgﬁlﬁ@%t of data threshold
and passing reCRICERRridr @RBHANS 8 pRRREESRIAh; data to a higher protocol

| ayer when said accunul at ed packets of data exceeds said anmount of data

threshol d wi t HouecoRpdi dgfer eroerasind s éor delrminingandieiinsr saidi fegeived
exceed cﬂeﬁ&%étaﬁ@?éé&?véﬁ obt SF‘sétc{He‘ﬁ%B%g:sef?resyi%fa%w%r&t as recited in
claim?7 ereln sald processor unit 1s configure or consi dering as

recei ved sai d arirassmitgrdok anemitting sa negativeaackralydedgmentior rekraasthissian d

abort peri.od of .tine threshaeld., 9 .The. rat us recited in.clajm?
wher ei h el BBiet € Wlar widhein SRS RRBIEL PR of B, RynePred bibda

prot ocol ,orseaid recsieed odt bhsequsreegsadket sbtatadh said seriddof Jduketpphdatays as
recited in claim7 wherein said processor  is confi_guegcﬁd for determ . ning
sai d amount of® PEPELINF JoRsitarting: anTROr Jimeh Assogistech ithe gaich tangmyitad
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trip time and comuni cation data rate. 03/ 079603 PCT/ US03/ 07400 19 12.
The apparteanssnidingr detaradning wheihat saidvglapeechtigg of $aid ebesidimesexeaadsyan ed

tri p 1 mebo Qe R 3Byt e NEREH SRR TR |
dat a conptataiimg re-sequencing buffer, comparing an accumulated packets of data to an
amount of data threshold and passing received in-sequence packets of data to a
higher protocol layer when said accumulated packets of data exceeds said amount
of data threshold without waiting for said elapsed time of said abort timer to exceed

said abort period of time threshold.

8. The apparatus as recited in claim 7 wherein said processor unit is configured
for considering as received said missing packet of data when said abort timer
exceeds said abort period of time threshold.

9. The apparatus as recited in claim 7, wherein said processor is configured for
passing, to a higher level protocol, said received in-sequence packets of data.

10. The apparatus as recited in claim 7 wherein said processor is configured for
determining said amount of data threshold.

11.  The apparatus as recited in claim 10 wherein said determining said amount
of data threshold is based on a round trip time and communication data rate.



a base station for receiving radio Iink protocol (RLP) packets of data over
a physical layer protocol; a processor coupled to said base station for
passi hg rwoaswesos n- sequence RLP packets of data; a netweCH/US03/07400
comuni catively coupled to said base station for routing data to a
destination in accordance with at | east one protocol layer including a TCP
protocol |ayer; wherein said processorl9s configured for determnining

whet her a received RLP packet of data is received out of sequence in a
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abort ti @& @8@88?3 R El’faﬁeri od of tinme threshold, considering as
received said m ssing RLP packet of data and passing, to a higher |evel
protocol in said network, received in-sequence, RLP packets of data, from
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configured for determ ning said anount of data threshold based on round

trip tinmd@¥d comunication data rate. 15. A processor for use in a data
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recei ving a packet means for determ ning er said recel ved
packet ofRldRpacket ofedainiiedecrived obit sbgegurrcd in aisetes of RIP pachais of datalat a;
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based onfor measuring an elapsed time of said abort timer, accumulating received out of
sequence packets of data in a re-sequencing buffer, determining whether said
elapsed time of said abort timer exceeds an abort period of time threshold,
considering as received said missing RLP packet of data and passing, to a higher
level protocol in said network, received in-sequence RLP packets of data, from said
accumulated data in said buffer, without waiting for receiving retransmission of said
missing RLP packet of data when said abort timer exceeds said abort period of
time threshold, comparing said accumulated data to an amount of data threshold
and passing said in-sequence RLP packets of data to a higher protocol layer when
said accumulated packets of data exceeds said amount of data threshold without
waiting for said elapsed time of said abort timer to exceed said abort period of time
threshold, thereby preventing at least one of a retransmission of said TCP protocol
layer packet of data and scaling back of data traffic in said network.

14.  The system as recited in claim 13 wherein said processor is configured for
determining said amount of data threshold based on round trip time and

communication data rate.

15. A processor for use in a data communication system, comprising:



said received out of sequence packet of data in said series of packets of
data and accunul ating recei ved out-of -sequence packets of data in a

re- sequerworig/omsbs er; neans for starting an abort tinmer agsaaisat/edomi th
said transm tted negative acknow edgnent for measuring an el apsed tine
froma tine of said transmtting; neans for determ ning whether said

el apsed tine of said abort timer exceed® an abort period of tine threshold:
means for conparing an accumul ated nunber of data packets in the re-

sequenci ng buffesnd fbf%cﬁg?'?“%@%kém@aw eshol d; neans for passing

received in-sequence packets ata to a higher protocol |ayer when
accunul at ed numeans &dr deieaminingcwhethercaidisecaiver paokeit ofodatgds secaivyedobbl d

abort - perfsaagints I d RReS K PRI OB o ocescor as ool ted in ol aim L5
further conprirabags foraasshittinglet regativengclemvledgment fof refetrenissies fodlad
based on a round trip, tinme and, connmuni cati on dat te. . -
missing packet of data, wherein said missing packe% oq‘ Ja%a is identified based on
said received out of sequence packet of data in said series of packets of data and
accumulating received out-of-sequence packets of data in a re-sequencing buffer;
means for starting an abort timer associated with said transmitted negative
acknowledgment for measuring an elapsed time from a time of said transmitting;
means for determining whether said elapsed time of said abort timer
exceeds an abort period of time threshold,;
means for comparing an accumulated number of data packets in the re-
sequencing buffer to an amount of data threshold;
means for passing received in-sequence packets of data to a higher protocol
layer when accumulated number of data packets exceeds said amount of data
threshold without waiting for said elapsed time of said abort timer to exceed said

abort period of time threshold.

16.  The processor as recited in claim 15 further comprising:
means for determining said amount of data threshold based on a round trip
time and communication data rate.



